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STREAMING DATA DISTRIBUTED PROCESSING METHOD AND DEVICE
The present application claims priority to Chinese Patent Application No.
201610447125.8 filed on June 20, 2016 and entitled “STREAMING DATA DISTRIBUTED
PROCESSING METHOD AND DEVICE,” the entire contents of which are incorporated
herein by reference in the entirety.

Technical Field

This invention relates to the technical field of data processing, and in particular, to a
streaming data distributed processing method and apparatus.
Background

As various network applications become more and more deeply entrenched in people's
daily lives, many application systems will generate service data in the terabytes every day.
The real-time analysis of this sea of data can provide information that is of great value to
application systems. For example, the real-time analysis of video data streams collected by
traffic monitoring systems can help with directing traffic flow, and the real-time analysis of
user access behavior on social networking sites can promptly uncover hot topics and push to
more users.

Vast amounts of real-time service data are typically saved in different locations, on
different software and hardware platforms, and/or in different types of databases. A real-time
data collection system continuously collects real-time changing service data in a database in
the form of a stream, to perform real-time data processing. A real-time data collection system
can be achieved using a single thread, or be achieved employing a distributed form, with
multiple threads concurrently performing real-time data collection.

Since the service data of an application system may be updated at any time, especially
that a single piece of service data possibly may be updated multiple times within a very short
period of time, a real-time data collection system implemented using a single thread can
ensure that the service data real-time value that was updated first comes before the
later-updated service data real-time value in the streaming data. However, in the vast majority
of situations, the low performance of single threads cannot meet real-time data processing
demands for large amounts of data. In a distributed real-time data collection system, it is
possible that the sequence of service data real-time values in its generated distributed
streaming data differs from the sequence in which the updates occur.

In current technologies, data processing of service data real-time values is performed in

accordance with the sequence of the service data in the streaming data. By this way, when the



10

15

20

25

30

sequence of service data real-time values in the distributed streaming data differs from the
sequence in which the updates occur, earlier updated real-time values will replace
later-updated real-time values, leading to errors in the data processing results.

Summary

In view of the above, this application provides a streaming data distributed processing
method, comprising:

obtaining service data identifier information of a data record of streaming data, a
to-be-processed real-time value of the data record, and a time sequence characteristic of the
to-be-processed real-time value of the data record, the identifier information uniquely
representing one piece or one set of service data;

obtaining a time sequence characteristic of a processed real-time value of the service
data based on a correspondence relationship between the stored service data identifier
information and the time sequence characteristic of the processed real-time value;

comparing the time sequence characteristic of the to-be-processed real-time value of the
service data and the time sequence characteristic of the processed real-time value of the
service data, and when a time sequence of the to-be-processed real-time value is later than a
time sequence of the processed real-time value, employing the to-be-processed real-time
value in performing service computations and updating the stored time sequence
characteristic of the processed real-time value to the time sequence characteristic of the
to-be-processed real-time value.

This application also provides a streaming data distributed processing apparatus,
comprising:

a to-be-processed information acquisition unit, configured to obtain service data
identifier information of a data record of streaming data, a to-be-processed real-time value of
the data record, and a time sequence characteristic of the to-be-processed real-time value of
the data record, the identifier information uniquely representing one piece or one set of
service data;

a processed information acquisition unit, configured to obtain a time sequence
characteristic of a processed real-time value of the service data based on a correspondence
relationship between the stored service data identifier information and the time sequence
characteristic of the processed real-time value;

a data processing unit, configured to compare the time sequence characteristic of the

to-be-processed real-time value of the service data and the time sequence characteristic of the
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processed real-time value of the service data, and when a time sequence of the
to-be-processed real-time value is later than a time sequence of the processed real-time value,
employ the to-be-processed real-time value in performing service computations and update
the stored time sequence characteristic of the processed real-time value to the time sequence
characteristic of the to-be-processed real-time value..

As shown by the above technical solutions, in the embodiments of this application, the
time sequence characteristic of the processed real-time value of the data record is saved
during data processing and compared to the time sequence characteristic of the
to-be-processed real-time value from the same data record in the streaming data, and only a
the to-be-processed real-time value with a time sequence later than the processed real-time
value undergoes service computations. Thus, data processing according to the data update
sequence is achieved, preventing processing result errors caused by processing a real-time
value that was updated later, and enhancing data processing accuracy.

Brief Description of the Drawings

FIG. 1 is a network structure diagram for an application scenario of an embodiment of
this application;

FIG. 2 a flow diagram of a streaming data distributed processing method of an
embodiment of this application;

FIG. 3 is a hardware structure diagram of a device containing an embodiment of this
application;

FIG. 4 is a logic structure diagram of a streaming data distributed processing apparatus
of an embodiment of this application.

Detailed Description

The embodiments of this application present a new streaming data distributed
processing method. The streaming data includes time sequence characteristics of the
to-be-processed real-time values of data records, and the time sequence characteristics of
processed real-time values for data records that have already undergone data processing is
saved. By comparing the time sequence characteristics of to-be-processed and processed
real-time values, the relative time sequence of to-be-processed and processed real-time values
is found, and when the time sequence of the to-be-processed real-time value is later, the time
sequence of the to-be-processed real-time value undergoes data processing. In this way, it is
possible to prevent data processing result errors caused by the later processing of real-time

values with earlier time sequences, thus overcoming a problem in the existing technology.
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A network structure of an application scenario of an embodiment of this application is
shown in FIG. 1: the service data generated and refreshed by different service systems during
the operational running process may be stored in a number of different types (e.g., MySQL,
Oracle, HBase, etc.) of service databases. When service data meeting predetermined
conditions is added to or refreshed in a service database, a data collection platform generates
a data record based on the newly added or updated service data, combines the constantly
generated data records as streaming data, and provides the streaming data to a real-time
computing platform. The data collection platform can be achieved by employing
message-oriented middleware (e.g., kafka, TimeTunel, etc.), writing the generated data
record as a message into a message queue to provide to a real-time computing platform for
reading. The real-time computing platform can employ distributed computing (e.g., Jstorm,
storm, etc.), and can also employ centralized computing. FIG. 1 may be a framework when
distributed computing is employed. One or more data distributors (e.g., the spouts of the
storm platform) distribute data records of streaming data to at least two data processors (e.g.,
the bolts of the storm platform), and the data processor causes real-time changes in the
service data to be reflected in the processing results.

As such, in FIG. 1, if a data collection platform employs multi-thread parallel
acquisition, and/or a real-time computing platform employs distributed computing, when a
piece of service data is continuously updated, a data record carrying a service data real-time
value that was updated earlier may arrive at the real-time computing platform's data processor
later than a data record carrying a service data real-time value that was updated later. The
embodiments of this application may run on a real-time computing platform (run on each data
processor when distributed computing is employed), and can prevent errors that the
processing results of later updated service data are covered up by the processing results of the
earlier updated service data in the aforementioned situation.

The embodiments of this application can be applied to any physical or logical device
with computing and storage capabilities, e.g., mobile phones, tablet computers, PCs (personal
computers), laptops, servers, and virtual machines. The device can alternatively be two or
more physical or logical devices sharing different duties, coordinating with each other to
achieve the various functions in the embodiments of this application.

In some embodiments of this application, the flow of the streaming data distributed
processing method is as shown in FIG. 2.

Step 210, obtaining service data identifier information of a data record of streaming
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data, a to-be-processed real-time value of the data record, and a time sequence characteristic
of the to-be-processed real-time value of the data record.

In some embodiments of this application, a data record is the smallest constituent unit of
streaming data. Each data record is generated based on the change (addition or update) of a
piece of service data (e.g., account balance) or the simultaneous change of a set (two or more
pieces) of service data (e.g., the number of transfers, the total amount transferred out) in the
service database. A data record comprises the identifier information of the service data or the
set of service data and the real-time value of the service data or the set of service data;
usually, the data record also comprises the time at which the real-time value was generated in
the service database.

Here, the identifier information uniquely represents the service data or the set of service
data, e.g., within the scope in which embodiments of this application runs, there is a
one-to-one correspondence between the identifier information and the service data or the set
of service data. For example, an embodiment of this application runs on each data processor
of a real-time computing platform, so for each data record processed by a data processor,
there is a one-to-one correspondence between the identifier information and a piece of service
data or a set of service data. In an actual application scenario, the field and table identifiers in
a service database and/or service data identifiers in a service system may be referenced in
order to determine the identifier information of service data. For example, a combination of
the primary key, table name, and database name of the table in which the service data is
located may be used as the service data's identifier information. Also, the main service
primary key identifier of the service to which the service data belongs, the secondary service
primary key identifier, and the application signature may be used as the service data's
identifier information.

The real-time value of the service data is the value of the service data or the set of
service data after the most recent change. The real-time value generation time is the time at
which the service data changes in the service database.

A time sequence characteristic of a real-time value comprises information associated
with the time at which the service data or the set of service data changed. When the service
data or the set of service data experiences N number of changes, N data records will be
generated. In these N data records, the service data identifier information is the same, the
service data real-time values are different, and in the vast majority of situations, time

sequence characteristics of the real-time value are also different. By comparing the time
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sequence characteristics of real-time values, it is usually possible to learn which real-time
value or values of this service data or the set of service data occurred earlier, and which
occurred later.

Variables that are used as time sequence characteristic of the real-time value can be
selected based on factors in an actual application scenario such as the speed at which service
data changes and precision requirements for streaming data processing. For example, the
real-time value generation time in a data record may be used as time sequence characteristic
of the real-time value. For service data having identical identifier information, the time
sequence of the real-time value can be determined based on the real-time value generation
time. However, because saving real-time value generation times is usually limited by the
precision (e.g., to the millisecond), two changes to the same piece or the same set of service
data taking place extremely close together (e.g., within tens of microseconds) may have the
same real-time value generation time.

In addition to increasing the precision of real-time value generation times, in application
scenarios with message-oriented middleware serving as the data collection platform, it is also
possible to use the real-time value generation time and the message identifier of the message
containing the real-time value as time sequence characteristic of the real-time value. In this
type of application scenario, the message-oriented middleware packages one or more data
records in a message, a message identifier is designated for each message in accordance with
the time sequence of message generation, and the messages carrying message identifiers
make up a message flow (i.e., streaming data). Because the data records generated for two
consecutive changes to the same piece or the same set of service data usually will not appear
in the same message, a message identifier reflecting the message generation time sequence
also reflects the time information of the service data's real-time value. For two data records
with the same service data identifier information, if the real-time value generation times of
the service data are different, the time sequence of the real-time values is determined based
on the real-time value generation times. If the real-time value generation times of the service
data are the same, the time sequence of the real-time values can be determined based on the
message identifiers of the messages containing the data records.

As such, a data record is extracted from streaming data, and from the data record, it is
possible to obtain service data identifier information and the to-be-processed real-time value
of the service data (because the real-time value of the service data in the data record has not

undergone data processing, the real-time value of the service data in the data record may be
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referred to as the to-be-processed real-time value), and the time sequence characteristic of the
to-be-processed real-time value can be obtained from the data record or from the data record
and the message carrying the data record.

Step 220, obtaining a time sequence characteristic of a processed real-time value of the
service data based on a correspondence relationship between the stored service data identifier
information and the time sequence characteristic of the processed real-time value.

Step 230, comparing the time sequence characteristic of the to-be-processed real-time
value of the service data and the time sequence characteristic of the processed real-time value
of the service data, and when a time sequence of the to-be-processed real-time value is later
than a time sequence of the processed real-time value, employing the to-be-processed
real-time value in performing service computations and updating the stored time sequence
characteristic of the processed real-time value to the time sequence characteristic of the
to-be-processed real-time value.

In some embodiments of this application, a table of correspondence relationships
between service data identifier information and time sequence characteristic of processed
real-time values is maintained, wherein the time sequence characteristic of a processed
real-time value is the time sequence characteristic of the service data real-time value that
most recently underwent data processing. The data record containing this real-time value is
placed ahead of the original data record in the streaming data.

After obtaining service data identifier information from a new data record, the table of
correspondence relationships between identifier information and time sequence characteristic
of processed real-time values is consulted. If this identifier information is present, the time
sequence characteristic of the processed real-time value of the service data with this identifier
information can be obtained. The time sequence characteristics of the to-be-processed and
processed real-time value of this service data are compared. If the time sequence of the
to-be-processed real-time value is later than the processed real-time value, the
to-be-processed real-time value is employed in service computations (i.e., the to-be-processed
real-time value undergoes data processing), and in the table of correspondence relationships
between identifier information and time sequence characteristic of processed real-time
values, the time sequence characteristic of the processed real-time value corresponding to the
identifier information in the data record is updated as the time sequence characteristic value
of the to-be-processed real-time value of the data record. Otherwise, the to-be-processed

real-time value in the data record does not undergo processing, i.e., the to-be-processed
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real-time value in the data record is not used in service computations, to avoid having a
real-time value that was updated earlier replacing a real-time value that was updated later,
which leads to errors in the data processing results.

For a situation in which the real-time value generation time serves as time sequence
characteristic of the real-time value, when the to-be-processed real-time value generation
time is greater than the processed real-time value generation time, the time sequence of the
to-be-processed real-time value is later than the time sequence of the processed real-time
value. For a situation in which the real-time value generation time and the message identifier
of the message containing the real-time value are used as time sequence characteristic of the
real-time value, when the to-be-processed real-time value generation time is later than the
processed real-time value generation time, and when the generation times of the
to-be-processed and processed real-time values are the same, with the time sequence reflected
by the message identifier of the message containing the to-be-processed real-time value being
later than the time sequence reflected by the message identifier of the message containing the
processed real-time value, the time sequence of the to-be-processed real-time value is later
than the time sequence of the processed real-time value.

If the table of correspondence relationships between identifier information and time
sequence characteristic of processed real-time values do not have a time sequence
characteristic of a processed real-time value corresponding to the service data identifier
information in the data record, it means that this may be the first time receiving a real-time
value for this service data or this set of service data. Therefore, the to-be-processed real-time
value of the service data in the data record is used in service computations, the time sequence
characteristic of the service data's to-be-processed real-time value serves as the time sequence
characteristic of the processed real-time value, and the correspondence relationship between
the service data's identifier information and the time sequence characteristic of the processed
real-time value is saved in the correspondence relationship table.

The specific algorithm for employing the to-be-processed real-time value to conduct
service computations can be based on the demands of the actual application scenario,
achieved by referring to the data processing modes of current technologies. Further details
will not be given.

In application scenarios involving identifier information with high byte numbers or
numerous table items in the table of correspondence relationships between identifier

information and time sequence characteristic of processed real-time values, looking up the
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correspondence relationship table can require a considerable amount of time. To reduce the
impact of look-up times on the real-time quality of data processing, the identifier information
can be made to comprise an identifier characteristic and at least one identifier field, wherein
the combination of all identifier fields uniquely represents one piece or one set of service
data; the input of the identifier characteristic is a predetermined portion of the combination of
all identifier fields, and is generated using an algorithm (e.g., a digest algorithm). When
looking up the correspondence relationship table, the identifier characteristic in the identifier
information can be used as an index to perform a table item look-up, thereby accelerating
look-up speeds.

In an application scenario in which the real-time computing platform employs
distributed computing, the method of the embodiments of this application runs in parallel and
independently on two or more software function modules responsible for data processing
(e.g., the data processors in the network structure shown in FIG. 1). Prior to the streaming
data arriving at these software function modules, data distributors will usually distribute the
different data records to these software function modules. The data distributors can distribute
the data records to software function modules according to all or a predetermined portion of
the service data identifier information in the data records, so data records with the same
service data identifier information can be distributed to the same software function module.
This way, the table of correspondence relationships between identifier information and time
sequence characteristic of processed real-time values can be implemented on a single
software function module, and not on the overall real-time computing platform, thereby
reducing the capacity of the correspondence relationship table and accelerating look-up
speeds.

As such, in the embodiments of this application, the streaming data carries the time
sequence characteristics of the to-be-processed real-time values of data records. During data
processing, the time sequence characteristic of the data record's processed real-time value is
saved, and by comparing the time sequence characteristics of the to-be-processed and
processed real-time values, only a to-be-processed real-time value with a time sequence later
than the processed real-time value undergoes service computations, avoiding processing
result errors caused by processing a real-time value that was updated later, and boosting data
processing accuracy.

In one application example of this application, message-oriented middleware collects

service data that has been changed from a service database and generates data records. The
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data records comprise service data identifier information, service data real-time values
(to-be-processed real-time values), and real-time value generation times. Here, the service
data identifier information comprises an identifier characteristic and at least two identifier
fields, and the identifier fields are one or more service primary key identifiers and a service
signature. There is a one-to-one correspondence between the combination of these service
primary key identifiers and the service signature and the service data used to generate the
data record (within the scope of the software function module processing the data record).
The service primary key identifier comprises a main service primary key identifier. If there is
more than one service primary key identifier, the service primary key identifier can also
comprise a secondary service primary key identifier and other service primary key identifiers.
The identifier characteristic is the first several bits of the digest value of the main service
primary key, wherein the digest value is a value obtained from the main service primary key
after employing a digest algorithm. For example, the first 5 bits of the main service primary
key's MDS5 (Message Digest Algorithm 5) value can be used as the identifier characteristic.
The identifier characteristic is joined up with all identifier fields (a fixed symbol can be used
in between neighboring identifier fields as a join operator, such as "#" ) to serve as the service

data's identifier information. Exemplary results are shown in Table 1.

chﬁiﬁiﬁgﬁc Identifier field
First 5 bits of MD35 M§1n service Secor‘ldary service Other service Service
value of main service | PTIALy key primary key primary key .
identi identi . gnature
rimary key identifier identifier identifier identifier
P Joined using "#"
Table 1

The message-oriented middleware packages a data record in a message, the next
message serial number sorted in ascending order is used as the message identifier (similarly
packaged in the message), and the generated message is placed in the message queue.

A data distributor of the real-time computing platform extracts a message from the
message queue, parses the data record, and sends the data record and the message identifier
of the message containing the data record to one of the data processors according to the
identifier characteristic of the service data identifier information in the data record. Because
the identifier characteristic is the first several bits of the main service primary key's digest
value, data records with service data bearing the same main service primary key will be
distributed to the same data processor. In other words, the same service data will undergo

data processing on the same data processor.
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Each data processor keeps a table of correspondence relationships between service data

identifier information and time sequence characteristic of processed real-time values:

DATA_CHECK. The fields of the DATA_ CHECK table are as shown in Table 2:

Field name Field type Field description Notes
. identifier characteristic +
ROWKEY STRING primary key ‘dentifier field
time sequence real-time value generation
LAST VERSION STRING | characteristic of processed | time + message identifier
real-time value of message where located
Table 2

After receiving a data record and the message identifier of the message in which the data
record is located that are distributed by a data distributor, the data processor extracts service
data identifier information from the data record, uses the data record's service data real-time
value and real-time value generation time as the to-be-processed real-time value and
to-be-processed real-time value generation time, and uses the distributed message identifier
as the message identifier of the message in which the to-be-processed real-time value is
located.

Using the identifier characteristic in the identifier information as an index, the data
processor looks up ROWKEY in the DATA CHECK table as the table item for this identifier
information, obtains the LAST VERSION of the time sequence characteristic of the
processed real-time value corresponding to the identifier information, and parses the
processed real-time value generation time and the message identifier of the message in which
the processed real-time value is located.

The data processor compares the to-be-processed and processed real-time value
generation times. If the to-be-processed real-time value generation time is later than the
processed real-time value generation time, or if the to-be-processed and processed real-time
value generation times are the same and the message identifier of the message in which the
to-be-processed real-time value is located is greater than the message identifier of the
message in which the processed real-time value is located, the to-be-processed real-time
value undergoes data processing, and the LAST VERSION of the table item with this
identifier information in the DATA CHECK table is changed to the to-be-processed
real-time value generation time and the message identifier of the message holding the
to-be-processed real-time value. Otherwise, the data record's to-be-processed real-time value
is abandoned and does not undergo data processing.

Corresponding to the implementation of the processes described above, the
11
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embodiments of this application also provide an apparatus for streaming data distributed
processing. This apparatus can be implemented through software, through hardware or a
combination of software and hardware. Using software implementation as an example, as a
logical apparatus, the apparatus is run by having the CPU (Central Processing Unit) of the
device in which the CPU is located to read corresponding computer program instructions to
memory. As for hardware, in addition to the CPU, memory, and non-volatile memory shown
in FIG. 3, the device in which the apparatus for streaming data distributed processing is
located usually also comprises other hardware such as a chip used to perform wireless signal
transmission and reception, and/or other hardware such as a card used for network
communications.

FIG. 4 shows the streaming data distributed processing apparatus provided by the
embodiments of this application, comprising a to-be-processed information acquisition unit, a
processed information acquisition unit, and a data processing unit, wherein: the
to-be-processed information acquisition unit is configured to obtain service data identifier
information of a data record of streaming data, a to-be-processed real-time value of the data
record, and a time sequence characteristic of the to-be-processed real-time value of the data
record, the identifier information uniquely representing one piece or one set of service data;
the processed information acquisition unit is configured to obtain a time sequence
characteristic of a processed real-time value of the service data based on a correspondence
relationship between the stored service data identifier information and the time sequence
characteristic of the processed real-time value; the data processing unit is configured to
compare the time sequence characteristic of the to-be-processed real-time value of the service
data and the time sequence characteristic of the processed real-time value of the service data,
and when a time sequence of the to-be-processed real-time value is later than a time sequence
of the processed real-time value, employ the to-be-processed real-time value in performing
service computations and update the stored time sequence characteristic of the processed
real-time value to the time sequence characteristic of the to-be-processed real-time value.

Optionally, time sequence characteristic of the real-time value comprises: the real-time
value generation time.

Optionally, the streaming data comprises: a message flow of messages carrying the
service data identifier information of the data record, the to-be-processed real-time value of
the data record, and the time sequence characteristic of the to-be-processed real-time value of

the data record; the time sequence characteristic of the real-time value comprises: a real-time
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value generation time and a message identifier of a message containing the real-time value,
the message identifier being capable of reflecting a time sequence of message generation; the
time sequence of the to-be-processed real-time value being later than the time sequence of the
processed real-time value comprises: the to-be-processed real-time value’s generation time
being later than the processed real-time value’s generation time, or the generation times of
the to-be-processed and processed real-time values being the same and a time sequence
reflected by a message identifier of a message containing the to-be-processed real-time value
being later than a time sequence reflected by a message identifier of a message containing the
processed real-time value.

Optionally, the apparatus also comprises: a processed information addition unit,
configured to employ the to-be-processed real-time value of the service data in the service
computations before the time sequence characteristic of the processed real-time value of the
service data has been stored, use the time sequence characteristic of the to-be-processed value
of the service data as the time sequence characteristic of the processed real-time value, and
save the correspondence relationship between the service data identifier information and the
time sequence characteristic of the processed real-time value.

Optionally, the streaming data distributed processing method runs in parallel and
independently on at least two software function modules, and the data record processed by
the software function module is determined based on the service data identifier information
or a part of the service data identifier information of the data record.

In one example, the identifier information comprises: an identifier characteristic and at
least one identifier field; a combination of all identifier fields uniquely represents one piece
or one set of the service data, and the identifier characteristic is generated based on a
predetermined portion of the combination of all identifier fields.

In the preceding example, the identifier field may comprise: main service primary key
identifier and application signature; the identifier characteristic is first several bits of a digest
value of the main service primary key identifier.

The above is merely preferred embodiments of this application and does not limit this
application. All changes, equivalent substitutions, and improvements made within the spirit
and principles of this application shall fall within the scope of protection of this application.

In one typical configuration, the computation device comprises one or more processors
(CPUs), input/output interfaces, network interfaces, and internal memory.

The internal memory may comprise the forms of volatile memory on computer-readable
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media, random access memory (RAM), and/or non-volatile RAM, such as read-only memory
(ROM), or flash RAM. Internal memory is an example of computer-readable media.

Computer-readable media include permanent, nonpermanent, mobile, and immobile
media, which can achieve information storage through any method or technology. The
information may be computer-readable instructions, data structures, program modules, or
other data. Examples of computer storage media include, but are not limited to, Phase-change
RAM (PRAM), Static RAM (SRAM), Dynamic RAM (DRAM), other types of Random
Access Memory (RAM), Read-Only Memory (ROM), Electrically Erasable Programmable
Read-Only Memory (EEPROM), flash memory or other internal memory technologies,
Compact Disk Read-Only Memory (CD-ROM), Digital Versatile Discs (DVD) or other
optical memories, cassettes, magnetic tape and disk memories or other magnetic memory
devices, or any other non-transmission media, which can be used for storing information that
can be accessed by a computation device. According to the definitions herein,
computer-readable media may exclude transitory computer-readable media (transitory
media), such as modulated data signals and carriers.

It should also be noted that the terms "comprise" and "include" or any variations thereof
are intended as non-exclusive inclusion. Thus, a process, method, product, or device
comprising a series of elements may not only comprise these elements, but may also
comprise other elements not explicitly listed, or elements inherent to that process, method,
product, or device. When there are no other limitations, an element defined by the phrasing
"comprising one..." does not exclude the presence of other similar elements in the process,
method, product, or device comprising the element.

A person skilled in the art should understand that the embodiments of this application
can be provided as methods, systems, or computer program products. Therefore, this
application may employ a purely hardware embodiment form, purely software embodiment
form, or an embodiment form that combines software and hardware. Also, this application
may employ the form of computer program products achieved through one or more computer
storage media (including but not limited to magnetic disc memory, CD-ROM, and optical

memory) comprising computer-executable program code.
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CLAIMS
1. A streaming data distributed processing method, comprising:
obtaining service data identifier information of a data record of streaming data, a

to-be-processed real-time value of the data record, and a time sequence characteristic of the
to-be-processed real-time value of the data record, the identifier information uniquely
representing one piece or one set of service data;

obtaining a time sequence characteristic of a processed real-time value of the service
data based on a correspondence relationship between the stored service data identifier
information and the time sequence characteristic of the processed real-time value;

comparing the time sequence characteristic of the to-be-processed real-time value of the
service data and the time sequence characteristic of the processed real-time value of the
service data, and when a time sequence of the to-be-processed real-time value is later than a
time sequence of the processed real-time value, employing the to-be-processed real-time
value in performing service computations and updating the stored time sequence
characteristic of the processed real-time value to the time sequence characteristic of the

to-be-processed real-time value.

2. The method according to Claim 1, wherein time sequence characteristic of the

real-time value comprises: a real-time value generation time.

3. The method according to Claim 1, wherein the streaming data comprises: a message
flow of messages carrying the service data identifier information of the data record, the
to-be-processed real-time value of the data record, and the time sequence characteristic of the
to-be-processed real-time value of the data record;

the time sequence characteristic of the real-time value comprises: a real-time value
generation time and a message identifier of a message containing the real-time value, the
message identifier being capable of reflecting a time sequence of message generation;

the time sequence of the to-be-processed real-time value being later than the time
sequence of the processed real-time value comprises: the to-be-processed real-time value’s
generation time being later than the processed real-time value’s generation time, or the
generation times of the to-be-processed and processed real-time values being the same and a
time sequence reflected by a message identifier of a message containing the to-be-processed

real-time value being later than a time sequence reflected by a message identifier of a
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message containing the processed real-time value.

4. The method according to Claim 1, further comprising: employing the to-be-processed
real-time value of the service data in the service computations before the time sequence
characteristic of the processed real-time value of the service data has been stored, using the
time sequence characteristic of the to-be-processed value of the service data as the time
sequence characteristic of the processed real-time value, and saving the correspondence
relationship between the service data identifier information and the time sequence

characteristic of the processed real-time value.

5. The method according to Claim 1, wherein the streaming data distributed processing
method runs in parallel and independently on at least two software function modules, and the
data record processed by the software function module is determined based on the service
data identifier information or a part of the service data identifier information of the data

record.

6. The method according to Claim 1 or Claim 5, wherein the identifier information
comprises: an identifier characteristic and at least one identifier field; a combination of all
identifier fields uniquely represents one piece or one set of the service data, and the identifier
characteristic is generated based on a predetermined portion of the combination of all

identifier fields.

7. The method according to Claim 6, wherein the identifier field comprises: a main
service primary key identifier and an application signature; the identifier characteristic is first

several bits of a digest value of the main service primary key identifier.

8. A streaming data distributed processing apparatus, comprising:

a to-be-processed information acquisition unit, configured to obtain service data
identifier information of a data record of streaming data, a to-be-processed real-time value of
the data record, and a time sequence characteristic of the to-be-processed real-time value of
the data record, the identifier information uniquely representing one piece or one set of
service data;

a processed information acquisition unit, configured to obtain a time sequence
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characteristic of a processed real-time value of the service data based on a correspondence
relationship between the stored service data identifier information and the time sequence
characteristic of the processed real-time value;

a data processing unit, configured to compare the time sequence characteristic of the
to-be-processed real-time value of the service data and the time sequence characteristic of the
processed real-time value of the service data, and when a time sequence of the
to-be-processed real-time value is later than a time sequence of the processed real-time value,
employ the to-be-processed real-time value in performing service computations and update
the stored time sequence characteristic of the processed real-time value to the time sequence

characteristic of the to-be-processed real-time value.

9. The apparatus according to Claim 8, wherein time sequence characteristic of the

real-time value comprises: the real-time value generation time.

10. The apparatus according to Claim 8, wherein the streaming data comprises: a
message flow of messages carrying the service data identifier information of the data record,
the to-be-processed real-time value of the data record, and the time sequence characteristic of
the to-be-processed real-time value of the data record;

the time sequence characteristic of the real-time value comprises: a real-time value
generation time and a message identifier of a message containing the real-time value, the
message identifier being capable of reflecting a time sequence of message generation;

the time sequence of the to-be-processed real-time value being later than the time
sequence of the processed real-time value comprises: the to-be-processed real-time value’s
generation time being later than the processed real-ﬁme value’s generation time, or the
generation times of the to-be-processed and processed real-time values being the same and a
time sequence reflected by a message identifier of a message containing the to-be-processed
real-time value being later than a time sequence reflected by a message identifier of a

message containing the processed real-time value.

11. The apparatus according to Claim 8, further comprising: a processed information
addition unit, configured to employ the to-be-processed real-time value of the service data in
the service computations before the time sequence characteristic of the processed real-time

value of the service data has been stored, use the time sequence characteristic of the
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to-be-processed value of the service data as the time sequence characteristic of the processed
real-time value, and save the correspondence relationship between the service data identifier

information and the time sequence characteristic of the processed real-time value.

12. The apparatus according to Claim 8, wherein the streaming data distributed
processing method runs in parallel and independently on at least two software function
modules, and the data record processed by the software function module is determined based
on the service data identifier information or a part of the service data identifier information of

the data record.

13. The apparatus according to Claim 8 or Claim 12, wherein the identifier information
comprises: an identifier characteristic and at least one identifier field; a combination of all
identifier fields uniquely represents one piece or one set of the service data, and the identifier
characteristic 1s generated based on a predetermined portion of the combination of all

identifier fields.
14. The apparatus according to Claim 13, wherein the identifier field comprises: a main

service primary key identifier and an application signature; the identifier characteristic is first

several bits of a digest value of the main service primary key identifier.
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