10

15

20

25

WO 2018/063167 PCT/US2016/054023

DISTRIBUTED ELECTRONIC RECORD AND TRANSACTION HISTORY
BACKGROUND

[0001] With the proliferation of the Internet, the number of services available
to users has increased dramatically. Consumers now have access to service
providers across the world. As a result, the average consumer now maintains
multiple accounts with a number of service providers providing various services.
However, these service providers often need to determine whether to provide a
service to each consumer. For the service provider, this means collecting a number
of consumer-specific, and often sensitive, details to determine a risk level for that
consumer. For the consumer, this means providing the same information to each

service provider that the consumer wishes to maintain an account with.

[0002] The conventional processes associated with allowing users to obtain
multiple services is time consuming and slow. For example, a user may have applied
for and obtained a loan at a first bank. During the process of obtaining the first loan,
the user will need to provide personal information such as the user's income, social
security number, date of birth, and other information. The first bank may run various
credit checks and other authentication processes to ensure that the useris an
authentic user and is also creditworthy. This process can take days, because the first
bank needs to communicate with various entities (e.g., credit bureaus, employers,
etc.) to gather information to arrive at a decision as to whether or not to provide the
loan to the user. At a later point in time, the user may want to apply for a second loan
at a second bank. When applying for the loan at the second bank. the second bank
may follow similar loan approval processing as described above for the first bank. In
addition, since the user already has a loan with the first bank, the second bank may
communicate with the first bank to obtain information indicative of the user's
creditworthiness. Similar to the loan process associated with the first bank, this

process can also take days.

[0003] Further, in conventional record systems, service providers may consult

with credit bureaus to determine a level of risk for each consumer. However, these
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credit bureaus may provide a risk assessment rating (e.g., a credit score) without
providing any context. In other words, these credit bureaus often keep their
algorithms classified and a service provider is unable to perform its own analysis with
respect to a particular consumer. This means that the consumer’s credit rating may
be based on records submitted by entities that the service provider may or may not
trust. Thus, the service provider may be making a decision as to whether or not to
provide the requested service based upon criteria that is not entirely understood or

within the knowledge of the service provider.

[0004] Embodiments of the invention address these and other problems,

individually and collectively.
BRIEF SUMMARY

[0005] Embodiments of the disclosure are directed to a system in which an
electronic record may be generated for an entity within a distributed environment.
The electronic record may comprise a number of interaction records that involve a
user, where the interaction records are each signed by a an originating entity such
as a first service provider (e.g., a bank) using that the first service provider's private
key. The authenticity of the interaction records may be verified by a second service
provider that wishes to provide a service to the user using a public key associated
with the first service provider. Each interaction record may be associated with a user,
which may be assigned an electronic identifier. In some embodiments, the electronic
identifier may be generated for an acocunt using account-specific information in a
predetermined format. In some embodiments, the electronic identifier may be

hashed or encrypted in order to prevent unauthorized access of personal details.

[0006] One embodiment of the invention is directed to a server apparatus
comprising one or more processors, and a memory including instructions that, when
executed by the one or more processors, cause the server apparatus to receive a
request from a computing device to conduct an action with respect to a user, identify
an electronic identifier associated with a user, the electronic identifier having been
generated from information specific to the user, identify, within a verification network,
an electronic record comprising a number of interaction records associated with the

electronic identifier, each of the interaction records signed by an originating entity,
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verify the authenticity of at least one interaction record of the plurality of interaction
records using a public key associated with the originating entity, and determine,
based at least in part on the verified interaction record, whether to execute the

action.

[0007] Another embodiment of the invention is directed to a method
comprising receiving a request from a computing device to conduct an action with
respect to a user, identifying an electronic identifier associated with a user, the
electronic identifier having been generated from information specific to the user,
identifying, within a verification network, an electronic record comprising a number of
interaction records associated with the electronic identifier, each of the interaction
records signed by an originating entity, verifying the authenticity of at least one
interaction record of the plurality of interaction records using a public key associated
with the originating entity, and determining, based at least in part on the verified

interaction record, whether to execute the action.

[0008] These and other embodiments of the invention are described in further

detail below.
BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 depicts an example system in which electronic record
associated with a user may be stored on, and verified using, a distributed

environment in accordance with at least some embodiments;

[0010] FIG. 2 depicts an example requesting entity server configured to
update user record data to reflect data verified via a distributed environment in

accordance with at least some embodiments;

[0011] FIG. 3 depicts an illustrative example of a process that may be

performed in accordance with at least some embodiments of the disclosure;

[0012] FIG. 4 depicts an example electronic record that may be implemented

in accordance with embodiments of the disclosure;

[0013] FIG. 5 depicts an illustrative example of various embodiments of an

electronic record in accordance with the disclosure; and
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[0014] FIG. 6 depicts an example process for generating and maintaining an
electronic record in a distributed environment in accordance with at least some

embodiments.

DETAILED DESCRIPTION

[0015] In the following description, various embodiments will be described. For
purposes of explanation, specific configurations and details are set forth in order to
provide a thorough understanding of the embodiments. However, it will also be
apparent to one skilled in the art that the embodiments may be practiced without the
specific details. Furthermore, well-known features may be omitted or simplified in

order not to obscure the embodiment being described.

[0016] Prior to discussing the details of some embodiments of the present
invention, description of some terms may be helpful in understanding the various

embodiments.

[0017] An “application server” may be any computing device configured to
provide remote support for a client device. The application server may be associated
with a set of computer executable instructions to be installed on, and executed from,
a client device (e.g., a mobile application). The application server may provide any
suitable service and/or processing for the client device. For example, the application
server may perform calculations on behalf of the client device. In some
embodiments, the application server may maintain an account for one or more users.
The application server may also store any protocols and/or user preferences related

to the operation of the client device.

[0018] A “blockchain” can be a distributed database that maintains a
continuousiy-growing list of records securad from tampering and revision. A
blockehain may include a number of blocks of interact records. Each block in the
blockehain can contain also include a timastamp and a link 10 a previous biock.
Stated differently, interaction records in a blockchain may be stored as a series of
“blocks,” or permanent files that include a record of a number of transactions
occurring over a given period of time. Blocks may be appended to a blockchain by
an appropriate node after it completes the block and the block is validated. In

embodiments of the invention, a blockchain may be distributed, and a copy of the
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blockchain may be maintained at each node in a verification network. Any node
within the verification network may subsequently use the blockchain to verify
transactions.

[0019] A “client device” may be any electronic device capable of establishing a
communication session with another electronic device (e.g., an application server)
and transmitting / receiving data from that device. A client device may include the
ability to download and/or execute mobile applications. Client devices may include
mobile communication devices as well as personal computers and thin-client

devices.

[0020] A “cryptographic key” may be any siring of bits used by a cryptographic
algorithm to transform plain text into cipher text or vice versa. Cryptographic keys
may include symmetric and asymmetric keys. A cryptographic key may be used (o
sign transactions and/or verify signed transactions. For example, a cryptocurrency
transaction may be signed using a private keay. The signed transaction may then be

verified using a public key that corresponds 1o the privale kay.

[0021] An “electronic identifier” may be any suitable string of characters or
symbols used to identify an entity (e.g., a person or device). In some embodiments,
the electronic identifier may be a value calculated by hashing one or more input
values available to multiple entities. In this way, the electronic identifier may be
independently generated by any entity that has the prerequisite information. In order
to prevent an electronic record from being accessed by an unauthorized party, an
electronic identifier may be hashed or encrypted. For example, an electronic
identifier may comprise a combination of a country code, customer name, date of
birth, and last four digits of a social security number such as SHA256(USA*JOHN
SMITH*19700101*1234). Hashing this value may result in a seemingly random string
of characters, such as 444E982513BF546050C2D079FF5D65AB6E318E1AB5C1C.
In some embodiments, the electronic identifier is associated with a passphrase that
must be provided in order to access any interaction record associated with the

electronic identifier.

[0022] An “electronic record” may be any record of transactions stored

electronically. For example, an electronic record may comprise a number of
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interaction records associated with an electronic identifier. In some embodiments, an
electronic record may be compiled by identifying each of the interaction records
recorded in a distributed environment that are associated with a particular electronic
identifier. In some embodiments, the electronic record may include a portion
generated by, and signed using a private key associated with, the user with which
the electronic identifier is associated. In some embodiments, the electronic record

may be in the form of a blockchain.

[0023] An “interaction record” is any indication of a transaction that occurred
between a user associated with an electronic identifier and another entity. In some
embodiments, each of the interaction records in an electronic record may be signed
using a private key associated with the entity, such that they may be verified using a
public key associated with the entity. An interaction record may include an indication

of a location of user-specific information (e.g., an address in a database table).

[0024] A “mobile communication device” may be any portable electronic
device that has a primary function related to communication. For example, a mobile
communication device may be a smart phone, a personal data assistant (PDA), or
any other suitable handheld device. The mobile communication device may be
configured to input cryptocurrency addresses and display any received aliases. In
some embodiments, the mobile communication device may be configured to store a

private key to be associated with a cryptocurrency address and/or alias.

[0025] A “private key” is a type of cryptographic key that is kept secret by a
party. A private key may be used to sign transactions such that they may be verified

using the verification network.

[0026] A “public key’may be a type of cryptographic key that is distributed to,
or available to, some entity over than a party holding a corresponding private key. In
some embodiments, the key may be publically available, while in other cases it may
be distributed to nodes in a network, but the network itself may not be accessible to
the general public. A public key may be made available to nodes of a verification
network so that signed transactions associated with the public key may be verified by
the nodes.
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[0027] A “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled to a Web server. The server
computer may be coupled to a database and may include any hardware, software,
other logic, or combination of the preceding for servicing the requests from one or
more client computers. The server computer may comprise one or more
computational apparatuses and may use any of a variety of computing structures,
arrangements, and compilations for servicing the requests from one or more client

computers.

[0028] The term "verification" and its derivatives may refer to a process that
utilizes information to determine whether an underlying subject is valid under a given
set of circumstances. Verification may include any comparison of information to
ensure some data or information is correct, valid, accurate, legitimate, and/or in good
standing. In some examples of verification described in the disclosure, electronic

records may be signed using a private key and verified using a public key.

[0029] A “verification network” may be any set of nodes (computer systems
and components) configured to provide verification for a transaction. The verification
network may comprise a distributed computing environment utilizing several nodes
that are interconnected via communication links, using one or more computer
networks or direct connections. The verification network may be implemented over
any appropriate network, including an intranet, the Internet, a cellular network, a
local area network or any other such network or combination thereof. Components
used for such a system can depend at least in part upon the type of network and/or
environment selected. Protocols and components for communicating via such a
network are well known and will not be discussed herein in detail. Communication
over the verification network can be enabled by wired or wireless connections and
combinations thereof. Nodes may be independently operated by third parties and
may be added to, or removed from, the verification network on a continuous basis. In
some embodiments, each of the nodes in a verification network may be computing

devices belonging to a particular group or organization.
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[0030] Details of some embodiments of the present invention will now be
described.
[0031] FIG. 1 depicts a block diagram of an exemplary system in which

electronic record associated with a user may be stored on, and verified using, a
distributed environment in accordance with at least some embodiments. In FIG. 1, a
client device 102 may be in communication with one or more separate entities via a
network connection 104. For example, the client device 102 may be in
communication with a origination entity server 106 and a requesting entity server
108. In some embodiments, the system may include multiple origination entity
servers (associated with a number of different signed entities) and/or multiple
requesting entity servers (associated with a number of different requesting entities).
In some embodiments, upon processing a request in accordance with embodiments
of the disclosure, a requesting entity server 108 may become a origination entity
server 106. Each of the separate entities may also be in communication with a
verification network 110, which may provide verification services related to an

electronic record.

[0032] The client device 102 may comprise any suitable computing device
capable of interacting storing and managing an electronic record in accordance with
embodiments of the disclosure. The client device may include at least a processor
and a memory. The memory of the client device 102 may include a private key 112
that may be used to sign an electronic record. The memory may also include
computer-executable instructions that cause the processor to perform certain
functions in accordance with embodiments of this disclosure. For example, the
memory may include a mobile application 114 that causes the mobile device to
create and sign an electronic record and initiate transactions using that electronic

record.

[0033] The memory of the client device 102 may include a secure execution
environment such as a secure memory (e.g., Smartcard based technology available
in low-power devices). In some embodiments, the secure memory may include a
secure element. A secure element (SE) can be a tamper-resistant platform (typically
a one chip secure microcontroller) capable of securely hosting applications and their

confidential and cryptographic data (e.g. key management) in accordance with the
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rules and security requirements set forth by a set of well-identified trusted authorities.
Sensitive information (e.g., the private key 112) received by the client device 102

may be stored in the secure memory.

[0034] The client device 102 may also establish a connection with an
application server that provides back end support for the client device 102 by
maintaining and managing electronic records associated with a user and/or client
device 102. In some embodiments, upon execution of the mobile application 114 the
client device 102 may establish a communication session with an application server
in which at least some processing is performed by the application server on behalf of
the mobile application 114. In some embodiments, the application server may
maintain an account associated with the client device 102 and/or its user. The
account maintained by the application server may store a number of data related to
the user. For example, the application server may store user data (e.g., demographic
or other suitable information), documentation related to the user (e.g., bank
statements, property deeds, etc.), or any other suitable user data. The application
server may, upon receiving a request from the mobile application, compile at least a
portion of the user data that it maintains into an electronic record to be provided to
the client device 102. In some embodiments, the application server may also have
access to the private key 112, and may sign the electronic record on behalf of the

client device 102.

[0035] In some embodiments, the client device 102 may include a
communication interface configured to enable communication between the client
device 102 and another electronic device (e.g., origination entity server 106,
requesting entity server 108, and/or a wireless router that manages access to
network 104). Examples of a suitable communication interface may include radio
frequency (RF) transceivers configured to send and receive communications using
near-field communications (NFC), or other radio frequency or wireless
communication protocols such as Bluetooth, Bluetooth low-energy (BLE), a wireless
local area network (e.g., WiFi), iBeacon, etc. In some embodiments, the
communication interface may include an infrared communication device. In some
embodiments, the communication interface may include both long range and short

range communication means. For example, the communication interface may
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include an antenna configured to connect to a cellular network in order to enable

communication with various other components of the depicted architecture.

[0036] The origination entity server 106 may comprise any suitable computing
device capable of performing the operations described herein. A origination entity
server 106 may be any server that has “signed” (e.qg., verified an authenticity of) an
electronic record. A requesting entity server 108, after verifying and signing an
electronic record, may become a origination entity server 106. The origination entity
server 106 may maintain first record data 116 associated with a particular electronic
record. In some embodiments, record data 116 may be maintained by a third-party
entity (e.g., an entity unaffiliated with the origination entity server 106). In some
embodiments, the record data 116 may be stored such that it is not easily associated
with a particular user or account holder. For example, the record data 116 may
comprise a number of resource locator addresses that reference user data without
an indication of the user. In some embodiments, the origination entity server 106
may store a record of a user may related to each resource locator address in a
separate data store. In some embodiments, the origination entity server 106 may be
configured to receive a request from a requesting entity server 108, identify account
information stored in association with the request (e.g., at an address specified in the

request), and provide that information to the requesting entity server 108.

[0037] The requesting entity server 108 may comprise any suitable computing
device capable of performing the operations described herein. An example of a
requesting entity server 108 that may be implemented in accordance with various
embodiments is described in greater detail with respect to FIG. 2. As described with
respect to FIG. 2, the requesting entity server 108 may assign an address in a
second record data 118 to a user in response to receiving an electronic record. In
some embodiments, record data 118 may be maintained by a third-party entity (e.qg.,

an entity unaffiliated with the requesting entity server 108).

[0038] In some embodiments, the requesting entity server 108 may be
configured to receive information (such as an indication of an electronic record) from
the client device 102 (or from an application server on behalf of the client device
102), perform a verification of the electronic record, and/or request additional

account-related information from a origination entity server 106. For example, the
10
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requesting entity server 108 may determine that the electronic record has been
signed by a particular origination entity server 106, verify (e.g., by using the signing
entity’s public key) the signing entity’s signature in the electronic record, determine a
verification value to be associated with the origination entity server 106, and request
additional information from the origination entity server 106 (e.g., at a resource

address within the electronic record).

[0039] A verification network 110 may comprise a distributed environment
implemented across number of remote nodes 120 (A-E), each of which represents a
computing system or component. A copy of a blockchain (a record of electronic
records) may be distributed to each remote node 120 within the verification network
106. In some embodiments, at least some of the remote nodes 120 may each be
owned and/or operated by at least one of the signing entity or the requesting entity.
In some embodiments, the verification network 110 may comprise a number of
computing devices operated by entities that each belong to a particular group or
have obtained a particular certification. In some embodiments, at least one of the
origination entity server 106 or the requesting entity server 108 may be a remote
node 120. Additionally, one or more of the remote nodes 120 may act to verify

interaction records.

[0040] In accordance with at least some embodiments, the verification
network 110 may comprise a federated and/or permission-based environment. For
example, in order to participate in, or use, the verification network 110, an entity may
need to be certified or otherwise authenticated. For example, the verification network
110 may require that each entity be subject to trust services management (TSM)
policies and/or rules. In some examples, different entities may be subject to different
policies based on the type of entity that it is. For example, servers associated with a
banking institution may be trusted automatically, whereas servers associated with an
individual may need to receive certification from a banking institute. In these

examples, only trusted entities may have access to the verification network 110.

[0041] For simplicity of illustration, a certain number of components are shown
in FIG. 1. Itis understood, however, that embodiments of the invention may include
more than one of each component. In addition, some embodiments of the invention

may include fewer than or greater than all of the components shown in FIG. 1. In
11
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addition, the components in FIG. 1 may communicate via any suitable

communication medium (including the internet), using any suitable communications
policy.

[0042] FIG. 2 depicts a diagram of an exemplary requesting entity server 108
that can be configured to update user record data to reflect data verified via a
distributed environment in accordance with at least some embodiments. The
requesting entity server 108 may be an example requesting entity server 108 of FIG.
1.

[0043] The requesting entity server 108 may be any type of computing device
capable of receiving an electronic record, verifying the electronic record with at least
one entity that has signed the electronic record, and optionally obtaining account
information from the at least one entity. In at least some embodiments, the
requesting entity server 108 may include at least one memory 202 and one or more
processing units (or processor(s)) 204. The processor(s) 204 may be implemented
as appropriate in hardware, computer-executable instructions, firmware or
combinations thereof. Computer-executable instruction or firmware embodiments of
the processor(s) 204 may include computer-executable or machine executable
instructions written in any suitable programming language to perform the various

functions described.

[0044] The memory 202 may store program instructions that are loadable and
executable on the processor(s) 204, as well as data generated during the execution
of these programs. Depending on the configuration and type of requesting entity
server 108, the memory 202 may be volatile (such as random access memory
(RAM)) and/or non-volatile (such as read-only memory (ROM), flash memory, etc.).
The requesting entity server 108 may also include additional storage 206, such as
either removable storage or non-removable storage including, but not limited to,
magnetic storage, optical disks, and/or tape storage. The disk drives and their
associated computer-readable media may provide non-volatile storage of computer-
readable instructions, data structures, program modules, and other data for the
requesting entity server 108. In some embodiments, the memory 202 may include
multiple different types of memory, such as static random access memory (SRAM),

dynamic random access memory (DRAM) or ROM.
12
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[0045] Turning to the contents of the memory 202 in more detail, the memory
202 may include an operating system 208 and one or more application programs or
services for implementing the features disclosed herein including at least a module
for extracting verified information from signing entities (information management
module 210). The memory 202 may also include record data 118, which provides

data associated with a user and/or account.

[0046] In some embodiments, the information management module 210 may,
in conjunction with the processor 204, be configured to receive an indication of an
electronic record from a client device. For example, the information management
module 210 may receive an address or location associated with the electronic record
within a distributed environment. In this example, the information management
module 210 may locate the electronic record, identify a number of entities that have
signed the electronic record, determine addresses / locations of records associated
with each of the entities that signed the electronic record, and retrieve the records at
each of those locations. In some embodiments, the information management module
210 may, in conjunction with the processor 204, be further configured to populate a
number of attributes associated with the client device and/or a user of the client
device. In some embodiments, the information management module 210 may
determine a level of trust (e.g., a trust value) to be associated with each of the
entities that have previously signed the electronic record. The information
management module 210 may, in conjunction with the processor 204, also be
configured to cause the requesting entity server 108 to sign the electronic record
using its private key upon verifying one or more piece of data within the electronic
record. The signed electronic record may then be distributed across the verification

network and subsequently added to the blockchain.

[0047] The requesting entity server 108 may also contain communications
interface(s) 216 that enable the requesting entity server 108 to communicate with a
stored database, another computing device or server, one or more remote devices,
other application servers, and/or any other suitable electronic devices. In some
embodiments, the communication interface 216 may enable the requesting entity
server 108 to communicate with other electronic devices on a network (e.g., on a

private network). The requesting entity server 108 may also include input/output (1/0O)
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device(s) and/or ports 218, such as for enabling connection with a keyboard, a
mouse, a pen, a voice input device, a touch input device, a display, speakers, a

printer, etc.

[0048] FIG. 3 depicts an illustrative example of a process 300 that may be

performed in accordance with at least some embodiments of the disclosure. In FIG.
3, a client device 302 may be in communication with one or entity servers (e.g., first
entity server 304 and/or second entity server 306). Each of these entity servers may

be in communication with a verification network 308.

[0049] By way of non-limiting illustration, each of the first entity server 304 and
the second entity server 306 may be computing devices operated by banking
institutions. In this example, a user may open an account at the first entity server 304
at a first point in time, and may subsequently open an account at the second entity
server 306 at a later point in time. As will be illustrated by process 300, the
information provided to the first entity server 304 may also be securely provided to
the second entity server 306 with minimal effort on behalf of the user. Additionally,
each of the first entity server 304 and the second entity server 306 may gain access
to information on any transactions conducted by the user, allowing that entity to

better analyze risk associated with a user.

[0050] At step 1 of process 300, a client device 302 may generate an
electronic record. In some embodiments, the electronic record generated by the
client device may be associated with a string of characters, such as an electronic
identifier. In some embodiments, the generated electronic record may include an
indication of the user and/or information associated with the user. In some
embodiments, the electronic record may include only the electronic identifier without
any indication of the user to which it relates. In some embodiments, an electronic
record may be generated on behalf of the client device 302 by a separate application
server which provides backend support for an application installed on, and executed
from, the client device 302. It should be noted that in some embodiments, the
electronic record may not be generated by a client device 302, and may be
generated instead by a first entity server 304 as described below. In some
embodiments, the electronic record may include an indication of a passphrase

needed to access information in the electronic record. In these embodiments, the
14
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passphrase may be activated upon the electronic record being authenticated by a

trusted entity (e.g., a banking institute).

[0051] In some embodiments, the client device 302 may be associated with a
private key and public key. In these embodiments, the private key may be stored by
the client device 302 (e.g., within a secure memory). The public key may be provided
to the verification network to be distributed to one or more remote nodes included
within the network. In some embodiments, the public key associated with the client
device 302 may be stored in a record maintained by the verification network. An
application server associated with the client device may generate the private and
public key to be associated with the client device upon receiving a request to create

an electronic record.

[0052] At step 2 of process 300, a user of the client device 302 may initiate a
transaction with a first entity. In some embodiments, the client device 302 may
provide an indication of an electronic identifier to the first entity server 304 to initiate
the transaction. In some embodiments, the first entity server 304 may independently
generate the electronic identifier from user-specific information provided by the user
in an action request. The first entity server 304 may then locate an electronic record
associated with the user within the record maintained by the verification network by
compiling each of the transactions recorded in a record maintained by the network
associated with the electronic identifier or a hash of the electronic identifier. The first
entity server 304 may, upon locating the electronic record, verify the authenticity of at
least some of the interaction records within the electronic record using public keys

associated with those interaction records.

[0053] Upon independently verifying the authenticity of the user (e.g., by
checking an identification associated with the user), the first entity server 304 may
store a number of details associated with the user in a record database 310,
associate the electronic identifier with the user details, append a location (e.g., a
location in a database) of the user details to an interaction record, sign the
interaction record using its private key, and provide the signed interaction record to
the verification network 308 to be associated with the electronic record (e.g., a
blockchain). In some embodiments, the record data 310 may include a number of

documents and/or transaction details that relate to the user’s financial status. For
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example, the record data 310 may include references to assets associated with a
user (e.g., property deeds, etc.), outstanding lines of credit for that user, and/or any

other suitable information relevant to that user's financial standing.

[0054] In some embodiments, the first entity server 304 may generate an
electronic record for a user. For example, the first entity server 304 may combine a
number of information fields that any entity transacting with the user would have
access to. In some embodiments, the first entity server 304 may then further process
the combined data (e.g., by hashing that data) into an electronic identifier. For
example, the first entity server may create an electronic identifier by combining user
specific information such as a country code, customer name, date of birth, and last
four digits of a social security number such as “SHA256(USA*JOHN
SMITH*19700101*1234).” In this example, the first entity server may then hash this
electronic identifier using a publicly available hash function to obtain a hash of the
electronic identifier such as the string
“444E982513BF546050C2D079FF5D65AB6E318E1AB5C1C0OBC5F810D353487.”
An interaction record for a transaction conducted between the first entity and a user
may then be created with respect to this hash of the electronic identifier. In this way,
the electronic record may be located and/or added to by any entity which is in
possession of certain user-specific information, while hashing the user-specific
information prevents that user-specific information from being obtained by an
unauthorized third party. Additionally, there is no way to ascertain the electronic
identifier from the hash value. This means that the first entity server 304 may require
any requestor of user data to provide the electronic identifier in order to prove that
the requestor has authority to access the user data. This prevents an unauthorized
entity from stumbling upon the interaction record and simply requesting sensitive
user information from the first entity, as the unauthorized entity would not have

access to the electronic identifier.

[0055] By way of illustrative example, consider the following scenario. In some
embodiments, at least one of the separate entities (e.g., the first entity and/or the
second entity) may maintain a physical location. For example, the first entity may
comprises a banking institution operating a branch location. In this example, a user

operating the client device 302 may enter the branch location in order to establish an
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account, request a loan, or perform any other suitable operation. The user may
independently provide a number of financial details to the banking institution, which
may subsequently be stored with respect to the user by the first entity server 304 in
record data 310 by the banking institution servers. In addition, the banking institution
may obtain an electronic identifier associated with the user. Upon verifying the
authenticity of the user and the authenticity of the financial details provided by the
user, the banking institution may append a location of the user information stored in
the record data 310 to a new interaction record to be associated with the electronic
identifier (e.g., by including the hashed electronic identifier). The banking institution
may then sign the interaction record that includes the location of the user information
using a private key associated with that banking institution (and also associated with

the first entity server 304).

[0056] At step 3 of process 300, the first entity server 304 may provide the
newly signed interaction record to the verification network 308 to be associated with
the electronic record and provided to remote nodes. At any point in time, a node or
entity may authenticate portions of the electronic record (e.g., individual interaction
records associated with the electronic record). To do this, the node may identify an
entity that signed an interaction record associated with the electronic record, identify
that entity’s public key, and use that public key to verify that the interaction record
was signed using the entity’s private key. This may involve verifying the interaction
record using the public key in order to verify a particular format or content of the
interaction record. It should be noted that the electronic record may not readily be
associated with a user. For example, the electronic identifier associated with the
electronic record may be subjected to a hash function and/or may be encrypted. In
this way, an entity provided with an indication of an electronic identifier may perform
the hash function to obtain the electronic record, whereas other entities would be
prevented from accessing data within the electronic record as they are unable to

ascertain the appropriate electronic identifier and/or hash value.

[0057] In some embodiments, processing of transactions submitted to the
verification network 308 is performed by servers operated by a number of other
entities. The verification network 308 may operate on a “gas consumption” model, in

which “gas” is awarded to entities that process transactions and gas is consumed for
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each transaction that an entity submits. The amount of gas awarded for the
processing of a particular transaction may be proportional to the amount of
processing required for that transaction. Additionally, gas limits may be set to
prevent processing-intensive transactions. In this way, entities may be prevented
from continuously submitting frivolous or unwarranted transactions to the verification
network 308 and entities are provided an incentive to perform the processing
required by the system. In some embodiments, each transaction may be associated
with a gas price, enabling the submitting entity to set an amount of gas that it is
willing to expend per processing unit. This effectively allows the submitting entity to
“bid” on the amount that it is willing to expend, and enables a processing entity to
select profitable transactions to process. Additionally, receipts may be generated for
each transaction submitted / processed that includes, amongst other data, a total

amount of gas consumed / awarded for the processing of the transaction.

[0058] At step 4 of process 300, a second entity (e.g., another bank) may
locate the electronic record. For example, the second entity may locate an electronic
record by identifying each transaction associated with a particular electronic
identifier. In some embodiments, an indication of the electronic record may be
provided to the second entity server 306 (e.g., by the client device). In some
embodiments, the user may submit a request or application in relation to the
provided electronic record and the second entity may locate the electronic record
based on user-provided information. Upon locating the electronic record within the
verification network 308, the second entity server 306 may identify a number of
transactions associated with the electronic record. In some embodiments, the
transactions associated with the particular electronic record may be in the form of a

record (e.g., a blockchain) distributed to nodes of the verification network 308.

[0059] At step 5 of process 300, the second entity server 306 may verify one
or more interaction records comprising the electronic record. In some embodiments,
the electronic record may include a number of interaction records signed by a
number of different entities, each of which is associated with a public key stored in a
repository of public keys. The second entity server 306 may identify the different
entities and determine a trust value to be associated with each of those entities. The

second entity server 306 may then identify each entity associated with a trust value
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that exceeds a trust threshold from which to obtain user data. For example, if the
user of the client device 302 is associated with many different interaction records
involving two very large, well known and trustworthy banks, and two smaller
merchants that are not very well known, then the trust values for the banks may be
higher than the smaller merchants since the banks are well known and subject to

strict government regulation whereas the smaller merchants are not.

[0060] The second entity server 306 may send requests for information to the
first entity server 304. For example, the first entity server 304 may be associated with
a first bank that holds a loan for a user of the client device 302. The second entity
server 306 may be associated with a second bank where the user wants to apply for
another loan. The second entity server 306 may contact the first entity server 304 to

request information about the user.

[0061] At step 6 of process 300, the second entity server 306 may request
user information stored by the first entity server 304 at the location indicated in the
interaction record. The second entity server 306 may formulate the requestin a
specific format and/or include specific information (e.g., the electronic identifier).
Upon receiving the request, the first entity server 304 may verify the format /
information of the request and identify the user information to be provided in
response within the record data 310. The second entity server 306, upon receiving
the response, may store the received information in record data 312. The second
entity server 306 may then determine, based on the received information, whether to
conduct an action requested by the user. Upon conducting the transaction, the
second entity server 306 may create a new interaction record for the conducted
transaction, which it may sign using its private key and provide to the verification

network 308 to be added to the electronic record.

[0062] Continuing with the scenario described above with respect to step 2,
the user associated with the electronic record may wish to perform a second
operation at a second banking institution. The second banking institution may
operate the second entity server 306. For example, the user may wish to apply for a
loan at the second banking institution operating the second entity server 306. In this
example, the user may submit an indication of the electronic record along with his or

her application for the loan. The second banking institution associated with the
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second entity server 306 may subsequently determine, by retrieving information
associated with the electronic record from a verification network, that the user has
previously conducted a transaction with the first banking institution operating the first
entity server 304 described above. The second banking institution operating the
second entity server 306 may then verify the signature of the first banking institution
and obtain a location (e.g., a database location) of the user’s data maintained by the
first banking institution operating the first entity server 304 from the verified portion of
the electronic record. The second banking institution operating the second entity
server 306 may then request the user’s data from the first banking institution. In
some embodiments, the second banking institution operating the second entity
server 306 may be required to provide an electronic identifier to the first banking
institution operating the first entity server 304 that may be obtained by verifying the
user's portion of the electronic record using his or her public key to verify that it has
permission to receive the data. In some embodiments, the second banking institution
operating the second entity server 306 may determine a trust value to be associated
with the first banking institution operating the first entity server 304. The second
banking institution operating the second entity server 306 may assign a weight to the
data received from the first banking institution operating the first entity server 304
based on the trust value that it has associated with the first banking institution first
entity server 304. The second banking institution operating the second entity server
306 may then populate a number of customer-specific data fields with information
received from the first banking institution operating the first entity server 304. In
some embodiments, the second banking institution operating the second entity
server 306 may only populate the customer-specific fields upon determining that the
trust value exceeds a predetermined trust threshold. In this way, the user may not be
required by the second banking institution operating the second entity server 306 to

provide any customer-specific data, as it may be obtained from other entities.

[0063] In some embodiments, the first entity server 304 and the second entity
server 306 may use first and second aliases, respectively. These aliases may be
used in conjunction with the previously described electronic identifier (e.g., in hashed

or non-hashed form) to identify a particular user's affiliation with a particular
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institution or particular server associated with that institution. For instance, an alias

for a first bank and a second bank may simply be "bank 1" and "bank 2" respectively.

[0064] FIG. 4 depicts an example electronic record that may be implemented
in accordance with embodiments of the disclosure. In FIG. 4, an electronic record
402 may comprise a record or other record of interaction records 404 distributed
across a verification network. In some embodiments, the record may comprise a
blockchain, in which a number of interaction records related to various electronic
identifiers are processed in a “block,” the record of which is then distributed to a

number of nodes of the verification network as part of a blockchain.

[0065] As described above, a number of interaction records 404 may be
associated with an electronic identifier 406. In some embodiments, the electronic
identifier may be generated for a particular person, device, or entity. In some
embodiments, the electronic identifier 406 may be generated by a client device or
application server on behalf of a client device. In some embodiments, the electronic
identifier 406 may be generated by an entity conducting a transaction with the
person, device, or entity. For example, the electronic identifier may be generated
according to a specified format using information related to the person, device, or

entity.

[0066] As the person, device, or entity conducts transactions with various
entities, servers 408 associated with those entities may generate interaction records
404 and sign them with a private key associated with that entity. The servers may
include an indication of the electronic identifier 406 in the interaction record 404. In
some embodiments, the interaction record may include a hash 410 of the electronic
identifier 404. The interaction record 404 may include additional data 412. In some
embodiments, the additional data 412 included in an interaction record 404 may
comprise an indication of a location of user-specific information stored in a database
by the entity that generated the interaction record 404. In some embodiments, the
additional data 412 may also comprise an indication of the transaction conducted, a

credit score assigned to a user by the entity, or any other suitable information.

[0067] As the person, person, device, or entity conducts transactions with

various other entities, additional servers 414 associated with those entities may
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generate additional interaction records 404 that are subsequently associated with the
electronic record 402. In this way, an electronic record 402 may be generated to
include a number of transactions conducted by the person, device, or entity with
various other entities. The electronic record 402 may be used to assess a credit
rating, transaction history, credentials, or any other suitable report for the person,

person, device, or entity.

[0068] FIG. 5 depicts an illustrative example of various embodiments of an
electronic record in accordance with the disclosure. In some embodiments, a user
502 in possession of a client device 504 may provide an electronic identifier (e-ID)
506 to one or more of a number of entities 508. In some embodiments, the electronic

identifier 506 may be signed using a private key 510 associated with the user 502.

[0069] In embodiments of the disclosure, an entity 508 receiving the electronic
identifier 506 may identify an electronic record within a blockchain 512 or other
suitable record. As described above, the blockchain 512 may comprise a record
stored within a distributed computing environment. The entity 508 may, upon
receiving the electronic identifier 506, retrieve a number of interaction records
associated with the electronic identifier 506 within the blockchain 512. Each of the
interaction records may be signed using a private key. Upon retrieving a number of
interaction records associated with the electronic identifier, the entity 508 may verify
the authenticity of each of the interaction records using a public key. Upon verifying
each interaction record, the entity 508 may request user-specific information 514
(e.q., sensitive information related to the user) from the originator of the interaction

record.

[0070] Each entity 508 may separately store user-specific information 514 in a
data store. Each entity 508 may provide user-specific information 514 to another
entity that requests it. The requesting entity may store the user-specific information
in its own data store. By way of illustration, consider the scenario in which a user 502
wishes to interact with an entity 508. In this scenario, the user may provide his or her
electronic identifier 506 to the entity 508. In some embodiments, the user may
provide personal information to the entity 508, and the entity may use the personal
information to independently generate the electronic identifier. The entity 508 may

then request information related to the user from one of the entities associated with
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an interaction record within the blockchain 512. The entity 508 may then use the
requested information to populate a number of user-specific details without requiring
the user to provide that information. The entity 508 may then determine whether or

not to conduct the requested interaction based on the provided information.

[0071] Embodiments of the disclosure may provide a number of useful
applications. For example, embodiments of the disclosure may provide a merchant
516 with quick access to a credit and/or transaction history in order to enable it to
quickly decide whether to extend a line of credit to the user 502. Embodiments of the
disclosure may also provide a transaction history for a connected device 518 (e.g.,
an internet of things (I0T) device). This allows the connected device 518 to conduct
transactions on behalf of a user of that connected device 518. Embodiments of the
disclosure may provide a means of identifying a user 502. For example, secure
checkpoints 520 and/or government entities 522 may use an electronic record to
quickly authenticate a user 502 as well as to determine what entities that user 502 is
affiliated with. Embodiments of the disclosure may provide a user 502 with the ability
to make purchases from a smart device, such as a smart television 524 or smart
phone 526.

[0072] FIG. 6 depicts an example process for generating and maintaining an
electronic record in a distributed environment in accordance with at least some
embodiments. Some or all of any of the processes described herein (or variations
and/or combinations thereof) may be performed under the control of one or more
computer systems configured with executable instructions and may be implemented
as code (e.g., executable instructions, one or more computer programs or one or
more applications). In accordance with at least one embodiment, the process 600 of
FIG. 6 may be performed by at least an entity server as depicted in FIG. 1 and FIG.
2. The entity server may be a node entity of a verification network. The code may be
stored on a computer-readable storage medium, for example, in the form of a
computer program including a plurality of instructions executable by one or more

processors. The computer-readable storage medium may be non-transitory.

[0073] Process 600 may begin at 602, when an action request is received by
a computing entity (e.g., a server associated with a banking institution). In some

embodiments, the action request may be received along with an electronic identifier.
23



10

15

20

25

30

WO 2018/063167 PCT/US2016/054023

In some embodiments, an electronic identifier may be generated based on
information provided in association with the action request. In some embodiments,
the action request may be a request to initiate a particular transaction / interaction

between the receiving entity and a particular person, device, or entity.

[0074] At 604, the computing entity may identify an electronic record
associated with the electronic identifier. To do this, the computing entity may identify
and compile a number of interaction records associated with the electronic identifier
via a log maintained with respect to a distributed environment. Each interaction
record may include an indication of an interaction that took place between the
requestor and another entity. In some embodiments, an interaction record may
include a number of details related to the interaction. In some embodiments, an
interaction record may include the electronic identifier (or a hash of the electronic

identifier), an indication of an origination entity, and a record location indicator.

[0075] At 606, the computing entity may determine an origination entity for
each of the interaction records. The computing entity may also verify the authenticity
of each interaction record. For example, each of the identified interaction records
may be signed using a private key associated with the origination entity. To verify the
authenticity of a particular interaction record, the computing entity may identify a
public key associated with the origination entity, verifying the signature of the
origination entity. In some embodiments, the computing entity may calculate a trust
value to be associated with each identified origination entity. A trust value may
provide a quantitative representation of an amount to which the computing entity
trusts information provided by the origination entity. In some embodiments, the trust
value may be determined based on a type of the origination entity, a credit rating of
the origination entity, a length of time that the origination entity has existed, a
number of total interaction records submitted by the origination entity, or any other
suitable information related to an origination entity. In some embodiments, the
computing entity may filter, or remove from consideration, interaction records
associated with origination entities that fail to exceed a predetermined trust value
threshold.

[0076] At 608, the computing entity may request account-specific data from

the origination entity. In some embodiments, the computing entity may generate an
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information request to be routed to the origination entity. In some embodiments, the
information request may include the electronic identifier to verify that the computing
entity has authority to generate the request. In some embodiments, the information
request may include a location of a data file to be provided. In some embodiments,
the information request may be signed by the computing entity using the computing
entity’s private key. In this way, the information request may be verified by the
originating entity using the computing entity’s public key. The computing entity may
store at least a portion of the account-specific information in a database. For
example, the computing entity may populate a number of fields of a database entry

with the received information.

[0077] In some embodiments, the computing entity may assign a weight to
information received from the origination entity based on a trust value associated
with that origination entity. By way of illustrative example, the computing entity may
determine that it trusts banking institutions more than it trusts private landlords. In
this example, it may assign a high trust value to interactions of the electronic record
that originate with a banking institution and a lower trust value to interactions of the
electronic record that originate with a private landlord. In this example, account-
specific information that is received from a banking institution may be given a greater

weight than account-specific information that is received from a private landlord.

[0078] At 610, the computing entity may determine a level of risk associated
with an action indicated in the action request based on the received account-specific
data. For example, the computing entity may assess a level of financial ability and/or
liquidity associated with the account. In some embodiments, the level of risk may be
determined by comparing a number of assets associated with the account to
liabilities associated with the account. In some embodiments, one or more of the
interaction records may include an indication of a credit score assigned to the
account based on an assessment of the account performed by the originating entity.
It should be noted that once the computing entity has received account-specific
information, there are a number of ways in which one skilled in the art could

determine a level of risk.

[0079] At 612, the computing entity may determine whether to conduct an

action indicated in the action request based on the determined level of risk. For
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example, the computing entity may determine whether the level of risk is above or
below a predetermined risk level threshold or whether the level of risk is within an
acceptable range. In some embodiments, one or more of the identified interaction
records may include an indication of a level of risk (e.g., a credit score). In this
scenario, the computing entity (provided that a level of trust associated with the
interaction record is above a trust level threshold) may adopt the level of risk

indicated in the interaction record.

[0080] At 614, the computing entity may generate a new interaction record
related to the action indicated in the action request. In some embodiments, the
computing entity may generate a new interaction record upon completing the
requested action (i.e., when the action has been approved). In some embodiments,
the computing entity may generate an interaction record whether the action is
approved or declined, with an indication as to the status of the action. It should be
noted that in some embodiments, the electronic record may be updated whether or
not permission is received from the account associated with the electronic record.
For example, the electronic record may be used as a credit reporting tool, wherein
each interaction record reflects an interaction with another entity, whether positive or
negative. In this example, an entity need not seek approval from an account holder
to create a new interaction record associated with that account.

[0081] At 616, the computing entity may sign the new interaction record using
its private key and provide the new interaction record to the distributed environment
to be added to the electronic record. The new interaction record may then be added
to a “block” of transactions, processed by a remote node, and recorded in a

distributed log (e.g., a blockchain ledger).

[0082] Embodiments of the invention provide for a number of technical
advantages. For example, an electronic record for a particular consumer is
distributed across a number of remote nodes, which may each be operated by
different entities. By distributing the electronic record in this fashion, no central
authority is given control over it. Consumers and service providers alike have full,
unfettered access to any particular electronic record. Additionally, in some
embodiments, in order to access the electronic record, the potential accessor must

have access to sensitive information needed to generate the electronic record. This
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prevents unauthorized parties from accessing information that they do not have
authority to access. Accordingly, the disclosure provides a system in which electronic

records are fully accessible, and yet are still secure.

[0083] Additionally, the system of the disclosure provides for a number of
additional advantages. For example, the system can act as a decentralized credit
authority, in that an electronic record may be analyzed by a service provider in order
to make a more accurate determination as to the level of risk associated with a
particular consumer or device. In this example, the service provider is able to
analyze each transaction conducted between a consumer and another entity. The
service provider may determine how much weight to give each of those transactions
based on a level of trust that it has for the parties to the transaction. Rather than
simply accepting a credit score from a credit bureau, the service provider is given

access to raw data and may utilize its own algorithm to assess risk.

[0084] In another example, the system allows a user to request a service from
a new service provider without filling out forms or providing much information. In the
disclosed system, a consumer is able to provide user-specific information to a first
service provider. The user may then simply provide a few details in future requests to
different service providers, and those service providers can generate an electronic
identifier, determine that the user has previously interacted with the first service
provider, and request the user's information directly from that first service provider
without requiring the user to provide the details. This system is not only more

convenient, but also more secure, as the user’s information is less exposed.

[0085] It should be understood that any of the embodiments of the present
invention can be implemented in the form of control logic using hardware (e.g. an
application specific integrated circuit or field programmable gate array) and/or using
computer software with a generally programmable processor in a modular or
integrated manner. As used herein, a processor includes a single-core processor,
multi-core processor on a same integrated chip, or multiple processing units on a
single circuit board or networked. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will know and appreciate other ways
and/or methods to implement embodiments of the present invention using hardware

and a combination of hardware and software.
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[0086] Any of the software components or functions described in this
application may be implemented as software code to be executed by a processor
using any suitable computer language such as, for example, Java, C, C++, C#,
Objective-C, Swift, or scripting language such as Perl or Python using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions or commands on a computer readable medium for storage
and/or transmission, suitable media include random access memory (RAM), a read
only memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an
optical medium such as a compact disk (CD) or DVD (digital versatile disk), flash
memory, and the like. The computer readable medium may be any combination of

such storage or transmission devices.

[0087] Such programs may also be encoded and transmitted using carrier
signals adapted for transmission via wired, optical, and/or wireless networks
conforming to a variety of protocols, including the Internet. As such, a computer
readable medium according to an embodiment of the present invention may be
created using a data signal encoded with such programs. Computer readable media
encoded with the program code may be packaged with a compatible device or
provided separately from other devices (e.q., via Internet download). Any such
computer readable medium may reside on or within a single computer product (e.g.
a hard drive, a CD, or an entire computer system), and may be present on or within
different computer products within a system or network. A computer system may
include a monitor, printer, or other suitable display for providing any of the results

mentioned herein to a user.

[0088] The above description is illustrative and is not restrictive. Many
variations of the invention will become apparent to those skilled in the art upon
review of the disclosure. The scope of the invention should, therefore, be determined
not with reference to the above description, but instead should be determined with
reference to the pending claims along with their full scope or equivalents. For
example, although the described embodiments mention the use of electronic records
in order to assess a risk level of an action, an electronic record can also be used to
access data or other services. For example, electronic records may be used to gain

access to a location or service (e.g., a train ride or concert). In this example, the
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electronic record may include an interaction record which indicates that a ticket has

been associated with an account.

[0089] One or more features from any embodiment may be combined with
one or more features of any other embodiment without departing from the scope of

the invention.

[0090] A recitation of "a", "an" or "the" is intended to mean "one or more"

unless specifically indicated to the contrary.

[0091] All patents, patent applications, publications, and descriptions
mentioned above are herein incorporated by reference in their entirety for all

purposes. None is admitted to be prior art.
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WHAT IS CLAIMED IS:

1. A server apparatus comprising:
one or more processors; and
a memory including instructions that, when executed by the one or more
processors, cause the server apparatus to:
receive a request from a computing device to conduct an action
with respect to a user;
identify an electronic identifier associated with a user, the electronic
identifier having been generated from sensitive information specific to the user
and by applying a hash function to the sensitive information specific to the user;
identify, within a verification network, an electronic record
comprising a number of interaction records associated with the electronic
identifier, each of the interaction records signed by an originating entity;
verify the authenticity of at least one interaction record of the
plurality of interaction records using a public key associated with the originating
entity; and
determine, based at least in part on the verified interaction record,

whether to execute the action.

2. The server apparatus of claim 1, wherein determining whether to

execute the action comprises determining a risk assessment for the action.

3. The server apparatus of claim 2, wherein the risk assessment for the
action takes into consideration a trust value determined for each originating entity

associated with the number of interaction records in the electronic record.

4. The server apparatus of claim 1, wherein the instructions further cause
the server apparatus to:
upon executing the action with respect to the user, generate a new

interaction record to include an indication of the action; and
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provide the new interaction record to the verification network to be added
to the electronic record.

5. The server apparatus of claim 4, wherein the instructions further cause
the server apparatus to sign the new interaction record using a private key maintained
by the server apparatus prior to providing the new interaction record to the verification

network.

6. The server apparatus of claim 1, wherein the instructions further cause
the server apparatus to request additional information associated with the user from at
least one originating entity associated with an interaction record of the number of

interaction records.

7. The server apparatus of claim 6, wherein the instructions further cause
the server apparatus to:

receive the requested additional information associated with the user from
the at least one originating entity; and

store the requested additional information associated with the user in

relation to an account associated with the user.

8. The server apparatus of claim 1, wherein the sensitive information

specific to the user comprises specific user information in a predetermined format.

9. The server apparatus of claim 1, wherein at least a first interaction
record associated with the electronic identifier includes a location of user-specific
information associated with the user, wherein the instructions further cause the server
apparatus to request the user-specific information associated with the user from the

location at a first originating entity.

10. The server apparatus of claim 9, wherein determining whether to
execute the action comprises accessing the user-specific information associated with

the user at the location;
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determining a risk assessment based on the accessed user-specific
information associated with the user; and

determining whether the risk assessment is within an acceptable range.

11. A method comprising:

receiving a request from a computing device to conduct an action with
respect to a user;

identifying an electronic identifier associated with a user, the electronic
identifier having been generated from sensitive information specific to the user
and by applying a hash function to the sensitive information specific to the user;

identifying, within a verification network, an electronic record comprising a
number of interaction records associated with the electronic identifier, each of the
interaction records signed by an originating entity;

verifying the authenticity of at least one interaction record of the plurality of
interaction records using a public key associated with the originating entity; and

determining, based at least in part on the verified interaction record,

whether to execute the action.

12. The method of claim 11 wherein determining whether to execute the

action comprises determining a risk assessment for the user.

13. The method of claim 12 wherein determining the risk assessment
includes determining a level of trust to be associated with each originating entity
associated with an interaction record for the electronic identifier, wherein different levels

of trust may be determined for each originating entity.

14. The method of claim 11, further comprising:

requesting, from an originating entity associated with at least one
interaction record of the number of interaction records, user-specific information stored
by that originating entity; and

obtaining, in response to the request, the user-specific information that

includes sensitive information associated with the user.
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15. The method of claim 14, wherein the request includes a document
address included in an interaction record and the user-specific information is obtained

from a document located at the document address.

16. The method of claim 14, wherein determining whether to execute the

action is based at least in part on the user-specific information.
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