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FIG. 1:
10 TRANSMITTER DEVICE
11 DATA INPUT UNIT
12 ENCRYPTION PROCESSING UNIT
20 ELECTRONIC PRIVATE MAILBOX SERVER
21 SERVER-USE PUBLIC KEY STORAGE UNIT
22 RE-ENCRYPTION KEY STORAGE UNIT
23 RE-ENCRYPTION PROCESSING UNIT
24 ENCRYPTED DATA STORAGE UNIT
30 RECEIVER DEVICE
31 RECEIVER-USE KEY GENERATING UNIT
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(57) Abstract: From a transmission device, a receiving means receives server-
use encrypted data obtained by encrypting data using a server-use public key.
A re-encryption key storage means stores a re-encryption key used for re-en-
crypting server-use encrypted data into receiver-use encrypted data obtained
by encrypting the data using a receiver-use public key different from the
server-use public key. A re-encryption means uses the re-encryption key stored
in the re-encryption key storage means to re-encrypt the received server-use
encrypted data into receiver-use encrypted data. A transmission means trans-
mits the re-encrypted receiver-use encrypted data to the receiver device.
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