PCT/IL2013/050385

WO 2013/168151

| .
oo_‘/ __ ET m@t/ [1] sinpopy ﬁ/ _\ G_H_
painoeg \ _ ﬁﬂﬁh painoag 1
I
_
i,  n| [u-oI'semnpon li S
# \ Juswabeuepy _ _ /NF
mmmuq_0> “_ ' \ ”Hﬂlll”:”_l_ - >QCQDUG._.|._ -
. i
Ripany N m ﬁ/ oIBojoISAUd
aINSsalg :,ﬂ w@ Molowl Il_m 9 obew|
~TUolRlaA SSTPON { = h ~opeubey
S— JUSWUOLIAUT ) S3NPoyy -
souepadu m\ SAlJoRIBIY| Lﬁ@ ﬁ,@ uofjeojuayiny HW__ § \L&msem_moo,ql
— SOUETNDU| rﬂ“””lul_ ““ _ﬂ”ﬂ“_.hul” ._._. - IR
~—og po— ﬁ m W\ SOINPO __ //v ~uomsod
Twemy | | wewuond f A2 ) TeWaroN
~Bmod ——— __e[_/ [w-o] T ~ ainjesadwa)
ﬁ \ S9NPOy :./m B 1
— adeys [e-0] “_Aﬂm&,ﬂ@mm_.mzslew ) Wb
= = /] PIPON _“ —— =~ 9010 =
~90uBPNpuoy — /] SOINPOJN Josusg __ A Alwixoid

1/8



PCT/IL2013/050385

WO 2013/168151

V¢ Ol

m S|NPO paindeg

g 891na(] ubiaio4

00¢

mmm\

ol

eradl

risradl

1627

$I0SUBS

| —

JUBWIUOIIAUT

we)shs
uoneo|ddy

W

8|NPO PaInoss

fejdsig

0§¢

201A8(Q 3JIGON

2/8



PCT/IL2013/050385

WO 2013/168151

d¢ Ol

510 8sn
mm\ OJOIN
L—{Inq asuas de) 0Z2
/
62
L—1 VLVS ~1 9°I0d 13]8W0J8|820Y
02" 8 i
1vq J0susg -
SIBIGA | g N waiquy]
Iva asusg
[ 57 Lfuwxorg [ps
yd a|qesium
4 ) pueH ‘Aejdsig J4N }NN as oy ./_‘N
] ono| iin
o2z b YonoL BNy
Q\SN
F\
109110 Sd9 —
M| lsudomsel L—= SINPOW p31N9sS
el \ \ \ ,

G0¢

NN

65 Ve

NN N P v

3/8



PCT/IL2013/050385

WO 2013/168151

¢ 9ld

UOLBUSDS

ayl ajebnsaayl | N
yepelsonu [

ZsejeuILLa |
U0ISSag

sisAjeuy
2s20N0SAY |

uodn ABajeng | OM€

uonesadQ 198j8S - g

{POIEPIEA
UOISS9S

Goe

gsaeladp - g

g
uoibay uoniued - v

X UYIM
%8dg g siesui- g

uoifisy
Vv sejesadQ - v

uoibay

Y UOREd - §
|

2ads Y 9AI909Y - g

v
woJy 1sanbai

uoISSas e

pabpajmounoy

—
ABoyens
260 obueuo-g'y [
~ [poj0Id BARORION|
160S anbun sjessusy - g| 4og '
~ L H - g_éﬂ
60¢€ N UoISSeS
N 1425
80¢
[ KiojsIH v Joj
L0€ 7| aepd o9yD -
cob | otepdn gyeeu0 - g
l./
90¢ fouaysisuo)
NOﬂ\. $8yD -4

4/8



PCT/IL2013/050385

WO 2013/168151

v Ol

Inolneyeg
PljBAU| UjeaT]

MEIS
0} aWNsaYy

solbajens
108[es - g'Y

|

rA%014

€0y

—
0¥

uoneaNIS)

L
60V S|ges|eds piing

Buuies @ uonejaLo)

NQN\ JUSLIUOIIAUT

Buluies

L

‘yiny Aued pig
Wog o} Y3u0 88Y | gy

MO sniels

s

uONeIuNWWoy Jo

$S3UNbIUN 08YD g3 VY Jvo ,

N \wgsy A

oy

g 0]  LUOJJ UOISSS UONBIUNLILLIOY

e Bunuerg Joj 1senbay v

q07

5/8



PCT/IL2013/050385

WO 2013/168151

uondepy wouad

G Ol

¢0S

A

10S

SISAURY)

A

uoljo8LI07) oy

806

sloug BuizAjeuy

Gos

Jesn
aUi U Bupoessyul

~.

H

€0g

N

NS

6/8



WO 2013/168151 PCT/IL2013/050385

[¢ e~
601 . L
\ A Request for Starting a Communication
from A to B to Charge B
602
Y & B Init N
Status OK? +
A & B Check uniquness of JGO4 603\ B - Select Charge
Communication & Charge Strategies

605

Resume to
Start?

A& B Check for Bom | &8 516
3rd Party Auth. \.] [Investigating the
| ) Failure
606
Charger Leaming |-~ ™

[
: 07
Environment _}5

Correlation & Learning
|
Build Scaleable | 609
Certification
|
A & B Switching Between Real and Fake J610
Charging & Activating Secure Charging

[

A&B Certifying the | 811
charging

|
A & B Terminating the /614
charging
|

FIG. 6

7/8



WO 2013/168151

SW

D

706
\

Receive a Request for Payment
Application from the Hardware

PCT/IL2013/050385

HW

701
\

Receive a Request for Payment
Application from the User

707
\

| SW Interacts with Hardware for

702
\

Send a Fake Request to the

Displaying the Fake Pin Code Software
708 703 —
SW Basic Ul Operations e.g. Perform Functions from the
Graphics Response for the PIN Secured Region
704
Need More
HW
Functions?
709\ 705
HW Unique Response for
SW Response for User / SW == User/SW, HW Monitor / Control
SW

FIG. 7

8/8



