COMVUNI CATI ON' | N'A PROTECT! VE RELAY Rel tions The present
application is related to the foll ow n comonl y assi ghed
appl i cati ons: wbislesk3pf the I nvention The pr@d®¥t invention relpiTass9 12460
generally to intelligent, networked protective 10 relays. Mre
particularly, the present invention providés a redundant communicati ons
schenme for network commrunication of protective relay data. Background of
the Invention To further enhance protective control of electrical power

devel oped whi oh-ar RERENPARH GAVMEENEATIBR IF & BRI TE OB RER Y I Cat
protective relay data. To date, network conmuni cation capabilities have

been i npl enment ed usi ng _dat_a rates of less than 1 Megabits per second, and
usi ng RS-485 tic asynchronous serial interfaces, or UART

A
I nt erfaces Typi cal rked 20 otective relays
has been |an enent elL(JyLPs‘jl ng&b%ag?[ern-ls %}g&gopﬁh&f Qe GORCR%??SW%W%
net wor k devi cessigned gppliodtidnszed. For exanple, U S. Patent 4,972,290 to Sun

et al. discloses an electrical power distribution systemw th renote
noni toring and control of protective relays. The disclosed systemi ncl udes

sl ave stati OnSFlmloq'th?lmeanlldRUSl y nonitor activity of anal og protective

relays, and ch 2~ communi cates with the sl ave

noni toring stati onsTirRnAesthoin@entivetrelatds gedralYy foincelliddhe, rRtiofkal pritedtive0
di scl oses conmuni cation of relay data via RS-232 communi cati on channel s.

Wi | e t he §esitflays.oMops partiedlar tfeeemragﬁslt HEYGNUR RIOMIASH R cedungar! cORpRBIFItiones
has been recoapzfdlorhBRY & 3bRntHRkAl I&Qmwecaéépew{lﬁg wth known schemes
for 30 communi cating protective rela rmation. exanpl e) known rel ay
conmuni cati on scherres do not adequately address potential problens relating

noi se (e.q., el ectro netic interference) and conmuni cation |ine
f aul ts( a%d d round o}theqagentlton )

To further enhance protective control of electrical power distribution systems,

, _ e3eONL(tJ6T4: #WD 991 63635 " 0~~2* PCT/ Ugﬁu&wﬁ@@ -1 REDUNDANT

15  intelligent protective relay devices have been developed which are provided with
communication capabilities to communicate protective relay data. To date, network
communication capabilities have been implemented using data rates of less than 1
Megabits per second, and using RS-485, RS-232, fiber optic asynchronous serial
interfaces, or UART interfaces. Typically, communication among networked

20  protective relays has been implemented using “master-slave” protocols, in which
certain network devices are prioritized. For example, U.S. Patent 4,972,290 to Sun et
al. discloses an electrical power distribution system with remote monitoring and
control of protective relays. The disclosed system includes slave stations which
continuously monitor activity of analog protective relays, and a master station which

25  communicates with the slave monitoring stations and stores network relay data. The
Sun patent also discloses communication of relay data via RS-232 communication
channels.

While the desire for protective relays having communications capabilities has
been recognized, there are shortcomings associated with known schemes for

30 communicating protective relay information. For example, known relay

communication schemes do not adequately address potential problems relating noise

(e.g., due to electromagnetic interference) and communication line faults, and do not
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+ WD 991 63635 PCT/ US99/ 12460 -2 adequately provide high speed (greater than 1
Mops) communication capability. Further, the environnment in which
-intelligent protective relays operate is subject to severe conditions,
*including rel at. wi de tenperature variations, which prese i
chal | enges fo@bﬁg{%@égi al solutions to the problem of providi ngrpcé-"‘?sé?/:'%g? e,
“faul ttol erant, high-speed communi cati ons séhene for protective rel ays.
Summary of the Invention The present invention solves the above-nentioned
probl ens, and adegvateleproadtti Higho speed 4gheatet thged Mipg) psmmiudicatjorf capahilitedundant

communi cati ons. sche for a 10 .netwqrked.control device in a power

di stribution ?}‘/‘g‘ﬁ%rnfq%ﬁ@&ffﬂﬁnﬁ’& ‘Pévré\abﬁbﬁfqggvt BRIV AEFIRYS Qﬁerﬁtﬁgs s}ﬁﬁyz@m on, a
digital proteghjerechiiions mcRiMy AaviiyWide RIHRHAN . GABFUNHEA! hR8S1s
circuit which can comunicate rélay information W th peer devices over a

net wor k usi ng dasign challepges foeporential snimtions &t the prabieam o€ providieg e ostiabiv, Gadt- ons
circuit is_capable of .detecting the .presence_of a fault or failure on the 1
~ primry comfiEh ?%ﬁs%ﬁ‘gﬁ%ﬁ‘,uné?ﬁﬂg S¢ S\WFé‘PﬁH{@t?F%@ ¥ uni cation from
the primary channel to a secondary channel. The circuit perforns the
detection and switching in a manner which is transparent to the main rel ay

processi ng ci Sammawy ofxheflaverition the primary communi cati on channel type
can be sel ected by user W thout repraogrammng the relay. Further, the
communi cations cir (ﬁ’ietprf%“ﬁ ‘H&ff&oﬁsgﬁ{)eﬁ?l%pa%ﬁé{? ganic{)pr\gﬁl%éﬁgs_t Cg‘bdé’f%ti ng
condi tions ass@gitishfhdvaitised] BEprovfding Fdriatr¥difidRst RhnlAScatiik Séhesf Yol ACI ude
a tenperature range of approxinmately -40C to approxi matelci{ +85C. The

L

comuni catlPongiebyarked eontigl deiiegjacupdwerpstisnbetion system. phecofding to exemplary

communi cat i ons Ik indle card,. Brief Descriptiaon. of t.he Draw ngs
The present | RUERAEREartE b & Seid ifeo tRaghy I et el g piene®
fol I ow ng Det gbmethnkxsiohs Pitdudnvigith Bﬁ@é@ﬁﬁ@ﬂicﬁéﬁ@l@%@iﬁﬁhﬁat!dﬁ Wit peut@eliess Wit h
t he acconpanying drawi ngs, in which: FIG 1 is a block diagram of a

cormuni cat i on O¥Fr &RFNVOFloNsIRg pPOMEET ¢themesammpuicatinacthaneg). thean enbodi nent
of the pr esentco}nﬂ\{u%"i]éa'tigﬂé ﬂ?&ﬁit i? Ic%ab?e é)tzde?ecftilngm Chrare:tnccg,j 5? g fa'u?'o@%im}? on the
exenpl ary transm ssi on scheme in ‘accordance Wi TP present 1 nvention.

WO 991 63635 - pribeiracdachubizadon phianasl, Bed b LSO Z2460 cRahtmidation fiow the FI G 1,

a communi cation circuit 10 for a digital protectijve i

primary channel to a secondary channel. The circuit performs the detection and
switching in a manner which is transparent to the main relay processing circuitry.
Preferably, the primary communication channel type can be selected by a user without
reprogramming the relay. Further, the communications circuit is industrially

20  bardened to withstand operating conditions associated with electric utility substations,
which can include a temperature range of approximately -40°C to approximately
+85°C. The communications circuit advantageously provides multiple fiber

communications ports on a single card.
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Brief Description of the Drawings
The present invention can be understood more clearly upon reading the

following Detailed Description of Preferred Embodiments in conjunction with the
accompanying drawings, in which:
FIG. 1 is a block diagram of a communication circuit for a protective relay
30 according to an embodiment of the present invention; and
FIG. 2 is a flow chart describing an exemplary transmission scheme in

accordance with the present invention.



relay is shown. The circuit includes a serial interface adaptor/transceiver
12 which receives a plurality of control signals on lines TXD) RXD, TENA,
RENA, CLSN, TCLK, and RCLK via an interface connector 16, which is
electrically d to an associated digital protective rel

serial int erfggggbgﬁgg%t or/transceiver 12 includes first and sec%%ﬁléu%;g;r?%“go l4a
and 14b for transmitting and receiving prot¥ctive relay data. According to
one enbodi nent of the present invention, the conmunication circuit 10 is

i npl enent ed asDatailed@reserriptiom d, and the interface connector 16 interfaces

the serial 10 interface.adaptor nsceiver .12 with a t her. board of the
digital protective F(gﬁ%glyr}g Fﬁ%ﬁ‘%éﬁ ’aicﬂi“g}%é‘oﬁaﬁb‘flblla? T S’é‘i‘l\Pé?t.e‘i“?’e_can
be i npl ement eddpy, ia sﬁ&mrwh@cim&%éﬂdwmﬁﬂué%m@3&%@/9&%&&@&% XlhigH! t,

or other suitable conponent. The data ports 14a an provi de primary and
secondary conmmiestives ¢ plurgdipabedritral eignal¥loe lidas AXPH ROED CEEN®Y, RENAtCI0T,

i dat i h, 1 ~dif it Al ti
e v 22 HERKURPRER K B8 AROEr L oo ot (i RT3 e 12
provi des pri magoSRHUINYiGRbIctRsive 2RAPI Thd de8iH] RYEfacd a%'aé:ﬁ%r{/t?@dg@&@&dl 26hhgaaet

comuni cation channel, as will be described in nore el ow. According
to an exenpl ar firse axbsticomhports | 4anandpidbSemntrarismreingiand redehens proornti vel atlay geoa.t

14b conforns t&l EgEoﬁtandarg %02.3 égr an Access. Un'bt | nterface %AUL%
port, and 20 f{FSYIRE(YOPoFROIHECORE BF REFSEY TEGBERL BRGITESFEISN FEGY o
BaseT Twi sted Rainpldrdited ditadfughRr PAA  and thEiridrEt cdatR a6l intkfcdsh&idces,
to pulse transforners and filters 18, which provides isolation and noise
filtrationl® oringerfage pdamer/ranaerinen 2owith » masherfposwd afshe digital pratestivatstay.

conmmuni cati on - WAl i ect. t-0 networ k i ncl udi sonme 2~
nunber of prot gg?%gi }n‘é\%}ga&%géaltgxg@gn lggrplr?i rbff ! \tﬁ%%%t%(gw %h/ﬂ’g?lrgﬁanel can
include a pl ur Md68160Enhatkd Fehetadidhlefacadiroun] 6dth&sugbsiBR6MPondni. t he
exanmple shown in FIG 1, the twisted pair interface TPTX+, TPTX-, TPRX+, and
TPR ~C- connect t heTptifiaa periehés gidirboyrpyide prisnargandsegondaik commugisatien on
transforners 2 o C - ter <oThe [ sol afi s rmers
20 are connect%l a?@ﬁigg.f]l‘lﬁ‘esgit%%?ﬁ%%@n tg%l\éxg%tna?r]&rﬂg%é eléc:aga %%gﬁaﬁéé P&r@%é%ﬁgég 24,
whi ch can be adiff2Basedmetineatiet prawbalyd. skeording td ficexehglagembodinarhe fir? i s
connected to a, ,secon 4gri mary conmmuni cati on channel interface 26, '!Sjge first

primary communfi¥aPPBn4e RERYHISS PrisRasy CORBIUBIFALERS GaRRTILHES aver ANEFOWI B35
PCT/ US99/ 12460ethém'é’t]é’o'§mﬁ9ﬁ@ﬁﬁrpémanﬂél, SR b eSS LG S0 BER eldwl
connection to the network, and the second prinary comruni cati on channel
interface can Arcéordohg ta aftiebemplapt ¢robedimestimifithepresend imeason,ehe Ssandidata p6.

Th t ocol ter 22 t i cat i gnal s _bet first
and & second COMMERTEER BHERFoiaN T2 4ior spAcnms i bBigere LAHT) porhaad op,
et hernet py@t oggd Adta pbit 193RBAFAS NG 28 801 8 trot HEOBRET Afwisted PLIP\ EP)

primary channel interfaces allows a user to determne the type of primary
channel i nt erf iderfackposhoul d al so be appreci ated that the configuration

shown in FIG 1 all an Jjnstall er. cantrol the e of i hannel
interface without rgﬁgﬁﬁg 'Pﬁg‘ io% lfl{?gfaf)eisbﬁoé’&lsie\}éanf rs(f@\?%ifgaﬂ%év ieH
prot ocol convepidided Zsotaidniad ndediBMAKoPYata td Be YhdPBBed B, 0P FRbREd GoiCHI T,

or by other suitable conponents. The second data port 14b is connected to a
secondary tr anpoBiapesonEgUNIGHiacharatlariielsisconmestsdctaty nesweikgnelndingisemet he

net wor k ov seco i.her ig transmtter and receiver d.

The "secondat y” TRARERRseie B8 BRY dhulekf TR iy Ripob iR naly RiofllRe
circuit, or byaehltglitydfutéieRcrbl@MeRlfcatibh chithedS Inahe bxingslE 8@vn in FIG
adaptor/transceiver 12 is operati \ﬁg%&connect ed to transmt and receive

LEDs 12a and 1}pthetwisirdoainiateyface DEPEXe THSWRbcandd RRX acopus@ithe Ribse age
and provide antﬂaﬂ%ﬁ%&/ﬁﬂegfm\%%ﬁﬂﬁk of E?laﬁgﬁ 'trﬁastbx%&g Eaca%d to a.protocol .
adapt or/transcei ver i's engaged 1n a transm ssronh of recepti‘on operation.

I n operation, tbogvester 22l Theiselatian eransfaphers 20 arnwaaedted tolfikst primant s
protective 20 relay data over the network accordi ng to the exenplary nethod
shown in t A& frcommimicatiopehanngl inferface 24 velkicly omn be 1 E0Baseil stherpst dnterieds, and

adaptor transcejv I Qr I I i.nf LOon: r ol
signals, viain eé?‘ ?J %%él {:oglggéééészgr@fgarge%%d;{?ﬁégéﬁ%gfxm@ww,ﬁé&?%. %11 step
202, the seri alintefficerd6acCkheditatprithary’cdfis0eiidation tRariél Htdrfack e carkiude a

information to be transmtted through the primry communication 2~ channel,
via first data port 14a, according to a first communication format (e.g.,




* 10BaseT). The relay information output through first data port 14a can be
filtered, as shown in FIG 1) and is then provided to the primary

- communi cati on channel which has been preselected during installation of the
protective reygywsigdst he exanple of FIG 1, if the primary copggRissa{ien
channel is selected as 10BaseT, the execution 30 of step 202 wll 1involve
"sending the relay information over |ines ™RTX+ and TPTX-, through isolation
transforners 20, to first primary comuni cation channel interface 24. If
the prinmary c®Wsioorertionrorottengeitablscankeot, g6k amndéibassfthe nétheorigkae tel on of
WO 99/ 63635 PCT/ US99/ 12460 -5 step 202 will involve sending the relay

i nfor mati on t 6SPOPHEBFY eYRTERKatompchanpp)jipisriaemeasripeludea fipgpepicTrangmttar o
10BaseFL dat a, ' e j S

communi cati on aﬁ%ﬁ@&#ﬂ%%ﬁf%@é @gﬁ%ﬁé&gg 8%%5?%%@‘%2%%% ‘F@%%lrop ey als
adapt or / t r ans beiween a Iizstdat arsatordcontrddiedtion priwetd (., deomsealdBasdT and f aul t
on the pri naryoé%r&rﬁni cati on channel . Such a determ nation can be nade, for

exanpl e, based Sthiraet ortacls). dbghonidbeappigaiated thapthepisa 0§ MRS apes at
the first datag : (=N Leatd f . rimary
comuni cat i on%gﬁgnwnce , %lﬁg{ef)f:ag%eaglgb@gpﬁ?ﬁg%%?%ﬁhgg?efbgl‘%ont %}E%mgl
transm tting rnmskdsce if ookl alsmbeapprévéated thatthy confiparaiiashioom mE G élallows t he

10 adaptor/transceiver 12 determ nes that COo ni.cation fault (e.q.,
mpai nent whi G STl _ﬁ\ﬂé}éwfip%w@ anng} uyerfacq wgﬁl@ﬁf ?@&ng%ﬂ@%‘%‘?f
step 206 the gQapbREh{d RNSGRYKE T%lgp?d’t'béoqleg?v%[aﬁ CAPSISt AR RA BF A5 to

the secondary communi cati on channel.! According to an aspect o pr esent

i nvent i on,10t héVdEdtinegtatealnscaity@rbyl@hemyoitate sompoiatswi t ch from t he
primary to the secqndar muni cati.on channel 15 aytomatically w thout

i ntervention by th?%?%%%&@e@?ﬁ ‘%"EFPI&WE@BW Bﬁf‘i%ga‘ﬁrt&“é%‘?‘?’?})éz‘v @fﬁ”a@. In
ot her words, tRéhaf¥esl @it dRASPAE Wit SeldebvdfRiRePEelb Yief §ltRy control

al gorithm Because the communi cation channel failure det ec%l on and switch
i s transpar enttrangmittiepandaiepeiperciéeanid v8br Fhagecondapssinsngivendlicen be he mai n

rel ay processi.ng, nodul.e i e .devo L.ts. resources to .the execution of
br ot oct 1 on and ESTESE 216 g BrA R et & SRR i SRRl

noni toringsand sw (ThBisagal ek Re hdapidMiiahaeiveP 2 operively donhedied to tBihsmit
separating the fault detection and swi tching operations fromthe main

protection prdeesseivg Lok baiandd 2bs weepegtivelyt Tha LERS asqrersiried te asunmy
performed qui e eliabklj f_t J i ons.
According to g}éwﬁef%rd?pggﬁgg o§| rr%‘lh?h8?%E%E%trh§5%?1{1%%8%%4%3&94?%@5&%%teps
of detecting priisedgagedinneinshésdiad 6r resdptipn 3pdpatiamd switching to a
secondary channel &step 206) is perforned_ in |less than _approximately 1.5ns
Once the adapt or/t MBAREI the serialyinterfrse adaptonieansesi vii d ArilAns BB IEAYE on
channel , the rgl L L : i i i o

appr opr | s dari fataver BB bAR Qofuhg Skl RO i i e
rel ay i nfor matchamn ofFKE. 2 He s&p 208t therskrisldnwrfacengiapwy transcetvies 12 xemeples,
10BaseFL. WO 991 63635 PCT/ US99/ 12460 -6 As shown in FIG 2) the . .
{ranar Ssi on GURFae R CIRTTEHRI Aot COUT SRR MIFHcE oMt AR g e
pri mary chann i . t i er 12

det erm nes thgit.XIt)ﬁIéElsggFt@ﬂ rlfg%f‘%%83%?@%&@%3@?‘?‘%‘%@@%? g\réﬁngcﬁlévgrthat t he
fault remai ns dutpuss thp rél@Binfommeationde be ransmitted throwglsthe pridty commiuhicagon

det erm ned. .m ste 08 that the fault no |oner remains,.th rocess
ot ur ot ot caish g st date RO deptieor i B MRER P BB i y
channel ). 1t Wogasd18. FRRTASY ﬁif@&éti%ﬂtou?ﬂuh%ggﬂ ﬁtg# X%t%blf)ﬂﬁag‘cﬁbé’ﬂlt%ﬁ‘, as

continue indefinitel'y on the secondary chann east until a fault
occurs on the shewomi&ly. claadiscthen providedaed thei prenarf eommaumscation icbannehwhish

swi tched back to.the primary.channel . 10 It will be appreciated that.for
ease of expl arfis e p‘g?ﬂlﬁr;?"t%@ﬂ“igdﬂgﬁ]ﬂ@?ln&# tk&fprp@f:gy,? Teﬁ)'ﬁ%oﬁ'ﬂ'ég‘?mgo%een
described, anderNa!ifiiprimagRbmMuréatiof cR¥nreMsQEBRicd A8 10BETS iR dedutRnk
proceeds simlarly to the tfansm ssion, and can be perfornmed substantially

si mul t anedifs| yofistapt20Rhelltineniversandingthe rdlawsinforiitioe osgrdines iTRYIe andbIPTXe
comruni cations cirgcuit described ahave can 1 S communi.cate to er._devi ces
directly via t‘h’é’lﬁﬂﬁmﬁﬁw UARBEOrRERS o??hfﬁ‘ﬁ'i mwﬁo&mg}lwgpgweiﬁlter ace

i ntermedi at e MA@ EheGRIFHAN) cEMNiaHBY ChshnlFis UPRECE 3§ 2B ascFNOtHe QRBAUT0A BF | ONS
circuit of the present invention is preferalbly Inmplemented In a single
daughter card which interfaces with a notherboard associated with a
protective relay. The daughter card, along with the entire protective
relay, is 20 preferably industrially hardened such that it can w thstand
tenperatures from approximately -40C to approximately +8SC. In addition to
using industrial-grade (-40C to +8SC) rather than conventional comerci al

v — o o o Y b1 R =



(ANSI I I EEE C37.90.1), insulation resistance (IEC 255-S), dielectric
strength (1 EC 255-6), electrostatic discharge (EN 61 000-4-2, |level 4), sure
imunity (EN 61000-4S, level S), nmagnetic field immunity (EN 61000-4-38))

vol t age di ps -4-11 ), and/or RFI susceptibility (ANSI/
C37.90. 2, EN %5?%95293) These tests ensure 30 that the devi cgkﬁggg%{bzéfﬂ e

of conditions comonly experienced in eleebrical power distribution
systens. Conventional ethernet cards, for exanple, do not pass such tests.
WD 99/ 63b35 PGIEpRSYHitldreilve sendimguthelrdbey imfippmatonteprotdooircomerttn2® gdiicty

description that the e I nventjon_provides high-speed (e.g., 10Mops),
reliable, and CP%‘(PI”P-HB%[@%?% dﬁ@ttﬁ?\gb ageq nfidHy A% F‘B%’gleﬁ)gtevﬁ%ﬁe‘beéieqatapﬁoot ective
devices in a ROWRH peindiy cOMMUAR ARG Yinkel iﬁféfffatlfﬁé the present invention
provi des redundant fiber communications capabilTty in a networked

protective play. Whibktep2Ré, thosegbimerfabesidaptpt/iransceivet Lzldstemmings wistthéd s and

specificities, it.wll be understood that these are for illustgative
pur poses onl yﬂ%ﬁ’i‘alsércémHBPmF%‘%‘eéEléHng% CPW‘%’H?qt@ﬁsclh 'héu‘i enti on.

Nunmer ous nodi fieeahin@Rsn ¥ar be R8dd, $GtixhpPBaAh t@@h&@erﬁ:@ JP@bsed€Pae Y alhid om
the spirit and scope of the invention, as defined by the 10 foll ow ng

cl ai s and t héink beggat fremgs etthe firss data peO 1998/ E3B8E is go cUHATINI@tIGH fAINED | S:
PCTNS99/ 12460 1. A $rot ectivet.rel ﬁ% W|lt€ redundant conmunj.cations
capabi lities, WEOMHPAYiCQEmEUcatgn epgnnel, the BIOCESS SRHUES IR §ieRddaIR COpHnuA
perforns prot eGhidiiR 10 Ratiét 6 iHeQtdr) c8mBAMEdatidh Shiddeyt iree net wor k;
connections for electrically connecting to a line in a power distribution
system an@l aaptpiprAransgeiyer é&ﬂmlmﬂhﬁmyop@mumcaﬂmﬂ fedtrtrigi wepaiment whioh

data over one 0of l.u ' of ., chann , L communi i.n ver,. a_primry
communi cat i on eg?'neae é%%?}“%hokgﬁlgﬁl ef%ma‘?lépe@?toécwgﬂ hyHep %@é F‘bﬁgaé@P‘SF(“ B mary
conmmuni cat i on 1gkajitakds, the fenSRIEIMN p3tdsNE tRVREorRiasEehfantathaeiiahell f the
relay detects a fault on the primary conmunjcation channel. 1 ~ 2. The

protective relfggoingiognmaspect Rhthedreseat invesion, bradaptor/irensseivemty) and
implements the switch from the primary to the secondary communication channel
15  automatically without intervention by the main processing circuitry of the protective
relay. In other words, the switch is transparent to the main protective relay control
algorithm. Because the communication channel failure detection and switch is
transparent to the main protective relay processing module, the main relay processing
module is able to devote its resources to the execution of protection and control
20  algorithms without the additional burden of monitoring and switching between
communication channels. Further, by separating the fault detection and switching
operations from the main protection processing operations, the detection and
switching can be performed quickly to enhance the reliability of the network
communications. According to a preferred embodiment of the present invention, the
25  steps of detecting primary channel failure (step 204) and switching to a secondary
channel (step 206) is performed in less than approximately 1.5ms.
Once the adaptor/transceiver 12 switches to the secondary communication
channel, the relay information to be transmitted is provided, in an appropriate data
format, to secondary transceiver 28, which transmits the relay information over the

30 network according to, in this example, 10BaseFL.



* secondary communi cation channels is an ethernet channel. 3. The protective
relay of claim2, further conprising a communication card for detecting

“ primary comuni cation channel faults and switching the relay to 20

comuni cat e owerydkskmssecondary communi cati on channel. 4. The pcahsod/ira6o

~relay of claim2, wherein the communicatiog.card perforns the detection of
faults and switching transparently to the relay processing nodule. 25 5.

T L o e ar Goctks Bovhl AETCE) WOSAELAICLOR AL AcaRA LOBEALA doftipuc

i ndustrially hardened to w thstah eraturer

-40C to appr oxirmitie! fgult 8hthe Frimdehpfitd] @Ceo®ed 6. @ywhén Bk atspidy/raMiesieém t he
primary conmuni cation 30 channel is user-determ ned. WO 99/ 63635

PCT/ US99/ 12A60! 2 dptermingsahaf the Buitinpdongar sgmaipske |18itns determinedsibat thadayly i mary
communi cati on ' I ISt ra - I

protocol s, anﬁ?ﬁ@ggééﬂgaégg’ytﬂgé%%rggl |o(r81rgf: az:loﬁélIgl??ss&g%g&g?del%'Egep%st and
second et hér nehatghofanttaloslonger@emdihe, the pioeedsirerurtsab 8yp @02 ¢l.@j the utplneisei n t he

comuni cation parts,jnclude an | EEE 802. 3 10BaseT tw sted pair interface
port Unit. 9. @E‘Eﬁ b?"g‘c‘?it%p’?‘&a%{f%ﬁwm%} alt mﬂﬁemrﬁ@ﬁﬁdf% alergedely-ve rel ay
conmmuni cates r d ' | [ tective
relay of clai nt1 ﬁg%gagﬁ%@mg\g@%%ﬁ%ﬁr%ﬂ%gssw&'?‘gﬁ&%géé&lsﬂ’-gg%‘ %r%%e\gl ??} | ess
t han appr oxi mefhelt gccurSomthe sédondary ahannelj 4t Witich pme\hairagmisthmaiarite switched

communi cations in a digital protective 15 relay, conprising: a serial
interface adap‘i%k“ﬁ@rﬁ’é’é@%égﬂpﬁ‘* controlling the exchange of protective
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communi cat i ng melagtiefotregon has been described, and that the reception of relay information from
the network proceeds similarly to the transmission, and can be performed
substantially simultaneously with the transmission.

[t should be appreciated that the communications circuit described above can

15 communicate to peer devices directly via the network, and that communication of
signals to an intermediate master communication device is unnecessary.

The communications circuit of the present invention is preferably
implemented in a single daughter card which interfaces with a motherboard associated
with a protective relay. The daughter card, along with the entire protective relay, is

20  preferably industrially hardened such that it can withstand temperatures from
approximately -40°C to approximatety +85°C.

In addition to using industrial-grade (-40°C to +85°C) rather than
conventional commercial grade (0° to 70°C), the industrially-hardened device of the
preferred embodiment is subjected to a variety of electrical tests relating to, for

25  example, electrical transients (e.g., ANSVIEEE C37.90.1), oscillatory transients
(ANSVIEEE C37.90.1), insulation resistance (IEC 255-5), dielectric strength (IEC
255-6), electrostatic discharge (EN 61000-4-2, level 4), surge immunity (EN 61000-4-
5, level 5), magnetic field immunity (EN 61000-4-8), voltage dips (EN61000-4-11),
and/or RFT susceptibility (ANSI/TEEE C37.90.2, EN 61000-4-3). These tests ensure

30 that the device is capable of conditions commonly experienced in electrical power
distribution systems. Conventional ethemnet cards, for example, do not pass such

tests.



relay information; 20 a first transceiver for exchangi ng protective rel ay

i nformati on between the serial interface adaptor transceiver and the
network over a first comunication channel, when the first communi cation
channel is se‘kvs%)g%é and a second transceiver for exchanging @thg;/bg&
relay informatron bétween the serial interface adaptor transceiver and the
network over a second conmuni cation 2~ chahnel when the second

comuni cation channel is selected. 12. The circuit of claim 11, wherein the
serial interface allapéuid bt appracieieddrons elecfotegomgodrsttittionahatane piegemel based
on the presence of a faHH .or interference on a primary one of

t he
communi cat i onN¥FEIPRArevidehighspesdd e .rlOMapspreliabls. gnd Suliioisrat Retwsks  r st
communi cati on o%lﬁﬂ : ] VD99 - Ihh2460 -10
14. The cir cu‘ft o?ﬂ g%xtéc%n?nbﬁ\?ere\r}\%g%rgrﬁleg %%Vsl%/égéér?lg P g?g‘fﬁg@ﬁhyiﬁ. ty%f)'f
communi cat i onFutieenkt sresem et oa pidiBies eddunidaet fitet cothanmélatiods capalitiey in
circuit of_claim1l1 |, wherein at |east one of the plurality of 5
comuni catd on? BHYRASAPIPE SR 2 10BaseFL Et hemet channel . 16. The circuit
of claiml 1, whereyid € fiesShg eaRDEEH ViiTudes 1§ hnd SpetRAGE; frlwill
converter. 10 17. The circuit 01% clarm lgg%epgain%%t@%g secgpnd tran’sceilver
i s a 10BaseFLbd uraigsstaidthat the¢seQre fdrellestraciue pumpbses| cailynaridisre whetodierconsteteder i al

i nterface adaptor.transceiver i.nclﬁ{g@? a twisted. pair. interface for

| nterfacing it HMEAORE Pf the TRYeqiOfe NARerous o diicaitns il B g8acily SRRt L

| nterface por infcfidoirat 8eg:RGhdie i i Dt SEEOBFkNE HPRAAS, USleridd byTlhe Cf roui t
of claim1l, wherein the circuit communicates wth peer devices’ in the
networ k. D 2fdlloWieg damsiant their leigal equiviklensherein the circuit is
industrially hardened to withstand a tenperature range of approxi mtely
-40C to approxi mately +85C.



21. A nmethod for transmtting protective relay information froma
protective relay, conprising the steps of: 25 receiving protective rel ay
- information to be transmtted; determ ning whether a primary commni cation

channel is syh&fdseds0 @ fault or interference condition; transh P]he
protective relay information on the primary conmunication channe |f t
" primary conmuni cation channel is not subr@ct to the fault or 30
interference condition, and switching the transm ssion of the protective
rel ay infor maWHbATHIS GLARMERES:y comuni cation channel if the primary
comuni cation channel is subject to the fault or interference condition.
WO 991 63635 PCT/ US99/ 1246U -11 22. The nethod of claim 21, wherein at | east
one of the pri maryl.capmwiidateian witheietdaanebhfeniceeazdapibihaegruni cat i on
channel is an ethernet channel. 5 23. The nmethod of claim21, wherein the
step of det ercrﬁnl‘fﬂfﬁig’% s performed by a serial interface adaptor transceiver.
24. The hod of ep o det erm ntng i spar ent
to the p?ﬁ ective %lé?!tgnrgl%& p\éﬁ}%%mtogﬁlﬁ%&nﬂ} grf (ite& ngar edlscr?ntlirﬁg step of
switching is mﬁcti@fsrmdpbwed dissibitiqnnaperigxi mately 1.5 nms. . AFN3. A [ 9. AYS% A
A r. AFS5F. A*. A. Al n3. AL. Al n3' " &Ti -, $rdy=
}xsni d_YU| ca] cTa] ce8sqtions &xjelestricaily spaagcting sxd bng #n3 ey edigiputoR a] c a] ca]
ca] ca] c’\a] ca]ﬁ‘ygg ].‘ gal cal ca] cal ca HaL "~<"a 2A;
m-ytoj e [V]ca %éa cal] ca] ca] ca] ca] ca] cha] cal] ca] ca] ca] ca] ca] ca] ca] ca]c”a]c
a] ca] ca] ca] ca] ca] caplasdlicyad Lenuherica]ana potsl R Girtirik ang relad AAIADEBT dne of

; A<<<zuoj e [V] ca] & g&}c%ﬁalﬂ %54 ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] cal)lca]ca]c
a] ca] ca] cHU| caal]’]é‘ P P EPERTHRIAERB ¥ pra-grRmay-qommun WWW%@@CAA
BQBf BBBBB3CCQ,, - cal] ca] ca] ca] ca
] ca] ca] ca] ca] ca g(:Tga'rlgd e%?%g]qc f?&k{t@tﬂ'lggi'l IB g‘%ca"l g— FFGQGEG H H
H ; communicating over a secondary channel if the relay detects a fault on the primary
I >| 111 J=JIK$K K~K&xsn| %gé]u&r]{%lca] ca] ca] ca]ca]ca] ca] ca]ca] ca] ca]ca]ca]caJca]c
a] ca] ca] ca] ca%é‘é‘T ‘ca] ca] ca] ca] ca] ca] ca] ca! ~KKxLLL( MuMVIMNNNOOOPP%
QR 1J=JJ K$KqK~K}xsn| d_Z]c]]ca] ca]ca]ca]ca]ca]ca]ca]calca]ca]ca]ca]ca]calc
a) ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca&Ti aBsl 109%&' () -s
@LO%&' () -L10%& () - 3y Theso(ertv@relayogtcdaifm L, 9dhetindt (epstPng dBthefprimary and
" 10% '"&' ()-L, 109
S109%& ()- s 10%&° C)“&“i’ﬁ%“‘f}“%“ﬂ‘@%‘f) s ag eihpEreehapngl (). (f 10w ()-F&
109%& () Yoz 109%&' () -#10%& ()-"109% ()- YaB510%& ()-s3S10%& () -
f210%& ()-0310%& (%- | SFs-Z"10%&' () -+ 10%&' ()- =

The protective relay of claim 2, further comprising a communication card

L)

for detecting primary communication channel faults and switching the relay to

20 communicate over the secondary communication channel.

4. The protective relay of claim 2, wherein the communication card performs

the detection of faults and switching transparently to the relay processing module.

25 5. The protective relay of claim 2, wherein the communication card is
industrially hardened to withstand a temperature range of approximately -40°C to

approximately +85°C.

6. The protective relay of claim 1, wherein the primary communication

30 channel is user-determined.
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5 8. The protective relay of claim 2, wherein the communication ports include

an IEEE 802.3 10BaseT twisted pair interface port Unit.

9. The protective relay of claim 1, wherein the protective relay communicates
relay information with peer devices.
10
10. The protective relay of claim 3, wherein the detection and switching is

performed in less than approximately 1.5 ms.

11. A circuit for providing redundant communications in a digital protective

15  relay, comprising:

a ser1al interface adaptor transceiver for controlling the exchange of protective
relay information between the digital protective relay and a network, including
selecting one of a plurality of communication channels for communicating protective
relay information;

20 a first transceiver for exchanging protective relay information between the
serial interface adaptor transceiver and the network over a first communication
channel, when the first communication channel is selected; and

a second transceiver for exchanging protective relay information between the
serial interface adaptor transceiver and the network over a second communication

25  channel when the second communication channel is selected.

12. The circuit of claim 11, wherein the serial interface adaptor transceiver
selects a communication channel based on the presence of a fault or interference on a
primary one of the communication channels.
30
13. The circuit of claim 12, wherein the first communication channel is user-

determined.
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5  communication channels includes a 10BaseFL Ethernet channel.

16. The circuit of claim 11, wherein the first transceiver is a 10BaseT to

10Base-FL converter.

10 17. The circuit of claim 11, wherein the second transceiver is a 10BaseFL

transceiver.

18. The circuit of claim 11, wherein the serial interface adaptor transceiver
includes a twisted pair interface for interfacing with the first transceiver, and a [EEE

15 802.3 Access Unit Interface port for interfacing with the second transceiver.

19. The circuit of claim 11, wherein the circuit communicates with peer

devices in the network.

20 20. The circuit of claim 11, wherein the circuit is industrially hardened to

withstand a temperature range of approximately -40°C to approximately +85°C.

21. A method for transmitting protective relay information from a protective
relay, comprising the steps of:
25 receiving protective relay information to be transmitted,;
determining whether a primary communication channel is subject to a fault or
interference condition;
transmitting the protective relay information on the primary communication
channel if the primary communication channel is not subject to the fault or
30 interference condition, and switching the transmission of the protective relay
information to a secondary communication channel if the primary communication

channel is subject to the fault or interference condition.
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