11111112112111121121 *166166* - 1 - DOCUMENT SI GNATURE METHOD & SYSTEM

« TECHNI CAL FI ELD The present invention relates to a nethod and system
for executing a docunent in a verifiable manner. BACKGROUND PRI OR ART

A digital signature is a critical conponent of electronic e as it
provi des the condition of non-repudiati on when an el mumu@@mmgract IS
"executed". Digital signatures as we know t hem have ' t hat
curtails their usefulness. 10 A digital signature is to*etiettronic —
docunents as a handwitten signature is to printed docunments. Digital
signatures are generally considered to te unf orgeabl e. The presence of a

digital signature asser R b Ry e or otherw se
agreed to the contents ?@é'ﬂgkggcﬁﬁeﬁﬁt to %&gﬁitﬁe (ﬁ{;i tal signature is
attached. Digital signatures provide a greater degree of security than a

handwitten 1%@'@@#;@91,}% digital signature on an el ectronic doctunent

assures the r he signer of the docunent is who they assert
they are and that Thheressphineentiomfelatdsdo eimethedoand sysiem fopexeptiag a 4pqumteBldne; t her
i ntenti ona; Y Qldehimahial |y since it was signed. Furthernore, secure
digital si gna?ures cannot be repudi ated; the signer of a docunment cannot

| at er di sown BAGKGROUND FRIO: di gnature was forged. 20Digital signatures
enabl e " aut hent i cof st bt & § @licUGHBRRASor REEHTI Afimick®  agirpiidst of a
digital docunment of Both"the identity of the sender angd the integrity of
the content. the conditien ofinererspudiasin gyhepjapjclesironds EAPERT A sSXESHF%e I?‘Emst rat ed

Wi th an exanplignartRWeGnb\ ke HAEY shoknfifd at duitdilg theld useBisage to Bob. She
creates a nessage digest by usjing a 25, hash functign on._.the r;glsms%gt?. The
%'lage; IT a

message di%jest serd digitalssignanu isite slectrqic dacipeniy as 3 pangpiticn o ny
part of the NpasEOEedeidDieitadigniies heebndychisiraias be wedgkaple Rheal t er ed

docunent is different. ALice then encrypts the nmessaqge diqe L.tk _her
private key. Msaceatp il SIBRaRS, giaeT; sat"aims‘bstpﬁ%mdlelg’ﬁa s?{;ﬂa rEj}r;!see of the

nmessage. TO Sggeedththesbigamsofiincdoomdnt ®lwhich thedigital Hgriature ihattashebage and t he
digital 30signature to Bob. \Wen.Bob recei t CL WRhswhita
si gnat ure using ADQigill signatures provide a gre&cr Xe%e &P@cmﬂftﬁiﬁ .
15  signature. The digital signature on an electronic document assures the recipient that the
signer of the document is who they assert they are and that the content of the document

has not been altered either intentionally or accidentally since it was signed.

Furthermore, secure digital signatures cannot be repudiated; the signer of a document
cannot later disown it by claiming the signature was forged.

20 Digital signatures enable “authentication” of digital documents, assuring the
recipient of a digital document of both the identity of the sender and the integrity of the
content.

The current use of digitai signatures can be illustrated with an example. Suppose
Alice wants to send a signed message to Bob. She creates a message digest by using a

25  hash function on the message. The message digest serves as a “digital fingerprint” of -
the message; if any part of the message is modiﬁed, the hash function returned by the
altered document is different. Alice then encrypts the message digest with her private
key. This encrypted message digest is the digital signature of the message.

To send the signed document Alice sends both the message and the digital

30  signature to Bob. When Bob receives them, he decrypts the signature using Alice’s
'pubiic key, to reveal the message digest. To verify the message, he then hashes the
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public key, to reveal the nessage digest. To verify the nessage, he then
hashes~the 1111111111111111111111 * Q00002* - 2 ‘nmessage with-the sane -

~hash function Alice used and conpares the result to the message di gest he
~received fromAlice. To ensure the sanme hash function is used the signature
~usual ly includes, an indicator of the hash function used. If the hashes are
exactly equal, Bob can be confident that the nessage was signed by Alice
and has not been altered .5 since she signed it. |If the hashes are not
equal , Bob can conclude that the nmessage did not originate fromwhere he

t hought or that the contents had been altered either deliberately or
accidentally after it was signed. There? s no requirement when using a

digital signa Lepcrypt th S e itself 1f Alice wants to
ensure the pr it"%%é‘g‘fhﬁ%r r%’é’%haéﬁcmggiggﬂo‘f“%wg camagres thesssult o the messpge o
message usi ng digedt'he regeilvéd fonk Alice. | Too ersurs tieasme bash furldtdn is asedrikaggriaige Message
by decrypting, ] y\“ IS .0k i vat e K WiLh th S uncti o typically
used it is notué '{anam@iigeg'aﬁgfdﬁcgﬁ{/gﬁ%w%heﬁﬂ IOenrusfulse‘ ﬁgﬁgﬂaﬁé%ssaéeggm&ﬁa#%ashes to
a gi ven val ueBgb carobd ¢anfidentuthatibe smgmage wisatignedidbi Allioe tridchas antebeen altered| ue. | f
ei ther werg feasi I Rfer t e S on Alice's
15si gnat .uri.- S JHL %I%ﬁ%?télIp-ghlegg%'tgsuf&gg&gﬂ%&’t%%?g?%{ngﬁg%%ﬁe %%Sa e-dziz‘gmrerce,
they nmade it udétf ériginalet from whepeubié shought arothatrthe tcomttrgnbatl heenhaltgredi gjthenl
si gnat ur e. dcligeﬂf@ly%%%ﬁe@%g}alﬂ@ri?@é{sis gq benefits of digital signatures,

e used.

they are not w S 1€ main redason for the limted use is that using
di gi tal si gnat ur edhere isee regyirpmentyhren Hising 2 Gligial signatuee oeseptabe messaged wit h

digital signajudufresr AIRE wark b ableL MEPARRy 811 MARSREBSD, she must also encrypt
10  the message using Bob’s public key. In this case only Bob can read the message by
decrypting it with his private key.

With the hash functions typically used it is not feasible for anyone to either find a
message that hashes to a given value or to find two messages that hash to the same
value. If ¢ither were feasible, an intruder could attach a false message onto Alice’s

15  signature. | '

Digital signatures are therefore useful for e-commerce, they made it difficult to
repudiate a contract signed with a digital signature.

In spite of the obvious benefits of digital signatures, they are not widely used.
The main reason for the limited use is that using digital signatures is not easy. Further

20  there are costs associated with digital signatures for both businesses and consumers.
DISCLOSURE OF THE INVENTION

It is an object of the present invention to provide method and system for executing

a document which goes someway to overcoming the above mentioned disadvantages or

which will at least provide the public with a useful choice.

25 Accordingly in a first aspect the invention may be said to consist in a system for
executing a document in a verifiable manner comprising:
a processor with memory and a process execution unit;
a display device responsive to said processor;
at least one input device, said at least one input device including means for
30  capturing an identifying characteristic of at least one party executing said document,

said at least one input device connected to said processor;



DI.SCLOSURE OF THE | NVENTI ON It is an object of the present invention to
provi de net hod and system for executing a docunent which goes soneway to
overcom ng the above nentioned di sadvantages or which will at |east provide
the public with a useful choice. 25Accordingly in a first aspect the

I nvention may be said to consist in a systemfor executing a docunment in a
verifiabl e manner conprising: a processor with nenory and a process
execution unit; a display device responsive to said processor; at

| east one input device, said at |east one input device including neans for
30capturing an identifying characteristidc of at |east one party executing
sai d docunent, said at |east one . t L ce connected to said processor
-3-- storage nean§’°5¥88‘s°§’fst§f°eessgb$°%y§|% pﬁorqgs\ééérésor; wherein said processor is
programed to: di sylemjn saidfprécessogppregramined fove of sai d docunent on said

di spl ay d?"i ce, T equesc}' Ea?%é‘ilmgr& ti@tofgﬁd"‘&&cuﬂaﬁ oh Qﬁ‘dﬁlﬁ}ﬁé&' dédice,
characteristic, 5captu#§ nd store 1 n nenory .each said at '| east one
i denti fyi ng char act er i request theripput ofat leash du identifyinggharagieristivast one i dentifying
characterigtic to sai dcaHJe_e’and store iBeg,g,g%_ bR ULaid O f lehst 62 GdRRrifyigut oOf
said at |east one identitying characteristic by said at | east one party
executing sai d docharesiristic inputted,
add each said at least one identifying characteristic to said file,
request input confirming the input of said at least one identifying
characteristic by said at least one party executing said document, '
10 digitally sign said file on receipt of said confirming input, and
' store said signed document in said storage means.
Preferably said input device is a pen tablet and said identifying characteristic is a
physical signature or mark.
Preferably said input device is a biometrics reader.
15 Preferably said identifying characteristic is a finger print.
Preferably said identifying characteristic is a retina scan.
Accordingly in a second aspect the invention may be said to consist in method of
executing a docurhent in a verifiable manner comprising the steps of:
displaying an electronic document;
20 receiving an identifying characteristic of a party executing said document;
" adding an electronic form of said identifying characteristic to said electronic
document;
receiving confirmation that said electronic form of said identifying characteristic
is authentic;
25 digitally signing said electronic document; and
storing said electrortic document.
Preferably said identifying characteristic is a physical signature or mark.
Preferably said identifying characteristic is a finger print.
Preferably said identifying characteristic is a retina scan.

30
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10digitally sign said file on receipt of said confirmng input, and store
device is a pen tablet and said identifying characteristic is a physi cal
signature or mark. Preferably said input device is a bionetrics reader.
15Preferably said identifying characteristic is a finger print. Preferably
said identifying characteristic is a retina scan. Accordingly in a
second aspect-the invention may be said to consist in nethod of executing a
docunent in a verifiable manner conprising the steps of: displaying an

el ectroni ¢ docunent; 20receiving an identifying characteristic of a party
executing said docunent; - addi ng an %t ectronic form of .said I denti fyi ng

characteristi QMFWS@MN%%@Q%W{NGS recei ving confirmation

that said electronic formof sai ying characteristic is authentic;

25 gi tal |y Si gnioug pesRiretaahaiAEscHASWARS wilFiash 12 Akt 3 feglest oni ¢
pnysi ca

docunent. Pr ek:t{)abl é_Psai d identifyi nq% characteristic 1s a Sl
signature or fAcCHrRANEPG fRYIngsinFhidlent | f yi ng characteristic is a finger
rint. Preferably.sajd.identifying charagteristic is a retina scan. - 4 -
BRI EF DESOR! PTI OR/& %é%ﬁmw%&%mdwm ofthe present invention,
' 5 Figure 2 is a flow diagram of process of the present invention,

Figure 3 is a screenshot showing an example document,

Figure 4 is a screenshot showing an example signing interface of the present

invention,

Figure § is a screenshot showing an example signing interface of the present

10 invention prompting for a signature,

Figure 6 is a screenshot showing an example interface of the present invention
with all the required signatures provided,

Figure 7 is a screenshot showing an example interface of the present invention

with all the entered signatures merged with the document,

15 Figure 8 is a screenshot showing an example interface of the present invention

prompting for a password to access a digital signature, and

. Figure 9 is a screenshot showing an example interface of the present invention

showing a successful sealing.

BEST MODE FOR CARRYING OUT THE INVENTION
20 A contrac_:t between two or more parties can be sealed when the signing parties
come together in a face-to-face meeting to sign or execute the contract. This signed
paper copy of the contract becomes the authenticated record of the agreement between
the parties. '
The present invention seeks to replicate electronically the ease by which this
25  conventional method of pen-signing the paper copy occurs. The present invention allows
all the accompanying advantages of record and management of electronic documents to
be enjoyed by the users of the contract. ' |



One preferred formof the present invention will now be described with
reference to the acconpanyi ng drawi ngs i n which Figure 1 is a diagram
of the hardware of the present invention, 5Figure 2 is a flaw di agram of
process of the Present invention, Figure 3 is a screenshot show ng an
exanpl e docunent, Figure 4 is a screenshot show ng an exanpl e signing
interface of the present invention, Figure 5 is a screenshot
showi ng an exanple signing interface of the present 10i nvention pronpting
for a signature, Figure 6 is a screenshot showi ng an exanple interface
of the present invention with all the re§uired signatures provided,

Figure 7 is a screﬁ%%hpt show ng an exaggle I nterface of the present

i nvention with al | RERE0E R KIEWE | tespstam, pidhe pretepidaveRtonglydes & empptes 101
15Fi gure 8 is programmed®ifipleient/the gresuint Bivedtiphe The tahjutes enchided & ProResesent

I nvention pronptin or _a.passwar 0 access a digital si ture, and
Figure 9 is ar@ ‘Egﬁi%%ﬁe Vgﬁ%ﬂiﬁg‘"gﬁ&e@&ﬁ‘g& i ‘f‘ifglf‘?%%“%’g%h & fORPRE

i nvention showhaygalso Bdlnde sadout ipaalbevigs 18Eald MOpirtidulaR ntuSREBYLENGak lifbutl HE

| NVENTI ON gOA&gngg raﬁlgtinb te"‘{%e&‘nt"}@ or m}{.e p@rtite.s.cafn be seal ed en the
si gni ng parti 63" CoRt T Blen@Ptiyenolaan Wenilyige characterisis ¢hh) PRE €°HHP8 M xecut e
the contract. dbbimensi$ckdeviepwould oplpdobiométec maddrs aud perbisbleses t he

aut henticated r eco&&n

Tventi on seeks. t o pubnisaBhER R BT $wh * BaBE gy Win el 835
conventional nligiabdorat [Hewegirgtn mgmichthe pEEpeigning pyro@sT wlegronibhily frr ement
ST | Wl PR RREIARL 8 AP LBEE il S, SPfdE AR

10 hardware that enables them to sign the digital copy of the contract electronically. Most
signing parties are unwilling to be saddled with the costs of obtaihing digital signatures
and the necessary hardware. As such, the uée of electronic signatures and electronic
documents to execute a contract is not widespread.

This present invention makes it feasible and convenient for the signing parties to

15  acontract to be able to execute the document electronically.

To sign a2 document an electronic version of the document is created. This may
either be by creating the document using a word processor or by scanning a paper copy
and saving the scanned copy in electronic form.

The parties who are to execute the document check that the contents of the

26 electronic version are as they expect the document to be. The executing parties then
execute on épen tablet using their usual signature. The system of the present invention
converts the written signature as it is written on the tablet into an electronic form. The
electrbnic form of the signature is then superimposed onto the electronic document by
the present invention.

25 The visual appearance of the signature in the electronic document indicates the
intention and will of the signing parties. The party who is witnessing the signing
counter-signs the document using their digital signature. The document state at the time
the digital signature of the witness is applied is known and any subsequent changes to
‘the document would result in an invalid hash. |

30 Only the officiating party is required to have a digital key and be equipped with
the necessary software and hardware to digitally sign the document. The officiating

i PO . o



-5 - Referring to Figure 1 the system of the present invention

* ‘includes a conputer 101 programed to inplenent the present inventiomn The

conmput er includes a processor, nenory, storage which may include a hard
drive or solid state storage. The conputer may al so include various input
devices 105 and in particular nust include an input 5 device allow ng the
capture of an identifying characteristic of a party executing the docunent
Such devices woul d include bionetric readers and pen tablets. Usi ng
current technology, it is easy to convert a paper copy of a docunent into
digital form However, to mmnc the pengsigning process electronically is
nore. cunbersone. The signing parties are required to each possess a

digital si gnaﬁwe»b&nd their%ﬁl&l e reistkaak iR lte Thishedted: avemt@h dolBings i t al

copy of the contra ctroni cal.l Most signing parti.es.are unwilling to
be saddl ed W‘Bﬁs'ﬂi’i‘c‘% ganyp yoﬂ@ﬁ'i‘%? ﬂﬁwﬂ’iebtl“l”gi '!hgg?j’ @ e Snecessary
har dwar e. As Fheddigital ¢vntetisie pofected ﬂﬁtd’oﬁ-i’dpﬁdﬁtic@fb&ﬂﬁ hﬁ&a@aﬁhseb@esdr oni c
docunments to execyte a contract is .not Thi s Jresent

i nvention makes it % BREFHP ﬂﬁrfﬁesﬁ?frf{}%eﬁ?%‘f"ﬁlfs‘g?w F%g"s‘s“?béﬂ.%‘ 'ﬁ?ffef'f% to 15 a
contract t50 bRig@bRe The eRxwpsnid &mtr&bexsdtr@tmw 201 end stered. CThd parties who afe©® Sign a

docunent -an--el-ectroni-€ versi-on-of-th ocum ed::.Thi ei t her
be by creati rEf"&8 S %cﬁﬁé“fﬁm%ﬁ‘ﬁo © d’r??'?‘g%dt‘?gbvsgfa%ys %“é'ecl%lnlﬁan’gﬁ% paper
copy and savisigpatories e alrenatirecelqxyronic cedtnacttdleaﬂydfﬂmrcnnmths npml-pa@d, alho are to
execute the docu heck t e conte 0 ver si on
ore as thoy SREHIPOUS SRR ohclih. WA BOWeRRIRy Havt Hiced L uBAIERIIRS, (0T ©
on a pen tabISEn Q!mmvgmbﬂﬂéﬂﬁngj@aahsusiseﬁnmltfr'éhepﬁheﬁ@y%@emme&m bytesent

i nvent i oryoCONETLigert ddfivolled ikt cﬁ%aﬂmrﬁmaﬁm'&?eds%oy%tm@@omcé G 40! et

into an eI ectronic form The elettronic formo e signature is then
super i nposed alfgmativehemtsidiseent giei Seratieasneend by adied pr%spefm“lﬁanhPféhP 25The

vi sual appear@gﬁ&npjucﬁgggbg&m%g in the el ectronic docunent indicates the

intention and wll of the Signing parties rty who i s witnessing the
si gni ng count er - s?%d'{’&@‘ the et of mc&%flsnangalmgfmm@mhe

document st atge@bf ihbRlektrdhie ﬁhﬁlﬂi‘l%‘&lﬁhpﬁ% n%h“hé(t@feptim%gl &Pm& applied
e thesu

is known and any subsequent changes to docunment {n an

inval i d Hash. WFyW%@“bF‘FR of thisiprRsessds fo cafculatehash-kalus of the glectepmif git al
key and be eqwxﬂ) A6fen\VedlRRd the nB86GEs Uided) 19 i;iﬁ@lix@ &tﬁlﬂ: b@ﬁtdm@c Ih@sh(ihggl tally

sign the docu e offici y ns  t i,tal keys
as is know i ﬁ’ &?" exampple; @%3’2% ”Pﬁ%éﬁ?‘ﬁl °8’5W£)q.h%§aki"‘gg %hi? ity o
ganual : y si gﬂif'ilib_ aediaﬂfdrmm gvu §egudnl‘keoﬁl§l&ygsl_uﬂ}y_ with d:cﬁgedh Rhgth, @ﬂ-adtc& BS. The
igital content |s ected_and, pon:-repudi ation of the tr tion is
secured. The SB‘PB m e E?Faséﬁt‘[’]'fah@e#%ﬂf@}mf f e3aes i8S g@il P8 with
ref erenceoto apﬁylﬁtaglm@ trabsfermedtiond thatwhen eventarsingle bitof therigut robariged, 201 and

stored. The partl % Ln tg,sign or execute the docunment are
pr esent ed V\nthofnPF%B' R‘T’?ﬂt% gﬁ PRPST that the si ghatories see the entire

el ectroni ¢ cont r dotthe |second \step| ¢f difially cigningcthe ielsctranict forpa thedinfomnbtigpages
houl d exi st t d t
ohou! S, o 1 g b o YO bt O B G B R, WAk Jocu e

t hey sign.on usua Strokes are
capt ur ed 203 ewyntmawnth the private key of the person who signs thc electronic form and thus an
25 = encrypted hash-value, also called a digital signature, is created. For this purpose, an
encrypting algorithm for calculating digital signatures from the message digest is used.
The most often used algorithms are RSA (based on the number theory), DSA (based on
the theory of the discrete logarithms), and ECDSA (based on the elliptic curves theory).
The computed digital signature is then attached together with the document in a special’

30 format to be verified if necessary.



10 pen tablet converted into a digital form 204 and added 205 to the

.contract. In an alternative enbodi nent the signatures would be added to a

particular part of the docunment such as a signature panel. Dependi ng
"on the nature of the contract the signature can also be added to every page
of the electronic formif it is nulti-paged. The next step is to digitally
sign the 15 docunent. The first step of this process is to calculate a
hash-val ue of the electronic form (often called the nmessage di gest) by
appl yi ng sone cryptographic hashing algorithm (for exanple, M2, NMX, MD5,
SHAL1, or others). The cal cul ated hash-value of the electronic formis a
sequence of bits, al.ly with fixed. | engt extracted .in some nmanner
fromthe form All uﬁ’g? F’&B)’sée“h?"’égﬁ“f"ﬁﬁﬁmf%? %@é%@”@mfﬁ Rhypician Fighatute PHn
20appl y math hemtddecahertmlﬂsd‘l Q}iﬂwtdrﬁﬁagié&ﬁkrgmeﬁyﬁw&aﬁ eﬁ@aﬂlﬂlj& live »ﬁfh t hﬁ

i nput is changed, a coppl ete i fferent_digest |s.obtained. n the
second step o&‘%ﬂﬁ’?ﬁ‘?@‘gﬂqﬁﬁg’”ﬁﬁ@w Iaé-H‘g?'c?ﬁMBF%m?FFém?mr mat i on

obt ai ned in the fiTisdpreseminveasda-wil nov@ figtthed BeQle@tibad withrefereh6d tiaft bgnplEssage

digest) is_encrypted wth th rivate key of the person whp si t he

el ct roni ¢ 5t ordePESRHOY piTte SHAmPlok an pnse Zlprssl frobm reled P2 8 2p8P PR i gi ¢
si gnature, is selliagimgrandeOThe¢ Imf@mptithpegsred BrRreated in/pformn G0 htapdeicbinplefedy

cal culating digital si%r!}a}"tu es.féom t(k)l:e ma%s.ﬂ%e fd_'Plgl;ft%st.iIsle'l%3 ed he nost
often used al gagr‘f“i'?ﬁlrﬁo & ﬁéﬂ“(sos LAY R HITIBEP R G ﬂbﬁ"}?ﬁ%ed on
t he theory of ahthehedyson stves thofpami Thersytem alred pheGEnG/th¢ forrs dot signingjrefeating pti
curves tneory) pE FRERAEE, e Yrhls r3l Aol Prob BN AREAFRE chaget ner
with the docunent” in a@pecia or ma (} ev]g(rilfle I n;c;&s&rogh - 7 -
Whi | e t he 18ystfenm 4@ln i theupreferredi ¢nmbodiment thb Ifermsincludaes ssgnatres panglh ¢63,

signature or ! § el : can
equal ly be us?%@%}%l{eg%{@?eg%rgg e}r g‘% " ;{Iﬁ% g;gg&gg%ﬂ Letggg%]%%?’ﬁq%ger or

t hunb print orThg upesupinga g1nss.or Piher peapsselectsiabydon Coptug Hep Tableh Signatur be
described withypeference to an exanple 5 application. The exanple is-an

i nsurance pr oposaéﬂsiys_tempi.nstgg?ed on a Iap}#g) of trr‘})oseﬁégwtgg i nsur ance.
The information r FITLRELO] FeguEe sxstemythen grefp $18844 10 gL fabey an
‘exanpl e 0fj5 SUGBred td BE Bddumet 2 Waplhyad FELH s@net thehitubd digts WBth O Per ableiner €d i n
the formand the system sayes the form ,[The systemthen Rresent the form
for signing; rBARFAILYE emBodmentauser coyld indicate;thear approyy| ysipy, fw&cat“?mf@ an
?OﬁEO{j tunity L Qﬁfﬁle&dlsinﬂ al defjlf Oh8Rkdr alV reflird ltolalt&anm&ﬂm théy ﬁbﬁd soef er r ed
‘enbodi ment the formi udes si ture panels 402, 403 04. The stem
el udes panclReREHE i Eigirs rorge a0 Higahrs ere Fpasd b 18 sneed S| “The
‘user using a RRuREthen displlera iam601SAl@igS Wert cliéknto nisage! the dgiaitesTiatol et
Signature” 42Q. Referring.to Figure t he .system .t hen pronpt igner to
confirm 584 t%ﬁtﬁf‘ﬁﬁpt h{fs Té&f%cé’g'%t ¥ HE" Wf?ry?émtmg? iin %tgﬁ%yeﬁfedégghisi gner
then in turn $ugnas702se allpwahple té bddealed using aadigial tignatved is displeyedoRefesintg a user
coul d indi cat heir, raoval ..usi.ng..a finger or t rd kg a
seal . The use?oflgaﬁlss‘gtpcggg%%rcg efj 8géhr?ts§?m?ﬁgplg’gtaeﬁ%i%?oqﬁdr?g;mgl ‘E"’Z 502.
Referring to Figoamre idntity 892 ahd the lpasswingrfat thetcidentitye803tp tbe cntdredn Pnchrthedat es

entered the Sygh 88 dnikedd dt flcAifon Ikl Akl G butdd 0 YeraiRAly digh fnd' Ck 10

merge the signatures into ocunent ] ocunment” IS then
di spl ayed2% t beal the decument: If sscepsiia) dhersysteny displays apliplagdhex $Obshown i FigwicOhe fil e

to be seal ed jed: 3 adk gl ' ' j i : igure 8
when this s Sirafiog ok e s bARIGE caldhe Al 10 e BEREEE RSB 01T C P
si gnat ur e i defreisigpe®file wonldl heriplogdeddo.a serurectorags areajof a seryer pog deletedy frpm

-ent er ed. mcedkwbmbp&n@wm}mes{ hgrmation the users clicks a
button 804 to el éctronically .sign and 5 seal the docunent |f successful

the system di spl ay® thosi %llsg ipdle ot to rhishnthe fnventipn, wlates, 2Ry, FHAN8RS Bhat t he

file has Beencsis@nadn akEMRE @fingaBddimbits bitbagpicdhithy She Hhadioasall t he
signed file woul d be upl oaded to a,secure stora ar ea, of erver. and
del et ed from F488°e% Hgmsgives e PW@FP%%H‘%&“G%8°?§‘F "l"ﬁ’é“"gia@ﬁf d in the




Ta those skilled in the art to which the invention relates, many changes in
‘construction ‘and W del'y di fferi ng- embodiments and—apptications-ofthe -

invention will suggest thensel ves without departing fromthe scope of the
invention as defined in the - 8 -- appended clains. The disclosures and
the descriptions herein are purely illustrative and are not intended to be
in any sense limting. 9 CLAIMS: |I.A system for executing a docunent in a

verifiable manner conprising: a processor with nmenory and a process
execution unit; a display device responsive to said processor; 5at |east
one input device, said at |east one inpyt device including neans for
capturing an identifying characteristic of at |east one party executing
sal d docunent appeied chims| EB bislBires BiRtthe ARYikiSusARANCAL Hifell ASRitHe RAOCESSOT |
storage neans accessi pl e by said processor; wherein sald processor is
progranmed t o2 Pefdptensded ip be'ip any sensg.ipiiagnt at i ve of said docunment on said

di spl ay device, request the input of at |east one identifying
characteristic, capture and store in menory each said at |east one
identifying characteristic inputted, add each said at |east one identifying
characteristic to said file,



15request input confirmng the input of said at |east one identifying
characteristic by said at |east one party executing said document,
digitally sign said file on receipt of said confirmng input, and store
sai d signed docunent in said storage nmeans; and wherein said input device
is a pen tablet. 20 2. A systemfor executing a docunent in a verifiable
manner as claimed in claim1l wherein said identifying characteristic is a
physi cal signature or mark. 3. A systemfor executing a docunent in a
verifiable manner as clainmed in claimls25wherein said input device is a
bi onetrics reader. 4. A systemfor executing a docunent in a verifiable
manner as cl al%ﬂg‘ n claim3 wherein said identifying characteristic is a
finger print A system for executing a docunment in a verifiable nmanner
as claimed in clailm 3 wher&pxtes &ir grepugfest dogurieridn acanifeble PAWPSOPRISIE 3 reti na
scan. 10 ?h A {fEt hOde;(;Q(ﬁce@éf@ﬁMﬁlhﬂQy@ddﬁlﬁd&ﬁﬁﬂkuﬂoﬁlurﬁ verifiabl e manner
conpri si ng e steps o e ni ¢ docunent; receiving an
identifying characteri ({'Spgy&Pm%sﬁo{giv%smépr&e;sgg said docurrent 5addi gg an
el ectronic form of sai lsederetipuyfiayige. éﬂ‘h?‘d@f‘éﬁ? pyt devicy nsluflipg WIABLT oni ¢

docunent ; capturing an identifying characteristic of at least one party executing said document,

said at least one input device connected to said processor;
storage means accessible by said processor;
wherein said processor is programmed to:
10 display a file representative of said document on said display device,
request the input of at least one identifying characteristic,
capture and store in memory each said at least one identifying
characteristic inputted,
add each said at least one identifying characteristic to said file,
15 | ~ request input confirming the input of said at least one identifying
characteristic by said at least one party executing said document,
digitally sign said file on receipt of said confirming input, and
store said signed document in said storage means; and
wherein said input device is a pen tablet.

20

2. A system for executing a document in a verifiable manner as claimed in claim 1

wherein said identifying characteristic is a physical signature or mark.

3. A system for executing a document in a verifiable manner as claimed in claim 1

25  wherein said input device is a biometrics reader.

4. A system for executing a document in a verifiable manner as claimed in claim 3

wherein said identifying characteristic is a finger print.

30 S. A system for executing a document in a verifiable manner as claimed in claim 3

wherein said identifying characteristic is a retina scan.
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receiving confirmation that said electronic formof said identifying
characteristic of approvalt i s authentit; digitalty signing said etectronic
docurnent; and 10storing said electronic docunment. 7. A nethod of executing
a docunent in a verifiable manner as clained in claim6 wherein said
identifying characteristic is a physical signature or mark. 15 8. A net hod

of executing a docunent in a verifiable nmanner as clained in claim®6

wherein said identifying characteristic is a finger print. 9. A nmethod of
executing a docunent in a verifiable manner as clainmed in claim®6 wherein
said identifying characteristic is a r®tina scan. 20

6. A method of executing a document in a verifiable manner comprising the steps
of:

displaying an electronic document;

receiving an identifying characteristic of a party executing said document;

5 adding an electronic form of said identifying characteristic to said electronic

document;

receiving confirmation that said electronic form of said identifying characteristic
of appro.val is authentic;

digitally signing said electronic document; and

10 storing said electronic document.

7. A method of executing a document in a verifiable manner as claimed in claim 6

wherein said identifying characteristic is a physical signature or mark.

15 8. A method of executing a document in a verifiable manner as claimed in claim 6

wherein said identifying characteristic is a finger print.

9. A method of executing a document in a verifiable manner as claimed in claim 6
wherein said identifying characteristic is a retina scan.
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