wo 20257080200 A 1 | AI] 0000 TR0 A O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

A

=

(19) World Intellectual Property
Organization
International Bureau

17 April 2025 (17.04.2025)

(10) International Publication Number

WO 2025/080200 A1

WIPO I PCT

(51) International Patent Classification: HN, HR, HU, ID, IL, IN, IQ, IR, IS, IT, IM, JO, JP, KE, KG,
GO6N 3/0455 (2023.01) GOG6F 21/55 (2013.01) KH, KN, KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY,
GO6N 10/20 (2022.01) MA, MD, MG, MK, MN, MU, MW, MX, MY, MZ, NA,

. N NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO,

(21) International Application Number: RS.RU.RW. SA.SC. SD. SE. SG. SK_ SL. ST SVQSY TH

PCT/8G2023/050681 TJ, TM, TN, TR, TT. TZ. UA, UG, US, UZ, VC, VN, WS,

(22) International Filing Date: ZA,7ZM, ZW.

09 October 2023 (09.10.2023) (84) Designated States (unless otherwise indicated, for every

(25) Filing Language: English kind of regional protection available): ARIPO (BW, CV,

L , GH, GM, KE, LR, LS, MW, MZ, NA, RW, SC, SD, SL, ST,

(26) Publication Language: English SZ. TZ. UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ.

(71) Applicant: ST ENGINEERING IHQ PTE LTD [SG/SG]; RU, TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ,
1 Ang Mo Kio Electronics Park Road, Singapore 567710 DE, DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT,
(SG). LU, LV, MC, ME, MK, MT, NL, NO, PL, PT, RO, RS, SE,

. . ) SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN,

(72) Inventors: ZHOU, Yidi; 1 Ang Mo Kio Electronics Park GQ, GW, KM, ML, MR, NE, SN, TD, TG)
Road, Singapore 567710 (SG). THING, Ling Ling, Vri- oo e e e
zlynn; 1 Ang Mo Kio Electronics Park Road, Singapore D .

eclarations under Rule 4.17:
567710 (SG). DAL, Zhongmin; 1 Ang Mo Kio Electronics _ fi:wgn ;;;'Shl,; (R“u e 4.170)
Park Road, Singapore 567710 (SG). '
. . Published:

(74) Agent: NG, Kim Tean; P.O.Box 1861, RobinsonRoad Post with international search report (Art. 21(3))
Office, 903711 Singapore (SG).

(81) Designated States (unless otherwise indicated, for every

kind of national protection available). AE, AG, AL, AM,
AOQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CV, CZ, DE, DJ, DK, DM,
DO, DZ, EC, EE, EG, ES, FIL, GB, GD, GE, GH, GM, GT,

(54) Title: HYBRID QUANTUM-CLASSICAL AUTOENCODER FOR CYBERSECURITY ANOMALY DETECTION

. 150
3
=2 10 185 > No Altack
E QSO{:]EE' — ‘QC ) Decgder N
{process data)
Attack
CLASBICAL QUANTUM CLASSICAL
FIG. 1B

(57) Abstract: In a hybrid quantum-classical setup, some computations are performed in quantum computers, and some are performed
in classical computers. Disclosed herein are systems and methods for detecting an anomaly (i.e., cyberattack) using a hybrid quan-
tum-classical autoencoder. In aspects, the methods can include (a) constructing an input for an input layer, (b) training a first autoen-
coder, (c) constructing an encoder with the trained weights layers, (d) constructing and configuring a quantum circuit, (¢) adding the
quantum circuit to the encoder, (f) constructing a decoder, (g) constructing a second autoencoder with the encoder and the decoder and
(h) training the second autoencoder. The methods are superior to conventional methods that rely solely on classical machine learning.



