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because network entities exchange packets without establishment of a layer-2 connection. Many
existing and emerging applications are designed to run primarily on Legacy LANs. These
applications reside on top of so-called "layer-2" and "layer-3" protocols such as Medium Access
(MAC) and Internet Protocol (IP), respectively. As is well known in the art, the layers referred
to are those of the international standards organization (ISO) seven layer networking reference
model. |
Asynchronous transfer mode (ATM) with its a) fixed size cell switching, b) scalability
from few megabits to hundreds of megabits, c) .ability to offer guaranteed quality of service
(QoS) on a per connection basis, and d) connection orientation, is viewed as the enabling
technology for high-speed multimedia networking. Therefore, it is desired in the art to
interconnect Legacy LANs and ATM end-stations, to themselves and to each other, using ATM.
This has been achieved in the prior art in a variety of ways.
To describe the existing solutions, consider the example shown in FIG. 1 of two small
networks 101 and 103, each representing a different logical subnet at layer-3. LAN 101 has sites
111, 113, and 115 which are inte.rconnected through an ATM wide area network (WAN) 131.
Hosts 111-1, 111-2 and 111-3 of site 111 are connected via Ethernet 111-4, hosts 113-1, 113-2,
and 113-3 of site 113 are connected via Ethernet 113-4, and ATM hosts 115-1 and 115-2 are
connected to an ATM switch 115-6 at site 115. Similarly structured, the second network, LAN
103, has only two hosts per Ethernet site.
A classical method for interconnecting these sites is so-called "bridging and routing".
Consider the case of host 111-1 sending a data packet to the MAC address of host 113-2. All
stations on Ethernet 111-4, and consequently, bridge 111-5 receives the packet. Bridge 111-5 a)
builds broadcast ATM connections to bridge 113-5, hosts 115-1 and 115-2; b) encapsulates host
111-1's data packet on top of the ATM layer, and c) sends it over the ATM connections.
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A deficiency of this method is that, since it is based on a broadcast principle and thus
mimics shared-medium operations, all data packets are broadcast to all ATM destinations,
thereby flooding the network with broadcast traffic. Another deficiency is that the broadcast
nature of the technique virtually requires a mesh network between all bridges and ATM hosts
within a LAN, and all inter-LAN traffic must pass through router 151.
| The ATM Forum has developed another bridging solution called LAN Emulation
(LANE). LANE relies on a LAN Emulation Server (LES), which performs ATM-to-MAC
address resolution, i.e., translation, and a Broadcast and Unknown Server (BUS), which pefforms
data broadcast. The above-described eXample operates in a LANE environment as follows.
LAN 101 and LAN 103 constitute two different ELANSs. As shown in FIG. 2, LAN 101
" is served by LES 201 and BUS-203 while LAN 103 is served by LES 211 and BUS 213. Asin
the previous technique, host 111-1 transmits a data packet with the MAC address of host 113-2.
All stations on Ethernet 111-4, and consequently, bridge 111-5, receive, the data packet. Bridge
111-5 either contains within its own information the ATM address of host 113-2, or, if not, it
establishes an ATM connection to LES 201 and transmits thereto a so-called "LE_ARP_request”
message to obtain the ATM address of host 113-2. The LE_ARP request is defined in the ATM
Forum's LAN Emulation Over ATM Specifications, Version 1.0, which is incorporated herein by
reference and the contents of which are well known by those skilled in the art.

- If LES 201 contains within its own information the requested address, it responds by
transmitting it to bridge 111-5. Bridge 111-5 then builds an ATM connection to bridge 113-5,
and transmits thereto the data packet. Otherwise, LES 201 broadcasts an LE_ARP_Request
message requesting the ATM address of host 113-2 to all other LAN Emulation Clients (LECs)
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which in turn broadcasts them to all LECs. "ARP_Requests" are defined in Bell
Communications Research (Belicore) request for comments (RFC) 826, which is incorporated
herein by reference. Also, data packets are sent to a BUS until a direct ATM connection is
established to the target address within the LAN.

Similar to the previous example, the communications between two Emulated LANs is
done via external router 151. Bridge 117-5 receives a data packet from host 117-1 to the MAC"
address of router 151. Either bridge 117-5 has the ATM address of router 151, or it requests the
address from LES 211. After obtaining the ATM address of router 151, bridge 117-5 builds an
ATM connection thereto, and transmits the data packet over the connection.

Either router 151 has the ATM address of bridge 111-5, or it requests the address from
LES 201. Router 151 then Builds an ATM connection to bridge 111-5, and send thereto the data
packet. The data packet will be received by bridge 111-5 and passed to hosts 111-1, 111-2 and
111-3. Thus, disadvantageously, all inter-LAN packets must pass through router 151, which may
become a communications bottleneck.

A third method builds upon LANE, but incorporates the routing function as well as
bridging function into a so called multi-layer LAN switch. Fundamentally, there are three major
functions associated with routing: 1) routing, i.e., determination of the layer-3 address of the
next-hop-router along the path to the target address, 2) address resolution or translation, i.e.
determination of a router's ATM address corresponding to its layer-3 address, and 3) data
forwarding, i.e., relaying data packet from one port of the router to another port. A traditional
router performs functions (1) and (3) while function (2) is required because an ATM connection
must be established between adjacent ATM router hops or to the target ATM address. A

multi-layer switch performs only function (3), i.e. data forwarding.
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eliminated. Further efﬁcnency is obtained by each multi-layer switch performing fast data
forwarding both for layer-2 and 3 packets, while complicated route determination and address
resolution functions are logically .rerhoved from the switches.  Although the Route Server
decouples the routing from data forwarding, it only can serve a few logical subnets, and is thus
not suited to cover large number of logical subnets. As the number of subnets governed by a
single route server increases the efficiencies provided with this approach greatly diminish, since
several router hops become practically unavoidable.
Thus, the existing LANE and Route/ARP Server methods work effectively only for
small scale local networks. The LANE solution requires one LES and BUS per ELAN, and one
ELAN per subnet. If an ELAN becomes large, there will be large numbers of broadcast
messages transmitted, which results in a degradation of network performance. Similarly, a
single route/ARP Server approach is not suitable for large scale networks, as it also creates
performance bottlenecks. .
Another problem with the foregoing approaches is the difficulty of handling frequent
moves and changes between ELANs when an ELAN may extend beyond corporate boundaries
and may span several remote sites. For example, during the life of a projéct it may be useful for
LAN 101 and LAN 103 to form a single LAN. However, with the above solutions, the assigning
of hosts to a single LAN is not easily manageable, except in the case of relatively small local |

networks.
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to each of the servers of the sub-ELANs as clients thereof. Advantageously, the number of

connections required to intgrconnect the separate sub-ELAN servers, so as to form an ELAN
containing more than one sub-ELAN, is reduced from an order of squared (SN sup 28) to an
order of linear (KN) with respect to the number of sub-ELANSs that are interconnected. Also
advantageously, the number of broadcast messages transmitted between different sub-ELANSs in
an ELAN is reduced from the total number of clients in all of the sub-ELANs that are
interconnected to form the ELAN to the number sub-ELANSs in the ELAN minus one by only
transmitting from the ELAN contronect network one broadcast message to each sub-ELAN, of
the ELAN, other than the message originator. Further advantageously, the sub-ELANs can be
coupled to the ELAN contronect network without changes to the hardware or software of their
servers provided there is a capacity to attach another client.

In a particular embodiment of the invention, the ELAN contronect network inéludes an
address server and a broadcast/route server interconnected over a high-speed backbone. Also
connected to the high-speed backbone is at least one LAN hub, which connects to at least one
server of at least one of the ELANS.

The address server contains an address data base for performing address resolution, i.e.,
translation, between the at least two addresses of each ELAN end-point in response to requests
for such translations. The broadcast/route server receives data packets for broadcast to a different
sub-ELAN from which the pé,ckets originated and broadcasts the received data packets to at least
one other sub-ELAN. The broadcast/route server also recognizes that a packet which is a
broadcast packet at layer 2 is actually a request for an address resolution at layer 3. If so, the
broadcast/route server collaborates with the address server to perform the necessary address
resolution and insures that a response is sent only to the client originating the request.

Advantageously, the number of broadcast messages is reduced to one from a number equal to the
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various servers, i.e., LES and BUS;

FIG. 3 shows an exemplary embodiment of the invention in which an ELAN contronect
network is arranged to interconnect several sub-ELANSs in accordance with the principles of the
invention;

FIGs. 4, 5, 6, and 7, when connected together, show aﬁ exemplary procedure for
processing packets in the system of FIG. 3, in accordance with the principles of the invention;

_ FIG. 8 shows an exemplary process performed by the configuration server of FIG. 3 for
adding new LES, BUS, or route/ARP servers in accordance with the principles of the invention;

FIG. 9 shows an exemplary process for viewing or modifying an ex1stmg configuration
in accordance with the principles of the invention; and

FIG. 10 is a block diagram view of an exemplary embodiment of generic server 1001,

which may be used as the servers shown in FIG. 3.

Detailed Descrinti

FIG. 3 shows an exemplary embodiment of the invention in which ELAN contronect
network 401 is arranged for interconnecting the servers of sub-ELANs 207, 219, 227 and 237 in
accordance with the principles of the invention. Each of sub-ELANSs 207, 219, 227 and 237 is
connected to ELAN contronect network 401 via a point-to-point connection-oriented connection
through asynchronous transfer mode (ATM) wide area network 131. ELAN contronect network
401 is configured to present a) address server 247 and b) broadcast/route server 215 to each of
servers 201, 203, 211, 213, 301, 303, 305, and 307 of the sub-ELANs as LECs, and more

particularly, as proxy LECs thereof. Address server 427 and broadcast/route server 215 are
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401 without changes to the hardware or software of their servers provided there is a capacity to
attach another client.

In particular, FIG. 3 shows sub-ELAN 207, sub-ELAN 219, sub-ELAN 227, and
sub-ELAN 237. Sub-ELAN 207 includes prior art network 101 and associated LAN emulation
server (LES) 201, broadcast and unknown server (BUS) 203 and route/address resolution
protocol (ARP) server 151. Sub-ELAN 219 includes prior art network 103 and its associated
servers LES 211, BUS 213, and route/ARP 311, which substitutes for access to router 151 of
FIG. 2. Sub-ELAN 227 includes bridge and legacy LAN 179, ATM end-stations 131, ATM
switch 175, and associated servers LES 305 and BUS 307. Sub-ELAN 237 includes bridge and
legacy LAN 173, ATM end-station 121, ATM switch 193, and associated servers LES 301 and
BUS 303.

' ELAN contronect network 401 includes a) address server 427, b) broadcast/route server
415, c) optional configuration server 419, d) optional multimedia server farm 421, and ¢) LAN
hubs 431 which includes LAN hub 431-1 through 43 1-N, connected via high speed backbone
425. Address server 427 performs addi‘ess resolution, i.e. address translation, between various
network end-point layer-3 and layer-2 addresses. As is well known in the art, each network
end-point, i.e., any unit connected to send and receive data packets, may have more than one
address, i.e. an identifier, by which it is known. Thus, a first end-point may know a particular
address for a second end-point but not the second end-point's other corresponding address which
may be required in order to exchange data packets with the second end-point. The information
necessary to perform such address translation is stored in an address table. Table 1 is an
exemplary address table. If address server 427 does not contain within itself the necessary

information to perform a required address translation, i.e., the necessary entries are not present in
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br oadcasiore than one end-point at a time. In particular broadcast/route server 415 receives a data packet

from a sub-ELAN of a particular ELAN and sends it to one or more sub-ELANS in the same or a
different ELAN. Broadcast/route server 415 also recognizes that a data packet which is indicated
to be a broadcast packet at layer-2 actually contains a layer-3 address resolution request. When
such data packets are recogmzed broadcast/route server 415 communicates with address server
427 to obtain the requested address. Broadcast/route server 415 then transmits the translated
address directly to the end-point which originated the data packet. Advantageously, doing so
eliminates the need for additional transmissions of the data packet.

An optional function of broadcast/route server 415 is to act as a router for packets
addressed to it by a router/ARP server and requesting routing of the packets. Typically such
requests are performed at layer 3, and require a packet to be seﬁt to an ELAN other than the
ELAN of the packet-originating end-point. Advantageously, since broadcast/route server 415 is
aware of all the layer-3 addresses of those end points that subscribe to service by ELAN
contronect network 401, packéts can be routed to the ultimate destination in no more than two
hops, i.e. via the route/ARP server of the sub-ELAN from which the packet originated and then
via broadcast/route server 415.

Optional configuration server 419 operates to group one or more sub-ELANSs into an

 ELAN regardless of the locations of the sub-ELANS. Configuration server 419 can serve more
than one ELAN. For example, configuration server 419 has configured sub-ELAN 207 and
sub-ELAN 237 i.nto ELAN 301. Likewise, configuration server 419 has configured sub-ELAN
227 and sub-ELAN 219 together into ELAN 371.
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the same grohp.

By using the same type of arrangement, configuration server 419 also controls access by
the various ELANs and sub-ELANS to services provided by multimédia server farm 421. This
will be further described hereinbelow.

Optional multimedia server farm 421 includes one or more multimedia servers for
providing a variety of multimedia services. The particular multimedia services available to any
particular end-point depends on the services to which the ELAN to which the end-point belongs,
has subscribed. Exemplary services provided by multimedia server farm 421 include a)
multipoint video teleconferencing, b) multipoint whiteboarding, ¢) video-on-demand, and d)
delayed playback of retrieved files. In order to obtain such services, an end-point requests a
connection to multimedia server farm 421 as an end-point itself, with the request specifying the
particular service required.

LAN hubs 431 provide conversion from ATM to the protocol of high-speed backbone
425. For each LES, BUS, and route/ARP server in each of the sub-ELANS there is a single ATM
connection to one of LAN hubs 431. These are connections 326.

ATM connections 326 traverse a so-called "local ATM network" which is the portion of
an ATM network that is seen by all end-stations of the sub-ELAN and is used for the LAN
emulation therein. ATM connectibns 326 also traverse ATM wide-area network (WAN) 131,
which provides interconnection from each local ATM network to LAN hubs 43 1 The local ATM
networks and ATM wide-area network 131 may all be logical parts of a single ATM network.
The local ATM networks and ATM wide-area network 131 carry properly addressed packets
directly between end-points.

FIGs. 4, 5, 6, and 7, when connected together, show an exemplary procedure for
processing packets in the system of FIG 3, including the performing of address resolution and

forwarding data packets to a specified address, in accordance with the principles of the
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ELAN coMhichtests: to dsteriping if the. papdseisis grsontrol packet. If the test result in step 511 is YES,
control passes to step 513, in which the end-station transmits the packet to the LES of the

sub-ELAN to which it is connected.

Steps 501-513 are performed in an ATM end-station when it is originating a packet. An
ATM end-station can be a stand-alone ATM end-station, such as ATM end-station 131, or it may
be an ATM to Legacy LAN converter, such as bridge 111-5 contained in site 111. Such ATM
end-stations are known in the art as LAN emulation clients (LEC).

Control then passes to conditional branch point 515, which tests to determine if the ATM
address of the destination of the packet is found within the LES. If the test result in step 515 is
YES, control passes to step 517, in which the LES of the sub-ELAN establishes a connection to
the packet-originating LEC if one does not already exist. Next, in step 519, tﬁe LES transmits the
requested ATM address to the packet-originating ATM end-station. The process then exits in
step 507. In this instance, steps 517-519 are performed by the LES of end-station's sub-ELAN.

If the test result in step 515 is NO, indicating that the ATM address of the destination is
not contained within the LES of the sub-ELAN of the packet originating LEC, control passes to
step 521, in which the LES broadcasts an address resolution request to all LECs of the
sub-ELAN, and thus address server 427 of ELAN contronect network 401, which appears as a
LEC to the LES, in accordance with the principles of the invention.

. Next, the following process steps are undertaken substantially in parallel by each of the

'LECs in the sub-ELAN and a separate set of process steps is also undertaken in address server
427.
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continues as described above in the LES.

In response to receipt of the address resolution request in address server 427, address
server 427 tests to determine, in conditional branch point 527, if it itself originated the address
resolution request packet. If the test result in step 527 is YES, control passes to 525, in which
address server 427 discards the packet containing the request. The process then exits in step 507.

If the test result in step 527 is NO, control passes to conditional branch point 531, in
which address server 427 tests to determine if the reqhested destination address is contained
within its database. If the test result in step 531 is YES, control passes back to step 5 17,'and the
process continues as described above, except that steps 517 and 519 are performed by address
server 427 instead of the LES of the sub-ELAN from which the address resolution request
originated.

If the test result in step 531 is NO, control passes to conditional branch point 533, which
tests to determine if the LES serving the destination is known to address server 427. If the test
result is step 533 is YES, control passes to step 535, in_ which, in accordance with to the
principles of the invention, address server 427 transmits an address resolution request only to the
LES of the sub-ELAN serving the destination. If the test result in step 533 is NO, control passes
to step 537, in which an address resolution request is sent to all LESs serving the ELAN,
preferably except the LES of the sub-ELAN originating the request. After completion of step 535
or step 537, control passes back to step 515, in which each of the LESs receiving a message from
address server 427 continues executing the process at step 515 as described abové.

. If the test result in step 511 is NO, indicating that the packet is a data packet, control _
passes to conditional branch point 539 (FIG. 5), which tests to determine if the destination
address is known to the LEC originating the data packet. If the test result in step 539 is YES,

control passes to step 541, which tests to determine if the packet is a unicast packet, i.e., a packet
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packet is transmitted to the BUS of the sub-ELAN serving the LEC originating the data packet.
Next in step 551, the receiving BUS broadcasts data packet to all LECs, in the sub-ELAN and,
consequently, accordance with the princliples of the invention, to broadcast/route server 415 in
ELAN contronect network 401, which is a proxy LEC thereof. As a result, two distinct parallel
paths thereafter result, the first path a) including steps 553 through 557 and b) being performed
in each LEC receiving the broadcast data packet, and the second path a) including steps 559
through 579 and b) being performed in broadcast/route server 415.

When control passes to step 553, the LEC receiving the broadcast packet tests to
determine if it is one of the destination LEC:s. If the test result in step 553 is NO, control passes
to step 557, in which the packet is discarded. The process then exits in step 507. If the test result
in step 553 is YES, control passes to step 555, in which the receiving LEC processes the packet,
e.g., examines the packet header and transmits the packet to higher layers. The process then exits
in step 507. |

' When control passes to conditional branch point 559, because broadcast/route sewef 415
receives a broadcast packet, broadcast/route server 415 tests to determine if it had originated the
broadcast packet. If the test result in step 559 is YES, control passes to step 561 and the data
packet is discarded. The process then exits in step 507.

[f the test result in step 559 is NO, control passes to conditional branch point 563, which
tests to determine, in accordance with an aspect of the invention, if the packet is a broadcast
packet at layer-2 that originated in response to a layer-3 address resolution protocol (ARP)
request, i.e., a request for address translation at layer-3. If the test result in step 563 is YES,
control passes to conditional branch point 567, whiéh tests to determine if the layer-2 address of
the destination is contained within address server 427. This step is performed by broadcast/route
server 415 querying address server 427 and receiving a response containing the desired address

therefrom, if it is available. If the test result in step 567 is YES, control passes to step 569, in
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control passes to step 579, in which the layer-3 ARP request is transmitted to all the BUSs of the

ELAN. Upon conclusion of the performance of steps 575 or 579, control passes back to step 551,

in which each of the BUSs receiving the request from broadcast/route server 415 process the

request as described above.

If the test result in step 563 is NO, indicating that the packet is a conventional broadcast
packet, control passes to conditional branch point 581 (FIG. 6), which tests to determine if the
packet is a broadcast packet. If the test result in step 581 is YES, indicating that the packet is a
broadcast packet, control passes to step 583, in which broadcasﬂroute server 415 broadcasts the
packet to all the BUSs of the ELAN from which the packet originated. Control then passes back
to step 551 (FIG. 5), and the process continues as described above when each of the BUSs
receives its copy of the broadcast packet.

If the test result in step 581 is NO, indicating that the packet is a multicast packet,
control passes to conditional branch point 585, which tests to determine if the multicast layer-3
addresses of the multicast packet are known. If the test result in step 585 is YES, control passes
to conditional branch point 587, which tests to determine if the layer-2 addresses that correspond
to each of the multicast layer-3 addresses are stored in address server 427. If the test result in
step 587 is YES, control passes to step 589, in which broadcast/route server 415 obtains the
layer-2 addresses for all destination LECs specified in the multicast address, in accordance with
an aspect of the invention. Control passes to step 593, in which broadcast/route server 415
establishes a connection from itself to each of the destination LECs for which a connection does
not already exist. The data packet is then transmitted by broadcast/route server 415 to each of the

destination LECs in step 595, in accordance with an aspect of the invention. The process then

exits in step 507. Advantageously, fast multicasting is achieved by transmitting the data packet
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201, broadcast and unknown server (BUS) 203 and route ress r eso ution
passes back to step 583, and the process continues as described above. If the test result in step

597 is YES, control passes to step 599, in which the data packet is transmitted only to the BUSs
serving the sub-ELANSs that contain one or more of the destination LECs, in accordance with an
aspect of the invention. Control then passes back to step 551 (FIG. 5), and the process continues
as described above when each of the BUSs receives its copy of the broadcast packet.
Advantageously, the foregoing processes can limit the number of packets that must be
transmiﬁed to execute the multicast transmission of a packet when the particular LECs are not
known.

If the test result in step 509 (FIG. 4) was YES, indicating that the packet is being sent to
a destination outside the ELAN to which the originating LEC is connected, control passes to step
601 (FIG. 7), which tests to determine if the destination ATM address is known to the originating
LEC. If the test result in step 601 is YES, indicating that the originating LEC has the
information necessary to a) establish a direct connection with the destination LEC, should such a
connection not already exist and b) to forward the packet thereto, control passés back to step 545,
and the process continues as described above.

If the test result in step 601 is NO, indicating that the destination ATM address is 1)
unknown to the originating LEC and 2) outside the originating ELAN, control passes to step 602.
It is noted that while the following description employs the term "LEC" to indicate an ATM
end-station, the ATM end-stations when communicating with destinations that are not part of the
same ELAN may use protocols other thah the one employed for LAN emulation. One such other
protocol is classical IP over ATM. In step 602, the originating LEC transmits the packet to the
route/ARP server serving that LEC. It is noted that the route/ARP server for a particular LEC
may be located within a) the same sub-ELAN, b) a different sub-ELAN, or c) even a different
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controlled by ELAN contronect network 401 but which may be difectly or indirectly attached
thereto. The process then exits in step 507. o

If the test result in step 607 is YES, indicating that the destination address is known,
control passes to both steps 613 and 545 which, along with their subsequent stéps, are performed
substantially in parallel. In steps 545 and 547, broadcast/route server 415 routes the packet to the
destination LEC over a connection. The process then exits in step 507. In step 613,
broadcast/route server 415 transmits the destination address to the originating LEC, in
accordance with an aspect of the invention. In step 615, the originating LEC receives the
destination address from broadcast/route server 415 and stores it. Control then passes back to
step 545, which is performed by the originating LEC, and the process continues as described
above.

If the test result in step 603 is YES, indicating that the destination address is known
within the route/ARP server, control passes to both steps 621 and 625 which, along with their
subsequent steps, are performed substantially in parallel. In step 625, the route/ARP server
transmits the packet to broadcast/route server 415, Broadcast/route server 415 then routes the
packet to the destination LEC in step 627. The process then exits in step 507. It is noted that if
the route/ARP server can directly route the packet then it may do so in lieu of steps 625 and 627.
In step 621, the route/ARP server transmits the destination address to the originating LEC. In
step 623, the originating LEC receives the destination address from the route/ARP server and

stores it. Control then passes back to step 545 and the process continues as described above.
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or the network manager may be the system administrator for ELAN contronect network 401

itself.

Next, in step 803, the network managér specifies the new LES, BUS, and route/ARP
servers by supplying 1) at least their ATM addresses and 2) optionally, also supplying other
layer-2 and layer-3 addresses. The network manager then logs out. Next two separate procesées
are performed, one for adding new LESs, and tﬁe other for adding new BUSs and new route/ARP
servers. These processes may be performed in parallel. '

For adding new LESs, conditional branch point 805 tests to determine if the network
maﬁager has entered information for a new LES. If the test result in step 805 is NO, control
passes to step 811, and the process is exited. If the test result in stép 805 is YES, control passes
to step 807, in which configuration server 419 downloads the new LES information into address
server 427. Next, in step 809, address server 427 registers itself with the new LES, i.e., it makes
the new LES aware that address server 427 has become a client of the new LES. Address server
427 updates its ELAN configuration tables to associate the new LES with an ELAN in step 813.
Exemp!ary ELAN configuration tables are shown in Tables 2 and 3, and described hereinbelow.
Control then passes back to step 805, and the process continues as described above.

Exemplary ELAN configuration tables are shown in Tables 2 and 3. Table 2 is the
configuration table for ELAN 301, while Table 3 is the configuration table for ELAN 311. These
configurations tables will be readily understandable by those of ordinary skill in the art because
of their similarity to those tables used in LESs. Note that in Tables 2 and 3 the ATM, MAC, and
IP addresses are shown only to illustrate the concept and do not represent an actual addressing
scheme in any of the protocols. Also, note that the same ATM address is used for all stations on
a Legacy LAN, since all these stations are connected to the same LAN switch. For example, all

stations 111-1 through 111-N have the same ATM address, ATM-111 of bridge 111-5.
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more than one end-point at a tinme. Ingparticular broadcast/route server 415
receives a data packet froma sub-ELAN of a particular ELAN and sends it to
one or nore sub-ELANs in the same or a different ELAN. Broadcast/route
server 415 al so recogni zes that a data packet which is indicated to be a
broadcast packet at layer-2 actually contains a | ayer-3 address resolution
request. Wien such data packets are recogni zed, broadcast/route server 415
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Optional configuration server 419 opefgtes to group one or nore sub- ELANs
into an ELAN regardl ess of the |locations of the sub-ELANs. Configuration
server 419 can serve nore than one ELAN. For exanple, configuration server
419 has configured sub-ELAN 207 and sub- ELAN 237 into ELAN 301. Likew se,

configuration, seryyer 419 s confi ed sub- ELAN 2 and sub-ELAN 219
t oget her i nt (r;h OELaﬂKlngf’fw B{}§§ OF SRt/ %a?ef"(?ﬁ’ §8?‘6'é9"a‘121§@" 8piat 8L figsts to
communi citermie W thdnedkishk QfuSiade hasRhtefbd infBRkhtidh ERAGRH BUDHrEu&RARPGEVELEF T O
est abli sh connections between the servers of the sub-ELANs to be joined

into a dhnigrtaesitiAnSqRBILisd¥dirente) pesses @istsp il hiand Heesproesss isiesited Hithertest ELANS.
One net far h€\d t R | r g t,,gne set
of the AomRLaErELEIL Yusk Shitedl Fakel 1 Sip 8%} M0 EnAffradln, (B 4130 P2\
in a so dounloads the new BYSroarousiARB Iséruer. infoomation dmtp beoaddaktéroute deresrsid §. Mexnl oyed

ey, T 9 e B MR A AR 1
addr esseBUSvawidre that broadcast/route server 415 has become a client of the new BUS. Also in step

819, broadcast/route server 415 informs a new route/ARP server that broadcast/route server 415

is available as a router. _

Thereafter, conditional branch point 821 tests to determine if a new BUS is being added.
If the test result in step 821 is YES, broadcast/route server 415 updates its ELAN configuration
tables to associate the new BUS with an ELAN in step 823. Control then passes back to step 815,
and the process continues as described above. If the test result in step 821 is NO, control passes
to step 825, in which broadcast/route server 415 updates its routing tables, thus informing the
route/ARP server that broadcast/route server 415 is available to it as a router. Control then passes
back to step 815 and the process continues as described above.

Deleting LES, BUS, and route/ARP server from the network, as will be readily apparent
to those skilled in the art, follows the same general processes as shown in FIG. 8.

FIG. 9 shows an exemplary process for viewing or modifying an existing configuration,
in accordance with the principles of the invention. The process is entered in step 901 when the
network manager logs into configuration server 419. Next, conditional branch point 903 tests to
determine if the network manager wishes to view the network configuration. If the test result in
step 903 is YES, control passes to conditional branch point 905, in which configuration server
419 tests to determine if the network manager has permission to view the requested network
configuration. [f'the test result in step 905 is YES, control passes to step 907, and the requested
network configuration is displayed. Control then passes to step 909, and the process is exited. If
the test result in step 905 is NO, control passes to step 911, in which a security violation event is
logged by configuration server 419. Control then passes to step 909 and the process is exited.

If the test result in step 903 is NO, control passes to conditional branch point 913, which

tests to determine if the network manager has permission to modify the network configuration. If



the sanme group. By using the same typegof arrangenent, configuration server
419 al so controls access by the various ELANs and sub-ELANs to services
provi ded by nultinmedia server farm421. This will be further described

her ei nbdhetest repit iorstdp N3l is ING: dioutrad easses tof siep® U2 and aceaudigsvioldomeveiDIse

mul ti mdéc%rd%ﬁr'i[’i\%r §%ce§)sthgre\c}/)(¥t%cgill p%\?g?vari ety of multinedia services. The

particul ar Ser Table to any particul ar end- poi nt

depends on tHeé theeuestneﬁﬁt ihCstephd IGhis tYES, kbitbél éﬁsswtcﬁ&nﬂﬁienzﬁfuﬂadaﬁlpeint logs ongs,
has SUbS\Q{' bed. l.ary seryjces provided by nultinedia server farm 421
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server foapfiguiasion serverd Oniepdates He corfigatation gepresentdtion of theamtwarkdéxtyin rsg:pt he
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then exits in step 909.

If the test result in step 915 is NO, indicating a) that network managed by different
entities are to be merged or b) a single network is to be split into distinct networks, control
passes to step 923, in which configuration server 419 1) stores the proposed modification but 2)
does not implement it by relaying the modification information to address server 427 and
broadcast/route server 415 in accordance with an aspect of the invention. Control then passes to
conditional branch point 925, which tests to determine if the other entity approves of the
proposed modification, in accordance with an aspect of the invention. If the test result in step
925 is YES, control passes to step 917, and the process continues as described above. If the test
result in step 925 is NO, control passes to step 911, and the process continues as described
‘above. '

Optional configuration server 419 also allows the network manager to a) browse the
services offered by the multimedia server farm 421 and b) to choose one or more services to be
made available to all clients of an ELAN. After the network manager chooses a multimedia
service, the configuration server 419 communicates with multimedia server farm 421 to ensure
that the multimedia server that provides the chosen service registers with the LES and BUS of
the ELAN of the network manager. Similarly, when the network manager unsubscribes to a
multimedia service by logging to the configuration server 419 and unselecting a previously
selected multimedia service the configuration server 419 communicates with the multimedia
server. farm 421 to ensure that the multimedia server 421 un-registers as a client from the
ELAN's LES and BUS. Also, as ELANs are reconfigured within the configuration server 419,
the multimedia server 421 will reconfigure it's registration with appropriate LESs and BUSs. For

example, when two ELANSs are merged together, e.g., in response to a corporate merger, the



an ATM network that is seen by all endgstations of the sub-ELAN and is used
for the LAN enul ation therein. ATM connections 326 al so traverse ATM
wi de-area network (WAN) 131, which provides interconnection fromeach | ocal
ATM net worlkimedia |seivices) IpeevitBaly aVhitableooadaciFefarae WOARS wilhtle Adilabledafientinn

net wor k |caI art gle ATM network. The | ocal ATM

netvmrks'%%%%[qﬁu dp l?"qs \’/\grﬁfe irgs‘gpﬁéﬂproperl y addressed packets

directly bet memema bbbl{ltiﬁgraiﬁle?ﬁwoﬂan SxenfplarP Bbodim¥ VP g&RAB RSV &Y dopget her,
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h I re for cessing packets int
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to a spegivet 6fl multh%S servad fa¥af 25 daneR swv&hldohq \Aﬂﬁdee% QLIﬁ%l ?Focm&ﬁ Lh

i nvention. The process is entered in step en an en
pr epar edCRU) 4002 P) misrfage pass H03 5) data bNeMlM ao@ d)jmtmmudIOObr eﬁmtnalpmcnssnr@OB

tests t%nﬂ%ﬁﬁmm ﬂrgwacgealﬂﬁ theDRs K& abih"?y fi‘ec QU3 b | entr%? backss gl
by SoRlotapidl Saeblity, fecky t ProcessRes

packet has a | ayer-3 protoco
server 1001. Data bus 1004 provides for the exchange of data between the components of server

1001. Interface port 1003 provides for the exchange of data between server 1001 and devices
external to server 1001 via link high speed backbone 425. To this end, interface port 1003
contains, for example, well-known data transceivers. Memory 1005 includes 1) code portion
1006, which contains the instructions (program) used by CPU 1002 to control the processes of
server 1001, such as those described herein above, and data storage portion 1007, which contains
the information necessary to the server to perform its specific functioxt, such as, an address table
for an address server or ELAN configuration tables for configuration server 419.

The foregoing merely illustrates the principles of the invention. It will thus be
appreciated that those skilled in the art will be able to devise various arrangements which,
although not explicitly described or shown herein, embody the prmcnples of the invention and

are thus within its spirit and scope.



i ndi cating that the packet is not roulable, control passes to conditional
branch point 505, which tests to determne if the pimmlumﬁ"m u “to an
end-station within the sane ELAN. If the test resul a ”m

control G3MdMSs to step 507 and the process is exited* | f the test result in
step 503 is YES, indicating that the packet is routable, control passes to
condi ti onal branch point 509, which tests to determne if the packet is
desti ned t o dn Apperaiss afor omtercpririectingt heplarality & Adb-emulated lpat legda hawarks
broadca% @1&\?‘? [f.the test result in step 509 is YES or the test result
in step 55"8 E’é"pr&s%rol passes to conditional branch point 511, which
tests to det an ELA® dohtrédeet rt&ﬁﬂﬂﬂ@forhr&erﬁorﬁu@ﬂin@@ﬂe RAGKSN said Subl EIEAN S Sdchlogsul t i n

step 511 i s trol passg ‘% 513, in which the end- statlon
transmi $&d tsl’fém eipg copReciegdoqthe ﬁ'e'E%'ufP“EEmt tRSTWRRK i jat PRIBt-legieibCt ed.
St eps  5@dnmedtidnriBntB@ESnALTRA, th@EBﬂN’%IMr&E& n%ﬁﬂ;rll: Qagl%‘ﬁlﬁﬁéﬁrtzd fosprgsrehtgi{sgﬁt ' ng a

packet. An ATM end-station can be a stand-al one stat’i on, such
ATM end e eaghi ofntheaservees of saidesyb-EbANs axTelients thengefc \so LA &okase rtwverqf theuch as

bridge ﬁﬁcémg F b AN SE%L%N Such ATM end-stations are known in the

art as tion clien Control then passes to conditional

branch poi nt 515 which tests to determ ne |f the ATM address of the

Sf’\ Z;I gitSI ?2 3f 'lIh Qe%%iég tasI dgef'l_fr'u(ejciJ rllr(1j c alt hk wherem SE% EU\Nt Qoent}oggctt nre?“%ﬂ(t 'n
compnses:

an address server;
a broadcast/route server; and

a backbone for interconnecting said address server and said broadcast/route server.

3. The invention as defined in claim 2 wherein said an address server converts a received

client address into another address for that client.

4, The invention as defined in claim 2 wherein said broadcast/route server transmits
received information to at least one client connected to one of said sub-ELANSs other than the

sub-ELAN to which the client originating said received information is connected

5. The invention as defined in claim 2 wherein said backbone network is a

connectionless medla

6. The invention as defined in claim 2 wherein said ELAN contronect network further
comprises:

_ a multimedia server for providing a multimedia service to each of said sub-ELANs

authorized to use said multimedia service, said multimedia server being connected to said

backbone.
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YES, control passes to step 517, in whpch the LES of Mﬂlﬂu&mﬂmuuu
establi shes a connection to the packet-originating L t
al ready exist. Next, in step 519, the LES transnits the requested ATM
addr ess to thk Thadkebtior asglefiatd mglaiM wheteintsaidi ppint-toFpaintronneesion blienedexi t s

in step 507. .In this insfance, steps -519 are perfornmed by the LES of
end- st gtﬁ°8&1.“'°§°%ﬁe{13é&&&¥"° rP"?%éraFg?{)m‘?"gi’gF%Fﬂwgﬁﬂep 515 is NO, indicating
that the ATM address of the destination is not contained within the LES of
t he sub- ELAN of the packet originating LEC control passes to step 521, in
which the LES-bFSattvension asrefagth o slaime @ofuitheronherein sei broadcastirouteservest t he
sub- ELAN,cigd: t hus address server 427 of ELAN contronect network 401, which

appears as a LEC to the LES, in accordance with the principles of the
i nventi on. Nemeans faggeceiyingaipyee 3 packeteostainingrsbrasdsasy ndsatienkat taysnihst ant i al | y

process st epstrat s Serlifing P s bodfed bastel (PRt 05 SRR & Bt Lo
t hr ough dfainandaypes teeivediclient addrebs; LEC. On recei pt of the broadcast nessage
means for requesting a corresponding address for said received client address from said
address server;
means for receiving said corresponding address from said address server; and

means for responding to said layer-3 packet with said corresponding address.

9. The invention as defined in claim 2 further wherein said broadcast/route server

includes:

means for routing a received layer-3 packet to a final destination or a next-hop router.

10. The invention as defined in claim 2 wherein said broadcast/route server includes
means for exchanging routing information with a router external to said ELAN contronect

network for developing routes for packets.

11. The invention as defined in claim 2 further wherein said address server converts a

received client address at layer 2 into another layer-2 address.

12. The invention as defined in claim 11 wherein said received client address at layer 2
is an medium access control (MAC) and said other layer-2 address is asynchronous transfer
mode (ATM) address.

. 13. The invention as defined in claim 11 wherein said received client address at layer 2
is an asynchronous transfer mode (ATM) address and said other layer-2 address is a medium

access control (MAC) address.
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‘each LEC tests to determine if it is 2he destination LEC”!IMLM{(‘H!’L‘WE"LO
branch point 523. If the test result in conditional branc s1 SaMO,
i ndi cating that éhe, LEC is not the destination LEC, control passes to step
525 and the pHci8t nysatioigasndeiingdin glaig) & ifigher vdgeins said addtess samvereebnvett r ol

then pasg&ivel Qlisit 8iiredds A RYed iRty 1R-ESSddSssEXi ted. If the test result in
step 523 is eYES, i néi casti nget hat0 tﬁ% EE%&?SSS the destination LEC, control

passes to step 524, in which the LEC sends a pac_ket, i ncluding the
equest ed addrese ihptdicu el it Fp L N D R IR o0

resol uti on reques ereafter, co
process receinedclios addresdesat tayéreddnwladwer2nddes. LES. I n response to receipt of
t he address resol ution request in address server 427, address server 427

tests to determne, in conditional branch point 527, if it itself

origi nat ed t hgs, FRInG&Sion 8SEIHEd i@l'&la’irﬁqg%_Ereﬁ%ﬁﬂﬂ%ﬁdreisfcoﬁJé?siJnQ§éerf'o?ﬁi in
step 527 is YES, control passes to 525, in which address server 4

di scar dsreiPeBseea keatest s syghsprgraionerong spid broadegtisouts ssevsss t hen exits in step
507. If the test result in step 527 is NO control passes to conditional
branch point 531, in which address server 427 tests to determine if the
request ed deskt7 itbe inventigul dy defiped i ctaimtlSivherein siit idress cenvdssiontispaforhéd inhe t est
i s YES ,control pass ack.to ste e, process

It i 531 . dt
o oo 8ol SEis SRl B R A SR PG D) e
by addr esB-ELANS.

18. The invention as defined in claim 15 wherein said received client address at layer 3
is an internet protocol (IP) and said other layer-2 address is a medium access control (MAC)

address.

19. The invention as defined in claim 15 wherein said received client addreSs at layer 3
is an internet protocol (IP) and said other layer-2 address is an asynchronous transfer mode
(ATM) address. |

20. The invention as defined in claim 3 wherein said address server requests an address
conversion from the LES of at least one of said sub-ELANs when information necessary to

perform is not available to said address server.

21. The invention as defined in claim 1 wherein said ELAN contronect network further

comprises:

a configuration server connected to said backbone network for arranging the topology of

the interconnection of said sub-ELANSs.

22. The invention as defined in claim 21 wherein said configuration server includes:
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‘server 427 instead of the LES Offtthﬁesg'g'stELAN f rom whi ch tiﬂﬂl{iﬂﬂkﬂlﬂ"ﬂllﬂlll

resol ution request originated. result in step
control passes to condltlonal branch point 533, which tests to determne if
t he LES ser viRggng @r gtesing thetaddresy of Hhecservetsoofae pheality sErseidrsubELANSf thathe t est

result i "5‘?{% ngé,, control passes to step 535, in which, in
accordaﬁgee?t\‘/ft 0 e principles of the invention, address server 427

transmts an address resol ution request only to the LES of the sub- ELAN

| 533 is NO, control
passes o st i SRy i defheifin i ol Shemlesp e iRt 1t o al |
LESs servi ng théus Iﬁthslmnnrnﬁi‘a&:IigHMtu s&id Giiiresst febvek BRI Sid bRRISMRo&EADNver to

tin est. Afte npl etion of step 535 or step 537, control
82'3222""5&8%% Q*%“tt%%’%%fﬁm? Mmmc*@a&qs ipfthe tegolpgysef the dusprgpmmgctionafsaidge fr om

addr ess sgaBIEY@ANs427 conti nues executing the process at step 515 as descri _bed
above. If the test result in step 511 is NO indicating that the packet is
a data packet, control passes to conditional branch point 539 (FIG 5),

whi ch tests t e’g?atﬁcé’ﬁhgﬁﬁé Jeﬁh%lﬁngﬁﬁ'ﬂ ?p%%lérgﬁ]l sap, COI'-l rg%ga{tlé(bls(qg\%\n?r} g the LEC

originating t a packet resu “S9¥%ES, control

passes to st epeabsifor obfaingig dppval at o raeired security llefveltthﬁn Pavh leatityl amehisidtingast
packet, ak least'oné of each o% two or more ELANs comprised of sub-ELANSs connected by said ELAN

contronect network prior to merging said two or more ELANs.

25. The invention as defined in claim 21 wherein said configuration server includes:

means for obtaining approval at a required security level prior to splitting an ELAN into

two or more ELANs administered by different entities.

26. The invention as defined in claim 21 wherein said ELAN contronect network
includes a multimedia server for providing a multimedia service to each ELAN comprised of
sub-ELANSs connected by said ELAN contronect network authorized to use said multimedia
service and wherein said conﬂguration server includes:

means for communicating with said multimedia server to transmit thereto information

indicating changes in the authorizations of said ELANs to use multimedia service.

27. Apparatus comprising;

a backbone for carrying packets;

a plurality of servers connected 'td said backbone; and

at least one LAN hub for interfacing with an a connection-oriented communication
network connected to said backbone;

said apparatus being arranged to connect together each LES of a plurality of sub-ELANs
and each BUS of said plurality sub-ELANs to form one ELAN comprised of a plurality of

sub-ELANS, said servers connected to said backbone presenting themselves as a client to each of
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12 destined to a single end-point. [f2&the test result in swﬂwmmwlwmn
control passes to step 545, in which the originating LEC e s %
connection to the destination address, if one does not exist already.

Cont r ol saith&ES gad said BUS agd bgingaonnedted tajsaid EStad BESthrougiksaid haskbonaisAiN t t ed

over thﬁulg:mqec%g%eggon_g'l}é@ggrcgﬁg&n@ hen exits in step 507. If the test result

in either step or IS NO indicating that either the
originating LEC does not know the destination address or the packet is

destined for e 1 han one sti.nati ogn address, i.e.,. a broadcast, or
nul ti cast pa@g'lel{‘l}e QYo s S%Eé“féén ?Z “8’?5& %, ,°°'\“ﬁ°tWH'|°6'ﬁmF‘£8°“;5‘8‘E§198t‘5 R |
t ransm aéyachrbsous rénsBddmodé (AT conkecidAN serving the LEC originating the data

packet. Next in step 551, the receiving BUS broadcasts data packet to all
LECs, in the sub-ELAN and, consequently, accordance with the principles of.

the inventioRg fiR ikVeRASH &Sdefi | t:Eéf'% rk
401, which is a prloxy LEC thlg%%??%yegﬁ ?ag%glluka?‘ t\/\oug?lg?[}c?]l(@tg?g%?a %S%Ia\? pat hs

t her eaf s@verapdgbroadcastéoyte pesyerpat h a) i ncl udi ng steps 553 through 557 and b)
being performed in each LEC receiving the broadcast data packet, and the
second path a) including steps 559

30. A method for use in a network, comprising the steps of:

receiving a layer-3 packet containing a broadcast indication at layer 2; '

determining that said réceived packet is an address query at layer 3 and contains a
layer-3 received client address; |

obtaining a corresponding address for said received client address; and

responding to said layer-3 packet with said corresponding address.
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ﬁthrough 579 and b) being perforned in broadcast/route server 415. \Wen
control passes to step 553, the LEC receiving the broadcast packet tests to
determine if it is one of the destination LECs. If the test result in step

553 is NG COWHB?&N?) A?Ie’%t‘ﬁﬁ’}%ﬁo{*qmlﬁ@bﬁf‘%ﬁ?ﬁﬁﬁt%@gd' scar ded.

The process then exits I1n's he te 553 is YES,
control ﬁ ﬁ ep 555, in which the receiving LEC processes the
packet , &M&Rﬁ%es t he packet header and transmits the packet to higher
| ayers. The pxQgE ] ' ' 0. ntrol passes _
condi tional br gﬁc ﬁ%%f@ﬁ@?@?ﬁg%%ﬁétg%g?oé _{:nﬁ@%figﬁtl ter%gp@eé:f S@igtgg@el ves a

broadcasto foanket ELANANRAS ishecifitailys ehie/ SELAMND ch@tedriect AethdHeT 1§ B&epdraiel had
originated the broadcast packet. If the test result in step 559 Is YES,

cont r ol nsERerkdor inteseenpesting the genvers of thessuptliaNs,ivheg¢ 8 s@-HbﬁgI iEhepapraff:es s
then exij sy} 507. |f et result i te 91is .. cqQntro
passes ta%l %%gglls#ﬁgg%lm ﬁ%%ﬁgﬁﬁdﬁbgé ,t. Ay @%otstlfs&g‘?‘t'sgﬂi“éeﬁsg? ,ﬁaﬁg-,aﬁqnﬁ

accor dargreAMi t 'EagR oRIRe Shib-BL ANREIs | OUBMAOR the B AR @%ﬁ%ﬁécé'négﬂor?r&é‘qc ast
packet at layer-2 that originated in response to a l[ayer-3 address _

r esol ut i ppintgogioot otonnastiR)n-ometers tconnection, a.g:,eqn esynélaonarddressfert hagate! at i on

at | ayer,- |f the.test res in step 563 is YES, control passes to
condi %/i dAdMbrmentionand the ,‘&m@ﬁoﬂ‘é‘gtf@t"t’@kd&c@ﬁﬂﬂﬁéﬂ it present| iggplrto2

addr ess @l of the servers of the sub-ELANS as clients thereof. In a particular embodiment of the
invention, the ELAN contronect network includes an address server, a broadcast/route
server, a configuration server, multimedia servers, and at least one LAN hub
interconnected over a high-speed backbone. The address server contains an address data
base for performing address resolution between the at least two addresses of each ELAN
end-point in response to requésts for such translations. The broadcast/route server
receives data packets for broadcast to a different sub-ELAN from which the packets
originated and broadcasts the received data packets to at least one other sub-ELAN. The
broadcast/route server also récognizes that a packet which is a broadcast packet at layer 2
is actually a request for an address resolution at layer 3. If so, the broadcast/route server
collaborates with the address server to perform the necessary address resolution and

insures that a response is sent only to the client originating the request.
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the destination is contained within address server_427. This step is
perfornmed by broadcast/route server 415 querying a H eplaced gnd
Feceiving a response containing the desired address u it is

avai lable. If the test result in step 567 is YES, c to step
569, in 13 Ppich broadcast/route server 415 prepares an ARPResponse

nmessage incluﬁ q the requeste ol then passes back t
517, and the ptrocess conti
and step 519 are perfor

567 is NO indicati
address server 427,
tests to determine if
test result in step 573 i

~invention, broadcast/frout
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&

control passes to step 579, in which the |layer-3 ARP request is transmtted
to all the BUSs of the ELAN. Upon concl usion of the perfornmance of steps
575 or 579, control passes back to step 551, in which each of the BUSs
receiving the request from broadcast/route server 415 process the request
as described above. If the test result in step 563 is NO, indicating that

t he packet is a conventional broadcast pagéﬁil control passes to

condi tional branch point 581 (FIG 6), ests to determne if the
packet is a broadcast packet. If the test result in step 581 is YES,
indicating that the packet is a broadcast packet, control passes to step
583, in which broadcast/route server 415 broadcasts the packet to all the
BUSs of the ELAN from which the packet originated. Control then passes back
to step 551 (FIG 2&, d E?e process continues as descri bed above when
each of the BUSs r af& KEs copy of the broadcast packet. If the test
result in step 581 is NO, indicating that the packet is a nmulticast packet,
control passes to conditional branch point 585, which tests to determne if
the multicast |ayer-3 addRB8sARE of the nulticast packet are known. If the
test result in step 585 is YES, control passes to conditional branch point
587, which tests to determne if the |ayer-2 addresses that correspond to
each of the nulticast |ayer-3 addresses are stored in address server 427.

If the test result ,i2Q1
/ 203 A s
LES BUS LES BUS

ROUTER! 151
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étep 587 is YES, control passes to step 589, in which broadcast/roite” ™ =~
server 415 obtains the |ayer-2 addresses for all destinat iﬂ?i Sﬂeﬁ%sﬁ&ﬁ(ﬁie licgéi

tn the nulticast address, in accordance with an aspect of t
Control passes to step 593, in which broadcast/route serve(rJ ma “ ers
|

a connecti {a omitself ¢ of gstinatign LECs f
connecti on not alr 1 —FhE acketsis then transmtted by

broadcast/route server 4 i natd on LECs in step 595, in

accordance w th apsaspegt( of thZ enf i=

T
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“one or nore of the | ayer-2 destination addresses is not known, control
passes to conditional branch point 597 which tests to detern1ne if the BUSs
.-serving the sub-ELANs that contain one or nore of the nulticast |ayer- 3 "
addresses is known. If the test result in step 597 is h&%sggatﬁpﬁmw

back to step 583, and the process continues as descrlbed test
result in stgﬁéﬁeg I S4YES, control passes to step 599, i g iu L _
packet is tr ted”only to the BUSs 4¢r{) ng the sub-EL

one or nore of the de tlnathm LECs, in accordance with an aspect of the
invention. Control (tH#MERaEses back to step 551 (FIG 5), and the process
conti nues as descri bedya each of the BUSs receives its copy of the
br oadcast packet. , the foreg0|no fbcesses can 50 t the

~ nunber of packg EYEEN ey he_nul |cast

belng sent to a dest|n=t|o?E9utS|
I s - connected, caun . p 6014(F
if the destln

n? originating LEC
tests to determ ne

; 'WW{%‘% Lo nmabcm@ e T IbRS "

i nformati on nece est abl i sh aMe peCtion with the

destination LEC, shoul} NQUCFRGM F1G.5 3

0
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R
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* connection not al ready exist and b) to forward the packet thereto, control

passes back to step 545, and the process continues as described above. If

.~the test result in step 601 is NO indicating that the desti nati on ATM
address is 1) unknown to the originating LEC and 2) oqu,ﬁlsg@tma{gge@megamtl ng
ELAN, control passes to step 602 It is noted that whil

description enploys the term"LEC' to indjcate an ATM eﬂmmam e ATM

end- st ati ons when conmmunicating with deS§t/if{hti ons that f the

same ELAN r?.y %Ot ocol s other than the one enployed for LAN enul ation.

One such ot e“::f)ro col is classical IP over ATM In step 602, the

originating LEC transm k@oﬁgﬁ ;cket to the route/ ARP server serving that

LEC. It is noted that t g ARP server for a ﬁ?b@ @gl S EC may be

| ocated within a)_the sane bELAN b) aﬁ' u

hfere ‘gﬂ‘rg%rré-)‘t%\éen a
¢d t hat t? know
e aple to esbI sh o) Rectlon

. different 15 B3N Howevr it is requi
t he address of the\aute %
IS DESTINATION JES CONNECTION T0O

t her et o.
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~Control then passes to conditional branch point 603 in which the route/ ARP
server tests to determne if the address of the destination LEC is known.
If the test result in step 603 is NO, control passes to step 605, in which
the route/ ARP server transmts the packet to broadcast/route server 415, in
accordance wth an aspect of the invention. Next, in conditional branch
poi nt 607, broadcast/route server 415 tests to determne if the destination
address is known to it. This step is pes/ﬁiped by broadcast/route server
415 conmuni cating with, so as to access mation in, address server 427.
If the test result in step 607 is NO this indicates that t he destination
Is not served by ELAN contronect network 401. Therefore, broadcast/route
server 415 routes the packet according to standard routing tables, e.g., it
forwards the pa%ﬁ?ﬂ?CJ ot her network not controlled by ELAN contronect

net wor k 401 but I 'ch be directly or indirectly attached thereto. The
process then exits in step 507. |If the test result in step 607 is YES,

i ndicating that the destination address is known, control passes to both
steps 613 and 545 whi ch 8& -géfnth their subsequent steps, are perforned
substantially in paraIIgR eps 545 and-547, broadcast/route rver 415
routes the packet to the di nati on LEC over a connecti on. BSS

cess

the desti natfon address to fhe ofiBihati ng LEC| BGOSR | "
YES SERVER
< BROADCAST ? BROADCASTS DATA
PACKET TO ALL BUSs
NO %
_ ‘ J 385
< ARE MULTICAST LAYER-3 '\ NO
ADDRESSES KNOWN ?
587 2
{ YES o/
<\RE DESTINATION ATM ADDRESSES \NO ARE DESTINATION>
IN ADDRESS SERVER ? BUSs KNOWN ?
f VES JYES 599
OBTAIN ATM ADDRESSES FOR| ~ 383 |SEND DATA ONLY TO
ALL DESTINATION LECs DESTINATION BUSs

! — — 1
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T0 ALL DESTINATION LECs |
1 | ~ T0FIG.5
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-4ccordance with an aspect of the invention. In step 615, the originating
LEC receives the destination address from br oa@lga$iestHosBaen Beplagedr 415 and
_stores it. Control then passes back to step 545, i |orned by the
originating LEC, and the process continues as d If the test
result in step 603 is YES, indicating that the destination address is known
within the route/ ARP server, control passes to both steps 621 and 625

whi ch, along with N Sphsequent s er@l,e performed substanti al
parallel. In steplggi;oth route/ARP¥@@$J¥g4transnits t he packet tc;ky1m
broadcast/route server 415. Br oadcast/re server 415 then routes the

packet to the destination LEC in step 62f. The process then exits in step
507. It is noted that if the route/ ARP skrver can direcg(ly route the packet

then it may do so in |i §fSof/s R s¥ep 621, the route/ ARP
server transmj ' tiHE . gipating LEC. In step
623, the origijnating LEC reck] h 'N th caddress fromthe

route/ ARP ser\Jer and stores it. Control tNgn passes back to step 545 and

t he process cdntinues as described above
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- 16 FIG 8 shows an exenpl ary process perfornmed by configuration server 419
- for adding new LES, BUS, or route/ ARP servers. The process is entered in
_-step 801 when a network manager |ogs into configuration server 419. Logging
in may be perfornmed at a console directly connected to configuration server
419 or it may be perforned via a renpte access consol e, which may be
| ocated within one of the ELANs served by ELAN contronect network 401.

net wor k nanag?may nage one- or e ANs that are connected to %ﬂlo
contronect n kK & or the net

\:/ 804y be the system
adm ni strator for ELAN contronect netwprk 401 itself. Nexti%n step 803,
t he network manager specrfres t he new ES, BUS, and routgl servers by

supplying 1) at | ¢ast 9 W onal |y, al so supplying
ot her | ayer-2 and Iaye ﬂgﬁg r%ﬁ ber then | ogs out.

Next two separate}proce tddi ng new LESs, and the
other for adding pew BUSSATNAADBRESSut e/ ARP servers These |processes may be
performed in parallel. For t, gnch point 805
tests to deterning _if the rrm i%@%e@'ﬁﬁbﬁsrmtion for a new

LES. If the test result |n step 805 is NO controms

N N0 L i
NEW LES ? NEW BUS OR ARP/ROUTE SERVER 7>
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Cexr 811 '
CONFIGURATION SERVER DOWNLOADS] [CONFIGURATION SERVER DOWNLOADS
NEW LES INFORMATION INTO NEW BUS OR ROUTE/APR SERVER
" THE ADDRESS SERVER INFORMATION INTO THE
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317/ i
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- passes to step 811, and the process is exited. If the test result in step
805 is YES, control passes to step 807, in whhigph lacgty server 419
.-down| oads the new LES information into address‘j Xxt, in step
© 809, address server 427 registers itself with .e., it makes
t he new LES aware that address server 427 has becone a client of the new
LES. Address server 427 updates its ELAN configuration tables to associate
t he new LES w n AN in step 813. Exenplary ELAN configuration t
are shown in%a@ggs 9and 3, and—de; ﬁ@ her ei nbel ow. Contr ol thengzqslges
back to step 805, and the pr ' s as descri bed above. Exenplary
ELAN configuration tables are sijown in Tables 2 and 3. Table 2 is the '
configuration table §0F ELAN 30§ while Table 3 is the config8%®tion table
for ELAN 311. These cbmif gura RSype | O ARARRIAG trolengt andabl e by
those of ordinary skill{in thev becau -' -f"ﬁ;' ar i %
tables used in LESs. NoteCONBIGURATEONI % /
addresses are shown only to 111 glprate t he conCep andyp® not repres Nt an
actual addressing schenme in any thg frot ocols. Al sp, MNote that thg sanme
ATM address is used for all stat]ions 98 SlegacytANStree—at t hes
stations are connected to the sgne LAN swi tich. Forﬁgpml e, alljstatlons
111-1 t hrough 111-N9f33ve the sanme ATM addWWOR'KTWNHGWAMN lge 111-%.
PERMISSION '\ NO

SUFFICIENT 2/ -
{YES
ygs / MODIFICATION WITHIN THE\_~ 915
w NETWORK ADMINISTERED BY
THE NETWOR‘K MANAGER
N -

SAVE MODIFICATION, BUT
00 NOT IMPLENENT ¥

925 . Jall
\<om£R NETWORK MANAGER \ N0 [10G A SECURTTY l_
APPROVED @fmcmon 2 > " VIOLATION EVENT

YES

CONFIGURATION SERVER UPDATES | 917
CONFIGURATION REPRESENTATION T

l

CONFIGURATION SERVER INFORWS
ADDRESS AND BROADCAST/ROVTE | .
SERVER'S CONFIGURATION TABLES

~ |ADDRESS SERVER AND BROADCAST/ROUTE 921
SERVER UPDATE THEIR CONFIGURATION 1~

TABLES ACCORDING TO MODIFICATION {
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<17 [err] 18 For adding new BUSs or route/ARP servers, conditional branch
point 815 tests to determne if the network manager has entered information
--for a new BUS or route/ ARP server. If the test result in step 815 is NO

control passes to step 811, and the process is exited. If the test result
in step 815 is YES, control passes to step 817, in which configuration
server 419 downl oads the new BUS or route/ ARP server information into
broadcast/route server 415. Next, in st&f/4{p, broadcast/route server 415
registers itself with the new BUS, i.e., 1t nmakes the new BUS aware that
broadcast/route server 415 has becone a client of the new BUS. Also in step
819, broadcast/route server_ 415 infornms a new route/ ARP server that
broadcast/route sEJE. 41p
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q pobdlt—T 1107
-is available as a router. Thereafter, conditional branch point 821 tests to
determne if a new BUS is being added. If the test result in step 821 is
YES, broadcast/route server 415 updates its ELAN configuration tables to
associ ate the new BUS with an ELAN in step 823. Control then passes back to
step 815, an 9CePS AHES dENNIREY ifafi§e test result
In step 821 %EﬁNgwlgont rtﬁﬂg‘gts%es tgég}gg?g% |1r:I \/\hlﬁ]cbroa%cast/ rout e
server qf)‘&ﬂféﬁ% its routing tables, thus informng the route/ ARP server
that bARRHESMENAt ¢ server 415 is available to it as a router. Control
then passes Dackalled "HINN dmréiRe: Adoik” Q§€1%§lo?@dl‘id HeSorRcORBCELARY above.
Del eting LES, BUS, and route/ ARP server fromtfthe network, as will be

readi | yo afplpmrwnELAN tMowe spcifidablyl, the YHIgANr ¢qntrk)nb¢tamwoﬂé isaarsempeater al

h F] G FI-G h | f
2ﬁ °ﬁ§3§1§m§ f%ﬁ@“ﬂ@?l?ﬁ@g&wqrw af &s%ugfﬁ@@e a%”p S, fﬁﬁﬁﬁésﬁaﬁ c.vifgsng
O e r}ﬁ?ﬂﬁ' in Tﬁ? %na%@@ttﬁd’tqﬂﬁ.}gglsﬁlg))%%ogﬁ% I\gﬁtedlgoéngtﬁmgr anch pOI nt

manager Iogs Into COI’] |gur I on server

903 tegIANO HatlebfrihiresublELANS e tumidstedan afje ELMN Reatrdmecy nework &iangt wor k
configuration. If the test result in _step 903 is YES, control passes to
condi t |p9ﬁa1towaﬁc¢9nas¢tmn-@wtedl RORRECHON, C OB | guraarmqbﬁorwﬁ visansferomodet s t o

det er m ‘Qﬁ'l\}l)f cgnrﬁgct{b%tw &e onjc}onec MOrE '15? ox;f?gu\féc{e ¥ J%S‘\enrt SREEIS ed

net wor K
each of the servers of the sub-ELANS as clients thereof. In a particular embodiment of the

invention, the ELAN contronect network includes an address server, a broadcast/route
server, a configuration server, multimedia servers, and at least one LAN hub
interconnected over a high-speed backbone. The address server contains an address data
base for performing address resolution between the at least two addresses of each ELAN
end-point in response to requests for such translations. The broadcast/route server
receives data packets for broadcast to a different sub-ELAN from which the packets
originated and broadcasts the received data packets to at least one other sub-ELAN. The
broadcast/route server also recognizes that a packet which is a broadcast packet at layer 2
is actually a request for an address resolution at layer 3. If so, the b.roadcast/route server
collaborates with the address server to perform the necessary address resolution and

insures that a response is sent only to the client originating the request.

Fig 3.
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‘configuration. If the test result in step 905 is YES, contro -a§§ﬁ§nﬂsheet
step 907, and the requested network configuration isTB@§Bﬂ@§g§B Cont r ol
then passes to step 909, and the process is exited. If the %eﬁt,res fin
step 905 is NO control passes to step 911, in whichgecuki yub‘d i on
event is |ogged by configuration servert449. Control then passes to step
909 and the process is exited. resul t
control passes to conditiq
t he network manager has
19 the test result 4 ste
security violation$®venf i
If the test result i\n
poi nt 915, which test
t hose ELANs admi ni st
915 is YES, control

t 0 Jdet er W&l |
ed My the netwol k |managen.
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919, configuration server 419 informs address server 43fisaadhe replacement sheet
broadcast/route server 415 of the requested nodifications. Address server
427 and broadcast/route server 415 inplenment the requeﬁgﬁp gfbgpggg? in
step 921, by updating the respective configuration tables.” The“ proc t he
exits in step 909. If the test result-im step 915 is NO indicating a) that
net wor k nmanaged by different entities are to be nerged or b) a single
network is to be split into distinct networks, control passes to step 923,
in which configuration server 419 1) stores the proposed nodification but
2) does not inplement it by relaying the nodification information to
address server 427 and broadcast/route server 415 in accordance with an
aspect of the invention. Control then passes to conditional branch point
925, which tests to determne if the other entity approves of the proposed
nodi fication, in aefgrgéncigmﬁth an aspect of the invention. If the test
result in step 925 S, ~ontrol passes to step 917, and the process
continues as described above. If the test result in step 925 is NO control
passes to step 911, and %@ﬁggiicess continues as described above. Optional
configuration server 419 |l ows the network nmanager to a) browse the
services offered by the nultinedia server farm421 and b) to choose one or
nore services to be

201
LES BUS LES BUS

101

103

ROUTER | — 54




‘made available to all clients of an ELAN. After the nefmork, IPnagls fdH QREE
a nultinmedia service, the configuration server 419 coﬁﬁu@%’%gt es wth

mul ti medi a server farm 421 to ensure that the nul ti nedi a servgr%tﬁ[gt
provi des the chosen service registers with the LES andD&®S of the L/la‘cl’sof

t he network manager. Simlarly, when_th®e network nmanager unsubscribes to a
mul timedi a service by |lo theCoRfxgurati qu; server 419 and
unsel ecting a previously rs€l ec ' serwte the configuration
server 419 conmuni ¢ S tfh t TTTEC g ver\\farm nsur e t hat
the multimedia s r LB 1L & 16 t h nd
BUS. Also, as E l\gar r E% 7 t cfhf'l"gﬁmr—it' q)
the mul ti i erver/4 11 fi gurjedi r eg L
appropri z/e’—LES s.\JO0f]_exa e are %& :
e.g., in{f&ponse to LT eOPONt , the 1 2 Bred
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. FIG 10 is a block diagramview of an exenplary enbodi nent of generic
server 1001, which nmay serve as address server 427,Tm5ng;;,@$@¢mmrhemsﬁm¢ér
415, configuration server or a server of nultinedia server farm 421. Each
server 1001 includes a) central processing unit (CPU 1002 ) ¢1 t@% ace
port 1003 c) data bus 1004 and d) nesnoty- 1005. Cent Me:proge sp E t
(CPU) 1002 pr '&s alLl the conputational capability necessary to control

t he processesﬁﬁf> ervdr 1001. Data bus 1004 provi des for the exchange of
dat a between the conponents qf,,server 1001. Interface port 1003 provides
for the exchange of : dn server 1001 and devices external to server
1001 via link high 425. To this end, interface port 1003
cont ai ns, for exanpl 1 data transcei veps. Menory 108 i ncl udes
1) code portio 006 t he Jnstru nidprogr Lsed by CPU
1002 to contrd : 3 ﬁvﬁiﬁ bed PR
her ei n above, ' q g Aot he | nformation™
necessary to the such as, an
address table for a tabl es for
configuration gey : 9 ) - principles
of the invent{orpo ldpANnd, re<eppKEONTRRL RACKETt Bpse (B B0 iFiGShe art

m% ghe princi pg¥ESof t he }ng@l on and

e
n ayidr e¥
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are thus withinits spirit and scope. 21 1. Apparatus for directly

I nterconnecting a plurality of sub-enul ated | ocal ar ea—rmgtlmé( r#,gég?ng{f%bt
across a common asynchronous transfer node (ATM network to a single
ELAN, each of said sub-ELANs including a LAN Enul ati on Server ?(l; q%a
Broadcast and Unknown Server (BUS), -sa d- apparatus conpatesi ng: LAI\F
contronect network directly connected to said conmon ATM network for

i nterconnecting the LES and BUS of each of said sub-ELANs, the ELAN
contronect network being configured to present itself to the LES and BUS of
each of saifdJ{Fb- H.ANs as a LAN Emulation Cient (LEC). 2. The invention
as defined in claim1l wherein said ELAN contronect network conprises: an

addr ess server; FROM FIG. 4 545
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a broadcast/route server; and a backbone network for interconnecting said
address server and said broadcast/route server. 3. The invention as defined
in claim2 wherein said an address server converts -.; Y, '

address into another address for that client. 4. TH@“#ﬁggﬁil #ﬁgé eﬁrﬁgﬁ
in claim2 wherein said broadcast/route server transnits received
information to at | east one client connected to oneDate: saf ﬁ#ﬁpb ot her
than the sub-ELAN to which the client originating said recCelved inrormation
is connected. 5. The invention as defined in claim2 wherein said backbone
network is a connectionless nedia. 6. The invention as defined in claim2
wherein said ELAN contronect network further conprises:
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22 a nultinedia server for providing a multinedia service to each of said
sub- ELANs authorized to use said nultinmedia serviCey;.Said, L .hedi.a
server being connected to said backbone network. 7.?’%‘?12" i‘%vé%f@%r?%g sheet
defined in claim2 further wherein said broadcast/route ir venrmi ncl udes:
means for receiving a | ayer-3 packet-cpntai ni ng a bipsadc 9 i 896i on at
| ayer 2: means for determining that sai d received packet is an address
query at |ayer 3 Zggl ntajns a |layer-3 received client address; neans for
requesting a corr pﬂa ng%addr ess f ofROMaftb. decei ved client address from
sai d address server; mneans for receivingshid correspondi ng address from
sai d address server; and neans for responding to said | ayer-3 packet with
sai d correspondi ng address. 8. The inventy on as defi ned GiOB claim2 further
wherein said broadcast/rygg e SRV ES . ~HE r Touting a received
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router. 9. The invention as defined in claim2 wherein said broadcast/route
server includes neans for exchanging routing infor Is
external to said ELAN contronect network for develgﬁ?thrﬁLte ﬁ¥%§ﬂ%§c

10. The invention as defined in claim2 further wherein said E S server
converts a received client address atslayer 2 into ddateh éﬁg addr ess.
11. The invention as defined in claim210 wherein said received client
address at layer 2 is a nmedium access control (MAC) and said other |ayer-2
address is dngh g?us transfer e jﬁfg%_agaress 23 12. The

I nvention as in claim10 1> dceived client address at

| ayer 2 is an asynchronous transfer (80§a|d ot her

| ayer -2 address is—a—fe
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13. The invention as defined in claim2 further wherein said address server
converts received client addresses at layer 2 into a | ayer-3 address. 14.
The invention as defined in claim2 further wherein said address server
converts received client addresses at layer 3 into éfwayeﬂbzeﬁb@?@§§*9¥§t
The invention as defined in claiml4-whefein said address conver5|on S
performed in response to a request for such conversi n frdhﬂﬁ@t@ aun
br oadcast/ roﬁ e 16. The invention as definedd'h cl'ai'm 14 wherein
sai d address dé% IS perforned in_response to a request for such
conversion froma LAN enulat OFNTER' 9Q0ES) of one of said sub-ELANs. 17.
The invention as defined in 5 4 wherein said received client address
at layer 3 is an int et protosol (IP) and sald other Iayer ddress is a
areteh e dgfined in claim
pr ot ocol

(I'P) and said ot her Iaer@Nﬁg A
address. 19. The inventiv o

contronect network
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further conprises: a configuration server connected to said backbone
network for arranging the topology of the interconnection of said

sub- ELANSs. 24 20. The invention as defined in claim19 wherein said
configuration server includes: means for storing thEliadsthessodacementséeetr s
of the plurality of said sub-ELANs _t hat -t oget her conprises the ELAN. 21.
The i nvention as defined in claimI9 Wherein said cgpfiguray gmsﬁyer

i ncl udes: nmeans for communicating with said address Sefver and sal
broadcast/route server to transmt thereto information indicating changes
in the topol ogy of the interconnection of said sub- ELANs.
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',22. The invention as defined in claim19 wherein said confi guratégtitstmeer

Yincludes: neans for obtaini ng approval at a required security level from
each entity adm nistering at | east one of each of two or nore ELANs
conprised of sub-ELANs connected by s?gd ‘ELAN contronect network prior to
merging said two or nore ELANs. 23. T I nvention as defined in claim 19
wherein said configuration server includes: neans for obtaining approval at
a required decamarajuy foy diregily; ipterqopnegsing atplyraliy et subrmulates logd 258 nore ELANS

adm ni %‘é@&(ﬁgs{g b-%?)dﬁ@@%fos?g%&x}n%ﬁ asé%&go-mﬁi fr@é?é}tu'l&fé (iﬁ @@M&Q pn claim
19 wherein sa er for
provi difomn a simglet EIneN| each@if vaid sult-8 LANsHnéthdihg adigdN iEzedatain Sanver ELESS
connectégg Jtﬁl sal d ELAN cont ronecz ‘{}g)tlwork aut horized .to use said nultinedia
ser vi c@ndadlrapicastand Unknown Server (BUJS), said apparatus fompRSIRE: heans f or

conmmuni cat i g pHAN cotréhetLhdiwRUiRcHE EMfecte® td §a8d SéFhinoh REME tnetwdpk Or mat i on
i ndi cating changes in the authorization of sald ELANS to use nultinedia
ser vi cdor interconnecting the LES and BUS of each of said sub-ELANS, the ELAN contronect

network being configured to present itself to the LES and BUS of each of said sub-
ELANS as a LAN Emulation Client (LEC).

N 2. The invention as defined in claim 1 wherein said ELAN contronect network
comprises:
an address server;
a broadcast/route server; and
a backbone network for interconnecting said address server and said

broadcast/route server.

3. The invention as defined in claim 2 wherein said an address server converts a

received client address into another address for that client.

4. The invention as defined in claim 2 wherein said broadcast/route server
" transmits received information to at least one client connected to one of said sub-ELANs
other than the sub-ELAN to which the client originating said received information is

connected.

5. The invention as defined in claim 2 wherein said backbone network is a

connectionless media.

6. The invention as defined in claim 2 wherein said ELAN contronect network

further comprises:

1wy
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25 25. Apparatus conprising: a backbone for, carrying packets; a plurality
: of servers connected to said backbone; and at | east one LAN hub for
interfacing with an a connection-oriented conmuni cati on network connected
to said backbone; said apparatus bei n% arranged to connect together each
LES of a plurality of sub-ELANs and e ¢h BUS of said plurality sub-ELANs to
formone ELAN conprised of a plurality of sub-ELANs, said servers connected
to sai d backbone presenting thenselves as a client to each of said LES and
said BUS and b@i.n% connected to said IIES ‘?.”Q' BUS thopfgu%h sai d backbone, LAN
hub and a COMMAETFOR-GFREF 8P iRk idRedia ervieh 0 DA EFIBTES def i ned i n
25 wherggi ANSalikh 28 1E6del AR ALILRTRHRGARRN SAY hiitith&did RerdSiiedYy onous transfer
node (ATM connecti on.

connected to said backbone network.

_7. The invention as defined in claim 2 further wherein said broadcast/route server
includes:
means for receiving a laver-3 packet containing a broadcast indication at layer 1:
means for determining that said received packet is an address query at layer 3 and
contains a layer-3 received client address;
N means for requesting a corresponding address for said received client address
from said address server;
means for receiving said corresponding address from said address server; and
means for responding to said layer-3 packet with said corresponding address.

~

8. The invention as defined in claim 2 further wherein said broadcast/route server

includes:

means for routing a received layer-3 packet to a final destination or a next-hop

router.

9. The invention as defined in claim 2 wherein said broadcast/route server

" includes means for exchanging routing information with a router external to said ELAN

contronect network for developing routes for packets.

10. The invention as defined in claim 2 further wherein said address server

converts a received client address at layer 2 into another layer-2 address.

11. The invention as defined in claim 10 wherein said received client address at
layer 2 is a medium access control (MAC) and said other layer-2 address is asynchronous
transfer mode (ATM) address.
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27. The invention as defined in 25 wherein said plurality of servers

: includes an address server and a broadcast/route server. 28. A nethod for
use in a network, conprising the steps af: receiving a | ayer-3 packet
contai ning a broadcast indication at |ayer 2; determning that said .
recei ved packet is an address query at23l ayer 3 and contains a |ayer-3
recei ved client address; obtaining a correspondi ng address for said
received client address; and responding to said | ayer-3 packet with said
correspondi ng. ate ire2ftion as defined in claim {0 wherein said received client address at

layer 2 is an asynchronous transfer mode (ATM) address and said other layer-2 address is

a medium access control (MAC) address.

13. The invention as defined in claim 2 further wherein said address server

converts received client addresses at layer 2 into a layer-3 address.

14. The invention as defined in claim 2 further wherein said address server

converts received client addresses at layer 3 into a layer-2 address.

15. The invention as defined in claim 14 wherein said address conversion is

performed in response to a request for such conversion from said broadcast/route server.

16. The invention as defingd in claim 14 wherein said address conversion is
performed in response to a request for such conversion from a LAN emulation server
(LES) of one of said sub-ELANSs.

_17. The invention as defined in claim 14 wherein said received client address at
layer 3 is an internet protocol (IP) and said other layer-2 address is a medium access
control (MAC) address.

18. The invention as defined in claim 14 wherein said received client address at
layer 3 is an internet protocol (IP) and said other layer-2 address is an asynchronous
transfer mode (ATM) address.

19. The invention as defined in claim 2 wherein said ELAN contronect network
further comprises:
a configuration server connected to said backbone network for arranging the

topology of the interconnection of said sub-ELAN:S.
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24

_20. The invention as defined in claim 19 wherein said configuration server
includes:
means for storing the address of the servers of the plurality of said sub-ELANs

that together comprises the ELAN.

21. The invention as defined in claim 19 wherein said configuration server
includes:

means for communicating with said address server and said broadcast/route server
to transmit thereto information indicating changes in the topology of the interconnection
of said sub-ELANS.

22. The invention as defined in claim 19 wherein said configuration server
includes:

means for obtaining approyal at a required security level from each entity
administering at least one of each of two or more ELANSs comprised of sub-ELANs

connected by said ELAN contronect network prior to merging said two or more ELANS.

23. The invention as defined in claim 19 wherein said configuration server
includes:
means for obtaining approval at a required security level prior to splitting an
ELAN into two or more ELANs administered by different entities.

24. The invention as defined in claim 19 wherein said ELAN contronect network
includes a multimedia server for providing a multimedia service to each ELAN
comprised of sub-ELANSs connected by said ELAN contronect network authorized to use
said multimedia service and wherein said configuration server includes:

means for communicating with said multimedia server to transmit thereto

information indicating changes in the authorization of said ELANS to use multimedia

service.
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_25. Apparatus comprising:

a backbone for carrying packets;

a plurality of servers connected to said backbone; and

at least one LAN hub for interfacing with an a connection-oriented communication
network connected to said backbone;

said apparatus being arranged to connect together each LES of a plurality of sub-ELANs
and each BUS of said plurality sub-ELANs to form one ELAN comprised of a plurality of
sub-ELANS, said servers connected to said backbone presenting themselves as a client to each of

said LES and said BUS and being connected to said LES and BUS through said backbone, LAN
hub and a connection-oriented connection.

26. The invention as defined in 25 wherein said connection-oriented connection is an
asynchronous transfer mode (ATM)connection.

27. The invention as defined in 25 wherein said plurality of servers includes an address
server and a broadcast/route server.

_28. A method for use in a network, comprising the steps of:

receiving a layer-3 packet containing a broadcast indication at layer 2;

determining that said received packet is an address query at layer 3 and contains a
layer-3 received client address;

obtaining a corresponding address for said received client address; and

resp_onding to said layer-3 packet with said corresponding address.
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