technique, there is a single sign-on (hereinafter, referred to as an
'"SSO'). The SSOis a technique by which a plurality of applications. or

services can be used by a single authentication procedur

There is a single sign-on as a techni que of perform ng a%\“ﬁmmmml“m

col | aboration capable of using a plurality of applicatio or servi ces
single authentication procedure. In the SSO there are many c¥&¥s in mhlch
aut hentications included in a plurality of appl|catTonS"aTé'Tﬁfé§?5FEa in a
si ngl e dONAME ©FADOGUMENT] RPEGHICAJIIOdhe conpany. [ 0006] In
addition, in recent years, the SSOis required between different domains

(her ei nafTHILE OBHE ESVENTION| AUFHENTIEATION COELABGIRATIONMSYSTHMde an
i ncrease in corporate nmarriage or nmerge, overseas devel opnent, and the

| i ke, angDPROVIDERDEVICEOANIYPRGTEEARS a service (SaaS) of raised cloud
conputing or the like. [0007] However, in inplenmenting the cross

domai n SPECHRRCALIMERDYr obl emin that a great deal of tinme and effort are
required to share an authentication result. The nmain problens are the
follomﬁngka? poi nts. [0008]

Embodiments of the present invention relate to an authentication collaboration
system, an ID provider device, and a program.
[BACKGROUND ART]

[0002]

As the dependence of society, economy, and living on an on-line service
increases, the importance of identity management of managing information related to an
individual or an organization is recently increasing. The identity management refers to
a technique of increasing security and convenience of information related to an
individual or an organization in various services or systems and managing an overall
life cycle of an identity from registration to change and deletion.

[0003]

Here, the identity is the totality of information specifying an individual, a
group, an organization, or a company in a certain situation, and includes an identifier, a
credential, and an attribute. The identifier is information identifying an identity, and
corresponds to an account (a user ID), an employee number, or the like. The credential
is information representing validity of certain information content, and includes a
password or the like. The attribute is information characterizing an identity, and
represents a name, an address, a date of birth, and the like.

[0004]

As a representative example of a technique using an identity management

RICV VA
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A first problemlies in that since a use of an HITP cookie is limted to a
sindle domain, it is difficult to share an authentication result between
dormai ns using an HTTP cookie. A second problemlies in that since an SSO
schenme of an access managenent product enpl oyed by each donmain differs
according to a vender, it is difficult to sinply introduce, and it is
necessary to prepare a separate neasure. [0009] In order to solve
t he above problens, there is a demand for standardi zati on of an SSO anong
vender s. teébnigne thdre iepsingle sigatonvesimafigg refetred maspaes$SSQ7p. cOipP§OWs t h a
request, there is a security assertion nmarkup | anguage (SAM.) nade by an
or gani zatitevhniqae by lnéhicdy plaedine of applicstiond of werettes cdrovenmsed dp asirphdlar ds
(OASIS) which is a non-profitable organization. [0010] The SAML is a
speci fi calithertidatiad petdures an expression formof information related to an
aut henti cation, an authorization, and an attribute and transm ssion and
receptio (mspcedures and is systematically specified so that an

i npl enentation can be nmade in various fornms according to the purpose. Miin

entities incluggethy Eﬁnglfe s?é:h SIS {ekbni @(Yfrgz?f n&mﬂ‘ga%'tmﬁ 1Eeﬁfon referred to as

an "I DP" or "ID provide a service ovr reinafter, referred to as

an " SP" géllab%ﬁ{tl\éh(\cgpeﬁ)rlé)gf&% lg?aplgy gf;]ébz) tl(ﬂ‘l@%l‘ E&@w% b 3in ?[gjl ement ed such

that the service provider it fentication resul |ssued by t he

I D provi detend cgg&%brocedure Mﬁﬁé‘ﬁbﬁh\?ﬁ arggrﬁa}mgfscasbe%’%g glh au}l g ohs

general | y necessar |n s na

nstr.uc throuag |nfornat|on

Firstly, 1ncludee|d?‘rE Iaopurgﬁt g}?ﬁhca edsaﬁépntg%?t% i %Elﬁﬁ% i3
exchange "or an ag eene SRS I EV‘bﬂ; the service

provrder and t@@ ovrder Secondl y, each user has an individual account
for each!UEaNG &1 and thus the individual SP account needs to
coIIabor ﬁrth an account of the ID provider in advance (hereinafter,
referred (@ s "account collaboration"). After advance preparation such as
construction of the relation of trust and prior account col|aboration is
fini shed, the BSwWdition, eresentivsaseilie SSO0s 2¢quired betveasa difikrentclempinspar at i on,
the SSOis inplemented by the followng procedures (1) to (6). Here, an
SSO procéum@eﬂbﬁ1aﬂ§eﬂv¢@e“g@evkmenﬁarr@hﬁameuwﬁmuemcmdﬁﬂgnnxﬁeeﬁltern1nal
will be described. In this procedure, basically, the process is perforned
i n the ascmpnditenpaurageor mekges svasdae dewdepmatt, dndrthélikey.and an outsourcing by
software as a service (SaaS) of raised cloud computing or the like.
[0007]
However, in implementing the cross domain SSO, there is a problem in that a
great deal of time and effort are required to share an authentication result. The main

problems are the following two points.
[0008]

A first problem lies in that since a use of an HTTP cookie is limited to a single
domain, it is difficult to share an authentication result between domains using an HTTP
cookie. A second problem lies in that since an SSO scheme of an access management
product employed by each domain differs according to a vender, it is difficult to simply

introduce, and it is necessary to prepare a separate measure.

[0009]



[ 0013] (1) The user requests the service provider to provide a

‘service. [0014] (2) The service provider transmts an
aut henti cation request to the ID provider through a user side term nal
since the user is not authenticated yet. [0015] (3) The 1D provider

perforns authentication on the user by a certain procedure, and generates
an aut hentication assertion. The SAM. does not specify an authentication
means, and specifies only a systemin which the authentication assertion is
transmitted t ol drdestersolveehpatmwic hevhlerih ehare iseddimadt foostaminsdizdtionrofi ncl udes
I nformati on representing a way of generating the type of authentication
means or am SSOexdenig vehd@s.ncAs bheobepresatatpredsvdnderd tdeindéques necomplgmtith or not
the service provider can trust in an authentication result. [0016]

(4) The hRqueqyindfyishlsadisity hsseitha niatkie Rhbeali (SAMISSHAde By udi ng the

generated authentication assertion to the service provider through the user
t er m nal orgafRtldn for the advahcinehN8f SRICHIr&ERinBsratidR ktaH@FHAETA YIS WKEdh ier not  a

service is to be provided based on the authentication result of the ID
provi der 5 1hPB I table organization. '
[0010]

The SAML is a specification that defines an expression form of information
related to an authentication, an authorization, and an attribute and transmission and
reception procedures, and is systematically specified so that an implementation can be
made in various forms according to the purpose. Main entities include three of an
identity provider (hereinafter, referred to as an “IDP” or “ID provider™), a service
provider (hereinafter, referred to as an “SP” or “service provider”), and a user, and the
SSO is implemented such that the service provider trusts in an authentication result
issued by the ID provider.

[0011]

When the SSO starts based on the SAML, it is generally necessary to prepare
the following two points in advance. Firstly, a relation of trust needs to be constructed
through information exchange or an agreement in a business or a technology between
the service provider and the ID provider. Secondly, each user has an individual
account for each service provider, and thus the individual SP account needs to
collaborate with an account of the ID provider in advance (hereinafter, referred to as
“account collaboration”).  After advance preparation such as construction of the
relation of trust and prior account collaboration is finished, the SSO can be performed.

[0012]

After the advance preparation, the SSO is implemented by the following



(6) The user is provided with a service fromthe service provider. [0019]

' As described above, in the SSO based on the SAM., as the |D provider
performs a single authentication procedure, the user can use a plurality of
services w thout an additional authentication procedure. Currently, many
venders are providing an access managenent product having | DP and SP
functions of the SAML or a SaaS service having an SP function of the SAM.
[ 0020] However, the SSO based on the SAML is nmere a part such as
"use" of prodeditred §1) ton(éan Heex ah BSOiprecedye of ackervage praeided-orygindtsd chedelr | bed
above, when the SSO starts, it is necessary to perform account
col | abor asinga usarnerminalovitldre describedf olmnthisqarocadure; bhdicablgy theipestessist echni que
of conprehensively col |l aborating managenment such as regi stration, change,
del et i onperf@infdUs therRBerldidsaas vhl&e SRRASIsOBetdbrtiaih. i dentity between the
service provider and the ID provider is required. [0021] As a
t echni quepdfiey automating regi stration, change, deletion, reissue, and
tenporary suspension of an identity, there is account provisioning, and as
a standard tec ;l')'ﬂ‘é%s&f}%&@égfswhé felie | o b ek & loGRIeRs@Miigd, oni ng mar kup
| anguage (SPNL [ 0022 ere has been known a data
pr ocessi stentthat actively executes account coll aboration as a part of
the SSO n a state in which the advance preparation of the account

col | aboration | t L ] shanks..in.a state in
whi ch the user 221?1%0381{% p%Q\?’ﬁ%rt érﬁgml&g Xmag\{éhcg {)1 Fegg?c\%%{é‘% IP ke (eigr si de,
that is n state i ount .col ti.o S not perforned an
error ocgﬁ? % etermma‘fSln%&)@\?é?r,lsggc%%nﬁﬁatfcgy? hi s data processing
system 5chount col | aboration can be actively executed as a part of the
SSO even he above-descri bed state.

(3) The ID provider performs authentication on the user by a certain procedure,
and generates an authentication assertion. The SAML does not specify an
authentication means, and specifies only a system in which the authentication assertion
is transmitted to the service provider. The authentication assertion includes
information representing a way of generating the type of authentication means or a
credential since the service provider determines whether or not the service provider can
trust in an authentication result.

[0016]

(4) The ID provider transmits the authentication result including the generated
authentication assertion to the service provider through the user terminal.
[0017]

(5) The service provider decides whether or not a service is to be provided
based on the authentication result of the ID provider.

[0018]
(6) The user is provided with a service from the service provider.

[0019]



Specifically, after the service provider receives a service request from
the 'user, the service provider checks that information sufficient to

regi ster the user's account is not held. After checking, the service

provi der requests the ID provider to provide a user attribute, and the ID
provi der provides the service provider wwth a desired user attribute. As a
result, the data processing system executes account registration and

col |l aboration in the process of the SSO [0024] The above-descri bed
dat a processi ndssigsiribad abover ethe S8Odndedomthe dANMbeasuthe ID dkdviddrut € necessary
for the individual user's account registration through a |ightweight
process, patficinisassingle puthbteatiompiodedure, thatge caniadetd pliratity of ehdicdsnary process

on many users is unnecessary. [0025] ~However, according to the
st udy of withsufnesidittonanMeingicAtfon prbf@uf| ICUMeRy GRshORnbibistaher | nproved.
[ 0026] Typi cal ly, when a conpany uses a service provided by the

service BrAYdif€hn a@Rsd MARIGEREhP oSS B@ﬂhé 19 288 SPiffttbRabs e’ Sran
information systemof a conmpany in general performs account registration

and col | gRaratdoie Alvih i Gn SPAHGRAREAY gt [ 0027] The IS section

collectively perforns account registration and col |l aboration on the user
after a ®29¢ quantity of prelimnary process according to nmany users
bel onging to" a conpany or after a procedure based on a series of

aut hori zation f—llo%vevvcier,s tH%PSrSfd) bAEE off EheaﬁAl@belis trr{e% Xpléllt rsrlilc%gasb‘)(lsé[’ho% i('ilesn?irty [0028]
in an overall life cycle of an identity. As described above, when the SSO starts, it is
necessary to perform account collaboration, and in order to perform account
collaboration, a technique of comprehensively collaborating management such as
registration, change, deletion, reissue, and temporary suspension of an identity between
the service provider and the ID provider is required.

[0021]

As a technique for automating registration, change, deletion, reissue, and
temporary suspension of an identity, there is account provisioning, and as a standard
technique thereof, there is a service provisioning markup language (SPML).

[0022]

Meanwhile, there has been known a data processing system that actively
executes account collaboration as a part of the SSO in a state in which the advance
preparation of the account collaboration is not finished. Typically, when the SSO
starts in a state in which the user’s account is not registered to the service provider side,
that is, in a state in which account collaboration is not performed, an error occurs.
[0023]

However, according to this data processing system, the account collaboration

can be actively executed as a part of the SSO even in the above-described state.



Here, when the prelimnary process of the fornmer is perfornmed, since
‘‘account registration and coll aboration need not to be executed in the
process of the SSO, it is not related to the above-described data

processi ng system [0029] Meanwhi | e, when the authorization flow of
the latter is perforned, a great deal of tinme and effort are required since
a lot of manpower is necessary such as seniors, a procurenent section, and
an | S section of an organi zational hierarchy to which the user bel ongs as
wel | as Speificdly, aftan tiedstrticoprovienmecivhea $@vise cequost fobme thenser, dwl | ecti vel y
performthe prelimnary process, a manual work is necessary, and a burden

I S gr eat seraicd ptdvider ehédke thean mformtation s ffiviain cereigistdn altk useds ascoanpisapt it 1 S
difficult to have an advantage that it can be quickly used in the SaaS or

t he |ikeheldO0A@kr checking, thd BetFiceipovad& teduRiisitile WNpRidRE GOpratideagisat r at i on
and col | aboration are executed in the process of the SSO, it is desirable

t o i ncl ugrivuts QRAHRSD pvsiderpoRbIR ivieesibdidegwith ldegifedaisenNribat er vi ce
can be used wi thout involving a nanual operation. [PRI OR ART DOCUVMENTS]

[ PATENT ROGWAENT Ble dafy &e_ssin§ system BRERIs (LRGIMIRM strhtion BRPOSIRBoRAbE N
Application National Publication (Laid-Open) No.” 2008-538247 [ DI SCLOSURE OF

THE 1 NVENThOMocess of the SSO.

[0024]

The above-described data processing system can request and provide the user
attribute necessary for the individual user’s account registration through a lightweight
process, and has no problem in that a large quantity of preliminary process on many
users is unnecessary.

[0025]

However, according to the study of the present inventor(s), the following can
be further improved.
[0026]

Typically, when a company uses a service provided by the service provider, an
information system (IS) section that controls an information system of a company in
general performs account registration and collaboration on the service provider.

[0027]

The IS section collectively performs account registration and collaboration on
the user after a large quantity of preliminary process according to many users belonging
to a company or after a procedure based on a series of authorization flow is performed
at an arbitrary timing by the user.

[0028]

Here, when the preliminary process of the former is performed, since account



[ PROBLEMS TO BE SOLVED BY THE | NVENTI ON] [ 0032] In Iight of the
‘foregoing, the present invention is directed to providing an authentication
col | aboration system an ID provider device, and a program which are | ow
in the user's burden and capabl e of deciding whether or not a service can
be used wthout involving a manual operation when account registration and
col | aboration are executed in the process of the SSO [MEANS FOR SCOLVI NG
THE PROBLEMS] [ 0033] A policy storage unit of an ID provider device
accor di ngegistratinn endcallaberitios heedEsotpobe eyecuteklan et process epthe S8, litignat user to
whi ch transm ssion of service data is permtted and policy information

r epr esentdlatgd & ths abovafdactitiodghita procesinglsyétednsm ssi on perm ssion of service
data is del eted. When a predeterm ned cycle conmes or when a use status of
the servigoa9provi der device changes, the |ID provider device acquires use
status of the service provider device transmtted fromthe service provider

device, and UpNEkfFhide, Sl kCaltBiAkiBh AOwSIfASBRRipbriBRA&H a Qfeat BG1aCqUi I ed
use status. Wien the service use status storage unit is updated, the ID

rovi der i i ; i i provi der
"o bRy ey B AR e R ek B e b MBS RO B O1' 11

ook 4 BRI A5 AT S Bl AN ALE RO R AP 21
belongs as well as the user. In addition, since the IS section does not collectively
perform the preliminary process, a manual work is necessary, and a burden is great, and
thus efficiency or convenience is bad. For example, it is difficult to have an advantage
that it can be quickly used in the Saa$S or the like.

[0030]

Thus, in a system in which account registration and collaboration are executed
in the process of the SSO, it is desirable to include a seamless system capable of
deciding whether or not a service can be used without involving a manual operation.
[PRIOR ART DOCUMENTS]

[PATENT DOCUMENTS]
[0031]

Patent Document 1: Japanese Patent Application National Publication (Laid-
Open) No. 2008-538247
[DISCLOSURE OF THE INVENTION]

[PROBLEMS TO BE SOLVED BY THE INVENTION]
[0032]

In light of the foregoing, the present invention is directed to providing an

authentication collaboration system, an ID provider device, and a program, which are

low in the user’s burden and capable of deciding whether or not a service can be used



[Fig. 2] FIG 2 is a schematic diagramfor describing an | DP user
"repdsitory according to an enbodi nent. [Fig.3] FIG 3 is a
schemati c diagram for describing an | DP service use status store according
to an enbodi nent. [Fig.4 FIG 4 is a schematic diagramfor
describing an authentication coll aboration policy store according to an
enbodi nent . [Fig.5] FIG 5 is a schematic diagram for describing an
SP user setting rule store according to an enbodi nent. [ Fi g. 6]

FI G 6 i sithostthestsinga damgt aperitom whecadchumgegisteioatand colatrogetondeci si on
policy store according to an enbodi nent. [Fig.7] FIG 7 is a
schemat | exautgriathd mocadesttheldSQ a del eti on target account store according
to an enbodi nent. [Fig.8 FIG 8 is a schematic diagramfor

descri bi MEANSBORSOLVENGAHRPROBIIENMSRccording to an enbodi nent .

[Fig.9] FIG 9 is a schematic diagramfor describing an SP user repository
accordi ngygsg) an enbodi ment . [Fig. 101 FIG 10 is a schenmatic
diagram tor describing a service data store according to an enbodi nent.

[Fig. 11] FI G Aldolic§ siragenRii@iraf Iﬁ'}ﬁgvﬁépcfe@fcqu&ﬁ'ﬂfng't@gn RbRInRGF Vi ce use
status store according to an enbodi nent

stores policy information representing a user to which transmission of service data is
permitted and policy information representing a user of a target in which transmission
permission of service data is deleted. When a predetermined cycle comes or when a
use status of the service provider device changes, the ID provider device acquires use
status of the service provider device transmitted from the service provider device, and
updates a service use status storage unit based on the acquired use status. When the
service use status storage unit is updated, the ID provider device decides a deletion
target account of each service provider .ID.
[BRIEF DESCRIPTION OF THE DRAWINGS]
[0034]

[Fig. 1] FIG. 1 is a block diagram illustrating an example of a hardware
configuration of an authentication collaboration system according to an embodiment.

[Fig. 2] FIG. 2 is a schematic diagram for describing an IDP user repository
according to an embodiment.

[Fig.3] FIG. 3 is a schematic diagram for describing an IDP service use status
store according to an embodiment.

[Fig.4] FIG. 4 is a schematic diagram for describing an authentication
collaboration policy store according to an embodiment.

[Fig.5] FIG. 5 is a schematic diagram for describing an SP user setting rule

store according to an embodiment.



[Fig. 12] FIG 12 is a schematic diagramfor describing a verification

"policy store according to an enbodi nent. [Fig. 13] FIG 13 is a
schematic diagramillustrating an outline of an overall operation according
to an enbodi nent. [Fig. 14] FIG 14 is a sequence di agram
illustrating the flow of a use status acquisition process according to an
enbodi nent . [Fig. 15] FIG 15 is a block diagramillustrating an

exanpl e of conponents necessary for a use status acquisition process
accordi ng to afFig6bBHs.rteista.schematic diagrimdor détribinga deketios tagaelgricione di agr am
illustrating the flow of a user authentication process according to an

enmbodi nepélicy store accorfing@o ad &hbédifdentl7 i s a bl ock diagramillustrating an
exanpl e of conponents necessary for a user authentication process accordi ng

to an enbodi ne[tig 7] Fi@.7 it &lscidmfaticlflagrimFos &KUERGE aWeREbAMrbétladsdunat i Ng t he
flow of an authentication collaboration policy evaluation process

accor di NgotedaRBrd PR % BiYodiment. [Fig. 19] FIG 19 is a bl ock diagram
illustrating an exanpl e of conponents necessary for an authentication

col | abor ati on szig.iSiﬁ:gI(?.VSails lé%khé?ﬂat%rd;%égt?n f?ﬁ@é%lqi)iﬂg ah guﬁﬁl‘ét?%Pgl\?v ia&?lq;on

[Fig. 20] FIG a sequence ustrating t of an account

col | abor@ééo?dln@fooﬁpéﬁb&ﬁﬁgﬁtqi ng to an enbodi nent.

[Fig.9] FIG. 9 is a schematic diagram for describing an SP user repository
according to an embodiment.

[Fig. 10] FIG. 10 is a schematic diagram for describing a service data store
according to an embodiment.

[Fig. 11] FIG. 11 is a schematic diagram for describing an SP service use
status store according to an embodiment.

[Fig. 12] FIG. 12 is a schematic diagram for describing a verification policy
store according to an embodiment.

[Fig. 13] FIG. 13 is a schematic diagram illustrating an outline of an overall
operation according to an embodiment.

[Fig. 14] FIG. 14 is a sequence diagram illustrating the flow of a use status
acquisition process according to an embodiment.

[Fig. 15] FIG. 15 is a block diagram illustrating an example of components
necessary for a use status acquisition process according to an embodiment.

[Fig. 16] FIG. 16 is a sequence diagram illustrating the flow of a user
authentication process according to an embodiment.

[Fig. 17] FIG. 17 is.a block diagram illustrating an example of components
necessary for a user authentication process according to an embodiment.

[Fig. 18] FIG. 18 is a sequence diagram illusfrating the flow of an



[F|g 21] FIG 21 is a block diagramillustrating an exanpl e of conponents
'necessary for an account collaboration process according to an enbodi ment.
[Fig. 22] FIG 22 is a sequence diagramillustrating the flow of an

aut henti cati on col |l aboration process according to an enbodi nent.

[Fig. 23] FIG 23 is a block diagramillustrating an exanpl e of conponents
necessary for an authentication collaboration process according to an
enbodi ment. [ DETAI LED DESCRI PTI ON] [0035] (First Enbodi nent)

Her ei naf awhentgatiautdihoiatan policycolaluabion atdcess awystiom ta@o emibodigndnd t he
present enbodi nent will be described with reference to FIGS. 1 to 23.

[ 0036] [F£.G9] 1 HIS. 9 bl aoedkclddiagraanillubtratsigraatexampke dfasmponans i gur at i on
of an authentication collaboration systemaccording to the present

enbodi menécesshfefor dh Rehehttatib® BolldokAidarpalic g BvayhioaProdeed atdesdigtoldd provi der
devi ce 200 capable of executing a log-in process on a user termnal 100
operatedaﬂymhﬁgnuser and a service provider device 300 capabl e of
transmtting service data to the user terminal 100 when the log-in process

i s successful | priperf orpTgd20 S é’eﬁﬁéhc@fdlég%n Hl@xsﬁ%@n‘{g gRmodeyt meacéfhtand the
service provider device 300, a plurality of devices may be provided, but

only one, ﬂﬁ&b %Oggﬂng&gi 551&55 attefifhoditiguser termnal 100, the 1D

provi der device the servi ce provider device 300 may be connected
to one another [F\{éaz 1? REWR] ﬁ lngag’gllagram illustrating an example of components

necessary for an account collaboration process according to an embodiment.

[Fig. 22] FIG. 22 is a sequence diagram illustrating the flow of an
authentication collaboration process according to an .embodiment.

[Fig. 23] FIG. 23 is a block diagram illustrating an example of components

necessary for an authentication collaboration process according to an embodiment.

[DETAILED DESCRIPTION]
[0035]

(First Embodiment)

Hereinafter, an authentication collaboration system according to the present
embodiment will be described with reference to FIGS. 1 to 23.

[0036]

FIG. 1 is a block diagram illustrating a basic configuration of an authentication
collaboration system according to the present embodiment. The authentication
collaboration system includes an ID provider device 200 capable of executing a log-in
process on a user terminal 100 operated by the user and a service provider device 300
capable of transmitting service data to the user terminal 100 when the log-in process is
successfully performed. As each of the ID provider device 200 and the service

provider device 300, a plurality of devices may be provided, but only one device is here

10



The user termnal 100 is a device that has a typical conputer function, and
" can ‘conmuni cate with the 1D provider device 200 and the service provider
devi ce 300. The user termnal 100 includes a function of transmtting a
service request for requesting a use of the service provider device 300 to
the service provider device 300 in response to the user's operation, a
function of executing the |og-in process between the user termnal 100 and
the I D provider device 200, a function of receiving service data fromthe
servi ce phstritddr Bemuiscetegdimal {04, dreckD provilker dexpee2ifc amdjthelservieecei ved servi ce
data as a central processing unit (CPU) executes a service use application
pr ogr am pioeideddéevicea3 tfemmy e connzedied e ene arothea viesemetwntker f ace f uncti on.

[ 0038] The I D provider device 200 functions to manage the user's

i dentity[ooamy i ncludes an | DP user repository 201, an |IDP service use
status store 202, an authentication collaboration policy store 203, an SP

user setting ruheussh @r@ind400 & K&Wice!tR4taEAE a tilital SOpulr ARkesH, ahd tat get
deci sion policy store 206, a deletion target account store 207, an |IDP

aut hent i g inQRicGRIViaPAE AD GG devRB800 aRd HlBRA fatiderusRlel 0T ati on
handling unit 209, an authentication collaboration policy evaluating unit

210, an 1Py as GQiial RO HichideOh PghdiBh of GAdemifindef e M§fest k@t US Managi ng
unit 212, and a trigger 213. [0039] The | DP user repository 201
stores i RN tiQn. ( Q] (PN rd f ST .I'i bute
ot or mat [ Gars ot e BE RS BB R 3004 W il o s AR R
provi der V] IS [ ed, i £l . he itory (a
Gser at tFEBUIPE T Aty RRRCH nyRERbl A8l i Ml fralE bRt Bl
information, 20la.ip.Which an item . na f user attribute specjfying the
user 15 g samial 0 n s 1B hraviogideyieton, 4, Bngie oiercvBESEVIE A Ust r at od
in FIG 2, that is, stores a plyrality. of user attribute, inforpmation 201a
in vxhi'chgfaﬂ‘tfg'éﬁerl"ﬁeip&‘é"h‘g?rﬂ?}”ﬁ 35@1@ ‘{h‘géi‘{n of rppredyengithedecsiveddc M ehen t he
user perfornms the |og-in process, a user nane, the user's affiliation, the
user's afpdirne certal PERFEySEEU HCE R poesTH sarviee wsappligation PEPETARN

aut hentication collaboration I D, and the Iike are included as item nanes.
The aut hetardddaeinsmers|in adnange.iapd ajuser igtegiacq fonstiei-ed bet ween the service
provi der device 300 and the subject device 200, and issued in an account

col | abor HI038h process (which will be described later) in the present

enbodi nment. Further, when the authentication collaboration with the service
provi der i s noTheH porvided devibe 26 finetidnscamamage thicluadrdy identdy, dnd | s enpty.

[ 0040] The user attribute information 20la is collection of

i nf or mat ietudet an HOP asdrzépugitpr2Ddnal [Dfavicausosatud fterel2R( amt t ri but e
information 20la is not limted to the above exanple, and for exanple, may
further higédiatigdcsllaBbiativh Eoﬁé}emﬂa@rms, ANSP U§cp BetMAg Hee SUEINAS a&ephone

nunber or a working state. For exanple, the password referred to when the
user per §@Fdge uhi1©05 00ddI&i I RRREdeciBioh RRIYISRIFEDO6, & AR MrbStdicbQint _

i nformation such as the user's fingerprint. [ 0041] . The 1DP service
use stat UsrSer & (19p bhiheAucAbY LoepbRfing Lt 488 SkORARR LM oofliforkbn of err ed
to by the authentication collaboration policy evaluating unit 210, and
stores servy tat ] SRl : - Vi ce use
st at us iﬁ%n(grlﬁ t#gﬁogb%a&ﬁ?hsénggﬁ{se s!lg&urég@ %Fp(g{%ggr@%ﬁg% %rét\/zl1 égn y each

service chc%\tll}ltdpei\%vigleo\r/ﬁn%eun:igt% 1]: &hervide rlllsel‘lsstgtrus 1n[g'naging unit 212, and a trigger 213.

[0039]

The IDP user repository 201 stores identity information (hereinafter, referred to
as “user attribute information”) related to the user of an organization in which the ID
provider device 200 is arranged. Specifically, the IDP user repository (a user attribute

information storage unit) 201 stores user attribute information 201a in which an item
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[0042] In other words, the IDP service use status store 202 stores a
"service use status of each user at the ID provider device 200 side. As
illustrated in FIG 3, the IDP service use status store 202 stores a user
use managenent table 202aA and an in-use nunber managenent table 202aB as
the service use status information 202a. The user use managenent table
202aA stores a "user ID " "service provider IDs" (SP(1) to SP(N))

i dentifying each service provider device 300, and a "service use status" of
each ser vime opa osdrdéribhte sperifysrgtbe asdranasapeifted mathandtemevalu¢ 008 user

Exanpl es of the service use status include "service in use" representing

t hat t r ansriiwgs aoilustrateed invkI€e 2dthatis] soree a phirdlitg of Lise nitribete imfosastion
representing that transm ssion of service data is not permtted, "service
use suspeosd mrwhiclepussdDtidedifliaampier eey, apasPaina referred to wiadhstiie as§dron

perm ssion of service data based on a tenporary suspension request received

from t he petgsrinsttBE MHehial prdddSs, adRek nasRy, HeGRel'$ SAHon, MRS @Er e Appoitdeengnd
request received fromthe user term nal 100. Further when a current in-use

number i gddrégsA8forti@sh Stht BRE ftertrifdl ! anVRkitGitichttR RBEYrERoH S, aﬁﬂ%é g udes a
case in which the I D provider devi ce 200 has invalidated a use of an idle

user. Fu ﬁltengéludé(r% Cﬁérﬁ@s usﬁle%{lﬂl H$catidn g&l?z{b%gat B1 §91Cf ;[Igtshzg‘gdw th a |ast

use date and time IS a last date an 0g-1n date and

Lime) 20 oleeh HlErHaRrob RBrad IR SBab ot & mﬁec@%wl Sloges snaa{;%}éatm Q0471

For exanple rV|ce use status i n e user G 3is

R ST L R SR
' oo g LB RS0 00 et s 4 (0
performed, the authentication collaboration ID is empty.
[0040]

The user attribute information 201a is collection of information characterizing
personal information. The user attribute information 201a is not limited to the above
example, and for example, may further include an arbitrary item name and item value
such as a phone number or a working state. For example, the password referred to
when the user performs the log-in process may be biometric authentication information
such as the user’s fingerprint.

[0041]

The IDP service use status store (a first service use status storage unit) 202 is
referred to by the authentication collaboration policy evaluating unit 210, and stores
service use status information 202a for each user. The service use status information
202a is a use status of a service provided by each service provider device 300 for each
user ID.

[0042]

In other words, the IDP service use status store 202 stores a service use status

12



representing the nunber of in-use services represented by the service use
"stat’'us in the user use managenent table 202aA and an upper linmit val ue of
the in-use nunber which is set in advance for each service provider IDin
association with each other as illustrated in FIG 3. [0046] The

aut henti cati on coll aboration policy store (an authentication collaboration
policy storage unit) 203 is referred to by the authentication collaboration
policy evaluating unit 210, and stores an authentication coll aboration
policy. 8pesshfuseratithe I providat demte 2Mtsiden ol illagtoated indiiGpdJ the yDBt or e 203
stores a plurality of authentication collaboration policies (authentication
col | abor at¢riviea upoitatuy siord Zi2ndcres a s 0Bamaiggtarent RbRAR2aRCGBd@Gn imuse t he | i ke)
representing the user's affiliation and appoi ntrment in which transm ssion

of servi agmbatmaigeinbet taisle 20248 py the iseleicedry stats 3Orm ateont A0Ra e d Thy uddhe
service provider IDis permtted for each service provider ID as

i 11 ust r augfmbafageent ¥4ble[20044 ktores a “userTg” Bdsviesplov et ODs"q8P|BOT at i on
policy 203a may further include an active policy (for exanple, [4] of Cin

FIG 4) spol)dgentingnpbadnaeride providSelevRie300e b idOlsRlstapls” RER¥adhS - YOu- go
accounting in addition to a static policy (for exanple, [1] to [3] of Ato

C in Pl GrerlocSHARIAIDIRG 2RI oR vali{dnlaibth and appoi ntment . [0048] Here,

the policy refers to collection of accessibility conditions in which
whet her ﬁdodgit (perm ssion or rejection) who (subject) can perform which
operation (action) on which systemresources (resources) is generally

def i ned. Ut Bl am Bt BRASRLARD b Lyh ifRLANSORRNIR 2" ABrBON BRI

condition or a condrtron.

transmission of service data is permitted, “service unused” representing that
transmission of service data is not permitted, “service use suspension” representing
temporary suspension of transmission permission of service data based on a temporary
suspension request received from the user terminal 100, and “service use end” based on
a use end request received from the user terminal 100. Further, when a current in-use
number is larger than an upper limit value, the service use end includes a case in which
the ID provider device 200 has invalidated a use of an idle user. Further, the service
use status is stored in association with a last use date and time which is a last date and
time (a last log-in date and time) at which the user used the service and a disk use
amount.

[0044]

For example, in the service use status in which the user ID of FIG. 3 is
“USER_A,” SP(1) is the service unused status, SP(2) is the service in use status, and
SP(N) is the service unused status. Further, in SP(2), the last use date and time is
2011/02/10, and the disk use amount is 4 GB.

[0045]

The in-use number management table 202aB writes an in-use number

13



For exanple, for each elenent of the above-described policy, the "subject”

corresponds to a name, an appointnent, an affiliation, or the like, the
‘resource" corresponds to the service provider ID, an URL, or the like, the

"action" corresponds to a use start, a use restart, or the like, and the

"environnmental condition" corresponds to an | P address of the user who
makes a certain request, an accessible period of tine or tinme, or the liKke.
Further, the "duty condition” is a work assi gned when a policy

(accessi bipréseptingothd ntinber) ofdnalsel sdriviens repsagérited by fhecerwedyseatatlistin¢he

aut henti cation coll aboration handling unit 209 executes authentication

col | abor atdrare maoageameatablke, 202hAiaad an uppeatliniic valaa of theripgeesimbarwhich

"registering a new user"” is permtted, but "ID of idle user is deleted" has

to be reld Rbinadeseifbeeich (EQicepraBéD indidiacitadiitl @dh otfer hd] of A in FIG

4) . [ 0050] The SP user setting rule store (a partial item nanme

st or age WUhistrtcd MFRI.Gres a user setting rule 204a as illustrated in FIG 5.

The user setting rule 204a is witten such that the service provider IDis

associ at gshgat t h sone item nanes anong item nanes of the user attribute

included in the user attribute information 20la stored in the |IDP

The key st or agentiaiherfiaic 6516BoRi3h BORLNISc RN SHALRR P Uo1Dbotlien SUD] ec!

devi ce 200. As e signature generat key, exanp a pair of the

i oy TR R S LA B 1

o' ot at SOREIRl 0 s S LE R dich %ﬁi@?@ii%ﬁ%@%?ﬁ%ﬁ&?@ §¥ b0l t oy
|1 trated f | | t h 1 t.d |
Sore ( aniBputcafn f%?&}gfaﬂaaﬁpfé%yoﬁ'ﬁg%& gprgﬁe PR pferds %qngf'ei' on poliey

deletion t get deCESI on oI i.cy. (del.etion target decision é)agl i C
i nf or mat FRHAPOXSIEE PP 9‘8%1(&“ heptiction sglahoratignpalicy mfprgationg 30 @H@‘?“h’g t he
ondltlonﬂ§a deletion target condition) of the user  for_ which transm ssion

per i ssi 8A5aH; 2083iand traliler) F@)r@@n@%ﬁleuuﬁﬂmﬁfi@éﬁmwafwemha@rrt igadiche 300

identified by the service provider ID for each service fprow der ID as
i 11 ust r atregsniigsign ¢f segvice data by the service provider device 300 identified by the service

provider ID is permitted for each service provider ID as illustrated in FIG. 4.
[0047]

The authentication collaboration policy 203a may further include an active
policy (for example, [4] of C in FIG. 4) such as the number of in-use services and a total
of pay-as-you-go accounting in addition to a static policy (for example, [1] to [3] of A
to C in FIG. 4) such as the user’s affiliation and appointment.

[0048]

Here, the policy refers to collection of accessibility conditions in which
whether or not (permission or rejection) who (subject) can perform which operation
(action) on which system resources (resources) is generally defined. Further, as an
option, it is defined even on an environmental condition or a duty condition.

[0049]

For example, for each element of the above-described policy, the “subject”
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[ 0052] For exanple, the deletion target decision policy 206a

" deséribes, as the deletion target condition, that the |ast use date and
time of the user registered to the service provider SP(1) is nore than half
a year ago, that the disk use amount is 5 GB or nore, and a departnent to
whi ch the user belongs is X The deletion target decision policies of the
service provider SP(2) and the service provider SP(3) are simlarly

descri bed. For exanple, deletion of the transm ssion perm ssion of the
servi ce darespomds the ngerf ar appoirgment, tm affilatide| e ttheolikd, dregeésoanedunt i s

del eted froman SP user repository which will be described later or such

that a sedsrvéspendiad shd JetvisaprosidenIPanVRE] iithsliké,ehd ‘“acab@ngrftspéhda td enpor ary
suspensi on state. [0053] The del etion target account store (a

del et i onatuss gait, AGeeeNirt, o AR, bid the “irchhes céndigdLldopRspohdges account
(del etion target account information) 207a which is decided based on the

del eti onad &F SRfresd DF 1S 128 WRb hifakeLD B taifryBEN] MCaclSSibh Alribd Qi orand t he
user attribute information 20la by the service use status nanaging unit 212

whi ch Wi {ilnebgr Wefike | DagtHALRE “dry bbddigdaat e aézskg%ed zvheyﬁ)_oﬂ@;' etion target
account information 207a is a user ID of a deletion target 1 n each service

provi der (%@é@-sﬁ)ﬁit? QQndi{iglggeél%du]gtion result -irskl?cc%i%gi, hl%%{h% iél3ncol | aborating

unit 208 has an 1D provi unction o st ngl e sign-on).

Speci fic . le. e LDP authenti.cati col |l abaqrating .unit 208
oot he. FotiPmidh bERARR it 20BN ML 68 fiBbdifiarty FoF kdiplé
f208-1); a.funct.ion of transmtting the |ogsi.n re st t.o.~the.user

'E er ni nal) B3 pES ¥e18“ o IRES 2Yd %%%te?ﬁg %P%tuf%n l%?er?lﬁqtge%uglétr QP eﬂl} AIREFT1 00
included.in theg user. authenticatign_reques ansm tted fram.the

aut hent i bséfeﬂeé?fﬁé’&ls F%B%?e hﬁ&ﬁxﬁ%ﬁoi(ﬁfﬁ egﬁﬁnf’f% tm"@#‘%.(]ilof[‘ﬁé’fé\e@cl:rlpoed

| ater, and executing the log-in process of perform ng authentication on
user ID #hd the user authentication information received fromthe user

term nal 100 based on the user ID and the password included in the |DP user
reposi t of4939b1. [0056]

The SP user setting rule store (a partial item name storage unit) 204 stores a
user setting rule 204a as illustrated in FIG. 5. The user setting rule 204a is written
such that the service provider ID is associated with some item names among item names
of the user attribute included in the user attribute information 201a stored in the IDP

The key storage unit 205 stores a signature generation key of the subject device
200. As the signature generation key, for example, of a pair of the public key and the
secret key in the public key cryptosystem, the secrete key may be used.

[0051]

The deletion target decision policy store (a deletion target policy storage unit)
206 is referred to by the service use status managing unit 212, and stores a deletion
target decision policy as illustrated in FIG. 6.  Specifically, the deletion target decision
policy store (a deletion target decision policy storage unit) 206 stores a deletion target
decision policy (deletion target decision policy information) 206a (206aA, 206aB,

206aC, and the like) representing the condition (a deletion target condition) of the user
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(f208-2): a function of generating a digital signature based on a signature
‘genération key stored in the key storage unit 205 on an assertion context

i ncluding the authentication collaboration ID issued by the |IDP account
provi sioning unit 211 which will be described |ater and the authentication
schenme nanme of the log-in process, and generating an authentication
assertion 208a including the assertion context and the digital signature as
illustrated in FIG 8. [0057] (f208-3): a function of transmtting
t he aut hémtwhieh iramsng sdidrapaymadsicanrofsesp@nine is deletediin ghe seevigeprevakee d

aut henti cati on assertion 208a to the service provider device 300 of the

t ransm sdewce 3Wlidertifodd lynthastrinerprodaddrdD footdchlervide ppavidedieas . [ 0058]

The aut hentication collaboration handling unit 209 receives the

aut hent i ghistraved eOFI@gor ati on request fromthe service provider device 300,
and then handles a series of processes including a policy evaluation
process, [@32pccount col | aboration process, and an |DP authentication

col | aborati on process which will be described later. Specifically, the
aut henti cat i onpgobdaghnd @id RiletltAng w&cmr}p&f& 2b@£hék@ﬁ§est Q@m%%ie%ng
functions (f209-1) to (f209-4). 0059] function of

transm tHr%kg %H&HHE Fhat 3t RNk Gdfe! NG tl:jT%g#gg ep%g{l'ﬂéﬂa@ td i€ sBgliess

informati o e user termnal 100 e aut entlcatlon

col | 2bor gl Al SEHIS hol QnkliBa DEAULICRL 6L 8. ahb ARG SIdsg: Hltd 208 when

t he aut hénti ca oraf uest inc e service provider 1D

o L LB B P e TR RS Bl e, v
300. [ OOgP Jhe service provider SP(2) and the service provider SP(3) are similarly described.
For example, deletion of the transmission permission of the service data may be
performed such that a deletion target account is deleted from an SP user repository
which will be described latef or such that a service data transmission permission state is
changed to a temporary suspension state. |
[0053]

The deletion target account store (a deletion target account storage unit) 207
stores a deletion target account (deletion target account information) 207a which is
decided based on the deletion target decision policy 206a, a service use status 202a, and
the user attribute information 201a by the service use status managing unit 212 which
will be described later as illustrated in FIG. 7. The deletion target account information
207ais a user ID of a deletion target in each service provider device 200.

[0054]

The IDP authentication collaborating unit 208 has an ID provider function of

the SSO (single sign-on).  Specifically, for example, the IDP authentication

collaborating unit 208 has the following functions (f208-1) to (£208-3).

[0055]
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(f2Q9-2): a function of transmtting the policy evaluation request
“incl'uding the user ID used in the log-in process and the service provider
I D included in the authentication coll aboration request to the

aut henti cation col | aboration policy evaluating unit 210 when the log-in
process is successfully perfornmed by the I DP authentication collaborating
unit 208. [0061] (f209-3): a function of transmtting the account
col | aboration request including the user ID and the service provider ID

i ncl uded i n t h&2p®l1):a/fusctainuattiansmitéog éstlog-m teqeest BPthaaseuttatmipalosi oni ng
unit 211 when the determ nation result included in a policy evaluation

r espons e based @n\theladdresnit foem atidnhefithe aser termicad [1 06 behaled dmthealseicy eval uati ng
unit 210 represents perm ssion. [0062] (f209-4): a function of

transmi t hifRentidafon Fiuadiifaghiteaioithe auihrR@Eatioh @Dl1Seeaivn RNIEBLWMESt
including the service provider ID and the user ID included in operation

conpl et i 009 WhedhUsiBIchd desériRdaseR did efluliRbBlcabs- {o%%%?_@rféﬁxﬁﬁém tted from
the I DP account provisioning unit 211 to the DPpaut henti cati on

col | abor ghBgidifbt o §&r IDAUREIhe user authentichibn AHSAERbh teletA fiodh hRRREAL i on

policy evaluating unit 210 receives the policy evaluation request fromthe

aut hent i %%m 160bi2RRh A Q& N5aHY l%%ﬁ%(ffﬂi@%ﬂdeﬂﬂg tmﬁppﬁgzﬁregggi% his

eval uati on based on the authenticati ration policy 2

defi ned LR, advance and the user use managenent table 202aA. Specifically,
t he aut hen%'i cation coll aboration policy evaluating unit 210 has the

fol | ow n?O(I%TC“ ons (f210-1) to (f210-5).

(f208-2): a function of generating a digital signature based on a signature
generation key stored in the key storage unit 205 on an assertion context including the
authentication collaboration ID issued by the IDP account provisioning unit 211 which
will be described later and the authentication scheme name of the log-in process, and
generating an authentication assertion 208a including the assertion context and the
digital signature as illustrated in FIG. 8.

[0057]

(f208-3): a function of transmitting the authentication collaboration response
including the generated authentication assertion 208a to the service provider device 300
of the transmission source of an authentication collaboration request.

[0058]

The authentication collaboration handling unit 209 receives the authentication
collaboration request from the service provider device 300, and then handles a series of
processes including a policy evaluation process, an account collaboration process, and
an IDP authentication collaboration process which will be described later. Specifically,
the authentication collaboration handling unit 209 includes the following functions

(£209-1) to (f209-4).
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[ 0064] (f210-1): a function of reading the user attribute
“infdrmation 201a fromthe | DP user repository 201 based on the user |ID
included in the policy evaluation request transmtted fromthe

aut henti cation col | aboration handling unit 209. [0065] (f210-2): a
function of reading the authentication collaboration policy information203a
fromthe authentication collaboration policy store 203 based on the service
provider ID included in the policy evaluation request transmtted fromthe
aut hent i E5Pbn col | aborati on handling unit 209. [0066] (f210-3): a
function of reading the service use status information 202a fromthe |DP
servi ce use st é20% 1¥taofuecttiiofiemeditting theaisersaithdnBeatival raqiedt inoluding pol i cy
eval uation request transmtted fromthe authentication collaboration

handl i ng tHeniddres® fhfolnti6K bof the user terhindll 0o0Ahcluded inAAS Fhth&AtRALSET M SSi On
determ ning function of determ ning whether or transm ssion of service data

i's to becHedbdtdiof dedqesab dheMDE LuthdRich®sn &11aBetatihg 8ni@Dd8 What ten or
appointnment included in the read user attribute 1nformation 201la and the

‘read ser yienttaBors ERldboratidh P&l ieauaiqg ' RABe p36idRE D bf BleiseRi@nd
appoi ntment represented by the read authentication coll aboration policy

203a. [ BRRRer ifeﬁé&@ andPthk Y8&ES QR ftnati6RBAME Lbdremtilg 108id GhsiiAlat | on

response inclu

and received from the service provider device 300.
[0060]

(f209-2): a function of transmitting the policy evaluation request including the
user ID used in the log-in process and the service provider ID included in the
authentication collaboration request to the authentication collaboration policy evaluating
unit 210 when the log-in process is successfully performed by the IDP authentication
collaborating unit 208.

[0061]

(f209-3): a function of transmitting the account collaboration request including
the user ID and the service provider ID included in the policy evaluation request to the
IDP account provisioning unit 211 when the determination result included in a policy
evaluation response received from the authentication collaboration policy evaluating
unit 210 represents permission.

[0062]

(f209-4): a function of transmitting the IDP authentication collaboration
execution request including the service provider ID and the user ID included in
operation completion included in the account collaboration response transmitted from
the IDP account provisioning unit 211 to the IDP authentication collaborating unit 208.

[0063]
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the determnation result to the authentication collaboration handling unit
* 209 ‘of the transm ssion source of the policy evaluation request. [0069]
The | DP account provisioning unit 211 receives the account collaboration
request fromthe authentication collaboration handling unit 209, and
execut es account provisioning on the service provider device 300.
Specifically, for exanple, the IDP account provisioning unit 211 has the
followi ng functions (f212-1) to (f212-8). [0070] (f211-1): a
function of re@he aghaoretiont eflaharatien polidyheyalmatng anit 210receivés thepvhey SP user
setting rule store 204 based on the service provider IDincluded in the

t ransmi t ¢eduation eequestCiodrh alxoaalidndivatiomciodiaborafi@Oiahidling unit 209,(ahd11- 2) : a
function of reading the deletion target account information 207a fromthe

del et i OnprasaRtpodes SkiMiatith WaSed2dh/thb aG@entatibh Colf®oMitiot pplieV2ERIwHith i ncl uded
in the transmtted account coll aboration request. [0075] (f211-3): a

functi onisQfefidedit ddvaskce dn@ThaeR BsdMhedpeMen able 28PRdI BigbciRARy, them names and
user attribute partial information including an item val ue associated with

the i tem naoe: LEAMANBMEEH palidy LWaHkGink 0ARL IR hiRe £QkAvihd BlnddbRg the user
Din Pﬁe I %

| D mat ching the user | DP user repository 201 based on read sone
item na x] 1¢4§€er | D included in an account collaboration request
nessageha§1@ 9u}@f r

[0064]

(f210-1): a function of reading the user attribute information 201a from the IDP
user repository 201 based on the user ID included in the policy evaluation request
transmitted from the authentication collaboration handling unit 209.

[0065]

(£210-2): a function of reading the authentication collaboration policy
information203a from the authentication collaboration policy store 203 based on the
service provider ID included in the policy evaluation request transmitted from the
authentication collaboration handling unit 209.

[0066]

(f210-3): a function of reading the service use status information 202a from the
IDP service use status store 202 based on the user ID included in the policy evaluation
request transmitted from the authentication collaboration handling unit 209.

[0067]

(f210-4): a transmission permission determining function of determining
whether or transmission of service data is to be permitted according to whether or not
the affiliation or appointment included in the read user attribute information 201a and
the read service use status information 202a match the affiliation and appointment

represented by the read authentication collaboration policy 203a.
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[0073] (f211-4): a function of issuing the authentication collaboration ID
"shar'ed between the service provider device 300 identified by the service
provider ID included in the account collaboration request and the subject
devi ce 200. [0074] (f211-5): a function of adding "account
registration" to the acquired user attribute partial information as an
operation instruction, adding "account del etion" serving as an operation
instruction and the issued authentication collaboration ID to the acquired
del eti on[@@8Het account informati on 207a, and generating an account
provi si oni ng request (an account coll aboration request nessage). [0075]
(f211-6): a fuf10-6h adfunéticansgntahimiting the paticpenuluatioh lrespotisktinclndihgquest
nmessage to the service provider device 300 of the transm ssion source of

t he aut heftdetstinimifios ¢suRE ARt dueRnfi€MioaTollaR& T handling unit $§P3flthe) : a
function of registering the authentication collaboration ID to the user

attri but gahdmisdismidueee AARepblnsl svaREidbrdyigst] DP user repository 201 based on
the service provider ID and the user IDincluded in the operation

conpl et i 6ﬁgen an operation conpletion of an SP user repository 302
includingn{ service provider ID of the service provider device and the

user 1D incl Ud?ﬂe gglzg{:}g)bl@‘é%%ﬁlwﬁlﬁq&é@és tfl@g&B{fﬁtcjoﬁgbdr i otified from

t he servi c_e provi e transm ssi on source of the account
col I abor 9etq|u8sq frro?rg{'fl%sahthrgﬂaﬁéa%%g 'co{la)%zgtlon handling unit 209, and executes account

provisioning on the service provider device 300. Specifically, for example, the IDP
account provisioning unit 211 has the following functions (f212-1) to (f212-8).
[0070]

(f211-1): a function of reading some item names of the user attribute from the
SP user setting rule store 204 based on the service provider ID included in the
transmitted account collaboration request.

[0071]

(f211-2): a function of reading the deletion target account information 207a
from the deletion target account store 207 based on the service provider ID included in
the transmitted account collaboration request.

[0072]

(f211-3): a function of acquiring item names matching corresponding some

item names and user attribute partial information including an item value associated

- with the item name from the user attribute information 201a including the user ID
matching the user ID in the IDP user repository 201 based on read some item names and
the user ID included in an account collaboration request message.
[0073]

(f211-4): a function of issuing the authentication collaboration ID shared
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(f211-8): a function of transmtting the account collaboration response
"representing the registration conpletion and the operation conpl etion of
the user repository to the authentication collaboration handling unit 209.
[0078] The service use status managing unit 212 includes a service use
status acquiring unit 214 and a deletion target account deciding unit 215.
[ 0079] The service use status acquiring unit 214 transmts a use
status acquisition request to the service provider device 300. Further, the
servi ce betsvest dteusracoprovidagdavidet 30D ideraif@gdiby abe $didcel pvidea D snadiidedhe
service provider device 300 transmtted fromthe service provider device
300 baseth the attvaintisdlabbatius rapestiand thewubjeetidiesde, 208nd updat es t he SPI DP
service use status store 202 based on the acquired use status. [0080]

The del efogma]target account deciding unit 215 decides a del etion target
account based on the acquired use status, the user attribute information

201a, and the gel elis).QNfuh&MHEIT 8RS heduROlebkitadPab thd 248H¢d user Wen a
predeterm ned tine conmes, the trigger 213 requests the service use status

acqui 1 i ngraifich patdl fordfoR 8 ¥ GRriiRR iALAINS BARGI A0 @t 0 acqui re

the use status of the service provi evice 3 n other words, the

trigger eldins"R0% Wplritisn Hx%&u&}o?ﬁak&ﬁéfie;&{{eg%&Eﬁ%ﬂti%%ﬁ%h%r&ﬁﬁ%% th@ the

service use Status acqul ri ng uni

acquired deletion target account information 207a, and generating an account
provision_ing request (an account collaboration request message).
[0075]

(f211-6): a function of transmitting the account collaboration request message
to the service provider device 300 of the transmission source of the authentication
collaboration request.

[0076]

(f211-7): a function of registering the authentication collaboration ID to the
user attribute information 201a included in the IDP user repository 201 based on the
service provider ID and the user ID included in the operation completion when an

.operation completion of an SP user repository 302 including the service provider ID of
the service provider device and the user ID included in the user attribute partial
information is notified from the service provider device 300 of the transmission source
of the account collaboration request message.

[0077]

(f211-8): a function of transmitting the account collaboration response
representing the registration completion and the operation completion of the user
repository to the authentication collaboration handling unit 209.

[0078]
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Upon receiving the use status acquisition execution request, the service
‘use ‘status acquiring unit 214 acquires the service use status fromthe
service provider device 300. For exanple, the trigger 213 nay be set
according to a cycle. In other words, the trigger 213 may be an action that
is perforned at predetermned tine intervals such as a re-connection action
of an authentication session between the |ID provider device 200 and the
service provider device 300. [0083] Meanwhi | e, the service

provi der devi c&h88&viee ave stethis manegivg arit Q$2 thdhydet Agervieruse stadisi ncl udes a
service data communicating unit 301, the SP user repository 302, a service
data st ohequifidy uin2 SParkied ddleonuapesic@bl debidig Bi2152 verification policy
store 305, an SP authentication collaborating unit 306, a service use

stat us preo7ogli ng unit 307, and an SP account provisioning unit 308. [0084]
The service data comunicating unit 301 has a function of transmtting an

aut henti cati onThek&pickned H4Qd abdhinSeHiY o LR B staffiue lisigighl service
data 303a in the service data store 303 which wll be described later to

th i d i J: .. itted
from ¢ he s Bed e SRRSO AARE i REH AL SANEERRET LT DE

| at . . i j {4

|t o1 mat At 24 acquires thetRE stlus TR LFNOPH0er dRASIR Eehiiiddal e (o

i dat icati it, 3Q1l. S ifically, the SP it

(o user e BRRE G PR 00 st srdne mseli s Msin et apd BidnfsdBY > ' O

ttribut tial inf ti 2a | ich . it i at ed
mith renPhaf hediop ue deiR SR et pn M Bt e s un anong. 1t om names.
and itemyval ues of the user attribute included in the user attribute

i nfor rra{ni[Qﬂ%OgOla in the |DP

The deletion target account deciding unit 215 decides a deletion target account
based on the acquired use status, the user attribute information 201a, and the deletion
target decision policy 206aA.

[0081]

When a predetermined time comes, the trigger 213 requests the service use
status acquiring unit 214 of the service use status managing unit 212 to acquire the use
status of the service provider device 300. In other words, the trigger 213 transmits a
use status acquisition execution request to the service use status acquiring unit 212.
[0082]

Upon receiving the use status acquisition execution request, the service use
status acquiring unit 214 acquires the service use status from the service provider device
300. For example, the trigger 213 may be set according to a cycle. In other words,
the trigger 213 may be an action that is performed at predetermined time intervals such
as a re-connection action of an authentication session between the ID provider device

200 and the service provider device 300.

[0083]
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user repository 201 is associated with the SP side user ID identifying the
‘user in the subject device 300 as illustrated in FIG 9. [0086] The
service data store 303 stores the service data 303a as illustrated in FIG
10. The service data 303a is arbitrary data transmtted to the user

termnal 100 as a target of service provision (service data transm ssion)
by the service provider device 300. [008] [0087] The SP service use
status store (a second service use status storage unit) 304 stores service
use status i nfMeaBitiRNthdQdsviodprovidesdevideID0Trevites Dierdics asedisahpuset] ded by
the service provider device 300 for each user. [0088] I n ot her

wor ds, t bed Blludes ¥ kéreicd dataToainimi&kiat anit 041 the SR aisétepdiaBry 302€amanagenent
tabl e 202aA storing a service use status of each user at the service

provi der sGoxk a8ta3file S0H GnAIsc18e hid it AEBOH IRAFUGER boliGRisre3022B.
[ 0089] As illustrated in FIG 11, the SP service Use status store
304 St 0T G5 5P olfiRhoisi8n KBHIPHER unl oS 30 Lo !
managemnent tébﬁ% §04a%. The usg#muse h%%%é@ﬁ%ﬁ?g?gganﬁ@%gﬂﬁag?ﬁéﬁdthe use
status o rvice. i de vice 300 representing any one of "service
in use" %%%?%géﬁ?yhégpﬁgﬁﬁ%g%%gﬁfssion of the service data 303a is
pernittegxm"fervice unused" representing that transm ssion of the service
data 303a 1s'not permtted, "service use suspension" representing tenporary
suspensi on of ansnm ssion permnm.ssion of rvice data.based on a tenporary
suspensi on rquﬁgfaY@8§W9éﬂgWWHW?%H§“Hgépfgg? flon pHITanspYingap i ce use
end" based.on.the use en?({gﬁuest received fromthe user termnal 100 in
associ at PYRCRiiceHOR fkep tnsfudep)In p serigp execution reqygstiapd servigedlatpiD3agnthes of t he
service provider device 300 is stored in association with the | ast use date
and ti nmeSawiseopi@ stars RUZubichnwilihe dopcribied 1afewto the pseatraminabA00 brsedwser use
managenent table 304aA wites the use status of the user |ID for each ID of
the I D pthoserse exegitian raesst agsmitted frem the SP putherfidation coldaborasing 200 ar e
provi ded.

306 which will be described later.

[0085]

The SP user repository 302 stores identity information of the user using the
service data to be transmitted by the service data communicating unit 301.
Specifically, the SP user repository (a user attribute partial information storage unit) 302
stores user attribute partial information 302a in which some item names are associated
with item values based on the SP user setting rule 204a among item names and item
values of the user attribute included in the user attribute information 201a in the IDP
user repository 201 is associated with the SP side user ID identifying the user in the -
subject device 300 as illustrated in FIG. 9.
[0086]

The service data store 303 stores the service data 303a as illustrated in FIG. 10.
The service data 303a is arbitrary data transmitted to the user terminal 100 as a target of

service provision (service data transmission) by the service provider device 300. [008]

[0087]
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[ 0091] The in-use nunber managenent table 202aB wites the in-use nunber
"representing the nunber of in-use services represented by the use status in
t he user use managenent table 304aA in association with an upper limt

val ue of the in-use nunber which is set in advance as illustrated in FIG
11. [0092] The verification policy store 305 stores an

aut hentication assertion verification policy including an authentication
scherme nanme of the log-in process for permtting transm ssion of the

servi ce dat a 30BaSRamict luee $tatys storgaceessl seevisucesttisdtérygpeniH)d0ded and a
signature verification key corresponding to a signature generation key of
t he | D pstones davicdase stetu? Qifoasation| A0da maii ehdis iamsébt@us bP a sévidetpeowdehiayt ur e
verification key, for exanple, of a pair of the public key and the secret
key in tine spivideipgoki@sr deficp300 ¥t ¢aoh utdre public key nmay be used. [0093]

The SP aut hentication collaborating unit 306 has a service provider

functi onjopkgt he SSO (single sign-on). Specifically, for exanple, the SP
aut henti cation collaborating unit 306 has the follow ng functions (1306-1)

to (1306-4). [RQAMdr words, the SE 380Re Lk starub Yided 30ust&fes HRLREMRI Ng whet her or
not the service request includes the authentication token when the service

request | i f : : ] J3Ln N :
aut hent i @2?%%%0%@% jaogg}\ ESE’S“%Z%{J&?@S? gét%OSa_ fﬁnﬁ%l?lgmg%trsslﬁggtpgg\{lgerst ore

303 to tH{{,ﬁ&sﬁfoﬂi{{ﬁdqﬁ%i&s%n%%rh%n?e{&%}a%{g%@%t hat the service request

i ncl udes e au cation token n ransmtting the authentication
col | aborg%)iggﬂ request including the service provider ID of the subject
device 3 and the address information of the user termnal 100 to the ID

proovi der devi cg. R0 41ST o 5 ASBLILACA. LB 05 SFA Y8 £ Sygsd does ot
management table 304aA and an in-use number management table 304aB. The user
use management table 304aA writes the use status of the service provider device 300
representing any one of “service in use” representing that transmission of the service
data 303a is permitted, “service unused” representing that transmission of the service
data 303a is not permitted, “service use suspension” representing temporary suspension
of transmission permission of service data based on a temporary suspension request
received from the user terminal 100, and “service use end” based on the use end request .
received from the user terminal 100 in association with the user ID.
[0090]

Further, the use status of the service provider device 300 is stored in
association with the last use date and time and the disk use amount of the user. In
addition, the user use management table 304aA writes the use status of the user ID for
each ID of the ID provider device when a plurality of ID provider devices 200 are
provided.

[0091]

The in-use number management table 202aB writes the in-use number
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. (f306-2): a verification function of verifying each of the authentication
'schéme nane and the digital signature included in the authentication
assertion 208a based on the authentication schene nane and the signature
verification key in the authentication assertion verification policy in the
verification policy store 305 when the authentication coll aboration
response is received fromthe I D provider device 200. [0096]
(006-3): a function of issuing the authentication token when the
veri f i catapossentgmuthe nimbel ¢f ivaise servicOO&ptesented by thefud6tatiis:in ¢hefusactseon of
transmtting the service execution request including the issued
aut hent i aahagemenotable H4dAtihassaduties svithrihatppat limit vafuetofi¢heliaarse nomberded i n
the authentication collaboration response received fromthe |ID provider

devi ce 2QMidhds kdten a@v¥ante€ & MakwateOIMIG. ¢at i ng unit 301. [0098] Upon
receiving a use status acquisition request fromthe service use status

acquiringoenit 214 of the ID provider device 200, the service use status
providing unit 307 has a function of searching the SP service use status

store 304 baseqpoPedfi&rys 561iée}[%t81‘3%|0'9 defled e[?lf duientBQioil Rldtford VATRAISS! ON

request, and transmtting theé use status of the service provider device 300

obt ai nedpleca;iFlgluaﬁi raﬁ!&uthkg&,ga%l)n scheme nanitofthe ?ogglggil?gyce% ﬁ)‘f%)%f‘nggh%g uni t 308

perfornms account provisioning on the SP user tory 3 S on the

account | | ration. regues ssage . ecei.-ved fromthe | aceoun
o ovi o1 ofiTgTaPToLAR G Rk pi s oGl Ploceo8 iy REERH
e service use s

PO 9 A 65 SRR Sl iR 17 R Pased on
provider device 200 as illustrated in FIG. 12. As the signature verification key, for
example, of a pair of the public key and the secret key in the public key cryptosystem,
fhe public key may be used.

[0093]

The SP authentication collaborating unit 306 has a service provider function of
the SSO (single sign-on). Specifically, for example, the SP authentication
collaborating unit 306 has the following functions (f306-1) to (f306-4).

[0094]

(306-1): a function of determining whether or not the service request includes
the authentication token when the service request is received from the user terminal 100,
transmitting the authentication token and the service data 303a in the service data store
303 to the user terminal 100 when it is determined that the service request includes the
authentication token, and transmitting the authentication collaboration request including
the service provider ID of the subject device 300 and the address information of the user
terminal 100 to the ID provider device 200 when it is determined that the service

request does not include the authentication token.

[0095]
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[ 0100] Specifically, for exanple, the SP account provisioning unit
' 308 'has the followi ng functions (f308-1) to (f308-5). [0101]

(f308-1): a function of checking operation information included in the
account col |l aboration request nessage when the account coll aboration
request nessage is received fromthe |IDP account provisioning unit 211 of
the 1D provider device 200, issuing a new SP side user |ID when the
operation information is "account registration,” and registering the issued
SP si de user | @Benmad):aherifisationafunctidnaferepfiring edchiofftly avdhdantinatR@Zshéme| uded i n
t he account coll aboration request nessage to the SP user repository 302 in
associ at nane wnd the dagital sighanre ihéliid&] in the authentichtdtiBasRgrtiom 208misdsedon tife
searching the SP user repository 302 based on the user ID (the deletion
target ag@Beétichtibmnsdhusledame ahlleher@init velfitatidakay ifhe hoGeRgdatiBRSsage when
t he operation information included in the account collaboration request
message hgertidglvetifiedtion palidy detheveRficdtion pesey staid J0ShMiced thehithalticafibor mat i on
302a of the search result. [0103] (f308-3): a function of searching
the SP USA[abbRIABH rdsPbiseIOfecbREE HoftihE 18 prsRlier devicBebided in the account

col | aboration request nmessage when the operation information included in

t he accoan6follaboration request nessage is "update," and updating the
user attribute partial information 302a of the search result. For exanple,
t he operation j R{TAtd on. " y Lhoval i di - at this
time, the SP afg@g%?%ﬂygéFgﬁgﬁgﬁg%J%??ﬂgﬁﬁﬁégg?%ﬁég%?E£Q§B¥H§%?QPepository
302 basegmgpi§4y%éﬁ%er I D included in the account coll aboration request
nmessage, and changes a valid flag (not illustrated) included in the user
attributf(ﬁzftial information 302a of the search result to "false.” [0104]
Furt her, q account invalidity may be included in the operation

I nformation d?fg (%-h? r;l. function of transmitting the service execution request including the
issued authentication token and the address information of the user included in the
authentication collaboration response received from the ID provider device 200 to the
service data communicating unit 301.

[0098]

Upon receiving a use status acquisition request from the service use status
acquiring unit 214 of the ID provider device 200, the service use status providing unit
307 has a function of searching the SP service use status store 304 based on the user ID
included in the use status transmission request, and transmitting the use status of the
service provider device 300 obtained by the search.

[0099]

The SP account provisioning unit 308 performs account provisioning on the SP
user repository 302 based on the account collaboration request message received from
the IDP account provisioning unit 211 of the ID provider device 200. The SP account
provisioning unit 308 updates the SP service use status store 304 based on the account

collaboration request message.

26



[010Q5] (f308-4): a function of updating the SP service use status store 304
'baséd on the user IDincluded in the account collaboration request nessage
and the operation information after an operation of the user repository.

[ 0106] For exanpl e, when the operation information is "account
registration,” the user ID and the use status "service in use" are witten
in the user use managenent table 304aA as a new use status. At this tine,
when the corresponding user IDis present in the user use managenent table
304aA, tHH00se status is updated. [0107] Further, when the operation
information is "deletion," the use status of the user IDwitten in the
user use nmanag8penificdlybfoe e381ple, ths SPheogmt ptovisieeny utie3Whhmsate " [ 0108]
(f308-5): a function of notifying the ID provider device 200 which is the

transm ssilwifg Ametors (30816 BO8LS)col | aboration request nmessage of
operation conpletion including the user IDincluded in the operated user
attributepaqtial information 302a and the service provider ID of the

subj ect device 300 and store update conpletion after an operation of the SP

user repository3gal) ad‘ﬁn&mf‘ach@élﬂngsgpe?‘&t?d?ﬁﬁ?orﬁ’igﬁéﬁfdcﬁﬂ)edﬁfthUﬁ@co‘%erlt service
use status store 304 [0109] Next, an operation of the authentication

col I abor adjifra2i8 refielaytRted Vbﬁerfaljﬂg\é@count collaboration request message is

received from the IDP account provisioning unit 211 of the ID provider device 200,
issuing a new SP side user ID when the operation information is “account registration,”
and registering the issued SP side user ID and the user attribute partial information 302a
included in the account collaboration request message to the SP user repository 302 in
association with each other.
[0102]

(f308-2): a function of searching the SP user repository 302 based on the user
ID (the deletion target account) included in the account collaboration request message
when the operation information included in the account collaboration request message is
“deletion,” and deleting the user attribute partial information 302a of the search result.
[0103]

(£308-3): a function of searching the SP user repository 302 based on the user
ID included in the account collaboration request message when the operation
information included in the account collaboration request message is “update,” and
updating the user attribute partial information 302a of the search result. For example,
the operation information “update” means account invalidity, and at this time, the SP
account provisioning unit 308 searches the SP user repository 302 based on the user ID
included in the account collaboration request message, and changes a valid flag (not

illustrated) included in the user attribute partial information 302a of the search result to
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_described configuration will be described with reference to FIGS. 13 to 23.
The foll owi ng description starts froma state in which a system environnent
in which the SSO is possible between the I D provider device 200 and the
service provider device 300 is given, an account of the user belonging to
an organi zation of the ID provider side is not registered to the service
provi der device 300, and authentication is not collaborated yet. [0110]

The description will proceed in connection with an exanple of a typical
process ffalssfiich in this state, when the user makes the service request,
the 1D provider device 200 determ nes whether or not the authentication

col | abor fali0dh policy 203a is satisfied, and when it is determ ned that the
aut henti cati on coll aboration policy 203a is satisfied, the user's account

i s registered Forthdrethsacauarinpaliditydasy beitchded GOths ogeratiswirdfbatatione SSO i s
execut ed between the I D provider device 200 and the service provider device
300, and«gdheigervice data 303a is transmtted fromthe service provider
device 300. [0111] Thereafter, the description will be divided into
service @5t at us acquisition (S11 to S19) of step S10, user

aut hentication (S21 to S27) of step S20, authentication collaboration

policy eval uatsggos-aﬁ%lfuh&io%?tﬁ?upe&tj@tﬁ@sﬁ%&wi&%egﬁhs%ﬁiré 39pallien (S41 to
S49) of step 0, and authentication collaboration (S51 to Sb8) of step S50

O . . . : . Csiti ;
tep StoSTsEr D el iy accpunt cotfsblylion R Efecie BUMHGAEM O 00 3
f FIG . LG di Fl. 15. [0112 I t S11,

3/hen a p#ggé?gioﬁﬁztgg%@%&f%eﬁgfé%%g£CPQ%&%‘f th[e I D ]provi der dgviScZDZOO

requeststyﬁ%]service use status managi ng unit 212 to execute use status
acquisitl ~1In the present enbodi nment, the trigger 213 is set to 12:00,

April 1st, 2011. [01l1 In. step S12, upon receiving the use status
20qUl i &1 on- exERLATEH 5B dhe RGO ERERFGS SguniiRES LRI, CHoUSE St at Us
acquiring unit 214 of the serviceg use status nmanaging unit 212 requests the
servi ce H2an4 theruss sisfusySeVirg KT aspwrigen imiBe Yasrise Bapagsmeattablfevi ce 300 to
acquire the use status. In the present enbodi nent, the user status
acqui si t P84 ayuBew upesstafysundtithisgime wheaiBaparresponsling uses IR hepresany inc e
provi der device 300 having the service provider |ID of SP (1). [0114]
I n step 8k3iset ine isanagernent jahde 304aiy shqowsesiatiesrig upddted. 307 acquires the service
use status information 304a fromthe SP service use status store 304 of
each ser {0ldg]
Further, when the operation information is “deletion,” the use status of the user
ID written in the user use management table 304aA is changed to “service unused.”
[0108]
(f308-5): a function of notifying the ID provider device 200 which is the
transmission source of the account collaboration request message of operation
completion including the user ID included in the operated user attribute partial
information 302a and the service provider ID of the subject device 300 and store update
completion after an operation of the SP user repository 302 and update (an SP account
operation) of the SP service use status store 304.

[0109]

Next, an operation of the authentication collaboration system having the above-
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provi der device 300, and transmits the service use status information 304a
"to t'he service use status managing unit 212 of the ID provider device 200.

[ 0115] In step S14, the service use status acquiring unit 214 of
the service use status managi ng unit 212 updates the |IDP service use status
store 202 based on the received service use status information 304a of each
service provider device 300. [0116] In step S15, when the SPIDP
service use status store 202 is updated based on the received service use

stat us | géwribed tanfigdfidian viill®esiesdribed withareferéicd $o RIGRII13itd@3 UNThe 214
transmts a deletion target decision request to the deletion target account

deci di ng follviviing d&scrip@dnlsthrts from a staté th Whikh aS¥GtemlpOitonBERiiY whichithe del etion
target decision request, the deletion target account deciding unit 215

acquires SS@QS delseié Barweadk %tIDqﬁGi/laélodbvi&liogﬁna Qlﬁiasewlé’é?rot/f&r galigtioon target
deci sion policy store 206. In step S17 he del eti on target

account deglel BY aluht @f]tﬁe ﬂ§éﬂ ‘Bblroﬁgm"g h& at'SEJanR2hlisd Htthe 1H PERLAB I 201a from

the | DP user repository 2

not registered to the service provider device 300, and authentication is not collaborated
yet.
[0110]

The description will proceed in connection with an example of a typical
process in which in this state, when the user makes the service request, the ID provider
device 200 determines whether or not the authentication collaboration policy 203a is
satisfied, and when it is determined that the authentication collaboration policy 203a is
satisfied, the user’s account is registered to the service provider device 300 side, so that
the SSO is executed between the ID provider device 200 and the service provider device
300, and the service data 303a is transmitted from the service provider device 300.
[0111]

Thereafter, the description will be divided into service use status acquisition
(S11 to S19) of step S10, user authentication (S21 to S27) of step S20, authentication
collaboration policy evaluation (S31 to S36) of step S30, account collaboration (S41 to
S49) of step S40, and authentication collaboration (S51 to S58) of step S50 as illustrated
in FIG. 13.

First, service use status acquisition of step S10 of FIG. 13 will be described
with reference to a sequence diagram of FIG. 14 and a schematic diagram of FIG. 15.
[0112]

In step S11, when a preset time comes, the trigger 213 of the ID provider

device 200 requests the service use status managing unit 212 to execute use status
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- [0119] In step S18, the deletion target account deciding unit 215
deci‘des an account of a deletion target based on the user use nanagenent

t abl e 202aA and the in-use nunber managenent table 202aB updated in step
S14, the deletion target decision policy 206a acquired in step S16, and the
user attribute information 20l1a acquired in step S17. Specifically, the

del etion target account deciding unit 215 determ nes a user satisfying the
del etion condition represented by the deletion target decision policy 206a
based onatdquésitizer Iathe prioseneemhddiment, ittortrig@dra2 1364 adt éal12:00 A prilelie 2@t Ini ned
user and the service use status of the user stored in the user use
managenefl18abl e 202aA and the in-use nunber nmanagenent table 202aB. [0120]
For exanple, an exanple in which the deletion target account deciding unit
215 det er m nesld i€ SEEupsatdcsivingilie ubestaak eéduiditiGroadichii@ire et asant ed by
the deletion target decision policy 206a based on the deletion target

deci si ontheatipger 2206mé s&rvvick e stﬁtu@lﬁéc&diﬂﬁigBUﬁGEIMﬁﬂhgﬁﬁ@&@m@é\ﬂa{u@b| e 202aA and
t he in-use nunber managenent table 20 of FIG 3 will be described in

a
detail. HKiahsding WEERI BreynestUnEReNi®alkt §tfa)hseb;61\ﬁhﬁ it 309RdiHd @Ridel] "1 ast use

date and tine is nore than half a year ago"” in SP (1) of the deletion

target dprjviiePlenod 360/ 102R8aR heQUldthtus. In't Lot cHitoRnibiinge URER N satisty
a deletign cond?tion [f] g%isk use angunglﬁgyg%ébebr nnre"’ﬂ% SP (1) of the
del etion I . i S| ' 63ArarNe I.SE a deletion
condi ti o?lttdﬁl’g%géudgelgg}r' tﬁ%rgggstt 9%)%&5@\%?%% useardélgéﬁ&%ln(bn? F’?hg'séri@%ce%tﬁ&?%r of the

del etion | Sshon policy .20 X , USER B satisfies all of the
del et ond%:\g%egﬁq lgaﬁlgﬂgrtg%rseerglecﬁ é‘y l(%?qﬁ?)efsygﬁz'ti on target decision policy 206a
and t hus dﬁ ?ecided as the deletion target account. Further, when a
pluralit ﬁ del etion target accounts are present, all of the deletion

target accounts are_decided as the deletjon target account. [0122
g Fn step S13, the service use status providcl)ng unai't ?07 acquires the ser[vice usc]:

status information 304a from the SP service use status store 304 of each service
provider device 300, and transmits the service use status information 304a to the service
use status managing unit 212 of the ID provider device 200.

[0115]

In step S14, the service use status acquiring unit 214 of the service use status
managing unit 212 updates the IDP service use status store 202 based on the received
service use status information 304a of each service provider device 300.

[0116]

In step S15, when the SPIDP service use status store 202 is updated based on
the received service use status information 304a, the service use status acquiring unit
214 transmits a deletion target decision request to the deletion target account deciding
unit 215.

[0117]
In step S16, upon receiving the deletion target decision request, the deletion

target account deciding unit 215 acquires the deletion target decision policy 206a from
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In step S19, the deletion target account deciding unit 215 stores the
"deci'ded del etion target account in the deletion target account store 207.
[0123] Here, the user authentication of step S20 of FIG 13 will be
described with reference to a sequence diagramof FIG 16 and a schematic
diagram of FIG 17. The user authentication of step S20 starts when user
operates the user termnal in order to use a service of the service

provi der device 300 side. [0124] In step S21, when the user

oper at esthehlelaioe targetrdecismin pblidy storco2@er to use a service of the service
provi der device 300 side, the user termnal 100 transmts the service
request f{al18he service provider device 300. The service provider device 300
catches the service request through the SP authentication collaborating

unit 306 that undey §akelse ddatmSarpenNagenm decididgha® 215 acquires theusdrep S22,
upon receiving the service request fromthe user, the SP authentlcatlon

col | abor aiitife ilbrimatiof 2@%%&5@@%@&*}@5@%@1 the service request
i ncl udes the authentication token. For exanpl’e, when the service request

fromtherygef is a formof a HTTP request, it i s checked whether or not the
authentication token issued by the service provider device 300 is present

in a cookie i nﬁd ﬂ%g Bhd fetfSh gk tg{) G- d&ﬂé@ﬂnn@i St{égfdes WEQobiht dfS

checked that t t éntlcatlon en s pre

a deletion target based on the user use management table 202aA and the in-use number
management table 202aB updated in step S14, the deletion target decision policy 206a
acquired in step S16, and the user attribute information 201a acquired in step S17.
Specifically, the deletion target account deciding unit 215 determines a user satisfying
the deletion condition represented by the deletion target decision policy 206a based on
the user attribute information 201a related to a predetermined user and the service use
status of the user stored in the user use management table 202aA and the in-use number
management table 202aB.
[0120]

For example, an example in which the deletion target account deciding unit
215 determines the user satisfying the deletion condition represented by the deletion
target decision policy 206a based on the deletion target decision policy 206aA of FIG. 6
and the user use management table 202aA and the in-use number management table
202aB of FIG. 3 will be described in detail. First, USER_B and USER N satisfy a
deletion condition [1] “last use date and time is more than half a year ago” in SP (1) of
the deletion target decision policy 206aA.
[0121]

Next, USER_B and USER N satisfy a deletion condition [2] “disk use amount

is 5 GB or more” in SP (1) of the deletion target decision policy 206aA. Next,
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when aut hentication collaboration is finished, the service provider device
" 300 'provides the user with a service requested through the service request.
In other words, when it is determ ned that the service request includes the
aut henti cati on token, the SP authentication collaborating unit 306
transmts the authentication token and the service data 303a in the service
data store 303 to the user term nal 100 of the service request source

t hrough the service data communicating unit 301. Specifically, the SP

aut hent i USERoB satbfiestaodeddtiongounditibn BH6 ‘depanseit ts whivh wer twilamséx X it | on
request including the authentication token in the service request and the
user | D 8Bgbprofahedeletidtatdeedeniditie poliacydtlicaA. t Ahes) USER He saBfies dbofiht a
comuni cating unit 301. [0127] Meanwhi l e, when it is determned in

step S22dé¢lbadn ittt YepiesehRd bgThe dleSor@fget B€disislepbIisy 206k g tHusad | on
token, that is, when authentication is not collaborated yet, step S23 is

execut eddedifdlthe deletion tatgt 8ERENS2 Furth&e wheh ‘e{ipﬁﬁ‘alﬁl?'%\fidgl%ﬁoﬂ&\‘ééie_ 300
transmts the authentication collaboration request to the ID provider

devi ce 20Qoufs atdpresdnt, HR ofttltf@de%ﬁd?let&tg.efzé’écb%s aR deBhRel %5 {HRMH el B4 esrbetTRY be

transmtted fromthe service provider device 300 to the I D providér device
200 diregtdyinor through redirecting of the user termnal 100. The

aut henti cati on col |l aboration request includes the service provider |ID of

t he subj E@ 2E‘gvi ce 300 and the address information of the user term nal

100. [01 re, the service provider device 300 does not collaborate with

the ID provi defn step S19, the deletion target account deciding unit 215 stores the decided
deletion target account in the deletion target account store 207.
[0123]

Here, the user authentication of step S20 of FIG. 13 will be described with
reference to a sequence diagram of FIG. 16 and a schematic diagram of FIG. 17. The
user authentication of step S20 starts when user operates the user terminal in order to
use a service of the service provider device 300 side.

[0124]

In step S21, when the user operates the user terminal 100 in order to use a
service of the service provider device 300 side, the user terminal 100 transmits the
service request to the service provider device 300. The service provider device 300
catches the service request through the SP authentication collaborating unit 306 that
undertakes access management.

[0125]

In step S22, upon receiving the service request from the user, the SP
authentication collaborating unit 306 determines whether or not the service request
includes the authentication token. For example, when the service request from the user

is a form of a HTTP request, it is checked whether or not the authentication token issued
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device 200 which is one |ID provider, and thus selection of the ID provider
"is unnecessary. Wien the service provider device 300 col |l aborates with the
| D provider device 200 which is one |ID provider and so selection of the ID
provi der is necessary, the SP authentication collaborating unit 306 may
transmt an IDP list (not illustrated) listing ID provider IDs representing
an | D provider with which a relation of trust is established in advance to
the user termnal 100 in order to cause the user to select the ID provider
t 0 whi chby He sesece freldagdevickt300Hs presénten a chekie setuded imthed TR Geqdespl ays t he
IDP |ist received fromthe service provider device 300, and urges the user
to sel ecfol2bg I D provider to which the user belongs. Thereafter, the user
termnal 100 transmits the selected ID provider IDto the service provider
devi ce 300 accBurtlhdrgwhén it hechesledd thatahe aathéritatidObREY is present, that s, st ep S24,
the authentication collaboration handling unit 209 of the ID provider

devi ce 2QQeRB@h¥#R%tién BEIRDBLEIoH I BFERA, HR seRfcd fRoPideVddele 300 \pr&8de00,
starts an authentication collaboration process when it is checked that the

message kg ds@ﬁwﬁﬂ%@&%ée?r@(ide@ﬂ%d Gbh APHRENRR LQRLES tn R Wor ADSRLA & e user

aut henti cation request including the address Infornmation of the user

e AR L BEREL GO ORLLMLARGRUES O (8
eSS0 LDl USR0S AR SRR RTERIROC o

h h i | f t.h i i | | i handl | it 209.
L R T e R
t he | DP t hent i t] ol l.ab ti it 2 t t -

e B GRS C Rt 0l e A8, /SRS e R P oceos

aut hentication request. In the log-in  process, the | DP authentication

col | abor a¥theRjication collslorating ypit 306 frapsmigythe serv 1§ FEeqution reqyest Brding i nal
100 based on the address information of the user term nal 100 included in

t he tran#hfiautheatication takanya khq seatiporeqnesged the usarglDiesspeipted atdle t he user 1D
and the user authentication information received fromthe user term nal 100
based onauthentigstien tolen taithe servirgsiateaorosnmunicating|upit 30der repository 201. In
the present enbodi nent, authentication is assunmed to be performed based on
a user | MI2UBER A" and a password "PASS A" received fromthe user term nal
100, and the user authentication is assuned to be successfully perforned.
[0132] Mdanwhidq vaf, it iskletelhDRed uh biepSR2 diat dre seoli¢cakquat dowg noni t 208
determ nes whet her or not account information of the user that has

successf iddidel thg@abertitaticn @kes et is, WHehautheh®dation id wot@ellabdestedipét, st ore 207,
and del etes the correspondi ng account fromthe deletion target account
store 20¢eplen id &icendmt i on of the account that has successfully logged in
is present. In the present enbodi ment, since "USER A" does not remain
registergﬂ2@? the deletion target account store 207, the deletion target
account store 207 is not updated. [0133] In step S27, when the

|l og-in pr ocesshpgtflfggjé Reriite h‘)%cg:gg&f[dké YoPEhdsHif¥RHe a&tﬂ&uti{ggﬁc{r} cation

aut henti cation co rating unit ransmts a user aut

compl et Qi £l 0l ReSAIL L AYM IR 300 A0 UM Se el dBubiagd 10 the

| og-in process an representing authen i‘'on success to the

aut hent | %gltla{b%patﬁ)%lré:cﬁlbe(s)trlggyl' L trerl.]n(’j“srr]nq{'té:crI ﬁorlfllrﬁlé[: sezrgl%'e provider device 300 to the ID

provider device 200 directly or through redirecting of the user terminal 100. The
authentication collaboration request includes the service provider ID of the subject
device 300 and the address information of the user terminal 100.

[0129]

Here, the service provider device 300 does not collaborate with the ID provider
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[0134] Through the above process, the user authentication (S21 to S27) of
"step S20 ends. [0135] Next, in the authentication collaboration
policy evaluation of step S30, after the user authentication ends,
aut henti cati on coll aboration policy evaluation is perforned using the user
use managenent table 202aA, the in-use nunber nmanagenent table 202aB, the
user attribute information 20l1a, and the authentication collaboration
policy 203a as input values, and perm ssion is given on the service request
of the udeiice Alewkiah issone IDhmoeudeh and ihmaseloctionadfitidBY ptovater ol i cy eval uati on
of step S30 will be described with reference to a sequence diagram of FIG
18 and aumthewsatyl ¢ Whengheaseroice ptdsidet Aevic® 366 bollabotitesprifiSthe IDRovider
aut henti cati on col |l aboration handling unit 209 anal yzes the user

aut hent i gati¢erZ0000RiRh & drRNMDHSSideCard RFBIECciSE6H the 1B pegvide? {s neddskaghecks t hat
the |l ogin process has been successfully perfornmed. Wen the | og-in process

has beentpcaftifdnttAtonRERSAREL uin®EMh P 8Rkdntiahd AP 6§ (heinuatkayy handling
unit 209 transmts the policy evaluation request on the user's service

request H&ir{%g‘tbi ﬁiawaemﬂsq%&;eg%t% lahaP r@\‘;ihgrr\vﬁ?l%lvihﬁ% aer\éﬁgHﬁlﬁ{”ﬁ'ﬁsé‘f it 210. The

policy eva on request es the user acquired | 0g-in

process gl ki ﬁ%ﬁvaﬁé&% tHeSusef &SP 0Fin! JfierdG QB ki ARE: LNRIRERY 1HE
provider IDiInt t

e aut hentication COFf aboration request.
provider to which the user belongs. At this time, the user terminal 100 displays the

IDP list received from the service provider device 300, and urges the user to select the
ID provider to which the user belongs. Thereafter, the user terminal 100 transmits the
selected ID provider ID to the service provider device 300 according to the user’s
operation.

[0130]

In step S24, the authentication collaboration handling unit 209 of the ID
provider device 200 analyzes a message directed to the ID provider device 200, starts an
authentication collaboration process when it is checked that the message is the
authentication collaboration request, and transmits the user authentication request
including the address information of the user terminal 100 in the authentication

~ collaboration request to the IDP authentication collaborating unit 208. However, when
it is checked that the message is not the authentication collaboration request, the
message is re-transmitted to a destination desired by the service provider device 300
through intervention of the authentication collaboration handling unit 209.
[0131]

In step S25, upon receiving the user authentication request, the IDP
authentication collaborating unit 208 executes the log-in process for identification and

authentication of the user based on the user authentication request. In the log-in
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[ 0137] Thereafter, through steps S32 to S34, the authentication
"col I'aboration policy evaluating unit 210 collects information necessary for
eval uation of the authentication collaboration policy 203a. [0138]

In step S32, the authentication collaboration policy evaluating unit 210
reads the service use status 202a fromthe | DP service use status store 202
based on the user [ID and the service provider ID included in the policy
eval uati on request. However, step S32 is not perfornmed when static policy
eval uat i process, tiedDBtagthenfigti®g]collaborating ust 208 rirasmits theeg-irsraquéesDta thad i n
step S32 is assuned to be USER A, and the service provider device 300

r equest edsdpyertmtineal 16@ based oadbe adtiess infoem8kon(df)the it &dininal 100 included &t ep S33,
the authentication collaboration policy evaluating unit 210 reads the user
at tri but ¢helthihemitediuger afHentitativi redieest, BRI mstBéntica@ee gidweyIPaxd thasese on t he

user ID included in the policy evaluation request. [0141]
authentication information received from the user terminal 100 based on the user ID and
the password in the IDP user repository 201. In the present embodiment,
authentication is assumed to be performed based on a user ID “USER_A” and a
password “PASS A” received from the user terminal 100, and the user authentication is
assumed to be successfully performed.
[0132]

In step S26, the IDP authentication collaborating unit 208 determines whether
or not account information of the user that has successfully logged in is present in the
deletion target account store 207, and deletes the corresponding account from the
deletion target account store 207 when information of the account that has successfully
logged in is present. In the present embodiment, since “USER _A” does not remain
registered to the deletion target account store 207, the deletion target account store 207
is not updated.

[0133]

In step S27, when the log-in process of step S25 is successfully performed, the
IDP authentication collaborating unit 208 transmits a user authentication completion
(log-in completion) message including the user ID used in the log-in process and
information representing authentication success to the authentication collaboration
handling unit 209.

[0134]
Through the above process, the user authentication (S21 to S27) of step S20

ends.

35



.In step S34, the authentication collaboration policy evaluating unit 210
reads the authentication collaboration policy 203a fromthe authentication
col | aboration policy store 203 based on the service provider ID included in
the policy evaluation request. In the present enbodi nent, anong the

aut henti cation coll aboration policies 203a of FIG 4, a first

aut hentication collaboration policy (a policy when SP (1) is used) 203aA
related to Ain FIG 4 is read as a search result. [0142] In step
S35, whet0Sdtic policy evaluation is executed, the authentication

col l aboration policy evaluating unit 210 perforns the policy eval uation
process of det &ert, i thg authehtietion coliakbordtioaeiicy svabimtioh dfkepSS0yafee titat a 303a
is to be permtted according to whether or not an affiliation and

appoi nt magdr authehticheidn iends, bethemtation telldbuiagioh pbocynatalfion slserfoemed i N st ep
S33 match an affiliation and appoi ntnent represented by the authentication

col | abor @king thenkt §36 M43aémeRasble D0ZAAE RhSRuse MiAb3l maRYRMRA: tapfleen acti ve

policy evaluation is executed using the user use managenent table 202aA of

step S32p0p4B, itkyulY aluitiié Mforntutior 2044, @dd RRSAfh SRR RBLNdrEGotsRicst at us
202a, the user attribute information 201a, and the authentication

col | abor aps.04 i@ t%lhe&%@%eﬂﬁﬂkibﬁ%%i%}f QreR sért\z?o‘ésreé%ét oftidus@nd S34. [0144]

For exanple, policy evaluation of ep S35 w Il be scribed i n connection

with the P . epr t i i l,abor ati on
policy 2ggg%fiﬁ%rhglesag%flé%%ﬁg%8@%%%%3)8@@%% {ﬁiﬁ%éﬁ?{ﬁ%gp g’%geb% ined in the
aut hent i I I ratlo ol.i cy:. 203aAci vance 4]..18._nat fined in
case of g? %’fp |B§d %%hr%%él\%%}oué; 6?13%1 Cfé déazr%ml’ﬁltOfngbgﬁe%%eads Cil né%tﬁce(?m A n%f t he

col | ect e% qs% use managenent table 202aA and the user attribute
informat'6 " 201a all satisfy the service use conditions as follows. As a
result, rf(?l%%ﬁ ssion is given on the user's service request. [0145]

In step S31, the authentication collaboration handling unit 209 analyzes the
user authentication completion message transmitted in step S27, and checks that the log-
in process has been successfully performed. When the log-in process has been
successfully performed, the authentication collaboration handling unit 209 transmits the
policy evaluation request on the user’s service request to the authentication
collaboration policy evaluating unit 210. The policy evaluation request includes the
user ID acquired in the log-in process of step S25, that is, the user’s IDP account and
the service provider ID in the authentication collaboration request.

[0137]

Thereafter, through steps S32 to S34, the authentication collaboration policy
evaluating unit 210 collects information necessary for evaluation of the authentication
collaboration policy 203a.

[0138] |
In step S32, the authentication collaboration policy evaluating unit 210 reads

the service use status 202a from the IDP service use status store 202 based on the user
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[1] of the authentication collaboration policy 203aA: the authentication

" col I'aboration policy 203a represents that a departnment to which the user
belongs is X. To this, as illustrated in FIG 2, a department of USER A in
the user attribute information 20la is "X departnment."” Thus, USER A
satisfies the condition of [I] in the authentication collaboration policy
203a. [0146] [2] of the authentication collaboration policy 203aA:
the authentication collaboration policy 203a represents that a division to
whi ch t hiD aséthelzetvicegsovigeryID iholudhd & thapolity exsdluatibe dequestFl Bowver di vi si on
of USER A in the user attribute information 20l1a is "Y division." Thus,
USER_A sstep $B2 éssndt perfommd whenstaifc folicy iemalifitéonasekentddcat i on col | aborati on

policy 203a. [0147] [3] of the authentication collaboration policy
203aA: thm3euthentication collaboration policy 203a represents that the
user's appointnent is an appointnment of Z or nore. To this, as illustrated

in F' G 2, an gRRMIHTRIY uRt IVRED ift st SBQQS HaBhedtd bd DYER Anfnﬂﬂl‘i%t' on 20la
is "Z appointnent." Thus, the condltlon of [3] in the authentication

col I abor @érlffag ASS c?eq)ﬁe%gg’goé ?qu fbﬁlg usérq;&%lé\maegtt%be SP fl)] of the

aut henti cat | o | abor at1 on 3aA enti1cation collaboration
policy 268830 ]{epresents that the nunber of in-use accounts is not |arger
than an tpper limt value. To this, as illustrated in FIG 3, the current

Iaz;:iu?lgt nrgtr)g;r R{%fgj;s%%)thé eput}gen?l at10 ucso(i'.l F rgggx% R%@%%ﬁ%ﬁ%g Eﬁﬁbﬁ) ZgééB 's 10
condi tio eol.{selllaié'it;upe itnpo?'m%Hon 38 lta f(r:at Itl?e IIS:[puser rep051 r}O‘?%ase% e Gser®

sati sfi ed.

ID included in the policy evaluation request.
[0141]

In step S34, the authentication collaboration policy evaluating unit 210 reads
the authentication collaboration policy 203a from the authentication collaboration
policy store 203 based on the service provider ID included in the policy evaluation
request. In the present embodiment, among the authentication collaboration policies
203a of FIG. 4, a first authentication collaboration policy (a policy when SP (1) is used)
203aA related to A in FIG. 4 is read as a search result.

[0142]

In step S35, when static policy evaluation is executed, the authentication
collaboration policy evaluating unit 210 performs the policy evaluation process of
determining whether or not transmission of the service data 303a is to be permitted
according to whether or not an affiliation and appointment included in the user attribute
information 201a read in step S33 match an affiliation and appointment represented by
the authentication collaboration policy 203aA read in step S34.

[0143]

However, when active policy evaluation is executed using the user use
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As descri bed above, authentication collaboration policy evaluation on the
"user's service request is performed using the user use management table
202aA, the in-use nunber nmanagenent table 202aB, and the user attribute

i nformati on 201a based on the authentication collaboration policy 203a
which is defined in advance. Further, when it is checked that any one of

t he above conditions is not satisfied, the authentication collaboration
policy evaluation result becones rejection. [0150] I n ot her words,
t he aut hemnhagsatenbtabteal02aBafateapdi32ppdliayyevelunatiomisiengeuted based On thetservieenes

whet her or not transm ssion of service data is to be permtted according to
whet her ose stattis 202, theadenmeibute infarimatien 20fag amdathie anth2ti @atioh leelldbppeationf
service that the user desires to use, an operation of service that the user
desires pelisvEl0SaAakguitddethttigh'sfepe 82, rSB3EMd §34.condi ti on when a service is
executed are suitable for the read authentication collaboration policy
203a. [ foi=i] In step S36, the authentication collaboration policy
evaluating unit 210 transmits the policy evaluation result including the

determ nation pgsélainp®, psli&PevaRiutibR ot fep 895 REMbE aadckiBBd fitddnabalcat i on

handling unit 209 as the policy evaluation response. Through the above

® prevRey T S | ¢
process “ﬁt‘ﬂglsle-?‘h%e%g%(‘iﬂép%‘s Et@!li h??ﬁe’ AlhafchAg '%Flf%gﬂrl 4 J1RY 20834, to S36) o

step S30 en e account c on“of step $40,

based on-}bg. bl iugé/co%‘éﬁlo‘ﬁ@fgifgg t{) ﬁ@paggﬁﬁh{eidﬁn ﬁfefa%ﬂ%fnti efig? .c%ﬁ%‘&ﬂat%n service

data transm ssion) acquire entication co oration policy

eval uati Qn. of, st ep..3Q, th ser' ccount | nerated on.the SP.user
eposi t oy 0 bR e AP Gt B oA oo PR R G Sl nt 048

col | aborati on, necessar s the advance preparatjo t he Ois realized

ot ween EHERFOVERGE: daet HeiolgeBH e e RREREERD! EBleatR dai Mpstte e300,

Hereinafter, the description wil.l proceed with refer e to a seqguence

d agr am BETRETOERA 218 Ak Y HEPEGEAF GPIdfiens % Folqus 54S & et |

step S41, the authentication collaboration handling unit 209 checks the

pol i cy eDEMIsNomi giveq aAnthe HearisderisaTeqesst.pol i cy eval uation response

transmtted in step S36, and transmts the account col |l aboration request

i ncl udi nfP¥AE user ID and the service provider IDin the policy eval uation

request to the 1 DP account provisioning unit 211 when the policy eval uation

response repr ebldrof shepmthensisatiom cotlabdretigepolicy08 ejuibs authEatidatien, when t he

policy eval uation response represents rejection on the service use,

i nf or mat caiabosgtioe pelity PEpasepresants thata deyjastatendto wisich thensen hdagstioXt he user

term nal 100. Here, steps S42 to 49 will be described in connection with an

exanpl e iTo thik] ashillidheteddh iFIG. Z\wadepattmeit of&ERSL i thpueaemtibuer m Ssi on.
information 201a is “X department.” Thus, USER A satisfies the condition of [1] in

the authentication collaboration policy 203a.
[0146]

[2] of the authentication collaboration policy 203aA: the authentication
collaboration policy 203a represents that a division to which the user belongsis Y. To
this, as illustrated in FIG. 2, a division of USER_A in the user attribute information
201ais “Y division.” Thus, USER A satisfies the condition of [2] in the
authentication collaboration policy 203a.

[0147]

[3] of the authentication collaboration policy 203aA: the authentication
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- [0154] In step S42, the IDP account provisioning unit 211 reads the
user setting rule 204a from SP user setting rule store 204 based on the
service provider ID (here, SP (1)) included in the received account

col | aboration request. For exanple, the user setting rule 204a is an item
nane (some item nanes of the user attribute) of a necessary user attribute
or the Iike obtained for each the service provider device 300 when the ID
provi der device 200 performs account registration on the service provider
devi ce 36dllabbimatien pbhey 2M0R rejresant thptrtby ussir Brappgintmett iLdrnlappeiramsntnd t 0 r ead
sone item nanes of the user attribute as the user setting rule 204a. [0155]
I n step &d@pred hdoltbi, axcitlostrdtedindIGs R oani apgointment2F USKRAIA rethe asatel et i on
target account related to SP (1) fromthe deletion target account store
207. [ 01&@jbute informatioH20Ne1s,“Z dppbintrdeiter NTha thehehdieion @F [31Gh thehe nunber  of
users of the service provider ID (here, SP (1)) in the account

col | abor githéitica@sbolRBotafioh PEliGEI0SaGEsaiSRedt at us i nformation acquired from
the I DP service use status store 202 by the authentication collaboration
policy eﬁﬂhgfting unit 210 in step S32 reaches the upper limt, and when

t he nunber of users of SP (1) reaches the upper limt, the search of step
S43 may be perfqr S TPES mﬂﬁg) i L luation is
executed in stgﬁogggnhnfn% éﬁgé?g?%g us ‘Eﬁgﬁﬁggggﬁﬁﬁg??ﬁﬁﬁﬁﬁg not

perf or rregc?legleatilopP oﬁé}p Y032 r?é:rlegle%ts%?lldttthez %%Bg%rg? ih-g3e %cg:g)ursgggsvrll ciga}fg%r]e status

fromthe servitce "use status ‘store ore’s
In the ppresent enhodinent, since USER B rengi registered to the del etion
target aUEDOREPEEIRE! J87easTe RS Ao FaF ie HECHTeEl Ptk ulornote (1)
as illus ed in FIG 7, USER B is h .search result, Further, when a
o ur al 1 ¢ 5P S Taehinriss nefbgERansRemsTAg e 0 5 Lo ney T etrabit O WRRY e
del eted, .or all uyser |Ds nay be deleted.|%0158] . . In step S44, based
on sone l"ﬁ“étrﬂaﬁﬁi’rg?t PekeP-i nliushe sonditionof [4é in,thig puthenticaipy gelépborrtioRe  account
col | aboration request, the IDP account provisioning unit 211 acquires
necessar oliryeA03adt §atistied i nfor mati on (hereinafter, referred to as "user
attribute partial information) including itemnanes nmatching sone item
names antP1¥Pem val ues associated with the corresponding item names fromthe
user attribute information 201a including the user ID matching the user ID
in the | DP useAsdepoibed above2@fthentication collaboration policy evaluation on the

user’s service request is performed using the user use management table 202aA, the in-

use number management table 202aB, and the user attribute information 201a based on

the authentication collaboration policy 203a which is defined in advance. Further,

when it is checked that any one of the above conditions is not satisfied, the

authentication collaboration policy evaluation result becomes rejection.

[0150]

In other words, the authentication collaboration policy evaluating unit 210

determines whether or not transmission of service data is to be permitted according to

whether or not the read user attribute information 201a, the type of service that the user

desires to use, an operation of service that the user desires to make, and the user’s

environmental condition when a service is executed are suitable for the read

authentication collaboration policy 203a.
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[ 0159] In step S45, the | DP account provisioning unit 211 generates
"an SP account col | aboration request message by addi ng "account
registration” to the user attribute partial information acquired in step
S44 as an operation instruction and adding a "deletion” instruction to the
del etion target account acquired in step S43 as an operation instruction,
and transmts the generated account collaboration request nessage to the SP
account provisioning unit 308 of the service provider device 300. The |IDP
account polsvisioning unit 211 issues an authentication collaboration ID and
i ncludes the authentication collaboration IDin the account coll aboration
request nessagh stg388)]the authenticatrar cotdaboration pdling evpRiadhg omit P&t ruct i on
i ncluded in the account coll aboration request nmessage i s an operation type

of the SRankhits the peISdyt ValiaBOr rdiah febhiingthecBRAtafbn kLR OF &ef Sapened by the
SP account provisioning unit 308, and includes del etion, account

regi st r atfeQitheafi&AidnlcolMsRhtfon 1BRAIiAHEnit DiEas th pbRE HGREDA r&pbadi ment,
since the user's account does not renmain reglspered to the service provider

device 3 ' ' - o 41 egl LOR" i as the
oper at | on T el Fue AL bREgE the auRRRLRon oRTHAG iy RARRAASS] &
provi si ogi | tg3plhgl ssues the authentication collaboration ID shared
bet ween ?%@ggég@ﬁ%e pF%vider device 300 to which the SP account
coIIaborﬁiig? request nessage is transmtted and the subject device 200,
and i ncl dg t he aut hentication collaboration IDin the SP account

col | aboration reguest S e..LOl é%) In.step S46, the SP account
provi si oni ng uFﬂ ﬁﬂe%‘é’“gg%oigﬁa?u 11:8? §§%rbaﬁeéip%ﬁh98pﬁc3éﬁ)‘?hﬁé‘§8d on the
recei ved account coll aboratjon request nmessage, Specifically, when the
oper at i oFFSPARSE RS OP RerRisSpePTsFviaselatedramsiassions aestiied &ythéibor at i on
request nessage is "account registration,” the SP account provisioning unit
308 newl §uthetisationepligbomtign Paliet evalyatipn ef step A0, the yseristascawst is geactsiedyi der
device 300 side), and registers the SP side user 1D and the user attribute
partial Prtherhusenrepopitdry 364 of thetshrvigmpravidendrvicsdWatret ascown r equest
nmessage to the SP user repository 302 in association wth each other. At
thi s ti megllabhmtiSP nacassarmts theadivaceprepgrationtof 8¢8S $(0 sorenkeapid teeweentthe
aut hentication collaboration ID included in the account coll aboration
request MRpsagder device 200 and the service provider device 300. Hereinafter, the

description will proceed with reference to a sequence diagram of FIG. 20 and a

schematic diagram of FIG. 21.

[0153]

In step S41, the authentication collaboration handling unit 209 checks the

policy evaluation result included in the policy evaluation response transmitted in step

S36, and transmits the account collaboration request including the user ID and the

service provider ID in the policy evaluation request to the IDP account provisioning unit

211 when the policy evaluation response represents permission on the service request.

Further, when the policy evaluation response represents rejection on the service use,

information representing service use rejection is transmitted to the user terminal 100.

Here, steps S42 to 49 will be described in connection with an example in which the

policy evaluation response represents permission.
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[0163] In step S46, when the operation instruction is "deletion,"”
"the 'SP account provisioning unit 308 searches the user attribute parti al
information 302a in the SP user repository 302 based on the deletion target
account included in the account collaboration request nessage, and del etes
the user attribute partial information 302a including the user |ID matching
the deletion target account. [0164] In step S47, the SP account
provi sioning unit 308 updates the SP service use status store 304 based on
t he recef[0léd] account col |l aboration request nmessage. Specifically, when the
operation instruction included in the received account coll aboration
request nessagh step S4%; cloUllP acegustipratisioning uhite 1 Bireads dauner setting mileoni ng uni t
308 registers the user IDincluded in the user attribute partial

i nf or mat 204 frén SPasacain rukodidre 204 dhsedron' the i@ Sice PRESERIED (hére, STE(IY) Ce use
status "service in use," the |last use date and tine, and the di sk use

amount t gichided Ushe réted AREAHRANESlabbARIbR r&RERA Pbr ENnpHE, tBREAME 6Qtine Stat us
store 304 in association with one another, counts the nunber of user |IDs of

" Servi cenjlfnoas an 8L ri»éﬂfi';a( Siie itBS EHles %Nhe'dgeﬂ%ﬁ%bﬂ%E'TQ?ﬁ n9ées§a!?§u§e'? use
nunber managenent table 304aB. [0165 rther, when the operation

| NSt UCt k@61 HORle bBralidf 166Eh HRILAGEO bld%phéﬁ&omw hefyest message

IS deletlon P account prOV|S|on|n%%un|t 308 searches the SP service

use staty f&egdswg%ob 3018 AEL AN ALIBLASHONAL: 0gugad 10 the

account ora IOI’] quest ness

Here, the IDP account provisioning unit 211 is assumed to read some item names of the
user attribute as the user setting rule 204a.
[0155]

In step S43, the IDP account provisioning unit 211 searches a deletion target
account related to SP (1) from the deletion target account store 207.

[0156]

Further, it is determined whether or not the number of users of the service
provider ID (here, SP (1)) in the account collaboration received in the service use status
information acquired from the IDP service use status store 202 by the authentication
collaboration policy evaluating unit 210 in step S32 reaches the upper limit, and when
the number of users of SP (1) reaches the upper limit, the search of step S43 may be
performed. At this time, when the static policy evaluation is executed in step S32 and
the service use status acquisition is not performed, the IDP provisioning unit 211
acquires the service use status from the IDP service use status store 202 before step S43.
[0157]

In the present embodiment, since USER_B remains registered to the deletion
target account store 207 as the deletion target account related to SP (1) as illustrated in

FIG. 7, USER_B is here the search result. Further, when a plurality of deletion target
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status included in the service use status information 304a of the search
‘resilt to "service use suspension." [0166] After the user
repository operation of step S46 and the update of the service use status
store 202 of step S47, the SP account provisioning unit 308 notifies the ID
provi der device 200 which is the transm ssion source of the account

col | aborati on request nessage of the operation conpletion including the
regi stered user IDin the user attribute partial information 302a and the
servi ce peoountdare presant, dnk@saUb) ey beldeleted, orSlasef IDsahaybe ddleted. DP account
provisioning unit 211 of the ID provider device 200 is notified of the

oper ati of01&8fhpl etion. [0167] In step S48, the | DP account provisioning unit
211 registers the authentication collaboration ID issued in step S45 to a

USER A record of stth844, BRsddSs sonfitsh hahys RAd i stéP3683nd the user IDI N st ep $49,
the I DP account provisioning unit 211 transmts the account coll aboration

res ponselﬂcﬁmrea%eﬂfela@godnkoemmfa%h%h&amﬂeqr)&)%cm& Ef-dv%%mﬂ o 8higp1 547 to the
aut henti cati on col |l aboration handling unit 209. 69] Through the

2b8ve de §Gfuife Hodds QFFaSer althifutd GEBHM tidnQhtRRAREL !r%éd%jast‘ Qserdfhib@t step S40

partial information) including item names matching some item names and item values
associated with the corresponding item names from the user attribute information 201a
including the user ID matching the user ID in the IDP user repository 201.

[0159]

In step S45, the IDP account provisioning unit 211 generates an SP account
collaboration request mes.sage by adding “account registration” to the user attribute
partial information acquired in step S44 as an operation instruction and adding a
“deletion” instruction to the deletion target account acquired in step S43 as an operation
instruction, and transmits the generated account collaboration request message to the SP
account provisioning unit 308 of the service provider device 300. The IDP account
provisioning unit 211 issues an authentication collaboration ID and includes the
authentication collaboration ID in the account collaboration request message.

[0160]

For example, the operation instruction included in the account collaboration
request message is an operation type of the SP user repository 302 based on an
operation interface opened by the SP account provisioning unit 308, and includes
deletion, account registration, account update, and the like. In the present embodiment,
since the user’s account does not remain registered to the service provider device 300
side, in step S45, “account registration” is designated as the operation instruction.

[0161]

42



[0170] In the authentication collaboration of step S50, after the
account col |l aboration ends, the authentication collaboration, that is, the
SSO is performed between the I D provider device 200 and the service

provi der device 300. Hereinafter, the authentication collaboration of step
S50 will be described with reference to a sequence diagramof FIG 22 and a
schematic diagramof FIG 23. [0171] In step S51, the

aut henti cati on col |l aboration handling unit 209 anal yzes the authentication
resul t i ncl ude8urtheri the [2E @ocmint pwivisadomgonio?] Ir ssyes tiscauttamiitatesd i n st ep S49.
When there is not a problemin the result, the authentication collaboration
handl i ngcolidbor2id8 [Drshaetdibetydeh eheossitienprioenlet devien3 (0abovidth the SPxecut i on
request including the service provider ID and the user ID included in the

oper at i oBcdoRRPdAlaboAtion rdghiest afesigplis Gshidda Ald thesutgsdpapEee L0, lahe | DP
aut hentication collaborating unit 208. [0172] In step S52, upon

recei vi NghditRes e Auitinti6A{on Q31188 rhtRRHOMRIN tRE SP4B8EHInt Ed11ab6AHUBE kequedte | DP
aut henti cation collaborating unit 208 searches the | DP user repository

based onjflggdser IDincluded in the authentication collaboration execution
request, and acquires the authentication collaboration ID [0173]

In step ﬁ@%z the 1 DP authentication collaborating unit 208 generates an
assertio coJ}t ext including the authentication collaboration ID acquired in

step S52 and the i iLon hene. nane. t he | 0og:l Bpprocess perforned
T Dten 525 Fi YRS S L St SRRl T Clog SRR R LT 508

generates_a _di gi si;gnature on.the serition context based on the

O onnt ur s Riry b2 bafied Wit R0 AR Thbb Ao R 8838 T T 1" e 1 e
aut henti cati.on col | abgrati ng unit 208.%enﬁngteﬁ t he. ayt hentij cati on

assert | oNPepRenERERT Pewbion inspetion nelyfedip the rreeivad aghoynt al si gnat ure.

[0174] collaboration request message is “account registration,” the SP account provisioning
unit 308 newly issues an SP side user ID (the user ID of the service provider device 300
side), and registers the SP side user ID and the user attribute partial information
included in the SP account collaboration request message to the SP user repository 302
in association with each other. At this time, the SP account provisioning unit 308 also
registers the authentication collaboration ID included in the account collaboration
request message.

[0163]

In step S46, when the operation instruction is “deletion,” the SP account
provisioning unit 308 searches the user attribute partial information 302a in the SP user
repository 302 based on the deletion target account included in the account
collaboration request message, and deletes the user attribute partial information 302a
including the user ID matching the deletion target account.

[0164]
In step S47, the SP account provisioning unit 308 updates the SP service use

status store 304 based on the received account collaboration request message.
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I'n step S54, the IDP authentication collaborating unit 208 transnmts the
aut henti cation col | aboration response including the generated

aut henti cation assertion 208a and the user ID included in the received
aut henti cati on col |l aboration execution request to the service provider
device 300 of the transm ssion source of the authentication collaboration
request. The authentication collaboration response is received by the SP
aut henti cati on collaborating unit 306 of the service provider device 300.
[0175]  Specificdlly, whepth8®peratine ifSRuetinnhienliidedini thereceivedberoaht ng unit 306
verifies each of the authentication schene nanme included in the

aut hent i calldboratms sequestoneRefas &actotilteregiswatical” the §Raicusumt basedoring t he

aut henti cati on schene nanme and the signature verification key in the

aut hent i aait B0 reass&t tHeaReVH) {ricludiad irDthe RSer attYibaRGarthis irfofr@aidntin thde SP

aut hentication collaborating unit 306 determ nes whether or not the

aut hent i gadoufiiicdli@bétatioPfeqhbi® nldssdde 0L 8% icd @4 §8tudOfkriite [iPhdedth€1RASEd on
the authentication assertion 208a iIssued by the I D provider device 200, and

det er m ngge IMELNEAMO! and%he Sk YL SRt B heAVSsS $lABoent SR EHICFOANY Sion) to
the user is to be permtted. In the present enbodi nent, the verification

resul t i g AgSURde hQ Qﬁuéé?tbli[e%](_);tg?%g&ia{ién %tﬁiq?@‘%%tggﬁ ORIV I Suldkfof

transnmission is permtted. step en permssion is

deci ded lug'eirﬁbg Bf sz%?vic @ﬁlsg?ﬁg(lf %E?#éeslntflg t(:lillggnt cfr?-lulscfilrl?ﬁ)nrll%letriorfl EHIqil;[SC ‘r?’lo 8 bj;:rs Sues

the authentication to rcatron token nmay be stored 1n a

t enpor ar or i ot illustrated) of the service provider device 300
in assoc%ﬁ?‘%%eﬁ%?%%%t%oe‘lggm henti cati on collaboration ID and the user ID.

[0177] 0 In step S57, the SP authentication collaborating unit 306
transm t£ %ﬁ?& servi ce execution request including the authentication token
issued in step_Sb6 and the user I D associated with the authentication token
usi ng the aut hENERTaVPehthe speration wstrashionpnelydedia theresrived aceolntc ormuni cat i ng
unit 301. [0Q178] In step S58, the service data comunicating unit
301 tran§pHaberation reAieRdnessaen i ofcletinte nthe S Praceow providoring auit BB%H request and
the service data 303a in the service data store 303 to the user term nal
100 basedcasehes the 1 sarvigt nsefatuestorec¥)4dnseston ba delstjor target account

included in the account collaboration request message, and changes the service use
status included in the service use status information 304a of the search result to “service
use suspension.”
[0166]

After the user repository operation of step S46 and the update of the service use
status store 202 of step S47, the SP account provisioning unit 308 notifies the ID
provider device 200 which is the transmission source of the account collaboration
request message of the operation completion including the registered user ID in the user
attribute partial information 302a and the service provider ID of the subject device.
Specifically, the IDP account provisioning unit 211 of the ID provider device 200 is
notified of the operation completion.
[0167]

In step S48, the IDP account provisioning unit 211 registers the authentication
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[0179] As described above, according to the authentication

col I'aborati on system of the present enbodi nent, the authentication

col | aboration handling unit 209 arranged in the |ID provider device 200
intercepts the authentication collaboration request fromthe service

provi der device 300 on the service request fromthe user to the service
provi der device 300, and determ nes whether or not the service data 303a is
to be transmtted based on the authentication collaboration policy 203a

whi ch i scatgborationilb issuedircstep S4htorg UsEBnAtrkeord ef drenfiDPatseorepoguy £201a.
represents permssion, the user's account is generated on the SP user
reposi t of3168p2 managed in the service provider device 300 using the user
attribute information 20l1a nanaged in the I D provider device 200.
Thereafter, eanhstf S49)¢hd IDPERSLAGIToEhiE uA@D 12RMANEHRS BRIMAYEAML Pr OVi der
device 300 perfornms the authentication collaboration process of the rel ated

art, andcala%ﬁdubﬁ@esﬁ%ée r@ﬁresamag@% SReatfon QBpRioh Hlov FiE@ inXi&Y S4efo tHeVi ce 300
to the user. [ 0180] ditiion, in the authenticati'on collaboration

syst em of,h88idaBbRtatbatation hRgiIH ?thqggprOV|der checks that information
sufficient to register an account Is not held and requests the I D provider
to prOVIBﬂ6 insufficient user attribute, and thus a great deal of tine
and effo iS required, and the checking and requesting are manual ly
perfornmed. Ho n | t he
pr esent enbod?ﬁ%ﬁ%ghgﬂnﬁggea%%%§8%k%%%%a?wgg&nﬁpﬁﬂﬁ%ﬂg¥R %ﬁt%g%? catlon
col | abor a %on ? &Y 203a is stored in advance, the checking and requesting
are not %ﬂ%§ @ efformed as in the related art. [0181] Further, in
t he authg boiation col | aboration system of the present enbodi ment, the use
status a(g ition process of acquiring the use status of the service
provi der deV|ce 00 the 1D ?rOV|der devi ce 200, which geperally takes a
| ong tine, € 3u F@ﬂ%ﬂ&n sellaboration ad stsp SoReAttsshanseows cotizhossidnn
advance. Thus the standby time when the user logs in does not increase,
and the 6rdss the agthegtication solboratinue that 1sFile 9} is psthgecd bpgwerscthsildn of the
del etion tar et account is perforned in advance the user's burden can be
further devipoa@p3nd the servicgippeyiderderice A0@: steretnafter, e ch t he user' s
account does not remain registered to the service provider device 300 side,
it is autdhetticabdn golbortion o€stepSsd mall bodesvaibed Wéth reference o aisequer8®3a is to
be transmtted based on the authentication coll aboration policy 203a
defined diageslyofElG. 2R ahtie stidnpatiedisieamdE¥iGe23200 side at the user's service
request, that is, at an SSO execution timng. Thus, it is possible to
provi de fdigipyser with a seanl ess service use w thout requiring a nmanual
operation and taking a long tinme. [0183]

In step S51, the authentication collaboration handling unit 209 analyzes the
authentication result included in the account collaboration response notified in step S49.
When there is not a problem in the result, the authentication collaboration handling unit
209 transmits the authentication collaboration execution request including the service
provider ID and the user ID included in the operation completion of the account
collaboration response to the IDP authentication collaborating unit 208.

[0172]

In step S52, upon receiving the authentication collaboration execution request,

the IDP authentication collaborating unit 208 searches the IDP user repository based on

the user ID included in the authentication collaboration execution request, and acquires
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,Further, according to the authentication collaboration systemof the
present enbodi nent, in the service use provided under the distributed

envi ronnment such as the Internet, a series of processes fromthe service
use request to the SSO (single sign-on) are automated based on the service
use policy and the service use status which are defined in advance, and
thus the user can snoothly start the service use. [0184] The

exenpl ary enbodi nents of the present invention have been described above,
but the thisauthepidation sellaboration IPerel y exanpl es, and do not intend to |imit

t he scope of the invention. The novel enbodinents can be inplemented in
vari ous [M7#k, and om ssions, replacenents, or changes can be made within
the range not departing fromthe gist of the invention. The enbodi nents or
t he nodi fi cat i hinsep $53, eodf DR authenticaritedeallabétang auip20®gerehatesginst of t he
invention, and included in the range equivalent to the inventions set forth
i n cl ai NBssedtidn &bdhtext including i agk&itichtton ¢ollabhratipn BS abduiRth®siep8HL and he | D
provi der device 200 side includes the trigger for requesting the use status

acqui si t {{RRuMeALERDN sBitHmd Knd &1 tHE Rg-iMBYo R8s AérfIRAGh &kp BhS SRirticse
provi der device 300 side. Wien the service provider device 300 si de

i ncl udesHNBptautiRggEation ol MorSMIBE2 (8 gehbaRs aklgitdd sheredPmel FIG 13,
for exanple, the trigger determnhes whether or not the service use status

regi St er adlelBn Bt exbAE] Ui B ifnE BiParRhalc? it R9SPERLEAR0CE and
transmts the service use status acquilsition execution fequest to the
service . e uni A he t ] . t he
service %@gué@gﬁ%@nﬁé@ﬂ%@%ﬁﬂ% %%%B%%@2¥@§P%Q%§é§§€§3ﬁ§%@ﬂ§§“%§ per f or med,
and in step . S1 the, service use statu vidi.ng .uni.t 307 that has

recei vedastsgléloﬂégggl%mgnga%ﬁﬁfsfﬁ{qnocr?n%%g%rg{t?lgﬁlgﬁg 8™ Scqui res the service
use statgﬁ7f{on1the SP service use status store 304. Thereafter, the
process g eps S14 to S19 is performed. [0186] In this case,
since there occurs no difference between the SP service use status store
304 and the | DB et ¥2bdhq/ 1Y quthgntisatiqrogallaberating pait %@%H?%tsﬁg? i cy

eval uati on based on the service use status can be perforned. [0187]

Fur t her , 2ythenticatienuellahoratian resporssindudinga theggeneratadapthontieation spsestion

enbodi ment, in the service use status acquisition of step S10 started by

t he tri gge¥a anii3he vsendl indiedadduithy rgpeivéd auteendisatean epblaberpen cxpstidemt i s
performed in step S15, the deletion of the deletion target account is

per f or nedequest ththeaenicerovidel dedymes300 o thef trasmpss®aGoutce of thebecause t hi s

del ays an operation such as del etion of an account as nuch as possi bl e.
[0188] authenticatiowenaboration esquiest. t ¥hegawthergidation tolldboratioprespeneris in a
response tine at the tinme of the SSO, the deletion of the deletion target
account pRyivee bpaid S amberititatiiecsRbyiatifg UsiE 366 of the sasidipsbtidededfcest ep S10.
In other words, after the deletion target account decision of step S15, an
account dghetion nessage nmay be transmitted to the service provider device
300. In this case, in the account collaboration of step S40, only account
registrajdes)is perforned.

In step S55, the SP authentication collaborating unit 306 verifies each of the
authentication scheme name included in the authentication assertion 208a and the digital
signature based on the authentication scheme name and the signature verification key in
the authentication assertion verification policy 306. As a result, the SP authentication
collaborating unit 306 determines whether or not the authentication result of the ID
provider device 200 is reliable based on the authentication assertion 208a issued by the

ID provider device 200, and determines whether or not service data transmission
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[ 0189] Further, for exanple, the update of the SP service use
"stat'us store 304 of step S47 may be performed with reference to the user
attribute partial information 302a stored in the SP user repository 302 at
predetermned tine intervals and may not be performed during the SSO
process. As a result, the log-in standby tinme of the user can be reduced.
At this time, the predetermned tinme interval for the update of the SP
service use status store 304 is set to be snmaller than a predetermned tinme
I nt er val (ssplicetovikien]) to thgeserfioto xtmrmitted. t rethsereseoteemiselimntat ths

acqui sition. [0190] The techni que described in the above enbodi nents
may be stveaifedtiomresul iasagaedrethenalidpatd ias decided teit savite dkta(teansiisaona f | oppy
(a registered trademark) disk) or a hard disk), an optical disk (such as a
CD- ROM ofs eriidell, @ negnetic optical (MOJ disk, or a sem conductor nenory
and distributed as a program executable by a conputer. [0191] Here, any
corrputer[(neg}iabl e storage nedi um capable of storing a program nmay be used
as the storage nmediumregardl ess of a storage format thereof. [0192]

Further, an opgfald §66, eh P@rhicEon iRARASEstBRBIIRABRP 28RAELYBEEn 2
collaborating unit 306 issues the authentication token. The authentication token may
be stored in a temporary storage unit (not illustrated) of the service provider device 300
in association with the authentication collaboration ID and the user ID.

[0177]

In step S57, the SP authentication collaborating unit 306 transmits the service
execution request including the authentication token issued in step S56 and the user ID
associated with the authentication token using the authentication collaboration ID to the
service data communicating unit 301.

[0178]

In step S58, the service data communicating unit 301 transmits the
authentication token in the service execution request and the service data 303a in the
service data store 303 to the user terminal 100 based on the transmitted service
execution request.

[0179]

As described above, according to the authentication collaboration system of the
present embodiment, the authentication collaboration handling unit 209 arranged in the
ID provider device 200 intercepts the authentication collaboration request from the
service provider device 300 on the service request from the user to the service provider
device 300, and determines whether or not the service data 303a is to be transmitted

based on the authentication collaboration policy 203a which is defined in advance.
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m ddl eware such as network software, or the |ike which operates on a
conmput er based on an instruction of a programinstalled in a conputer from
a storage nedium may be executed as a part of each process for inplenenting
the present enbodi nent. [0193] Further, in the present enbodi nent,
the storage nmediumis not limted to a nediumindependent of a conputer,
and al so includes a storage nediumin which a programtransmtted via a LAN
or the Internet is downl oaded and stored or tenporarily stored. [0194]

Fur t her , Thére whenttles desérnsnaiongesubedpmsémgs partigsion, thediseds acvepntamnd even when
the process of the present enbodinment is executed through a plurality of
nmedi a, t pencnded on tecSH et tipesitaag 300 enadhgodag ehdeavivepivideh device3®ENt

enbodi ment, and a nmedi um nay have any configuration. [0195] Furt her,

i n the pusagte BobatHbueihfortatioNROT LhafaeRe it te [Dastbvidede®s® 280cor di ng to
t he present enbodi nent based on a programstored in the storage nedium and

nay haveTfeefdrl SHeh T HRNDOproRiddedd & RONHnldgHE &vine P%v%&ﬁéﬁ@@%O conputer or
a configuration of a systemin which a plurality of devices are connected

via a nebwabdns thOd@Rintication cdTiabbABbn pRREL SHRL RERed Mt lan@h defifedPr eSENL
enbodi ment may be inplenented by a single storage device or a plurality of
storage dgvice ?sspro[/ﬂlé) fom the service provider device 300 to the user.

[0180]

In addition, in the authentication collaboration system of the related art, the
service provider checks that information sufficient to register an account is not held and
requests the ID provider to provide an insufficient user attribute, and thus a great deal of
time and effort is required, and the checking and requesting are manually performed.
However, in the authentication collaboration system of the present embodiment, due to
the configuration in which the authentication collaboration policy 203a is stored in
advance, the checking and requesting are not manually performed as in the related art.
[0181]

Further, in the authentication collaboration system of the present embodiment,
the use status acquisition process of acquiring the use status of the service provider
device 300 by the ID provider device 200, which generally takes a long time, is not
performed at a timing of the SSO but performed in advance. Thus, the standby time
when the user logs in does not increase, and the user’s burden can be reduced. Further,
since the decision of the deletion target account is performed in advance, the user’s
burden can be further reduced.

[0182]

Thus, even in a state in which the user’s account does not remain registered to

the service provider device 300 side, it is automatically determined whether or not the
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_Furthernore, in the present enbodi ment, the conputer is not limted to the
“personal conputer, includes an arithnetic processing unit, a nicroconputer,
or the like included in an information processing device, and is a general
term of equi pment or a device capable of inplenenting the function of the
present enbodi nent through a program [DESCRI PTI ON OF THE REFERENCE

NUMERALS] [0198] 100: user term nal 200: |ID provider device 201: |DP user
repository 202: |DP service use status store 203: authentication
col | abor sdrvice dpta|303y isso be drangifidted BRsedmrths euthentigation eolkboratoR fslicykey
storage unit

203a defined in advance at the ID provider device 200 side at the user’s service request,

that is, at an SSO execution timing. Thus, it is possible to provide the user with a

seamless service use without requiring a manual operation and taking a long time.

[0183]

Further, according to the authentication collaboration system of the present
embodiment, in the service use provided under the distributed environment such as the
Internet, a series of processes from the service use request to the SSO (single sign-on)
are automated based on the service use policy and the service use status which are
defined in advance, and thus the user can smoothly start the service use.

[0184]

The exemplary embodiments of the present invention have been described
above, but the above embodiments are merely examples, and do not intend to limit the
scope of the invention. The novel embodiments can be implemented in various forms,
and omissions, replacements, or changes can be made within the range not departing
from the gist of the invention. The embodiments or the modifications thereof are
included in the scope or the gist of the invention, and included in the range equivalent to
the inventions set forth in claims.

[0185]

For example, in the present embodiment, the ID provider device 200 side
includes the trigger for requesting the use status acquisition process, but the trigger may
be arranged at the service provider device 300 side. When the service provider device
300 side includes the trigger, in the service of step S10 in step S10 of FIG. 13, for

example, the trigger determines whether or not the service use status registered to the

SP service use status store 304 has been changed, and transmits the service use status
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206: deletion target decision policy store 207: deletion target account
"store 208: rDP authentication collaborating unit 209: authentication
col | aboration handling unit 210: authentication collaboration policy
evaluating unit 211: |1DP account provisioning unit 212: service use status
managi ng unit 213: trigger 214: service use status acquiring unit 215:
del etion target account deciding unit 300: service provider device
acquisition execution request to the service use status providing unit 307 when it is
determined that the service use status has been changed (step S11). Step S12 is not
performed, and in step S13, the service use status providing unit 307 that has received
the use status acquisition execution request acquires the service use status from the SP
service use status store 304. Thereafter, the process of steps S14 to S19 is performed.
[0186]
In this case, since there occurs no difference between the SP service use status
store 304 and the IDP service use status store 202, the accurate policy evaluation based
on the service use status can be performed.
[0187]
Further, in the authentication collaboration system of the present embodiment,
in the service use status acquisition of step S10 started by the trigger 213, since the
decision of the deletion target account is performed in step S15, the deletion of the
deletion target account is performed in the account collaboration of step S40. It is
because this delays an operation such as deletion of an account as much as possible.
[0188]
However, in order to give priority to improvement in a response time at the
time of the SSO, the deletion of the deletion target account may be performed in the
service use status acquisition of step S10. In other words, after the deletion target
account decision of step S15, an account deletion message may be transmitted to the
service provider device 300. In this case, in the account collaboration of step S40,
only account registration is performed.
[0189]

Further, for example, the update of the SP service use status store 304 of step

S47 may be performed with reference to the user attribute partial information 302a
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.301: service data communicating unit 302: SP user repository 303: service
data store 304: SP service use status store 305: verification policy store
306: SP authentication collaborating unit 307: service use status providing
unit 308: SP account provisioning unit [NAME OF DOCUVENT] CLAIMS 1. An

aut henti cation col | aborati on system conprising

stored in the SP user repository 302 at predetermined time intervals and may not be
performed during the SSO process. As a result, the log-in standby time of the user can
be reduced. At this time, the predetermined time interval for the update of the SP
service use status store 304 is set to be smaller than a predetermined time interval set to
the trigger for starting the service use status acquisition.

[0190]

The technique described in the above embodiments may be stored in a storage
medium such as a magnetic disk (such as a floppy (a registered trademark) disk) or a
hard disk), an optical disk (such as a CD-ROM or a DVD), a magnetic optical (MO)
disk, or a semiconductor memory and distributed as a program executable by a
computer.

[0191]

Here, any computer readable storage medium capable of storing a program
may be used as the storage medium regardless of a storage format thereof.
[0192]

Further, an operating system (OS), database management software, a
middleware such as network software, or the like which operates on a computer based
on an instruction of a program installed in a computer from a storage medium may be
executed as a part of each process for implementing the present embodiment.

[0193]

Further, in the present embodiment, the storage medium is not limited to a
medium independent of a computer, and also includes a storage medium in which a
program transmitted via a LAN or the Internet is downloaded and stored or temporarily

stored.

[0194]
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.an I D provider device that perforns a log-in process on a user term nal
operated by a user; and a service provider device that transmts
service data to the user term nal when the log-in process is conpleted,
wherein the user termnal transmts a service use request to the service
provi der device, the |ID provider device includes a user attribute
information storage unit that stores user attribute information in which an
itemnane of a user attribute specifying the user is associated with an
item val ue of Fuhansthe namber dfistaragd iediasemotdinitddanioae, anfl@vemtvhemthencl udi ng
a user IDidentifying the user, a first service use status storage
uni t t haprostssrodshesgresdnt embsdimehis @R edutddothronigh aplumlivtufaedid)eharnedial D, a
service provider IDidentifying the service provider device, and a use

st at us Ofretil€lud&y a4i th€stBFa@¥ nttQiuntl 6¥ihePreseft cRSSdehaitCshdM fnbBdi@RemayRARer |

an aut hentication coll aboration policy storage unit that stores

aut hent i g estfigafdtioabor ation policy information representing a user which
is atarget to which transm ssion of service data by the service provider
device igenkified by the service provider IDis permtted for each service

provi der "1 D, a partial itemnanme storage unit that stores the
service provid 1 i at @igw” | i tem nanes of
a user attri bu?gﬂ}illér?’ 1f[nﬁlé sgér}hg%n'ltb?l uttéml% rﬁééielgégﬁl%@éh&%g% del etion

a1 9% 5L AL R A SRR ST AT
transm s glll(? 1r1]1ay have a configuration of a device configured with a personal computer or a
configuration of a system in which a plurality of devices are connected via a network.
[0196]
Further, each storage unit of the present embodiment may be implemented by a
single storage device or a plurality of storage devices.
[0197]
Furthermore, in the present embodiment, the computer is not limited to the
personal computer, includes an arithmetic processing unit, a microcomputer, or the like
included in an information processing device, and is a general term of equipment or a
device capable of implementing the function of the present embodiment through a
program.
[DESCRIPTION OF THE REFERENCE NUMERALS]
[0198]
100: user terminal
200: ID provider device
201: IDP user repository

202: IDP service use status store

203: authentication collaboration policy store
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perm ssion of service data is deleted in a service provider device
"identified by the service provider ID for each service provider |D,

a unit that acquires service use status information transmtted fromthe
service provider device when a predeterm ned cycle conmes or when the use
status of the service provider device is changed, and updates the first
service use status storage unit based on the acquired service use status

i nformation, a unit that decides a deletion target account of each
servi ce provi d&i4: SB usecdetttrgdulerstethe servi ce use status infornmation based on
the user attribute information, the service use status information, and the
del eti on tar ge20dé&ey stocagemalti cy i nf ormati on, a unit that transmts
a user authentication request including address information of a user
terminal in theoGdekeaoi tagdtidecisionlpbibpstaiel on request when an aut hentication
col | aboration request including the service provider ID of the service
provi der devi ceoRAdlctibe targkd aessunt &by mati on of the user termnal is
received fromthe service provider device that has received the service use

request, 208:QDP%EheBt*i‘@attiohFc:@ﬂa%@rétﬁ;g%n'itog-i n request tot he user
term nal based on the address information of the user terminal in the

transmtted usggg:%HﬁllggtqgaiﬁggEbl@dbo;gg,ﬂqﬁhdlir{ag[\gﬁ@xecut es a |l og-in process of
I d ath

aut henticating the user 1D and the user authentication infornmation received

fromthe user &ﬂf:%&%ti{&‘ﬁ%ﬁggﬁ%gﬁtﬁﬁ?olitpewgatﬁﬁﬁﬁﬁsWord in the user

attribute information stora t that transmts a policy

eval uati on rqufls:}llai’?a%lcci{%%g%vt he .user.. ID used in the log-in process and the

. . oni umif . .
service provid SUthents €ati on col | aborati on request when the

| og-in processzi% successftu{;uls erf or nmed, a unit that reads the
user attribut e“tnfEVHEBA? M‘Pﬁlé’gd]? r attribute storage unit based on
the user IDin H:e.transn‘i tted policy evaluation request, a unit that reads
the aut henti catl-bAi8%¥| aboration policy information fromthe

aut henti cati on_col |l aboration policy storage unit based on the service

provi der 1D i n2tfisenvicgisapiausdcpyrngyniéval uati on request, a unit
that determ nes whether or not transm ssion of service data is to be

pernitted basedlBrleletien tasget ageauneAedidingusth col | aboration policy information

and the read user attribute information,
300: service provider device

301: service data communicating unit
302: SP user repository

303: service data store

304: SP service use status store

305: verification policy store

306: SP authentication collaborating unit
307: service use status providing unit

308: SP account provisioning unit
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,aunit that transmts a policy evaluation response including a
‘determination result to a transmission source of the policy eval uation
request, a unit that transmts the account collaboration request
including the user ID and the service provider IDin the policy evaluation
request when the determnation result in the policy evaluation response

represents perm ssion, a unit that reads sone item nanmes of a user
attribute fromthe partial itemnane storage unit based on the service
provi der [NAMEOF RROCUMIINT €B41MEcount col | abor ati on request, a

unit that acquires user attribute partial information including item nanes
mat chi ngl.sone Ahenthesiesionkdliboeanonalysten, egsprsdizag ed Wi th the it em nanes
fromthe user attribute information including a user ID nmatching a user ID
in the user ataf ibptoidet devdgethanpdridims adogin preacks vammustit terminalhres and t he
user IDin the account collaboration request, a unit that acquires
a del eti operitad B¢t usES et fromthe deletion target account decided by the
del etion target account deciding unit based on the service provider IDin

the transm tt eglsaoice prividedlde@beo At ir@iniiBGeRSEe data to the use? téHHihal tWih
generates an account col |l aboration request nessage by addi ng an account

regi str afheQBp-isrobessid Ampletedhe acquired user attribute partial information
as an operation instruction and addi ng an account deletion instruction or

an account i”V@hérgfht&QQsérﬁéHiHaﬁHaHant?aaE%ﬁ%ctéﬁt Lehyicht E’oeﬂhékier‘?f{beh)g&ﬂﬁér account

as an operation instruction, at transmits t account

col I abor gfj;on request nmessage to a service provider device of a

transm ssion’source of the authentication collaboration request, a
uni t that tranﬁlrri s anjac ount. %oél aboration response representing update
conpl eti on whe edécpé?‘él %ro(ﬁ‘b'fc&l? HW®ncl udi ng the service provider ID of the
service provider devi t he address .jnformation of.h{ltgtla%tjéser .termnal in

L€ a
the user attriHUte aHHE‘EtFéIF ORI SRTPEHUNI L RALIPTES URFT A MO8 Br ovi der
device of ,a transm ssi op dest | n@%i on of . the account coIS(Labgr at.i on request
message, Which an Tteninaing of 3 psgr atiibiHe spac TG PSE i 4S8 3teth WelB 12 A5BY at i on
execution request includi n%ét he service provider ID included in the update
conpl et i H#Hu¢ Af thyaserratiribic; thedsercaisbrte iptormation cludingausoH2 deatityitge user
I D, and
the user,
a first service use status storage unit that stores service use status information
in which the user ID, a service provider ID identifying the service provider device, and
a use status of the service provider device are associated with one another,
an authentication collaboration policy storage unit that stores authentication
collaboration policy information representing a user which is a target to which
transmission of service data by the service provider device identified by the service
provider ID is permitted for each service provider ID,
a partial item name storage unit that stores the service provider ID in
association with some item names among item names of a user attribute in the user
attribute information,

a deletion target decision policy storage unit that stores deletion target decision

policy information representing a user which is a target in which transmission
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,aunit that transmts an authentication collaboration response including
the user IDin the authentication collaboration execution request to the
service provider device of the transm ssion source of the authentication

col | aborati on request when the authentication collaboration execution
request is received, and the service provider device includes a
user attribute partial information storage unit that stores user attribute
partial information in which sone itemnanmes and item val ues are associ at ed
wi t h eachemanipreen efssndes dasarisriehated iaradsertienproyidgedevate idensifead tatthei bute in the
user attribute information in the user attribute information storage unit

i n assocbavicopranviddr IBrfoSeachisdmiaegrovid® [IDjent i fyi ng the user in the service
provi der device, a service data storage unit that stores the service data,
a second servi ganit sieat atqiites savive agestutus infbimadtiontteanemittddefrans ére seBicen
association with the use status of the service provider device, a unit that
acqui r es ptdvided gevisé aheis a pfedefRemBrRd ¢h€le cPmoy biwhertBe nsesthtu® 6f tegerv®r Vi ce
use status storage unit, and transmtting the acquired use status to the ID

provi der pfiR¥des Gevice is changedUid ugdagk titefiRt fries uRithesioRize NNk bhddd oner vi ce
request 1 ncludes an authentication token when the service request is

recei ved gfer RAhirdEscha8E uictkdthdkorntafigAism t s the authentication token and
service data in the service data storage unit to the user termnal when it

I's determ ned thak ff Q584 &e@etfo%qg%%f %Jcﬂﬁﬁt_‘b‘?%ﬁclﬁé}rﬁ% Br%@fdeﬁﬁﬁi on token,

and transmts the authentication c aboration request to the ID provider

devi Dy . . ) ¢ i nelud
aut hont | Aafyds th S1eERAES SR Stacds il st F pRPRERERARIbRC 15 S0
i or mat RIiFoHCS o SRBOOTRE S ape i o frsdSReiRu il iRt
attribute partial.information storage.upit in a_ss?c'.at iqc}g wi.t h each ot her
when the accouRtEHiat FEBTRLS HEseF éﬁgg‘?tcaﬂ%‘é?ﬁaﬁsﬂl YERSPIAEESS 1N

operation _instruction inclyded in the account coll aboration request nessage
r epr esen®§2 B5fE terauipal A thegytheptigatiog gollaboration requeshwhen ayauth@dicab@s t he user
attribute E)ar tial information storage unit based on the del etion target
account Fellabqeatioadeqnest inelnding shasarype proyides D of hesguicarroridredevice he user
attribute partial information including the user ID matching the deletion
t arget aeedthstaddresninformagipe phtheaser tagninalds irepgivied dtomthe servicehmovderount
col | aborati on request nessage represents the account deletion,
device that has received the service use request,
a unit that transmits a log-in request to the user terminal based on the address
information of the user terminal in the transmitted user authentication request, and
executes a log-in process of authenticating the user ID and the user authentication
information received from the user terminal based on a user ID and a password in the
user attribute information storage unit,
a unit that transmits a policy evaluation request including the user ID used in
the log-in process and the service provider ID in the authentication collaboration request
when the log-in process is successfully performed,
a unit that reads the user attribute information from the user attribute storage

unit based on the user ID in the transmitted policy evaluation request, |

a unit that reads the authentication collaboration policy information from the
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“a unit that notifies the ID provider device of the transm ssion source of

t he ‘"account col | aborati on request nessage of update conpletion including
the registered user IDin the user attribute partial information or the

del eted user IDin the user attribute partial information and the service
provider ID of the service provider device after the registration or the
deletion, a unit that perforns verification of the authentication

col | aborati on response when the authentication collaboration response is

r ecei vedadthenticatien ¢dblapomtipnl policiestorage uinis based gnttheseavichprovideaid antheoken when
a verification result represents permssion, and transmts the service
execut i otramsagjtted poliaycivabliation tdqeestiser |1 D i ncl uded in the aut hentication

col | aboration response and t he authentication token, and a unit that
transmts the auhifent deeiniass Whkher drhot hEnsheEEsdIC6f RIGELIAtOT thdguest and
service data in the service data storage unit to the user term nal based on

t he tranpéditt@ribsed bh R RXEsuthéRRati&lsRboratidn pdl If@y iafdrmanbn &af theRead ,
col | aborati on system according to claim1, furF conpri sing a unit

that det gidraRgButWRELARLoAr Not transm ssion of serV| ce data is to be
pernmitted based on the service use status information. 3. The

aut hent i cat i on Gk bAPREALIK RIRYRIMAGES ffhsl oRldRd do@imifaidh” € her

COI’T'pI’I S| ng a unit ser att te parti al

i nformatj e%ﬂltﬁ? ax%é?rﬁsﬁ&l ?otdré) oftt ‘%g&%ﬁ%ﬁ%&hp%# %es the user 1D included

in the user arti a aut hent i catl on

col | aboration 3 Mﬁltt ﬁ{yt ﬁ’?&st?xﬁ] tﬂg aéc%uﬁ]tn ollgﬁ%raﬁgn Peqﬁ%:st tmci'uc{u(l)g @ﬁ uS(i:rEB and

conpri sing ransm € use prow der
devi ce en the use st us, of the Sﬁ1 Vi ce provider d vice stored.i.n the

second s \PF{;VéceL}ggwglfr o tgf B?]é@'eevﬁ afion, a%gvhen the etermlnatlon result in

the policy evaluation response represents permission,

a unit that reads some item names of a user attribute from the partial item name
storage unit based on the service provider ID in the transmitted account collaboration
request,

a unit that acquires user attribute partial information including item names
matching some item names and item values associated with the item names from the
user attribute information including a user ID matching a user ID in the user attribute
storage unit based on read some item names and the user ID in the account collaboration
request,

a unit that acquires a deletion target account from the deletion target account
decided by the deletion target account deciding unit based on the service provider ID in
the transmitted account collaboration request,

a unit that generates an account collaboration request message by adding an
account registration instruction to the acquired user attribute partial information as an
operation instruction and adding an account deletion instruction or an account

invalidating instruction to the acquired deletion target account as an operation
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5. An I D provider device that is connected with a service provider device
transmtting service data to a user termnal operated by a user to
configure an authentication collaboration system transmts a service use
request to the service provider device, and perforns a | og-in process on
the user termnal, the ID provider device conprising: a user
attribute informati on storage unit that stores user attribute information
in which an itemnanme of a user attribute specifying the user is associated
wi th an instnetical ue of the user attribute, the user attribute information
including a user IDidentifying the user; a first service use

st at us st or agea unit that lrahsnsitsothe acwanvéadiaboraton taguess measfage t@h saicen whi ch the
user ID, a service provider IDidentifying the service provider device, and
a use st piovided tetibeoBLtri st sssrOIoneRs ofdRy i Renticati dSciab@hish Wqhéstone

anot her; an aut hentication coll aboration policy storage unit that
st ores aut hent j gait kiR ra@Inhi&PA Rcb@l cBRAYoEMionTEGoaS lepreséiftinp@Paaei Ng a user
which is a target to which transm ssion of service data by the service

provi der cGgNiefisn WHER Lipddt@EorhyielifPins RidkleTRe BEOE PRIviddP IO RS ited for each
service provider ID; a partial Ttemnane storage unit that stores

the servihiRidd QWileind He L8dRSSARIAREN oYk s G U mih I SMHRAEStRHRAY | tem
B a

nanes of "a user attribute In the user attribute 1 nformation
del et i : |.Si J i ]! . etion target
Goct si onPaBpiiforfigtiby LRl sl SLALRIBHRG UL oP) BRERGILEL A0 1 ATEE
transm sai n errrfi sion of {)vi e data.is to be deleted in a service
provi der %Fg\??@gl?céﬁ?ﬁoflgtamiﬁ ?rﬁgorééetqwsct,gjeﬁf‘a&ﬁ der I D for each service

id | D; . it th transmts a e stat acqgui sifi,on request
Do the servi ce® BpibdiyBpituls dnothaotittionoodabortiion GrebudnaPacsst el | on
transmtted fr.omthca service I_’O\fli der devi ce based on the use status
acqui si t MEreTvagR Y %ﬁ%mﬁﬁl&a@) icthe jpdate Completion in Ge Aenenitied 8F48t uni t based

on the acquired service use status information,;
collaboration response and the user ID, and

a unit that transmits an authentication collaboration response including the user
ID in the authentication collaboration execution request to the service provider device of
the transmission source of the authentication collaboration request when the
authentication collaboration execution request is received, and

the service provider device includes

a user attribute partial information storage unit that stores user attribute partial
information in which some item names and item values are associated with each other
among item names and item values of a user attribute in the user attribute information in
the user attribute information storage unit in association with an SP side user ID
identifying the user in the service provider device,

a service data storage unit that stores the service data,

a second service use status storage unit that stores the user ID in association
with the use status of the service provider device,

a unit that acquires the use status of the service provider device from the
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aunit that decides a deletion target account of each service provider ID
incl'uded in the service use status information based on the user attribute
information, the service use status information, and the deletion target
deci sion policy information; a unit that transmts a user

aut henti cati on request including address information of a user termnal in
the authentication collaboration request when an authentication

col | aboration request including the service provider ID of the service
provi der sewige pec stalts storaggaaitcarsl tranbmitting theracqiiredesestagys toghedbhal i s
received fromthe service provider device that has received the service use
r equest ; provider deviae,unit that transmts a log-in request to the user

term nal based on the address information of the user termnal in the
transm tted useunatidtdatimiats whethequramt theandi@requdsemchideogn i n process of
aut henticating the user 1D and the user authentication information received
from t heatkhentida@ibrtiokah whah it efviée 1§@dst IsPecsivbdargin S Wiktliteriidalle user
attribute information storage unit; a unit that transmts a policy

eval uat i gindn@e8s huthBsidddbM kR BndISVict Batd $:€ thel servidtedakPHotaBe BRiIPELGS and t he
service provider IDin the authentication collaboration request when the

| 0g-in PLQGeGTinal whéaGEis Abtelhhed ot Re®Elice request incRidédhd adth@tich@ds t he
user attribute information fromthe user attribute storage unit based on

the user (tjdl@ni zﬂldttl"h%ﬁﬂﬁtg‘Hl%rguiﬂeﬁgca&?)kg:EMalﬁ)Yﬁlolﬁ%%ﬁgt {o‘%ﬂyﬁzki’ovider deyice & uni t

that reads the authentication col oration policy information fromthe
aut hent | GaL a1 GAERAR0S Al A8 BRAd:GY BLOIR0 8ol Nbhab 3R Bt Aflichlisn REEY] c©
provider TDin the transmtted polIcy evaluation request; a unit
t hat determ nes whet her or. not.pransm ssion of. seryice 1S 10 ﬁe
por i tted based "B G PE I hERE Lo PP r BB aS R ey M5 mat f on
and the rqugusert&ﬁ;ributq.%gfornation; a.unit that transmts a
policy e?df BarsHhrIrRysoe IHeTRiMgn dhcreearicRlfhosHigndsaast mgssaee o
transm ssi on sour.ce of the_policy evaluation request; uni t that
transmi t §EUTE" AEIRALY| iopgAtiar %?rag%a%gt%ﬁ%%mm&l 6468 QBB and ¢ he
service provider IDin the policy evaluation request when the determ nation
resul t i theiaseoytsicpldabogasionaequestmesagios seceiveps wgh@ 8P§alion igsrestion a
unit that reads sone item nanes of a user attribute fromthe partial item
name st oiduledin thetpgseunt opllableration request messagedepresddts thepeount ansni t t ed
account coll aboration request;

registration,

a unit that searches the user attribute partial information storage unit based on

the deletion target account in the account collaboration request message and deletes the

user attribute partial information including the user ID matching the deletion target

account when the operation instruction included in the account collaboration request

message represents the account deletion,

a unit that notifies the ID provider device of the transmission source of the

account collaboration request message of update completion including the registered

user ID in the user attribute partial information or the deleted user ID in the user

attribute partial information and the service provider ID of the service provider device

after the registration or the deletion,

a unit that performs verification of the authentication collaboration response
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‘a unit that acquires user attribute partial information including item
nanes mat chi ng sone item nanes and item val ues associated with the item
nanes fromthe user attribute information including a user ID matching a
user IDin the user attribute storage unit based on read sone item nanes
and the user IDin the account coll aboration request; a unit that
acquires a deletion target account fromthe deletion target account decided
by the deletion target account deciding unit based on the service provider

| D i n t he'htn theswihtentchtimocollahoratisinl rasnomse isaecei ey feamn the ID providendewiges t hat
generates an account col |l aboration request nessage by addi ng an account

r egi st r afssaing ithestuthenticaivnt tokdntvehacaverifedtions msula taprésonts @epaissipmlandnf or mat i on
as an operation instruction and addi ng an account deletion instruction or
an accoufhndnii%ethe saticagxécnsib tjues indladih$ theaseiD @xdiuded &f then t ar get account
as an operation instruction; a unit that transmts the account

col | abor ghtherwtidagéiesllabbRESASpbikeand Be/dutigenBitAlondekerjand ce of a
transm ssi on source of the authentication collaboration request; a

unit that trangihi $hadfraReGQURE aftBbtRRE6RIJKER il BERONKR KBRItRASAJUeRY updat e
conpl eti on when update conpletion including the service provider ID of the

service  pd QHideHatd By iHeSeANE daftEstGALE B td tAE A6EFREMARAl Pasddh geer term nal

in the user attribute partial Inforfmation is notified froma service
prOViderugﬁﬁﬁﬁﬁd9&vﬁe%§éﬁﬁglﬁﬁbgﬂ destination of the account collaboration
request nessage, a unit that transmts an authentication
col | aborati on execution request including the service provider ID included
in the update conpletion in the transmtted account coll aboration response
and the yser | a o uni.t that transmts .an authentication
col | abor 4t i on E%Eﬁgﬂggu?ﬂg}ﬁﬂﬁh aIRR S gﬁ?a?ﬁ“ﬁﬁg%hgagﬁiﬂéﬁngation
col | aborati on .execution request to the service provider device of the
transm sSPHRA"EB&r ce of the authentication collaboration request when the
aut henti cation col |l abarati on execution request is_receiyed, 6.A program of
an | D provi der 24BYithat defmmins wBehFreren R Phssion of s vee %%tw 9dF devi ce
transmtting service data to a user termnal operated by a user to
conf i gur pemmittedibared oh tha Jepvicewicl sthey infarmatiey st em transmits a service use
request to the service provider device, and perforns a | og-in process on
the user termnal, the program causing a conputer configuring the ID
provi der device to execute: '

3. The authentication collaboration system according to claim 1 or 2, further

comprising
a unit that invalidates the user attribute partial information when the deletion

target account matches the user ID included in the user attribute partial information.

4. The authentication collaboration system according to any one of claims 1 to 3,
further comprising

a unit that transmits the use status to the ID provider device when the use status
of the service provider device stored in the second service use status storage unit

changes.

5. An ID provider device that is connected with a service provider device
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.a function of storing user attribute information in which an itemnanme of a
user attribute specifying the user is associated with an itemval ue of the
user attribute, the user attribute information including a user ID
identifying the user; a function of storing authentication

col | aboration policy information representing a user which is a target to
whi ch transm ssion of service data by the service provider device
identified by the service provider IDis permtted for each service

provi der tramymitting serviceadataitoct usenteohinst opdratgd b usentoicorfignreander 1D in
association with sone item nanes anong item names of a user attribute in

t he user agthéntichtibrecallaboratiah system, transmits adefvideaise peyuest ts thzrdendcedel et i on
target decision policy information representing a user which is a target in
whi ch tr prsides devdte, pad Pegeinth 10b-i8 fotessort asdrierhfindlethd ¢Dgr&ddérn a service
provi der device identified by the service provider ID for each service
provi der dédke comprisingd function of transmtting a use status acquisition
request to the service provider device, acquiring service use status

information tragsatdiste k@it SGLY &6t MPULAE hsdOWtbEt RRBaHatRN hhe use

status acquisition request, and storing service use status information in

whi ch t hgpusen e nﬁnésfyh&?aﬁﬁmegﬁci e 'egyaég&iét%wﬁﬁra\aiifeﬁ] provi der

devi ce, and a use status of the se C rovi evice are associated with

one anot J iLe Vil t at i nf i OR:. a
Punct ! on Spe BRRERs A b IRHLbElah ATnlTon BLRME d N ITMREine o | B
i ncl uded iqmghe service use status information based on the user attribute
infornatp§n, Yhe service use status information, and the del etion t ar get

deci si on poIicX i nformation; a Eunction aof transmtting._.a user

aut hent i cat i on? fIEY SE¥ICEUSE FARS S rapgadhatsiares SRRYIFR isestatys EIMAtaR ni nal i n
the aut hentjcation cqll abor.ation. request when_an authentication

col | abor %t Whlﬁﬁﬂeeq%fsg FAREMYieh W@Vltdﬁ%ﬂ% gﬁ‘mlgéngaﬁhwme preyiger deyicesadyi ce

provi der device and the address information of the user termnal is
r ecei vedampostntunef theseivics nsedderdlericgag assodipad withoneapethoied t he service use
request; a function of transmtting a Lo%éin request to the user
term nal basedawauthensicatien exdlaboration peli¢yotiorage wibthat steres enthimtidatipm t he
transmtted user authentication request, and executing a | og-in process of
aut hent i celtabnrativh@oligemfarMating re¢phesenting a nser wdnh is attanget torWlochrat i on recei ved
fromthe user termnal based on a user ID and a password of the user
at t ri but eansnfiesioradf service data by thesefwickcrovidendevideaidantifiedibyghasgroice cy
eval uati on request including the user ID used in the log-in process and the
servi ce provided @D id perinfttddfer eachiericeqabvider Bl | abor at i on
a partial item name storage unit that stores the service provider ID in
association with some item names among item names of a user attribute in the user
attribute information;
a deletion target decision policy storage unit that stores deletion target decision
policy information representing a user which is a target in which transmission
permission of service data is to be deleted in a service provider device identified by the
service provider ID for each service provider ID;
a unit that transmits a use status acquisition request to the service provider

device, acquires service use status information transmitted from the service provider

device based on the use status acquisition request, and updates the service use status
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.request when the |log-in process is successfully perforned, a
function of reading the user attribute information based on the user IDin

the transmitted policy eval uation request; a function of reading
the authentication collaboration policy informati on based on the service
provider IDin the transmtted policy evaluation request; a

function of determ ning whether or not transm ssion of service data is to
be permtted based on the read authentication coll aboration policy

i nf or mat storeganuit basedroadbic aepmired servico wsestatys arfranation; a function of
transmtting a policy evaluation response including a determ nation result
to a transm ssaomit $atdeddasfa deheiopabrigetyacemait wétachrservécpumetider ID a unit

of transmtting the account collaboration request including the user ID and
t he servinchidpd avihdaervide usa stahs ipfotmhatjonchaatdian thermuseretribate infoematibre
determnation result in the policy evaluation response represents

per m ssi ghe;service use stafusfibifderhbtich, @hd fRaKkI iGN IATE detRIBNTRNES irFbrndatiéREr
attribute based on the service provider IDin the transmtted account

col | abor ati on j g @&k iransmits a usePadtH@tichéh Riuse Hedin}PaddsQE idtbirhatfat €
partial information including itemnames matching sone item nanes and item

val ues agppgdcdte@mindl ihthk AGthich GERBAR BBRator AOntrBGicdSWherfdd dutiitkiBatidhl OF mati on
including a user I D nmatching a user ID based on read sone item nanes and

the user cAlegféltiBH ?ecﬁl%&(wahdiﬁg ltﬂeas%%@% érQOidreﬁgy g?ﬁie geélgicg eﬂroviaelj &é@ﬁ:te' on of

acquiring a etion target account omt ecl etron target

account %fcft%g aldre usfe‘iggo?ﬁl%%{br? 6f e gl\éérﬂ%’éqilhé? i %rcgigg% gog}n@g]aérgﬁcg g?&ﬁ&’é%m

col | abor on req ccount

col | abor ati.on,request . age .by adding,an account registration instruction
to the a Vﬁlcerﬂe“atehg‘gé?ceé‘frgﬁrﬁﬁ%%ﬂgc%gﬁetrieg?‘%f’nf ormation as an operation

instruction and addi ng an .account deletiqgn instru.ctf' on or an %ﬁcount
a unit that transmits a log-1n request to the user terminal based on the address

information of the user terminal in the transmitted user authentication request, and
executes a log-in process of authenticating the user ID and the user authentication
information received from the user terminal based on a user ID and a password in the
user attribute information storage unit;

a unit that transmits a policy evaluation request including the user ID used in
the log-in process and the service provider ID in the authentication collaboration request
when the log-in process is successfully performed;

a unit that reads the user attribute information from the user attribute storage
unit based on the user ID in the transmitted policy evaluation request;

a unit that reads the authentication collaboration policy information from the
authentication collaboration policy storage unit based on the service provider ID in the
transmitted policy evaluation request;

a unit that determines whether or not transmission of service data is to be
permitted based on the read authentication collaboration policy information and the read

user attribute information;
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Jinvalidating instruction to the acquired deletion target account as an

operation instruction; a function of transmtting the account
col | aborati on request nmessage to a service provider device of a
transm ssion source of the authentication collaboration request; a

function of transmtting an account col |l aboration response representing
updat e conpl eti on when update conpl etion including the service provider ID
of the service provider device and the address information of the user
terminal in theuoHéhat gansmita polparavakintipmfesporat inpludisg mdetefmipdtidn om a
service provider device of a transm ssion destination of the account

col | abor agsulého a srgquensissiome saumgeof the policy evaluatioe téquestpf transnitting an

aut henti cati on col |l aboration execution request including the service

provi der | D i nahuiieisht itrandnhies thp dedontevlabertation régaedt itcltiding se dskeld agtount
col | aborati on response and the user ID, and a function of

transm t tie@rase providentD Gothe PBlicoEakabA téqBstVATAARS Betbmtihatiin@sdlha user 1D
in the authentication collaboration execution request to the service

provi der tgdeoiies ePdluitith re§RMASMIpidsbits parulissfor3f the authentication

col | aboration request when the authentication collaboration execution

request is recgiyRehat reads some item names of a user attribute from the partial item name
storage unit based on the service provider ID in the transmitted account collaboration
request;

a unit that acquires user attribute partial information including item names
matching some item names and item values associated with the item names from the
user attribute information including a user ID matching a user ID in the user attribute
storage unit based on read some item names and the user ID in the account collaboration
request;

a unit that acquires a deletion target account from the deletion target account
decided by the deletion target account deciding unit based on the service provider ID in
the transmitted account collaboration request;

a unit that generates an account collaboration request message by adding an
account registration instruction to the acquired user attribute partial information as an
operation instruction and adding an account deletion instruction or an account
invalidating instruction to the acquired deletion target account as an operation
instruction;

a unit that transmits the account collaboration request message to a service
provider device of a transmission source of the authentication collaboration request;

a unit that transmits an account collaboration response representing update

completion when update completion including the service provider ID of the service
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provider device and the address information of the user terminal in the user attribute
partial information is notified from a service provider device of a transmission
destination of the account collaboration request message;

a unit that transmits an authentication collaboration execution request including
the service provider ID included in the update completion in the transmitted account
collaboration response and the user ID, and

a unit that transmits an authentication collaboration response including the user
ID in the authentication collaboration execution request to the service provider device of
the transmission source of the authentication collaboration request when the

authentication collaboration execution request is received.

6. A program of an ID provider device that is connected with a service provider
device transmitting service data to a user terminal operated by a user to configure an
authentication collaboration system, transmits a service use request to the service
provider device, and performs a log-in process on the user terminal, the program
causing a computer configuring the ID provider device to execute:

a function of storing user attribute information in which an item name of a user
attribute specifying the user is associated with an item value of the user attribute, the
user attribute information including a user ID identifying the user;

a function of storing authentication collaboration policy information
representing a user which is a target to which transmission of service data by the service
provider device identified by the service provider ID is permitted for each service
provider ID;

a function of storing the service provider ID in association with some item

names among item names of a user attribute in the user attribute information;
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a function of storing deletion target decision policy information representing a
user which is a target in Which transmission permission of service data is to be deleted
in a service provider device identified by the service provider ID for each service
provider ID;

a function of transmitting a use status acquisition request to the service
provider device, acquiring service use status information transmitted from the service
provider device based on the use status acquisition request, and storing service use
status information in which the user ID, a service provider ID identifying the service
provider device, and a use status of the service provider device are associated with one
another based on the acquired service use status information;

a function of deciding a deletion target account of each service provider ID
included in the service use status information based on the user attribute information,
the service use status information, and the deletion target decision policy information;

a function of transmitting a user authentication request including address
information of a user terminal in the authentication collaboration request when an
authentication collaboration request including the service provider ID of the service
provider device and the address information of the user terminal is received from the
service provider device that has received the serv_ice use request;

a function of transmitting a log-in request to the user terminal based on the
address information of the user terminal in the transmitted user authentication request,
and executing a log-in process of authenticating the user ID and the user authentication
information received from the user terminal based on a user ID and a password of the
user attribute information;

a function of transmitting a policy evaluation request including the user ID

used in the log-in process and the service provider ID in the authentication collaboration
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request when the log-in process is successfully performed;

a function of reading the user attribute information based on the user ID in the
transmitted policy evaluation request;

a function of reading the authentication collaboration policy information based
on the service provider ID in the transmitted policy evaluation request;

a function of determining whether or not transmission of service data is to be
permitted based on the read authentication collaboration policy information and the read
user attribute information;

a function of transmitting a policy evaluation response including a
determination result to a transmission source of the policy evaluation request;

a unit of transmitting the account collaboration request including the user ID
and the service provider ID in the policy evaluation request when the determination
result in the policy evaluation response represents permission;

a function of reading some item names of a user attribute based on the service
provider ID in the transmitted account collaboration request;

a function of acquiring user attribute partial information including item names
matching some item names and item values associated with the item names from the
user attribute information including a user ID matching a user ID based on read some
item names and the user ID in the account collaboration request;

a function of acquiring a deletion target account from the decided deletion
target account based on the service provider ID in the transmitted account collaboration
request;

a function of generating an account collaboration request message by adding an
account registration instruction to the acquired user attribute partial information as an

operation instruction and adding an account deletion instruction or an account
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invalidating instruction to the acquired deletion target account as an operation
instruction;

a function of transmitting the account collaboration request message to a
service provider device of a transmission source of the authentication collaboration
request;

a function of transmitting an account collaboration response representing
update completion when update completion including the service provider ID of the
service provider device and the address information of the user terminal in the user
attribute partial information is notified from a service provider device of a transmission
destination of the account collaboration request message;

a function of transmitting an authentication collaboration execution request
including the service provider ID included in the update completion in the transmitted
account collaboration response and the user ID, and

a function of transmitting an authentication collaboration response including
the user ID in the authentication collaboration execution request to the service provider
device of the transmission source of the authentication collaboration request when the

authentication collaboration execution request is received.

66



