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Backgr ouroloafoorssat i on 5 The present invention rel ates toPoarisphedrad
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Force (I ETF) into a new protocol known as 25 Transport Layer Security (TLS)
(TLS 1.0 reviikized td Bg@yve a computer system’s ability to display video images without sacrificing

overall computer performance. They free up a computer’s central processing unit (CPU)
to execute other commands while the video card is handling graphics computations.

15 Another example has to do with purpose-specific devices for encryption and
decryption. As more and more information is communicated via the Internet, security
concerns have become increasingly prevalent. Encryption techniques are used in the art to
prevent the unauthorized interception of data transferred across the Internet. An example
of a common protocol for data encryption is the Security Sockets Layer (SSL) (SSL 2.0,

20  revised Feb. 9, 1995). When an SSL session is initiated, the server forwards its ‘public’
key to the user’s browser, which the browser uses to send a randomly-generated ‘secret’
key back to the server to have a secret key exchange for that session. Developed by
Netscape Corporation, SSL has been merged with other protocols and authentication
methods by the Internet Engineering Task Force (IETF) into a new protocol known as

25  Transport Layer Security (TLS) (TLS 1.0 revised 1999).



WO 03/027861 PCT/ US02/ 26799 Encryption/decryption protocols, such as is
used in SSL, are very conputationally intensive. The process of encoding
and decodwogasjoerfser mati on can rob a great deal of a centr@CTASOT2E39 ng
unit's (CPU) val uabl e processing resources. In addition to
encryption/decryption and video processing, other activities that involve
conput ati onal | y ghit&DadcipiianprotRPBlsubl Mds MNea¢eSSIg arddenedonpufationlly

pur pose-speci fic peripheral processing. In providing a purpose-specific
device on a,ROD W}Qgﬁo&% JFRARDAgAHE deRBink RTerftidn canltbha gfeaf @8l of 2
encryptlonlaecryptlo , the device needs to be active and further, be able
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Bus' command under_principles of the, resent |nvention. Fi.gure 5a provi
a time chartelipyes @ﬁl’ﬁé@ﬁ asbaigo! gpapopsipHity ©r segpriziional e"P@BfIY"O??Ug‘E‘F? by zi EgO\elll des
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sequencao of providing\adeticatadtagtiNeaneieary busresiphgl K Birber depirabiaio FRRO¥ht
i nvention. 2 WO 03/027861 PCT/ US02/ 26799

communication between the CPU and the dedicated, active memory bus peripheral.

Brief Description Of The Drawings

15 Figure 1 provides an illustration of a typical memory bus in the art.

Figure 2 illustrates the operation of an active memory bus peripheral under
principles of the present invention.

Figure 3 provides a flowchart representative of the process of bus switching for a
dynamic bus peripheral under principles of the present invention.

20 Figure 4 provides an illustration of example address locations utilized ina
sequential address call used for triggering a ‘Get Bus’ command under principles of the
present invention.

Figure 5a provides a time chart illustrative of data value sequence detection
utilizing a predefined amount of tolerance for spurious data interleaved within the

25  sequence of ‘relevant’ data values, under principles of the present invention.
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Figure 5b provides an illustration of the change in result if one term seen
by the apparatus of figure 5 a is changed, under principles of the present

i nvent i orwomB@emse1 5¢ provides an illustration of a second&cy/ysar/zd7bel
sequence anal ysis overtaking and absorbing an ongoing primary command
sequence anal ysis, under 5 principles of the present invention. Figure 6
provi des a genegg|iSbHRemdds 6n AfuskfiRndaing cialge & Baduieaeaetieteec bptheunder
principles of the present invention. to Detailed Description Figure 1

provi des an IBaHtﬁi ity 19£haﬁ%etd}’ ﬁ’ﬁcﬁﬁ%nﬂ%ﬁﬂ@%b‘!t@lﬁ%sbrﬂ itvestiart. A

nlcroproces or chipset 102 e host) utilizes one or nore nmenory nodul es

104, e.g. Dual kﬂ{el ﬂc%?o%ﬁﬂl%ﬁ%h%?aﬁ@bﬁdﬂy pald1R1 fQ6dncd Bhlysispi cal |y

comuni cates w menory nodul es via a common nenory bus. In other

words, each g? g?ng nd & kbqnir%e&lrgéé%gh}nmg@@ﬁﬂﬁﬁd s&RBHck Bhalysi)hddat a signal s

bei ng commini ¢ 6. The host is able to define which
menory nodul g&ﬁkscelpt of a nessage through utilization of

a seri es5 ofprm%lﬁfes Oml? 8¢ ent Fn

Ines {(buses) 108. In figure 1, a series of chip

sel ect " buses’ 108 r.ovi d r g%ﬁdggag &lakp sel ect
bus 108 woul d pF BV é”ogdg i %ga &H?ﬁ? t %aﬁﬁé the modul e and one to

t he backsi de, of . t he nodul ch chip 20 select line 108 is associated to a
specific néﬁﬁ??eﬁBﬁ@F@“ﬁﬁgyw?%@nchlp sel ect line 108 asserted provides

whi ch menory nodule is to receive the data currently conmmuni cated on the
menory bus 106. Figure 2 illustrates the operation of an active nenory bus
peri pheral under principles of the present invention. In one enbodi nent of
the present invention, a Field 25 Progranmable Gate Array 202 (FPGA), is
utilized for acceleratlng various 3 WD 03/027861 PCT/ US02/ 26799

conputaﬂiod&ﬂﬂﬁLﬂhﬁ@H&@He tasks (such as encryption and decryption). The
FPGA 202 is .
Figure 1 provides an illustration of a typical memory bus in the art. A

microprocessor chipset 102 (the host) utilizes one or more memory modules 104, e.g. Dual
In-line Memory Modules (DIMM). The host 102 typically communicates with the
memory modules via a common memory bus. In other words, each memory module sees
15 all address, control, and data signals being communicated on the memory bus 106. The
host is able to define which memory module is intended for receipt of a message through
utilization of a series of ‘chip select’ lines (buses) 108. In figure 1, a series of chip select
‘buses’108 is provided. In a DIMM, for example, each chip select bus 108 would provide
a chip select to the front of the module and one to the backside of the module. Each chip
20  select line 108 is associated to a specific memory module 108. The chip seject line 108
asserted provides which memory module is to receive the data currently communicated on
the memory bus 106.
Figure 2 illustrates the operation of an active memory bus peripheral under
principles of the present invention. In one embodiment of the present invention, a Field

25  Programmable Gate Array 202 (FPGA), is utilized for accelerating various
3



configured for optinmal performance of the repetitive conputations
associated with its purpose (encryption/decryption, etc.) through parall el
processi ngowaioespl etc. In one enbodi nent, the FPGA 202 i Cirasar/add n a
DIMM sl ot on a PC-100 (Registered DIMM 5 Design Specification (Revision
1.2)) or PC- 133 (Registered DI MM Design Specification (Revision 1.1))

menory bus 2@6wuialibnalpenteishRdiskBRlch SRnb9pidh 2HDRAM BY)) CIe®PGAS2020y nani ¢
Random Access Menory) 210 is shared between the host conputer 208, which

per cei ves i donBgurB@iorBhtitR PeFmlaBeeof tifd @dtidike tdnpliRhYasiRtidEwid0AY , and the
FPGA 202, by switching, through bus swtch 212, the address/datal/control

connect i ONSyifhst 0@ phi6h, SPRAMRM b PRl NS stifieutiRSde. 288nand t he FPGA
202. In onZp eﬁn%ﬁogk?lﬁggtl, atcglgny gi ven i me, lé\?(tgher%%e host 208 or the FPGA

202 has accgss, 98y I |RLRAM 2BAVIM sich G0 @¥gibRRAIPIBMNW t ch
212, of this ogﬁlﬁeggﬁge%M 210 bus is requested by th(lg)églhost machi ne 208

put _cont{ o' b&ferdeBitanon Wekifieh EH70r POA33 ool TR RN Sptdificatdgt 208

nmust be ‘abl e end two co nas: "Sw!'tch_ e SDRAM blus to
per spect | veRfRbnd e gY s e Mo inh if SR SBLINS BRI 81y, 11
addr oss. - antegnt Fat PR greafRuea) 2t Mk el el PRGN FEhP oo o
SDRAM bus*STRFTRYR 375 TPl Bismest e, “00e:20 menar Teds i RO A s
FPGA 202" ddBeighngave g BUGRS AL fi5 Toiy G conBoRabGero Rl bRy (e
the " Cot? BuSPRASHAAHITEn s s PR TR SEC Aoa. 1aga oo el ARy PRt o one of
O 1 or | ng. SBHeUES Tk LU S G A e AP e RO P ICRUCd: when t he
4 WD 03/027861 PCT/ US02/ 26799
Switching, by the bus switch 212, of this on-board SDRAM 210 bus is requested by the
host machine 208 but controlled directly by the FPGA 202. In one embodiment, the host
208 must be able to send the FPGA 202 two commands: "Switch the SDRAM bus to the
15  host" and "Switch the SDRAM bus to the FPGA." Using the host's perspective, these can
be called ‘Get Bus’ and ‘Put Bus,” respectively.
In one embodiment, a signal tap 215 is utilized to link the FPGA 202 to the address
and control signals, as well as the apparatus® 214 chip select, on the host's memory bus
206, regardless of to which device the on-board SDRAM bus switch 212 is connected, so
20  that it can monitor the values driven by the host 208. In one embodiment, due to size
restrictions, the FPGA 202 does not have enough pins to monitor the data lines. Hence, the
data signals are not monitored in this case.
A potential means of sending the ‘Get Bus’ command is to have the host 208 read

from or write to one of two respective trigger addresses in the on-board SDRAM’s 210

25 memory. By monitoring address and control signals the FPGA 202 could detect when the
4



trigger address for the " Get Bus' conmand is accessed, and switch the bus
accordingly. However, on systens enploying Error Correction Code (ECC)
menory, twWo93asbd potentially cause a problem Wen thePooaiS02039¢9 ssues a
"Cet Bus' command, it is presunmably not connected to the on-board SDRAM s
210 menory. |If the chipset 208 5 attenpts to read fromthe on-board SDRAM s
210 menory qbder Widrdss 5628k idey Bl dosldbad Riacces@ar daageitch thwbad evadinglyl ues

happen to I'1 e on the nmenory bus's 206 data and parity lines as a result of

previously }?@%&?oﬁ(@s&%_e&&%ﬁ@ﬁrﬁﬂ@%r@a%n@@aé gectyankage)this cand thi s may
n

generate a errar, wth possibly term nal consequences. The system nmay
deci de t hanote pal}n&{ﬂy a)lprglgllgﬁ. WREAhahys 289 Auck 8 ‘dafBRet dowBnaaadit Bhut down

comuni cati'on to’it entirely, to On sone systens, even a wite requested by

the central rgsrlﬂ)[%ﬁggllgp&nﬂgﬁéd £ #R\h-H¥EA STHEAGF 3110 n?en{&ﬁngt(‘j Y chip&t 26§ pset 208,

e.g. the cHi pse reads from several |ocations, ifies some of the

data as f e?agtl%rsnt ﬁgo el grﬁm\%é §E8odkd Sﬁ%@%@l‘@méﬂ?&y,ﬁ%lf@éﬁ in@ﬁﬁrcﬁfaQ{r& det ect

a fal se “er probl'ens nay resu ecause of these potential problens,

it may be Qe%%g%g%%rp%g\ﬁ%r ,rv'alggst ragée@ltqﬂ RU3, ﬁq\@rﬁeﬁt})r}/ hs2b6 dhH LR dit?gnb%kkﬂe; hat e

means. In of an writing to the on-boa
menory 210 to trigger "Get Buys,' the host .208 wrj t on anot her
DI MM 204 orf Rt %fgpg‘iVécfHS dr Ry FAJ0ss (sapadiance ang Cg%%%%ﬁéz 63 B i e by
nmonitoring the menmory bus' 206 a gr ess a;i %nal S; V\w %h are sah%r e ng the
chi pset 208zencigig@n&Saerr witonossiplripiRNAa §onseqyighoes e KM 514 S 202)
and other DIMM s 20 (nenory nodul es) 204. |n one enbodi nent, .sipc
chi p- sel ectthegaans(tiEappapes ALY isteiieaye ar%i’n% OPf ORI ISALOTP anreglm,
204(general ly), the apparatus 214 cannot tell which ng lﬁ.&m)dul e 204 (or
whi ch siltle Of sarheasysiendLAvel 2 Brifeiequesisn by thespitra R@C?Sémﬁéi“gg‘f sed. Al so,
since the precise usage of the nenor % bus address |ines to select rows,
banks, and genetaterarsad/ey e thinswi ASroLythepRipiee2OBogads frogeirseg! IAGHAMe 204, the
apparatus 214 may 25 not be able to tell precisel ly what offset into a
menory noduhedifiedsopferadthet dat ds egguestéd then fvrites it all back. The ECC may, therefore,
detect a false error and problems may result.
Because of these potential problems, it may be necessary to trigger the bus switch
15 212 through an alternate means. In one embodiment, rather than writing to the on-board
SDRAM’s memory 210 to trigger a ‘Get Bus,’ the host 208 writes to memory on another
DIMM 204 on the system's memory bus 206, and the FPGA 202 detects this by
monitoring the memory bus' 206 address signals, which are shared among the chipset 208,
the apparatus 214 (SDRAM 210, bus switch 212 and FPGA 202) and other DIMM's
20  (memory modules) 204. In one embodiment, since chip-select signals 216 are not shared
among the various DIMM's 214, 204(generally), the apparatus 214 cannot tell which
memory module 204 (or which side of that module) other than itself 214 is being accessed.
Also, since the precise usage of the memory bus address lines to select rows, banks, and

‘columns vary from memory module 204 to memory module 204, the apparatus 214 may

25 not be able to tell precisely what offset into a memory module 204 (from the beginning of
5



WD 03/ 027861 PCT/ US02/ 26799 the reserved 2 KB, explained below) is being
accessed. In one enbodi nent, what nay be relied on is the usage of the 8
| east si gwDfo3o2r861 bus address lines as the eight |east sigairfisoamd79col um
address bits. In one enbodinent, with 64-bit data words, the apparatus 214
can tell what physical address is being accessed nodulo 2KB. It can tell,

e.g., that g8res@GvaCLRBSeindd®eRw) Ringakcestdr la®ae 2M¥&ithert whatl 2124 bbyt es,
for sonme unknown value N. In this exanple, the apparatus's 214 information

is the of f sgfefn iéﬁ%%&@éto%%m $East §hifdmbhis adiresatneOnShe dibtiiSedsy ovi des f or
only 8 bits of information. If the FPGA 202 executes a ~Get Bus' request

every time ﬁgrﬁﬁéah?é.orlmﬁ’ﬁ § &8dss b On SKBriddagndne SAhEachiBd8Aw e s, IR Epbthtus S seen,

it may do so at frequent, unintended tines, triggered not only by

| ntent | onaly 4Geh «diUthar 1Y sRAMIRALSIs bBHL 1QL SR RYHALRB AL, PRIDE yiaCaLeSSes by

t he operating systemofr ‘'sortware appfications. In one enbodinent, to

m nim ze; Sugh. AGGL 9094‘153 ical RlireBUDas $W L $50%ytek 61 soRTRMRAW v RH@r FRL i on i n

the conmand 1 & i Rerea y witing not just to a single address, but to a

f.add A ‘ . ' .
i g? (l;fe 3 f Iey 0 tglra? é:x%rgﬁs,gtﬁ% %Rpgra%esnﬁ lﬁ’?ﬂﬁh{&%ﬁ lsttﬁ)é/ 0 ﬁ&sl?rgigb};t&? ﬁsﬁg 68 IHiE

Icre ong, 1t can be € un l'y that the

et o aPirahs. TS SLed e RAL SRR ACH IR AHL RN B E eauence.

In one enb ary to utilize a sequence of dress

calls for the, "put bus'. co nd. ..Becau e host, 208 4 s connected to the
appar at us' QMWB?% §Y4y tme ﬁ%"’f"ﬁﬁffﬁ? mio ﬁg%ktﬁ%{?gew%doa Or? & en%qrrn}@rlggeleg’ ho
problemwiting to g single trigger address gon  the apparatus, SDRAM 210.
After such &&¥ dreqyqql upipisRd S IEEH B tﬁalyt%’ént?'ﬁpo?@l h?é%‘fsf In one

enbodinment, it is likely that one or nore data val ues, which are not part
of t he 1¢onvrataansedbe®by (nrelaisd memamseesss &y CHFHYE S51ELE SO V#fie nenory
bus 206 between command sequence ('relevant') values. This is due to the
fact that t4mplipasions.yln opeembelimeytoprinipesusibrceidenal GspRBrsasy iises the
simul taneously. In one enbodi nent, each 25 nenory access by the chipset 102
- whet her genamabtidfdmpationdpPthe campnil ph@q’fgﬁse@y‘@@@ng not just to a'single address,
but to a sequence of addresses. In one embodiment, by choosing the sequence carefully
and to be sufficiently long, it can be made unlikely that the chipset 208 will randomly
15 perform memory accesses matching the sequence.
In one embodiment, it is not necessary to utilize a sequence of address calls for the
‘put bus’ command. Because the host 208 is connected to the apparatus’ SDRAM 210 at
the time of a ‘put bus’ command, there is no problem writing to a single trigger address on
the apparatus’ SDRAM 210. After such a command, the FPGA 202 switches the bus to
20  itself.
In one embodiment, it is likely that one or more data values, which are not part of
the command sequence, (‘non-relevant’ values) may appear on the memory bus 206
between command sequence (‘relevant’) values. This is due to the fact that the memory

bus 206 may be used for other operations simultaneously. In one embodiment, each

25  memory access by the chipset 102 - whether generated by a CPU, a peripheral Direct
6



6 WO 03/027861 PCT/ US02/ 26799 Menory Access (DVA) operation, or the
chipset 102 itself - results in sone 8-bit value in the | east significant
8 addr esswbio®?278and several accesses such as this may pot @critht/ge7pappen
while the apparatus is attenpting to send a Get Bus' command sequence,
thus introducing spurious 8-bit values between successive terns of the

command Seqvgé‘rﬂ&r%ct&s (BVA) @p&ARATbMROEhipsel 102118 IEPGAMIRAR s@ves-bifvalsein a ~ Get
Bus' command it could cause a | arge problem as the apparatus may then

perform ma RO, 2R %ith AP SIVeR ARedsENSuctPRB Aoy PoteMARAM 210 at a
ti me when ?%% OS%M?%%R?%H%%% gﬁnnected toethaFCSDRA& 5? ? By contrast, if

the FPGA 2%@%’%@% éép?%@ﬁ%%ﬁ%%ﬁ%ﬁ%ﬁd% ‘GRER O mRAR! BhuARLais! ¥,

thinking it s’ sequence although it was never sent, the only

consequence_j s, 1 < : g, Cet
o e iR BTEul 5 B PREL S TRASS s upe gl b

ack to nornual .

Ther ef or g, 0151@ ﬁ&@gﬁiiﬁltggtogitﬁT%A EOMéra @ﬁséﬁe&t‘E}gtrBJsocorﬁrﬁgtndgpcotumagéedae of

aIIomﬁn@ to efrI'm spuri ous a values. Figure provi des a
flowhart representatiye of the proce % | ' F QL oBed @M ¢ bus
peri pheral ! SBF%E?Pﬁ%f FB%“%?“P%@B%}Gg%ﬁ n?ﬁzg%?%%ﬁgkﬁﬁo&hégeﬁ%odﬁnent of
15 the present inv e} t he .bus sw,tch is,found at t Eﬁﬁ@? ition
302, whi ch 3HPYFY P RAMhgieba s whEb i Sa 2Ps “8?9088%‘?‘3&1}1@ %er Y Fpoa
I n one enbodi nent, when_ the host nt C to tF a ratus' nory 304
(for encryp?Y eatiaddt istiPeH: fo@ts&‘tfl?e\g?]le ﬁ%@@@ﬁaé’b% ®.t eglﬁquﬁ@he oSt %m (e.g.,
cause an indefinite Ioogg, di sabl e %ﬁgnagy interru t% as EOSSibh%“ and
establ i sh abinking|itsambe et BUE Sequencs alfRaHshyt WASACWL Sefi the ¥¥ EPPFBPE<ah 20
execution priority as possible 306. In _one_enhodjnent, th@ hos% mgites, as
rapi dl ylts sopsdessiof perfarmancephesanse eyeriualythe cGeidie ecgpmapgavie e &atigfd ¢ he
reserved 2KB 308. Since the addresses seen by the apparatus are based on
64- bit dat atheveaftbs thingsorill kg Brckde nprimaf. hEhereferg i RB@CMROdNRNEY Eimaype YeURT er ent
mul tiple of 8 bytes. In one enbodiment, a valid sequence of 8 offsets is
as fol | ows: erl @D sid6 4f allbT8ag tod 0B interdB sputigudata wigs. and 704 bytes. In one
Figure 3 provides a flowchart representative of the process of bus switching for a
dynamic bus peripheral under principles of the present invention. In one embodiment of
15  the present invention, the bus switch is found at the default position 302, which provides
communication between the on-board SDRAM and the FPGA. In one embodiment, when
the host wants access to the apparatus’ memory 304 (for encryption/decryption, etc.), it
would ‘spin-lock’ the system (e.g., cause an indefinite loop), disable as many interrupts as
possible, and establish as exclusive of access to memory and as uninterruptible an
20  execution priority as possible 306. In one embodiment, the host writes, as rapidly as
possible, to a predetermined sequence of addresses in the reserved 2KB 308. Since the
addresses seen by the apparatus are based on 64-bit data words, each address in the
sequence is offset by a different multiple of 8 bytes. In one embodiment, a valid sequence

of 8 offsets is as follows: 1208, 464, 1736, 1056, 408, 1840, 1256, and 704 bytes. In one

25 embodiment, for the FPGA to detect the ‘Get Bus’ command sequence, the eight least
7



25 enbodi nent, for the FPGA to detect the "Get Bus' command sequence, the
eight least 7 WO 03/027861 PCT/ US02/ 26799 significant address lines from
t he syst ewiD93/0e186ry bus are nonitored on each appropri at e PCTlwsok2@dge. I n
one enbodi nent, these eight bits are conpared to the command sequence

val ues determ ned by dividing the byte offsets used by the host by eight.
For the Segs:fé{i]fgcgnt ﬁlrndpe\éé gl‘?eg ﬁ‘gy QHE systefRSReNGH Y8Sar8 hdniterdd oP&ach ddpfoprkd?, 51,

230, 157, one odi'nent, the portion of the command sequence

previously seen.s i : A j dh@stensben the
whol e sequeﬁ%C eﬁiges' @g@%&%@?@%gg&ﬁ}@% agér:cbdcl) iafn%g?fhgg ﬁ%ﬂﬁg p?ﬁ-ef ock' is
t hen renoved,and the interr. i thel SBRAE
enbodi nment ,Vathf?éggtf/rs 13#%41§IEEE?§§ ygeeogfégtg u?)f q’?ﬁ%ﬁ@ﬂﬂ&%}t%ﬂge Ste Cklle FPGA to

detect the co e 312 d i h t he 1o host
5761 1 oncohBGHa Ry dus e S ers ot 2 Sh o BTN, Ahend,0 L ohe 0 1OS

process of ddress cal |l .sequence per.ception IS pl.ai. el ow and
in Figures g s tﬁ?np%ﬁ%n Uy "%‘éﬂ“ﬁ@%‘fi,se uﬁrécec?ﬁgvﬁ%lggcf e%d%%%lnlﬁ%%%%th?oaded by
the host with data éo erltcr ‘ﬁgldecrﬁ/ t eéor fgr bwhat ever  our pose) 318. In
one enbodi n&Hich 1§ Wadeigdhe hoserhandheunale segpence igs e PdeelNedhnce of address
calls to trigger a "Put Bus' 320. The data is th nqlg fnge‘rgwa ded to the FPGA
so that the conpliteneiesPanimsst thei %Pyﬂ-toglﬁdﬁth&gff’é?&%@m Kol ‘EHP&&{% ¥KF can be
perfornmed 322. In one enbodinent, after the activity, t h? .

encrypt ed/ degainygueblad 3 80. dn ongjembodimentdhy e Yaiiserae ResiRA timeihet AP 324.
The host then triggers a Get Bus' by the appropriate sequential address
cal | 326 (stwe¥Paa tddneciihesinuuandyge@acedispnd s Hd4 ﬂ@%qu trthe FPGA
perceives this sequential address call and switches the bus to the 20 host
328. | n ioneherbbdinmentembafiinent thisitinangribdis abpie Sopicrostronds. dde arocg30f 332, the
host reads and utilizes the altered (encrypted/ decrypted, etc.) data from
t he SDRAM 33diresEtgLisequehcppoviptios isemplainkdiSuthert bietow afd i@ERﬁTﬂSé aadfr ess

| ocations utilized in a sequential address call used for triggering a ~Get
Bus' under pri ncipbesentfodinteat, freememntrd SDRAM is next loaded by the host with data to

encrypt/decrypt (or for whatever purpose) 318. In one embodiment, the host then makes a
pre-defined sequence of address calls to trigger a ‘Put Bus’ 320. The data is then
15 forwarded to the FPGA so that the computational activity (such as encryption/decryption)
can be performed 322. In one embodiment, after the activity, the encrypted/decrypted, etc.
data is returned to the SDRAM to be held 324. The host then triggers a ‘Get Bus’ by the
appropriate sequential address call 326 (same as done previously 306-316). Inone
embodiment the FPGA perceives this sequential address call and switches the bus to the
20  host 328. In one embodiment, after waiting for the switch to occur 330,332, the host reads
and utilizes the altered (encrypted/decrypted, etc.) data from the SDRAM 334.
Figure 4 provides an illustration of example address locations utilized in a
sequential address call used for triggering a ‘Get Bus’ under principles of the present

invention. In one embodiment, the host 402 initiates a ‘Get Bus® command by writing to



i nvention. In one enbodi ment, the host 402 initiates a ~Get Bus' command by
witing to 8 WD 03/027861 PCT/ US02/ 26799 (or reading fronm specific

pr edef i neaormafprsyl address | ocations in a reserved regi on @CT/Ushi/2d70%r d
menory in a predefined sequence. In one enbodinent, to initiate the system
during kernel and driver loading, in software at |east 2KB of nenory is

reserved (qg, 2QMRg RbMYtift bddidedddetn ¥ Akiresk RRBtiond id Mesapgiacgbuist 406) at a

physi cal | ocation on a 2KB boundary. In one enbodi ment, the highest 1 MBis

reserved U”é}?.[,oérli‘ﬁle&Bgﬁiﬁ%;pUeﬁeﬁﬁJd%%uenéé? one enbodi nent, next, the reserved
region of menory I's sét as uncachable,' so that wites to it will be

i medi ately ex i 406 is
bl nd Lo the chiboaEfabin B0 R o e e

a10, a1l A1 R R gﬁﬂeng&g 138l (LRI () TLNG1490 Binel adNe

enbodi nment , stingui shin aracteristic tween address calls is the

depth into the reser regi on, o rdl.esss | 1411, 412 the
call was’ ith? aRRgES %ggjasttaafg g‘?’icailj}oé:g/i&%uogl ay, I ?gugggzy@oﬁgﬁgb% %}]n?t t he
sequence of

.add calls are t LuUst. o f)l 4 12.0hel f they are
to multipl eh@?‘ﬁvﬁﬁﬁ'@ ,“ifi"f?‘i'i o %S ah’naraatusl'né}gsg hlg/lglh ta Q;hééﬁn[e%’nc}é’ e addr ess
calls in one enbodi.nenf, a first nenor all . 413 ] 0 ific
address i n FAEVEHrFA B{WMQS. Se% 3 GnachiabiSy o e f‘teé%%g%g‘ﬁéé 1mrrnge ﬁ‘z#@?cal | 414
is then is nmade to a specific nenory address in the second DIMM 411, and
then a thi rﬁ‘eﬁ‘ﬁﬁ%ry call 415 is nmade to a specific location in the first
Dl MM 410. Last II}/], in one enbodi nent, the fourth nmemry. cal % 443)3 % S made to
a speci fic | ocatin@ne PROMEHDCHISE the BPRAAUL PO | B EeEbinFKE Phe conpl et e
sequence, the apparatus 406 g/{er forns the switch. As explained below, in
one enbadli néves neff knpirdo phich MM AVd Mt LR, the hast’s gigprbgddress sirgferBger ant of some
nunber of spurious values within the command sequence. Therefore, a
certai n nunblearsforeNin ongfembpdimentethe distinguishineehqraptersiic hatyveakaddress ealls iy eaved

the depth into the reserved region, regardless of to which DIMM 410,411,412 the call was
intended. As stated previously, it does not matter if the sequence of address calls are to
just one DIMM 410,411,412 or if they are to multiple DIMMs 410,411,412.

15 In a hypothetical sequence of address calls in one embodiment, a first memory call
413 is made to a specific address in the third DIMM 412. In one embodiment, a second
memory call 414 is then is made to a specific memory address in the second DIMM 411,
and then a third memory call 415 is made to a specific location in the first DIMM 410.
Lastly, in one embodiment, the fourth memory call 416 is made to a specific location in

20  the third DIMM 412. Upon perceiving the complete sequence, the apparatus 406 performs
the switch. As explained below, in one embodiment of the present invention, the
apparatus is tolerant of some number of spurious values within the command sequence.
Therefore, a certain number, ‘N’, of ‘non-relevant’ data values may exist interleaved

within the sequence of ‘relevant’ data values without preventing command sequence

25  recognition.



within the sequence of “relevant' data val ues w thout preventing comand
sequence 25 recognition. 9 WO 03/027861 PCI/US02/26799 As stated

previ ouslwp f2mre enbodi nent, all of the address calls f@®@CTiusoy2&equence
coul d have been directed to the sane DI WM 410, 411, 412 wi thout affecting the
result. The only difference would be which chip select 408 is enabl ed.

Because the appafadis préfbuslys iddderehbb@indehe alt b the s@k@s tals4608his sdygeewoul d be
no change to the result. The sane 5 sequence of address calls woul d cause

the " Cet Bugyiq favObes Bdctbd R\MhdeseDIMNEB16har 4121 Withést drbiingahofeselat a val ue
sequence detection utilizing a predeflned anount of tolerance for spurious

data interlegved, Wrblh §O8d bSSHIHERGE sQlct 40@lsRUANd. FiddiRe 1Blapi@fatudInder

principles of the present I1nvention. For illustrative purposes, a string

of sinple d i%rtg ilglt@ lt%e@ﬁgcﬁg%,%eré’ A beho L2indE B tAE RV ethe kAné Or one

enbodi nent. Fu , 1S given repréesenting the nunber of

terns in the ¢ Ln fi » K equals 5. In one
enbodi ma% ¢, seﬂﬁen%%‘%réf SHE Wohitd calke tfa%'@e?B?s . q

e val Ue sequence tector observes a string of data

(o ep ol Aot e it 3a pRufed ¢ BAE S A0ubARCEYRGY RIS st ApO B0t the

de}ectoz ggoks i € Sequence, anpl e, of data
val ues (address call to tri r.sone. 15 .event .’ Get ).l n oone
fe nbodi ment , VUG ar@%‘?&ﬁ?‘g?rﬂ%]m?%‘ﬂrefapg? fo&ﬁ?uggu%‘%’% llgltﬁ%%g(?g{e;[}dﬂl}é%ece, 5,

irst counter 504 resets to zero (from. N+1'= 20) and begi ns.to increnment
one unit fo%ﬂéﬁ€ﬁ0£Fﬂ€%Wh§a?Pﬁhﬁ$ ?%?88?@??%%¥&U%?$Phﬁﬁmgﬁﬁc(”ticks have
passed (unless it is reset and restarte encounterin e first wval ue
agai n bef or BIUSEIVA PHGOteRe? sgrg}g,ﬂ(%ﬁgpp € @%ﬂﬂaﬂ v QM%‘S@H— BaY) .aﬁufﬁétlgﬁrﬁé’rr%yf{fg
encounters next a " 3' . Because this data value is not a Zg 7,.which is
r equi r ed0 asfaree erabadinerty Burther, @H@lug o i 8iVeR G EENS thy SUipBen L 1§10 iy nor ed.
Next, in one enbodi nent, the apparatus encounters a 7 506. Encountering the

second val the ce@@anhsaghenceobmfimies Selletieéls Sbef ore the term nation of the

first counter 504 (before
In one embodiment, the data value sequence detector observes a string of data

values (address calls, etc.) pass on the memory bus. In one embodiment, the detector looks
for a specific sequence, ‘57961° for example, of data values (address calls) to trigger some
15  event (‘Get Bus’). In one embodiment, upon recognizing the first value 502 in the
sequence, ¢5°, a first counter 504 resets to zero (from ‘N+1°=20) and begins to increment
one unit for each clocking signal (clock tick) until 20 clock ticks have passed (unless it is
reset and restarted by encountering the first value again before reaching the terminal
count, ‘TC =20’). The apparatus encounters next a ‘3’. Because this data value is not a
20  “7°, which is required as the next value in the command sequence, the value is ignored.
Next, in one embodiment, the apparatus encounters a ‘7’ 506. Encountering the second
value 506 in the command sequence before the termination of the first counter 504 (before
the first counter reaches ‘N+1=20”), a second counter 508 loads the value of the first
counter 504, which is ¢1” at this point. Because the process of loading the value takes one

25  cycle to perform (loading done in the subsequent cycle), the second counter 508
10



the first counter reaches "N+1=20"), a second counter 508 | oads the val ue
of the first counter 504, which is "1' at this point. Because the process
of | oadi ngotokm27sal ue t akes one 25 cycle to perform (| oadi RgTAd®NB24799 t he
subsequent cycle), the second counter 508 10 WO 03/027861 PCT/ US02/ 26799
increments one step behind the first counter 504. |In one enbodi nent, the

second count&lyendlfiedled Bettifteihe MRALSuNk? 500 mNhd edBodiméd, RO coihadhtent, the
appar at us nownilooks for the third data value in the sequence before the

term nat i onoghs hehRARNH 1 WAL80: T0Bne HRIIAIRIASASKow SRRS TR 2 S 1 1

a row and then a 'n one enbodi nent, the apparatus next encounters a

5" 512. B vatue ih Shel ' t@mYidtibEof thilSeckidl db@nteSsdsakap and the
first count('.ﬁ;é\i?cycza aAfva?use I?Zhsetsg teggé%e?%?q?rﬁ&gnel eqr)rbodi r?ent, ?hi S begins a

si mul taneousP{;&ﬁ%@éxlt ?e'el Hipgcsqn%%wgﬁhethﬁpmnd sequence. In one enbodi nent,

t he capabi 1% provi arallel analysis is to prevent watching an

e a1 1 RSP e Pk frod GRbbMERLE, SRS URIERPAGSER DY

unrecogr?i zed. | ossrb e series being nonitored, which

tart t ot fi *5' 802, | d ithin °N

f i grks.S ?t itjérjgtfdﬁ{a‘[v%é‘?’ tg%gaifwbllsééi\(?ﬁ%d tﬁ %érsg(goglgﬁg%@s E%%Etg(?gv\gﬁlqgg%éggj nI 2 seri es
t hat ld ultimtely mpl ete th i thin tol - fhe first
count e - wasTHBYTREb il DERLRU e T Saar 1 Pt RGeS R eniding o

paral l el series analysis, the apparatus mght mss a valid sequence
begi nni ng ne ermbodmeynthe capabiifyto preyt Pf?ugrr?%fﬂyi”ﬁlsft? st @’tg"ﬁgcﬁl}’ilg irst °5

502 does begin a valid sequence. In one enbodi nent, the a ar,atcﬁsI .
recogni zes umsiogessi ¢ fake? spquancegvhile ajegitimaigsegpence fasses by, YHB-OBNESY 15t a
val ue, and thus, the third counter 513 |oads the val ue of the second
count er 160&ossibie dhat ths seri’s being aaiored Whiski stgts 84Be Exst 1AL Y9It t o i ncrenment
up to "N+1=20" with each clock tick. Next, in one enbodinent after a "4',
*8', and  Xompletrethg Sequpysamathins N sigksg it is &xthar pagsibls gt thpispeond 5 the fourt h
data val ue, and thus, the fourth counter 516 |oads the value of the third
count er 513youMbegin 4 serled thet would hitisafedy cmpleinitie besgenes vidin tolerance. If the
first counter was not restarted upon seeing a repeat first value, allowing a parallel series
analysis, the apparatus might miss a valid sequence beginning at the second ‘5° 512. Note
15  that in figure 5a the first ‘5’ 502 does begin a valid sequence.
In one embodiment, the apparatus recognizes a ‘9’ 514 after a ‘6’, 1°, and 8°.
This is the third data value, and thus, the third counter 513 loads the value of the second
counter 508, which is ‘8 (loaded following cycle), and begins to increment up to
“N+1=20’ with each clock tick. Next, in one embodiment after a ‘4’, ‘8, and ‘3’, the
20  apparatus recognizes a ‘6> 520. This is the fourth data value, and thus, the fourth counter
516 loads the value of the third counter 513, which is ‘11’ at this point, and begins to
increment up to ‘N+1=207,

In one embodiment, the apparatus next finds the final value in the command

sequence, the ‘1’ 526. In one embodiment, upon recognition of the ‘1°, the command

11



increment up to "N+1=20'. In one enbodi nent, the apparatus next finds the
final value in the conmand sequence, the "1' 526. |In one enbodi nent, upon
recogni tiwpodf2she " 1', the cormand 11 WO 03/ 027861 PCT/ BE0A/SBETE9
sequence has been received within allowed tol erances, and thus the event
trigger ('Get Bus') is perceived by the apparatus 528. Figure 5b provides

an illustr ?stehxféﬁcé)ﬁastbg& fe&itdtwithi£dIRREd tdlerites, bed thus e Rvdy trigaer (‘@ppar at us of
figure 5a is'changed in one enbodi nent such that, where the apparatus 5

encountere Qe (e iaaNK8g.5a), the "9' 514 is replaced with a "3
530, underq%%ﬂﬁéF%f%s oPltfﬁﬁb?ésent invention. Up to that point in the

sequence recogni%g%ﬁ%,gitggs RS r‘r‘eéf’th@l’éﬁflt)/}riah&ﬁftﬂ\fl%%& Ren bfesane.

However, in one n S appar dtus woul d not encounter a 9

mle{ ef |O'; \t’\ﬁeg)%gré ug\éf f%ét?rﬁé@% chgn%}écila gn e &M ?Bﬁ]@ﬂt sﬁé}ﬁha‘%ﬁgﬁé ﬁ{elé?l?a%}ﬂg inues to

rovi exanple 1n one e I men no 10 9" is

encount ef ed be%l?gre%ﬁ&lg 69,'[5?% s.eQ ﬂ&i)upeo%faiglget @f 5 f4ﬁ§re§ﬁ%§d§\?iﬂ? o "}antS%, u§§ér

Ther ef ore, TH? I'es rrn a val ue at this polint, proven

to yi el d no ev%%_o%@%%?%é%tgﬁeg‘gg% nt%t a?8&%&%%3531%3116&%?&%%%%%?EHemsnt , the

first count®M° upon - recogni tron repeat of the
p g _ p I
|esiﬁgaly5|s. I n

first data val ue ('5§%h caqgigg a garqﬁlel datae%ghﬁﬁ.%g les,
one 15 enbotPARAE, cVERiLg Wedd phihg sttt HOWTVEn dbpiesd! {n efe™a valid
command sequence within tolerance. This f allel series encounters its
second dat a2RParaiye world noh enceuyeifo e WheT& I UCQWBBHH?%PWYWBS?@@PGO °t he
command sequence before counter term nation., Figure 5c grovides an
i || ustrati osppatrius certbgpdarritgarthe (% It preided %&Pfﬁs‘fl one GHRYIRERY and
absorbi ng an ongoing primary comrand sequence anal ysis, under 20,
princi phies ©f isteheounteesskhefors Hhedermingtion § 12 @irlkes weandaphaen 531t HBereforss fhiyal ue,
"5' 502, is recognized as in the previous exanples, and then the second
val ue, 7 508ries Gtrmgrofyhiaradhes has, at this point, proven to yield no event-triggering
command sequence 534.
In one embodiment, the first counter 536 was restarted 537 upon recognition of a
repeat of the first data value (‘5°), causing a parallel data value series analysis. In one
15  embodiment, it is possible that this series will yield a valid command sequence within
tolerance. This parallel series encounters its second data value (‘7°) and may potentially
encounter the rest of the command sequence before counter termination.
Figure 5¢ provides an illustration of a secondary parallel sequence analysis
overtaking and absorbing an ongoing primary command sequence analysis, under
20  principles of the present invention. In one embodiment, the first value, ‘5° 502, is
recognized as in the previous examples, and then the second value, “7° 506, is recognized.
Next, in one embodiment, a repeat of the *5” is recognized 538. As stated above, this
restarts 510 the first counter, beginning a parallel command sequence analysis. In one

embodiment, this continues until a repeat second value 511 is encountered. In one

25  embodiment, this causes the second counter to load (again) the first counter’s (current)
12



Next, in one enbodinent, a repeat of the "5 is recognized 538. As stated
above, this restarts 510 the first counter, beginning a parallel conmand
sequence wpaBygisst | n one enbodiment, this continues untPCTASYBEREaY second
val ue 511 is encountered. In one 25 enbodinent, this causes the second
counter to load (again) the first counter's (current) 12 WD 03/027861

PCT/ US02/ 26783 519 3t t, i nidWahalROinfads diEqiaies deaedbi afectifeheadgs of

sequence detection effectively merge into one - any continuation of the

observed s e19§e %8 € aw]éocﬁpnm% dr fEYBeRRE SQMRB WY@ ould Kdve 8fisedMd dvefithe
506w a

original 7 SO cause an event trigger with the second counter

“freshened’, ié%é?r wﬁth't@éé‘@rr'igeh}(ﬁ"’r‘%06 vﬁ?élg%&jug@an%%itﬁgga waRhe sbdn@B6urFbodi nent ,

each 5 coun can reshed in this nmanner upon seeing repeat val ue(s)

bef ore assqg%g%&e}gd, ét%oaq%vgrrvaiu%r— .oQ@ﬁxinQEronfde& ;’5{2'1. HESHERREBIHRNEEAhON. A

paral l el se et’ectron analysis ca ectively continue until "event

trigger 5 rlj‘!CP ﬁ{e?%a%i q%%? elfs fgds iB&i?ﬁer?ﬁ’e"? %o%csggxﬁ%hgatt %lué(g')leoe‘f'&& &Ytk sequence

det ect or € present ntion.” I n one enbodi nent, the

sequence detector searche or 10 0 nd =K I n one
embodi nent , CEHE! fe%ﬁﬁtl%?rzu%ﬁu?@e ggaﬁgwgﬁraﬁgﬁgg%ﬁges&é&ﬁ?&% %n‘éﬁjéfét% g%t or on
an appropriate clock edge §Q4. Al.t hough not shown in Figure 6, the other
synchr onouseiESHh eMtguort iy dtiet or, the counters 606, 608, 610, 612, use
t he sanme clock 604. In one enbodinent, .the detector uses, in addition to
the AND gates HE8&2 PEAMides 285D Scahr?H“aF?\@fleetP? %F%V USROG SES F K own, K
conparators 630,632,634, 636,638 and K-1 countehs 606,688 §10,6 2.fThe
conpar at or sprirsilesial theeptessnt iavesHestnone eiRROABIRARSCGRHE AcfactgEpeargles for = o
output '1' when the registered data matches the correspaondi ng .command
sequenceo ent cymmpny ssaeeneabOE eles, learsenelodimeat thegdpit gaig 084 I %e’ggﬁ nts
synchronously upwards by 1 fromO to N+1, wapping around to 20 0, while
its CE (Coubtferc uEnbpthe deteetpuen Buppondate dlaclserge 684. milthaugh 1ot g ndibodi nent |
each

Figure 6, the other synchronous components of the detector, the counters 606,608,610,612,

use the same clock 604.
In one embodiment, the detector uses, in addition to the AND gates
15 614,616,618,620 and invertors 622,624,626,628 shown, K comparators
630,632,634,636,638 and K-1 counters 606,608,610,612. The comparators, one for each
element of the command sequence Cy, Cy, ..., Ck, output '1' when the registered data
matches the corresponding command sequence entry. In one embodiment, each counter
606,608,610,612 counts synchronously upwards by 1 from 0 to N+1, wrapping around to
20 0, while its CE (Counter Enable) input 640,642,644,646 is high. In one embodiment, each
counter 606,608,610,612 synchronously loads the value at its D input 681,682,683,684
when its L input 648,650,652,654 is high (regardless of CE). Further, in one embodiment,
each counter synchronously sets to N+1 when its SET input 656,658,660,662 is high

(regardless of CE). In one embodiment, each counter 606,608,610,612 outputs the current

13



counter 606, 608, 610,612 synchronously | oads the value at its D input
681, 682, 683,684 when its L input 648, 650,652,654 is high (regardl ess of
CE) . Furtwero/oems6pne enbodi nent, each counter synchr onouICy/tse/s670D N+
when its SET input 656,658, 660,662 is high (regardless of CE). In one
enbodi nent, each counter 606, 608, 610, 612 out puts the current 13 WO

03/ 027861 PCT/USQRsEGR%87S0MNHES 1 Oc6fHr 686 665710688, in Wheambdiemanunt er
606, 608, 610, 612, In one erﬁ)odl ment, holds the termnal count (N, it

out puts TC l_olclstgg-f‘ehm 1), 1160¢huBOR 5TQTERhal LouryS4aBETGENt , t he

first counter with zero by ground 690. 1n an alternate

enbodi ment, the i) Eﬁﬁgmﬁ&iﬁﬂ&ﬁrthgﬁgt Ltfuntet Gﬁﬁs FoaS¥ W RROUP grofeBes0. ThAput . I n

one 5 enbodlnent rocess of comand sequence detectlon begi ns by

asserting | aN}ernate( Irﬂﬁo&uﬁ‘éﬂt 4fd 1§t7 c%uﬂtgrr %d&rltghﬁés%%gn&ly&llo@s ‘ReSet Oyt aadi ment, in

t he next cycle coun ers 610,612 wll contain their

%E%?ggzéfgg?z%%e@wﬁe Gy 'n%g%ﬂ S end e %Qéaﬁﬁgé%ﬁ pag. In one
i

](c:ount e; vleI Wzglﬁg’ %{?gﬁ\é {ngl I'BLOS r&%—%ﬁﬂg}%ﬁmg aglslgg%ﬁléﬂ\?vé}\glgl ue
romits i t 682, 683,

648, 650, 6520 65603.918,648 W i“f‘é’ﬁ%‘g‘i 4“%‘?‘?15‘5’&?%’2‘}1{;80??‘] mgwggvtbc; on can_

toleratefalsetr ers near the beginning,. this ca
ski pped, i .864,668 % BUALBE enbEngBSingg §1e mi%\)l‘th‘lb g‘\%h@ﬂ@% 0? t e on
t heir own. In -one enbodi nent, as |long as the first ee t1 command
sequence, C806,608.618642 frghe erss elgfsd ?Lé@ltéﬁ‘iﬁqw 0¢677¢.cc ‘iﬂ‘r‘BtﬁF Wt QTFmG%)
nothing in the detector will change. Wen Cl is regi stered the first
count er 1606atA+] aridoatput §C=1 pntilfidogtls enewyelue fromgitd 2 iteifisil 82 A8IGHGRi t s
output TC="0'. In one enbodinment, the first counter 606 will then advance
by one eackespaist owi lrigh bllmmk64ﬁﬁﬁloe65é,ﬁ§i4 Infan plerpate Qﬁ@%efﬁéﬁﬁlﬁ@p@@éﬁiﬂr’r ences
of the first data value before counter term nation, will stop at its
term nal coumt tolfatddalseitrigghtsineanytbé esginning, B initielizatibroetinrbeskippadi 1.e.448¢ or e t he
first counter 606 term nates, the second elenent C2 of the

counters 606,608,610,612 will eventually terminate on their own.

In one embodiment, as long as the first element of the command sequence, Cy,
15 does not get registered (by the first comparator 630), nothing in the detector will change.

When C, is registered, the first counter 606 will load ‘0’ in the next cycle, consequently

making its output TC=0’. In one embodiment, the first counter 606 will then advance by

one each following clock cycle and, if there are no repeat occurrences of the first data

value before counter termination, will stop at its terminal count of N+1 in N+1 cycles. In

20 one embodiment, if, before the first counter 606 terminates, the second element C, of the

command sequence gets registered (by the second comparator 632), the second counter

608 will load the Q output 685 of the first counter 606, and count from there to N-+1. In

one embodiment, if the remaining entries Cs, Ca, ..., Cx of the command sequence appear

soon enougl, the counting will propagate to the rightmost counter 612, which will

25  continue to show TC=0 672 (not terminated) when the last (rightmost) comparator (Cx)
14



command sequence gets registered (by the second conparator 632), the second
counter 608 will load the Q output 685 of the first counter 606, and count
from t herwotos/odb1 I n one enbodiment, if the renaini ng emMCTIEs2/2399 C4,

., CK of the conmand sequence appear soon enough, the counting wll
propagate to the rightnost counter 612, which will 25 continue to show TC=0

672 (not tegsd ARLROD TWRRNTRIGGHRES!S WillibgRtRREd. In eRrEadoaineht, aGK)k poihd WO
03/ 027861 PCT/(SL]J%ZIZGJ/QQ 63 8 outputs a ' P, and TRI GGER 678 vvipll be

asserted. | iNQNEeoIRQhRMy) bBhsstildghitdieset thd b6 My (optionally) be
asserted again to réset the detector. Note that in one enbodinent, if the

9°,mm.”d Sequence[f\lsltg%@[?so We#n@@&iheﬁt[‘bf thel 3ERIME it RPpdaRUFitidat 4y a count of
0" will travel fromt enle t nost counter 606 to the 5 rightnost 612,

wi t hout havi . t Q. 4 j il

e L s L D T S M G A

spurious_ter.m. intenr i :

count er b g%@pﬁ%ﬁ%@@?@b&%&%&?ﬁﬁ% P e Ay TR e

counter | oads n e I tek .6 i | 3 wh

;I'EI GGERh678CSil?°§N QEQ@@@&{R ‘%rclkg}rl)\%%glnﬁgggrf‘z%fs,ajs%ﬁt 'gkﬁgﬁégvaq%?l%%ﬁgﬁgonte gnts of
e right nost

612 h
L\EF Ier veﬂi ng_llggﬁfﬁ%g[ §£ @P?‘Péil.sg‘#?ﬂ% Jgﬁ%y%%grﬁ’é%{%ﬁ%gyge%%ﬂ&g%l ;Ot)gl asrs]gmj:(rj °
ile ther t 612 h h i i
the asserti Iéﬁgé&?&?ﬁcl i ‘e“rérf@eﬂretﬁg%ﬂsqe#?%ﬁ‘g% ’%%8‘%%&%‘& Ergpﬁﬁ}le r}%gyntSF((eN:ﬁ;’n

"N spurious terns_ interrupted the ¢ d_sequence. 15 | n one enbodi nent,
after a couRPunEddd¥il shop %?F\)]e“@dmﬂ’grﬁgg%&?g 3 ﬁ%@@ertegdg ,08?)@?@96?%%2“ (from
‘left' one to 'right' one), the "left' counter will continue its count and
the “right' gewaltthe cantents of dherrishtmeshecunter A1 Mdhe TRIGGER gygta gflect thedotah ght
counter one unit behind the left counter. This is because the "|eft’
count er i ncmnembertodihtérmertitgspusjetisderpisathusirince TRIGHER 648 gt @iy baassrated
Therefore, in one enbodinent, if the command sequence term

while the rightmost counter 612 holds less than its terminal count (N+1), the assertion of

TRIGGER 678 means, in one embodiment, that no more than ‘N’ spurious terms
interrupted the command sequence.

15 In one embodiment, after a count passes from one counter to the next
606,608,610,612 (from "left’ one to 'right’ one), the ‘left” counter will continue its count
and the ‘right’ counter will count along with the ‘left’ counter, the right counter one unit
behind the left counter. This is because the ‘left’ counter incremented in the cycle that the
‘right’ counter loaded. Therefore, in one embodiment, if the command sequence term

20  corresponding to the ‘right’ counter appears again before the ‘left’ counter loads again or
reaches the terminal count, N+1, the ‘right’ counter will load its current value plus one,
which is just what it would have incremented to anyway. Thus, in one embodiment,
repeated interior terms of the command sequence (within the permissible total length) may
have no effect. However, in one embodiment, the reappearance of the first term, C;, of the

25  command sequence does have an effect. In one embodiment, even though the count may
15



20 corresponding to the “right' counter appears again before the "left'
counter | oads again or reaches the termnal count, N+1, the “right'
counter vwblo3logmeiits current value plus one, which is jesT/usaze7#e woul d
have increnented to anyway. Thus, in one enbodinment, repeated interior
terms of the command sequence (wthin the perm ssible total |ength) may
have no ef figgt beddPaRE® Howi b tBOE" @brdinnedponsetib eevebpprasfahcenofianthe fir st
term Cl, of the 25 command sequence does have an effect. In one

embodi ment BB Sgpeatey, AatabBYe, BRYirst LOuME 608/ DRTB 61 tHeCIhbblaaac26799  have
been passed down to the nth counter in response to several terns of the

comand  segUanGR. ARRRAhENAS thSs flidedeRRRNMBY by 08 i) I Sta ne@wdtewilB06 i s
reset by the reappearance of Cl. In one enbodinent, if this is followed

eventual Iy By, L2 nEinalty-througth SMnke Ufdin ¥bd,608,d10 @PRIRIReROpATEII Y t hr ough
the counter chain 606, 08,6%0,612, | eading to parallel 5 detection of

anot her posgsi bl j i bt @at thBahta shat a
P V\f;ﬁt%h@n b dngglgf %Jgﬁ?%g@%’g%ﬂﬁgseqhéncb If & WirRSo® tat ta k&t

sequence manage thée nth counter was just spurious data,

the detect %p-‘éh Man%ggfﬂ%o 10k 16 £ akathsjud spitidld dita, iHel QRS R HRAMRBEE
starting in Fe'm e of a false triggering sequence wll have every

opportunity.to trigger, §E§lr%§£§%¥‘%ir ﬁtar! [gg 137?% RRRYrTRAke 1iRriRS fddaideE e of

this detector Ts necess i'n etect 1lo triggering sequences

conpri sed O%HQ%SG?ﬁggﬁéggﬁﬁgﬁﬁ@@%F?ﬁﬁ?F%&OLO N total intervening spurious

val U_E,‘S_. Fur _ ( counter S_ are necessary to
he-det oot or be 16 PhRRBRY e ATBETE iR PR i biosl HEnARAERARIY ' 1ot
nd. dodt i bEEHHIAESFRIEE STBTRAC TR ORBAT LA b ERGE it b ehHE ana
0102 o, L e e, S RS AT 5
spirit and ider':;[:c? ?r?geggrilfgcs%gx?engés. tAqseo, iit rﬁl’a%te ingg]e'ssagyothat the detector be able to consider
K-1 possible triggering sequences simultaneously.
Although several embodiments are specifically illustrated and described herein, it
15 will be appreciated that modifications and variations of the present invention are covered

by the above teachings and within the purview of the appended claims without departing

from the spirit and intended scope of the invention.

20
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16 WO 03/027861 PCT/ US02/ 26799 Clainms: 1. A systemto perceive an
event-triggering conmand, the systemconprising: a first device to

per cei ve waiod/ogsamand upon detection of a predeterm ned PeqUSOTec704

rel evant data values within a string of data values, said string of data
values 5 including said rel evant data val ues and a nunber of non-rel evant
dat a val uesclaiths:sai d string of data values includes "N or |ess

non-rel evant data val ues between a first and last relevant data value in
sai d stringiof dakgtetatdiReceivd an ENgit-G)gEHE dnntna) the dystefbobipeisingonpri sing a
tap line to comunicate said plurality of data values between a signa

line and said fid it @91tk éperdeive sid Bmmhh@ usdnsdeRBlicH ofGlpadddicdninedier ei n t he
event includes switching between a conmunication path between the first

devi ce and gqhélick efféee%&%a@re@uas &@tﬂﬂﬂ@ﬂrlﬁ?bf&uﬂa Pk, safaetRet dithQalségnal | ine
and the thlf& device. 4. The systemof claim 3, wherein the first device is

a |ogic Qevmeﬁdmg%dtrawaqt SRaRs bkt o AunRIBF Yokl P gar Dl thid akifg val ues

are menory |ocations. . The systemof claim4, wherein the %oglc
device is a,fiel dRE ﬂﬁﬁ%@g'@blo? leg?ﬁd?l re}‘%‘(le{r@){a‘cg Eﬁ@@be@%@n 5 gt gRIM&Y device is
Synchronous Dynam ¢ Random Access Menory ( SDRAM . The system of claim

17 3@?63}Bzgﬁ%ﬁmﬁﬁﬁyﬁggfﬁ%%?ﬁé&ﬁhﬂﬁg“aﬁwé dat a value sgquence detector. 20

2. The system of claim 1, further comprising a tap line to communicate said plurality
of data values between a signal line and said first device.

10

10 3. The system of claim 2, wherein the event includes switching between a
communication path between the first device and a third device and a communication path

between the signal line and the third device.

4, The system of claim 3, wherein the first device is a logic device, the third device is
a memory device, and said data values are memory locations.

15

15 5. The system of claim 4, wherein the logic device is a Field Programmable Gate
Array (FPGA) and the memory device is Synchronous Dynamic Random Access Memory

(SDRAM).

6. The system of claim 1, wherein said command is perceived by a data value
sequence detector.

20
17



7. The system of claim®6, wherein said sequence detector includes a
plurality of value sequencing units, each data val ue sequencing unit

i ncl udi ngwato3logmst one conparator comuni catively coupl ed PCa/s02/keast one
counter with N+2 states, each counter having a counter value. 5 5 8. The
system of claim7, wherein each value sequencing unit is associated to a
di stinct r ebevan’rhéﬂ@gt@mvoarlclaan of wiidiéin SAdsuaRe aétedia itolades a ghirdity of wa. 9.
The systen1of claim8, wherein upon recognition of a first relevant data

value in &][ %&g&ﬂﬁ@ davh @atd vl sei@htifg GROMEINEIE 8t b4t bneasapaiarted to a
first relev data value, an associated first counter is set to an

initial val ug,Anfic4ReH! c\éﬁﬁle&{ooa@ b 8QnS bRt §ith Weh stahdfeachEbunheRavemi 1 fir st
counter expires, then'said first counter stops, and upon recognition of a

subsequent fg&ﬁ&w&ﬁgevant data value, then said first counter is reset and
restarted. The system of claim9, wherein, upon recognition of a second
rel evant .data value by an associated second val ue sequencing unit while
said first counter is not expired, an 15 associated second counter sets

i ts counter gval U@ eof%?alﬂﬂ Shhetah g&'chqualut‘: & uEAdif unf QY s Siate B4 t hEN

progresses such t en sal second counter expires, then said second

counter st O%%stm%@%evaﬁf@a?a 6&?&60(9%G.t§681&1’19g Oﬁ@lé\%ﬁﬂ?&d@éjﬁ;“ .Se.Cond rel evant data

val ue whil e "sai ount er not explred, en sai d second counter
sets its counter value to one unlt bel ow the 20 counter value of the first
counter. 18 WD 03/027861 PCT/US02/26799 11. The system of cl aim 10,

wh [ ifi f d I d d
hi 1 val b SeequdRerng UL i TEre R AL B loeiounPrSff‘fﬂ@arﬁge‘faZ@U??fiSC' an

associated third count er sets its counter val%ﬁ %L count er value of the
second countiéesequence by a first value sequencing unit associated to a 1rst relevant data value, an

associated first counter is set to an initial value and receives clocking signals such that
10 when said first counter expires, then said first counter stops, and
upon recognition of a subsequent first relevant data value, then said first counter is

reset and restarted.

10.  The system of claim 9, wherein, upon recognition of a second relevant data value
by an associated second value sequencing unit while said first counter is not expired, an
15  associated second counter sets its counter value to the counter value of the first counter
and then progresses such that
when said second counter expires, then said second counter stops, and
upon recognition of a subsequent second relevant data value while said first
counter is not expired, then said second counter sets its counter value to one unit below the

20  counter value of the first counter.

18



and then progresses such that when said third counter expires while said
second counter 5 has not expired, then said third counter sets its counter
val ue t o woa3weissl bel ow the counter value of the second ®auriser2679®. The
system of claim 10, wherein, upon recognition of the last relevant data
value in the sequence after sequential recognition of all other rel evant
data val uesy i f 1Bg G bEMKIm WOWRESH, MRhuoglitiassiacthad etbvhaisttacelmber i s
not said termnal value, the event-triggering 10 conmand is perceived. 13.

The system of, G- Bhd®flitd v cGheRcingufht Whild daddl seva@ldusueeriahst exgired, asai d
termnal value equals N+1', and said first counter and second counter

progress b yas'k&%ﬁﬂgﬂ& B8R setd s colinf@B MR i dBBkEEIaUR oEfheR¥ @At cburitgger i ng
command, the method conprising: perceiving, by a first device, said

command up O&dqﬁéng)?%rg%esg%xc@thg{ G LEHMiRED untbPe:REH ORISR secdli ewandér dat a

values within a data val ues, said string of data val ues including

sai d rel gvapt data. val i &5 iRlcofRivafl & éittundtdkRvMAE tisteri f sai d
string %fa%gpgﬂ%§F§§§&$§@?@gggxﬁ##poﬁllggg noﬁ-relevgﬁt dat a val ues

bet ween a first d I ast evant data value in said string of data

val ues. 15fmﬂﬁfﬁﬁh%%ﬂu%?u@ﬁgin114, wherein a tap line is to commnicate
said plurality of data 20 values between a signal line and said first
device. 19 WD 03/027861 PCT/ US02/ 26799 16. The nethod of claim 15, wherein

the event inclu Sf%ﬁ%%%Ehﬁg?ii%ﬁﬁﬁﬂaﬁ%“ﬁg R%ﬁ%%&@%gﬁ%kbggﬂkﬁﬁﬂﬂethe

first devicézand onmum cati on et ween t he

signal line and the third device. 17. T th J in the
first devicHgsequenggea ”&SvPeﬁﬁr?ﬂ@“?%V%%“”ﬁ?f%%”%& |%ﬂgﬂﬁéﬁgp§@§§§%ce, and
said data values are penory |ocations. 18.. The. nethad, of i wherein
the | ogic deungs vplge ﬁf@F@Fa&edﬂﬁ%ﬁ?mésﬂf@@m&ﬁa VA t&igﬁ@%ﬁ%ﬁ%e menory
device is Synchronous Dynam ¢ Random Access Menory

10  command is perceived.

13. The system of claim 12, wherein said initial value equals zero, said terminal value

equals ‘N+1°, and said first counter and second counter progress by incrementation.

14. A method to perceive an event-triggering command, the method comprising:
perceiving, by a first device, said command upon detection of a predetermined
15 sequence of relevant data values within a string of data values, said string of data values
including said relevant data values and a number of non-relevant data values, if said string

of data values includes ‘N’ or less non-relevant data values between a first and last

relevant data value in said string of data values.

15.  The method of claim 14, wherein a tap line is to communicate said plurality of data

20  values between a signal line and said first device.

19



(SDRAM . 19. The nethod of claim 14, wherein said command i s perceived by a
data value 10 sequence detector. 20. The nethod of claim 19, wherein said
sequence wetoaoemel i ncl udes a plurality of val ue sequenci RgTUIS02/2679%ach
data val ue sequencing unit including at | east one conparator

comuni catively coupled to at | east one counter with N+2 states, each

counter haviflg aTnGRUREESE FdhUs; wikdein iR c2dnt inbRlcsBliatheobtweka m 20, wher ein
each val ue sequencing unit is associated to a distinct relevant data val ue

of the sequgnca,QtaiofpaaRtvdRlR fitalisase and4 thild @ vilRlahOE cathmGhiedtioh ddth
wherei n upon recognition of a first relevant data value in the sequence by

a first Va'P&MEQH%QB%&ﬂ%nH&khh@%ﬁ@Q&ﬁE@d to a first relevant data val ue, an
associated tirst couriter I1s set to an initial value and receives cl ocking

signals such that 20 WO 03/ 027861 PCT/ US02/ 26799 when said first counter
expires, then said first counter stops, and upon recognition of a

subsequent st rp eheNafhe dALA o/ Phiigy (1Y BAH 6L abaU e kS eset and

restarted. ereln, upon recognition of a

second rel evant dat a val ue i SE&RNd val ue sequencing unit
whi | e sard fﬁ%@?ﬂ@gS%Y%%f$%S%% %%2%F$§%£ﬁ%ﬁ&§g§§o§§éted second counter sets
its counter value to the counter value of the first counter and then

progresses such that when said second counter expires, then said second

counter stops, and upon cognition of a subseguent c nglr t data
val ue whil e 18aj d1hg & °@9£§@Hﬁﬂgwk?§mﬁ%%b%§ F?Q%Fa?ﬁgiﬁgéﬁ nggkg%%ycounter
sets its counter value to one unjt. bel ow t he Epunte%‘v Iug of the first
count er . Array (FPGA) and the memory device 1s Synchronous Dynamic¢ Random Access Memory

(SDRAM).

19.  The method of claim 14, wherein said command is perceived by a data value

10  sequence detector.

20.  The method of claim 19, wherein said sequence detector includes a plurality of
value sequencing units, each data value sequencing unit including at least one comparator
communicatively coupled to at least oné counter with N+2 states, each counter having a
counter value.

15

15 21.  The method of claim 20, wherein each value sequencing unit is associated to a

distinct relevant data value of the sequence of relevant data values.

22.  The method of claim 21, wherein upon recognition of a first relevant data value in
the sequence by a first value sequencing unit associated to a first relevant data value, an

associated first counter is set to an initial value and receives clocking signals such that
20



24. The nmethod of claim 23, wherein, upon recognition of a third rel evant
data value by an associated third value sequencing unit while said second
count er iwWOrAM2®BEpPi red, an associated third counter setsPCTaSovestver val ue
to the counter value of the second counter 15 and then progresses such that
when said third counter expires while said second counter has not expired,
then said third yaRYREGirg @bhtdrkgpifUnétshidatiududter sope, audi t bel ow t he
counter value of the second counter. 25. The nethod of claim 23, wherein,
upon recogni ti onpgf rdcBgnili@Sdf alsBbRY AL fildereRvMBUME valld) theRQaid Ehik eRGEerad t er
sequential recognition of all other relevant data values, if the current

20 counter yalugjRii.Associated last counter is not said term nal value, the
event-triggering comand is perceived. 21 WO 03/027861 PCT/ US02/ 26799 26.
The met hod of claim 25, wherein said initial value equals zero, said
termnal value equals "N+1', and said first counter and second counter

progress by,q4 nc rﬁ{%‘iﬂééﬁéd ARairf 22, Vﬁle%atr%sa;ﬁ {eoRRIHRITY SecBid RYQRtdhih vaGIET | NY

command, by a |ogic device, the syste conprising: 5 a signal line to
comuni cat e ' f 11 QNR1e REH WeR Boritdd §Siot BRfke@lan | east
one seco%d E@%ﬁ%%%%%%%¥gﬁPagﬁggﬁé$%E coup 83 to sa?d sigé%l Ifﬁémto

percei ve sa doc?ﬁiggrs%@?qfc%grr&erdﬁ%ﬁﬁﬁtcglﬁ{saefrrvlglﬁlleg?ootgﬁé BRI LGS SRHERAR: Of

rel evant neﬁ%ry ocati ons W nmenory [ocations on said

signal line id string. of nmory | ocations including said relevant 1o

menory Ioca@F%ﬁ?”ﬁﬂ%eﬁe ﬂﬁ%ggFof non-rel evant menory locations, if said
. ! y

string of nenor Ioc%tlon non-rel ev pt nenory

a in%Iudes }P‘ Qr Iesa - Bl ev

| ocations bet weeted 1985O GoPtqr SERITesnen 2 sCFRSPY T SORF %8Rs i n sai d
string of nmenory |locatiaons. 28. The system of claim27, further conprising
a tap line to cOMRUATOREY '%Ubﬁﬂﬁﬁné%/qc?’if{?&%v??gﬁ%?yall“%@g{lﬁ S&ngﬁrﬁtet ween said
signal line and said | ogic devjce

10  counter is not expired, then said second counter sets its counter value to one unit below the

counter value of the first counter.

24.  The method of claim 23, wherein, upon recognition of a third relevant data value
by an associated third value sequencing unit while said second counter is not expired, an
associated third counter sets its counter value to the counter value of the second counter

15  and then progresses such that when said third counter expires while said second counter
has not expired, then said third counter sets its counter value to one unit below the counter

value of the second counter.

25.  The method of claim 23, wherein, upon recognition of the last relevant data value
in the sequence after sequential recognition of all other relevant data values, if the current
20  counter value of associated last counter is not said terminal value, the event-triggering

command is perceived.
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15 15 29. The systemof claim 27, wherein the event includes sw tching
between a conmunication path between the | ogic device and a nenory device
and a conwomBoatsbon path between the signal |ine and thePegmsoy2aevi ce.
30. The system of claim29, wherein the logic device is a Field
Programmabl e Gate Array (FPGA) and the nenory device is Synchronous

Dynam ¢ Ramgom Awte aftol/RiBlhn 2% W/heSRRAMinitidld/alue equals zero, said terminal value

equals ‘N+1°, and said first counter and second counter progress by incrementation.

27. A system to perceive an event-triggering command, by a logic device, the system
comprising:
5 a signal line to communicate a plurality of memory locations between a host and at

least one second device; and
a logic device coupled to said signal line to perceive said command upon detection
of a predetermined sequence of relevant memory locations within a string of memory
locations on said signal line, said string of memory locations including said relevant
10 memory locations and a number of non-relevant memory locations, if said string of
memory locations includes ‘N’ or less non-relevant memory locations between a first and

last relevant memory locations in said string of memory locations.

28.  The system of claim 27, further comprising a tap line to communicate said
plurality of memory locations between said signal line and said logic device.

15

15 29.  The system of claim 27, wherein the event includes switching between a
communication path between the logic device and a memory device and a communication

path between the signal line and the memory device.

30.  The system of claim 29, wherein the logic device is a Field Programmable Gate
Array (FPGA) and the memory device is Synchronous Dynamic Random Access Memory

20  (SDRAM).
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