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COVPUTER PLA éig e present I nvention relates to a
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p atforms that are fitted with microcomputers, in

particular of the personal type.

Unfortunately, by definition, a personal
microcomputer is a computing machine designed for a
variety of uses (perscnal or professional applications,

20 games, technical applications, ...), i.e. a computer
machine having so-called "open" architecture in the sense
that new elements, both software and hardware can readily
be added to change the configuration of the machine as a
function of users own requirements and/or as a function

25 of the services or applications accessible to users,
whether freely or on payment.

As a result, there are computer platforms that
operate in a generally non-secure context, which context
is even less secure in that there is always parallel

30 activity in the develcpment of piracy techniques. This
parallel development of piracy can present problems as a
function of the uses, services, and/or applications that
may be implemented on such "open" architecture computer
platforms.

35 To solve these problems, numerous solutions have
been propesed in the field of security, such as the
following, for example:



2 * installing identity codes to identify users before any comunication or
i nterchange of data; * installing access codes to obtain authorization to
access data and/or applications; 5 usi ng encodi ng or encrypting

t echni ques to guarantee that data being #ransnmitted or interchanged is kept
confidential or secret; and/or * certificates to authenticate the origin
and the accuracy of data that is_being transmtted or exchanged, 10 :
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to be nade secure, in particular while accessing Information su as 30
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and/ or particular example concerning the development of
15 commercial activities which, as mentioned above, are
based on making information available on request and for
payment. Even with all or some of the solutions that
have been proposed in the past, such applications cannot
be viable if the information is accessed on a computer
20 platform that is not secure.

The reliability of safety checks intended to
guarantee that a user is indeed entitled to access the
information and/or that the fees corresponding to said
access have indeed been paid, for example, can never be

25 complete when said checks are performed in a non-secure
environment.

The object of the invention is specifically to
propose a method enabling a computer platform to be made
secure, in particular while accessing information such as

30 data and/or applications from such computer platforms.

To this end, the invention provides a method of
making secure and monitoring access to information from a
computer platform having a microcomputer, the method
being characterized in that it consists:

35 * in producing at least one non-rewritable recording
medium on which information such as data and/or



3 applications is recorded in a predetermned |logic format, together with
operating software for said information; * in defining authorized users
havi ng access rights to the information stored on the recording nmedi umb5
together with possible linmts on such acéess rights; * in configuring or
transform ng the conputer platformof an authorized user into a secure
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15 the computer platform;

* in enabling the information stored on the
recording medium to be used within the limits of the
rights acquired by the authorized user; and

* during said use, in being able to exchange and/or

20 communicate in secure manner data with a network to which
the computer platform is connected.

The method defines a generic procedure which makes
it possible to make secure a computer platform of the
personal microcomputer type in a network, for example, so

25 as to enable data and applications to be accessed and
used in complete security by only those users that are
entitled thereto, and to do so within the limits of their
entitlement.

Such a method does not require physical standards

30 (physical format for media or data) but defines the
fundamental elements of hardware and software
architecture making it possible to make use of data
protected by a specific logic format in complete
security.

35 This architecture is characterized in particular by:

* booting the operating system from a non-rewritable

medium;



medi um 4 * data and conmuni cations security standards inplenenting
crypt ographic al gorithns, and secure comruni cations protocols; and *

har dwar e conponents for perform ng secure 5 functions. The security

provi ded by such a nethod is of a high Idvel and for small extra cost
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basic architecture, and the software cost is fixed for
each operating system supported, independently of the

15 data and applications that are to be protected.

In general, the method can be implemented on two
types of computer platform:

* a closed platform initially designed to integrate
the security hardware elements in the basic hardware

20 architecture (on the mother bocard); and

¢ an open platform where an additional card is added
)( to provide the hardware andéé?/software components that
are necessary and sufficient to ensure that the method is
implemented.

25 Thus, in an important advantage of the invention,
any recording medium, even when duplicated, cannot be
used on a machine that does not comply with the method.

In another advantage, when the secure computer
platform is in dialog over a network with a controlling

30 server or with another computer platform, that other
platform or server knows that the dialog will take place
in complete security.

In another advantage of the invention, any publisher
of applications is guaranteed that accesses to and uses

35 of the recording media it publishes will indeed be
performed in compliance with the conditions laid on

users.



35 of the recording nedia it publishes will indeed be perfornmed in
conpliance with the conditions laid on users. The net hod of the
invention nakes it possible to make access to information secure and to
control it, with the nmethod conprising oferall three nmain stages. The first
stage concerns producing at |east one non- 5 rewitable recording nmedi um
i.e. a nedium whose content is capable of being read only w thout any
possibility of saiTheon¢entd &itge noelvdneidbrormalteserigd passiicd Ligedicum
carrying infopgmli o8:L0s beo PLoteRE L i Ldbite Indles] redhd@imake quail abl e
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15 security and control parameters.

The control parameters are necessary to enable the
software that makes use of the data and/or the
applications to operate on user computer platforms, while
the security parameters are necessary to make use of the

20 recording medium secure and also to make the use of
information stored on the recording medium secure.

The security parameters for making use of a
recording medium secure are, for example and in ncn-
limiting manner: wm}LoJ

>( 25 * an identity parameter specific to the medium;

* an authentication parameter for authenticating the
contents of the recording medium, such as an encrypted
signature, for example, as calculated from certain
information stored on the recording medium; and

30 * a security table containing decoding algorithms in
encrypted form.

The security parameters for making use of the
information stored on the recording medium secure may be,
for example, and in non-liming manner:

35 * a parameter relating to the security level
required to be able to make use of the recording medium;

and



f.or exanple, and in non-limng manner: 35 * a paraneter relating to
the security level required to be able to make use of the recordi ng nedi um
and 6 [err] one identity paraneter specific to the data and/or
[err]/ application[err] stored on the regording nedium Thereafter, all of
the above information is 5 formatted using a predeterm ned |ogic format,
and some or all of the information is encoded or encrypted to provide
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secure for
example a CDROM (a non-erasable digital optical disk) or

15 a DVD (a digital wvideo disk).

The second stage relates to making secure the
computer platforms from which the recordings can be used
and operated in complete security.

In general, the method consists in implementing a

20 hardware security device with at least ROM-type memory to
record therein the security and control software,
together with a management controller.

Two cases then need to be considered, the case of
computer platforms having so-called "closed" architecture

25 and the case of computer platforms having so-called
"open" architecture. A computer platform is said to be
of closed architecture when the machine has been
specially designed or adapted to implement the method,
i.e. it is already made secure by integrating the

30 hardware security device and the associated software. In
contrast, an open architecture platform is not secure for
implementing the method, and under such circumstances it
is necessary to make it secure by implanting the hardware
security device in the form of an electronics card

35 together with the associated software.

At this stage, it should be observed that a purely

software security solution is by definition fragile,



i'nmpl ementing the nmethod, and under such circunstances it is necessary to
make it secure by inplanting the hardware security device in the formof an
el ectronics card 35 together with the associated software. At this stage,
it should be observed that a purely softWare security solution is by
definition fragile, 7 which is why the nethod al so provides for the
presence of a hardware device which nmakes security nore reliable. The
essential funtfreR 6f vR¥ RBEJWRFeCde21i? tRrUeidese taw tdfe mresasssciof ed
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appropriately secure computer platform.

15 To illustrate this third stage, an example is
described below in which the first stage is performed by
a publisher of applications that gives users recording
media for free, but that requires use to be paid for in
application of a conventional billing process.

20 When the publisher supplies a recording medium, the
user is also given a portable medium such as a smart
card, for example.

On the smart card, the publisher records a certain
amount of information, for example and in non-limiting

25 manner:

* an identity code specific to the user known as a
PIN CODE, which code is nevertheless not required to
implement the method;

* keys for decoding or decrypting information stored

30 on the recording medium;

* the security level required to make use of the
information; and

* the identity parameter specific to the data and/or
applications, corresponding to the parameter recorded on

35 the medium.

The recording medium and the portable medium are

inserted into appropriate readers with which the user's



30 on the recording nedium the security level required to nake use of
the information; and * the identity paraneter specific to the data and/or
applications, corresponding to the paraneter recorded on 35 t he nmedi um
The recording nmedi um and the portable nediumare inserted into appropriate
readers with which the user's secure conputer platformis fitted, and
the platformcan be put into operation. This is done by neans of nonitoring
sof t war e storedcunetbempatdmapbasé@nniiq fiovied, sardl wiscipliat foxmctaed to 5
control putti peration. Wen switched on, the hardware
security deV|§g #Q?t?§€$28§8L$ ? and passes fromone state to anot her
state on the basi sTbiStiﬁea@Nt»‘eyl'aeam re femtidloring isofdowsrenstt aresei ve
any information pheOhgBsGa e tHLA,A dp fméwdart@ whi @Gt e div® co
execution_of the nmethod is automati cal stopped. Initiall the [err]
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accessi bl e. %%\é , 1f the verification is satisfactory, then the
recordi ng 25  um has been co rectly |dent|f|ed but that s not
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since%Ehe ConieadsiDiad f&%ﬁ#ﬁnf&éhﬂE%ﬁféﬁgﬂkéﬂayﬁJdgjmedtum To do
this, the identity parameter specific to the recording
15 medium is read from the medium and compared with the
parameter prerecorded in the hardware security device.
These two parameters are verified by the management
controller, and if they are not identical or do not
satisfy a predetermined relationship, then exscution of
20 the method is automatically stopped, the recording medium
X }h@ghes unusable, and the machine is no longer secure in
. the sense that the hardware security device and the
associated software are no longer accessible. Otherwise,
if the verification is satisfactory, then the recording
25 medium has been correctly identified, but that is not
sufficient to access and use the data and/or applications
stored thereon, since the contents of the medium may have
been modified.
Thereafter, the security hardware device and the
30 assocliated software verify the integrity of the contents
of the recording medium. To this end, the encrypted
signature stored on the medium is read and the security
hardware compares it with a signature as recalculated by
itself or by the CPU of the computer platform on the
35 basis of information taken from the recording medium,
said signature subsequently being encrypted by the

security hardware.



Thereafter, the security hardware device and the 30 associ ated software
verify the integrity of the contents of the recording nmedium To this end,
the encrypted signature stored on the mediumis read and the security

har dware conpares it with a signature asgorecal culated by itself or by the
CPU of the conmputer platformon the 35 basis of information taken from
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possibility of acce53|ngaor usi ng the recordi ng nedi um the hardware

security devi EBMBHESEhBIA558ET at 2dRQoFRRRRE TREBIA nGihadzedgusdy.

O herwi se, thepseéumhyohatldavads@ngs@@@sgrpm £ d1he lsﬂtkﬂgfd‘ée)ﬁ of hether

i nformati on st or the 15 recor e. that the nedium
conpl i es wit h"PHhe® g?ﬁn?§§rpT%%%c%tFn1#%§Tﬁ§# Qqﬁ39ﬂ§HHEer éﬁgaﬁFb and

t he aSSCLOatednéefmaOEmabrcégcitmomsomf|dqeﬂanmdnlbmyﬂwuﬂhdu: eyabl e to
make use of tBSSQE‘B@%E‘E?/ Of é‘@@ié&?ﬁe% % c‘%‘r’éq. d”%%'n' um To

this end, the“securi evel "recor onputers A5iFe edi um i s
read and conpéh@dhﬁrﬁﬁa¥ﬁa§e¢@%€#1kﬁ?¥ﬂﬁﬂfﬂndnﬁhauﬁsﬂdbuﬁh@ds@QaﬁanEIeveI

i s not satisfggtonyn tbﬁ@cé@@SC@P@UtthﬂgfufégrndﬁéIQ Q%?Qan%aQQ%ﬁee 25
Fourt h%y, ' hergceggrrul.g S ?Ige V\llariten;rpzfjt ; hef %:Skfociaiteiia-aea——swed—ea—-ehe
y o k

15 recording medium, i.e. that the medium complies with the

medium as prcduced.

X Thirdly, the security hardware #nd-—the—asseeciated

X( sofeware verlfx the security level required to be able to
make use of the data and/or applications on the recording

20 medium. To this end, the security level recorded on the
computer's portable medium is read and compared with that
recorded on the medium. If the security level is not
satisfactory, then the computer platform is blocked as
above.

X 25 Fourthly, the security hardware #ad the-asseeciated
£ seééwarq’verif?bwhether the user is authorized to use the
data and/or applications stored on the recording medium.

K. To this end, the hardware security device reads Zt—least

% on%‘parameter specific to ggLappllcatlon,

30 and recorded on the user's portable medium, and it
compares it with the corresponding parameter as recorded
on the recording medium. This comparison can be for
identity or for a predetermined relationship. If this
verification does not give a satisfactory result, the

35 computer platform is blocked, as before.

% Fifthly, the hardware securlty device #ad—the

v associated—sof;wa;g’verlﬁy-that the basic software of the



[‘err] software verify whether the user is authorized to use the data
and/ or applications stored on the recording nedium To this end, the

har dwar e security device reads at-least the paraneter specific to the
application,for exam e 30 and recorded8n the user's portable nedium and
it conpares it wth the corresponding paraneter as recorded on the

recordi ng medium This conparison can be for identity or for a

pr edet er mi ned“PBPHEFENBARELIOFR RaF snQlerpesr atodbif rrds font Wi ourpose

satisfactory eésdktecthfg3hhet BOAPLREFe PR TKUAR | snPli9sdRd, @5 digfore.
Fifthly, the hardyyaé\g secugi t% device and the associated sofware verifies
that the basi 8SSBf tiwdr 8LoF1ENBEEN0G 0 cHnpHER IREFH I HadatRctsshbn

nodi fi ed, forushegpknpesetethieimess nghaheihercddiie has fHeindnys breach in
the security ﬁ{o&?gdmsghog. |f such a breach is detected, using known

t echni ques, en ﬁe’cors‘rpu?g r%l atformis 5 bl ocked, as before.

Ctherwi se, and si xPbhgrwibe, hamdvaie slgcurittey erdver-aankduie tas seeiiateed
software wi || r h j C.. sof £.0f fhe computer platform o
particul arly ?Aggn??%egﬁ%)gﬁ%??ﬁi% ) A‘;aoxg'er?& ‘el;ir“crﬁ rTITe%)ctttj'lreeI,%ais.“é:. & Fddvar e
security 10 Cklevi@eCOiPrieslar speak Dyriduweks v nthempltaee pla tifiohitbi t
certain functionss obpéhiea @i Ceslidare SUhASLI08Gs S G Goul d

normal | 'y @i ve,access to the recording nmedi um and' w1 put into place new
functiont’ as FRGFT S8 Fbr IR crRrsRaATi My tad®@kse igrta pd agat dcandhdpit

appl i cati ons dértafm ofuhdiei s B diig MRAiWMsIGA Aheehesks thgikor med

t hereon and { us have en validated. Before beginning a second
st age of the%%&p?%@%s?oﬁﬁ AW 8 CSESST iTCy tHey FeEXRd rEhBedd8fei at ed

sof tware i nstad wilkh miandwd flece inede fendedions! ashechandedr €020
Funct i ons. to Bt eed VA (st e By TR SBbraariy o5, SPEMAREROPE starts
after beithg |fdsiedhe oraadwsing oediing . nedicemthe checks performed

thereon and on the user have been validated.

Before beginning a second stage of the boot process,
the hardware security device and the associated software
install in a standard form independent of the hardware

20 environment, an interface for giving access to all of the
security functions to be used in particular by the
operating system when it starts after being loaded from
the recording medium.

So far, the first stage of the process for starting

25 or booting has made it possible to check the recording
medium and the user's access rights, but it is now
necessary to perform security checks to verify the
integrity of the computer platform both with respect to
hardware and with respect to software.

30 To this end, the boot software is loaded from the
recording medium and is executed to verify that the
security conditions which have been satisfied by the
recording medium when checked by the computer platform,
are also satisfied by the computer platform when checked

35 by the recording medium.

Thus, the boot software checks the following in
particular:



So far, the first stage of the process for starting 25 or booting has
made it possible to check the recordi ng nmedium and the user access rights,
but it is now necessary to performsecurity checks to verify the integrity
of the conputer platformboth with respeét to hardware and with respect to
software. 30 To this end, the boot software is |oaded fromthe
recording nmediumand is executed to verify that the security conditions

whi ch have been satigfated sy hardwago rsfiavy ivedidavildeed sc peored 1y t he
conputer plat{gsey]psg; al so satisfied by the conputer platformwhen checked
35 by the recording nmedium Thus, the boot software checks_the follow ng
in particul ar: * GO0t $hee BREidnad wedw iafy they icorris egr Bpatferm
instal l ed; * gphatisdeedasésn soitvede of the conputer platforn1hg§%iggeed
beencurbgd; [err], 5 . * that the identity paraneter, sp c to
t he )4et hod and recordét iTe HESSEANY BFTRTIENREr SPFEHCE §0eSPPnBEST™

correspond w &idthaetorded hin sthe cralet on Hawiwaaeo rdbwig erelhiesminaieedt hat
the authenticat]j 1 or_ the contents 10. of the.recordi di um
corresponds t%é%)g%?g%?ﬁ‘ asgfﬁ)lke"\v/\n‘*scgn blesenzt“rceocjzrodreé{ec? 1"‘o(n%ht e g’gol&?' gill@relg

medi um Once mediwf; tdmde checks have been perforned, it can be said that

the computer plattoripdes Gl Rdhddal el oS 2638100 (a00 Hal Bdn@ehecor di ng
medi um that conplies wth_ 15  the Tedi Um t Rat Was produced, and conversely
that thel? eco?di ¥Re MeRRQFAInS deadidi™ qdrKesnonds el dafsadish &agonput er

platform thatyigep! SPedden SELIBRIAN PR UsRiordidd Snddfi@Rer |y aut hori zed,
and that it is bein within the right tggéF?ave been acqui.red by the

user. 20 U éfafﬂccj’h Forfditsorded Sty P&FEOEMECan e SRBaded
fromthe recasali sxidrechaim & e il eas 1 a3 faren tike ceppezdln rGagydtedsi s
| ndependent féégg§§¥%é”§ﬂ§udé¥%g a recording medium that complies with
15 the medium that was produced, and conversely that the
recording medium is certain that it is being used by a
computer platform that is properly secure and by a user
who 1s properly authorized, and that it is being used
within the rights that have been acquired by the user.
20 Under such conditions, the operating system can be
loaded from the recérding medium. Nevertheless, since
the operating system is independent from the operating
system of the computer platform, particularly when the
computer platform is of "open" architecture, it may be
25 necessary to make use of configuration software which is
read from the recording medium. The general function of
this configuration software is to store in the hardware
security device all of the parameters that are necessary
and sufficient to enable the operating system for the
30 data and/or applications as stored on the recording

medium can be executed by the operating software of the

computer platform. o e
¢ The operating scftware can f£r be loaded éﬁ%G—%he
£ computer—platfory/ from the recording medium to enable the
35 user to make use of the data and/or applications, #eered

or—the-recording—medium 3

in complete security




system of the conputer platform particularly when the conputer platformis
of "open" architecture, it may be 25 necessary to make use of
configuration software which is read fromthe recording nedium The general
function of this configuration software A8 to store in the hardware
security device all of the parameters that are necessary and sufficient to
enabl e the operating systemfor the 30 data and/ or applications as stored
on the recor dPi§ ﬁEgYuﬁPEahhﬁeuéﬁéc@ti'édamotﬁmrdﬁ@&!uhigia#‘cﬁnme of the
conputer plat{eeBrqihg Apgiating software can [err] be | oaded into the
onputer platfom fromthe recording nediumto enable the 35 user to nake
use of the data andFB+GpPrFRatFRnsSREGF e off 1S YRRDRY rfdiSredi um  where

the user is apeéhatizgdsbprasesessat Negs muwh tTaLAE dasn doee conpl ete
security o 12 not.only f@r the yszgr hut al slg‘ﬁf or. the publisher of

recor di ng> medf 8O T FAGRETERT useE Dbt 13PH S Gasifey BYFsed VESer &Fng
sof twar e t hat Lbastbheenplopoes, fremdrie Ss waborah ntharetious - ren clsnicke

appl i cations S. d. for | S, PYrRO reliance is made on the
above- nent i on}é{:’}@%?%éf( At hﬁ% T%étlbén‘s‘teg '|b365‘§§/e tHE N FSSEEecdri ty device
and the assocdayede sofd vwene assediemadl wff tweerd iastthet &yel off the boot
process. 10 fjrsc JOadli Of A8 ddist Sger%aré'hstg/ of the method, it is

ed

preferabl e for the_opeTating system for t ata and/or applications to
conply al%o with tFe SERFPAIE fRlirctsamy itvaofafdle a¢tded ndtt B8 boot st age,

for exanpl e byrofevemtd nfod Nild ddesaid 0y Qfyst@hd Ware chialyzhas apal okeen 15
previ ously .chec cess to a peripheral that 1s not

kfd or. b%%prevent|1@ aﬁLC -
provi ded for PP IHAMEIHOFC -GHIRY iar S Jeith (6 Soceddty tHREtARRRod of
the inventi onshdtheapskted dunmg etheplaidtorstage, for lb&afmpde socure, and the
user Must Navg Aheing instiiM A0 BE Wecua3EOLELRITRALUM BT i ch

15 previously checked or by preventing access to a

peripheral that is not provided for by the method.

20 =" are recorded at least the

25 S cording—med i



dat a a atio o which the user seeks access, together with th
erati n mwllﬂ d data and/or applicati ut must al so have
avai l able & ne in particular, conditions for accessing
t'he 25 CLAINS 1/ A* rret hod of making sddure and nonitoring access to

i nformati on froma conputer platformhaving a m croconputer, the nethod
being characterized in that it 5 consists: in producing at |east one
non-rewwitablélwémﬁ&ding medi um on whi ch information such as data and/ or
appl i catlons i 08 SEnhaednB00be 00URAN hinlegerfgdactogetsr  with
operating soft or sal I nfor ?I ni ng aut hori zed
users havi ng acd@gywﬁn@mt§rp@ ﬁhéoﬂﬁﬂéﬁﬁapléhf§¥6r@@Vbﬂgtﬁe recordi ng

medi um t oget hef; MiddorpRSeD! enkl met;ﬁoenbéuﬁ 8REL8ScELOPLS, iANENASSUE NY
each user with a vot~I nediumof the s...Llt card type on which

i nfor mat i 6n- cGREEIRERG t he assigned 15 rights is rocorded, * in inscrtin
a recording nedi umeand grpentahy eaPEléLEt | dné ester Seddt 1445l & arddwerdionput er
platform * in conflgyrln or transforn1ng tge co uter $}atforn1of an

aut hori zed usé® @d poRkatatflins F2vaAT/ Ay har dwar e
and/orslsoftwara@p'lriicr S ---u- olef=1sTe T3 an:t:bssoe:oattmgl nf ormati on
or to make USg %h %pfglgstggg ogfggmguﬁggrlzed user and w t hout that
user's agreerrent SATd transformati on et age’'consisting in causing the

conmput er 18 at f or m ttoiexdefunéngezurhoyi2sd usems ilbrisinm adrePusiiglvTs
paraneters recy ded QB NG ke6Ar dbBYgBEhUPhe! PECELEL AL RedBGh UM and the

conputer * in loading the operating software fromthe recordlnﬁ e n1|nto
t he conputer tﬁB@F@@Fhwloﬁc@OﬁﬁFbéﬁ éemltﬁh@nséﬁﬁ?l?9c?%ﬁth%h EL

SatISerd ) , QES 3 , retredi umto

-

* in configuring or transforming the computer
platform of an authorized user into a secure workstation
20 to prevent any hardware and/or software intrusion seeking
to gain undue access to the information or to make use

thereof instead of an authorized user and without that

user's agreement,/é&yé~efansée5mation_stage_csns;s;ing—én
. ] e olatf - :

25 functions on- the basis—of-—parameters—recorded—omrthe
recording medium—tche—portable—medium,—and-the—computer
platfeormy

[

* in loading the operating software from the

recordlng medluAFHLU tre ymnpu\.c.&. mﬁcrm, once all oL

30 the security functions have been-—satisfieds

* in enabling the information stored on the

recording medium to be used within the limits of the
rights acquired by the authorized user; and

* during said use, in being able to exchange and/or
communicate in secure manner data with a network to which
the computer platform is connected.

y said ePe,\o.Gi\z Ao&‘!"wane. Lamg neaqd Ca‘a ann GFFWJBU\LW
nesder. o R mﬁ)u,@\ Ptab‘gawj




fight red b the authorlzed user; and * during said use, in being
abl e tﬂﬁiﬁ‘m 35 communi cate in secure manner data with a network
to whi Iatform i s connect ed. 14 2/ A method according to

claim1l, charact erl zed in that the stageief producing a non-rewitable
recordi ng medi um consists in defining the information to be protected, the
operating systemfor said information, a set of check 5 paraneters to
enabl e t he opE,faZLim@tlm)dtmcerdhagjenb falmmnt He rcmaxrashmum@ﬁl um tbagper at e,
and a set of ry Bk NG I um
secure, and f%fggén% taé;@é&?\?oi%?raatlon §t'c‘§}r%§a%fnlesra}% rredl %tgggggl used.
all in recordtorsists sJam ¢ oynmttihen informat igneder @eripred esseawatast or mat

on the recordidich. gl 8parh AnTeidiod LRG0 LlRMod cHaatact eri zed

in that, / t'o make use of the recording mediumsecure, it consists in
def i ni ng 3ec P33R Bt @raNakich, t e oReHddg SpLtyarepoatefetTofeci i c

to the method Hedidusadthqmaeddienid Giidret Paareeseiobradekanticoat i ng the

contents of the recorgl ng nmedium in the f am‘gf a encrE?/ﬁEed Si gnature
for exanpl e tRATAIEFTR® OFT (HRE e diSfm : reipg Hfo§e5EESY di ng
to claim2 orai ﬁﬂmraﬁkehr@otnm idfatrmat iond et credreke sade ekdihe to

recordi ng me |um Ists. 1n. . defini Securi.t neters such as a
par aymet er concer i ngf t‘%eiéE s’e*f:u;ralg’fs 'T“’i?é'la‘ rieqsualér;ea'“fyﬁ ;_gifcac%ea:sssﬁ ttﬁ‘e > i nformation
the alcla and / or ppllcatlons I n Order to neke use of the recordi ng
medium. 5/ A method according to any one of clainms 2 to 4, characteri zed

inthat it co?r'/S|Pst‘%eq1'FP<%rﬁ%‘cﬁ~r$§-ft9r té’n@rlﬂ}ﬂ ﬁg &harerctﬁarltzeef ippghat
i nfor i oNn Od @c Qki Benansthe

recordi‘ng nedi um a, securi tabl econt ai_ni ng de odi n orithnms in
(ecordig medum s sec o LSl a%a%%e&m% g 2lageit iy
vﬁ 15 parameter specific to the Xecerding—wmediugr and an
authentication parameter for authenticating the contents

of the recording medium, in the form of an encrypted

3( signature, /ﬁeﬁe*a-m-pﬂ:@/ to mwke_ une o& the wediumn sewng .

20 4/ A method according to claim 2 or 3, characterized in
W . that ¥noxder—te—make use—of—therecordingmediums it
consists in defining security parameters such as a
( parameter concerning the security level required fke
)( accesa the - dinformat-ion of rjne_rnr*ording_med.i-&m/ rnd a

25 parameter specific to gaid—infermatieny +he etk and fort Ofpﬁhahb“4
on o2 to malte une of e nec::no\.mk% Y. FRETV N

S/ A method according to any one of claims 2 to 4,

characterized in that it consists in encoding or
K encrypting all or part of the information da—the

30 recoxding-mediug, and also in storing on the recording

medium a security table containing decoding algorithms in

encrypted form.

it consists i ' L = medium keys for

35

decoding or



35 it consists in recording on th I um keys for decodi ng or

the i nformtj ﬁ“mgn t he 7according to any preceding,

m . chaam 5\\‘ ‘“ﬁ\m‘ t it consists in recording on the portable nedium
of eachk \parankters such as the 5 1security level required to

i nformation on the recording nmedium and the identity of said information,
these two paraneters correspopnding to thoese recording on the nedium
[err] 10 A met hod according to any preceding claimcharacterized in

t hat the stagg of configuring or transformng a.copputar platforminto a
secure wor kst ST T6R.CONSI STSX TNH integrati g 1n said ﬁlafPorn1a har dware 15
security devi ceanadcarssedatedtivhiecki meprofstfarien Jestayding &céh@ ng on the
har dwar e seur%&¥tggi¥iﬁgd£u selent L v, har Bt ffe sheCifidh t tde recording
medi um and the rdentity paramater O ne 1 nfornmation of the recording
medi um ahd 28ecurity lévietareEnhr et @ HERRIHRE HFAMEe Ao AERE fy t he
identity parapetELdasR§Chidcuh?O iRe #1Cofdlimy v @ AITEE GolRmiatg on,
correspondi ng parametérs recorde on the recording .nmediumr—and the

har dwar e secHPrPEe—HUESTR aRPEa HPE RS R O30S 8 Qe G O]

; arfet er o e Ol mart on on
t he recording by ing the correspondi ng paraneters recorded
on the recordi ng nedium and the hardware security deViCi;,iEg the | evel

)ol

C) V

requir to us€ the information by conparing the es g paraneters
on the reoorqz%gAnmdthudaaccordingth@ oy tedeediad culai® ensure that the

30 reco  gnIpdiumdoes indegd: comp!y id hbd Modediumddia: 8 A met hod

according to any preceding clarm charac Ized In that, prior to | oading
t he operatingt88nsfgohingre teopytée plabiaimdHeidurfei4t&onsists in

verifying fr Ot a89bhVarssi gaded fromthe recording nedium that the

. Ol ER
security condltloez:thch~have—beeﬁ _ _
in integrating in said platform a hardware

15 security device and associated Ahecking softwarex £

-

20 .
identity parameter specific to the recording mgdium by
comparing corresponding parameters recordeg-on the

recording medium and the hardware secyefity device, the
identity parameter of the informatidn on the recording

25 medium by comparing the corregpénding parameters recorded
on the recording medium and the hardware security device,
and the level required to use the information by

comparing the coerfesponding parameters on the recording

medium and-6n the portable device, to ensure that the

recording medium does indeed comply with the medium that

& %/ A method according to any preceding claim,
characterized in that, prior to loading the operating
35 software from the recording medium, it consists in

verifying from boot software loaded from the recording
medium, that the security conditions which have been /

5 P’\muemk‘ oy Rard wane  avel) en /aoghuam wRees i w atlon fo
W:“P\W@“b Ae.um—t.‘\'*a gume,UcMA on e L)ou;v) 9«\ Ke aleve- m,\p.wmd

pw\ame)'m .



al s e platformwhen nonitored by said nedium 5 10/ A

any proceding/ claim[err] characterized in that it
COI’ISI sts in maki ng the operating systemsgored on the recordi ng nmedi um
i ndependent fromthe operating systemof the conputer platform and in
| oadi ng, where necessary, configuration software from 10 sai d recording
medi umto pr gy&dﬁsfr@d Piey aé@i&rrge/dﬁﬂmim fmafme)c&@.ﬁ iRy thae c@p@luatgirng
system store n 10/ A cor to any precedi ng
claim char ac?g??g%ﬂ“ﬁﬁ h‘%{go asf‘_i‘elrs goﬁ’e?: i a§ St ﬁ & 15  Dbeen
| oaded from tienitecosdi g $E£ﬁLm3dﬂum(N3nSIStS in causing said systemto
execute security functions relating both to the recording mediumand to the
corrput?[ platPorm in order to reinforce the security for &hplenenting the
nmet hod. e/ A method according to Any-preceding/claimy

16 satlsflteﬁﬁﬁﬁ i d nmedi um when nonitored by the conputer platformare

-

characterized in that it consists in making the operating
system stored on the recording medium independent from
the operating system of the computer platform, and in
loadiﬁg, where necessary, configuration software from

10 said recording medium to proQide the parameters required
for executing the operating system stored on said medium.

O _

X 1Y/ A method according to any preceding claim,
characterized in that, after the operating system has

15 been loaded from the recording medium, it consists in
causing said system to execute security functions
relating both to the recording medium and to the computer
platform, in order to reinforce the security for

implementing the method.



