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SYSYEMS AND METHODS FOR ENCODI NG RANDOMLY DI STRI BUTED.
FEATURES | N AN OBJECT TECHNI CAL FIELD ,z 3 The systens
and met hods descri bed herein generally relate to
counterfeit- s resistant and/or tanmper-resistan
SYSHIEVS, ANRMRHOPS OB BN OPING RAND oMY DETRiBUTED
random y di st ri BIBAHURES LY AN OBJE& Tobj ect (whet her
enbedded or naturally 6 inherent) to limt
unaut hori zed attenpts in counterfeiting and/or
TECHNIGARFIEIDWi th 7 the |abel. e BACKGROUND OF THE
INVENTION 9 io Counterfeiting and tanpering of |abels

T e
resistant E@Wy
g

erfestitpl, 4R i, St ol o uifging

andom 5585 TS, BPRTPARS, Bhneo SRR, o, FABAE
N AL T A

the lab 1scanned, nodi fied (e.g., to have a 16 higher val ue),
cla e'repeat edly printed, -and redeened. 17 Vari ous

t echnol ogi es-have been utilized to stop thefl ood of
counterfeiting is and tanpering in the recent years.

BACKGROUNBYOFAHEINVENTION secured is by 9
~___Incorporation of bar cod

I ncorporation o ar codes. Bar codes are generally
machj.ne-readabl e code t [ 20 printed on | abel
COUBfoRte g o RO o AT, ot Tobels | Gos! PRoduet o MpsRete g cand
na .21 i,ckly read and aut henticated. One probl em
manufactygefs, %ﬁé}m rﬂof”éfglfa%oeae Yepbdnlost imqome and lost customersy
. | abel na e used on various itensg. t her current
With the paerebat ol copmg IS hablogi Brosre Bhels BALIRSHRMS (e
. .agaj ns 24 secqure,data stored in a database (e.g., a
genuine its) 7eS becogg gasigsodior 8 SgPBCL ey Hegilized fo Scan B

high-resolution image of a genuine label which can then be reproduced repeatedly

‘at a minimum cost. Also, coupons may be scanned, modified (e.g., to have a

higher value), repeatedly printed, and redeemed.

Various technologies have been utilized to stop the flood of counterfeiting
and tampering in the recent years. One way labels have been secured is by
incorporation of bar codes. Bar codes are generally machine-readable code that is
printed on a label. Using a bar code scanner, the label with a bar code may be
quickly read and authenticated. One problem with current bar coded labels is that
an identical Iabel may be used on various items.

Another current solution is to have the scanned bar code examined against
secure data stored in a database (e.g., a point of sale (POS) system). This solution,

however, requires incorporation of up-to-date data from a marketer or
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zs however, requires incorporation of up-to-date data
froma marketer or 1 | manufacturer. Such a sol ution
requires tinely and cl ose cooperation of nultiple 2
entities. Also, such a solution limts its

i npl enmentation flexibility and may not 3 al ways be
feasi ble. 4 These technol ogi es, however, share a

SR Su6h AN SE Pty WA i AP BR B
cie. 4%, o AU B0 YR BHROR By B o

[ rally does not take a counterfeiter nuch tine
alwaysbtegfe%zﬁlg.rm ne a a way to create fake pass-offs. And,

R85l ARG S s B .
et oHAT OB b8, ERPH LS et kB S
o 5 R 5 s I AU S iy
L L
ey o SR GRERRREBRET AN biePhoibSls e YR Al

) .. herejn are djrected, at ,encoding .js randoml )
time, it Fay, be eReatedix Fenraduiced (5o by datlding, amestes rapy, that is

cetonsh 30 o). v el e bR AT i e 00
e SEBSS0 b § o S Bl BB S5 S

i.ncl udes the authentication object and the encoded
actually theigenuing labelgnot her aspect, the data is conpressed by
determ ning a probapility . 23 density function )
Ageordinely, dhe \quprent ﬁ@ﬁ%’nﬁ dailjte a%rpmedep%léttﬁatver@t tslatively
associated with 24 the randomy distributed
hard to capy and inexpensive LR PEGUCRed based, at |east in part, on
t he .

SUMMARY OF THE INVENTION

The systems and methods described herein are directed at encoding
randomly distributed features in an object. In one aspect, randomly distributed
features in an authentication object are determined. Data representing the
randomly distributed features is compressed and encoded with a signature. A
label is created and includes the authentication object and the encoded data.

In another aspect, the data is compressed by determining a probability
density function associated with the authentication object. Vectors associated with

the randomly distributed attributes are determined based, at least in part, on the
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2s 2 probability density function. The vectors are
encoded using an arithnetic coding 2 algorithm 3

BRI EF DESCRI'PTI ON OF THE DRAWNGS 4 s 'Fig. 1 shows an
exanpl e authentication object for use as part of a

| abel, 6 such as a certificate of authenticity. Fig.
2 is a schematic diagramillustrating an exanple

probabil i debeity Bieuh, P VIO e ol b MCaRAB oting
verifying a certificate of authenticity. 10 Fig. 3Ais
' schemati ¢ di agram of an exanpl e scanni ng system for

ii capturing randomy distributed features of an
aut henti cati on object associated with 12 a

BRIEFBESOHIMH(EIGFTHE@RA%MSﬂ Fig. 3Bis a top view
of the authentication object shown in Fig. 3A 14 Fig.
4 i.s.,a flow diagram of an exanp) e process that y, be
Fig, dcotitvs, S0 swainpie guiheniriorn oBect or sk e park of 231gbel
Fig..5 is_.a flow diagram of an exanpl e process that '
such%arg%lﬁ@atﬁggau tgHY.conpress data that represents the
randomy distriputed attr,jbutes of an 1is .
Figythdt gc%ﬁheg}ﬁt%jd&ﬁr?mlghﬁt&ﬂ% @n; §xample; sertificate of
. Lepresentation of areas that correspond.to four .20,
authenticifyy ?Yé%@na SXagiple procadursseraploy. Hiothe: exstems fos ipsing
.21 Figure 7 is a graphical representation of the
and meﬁm%@ﬁgéﬁtﬁf@@@mew&yons on an 22 exanple
,authentication opject. 23 Fig. 8 is_a graph of an
Figx a8 of sohematicodiagram: pf g swapple eaneing: systsm for

. square _ authentication object. L. . . .
capturing randomly distributed features of an authentication object associated with

algori

a certificate of authenticity.
Fig. 3B is a top view of the authentication object shown in Fig. 3A.

Fig. 4 is a flow diagram of an example process that may be used to create a

- certificate of authenticity.

Fig. 5 is a flow diagram of an example process that may be used to
compress data that represents the randomly distributed attributes of an

authentication_ object.

Figure 6 is a graphical representation of areas that correspond to four
different regions in an example authentication object.

Figure 7 is a graphical representation of the nineteen different regions on an

example authentication object.
Fig. 8 is a graph of an example of the probability density function for a

square authentication object.

Figure 9 is a graphical representation of areas in an authentication object.

3
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2s Figure 9 is a graphical representation of areas in
an authentication object. 3 Fig. 10 is a graphica
representati‘on of an exanple of how an arithnetic 2
coder encodes the string "aba". 3 Figure 11 is an
exanpl e of an instance of an authentication object
shown 4 with nodes. s Figure 12 is a graphica

represent ati.on ,of a certificate of authenticity . .
Figa 6 feh Pentital ienfoseRistion.€as eSombln. AL EoW anarithmetic
ilLustrates an exanpl e conputing device which the _
coderenaggqﬁ Béhmga stens and net hods can be either fully

or Ltially inplenented. 9 TAI L SCRIPTJON jo u
Figurd 31 i A Sramble ST Hispanice &F 4 SReRHERIO, ebiact shawh

] ocigerei n are directed at encoding 13 information about
withnodese 1 andoniy distributed features of an object used in

a label. 14 Lahel s may inc|]ude_any type of .
Figi V2 it & 2Aphical Eenraentation of i osetficate pf authenticity
. incorporated within,an item A label that is
demgnedcfgﬁpp IHERBCOSHIIGRIVEBESS: cated is 16 referred herein
as certificate of authenticjty. An object with
than&m“}ls“'ﬁe%i@t example) computings dgvicg which thet described
of lauthenticity is referred to herein as an 1is
systems and methads sanbe eithier fally oupatially dmplementedhent i cat i on,
a certificate of authenticity i may include both the
aut henti cati on object and the informati on about the

DETAM@%Q‘M?@%@W”i buted features. A conpression
ed to increase the amount 21 of
i nformation about the randomy distributed features
(L . encoded and 22 included in the
certificate of authenticity. According to one exanple
The: systems @nd nrthedse deseribest hepeini arp Airssted fatc gneoding
i authenticity is exponentially increased 24 i
informationoghaut ithe: aandqmlw&sm’qm@&péuues iaf avabieet ysed, in laclabel.
information. This substanti al :
Labels may include any type of identification means that are attached to or

incorporated within an item. A label that is configured to be authenticated is
referred herein as a certificate of authenticity. An object with randomly
distributed features used in a certificate of authenticity is referred to herein as an
authentication object. To enable self-authentication, a certificate of authenticity
may include both the authentication object and the information about the randomly
distributed features. A compression method may be used to increase the amount
of information about the randomly distributed features that can be encoded and
included in the certificate of authenticity. According to one example calculation,
the cost of forging a certificate of authenticity is exponentially increased

proportional to the improvement in compressing the information. This substantial
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25 4 increase in forging cost results in a reliable
certificate of authenticity that is 2 relative cheap
to manufacture but is difficult to falsify. 3 Fig. 1
~shows an exanpl e aut hentication object 100 for use as
part of a |label, e such as a certificate of
authenticity. To be effectively used in a certificate

e, ol 95 P A R iy s i
etaive S B SO AR e o o The eram o

% ot SR EPe At B08 oBlsE ThATH yrerdrtpailpLa fabel
sch sy SERTRACEF AR o e MR E RgL SROBEY of
N e A A
e B8, S e B SRR g
it 158t B oG PTG PR aR S By o
contin s 1) DAL R P R SRR i
10 B o e S A
10 e Bkl S Sob SRS Fb oy iy P cxample,
s 18 0 S S BEbS T SAERL ok afSbe

fiber has a fjxed ,length of R, Al though the exanple
embedd%djmm%sawmnam@@tl%pobmg themaqufacturipg pracess. In one

fibers, it .is to he upderstood that authentigation
emboditajio§bersa 10 268 RERCAIsHDRS AMPIE 6F SeAFBHIES Kek betewen

. may al so be used in g certificate of auythenticity,in a
their endppings.nilhas, by phedding bght,en acertain W&P%tlhptﬂr}t%h tication
. features of authentication, obj eci 100 may, be, 24, use
object 190G, eadpaints of fihers 151133 Hhatbaye al least opeead-poingav e
. of authenticity of an 25 arbitrary object, such as a

lit up regipp areclumyipatedxanpl e, certain hard-to-replicate data

In Fig. 1, authentication object 100 includes x randomly distributed fibers.
Authentication object 100 may be scanned at a resolution of L x L pixels. Each
fiber has a fixed length of R. Although the example authentication object~100 in
Fig. 1 contains fibers, it is to be understood that authentication objects with other
randomly distributed features may also be used in a certificate of authcnticjty ina
similar manner. |

The randomly distributed features of authentication object 100 may be
used in a certificate of authenticity to protect the proof of authenticity of an

arbitrary object, such as a prodpct. For example, certain hard-to-replicate data

5
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51 about the randomy distributed features of the
certificate of authenticity may be 2 digitized,
signed with'the private key of the issuer, and the
signature may be 3 inprinted on the certificate of
authenticity in a machi ne-readable formto validate 4
that the produced instance is authentic. Each instance

sout g 0 Bl U AR RSB e
digitzed sYEHie with{ iR XSO the Sl 5 488 sTnapyre, may. pe
imprintefl } e FEfficdg SE pARERNLYy B shHIRGFABRIC FH 1d ShiTee
that the "Rl tofiBhe "R SRR B ik of 1S LBt
o 8, SRR DI il B 55465 PROGSomlil U 48] e
vonch. bt S FBARASEY B P SRRt e
e e
e et e S5k i
. pr.qduct §_whose, val ue, roughl y, does not exceed the cost

instance B the, certifiFaje,af athentisity. Hupkder o Spuntsrielt Aratscted pbigets,
e a3 3836 10 RIS M R RS B o s GRS il
2 manufeliaHRE DIGESe ok D, XAyl GRPLFaIe Aoplitady’ SEned instaRce of
o ol BB il S e
coriien 3 TS o e S Dt B o ety 8
be. used p{FBOEh PAOGREL MHOSE GEING, TONEIY R0t GREFHathes o5t of

. certificatge of guthenticgity. Before egch ysage, th
forging g single icettifigate o suhenticibyainstance, Jacdigethe 3F?l§mufat°d

shoul d be verified in order_to ,verifé/ aut henticity of
development of p suecesstul adversanial manufpetuging process |

A goal of a certificate of authenticity system is to ensure the authenticity of
products or certain information associated with a product. The set of applications
is numerous and broad, ranging from software and media (e.g., DVD, CD) anti-
piracy to unforgeable coupons and design of tamper-proof hardware. For
example, creating a tamper-resistant chip would require coating its package with a
certificate of authenticity. Before each usage, the integrity of the certificate of
authenticity should be verified in order to verify authenticity of the protected

silicon.
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I Bel ow, exanple hardware platfornms for inexpensive
but effici ent read-out 2 of the randoniy distributed
features of 'a fiber-based certificate of authenticity
will 3 be discussed. The hardware platfornms may

i nclude a barcode. Since the capacity 4 of a barcode
for lowcost readers is limted to about 3K bits, the

R T
of the raa? 'dw% e SRS 5 Tpet-bafel S ffﬁa%f&ﬂhé"négtr} i
be dxscuﬁ?;gCI e aé' tanc Emtétrrlxg%f ﬁ}c{lws gp.rqg@e, t hemel gallpta)éxty

engt h, sSi ned sage as nu ossible 9,
of a barqofﬁﬂéof%ﬁé?wﬁ?sa imitrd Se aBakt 3R itsibe mesrgn sievad
f eat f .a r based |ocrt|f|cateo
by the P%Yﬂtﬁ yiis, imjt 'isesameslea Alsg, sg;esrﬁaeeofgﬁhmgqal%af a
) LE;Lor a | flber based certlfléoe of authenticity
certlﬁcatw qﬁ ayhenticity; Yistem #h 4o maximias dae stiosnof the advessaryi who
| so formal,iize the prohbl em of conpression of a point
aims at iQsging.# apenitic, instamnce aBithe certificate,ph authenticity,s thei problem

positions in an instance of a certificate of 14

associateduwitbratpang yin|the fixedrlcogthpsigned gnessagenas| mueh d@srpessible

heuristically address this is probl em an al gorithm

mfonnatm ahoutitheiuniquenand randendyedistriiied deatnesssofoa ﬁmrrlwed

| 6 conventional conpression methodol ogies wl|

certlﬁcatp rqfvmtbmthty will he diseussad. Andexamployanadytdealt mpdglaf@r a
of Authenticity 19 Fig. 2 is a schematic diagram

fiber-based | certifieate nef auﬂ:enamm evilk bei pravaded. of Thep the discussion
aut henticity system 200 and exanpl e procedures -

below widhalso fentnalize the problemraficompressior ofiapgintrset, and; mmg‘xa&
certificate of authent|C|ty Certificate of

optimal gompeessioni tof fiberssypoesitions0dni A instanceeof g | mtlﬁc@ﬁe of
authenticity 210, an_ issuer 230, and a verifier

authenticity0is #s Nivcomplete prgblem. dlex prderctet heusisticall) eaddresq this
210 may include the 24 aythentication object: 100 in

problem,Fany algorithmbwhichdsignifzantly dmpseves vpon zempressivr ratios of
information that needs to _be protected on a

conventional ccofripressioromethodotogiescwill be provided.

II. Issuing and Verifying Certificate of Authenticity

Fig. 2 is a schematic diagram illustrating an example certificate of
authenticity system 200 and example 'procedures employed by the system for
issuing and verifying a certificate of authenticity. Certificate of authenticity
éystem 200 includes certificate of authenticity 210, an issuer 230, and a verifier
250. As shown in Fig. 2, certificate of authenticity 210 may include the

authentication object 100 in Fig. 1, a barcode 213, and text 215.
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2 includes: (a) the representation of the
hard-to-replicate randomy distributed 3 features of
aut henticati.on object 100 and (b) an arbitrary
associ ated textual data. 4 Initially, the randomy
di stributed features of authentication object 100,
such as 5 Iocations of fibers, are scanned using a
ar,dyar e dev tails on ho this 6 information is
§I1p a& BpfSsiorRe Braiprted ian acomificate: of anthenticity
t|on 7 Wth Fi For the ur pose of
mcludesd.(% i ppreseatation of Jthet ﬁ@rdr@smphcn randoryt distributed
9 rando string of n,, hits. Parameter nF is fixed
features élf&“é‘lﬁ!’élcétrpﬁllt objagt A00rand (b a bitrary agsesiated textual date
ngt h of _an_ RSA public-key (faor exanple =1024)
Imtlally,athe “rndemly, distrihuted featires af jauthenticatign objegt 108, Suste@s
nF, the digest f of data 231 represent| ng 12 the '
locationy of fthery aresscenned agingeathardwarst davichenDetailsi am howy his
100 may statistically 13 nmaxin ze the distance
informatian isceollected and represénted willr be discassedobelaw ine gonjuinction
14 instances. This goal translates directly to
with Fign3.ni ni zed |ikelihood of a false negative 1s and fal se
positive during the verification ste 16 The textual
Forathe purpese efndiacusisiongagsume thag the rmﬁu@nﬁosnaﬁom if is a
depends on the n application (e.g., expiration date,
random stumngf af tnyr bits.sParametert y). . isThixed @nduequalkavn < k*njske N,
derived fromtext 215, which is printed on certificate
where ngf istheHengthooftan RSA msblickkeyn(fot example, gr.., 21020 ) Bind £ is
textual data may be hashed using a cryptographically
commondesaite iheofd)3]. Liveh gdbicdhwp ,2Be digast Y af dabRB.]1 répeesenting
out put of the hash function is denoted as a 22
the randomxdy alistributeid: featurediafsauthentication Asbjecte $0@ snayh statisticaldy
m that may be signed by 23 RSA. For exanple, nessages
maximizé thed distanee rhetweeh ianyo twonekistingt certificaten gf haut’hénti&tyt
nF using a reversible operator (r) that ensures that
instances aThislgoal transtaies ditepty de ntinimtized jikelihbod bf afalsearegative
f and t. This step nay nmaxi m ze the nunber of bits

+ and falset positivesduringitheorebification ptepat ed in data 231 as well as

text 215 to create a certain nessage 2 m An exanple
Thé textudl data ofisantacbitiasy styimgedfi charactersywhichrdepends ofirthé
applicati;n %e.gf,f gxpci)lf'ation date, manufacturer’s warranty). The textual data is
derived from text 215, which is printed on certificate of authenticity 210 as shown
in Fig. 2. |
" The textual data may be hashed using a cryptographically secure hash
algorithm 237, such as SHA1. The output of the hash function is denoted as a
message ¢ with n, bits. Issuer 230 creates the message m that may be signed by
RSA. For example, messages f and ¢ are merged into a message m of length

n, =n, using a reversible operator ® that ensures that each bit of m is dependent

upon all bits from both f and 7. This step may maximize the number of bits that
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3 f using t or certain subset of bits fromt as a key.
Message mis signed with an 4 RSA signature 235 using
the private-key 233 of the issuer 230. Each n"s,, bits.
of s mare signed separately. The resulting signature
s has ns = nA, = nF bits. This 6 nessage is encoded

and printed as barcode 213 (such as barcodes that obey

need to e Fgafpulithd I g 2P S belstex ]S 9 St Erenain mesage

uthentkci by 210 invol ves several steps. 9.Verifier
m. An SUBIEDE Fuch! of SBeirldT SRR A TR 5/ SUER E, b of
.. and barcode 213....tq Barcode 213 |s decoded .into the
 using 375 SR SSdel OF biss S g, ah kT T DIdSsaE 1 55 siged wilham
.and i ashed.in order t r e.the S t. te
RSA sigfiire 3 E5g Wpubaickey 31 STae d1suee 0t Ear mnuoDls of
IS not requir f or {his task because the font used_to
m arc sighed Soparalely. (e, resultiigo SIGNRRITE e NSy nf ey 8o Wi This
Qptim zed for jnproved For 14 successf ul
message J8 enPpded-and Grini w RRTcOe 2 LgcksnPl aathasrodescibat pbey the
bara%((ijs 213 need to _is be read without errors; a task
PDF417 gfandard) entocertifigatg ofjautheptieityi2lA. nodem scanning 16
techngl ogies, 17 Verifier 250 perfornms the RSA
The yedtication, of qertificate wf muhenticity 210 dnvelyes sevenal steps.
. ublic-key 253 and obtains the si %ned nessage m
Verifier 5@9 iipitiatly >spans the tprinted compenputse text=21 @nd' barcode 213.
exanpl e of usjng encryption as (r), this is achieved
Barcode 243visaderadegdpinto the originally painted imignaturgesi f ikaxt 235 is
scans data 251 of representing the 21 randomy .
scanned andsisrhashed in prdgrip cseate the messagecht Note shgtgeneris opiical -
creates their 22 presentation f' . Verifier 250
characterggapgnition { OCR) isenad requiced: forrthis task ibecausexbe fontused &
. to quantify the correlation between the two sets of
print the ¢ext ds knewndaehe verifier 350 @ndroptinpized dor improxed QGR. ¢ Fer
one used to create the signature on the certificate of

successfut gertificateef authgnticity vesification, taxd2it S 2nd bargoden213 peed to
of simlarity of the two sets of 9 i data surpasses a

“be read withouti eirarsy @ $ask whicheisi readily ashiexableuwithbsmodern soaaning

certificate of 2 authenticity 210 is authentic and
technologie$e versa. 3 Fig. 3A is a schematic diagram of an

exanpl e scanning system 300 for . .
Verifier 250 performs the RSA signature verification 255 on s using

issuer’s public-key 253 and obtains the signed message m. Verifier 250 can then
compute f=m(®)'t. In the example of using encryption as ®, this is achieved
via decryption f=E'(m). Next, verifier 250 scans data 251 of representing the
randomly distributed features in authentication object 251 and creates their
presentation f”. Verifier 250 compares f' to the extracted /. Verifier 250 needs
to quantify the correlation between the two sets of data: the one attached to the
certificate and the one used to create the signature on the certificate of

authenticity. At decision block 259, if the level of similarity of the two sets of
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4 capturing randomy distributed features of
aut henti cation object 310 associated s with a
certificatejof authenticity. Scanning system 300
i ncludes optical sensor 6 322 and |ight source 324.
Optical sensor 322 is configured to scan
aut hentication 7 object 310 and may i nclude a charged
coupl ed device (CCD) matrix of a particular s

data surpasses atdertain threshddewbriflen260 . annptines! thae s ceRifcdtea of
a resolution of 128 x 128 9 pixels. Light source 324

authentidity Zkinisiagthentictandprioy vekgal | ght of a particul ar
wavel ength to to illum nate a region of
FiguBe iy aosthematiodiagiand T ad-egithplosdading? 4ysteéin 300 for
Include, it for exanple, a light emtting dlode

capturing rdridomifsdistribMied Teltuses 8ﬁauﬂféﬂt1@ﬂﬁ’orpfobjéd@e3 10 &%&?ﬁed

In authentication object 310 is illum nated by |ight

with a céx@i‘ﬁcﬁté S 4uthéhicity. 9hBcaning 3ystea 300 liheklde® o?ﬁ@alowﬁbr
end of fiber 326 "and i s senséd by opti cal sor 32

322 and ﬁ thcﬁxce°»@24 S owcap sensB32d i§ BSnﬁg'&ﬂeartblseaﬁ lafthenbicSén

in Fig. 3A I's operation, the scanning system

object31©%d%xy ﬁ?&uw& Bﬁﬁk‘%ll 3 LpRddivRS (CCB) niulx fo?a cular

6 such” as regions 4. As shown 1n Fig.

resolutloﬁ"llﬁ %e%%uﬁgﬂ[@t{&l sérfso? B Q%@&sﬁgﬁ%ﬁ !()jf ?ﬁ‘ﬁ x°m83

Ion 314 gl olns 311- 313 are rom
pixels. [ caﬁ‘%%%?‘? i Ehnfigfiet o BRoVIEE 1 oFG A ihe g‘f?ﬁgeﬁgm
o i 8605 S fzggbgu@ﬂ SR i

for cxamﬁ %Prl%ﬁ%ﬁg u{rnigt?lg ?EZPEE&&g esﬁﬂ{w at co ' rf]?r%gértﬁf& fiber
326 in alﬂh%ﬂltﬁ{aﬁ% &bﬁé&% ﬁ)efssxlluﬁﬁﬁﬂte ghmmﬁ'EE 333 aPRO tight ¢

cul ar regil on an term ne

transmntt%cL{ gﬁﬁér%d c?iffﬁé}@zé O?'Qens%ﬁ HJ{: ﬂ&t?ca‘f 9&“@%‘:‘3@9' €

vancement tec

Figea8. b gt on? BRSO TS 19

i % g A g ) O i

such as {%Yorﬁeﬁ"gb?ﬂ OAK WG 'E}?P‘i rspfl 'lf;%ﬁ c&agﬁi‘e&t 5&inhing

|nent scan Ing S

s SHTLRIEH SATERETSY YRR, o2 T o,
light soufbé 324N'By Githffnating region 314, the locatlon of the endpomts in
regions 311-313 of authentication object 310 can be determined by optical sensor
322. Thus, the read-out of the randomly distributed features in authentication
object 310 includes four digital images that contain four different point-sets. Each
point-set is associated with a particular region and is determined by illuminating
that region.

It is conceivable that advancement in technology, such as nanotechnology,

may enable an electronic device to decode the randomly distributed features from
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s 324. For exanple, the wavel ength of the |light may be
randomy selected each 6 tinme an authentication

obj ect is scanned by scanning system 300. Optica
sensor 7 322 may be configured to detect the

wavel ength of the light emtted by the fibers s in
the authentication object and to determ ne whet her

o corinp o BE-GEALT a0 SHE h e b i SR S
features , SHCh i HAY1E Rey beAbIq o ke 1 cattoneiod At hontiofyy Jf pne

| ow ,di agr am of .an

i f .12 Fig. 4 |
embodirgga seAnohe, Sistem 0 mak bf epnbgiiidals Bis venothis Sagthod of

; ertificate of authenticit At Rl ogk 405, the

forging by changing Fd\’ﬁ"&gﬁl’&h (¢-8- agfqhofé&q lightcused by light source
authenticity is scanned. The authentication object nma

324. Foeexamplacthe wavelength ot thelight mpy @nrm;fymlw sglected gac

. 16 At .bl ock 410,, data representing the randonly

time an gpieptieationobieet; isserrRE,PY spanning Systeme3(0.c 4intisal sensor
object is determned. In a fiber-based authentication

322 may,b¢ eenfigured tojdstest the wayelength efetherlight emitted by e fibers

) endpoints of fibers that are illumnated, such 19 as

in the authentication phiest andideterming, whethepthapwaneisogthicerrespoads
data is conpressing to enhance the security |evel of

to the wayelength of dhe ilight emitted byJight sonese:324. O the cvaalengths of

.Wll be discussed in detail in 22 conjunction with
the emitiedgindsietaited light de aptmatch, the nemé'npatceoémtbﬂmﬁm%lﬁldfely
conpressing 23 a portion of the data representin
a forgery.andom y distributed attributes in the 24 ;
aut henti cati on object 25 11 i At bl ock 420, the
Figofipises Slow dingramsofan exanmple-procsss 0 shat may be used to
conpressed data may be signed using private-key 233 in
create a Regpificate of authanticitps At hiock34@h dbeaunthentigatien object in a
incorporated in the certificate of authenticity. For
certificatexefhpitbentidity is4scanuedie dhg¢aauthentication mbijert quay beosaanned
certificate of authenticity as a barcode, such s as

using scannin® siesten 300rinHig. 3 4.

At block 410, data representing the randomly distributed attributes of the
authentication object is determined. In a fiber-based authentication object, the
data may include the positions of the endpoints of fibers that are illuminated, such
as the endpoints shown in Fig. 3B.

At block 415, the data is compressing to enhance the security level of the
certificate of authenticity. Data compression will be discussed in detail in
conjunction with Fig. 5. Briefly stated, a path may be determined for compressing
a portion of the data representing randomly distributed attributes in the

authentication object.

11



10

12

13

14

15

16

17

20

2l

23

24

25

6 Fig. 5is a flow diagram of an exanpl e process 500
that may be used to 7 conpress data that represents
the randomy distributed attributes of an s

aut henti cation object. For the purpose of discussion,
process 500 will be described 9 in the context of a
fi ber-based certificate of authenticity. However,

A B 4B, e sebemed ara s JpoBitL B example, the
compredied Aaih ey, be STERst) USing PAVEIEB Aot PR 3ot plock 425 the
encoded) G412 48 ngprBSERH B Hheh SREHICEES, O sHGienticityn BaF Axapaple, the

own in Equation 4 11., raphi cal , presentati gn of
encode wﬂ&ﬂ Rriptedionto the w@ﬁ%ﬁget@fo authenticdty assa bargode, such
illustrated in Fig. 8. Briefly stated, the probability
as barcode#d 30 Figi?et i on represents the 16 likelihood that a
unit .of the randomy distrihuted attributes is_found
Figy higadlow dliagram gf anj example precesst i that mayp he used to
object. In the context of a fjber-based certjficate of
compresss data Hbat | representshcther gaademly ydigeihuted atiributesn ofayan
represent the probability that a 9 particular point
authenti¢ation objefto K osithe purpase pEdiscussiommproegss H00i will be described
- illunminated. The 20 probability density function na

in the context ofa fihee-based: centificeten ofyanthenticity.t Howeven pracess 500

fibers will be illunmnated in a particular region. u
may be gppligtido kny type efcartificatgof authentigityi t h t he randonly
distributed attributes 23 are determined. In the -
Atoblaskt 505, aaf ipvebabilitye ddensityi ffunetien ofissegiatedht with ythe
point-to- 24 point vectors are used and will be
authentichtion ohjent i$ deteominedn Rrobability densityi fumction witlsbe discussed
_Equation 16 may be used to conpute point-to-point
in Sectiore i ¢k.s Amexampplesprobabilisy densigy dfemdtiondissshaviou im dEquation
attributes in afiber-based certificate of =
11. A graphical i priesentatiomtofbthec lex@mple tpnebahilityodensity fonctiomdis
using an arithmetic coding algorithm 4 Arithnetic
illustratedddilfig. 8. Pridflyhstated, theoprobability deusitn figwtionomepresents the
exanple s algorithmis shown in Table 2. 6 At bl ock
likelihocgbthat a ynit bf the ransemlysdistriputedhattributes 8 fohrd im @ cergain
within a fixed
location of the authentication object. In the context of a fiber-based certificate of

authenticity, the probability density function may represent the probability that a
particular point in a region of the authentication object is illuminated. The
probability density function may also be used to compute how many of the total
fibers will be illuminated in a particular region.

At block 510, vectors associated with the randomly distributed attributes
are determined. In the context of a fiber-based certificate of authenticity, pdint-to-

point vectors are used and will be discussed in Section IV-A. In particular,
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7 amount of data is determ ned. The nethod for
conputing the path is discussed in a Section |V B.
The exanpl e ‘path may be conputed using Equation 20. At
block 9 525, the path of the conpressed data
representing a portion of the randomy to distributed
attributes is returned it t211l. Certificate of

v 5 Vel kL il S bl
e Rl R
ARSI 5 Rl e e
st AR o BB SR T, R e
oo P e LT g

tion_of Illum nated Fi ber End-Points 21
Aghlpﬁk ésﬁc%pﬁ 5eompressing-a pprtion obthel vestars within afixed
an_edge, of L_ 22 units and K . fibers of fixed
amount qféi@ga 1 determined; dhednethod fop gpmpyting ithe pathy iscdiscussed: in
model variants, such as variable fiber |ength or
Section IM—B» {Fhe xamplecpath mashbe camputed psingthquation2(h A4 block
derived fromthis nodel. The authentication object is
525, the path tofothedcompressed ldetqo@qrrpswrxgu adpemtionoef she pandomly
Cartesian coordi nate systemas illustrated in Fig. 1.
distributedntiributesigaeturmgd. t he aut hentication object is divided
into four equal squares 2 S={S'S2,S3,S,}. Each of
themis used to record the 3D fiber structure as 3
descrl bed above in conjunction with Fig. 3A and 3B.
1 ificatelof Authenticily Model a 4 tuple f = {A B} of
p0| nts AA Bc S such that the distance betvveen themis
Ins thip Asectipn) s #natytivad | madebnofi. a iber-basedi certificate of
Il um nated Fi ber End-Points. G ven that

| authenticity is discussed. Two features of a certificate of authenticity S are

- modeled. Given that a particular region S, of the certificate of authenticity is

illuminated, the probability density function that a particular point in S-S, is
illuminated is computed. Also, given that X fibers are in S, the expected number

of fibers that are illuminated in S-S, is also computed.

A. Distribution of Illuminated Fiber End-Points

An authentication object (L,R,K) is modeled as a square with an edge of L
units and X fibers of fixed length R < L/2 randomly thrown over the object. Other
model variants, such as variable fiber length or arbitrary shape authentication
object, can be derived from this model. The authentication object is positioned in

the positive quadrant of a 2D Cartesian coordinate system as illustrated in Fig. 1.
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8 one of the squares S, is illumnated, the

probability density function (pdf) 9 q)(i, QX, Vy))

is defined for any point Qx,y) ¢ 5-5, Vvia the

probability ~(i, P) that ,0 any area Pc S - S,

contains an illum nated end-point A of a fiber f = {A
n conditioned on the fact that the other

B), n condi | “that. |
In - addifSH, (B copBenipstp rdjectngs pipided oo fous sgal” Sbares
S = (8,55 x AP pByteingdd, wpdito secord thes dh. e, St i
dsrivd e o i s FRA ST NGF 3 et R 1
. . 9 ob. bl
upte /Ao o B 58, 5 B ch s o s
Wiile A can 20 |and anywhere on the COA, the position
l4-BloR.B is dependent upon the location of 21 A Endpoint
B nust |land on part of the perineter of the circle

centered around A, 22 with a radius R, and contai ned
within the authentication object. In_the renmainder 23

Definitign 1s Bisteibntien of Miminated Fiber End:Points, Given that

anal ytically conputed based on the 24 25
one of the squares S, is illuminated, the probability density function (pdf)
o(i,Q(x,y)) is defined for any point O(x,y) c S-S, via the probability £(i, P) that
any area Pc S-S, contains an illuminated end-point 4 Qf a fiber f %{A,B},
conditioned on the fact that the other end-point B is located in the illuminated

region S,. More formally, forany PcS-S§;:
¢(,P)=Pr{[Ac P|f={4,B}c§,BcS§] (6)

= 1] 06,000y
Q(xy)cP

Assume that throwing ‘a fiber f={A4,B} into an authentication object
consists of two dependent events: (i) first end-point 4 lands on the authenticéfion
object and (i) second end-point B hits the authentication object. While 4 can
land anywhere on the COA, the position of B is dependent upon the location of
A . Endpoint B must land on part of the perimeter of the circle centered around 4,
with a radius R, and contained within the authentication object. In the remainder

of this subsection, the function ¢(i,Q(x,»)) is analytically computed based on the

14



10

12

13

14

15

16

20

21

22

23

24

25

14 1 analysis of the events (W. For brevity, only
r(l, Qx, y)) is conputed for the case 2 when region
S, is lit up. rp(l,Qx, y)) are conputed in two steps.
3 4 Definition 2. Perimeter Containment. First, for a
given point AcS, the s perineter containment function
g(A)is defined, which neasures the length of the 6
. part of the perineter (arc) of the circle centered at
analysis of the; eventsivid)- Ror hravitysonly eflc@tm adsiscomputed fomtherease
authentication object S. There are four different s
when regiemyiSpas; lit wp-t L (%, dnatecommpited ip bwo stepar ked P1
‘through P4 in Fig. 6) where g(A) 9 is uniformy
conputed. 10 Fig. 6 is a graphical representation of
areas Pl-P4 that correspond to the u four different
Defanjtions2. Rerimesor Gontainmeéntn Firstt fosra giver poi®od.c Sgrthe
. each point in a 12 certain area PX, the perineter
perimeter: cpntainment tfuniction io6d) is defineduwhich gieaguras the length ©F the
anal ytical formdistinct for that area using Equations
part of tlie igerimeter {anc3 sofdthectivole dentédedAaPld Wwithsradius R that is
central area of the authentication object, where for
encompassed by stheoemtireQauthEfitication object eSwi Thereadieufont different
centered at Q does not intersect wth any of 16 the
regions i tyeauthenticationustjectt (marked P 1cthreugh P4tir Rig.c6) where o(4)
bounded by: R5 x 5L - R, n RSySL-R 18 P(Qx, Y))
is uniforrmdyMomputed. 19 20 AREA P2. There are four different P2
regions, where a circle with radius R 21 centered at
Fign§ ipai giaphical Peépresentatier bf areuscBlR4t thae xarrebpyormheo the
edge of the 22 authentication object. For brevity,
four differentyegionsin an examgle/suthentication djecti600. dorngachpint in a-

certain area PX, the perimeter contéinment function is computed using a closed
analytical form dist'inct for that area using Equations 7-10 as discussed below.

AREA P1. This is the central area of the authentication object, where for any

“point Q cP1, the circle with radius R centered at O does not intersect with any of

the edges of the authentication object. The area is bounded by: R<x<L-R,

R<y<L-R.

o(@x,y)=2Rx.  (7)

AREA P2, There are four different P2 regions, where a circle with radius R
centered at any point QP2 intersects twice with exactly one edge of the
authentication object. For brevity, consideration is give only for the following one:
RSx<L-R, 0Sy<R. Equations for other three regions can be symmetrically

computed.

15



18

19

20

21

23

24

25

23 R9x 5L - R 0:9y <R Equations for other three
regi ons can be symetrically 24 conputed 25 15 2
e(Qx,y))=Rrr+2aresinl RJ]. (8) - 4 AREA P3.
There are four different P3 regi ons, vvhere acircle
with radius R s centered at any point Qc P3
intersects twice with two different edges of the 6
aut henti cati on object. Consideration is give only for
the following one: 0:5 x < R 7 Osy<R, x2+y2zR2. 8 9 |
1 e(QXx,y))=2R[rr-a ccos(RJ os(RJI. (9) tol Il
JJJJ 11 12 (xR R% j} f &8} dlfferent P4
regions, where a ciré¢le with us R centered at
any point Qc P4 intersects once with tvvo edges of the
COA. Consideration is give only for the follow ng

A&%&%?X Tneteare, Buc aifterehf 25 Tediohs, whers  girglp with radiys X

centeredf ak e{lyl Swgrlntl é&ﬂ’}t( ;&gﬁagts 1&*108 nvlvx¥h ttt\]v% dlé’gr%xqt ¢ Igclejse of or.fhe

. authentication object. Consideration is give only for the following one: 0<x <R,

0<y<R,x*+y*2R%.

= - X|- P
o(O(x,¥)=2R [ﬂ' ar'ccos ( R J arccos ( 2 I' )]

AREA P4. There are four different P4 regions, where a circle with radius R

centered at any point QcP4 intersects once with two edges of the COA.

 Consideration is give only for the following one: x* + y* < R?.

20(x, y)) = R[ +arcsm( ; )+arcsin(%):|. (10)

In all Equatiohs 8-10, only the return values of functions arcsin(-) and
arccos(?) that are within {0, 772} are considered.

In the second step, the actual ¢(1,Q(x,y)) is computed based on the fact that

 an illuminated endpoint 4 of a fiber f={4,B} is at position 4=Q(x,y) only if B

is located on the part(s) of the circle C(Q,R) centered at O(x,y) with a diameter

R and contained by S, .
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20 arccos() that are within (0, :d2) are considered.
21 In the second step, the actual g(1,Qx, y)) is
conput ed based on the fact that 22 an [l um nated
endpoint A of a fiber f = {A B} is at position A =
Qx, y) only if B 23 is |located on the part(s) of the
circle (QR) centered at Q(x,y) with a diameter 24 R
and contained by S, . 25 16 Lenma 3. Dependence of
Isp(mad( xDependenae qﬁ q(uQ(syy)) frosn ng(Qnd i oUsing furetion
%/ pdf 9(i, Q(x, S coE)uted using the follow ng
2(Q(x, ))npdf méle(xzy» IS(QDm;(Ut¢d()l$mg e fothiovipgintegelQ R) =s,
p(QAx + Rcos 9, yv+ Rsin 9)) 5 6 where 9 br owses
the perineter of C(Q R) ¢ S, and a is a constant such
7 that: 9 9 Jf (i (XX Y) =l . (12) 10 Q +.rlcs-S,
u 12G2EDhe Q S T,g?umgy nat ed%h] y due to
a fiber f = {C@,R)CB}Q(Q(§+&‘?OS‘E§'TR lﬁé} Thi s
inplicates that B is |ocated sonewhere on t he
perimeter of the <circle C(Q R) contained by S,. For
a given fiber f = (A t he bability that A la
whered & bwwegﬂbeumr@ﬂm pﬁu&‘(&ﬂﬁ@l&yartdmt lis ar constant such
length di ¢ S, is equal to dl/p(B). Is Hence: 16

that:

I etoemay=1.

O(x,y)c=S-S,

A point Q= S-S, can be illuminated only due to a fiber f ={Q, B}, such
that Bc S,. This implicates that B is located somewhere on the perimeter of the
circle C(Q,R) contained by S,. For a given fiber f ={4, B}, the probability that 4
lands on a specific infinitesimally small arc of length d/ = §, is equal to dl/p(B).

Hence:

4Rdld 9
,0) = S-S , (13
pl.Q)=mrea(3=5)7 J,cs 2B R Od

where function area(S-S,) computes the area under S-S,. Thus, the pdf
#(1,0(x,y)) at a point Q c S-S, is proportional to the integral of the inverse of the
value of o(-) over C(Q,R)c S,. |

Figure 7 is a graphical representation of the nineteen different regions on an
example authentication object 700 that have distinct analytical fonﬁulae as a

solution to the integral quantified in Equation 11. For brevity, o(L,O(x,y)) is
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17 p(i, Q = area(S - S,/)-'" J 4RdlId9 (13) In CcQl >~
o(B(Q R 9)cCd! 19 20 where function area(S-9S)
conputes the area under S-S,. Thus, the pdf .= 21
V(1,Qx, y)) at a point Qc S-S, is proportional to
the integral of the inverse of the 22 value of p(.)
over C(Q R c¢c SI. 23 Figure 7 is a graphical

. representatiaon of the nineteen different regions on an
approximafely. 3plyed usiie o SRR GHmSGEL CORRUEHOR. dpe Tesulls IS
il ai.sg.n anal ytical fornulae as a 2s solution to the
Hlustrated {p k4888 quantified in Equation 11. For brevity,

c(1, Q X, i.s 17 approxj .£ely sqlved using a
Fig. 1% &;25008 of o EXmbleqrDBRPUio Bepgty, Fstiog Top  square
illustrated jn Fig. 8 3 Fig. 8 is a grap f an, )
authentxcg;(xgﬁﬂtgecér\wémar 9‘%#5??% andh & oh %@qﬁ‘?@ﬁ Wilepouts.
) authenticatign object with paraneters L, = 64 and R =
Fig. 8 shgwséh#ptiie allﬂm that an,endpointofaJibeg lans,an a ggrtaimgnall
i kel i hood that an endpoint of a fiber, | ands on a
area P o8riSpi variesesignifivantlydepending oarthespartigulari pesitioy of P
... depending on the particular position of P 7 within S
within §sS,. By using)ghe hinformatiomtabeut dbeuvariance, ofi @t (s1))
ap(i ,gx y)), s _throughout S-S' the point-subset-
throughobb fr 85 stherpainysubseh eompsession 6lggrithms -gen be significantly

) i nproved, as presented in Section I'V. Mnufacturing
improved; iashpnesented iinSestipadV. sManufactuning: authentication object such
const. over the entire area S -S'" is a non-trivial
that o(i, D6s ) Tpropiralover the gptivg area oSi+-§, 48 af nonytmijah tasks probably
aut hentication object. ,2 13 Area Bounds (1, QXx.Yy))
as difficultiasTiorgifig an/cigindoushentication objett. x2+(y- L/ 2) 2
<R2. 05x5L/ 2-R. R aresin(R-+arccos(" L/2-R<y5L/2

Area Bounds y(1,0(x,y))
T0 0<x<L/2-R,0sy<L/2-R 0

x2,+(y-L/2)z<Rz,O$xSL/2-R. . L~
T Li2-R<yS L/2 R[arcsm (&)+arccos (—RZ)]

2 2 2
¥ +(y-LI2) 2R* 0Sx<L/2-R, 2Rarccos(22)

n L2-R<ysL/2
2 +(-LI2Y 2 I,
LI (x-L/2*+y* 2 R?, 2R [arccos(i"—ffl) +arccos (I-Li:a-)]
(x-L/2)* +(y—-L/2)* 2 R?
*+(y-L/2y <R, R[arcsin (£)+ arcsin(-{,—)]
T4 (x-L2)* +y* <R?, R[ i s
(x=LI12)* +(y-L12)* 2 R* arccos (£32) + arccos (44 )]+
2+(y-LI2} <R,
TS (x~L/2)* +y* <R?, R[g-+ arcsin (4 )+ arcsin (-,’,-)]
(x=L/2) +(y-LI2) <R
6 x*+(y-L/2)' < R?, R [arcsin (£)+arccos (Lf;l)] +
(x-L2*+y* 2 R?, 2 Rarccos(3:2)
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16 T2 x2 +(y-L/2)22R2,05x5L/2-R, 2R arccos(u 17
L/2-R<y5L/2 R x2+(y-L/2)2 ZR2, 18 ] T3

(x-L/2)2+. I 2t R2. 2R arccos("'-r)+arccos( ~J 19
(x-L/2)2 +(y-L/2)2 2 R2 20 x2+(y-L/2)2 <R2,
Rlaresin(R)+aresin(R)] T4 (x-L/2)2+y2 <R2. 21 2 L/2)2
R[.ar ccos( )+arccos( ~)]+ 2t R 22 x2+(y-L12)2 <R2. Ts
X - L —Zf

2
( eSIN(R) +taresi n(R) | 23
(x-L/2)2 é 4 X 2+ (y L/2)2 <R2,
=L i _ 25 (X L/2)2+y27RD
2Rar ccog(+{y— -12)¢ <(R<z L/ 2) Zy(y L/2)2 a R, L/2-Rx5
™m W2 2 x (_z 25 3T =2 A% 2=z
H a+ar egl n&& +a?vcc§@2>€22 ’12) éZS%I -a?gLo/OS; <)]R2 4
e VT BR¥ S LR tRL 2) Dy 27RD.
z+arcgb.s%y2lm¥§qg}s.( )] W(x-L/2)2+(y-L/2)2 <R2 6
n |20le 1(x— 25+ 2 B2, R[{-+arccos(”2”’)+arccos(-“},=’“—)]

(x-L/2)* +(y-L12)* < R?

Table 1.

B. Illumination Ratio of Fiber End-Points

Definition 3. Illumination Ratio of Fiber End-Points. For an
authentication object (L,R,K) and its illuminated region S,, the illumination ratio
A is defined as a probability that a fiber f ={4, B} has landed such that one of its
end-points is in B< S-S, conditioned on the fact that ihe other eﬁd—point is in

AcS;:

A=Pr{BcS-S,|f={4,B},AcS|] (14)

Definition 4. Possibly Illuminated Arc. For any point 4 S,, a function
v(i,A(x,y)) is defined that measures the length of the part of the perimeter of
C(A4,R) contained by S-S,.

Figure 9 is a graphical representation of the areas TO-T8, where
v(i,0(x,y)) is computed using distinct closed analytical forms. y(i,Q(x,y)) is
analytically computed based on the analysis of the events (i-if) from Section III-A.
Simiiarly to Section III-A, only in the case when region S, is lit up is computed.

There are nine different regions in the COA (marked TO through T8 in Fig. 9)
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B. Illumnation Ratio of Fiber End-Points 9

Definition 3. Illumnation Ratio of Fiber End-Points.
For an 10 authentication object (L, R K) and its
illumnated region S" the illum nation ratio u Ais

defined as a probability that a fiber f = {A B} has
| anded such that one of its 12 end-points is in

where '/’gpg) M% d %ﬁﬂg gﬁ fﬂﬁyﬁmtclbm BN for (1,0
dependmé‘o%%g Iy aﬂo LO%{Qat e Ar‘e. %@éﬁ inble £, 0% " gn +

0SSl r-any pornt A c S,
function 1S vyr(i,A(Xx,y)) is deflned t hat measures the
Il ength of the part of the perimeter of 19 C(AR)

represenfiz)a?#e@eg?et iof g‘?@i@&%ﬁr (Qﬁg @r “BHd 4. The
uminack PR o DRSSl Bl ;’f.eé’a| y

conput ed based on the analysis of the events (i-ii)
fromSectlon 111-A. 23 Slmlarly to Section Il1-A

only in t j'e VMEQ(JF, ‘%g f )t up is computed.
24 There are n étg(f‘gy)pn ‘Fegl ong n the COA (marked
TO t hrough T&"PR" Fi 25 19 1 where v(1,Q is
conputed uniformy. The anal ytical closed forns for
W1, Q 2 depending on the location of Qwithin S, are

A GrMERehterelPR £pdint 4 = S with radius R is denoted as C(A4,R). For
each point Qc,, the likelihood that the other end-point B of a fiber f ={Q,B}
lands within §-S,, equals the ratio of lengths of parts of the perimeter of C(Q,R)
contained by S-S, and S respectively. By integrating this ratio over all points
within S,, Equation 15 is obtained.

Given an authentication object (L,R,K), using 4, computed By numerically

:approximating Equation 15 and the closed forms for v(1,Q) from Table 1, one can

compute the expected hnumber of illuminated points in S-S, when S, is
illuminated as AK/2. For example, for an authentication object (64,28,100) the
resulting A = 0.74, which means that on the average, the number of illuminated
endpoints in case S, is illuminated, is about 0.74-50=37.

IV. Compression of a Point-Subset in a COA

The goal of the certificate of authenticity system is to ensure that the task of
manufacturing (i.e. forging) a specific authentication object instance as difficult as
possible. This goal is quantified as a demand for recording the positions of as

many as possible fibers of the authentication object. In the example compression
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3 4 Lemma 4. Dependence of gr(l,Qx,y)), p(QAXx,y)),
and A, The 5 illum nation ratio defined as in Def. 3,
can be conputed as follows: 6 ~r Wi, ®x,Y)) Y (15)
7 J oc=r>cs, g(Qx,Y)) a9 Acircle centered at a
point Ac Swith radius Ris denoted as C(A, R . For
10 each point Qc S the likelihood that the other
.. end-point B of a fiber 11 lands within S-S' equals the
algorithm athecnumbereoforegionst ofpauthentigationeobject equals farfr; Berar)for
12 contained by S-S, and S respectively. By
each regiom Spraghamger nji4 of hitsoinother sighed puissage r1 ds wledivatedsto
. Equation 15 is obtained. u Gven an authentication
storing as janytaspossible) fibersindgpointsctiuminated by SuSeoncealight is shed
approxi mati ng Equation 15 and the cl osed forns for
on S,. Not¢ thad)infgeneral;aidtelll jlluminatednpoif meeditotbe storedy auty thel
nunber of illum nated points in S- S, when S, is 17
largest subsktiof thesecpbints thit ¢an beeéncodedmsing A,014 bits.
aut henti cati on object (64,28,100) the 16 resulting A
In=thi3. séétionyla mbchardsa i$ dedcribed) Wwhichvis cogfigutddetorencode tid
illumnated 19 endpoints in case S, is illum nated,
distance | betoveen!t two 7#luminated’ poit® inV. arCoagthémtidationofobject. The
Poi nt=Subset in a COA 21 The goal of the certificate
mechanisph 1§ babdn Grithmetis tcodings Neéxte e probléiat of fempasskingf as
22 manufacturing (i.e. forging) a specific ’
many as Pebsiblel fibér erftipoitits ABling Bdonsemt atntber fdfChity i forndatized.
possi ble. This goal is quantified as a demand for ~

Finally, fiRC @istudioh h&ilPOstidw Othat Gthisproblem is NP-complete and a

constructive heuristic as a sub-optimal solution is presented.

A. Encoding Point-to-Point Vectors

In this subsection, how a vector defined by its starting and ending point is

“encoded using a near-minimal number of bits is described. An additional

constraint is that the points in the considered area occur according to a given pdf.

1) Arithmetic coding: -

An arithmetic coder (AC) converts an input stream of arbitrary length int6 a
single rational number within [0,1}. The principal strength of AC is that ii can
compress arbitrarily close to the entropy. The discussion below shows how a word
"aba" is encoded given an alphabet with an unknown pdf of symbol occurrence.

Fig. 10 is a graphical representation of an example of how an arithmetic
coder encodes the string "aba" is encoded given an alphabet L ={a,b} with an

unknown pdf of symbol occurrence. The example is illustrated in Fig. 10.
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24 many as possible fibers of the authentication
object. In the exanple conpression 25 20 i algorithm
t he nunber of regions of authentication object equals
four; hence, for 2 each region S,, a quarter n,,/4 of
bits in the signed nessage mis dedicated to 3
storing as many as possible fiber end- p0|nts
" i.]lum nat S-S, once ght . i s ,shed
Initially, the, Fangs 4 ihe A 15 aseia 10 e aebBBPRIL: b &iven B

caual EHRET of it A SEG s T, e A5 BFfes T Tange

section, a rrecharhgsm is described, mlnch i,s,configured
into two subrangetit0, 05k and (9551 acach FPrGeBting " iand (& espegtively.
points in an aut henti catjon object. The s pechanism
Symbol .aslsoag@ﬁeén ¥ rGonsHraining éb@.rﬁgge Nafxthe Ae t)ths| rangsf that
ressin as 9 many as p033|ble fi ber endpoints
correspon@s is yohalaig., Em%ﬁrln@ﬂqurs the ACoupdatessihe counter for
Finally, the d| scussion wll show that this problemis
the occurgenes e ispmbohia” and recemputes B @)e2/3card Jr[kd =1¢3 aln the
sub-optimal solution is presented. 12 13 A Encodi ng
next iteratisingtaccording to thecupdated Pa[a).Pribh; thesAGsdividesrits rangeainto
vector defined by its starting and ending point is |Is
[0.5,0.66€Hcantk{0.6667lg, aacterapresenting|“sh amdela” gespsictivelys When "b"
descri bed. An additional 16 constraint is that the
arrives nexti, thes AiGhreduees its sange tel the corresponding: {®5,0i6667} oupdates
given pdf. 17 18 1) Arithnetic coding: 19 An
Pr{a] = Peb] 4 DMgt | and: odévid¢s\Cthe omeav t gange i iptot  §0.5,8:5833} and
arbitrary length into a 20 single rational nunber
[0.5833,06667} eqch represemtingo'th"ranidosa” respestiyely. Sincathe finah symbol
can 21 conpress arbltrarlly close to the entropy. The
is "a", dhecddsi encasies oshishsymbedwby \whogsing? anyharumbers nwithin
gi ven an al phabet with an unknown pdf of synbol
[0.5833, Ocﬁﬁém} rasnae . owtputriBy choosingaa qrumbsrc whiche gneadsst writho the
of an exanple of how an arithnetic 24 coder encodes
fewest numbersof bitsy(digitsiin pur example)l Q;6,/the AG cregpaifsfinal output.
(a,b) with an

" The decoder understands the message length either explicitly in the header of the

compressed message or via a special "end-of-file” symbol.

The AC iteratively reduces its operating range up to a point when its range
is such that the leading digit of the high and low bound are equal. Then, the
leading digit can be transmitted. This process, called renormalization, enables
compression of files of any length on limited precision arithmetic units.
Performance improvements of classic AC 'focus on: using precomputed
approximatiom of arithmetic calculations, replacing division and multiplication
with shifting and addition. |

An AC encodes a sequence of incoming symbols s=s,,s,,... using a

number of bits equal to source’s entropy, H(s) = —le P1[s,]log, (Pr[s,]) . Hence, for
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23 unknown pdf of synbol occurrence. The exanple is
illustrated in Fig. 10. 21 s Initially, the range of
the ACis reset to [0,1} and each synbol in L is given
an 2 equal |ikelihood of occurrence Pr[a] = Pr[b]
=1/2 . Thus the AC divides its range 3 into two

a sexﬁﬁglfan s W)gpann% h ﬁtl,izg’pnea L]y @%ﬁ@g&“ rl]tst;’bols, on a

const Aai. the range . of the AC to the ra that
compc%trr‘&tﬁ é@%sl?q Bregisian g‘?@ﬂ&ﬁtlc theeEC is @npptima Jenitopy coder.
addition, the AC updates the counter for 6 the
occurrence of synbol "a" and reconputes Pr[a]=2/3 and
PHLEL‘ 1/3 . In the 7.next iteration, accordlng to
Enqodingof %Mmtlﬁetmed’qm&@s ping Vegioge i nt 0
0. 5 O 6667) and 6667 , .each representing, '
jven’ anra@sltﬁmat;enp qu&h ), itis-pssumed thatdight lﬁesimé on
reduces its range to the corresponding [0.5,0. 6667},
one ofidtst quadrentspr §a] Nextprwp] assumyes thatathe antheatieation ohiest is
range into [0.5, 0.5833) and ss [0.5833,0.6667} ,
partl mtppa gud o EmgL werit squares U = u@pdots hel.y = Isi. hcwhene each
final nbol 12 is "a", the AC encodes this synbol Y
u(i, jx lcousns e squaneuaroe withinhi & {7 -168/){0¢ 6836,/D. Usit Areassmadel the
out put. By choosing a nunber which encodes with the
pixels of fthevdigital sobn rofcin buthentjcitipne ebjeat. dthe rosalytion) of thes scan
the AC creates its final output. is The decoder
equalsnkbeL s Nextjsa ptincipakpeigtof @ ngithu@i, yhis defipdd as a pointrQ, with
t he header of the -16 conpressed nessage or via a

coonhmﬂcsah)Oend of-file "synbol. 17 The AC iteratively

reduces its operating range up to a point when its

range u is such that the leading digit of the high

and | ow bound are equal. Then, the sy |leading digit

c drenvmat 5.aEmit dllehination bﬂmbhsgd dssuming there are x fibers

renormal i zation, enables 20 conpression of files of ,
with aesactlyngnk end4point: dd -e8j, sithen probabitity i thatnany . unit] area

Per f ormance i nprovenents of classic AC focus on: using
u(x, Wice§ oSp contdinsodt legsp ooe iltuminated fibererid-poist equals:

cal cul ations, replacing division and multiplication

23 wth shifting and addition. 24 An AC encodes a

sequence o ?égggggg% 'gpgysAszuigcﬁ%] 06y3|ng a 2s

nunber of source tropy
H(s)Pr[s.]log2(Pr[s, |31-Pedtaw)lfo
And

() =Pt{3f ={4,B}e F)dcu,Bc S,] ~1-Pr[(=3ce F)Ac
u,BcS]=1-(1-Prldcu,BcS,| f ={4,B}])" '

From Equation 7, Equation 16 is concluded. In Section III-B, the

expectation for x is E[x]=AK/2 is computed.
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22 a sem-infinite streamof independent and
identically di'stributed synbols, on a 2 conmputer wth
infinite precision arithmetic, the ACis an optimal,
entropy coder. 3 a 2. Arithnmetic Encoding of a

M n- Di stance Point-to-Point Vector s Gven an

atrpblérh A2 Dl VdiiteE Encbdimgdor COA sCanditiohed bAahe fact that
light is shed on 6 one of 1ts quadrants, S,. Next, we

unit AESYOE, bomthins@ ilubiinfed dber @A PUIRG  goal is'to encode using as

partitioned into a grid of L x L unit squares U = u(i,
few e{s)ﬁosbibfelbits the locafions of twiottcd iﬁﬁﬁ%inatéd ‘ﬁh%t_s Y, )1anGJFJ}/,efé1ative

e square area Wthin x e {i -1,i y e {]

to unit [ AATa@85 0HRI 8onsthint i3 tRAERhSnPhIl mﬁnﬁiafa%df ﬁftliﬁsz f% -OF , the

an aut hentication object. The resol ution scan

_ § e It : o |
pnncﬁ%)l( %‘6}\}?& I%g L"d :ﬂldn‘éz 4 ,Shgd E%Pfésﬁ%':tﬁ?ﬂwl;{,ﬁﬁh Nbedtbd 31 ‘Wvb!shortest

I nt J _ u CQOT !nates
distales S BT R s oEE T, HERAnCip FRRF oL U5 01 R FHIARS rule s

set scPifdt POR 1 dftris | 181 B RO sl disfhnol With Rsheft 67, the
o 0 A OB L i) St i o

={ A B}eF) Aau, BaS,]=I-Pr[(-i3cF)Ac 21
u =l -(1. —_

oL G SR RER BB RRIR R ) ST
CPMPUL ¢4t of all marked units, M), is setto Mu)=S.
do
Find all unit areas ¥V =argmin__, [|Q, -0, ||
do |
Find unit area w= argmax _, £(1,v).
Set AC range for w to y(w,u) (see Eqns.17,18).
Set of nodes ordered before w is M (u)=M(u).
Mu)y=M@u)ow, V.=V—w, U=U-w.
while V #J
.while UxQ

Table 2. ALGORITHMAL].

The encoding of a unit-to-unit vector is done using an AC, which uses
algorithm A1 to assign a corresponding range on the encoding interval for each

encoding symbol, i.e. each unit v S-S, different from the source unit ». For |
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25 23 Problem 1. Dual Vector Encoding for JCOA
Conditioned on the fact that 2 unit u c S-S, contains

an illumnated fiber end-point, a goal is to encode
using as 3 few as possible bits the |ocations of two
other illumnnated units v, and v, relative 4 to unit

each ynitap, algarithin el assignsta ringe équat tmﬂleqnmbgblzhlty that v is one of
illTumnated units in S-S" the s principal points of

the two closgstiluminated aindds withs pespectitelthic seuree lunitas sThistprobability
shortest 6 distances in Euclidean sense fromthe

is depotedaispa(v [pdi In thef case Wher xowi lounity areibxpécted to Hhimimate in

" that if a set of units V, I VI> 1 are at the sane

- §-5¢i p(vdny eambe compmpeztas fobllows; the a one with the

hi ghest |ikelihood of illum nation: argmax,,,,(r(v))
is encoded first. 9 10 Set Uas a list of all unit

areas in S - -y u_..u ed units,

Mu), is set &IK)(TJ(V;%I Tflzr({?gf‘g?; ER?@ all unit
areasY:argrrin,uII':' 14 do is Find unit area w
= argmax~v ~(1, v). 16 Set AC range for wto y(w, u)
(see Egns. 17, 18) 19 Set o fi/es orgdered before wis
M (u) = Mu). )u)Hn Byr@®],u=U-w. 19 while
'V * 0 20 whil e"CU-“*’ 0 21 Tdhe2. ALGCORITHM A | . 22
23 The encoding of a unit-to-unit vector is done using
an AC, which uses 24 algorithm AI to assign a
cor,respondi ng rangeé) .the enco i.nterval

2 WReRE 45 Somprvicihad th, algostia A . dios sach unit

{
v, algcgr?trlrx]m pﬁ assglugrn%ea ll'Jarr]llge ;l'J(v,u) used by the AC to encode v conditioned

on the fact that » has already been encoded. This range is equal to:

___p(v|uv)
7(V.u)————--Z powla) (18)

weS-S,

Thus, the two nearest illuminated units are encoded by construction near-
optimally (e.g. the encoding is optimal on a processor with infinite precision
arithmetic) because a sequence of symbols is encoded using a number of bits ,
approximately equal to the entropy of the source:

Hw)=- 2, r(vuw)log,[r(vu)]. (19

veS-§;

Dual vector encoding is used as a primitive to encode a subset of points in

.the overall compression algorithm presented in the Section IV-B. Although the
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24 1 each unity v, algorithmAl assigns a trange equal
to the probability that v is one of 2 the two cl osest
illumnated units with respect to the source unit u.
Thi s probability 3 is denoted as p(v |l u). In the

a X,V 1 units are_ expected to jllumnate jn_ 4
encoding glgqmgm is neag-gptipal éwbatsgao gssnmnt{m presented in Section
p(viu)=r(v) fl [1-r(W]+ (17) &bm 7 Er(v)r(w 11
IV-A2; the §91}1e so-of eqn}str (is )qoﬁwallg fpg everajlcompressipn goal,
unjts M (u) is conmputed as in algorlthmAI For each .
hence, the inhgrent apgimality of Asingsanithmetis oding withrange elleeatign via
the AC to encode v _conditioned 12 on the fact that u
Al isiiscussedsindSectionVeBeoded. This range is equal to: 13
14 Y(v,u)= F (p(wWu) (18) 15 wS-S, 16 17 Thus, the .

two nearest illumnated units are encoded by
construction near- 1$ optimally (e.g. the encoding is
ol iGampressien of e PeinteBubsiet h i nfinite precision 19

arithnetic) because a sequence of synbols is encoded |

uJhegoptimiration problkim sof eomppessing the Poyitions aof ap many as
entropy of the source: 21 H(u)=- Z y(v,u)log2[y(v,u)].
possibled]lunigated8nis, areas using a fixed number of bits is modeled. Consider

the following directed complete graph with weighted edges. For each illuminated
unit = S-S,, a node », is created. A directed edge e(v,v) from node », to node
n, is weighted with the optimal length of the codeword that encodes the vector
that points to v, aXe(s,v))=-log,[r(v,u)] as in Equation 19, conditioned on the
fact that u is already ehcoded. Lets denote this graph as G(N, E,Q), where N, E,
and Q represent the set of nodes, directed edges, and corresponding weights

respectively.

Problem 2. Compression of a Point-Subset (CPS).

INSTANCE: Direétcd, complete, and weighted graph G(¥,E) with a non-
negative vertex function Q: E — R, positive integer I, € Z*, positive real number
AeR".

QUESTION: Is there a subset of />1,, nodes N* c N with a path through
them, i.e. a permutation <n,...,n,,, >, such that the sum of weights along the

path is:
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24 Dual vectoriencoding is used as a primitive to
encode a subset of points in 25 the overall
conpression al gorithmpresented in the Section IV B.
Al t hough the 25 | encoding algorithmis near-optinal
for the set of sunptions presented in Section 2 1V
A 2, the sane sgi@(ngomst.nRids i s(2Bbt valid for the
overal [ conpres&lon goal, 3 hence, the inherent
optimality of -using arithnetic coding with range
allocation via 4 Al is discussed in Section IV B. s
6 B. Conpression of a Point-Subset 7 The optim zation
probl em of conpressing the positions of as many as s

387 R0 bl O s By o
possibig i (i Er End ot ayhertisafign obieet Wiy i

FIlf 96 poifs it 8ROYISE Using a fixed starage
(e, &érgﬁ{sed 'S%J‘PP maggﬂg?lﬂ,b&fs nOdﬁlﬁ'ﬁlt n, |s RIC

encodes t he vector 12 that
TRAVELIR G, SAUSMAN SROBLEV, dibPagar Remiadubeibip 35, ATSP< CPS, via
i 4 . T8 S W, P B v
i AR SRS o oS et i B

V2. sion qf  ,a_Point - Subset (CPS) ., i s | NSTANCE:
requinement ?&d&ecbs#ﬂm is fashpnsimenperio laaaa\sﬁ ‘hecapse) eaghigertificate

non- .19 negatiyve ertex {yunctl on Q >.R, positive :
of authgnticjty must be %tgne separatelyeat aomany mgbRe.per . 21 ©

JESTI (]\l L th bset f 1> N
iR 4, disiangs, BisaRure bethiRER, oo eodas i Mo daes B ot Cabey the

n'ianggpdpkqul_ltsygﬁ)? ailhx%detshfntﬁllgeei)y, 6 eflco aI on Sedulé frof Section
IV-A éncodes vectors in S-S, using a number of bits proportional to the
likelihood that a certain unit is one of the two closest illuminated points. Hence,
units farther from the source node are encoded with significantly longer

codewords as they are unlikely to occur, which renders shortcuts to these nodes in

the solution route highly undesirable.

Theorem 2. The distance measure » does not universally obey the triangle

inequality:

a(e(u,v)) + w(e(v,w) 2 o(u,w).
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25 26 11 r-1 we(2+urnr(r+o0)) <A (20) '2 3 4
Probl em 2 nodels the optim zation probl em of
conpressing as many as 5 possible (i.e. 1) fiber
end-points in an authentication object using a fixed

Pl asRimelthel AYRRLTRE - TOOrRAYEL RS, BV W

PROBLE ISP, can be. reduced_ tq CP \[SP 5, CPS, vija
are BpSgionsH, alopg the BBpe fine) 17 SireSy THE Buefidemn digances lu—vl)
sectign, an efficiept cqnstructive heuristic, A2 1S .
lIv- ﬁﬁeé@ﬁt - Mo arey i“rwsE atangoPifidn gem%wﬁfyo Bﬁ?@nmmsée inequality
. rem er desjgn 10 regquirement for the heupristic is
implSc; hen: ;746 v00r EnH EeOpe BBl veRinIge XD 0e . From
of ayghenticity st, be sjgned separately at a
Equaﬁﬁ%&@parlisnglq ﬁoﬁg 11g can bspprrm%edai stance measure
bet ween two nodes in N does not obey the 13 triangle
inequality for all nodes. Intuitively, the encoding
procedure fro ection 4 |V.-A gncodes vectors in
S-S, usi ngfr&“’:?u‘ bﬁilog;h?sﬁll%qtt;‘i‘onal 2&?} the
i kelihood that a certain gnit i s one of @he two

cl osest ill uniog?ﬂe'd)zp'b(ﬁt@. YFi€hed +a'dr’tni ts fart her

from the sourc& node alﬁ[@'mdﬁdl jth significantly
| onger 17 codewords as ey are tnlikely to occur,
whi ch renders shortcuts to these nodes in is the

solution route highly undesirable. 19 20 Theorem 2.

! AR 68 FRATR L BBkl TR dec i DO, i,
fadhkol) |
The best approximation algorithm for ATSP where. the triangle inequality

holds, yields solutions at most log(N| times worse than the optimal.
Altemativély, to the best knowledge of the authors, approximation algorithms for
ATSP variants where the triangle inequality does not hold, have not been
developed. In the general case, when the distance metric function @ is arbitrary,
the ATSP problem is NPO-complete, i.e. there is no good approximation algorithm
unless P=NP. On the other hand, approximation algorithms for variants o.f TSP
which satisfy a scaled version of the triangle inequality:
H(o(e(u,v))+ w(e(v,w))) 2 o(u,w), 4>1 can be solved with a worst case resuit
(Bu+1)w/2 times worse than the optimal solution. Distance metric @ does not
follow this constraint, hence, a heuristic for Problem 2 is developed without a
worst-case guarantee. In addition, we aim for as good as possible performance of

the heuristic on the average, rather than a worst-case guarantee. Authentication
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24 25.27 1" | For sinplicity, assune thdat (Vu c S
-S) t =r(u) =cont., then U, v, and w 2 are

positioned along the sanme line in SS,. The Euclide
di stances Ilu-vlil, 31 1 v - wll, and 1l | u - wl

an
I

objeq%:]gﬁ%cgi yz%?&x ?qqégpt; Sé?;éltpb%/;slégq, J@?Esf{précl)r?lgg Icz(i"n be disposed.

v Ly(w, u)l-log2[ly(v,. ,y)]-1Q% . v)].20. Erom s

Likelitign otahis evens shotld Beisualh Jbsk shim ghe itha Bl oot
7 f(a,b,t)=2abslog: t (1-t)+log2 1-t (21) 8 (1-t)
+(a2+ b2)st(1- t)+ ad4b' ., r2t2 -l1oqg, 1+ (atb)2g-1t

6
2
9

IQ 11 and show that for ab,rt .1, the triangle

i UGITYBBEAB®t hold, i.e., 12 f(a,b,t)<0. 13
pSt ap&r,oxi mation al gorithmfor ATSP where the

i anglSetiofiedges Et v {argmim (0@sh), (oD (buhLEins at

pst 1ogo N 1) tinmes worse than the optimal. |S.

t er ndiet v€syhpaths Phis selectedasoases dfshortestnk edgenor s
bproxi mation al gorithms for 16 ATSP variants wher
e triamgEesitn Haﬂ('e,bﬁml@eﬁethb}' @ol d, have not bee
f devel oped. In the general case, when the distanc
et ri ¢ Denote therweight ofithisi shoetest edgednt Bias 8GR pr obl e
b NPO-conplete, i.e. there is no good approxi nmatio
gor i tfareadOpathl pss PR =1.M>-10On t he ot her hand,

ppr oxi mation algorithns for variants of TSP 20 wh
atisfy foreaehedth gr i Byyoi+Lde triangle inequality
L fr(we(u, v)) + w(e(v, W)) z w(u, w, p > 1 can
l ved Wi ifhpaant psthave seomsnon source-destination node

o2 >3 O

A

N O T

Concatenate p, and p, as p,=p,|p,.
Remove p, from P.
Denote source and destination nodes of a path p, c P
as s, and d, respectively.
for each path p, c P,i=1.K
Find all shortest paths ¢(i,j) from s, toany d,,j=i.
while | P |< maxP

= i o)
(p ,,P,) =argmin, , Zﬂ:( pk(L.py) Kede@L e )

Concatenate p, = p,|q(i, /)| p, and remove p, from P.
Find exhaustively a concatenation p, = p, |...| Ppoe S-t-
M(p,,){zmm o(e) <A and | p, | is maximal}.

| \reroute( D)

reroute( p,)

Doest = Py

The

Tj(U—)TIJ

be
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22 (3p+1l)j2 tirmes worse than the optimal sol ution.

Di stance netric w does not 23 follow this constraint,
hence, a heuristic for Problem2 is devel oped w t hout

a > . as

r—2-4—we4uei—eas-e—guaLanI-ee_Ln_adduJ_m,_\Ae_aJ_m_toL
good agoP sl th‘hgf rqr:%g,e\e\d?;,d g the heuristic orh

t he average se guar ant ee.

Alit hent i obj i\nst ance, i ch capnot be
A A

il kel i i,S eve shou e ess an
one in ?’?}F%F'PGE“@% @GQS m *s Set of

) E. d b
18 ser ifpa éhﬁpatehkq(grf|§ﬂsefmb¥\%oaB@%I"BE Sf s%wo?t eN)st

K| edges \g\ﬁ%b <- Asorted by w 7 inE s.t. EIAS
Denote th 0 dlwext he short est edge in Eas w. |9

for eacq gath P, . c P,i =1..K-1 10 for each path p, ¢
hen *p, and p, have a conmon

&J dI‘EStI nat i n node 12 Concatenate P, and p, a
R'EEIDY M fromP. 14 Denote source(

P
S

P

apd dest.i natlon nodes of a path p, ¢ P 15 as s, angl
d| respeReAtLILIMES 6 for each path p,cP,i=1..K 17 Fi nd
all shortest paths j) froms, to any d,, |

1B V\hi | qntmw;.n&é%atl{:(dq P8) S/ gV ﬁ't?dp 'édqu(4/ A:’y)
I

a
c

P,q(./AP,)1 20 _Concat enate q(i P,
hd rew&@@frpctwrp Eastor, ran,ﬂpnﬂmgomﬁem 0y4jg
bncat enation p,, = p, P S. t.
Denote nodés n, and n, as the rst and last node in p, .
while Z'CP‘ ao(e) SA |
Among edges that have », or n, as destination or
source respectively, find edge e with minimal weight.

Concatenate e to p,.

rereoute( p,)

TABLE 3. ALGORITHM A2.

The rationale behind using the distance metric ® from Section IV-A is
based on an assumption that a good solution succeeds to traverse each node on its
route via the two closest neighboring nodes. Hence, in the scope of Problem 2, the
used metric is optimal only if the best solution found satisfies this property. If the
final solution does not have this property, the optimality of encoding a single

vector is dependent upon the distribution of weights of the edges in the solution.
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22 M ph)(EeCP" )We) <A and | Ph |l is nmaxinal). 23
reroute(ph) 24 reroute(ph) 2s Peea = Ph 29 i for each
edge e(s,, d) ¢c: p,,,i=1,...,1 p,, I-1 2 for each
nodepair(d,, sl)cph,j=i+2,...,Iphl-1. 3 Find shortest

oy Rl BRI v TRl oY A P which
vt s 0 SR Y, leBen o5 S35l Sk i P
et iS5 K, BB s 2 3 et ey B vt
of 5 N i b BN 3RE it TG Gemtod by

. h ), 17, TABLE 3. ALGORITHM A2. ie 19 The
sorti, (e Th i #0s! SEIPFHP B 160 ok ShOBieHchdacs WhasecpRights sum

Section I V-A is 20 based on an assunpti on that -a good
up as gjose AHRoSSIRledBon - dhe diavanclasLasds HobEadnpi pe denpled as s,
route vja tgg two cl osest_nei ghboring nodes, Hence, in
and dpeespeciiyelypdn the pextstep, AP soncatenateyisyhpaths from &pitertively
. ,only if the best solution found satisfies this
in the ipgreasing orderqfctheir weights: at any point, the pair of shortest subpaths

p;» p; which have a common source-destination node d, =s,, is concatenated until
all possible connections are established. In the unlikely case when. |P=1, the
optimal solution is found and the search is stopped. Else, all single-edge subpaths
are removed from P . Then, using Dijkstra’s algorithm, A2 finds all shortest paths
between each destinﬁtion tail d, of each subpath p, in P and source tails of all
other subpaths, s,,i=1...|P|,i# j. The shortest paths are routed via nodes which
are not in P. The shortest path is denoted between s, and d, as q(j, j). In another
greedy step, A2 sorts all co_ncatenétions p149G, j)| p, according to their
weight/node éount ratio. In increasing order of this metric, A2 continues
concatenaﬁng subpaths in P via nodes in N—-P until the total number of
remaining paths is |P |='n.1‘axP (usually maxP=9). The 'remaining paths are
concatenated using an exact algorithm which finds a path p, with the optimal
metric: maximal cardinality and a sum of weights smaller than A. In the final step,
a rerouting procedure browses all the nodes in P, and using the Dijkstra algorithm
tries to find shortest paths to other nodes in P via the remaining nodes in E. The |

same procedure also tries to find a better ending tail than the one that exists in p,.

31



10

11

12

13

14

15

16

17

19

20

21

23

24

25

23 final solutjon does not have this property, the
optimality of encoding a single 24 vector is
dependent upon the distribution of weights of the
edges in the solution. 25 30 1 | The devel oped
heuristic A2 has twp stages: a constructive and an
For eachrgroue, A2 Chﬁﬁksowbm new rengise hap gthetter imetrishihen the
follows a greedy heuristic which 3 builds the initial
currenb hest path pnitially, A2 identifies a set of doni nat| ng
edges E . For 4 each pair of edges, e(ugw& e(v, u)
befigaen 1dodfeiny exemple ofeapc instansey of han QnitcatlgnobbjeCt
the two and stores it in E'. Next, a set P of initial
(51204 S25R56) ds shewmnewithy x =68% aodesi A2 retusniesb ¢he path ilustrated
sel ecting the top K shortest edges whose wei ghts sum
w1th£bokblmes cThespathds jsuels thut dtst sum o mghtsrlstsmiktrlthm A=512.
node in a pat h p, are denoted as s, s and d,
To domupenttthe path, 12.11 thits pee ppimttiepsedd2 concat enat es
subpaths fromP iteratively 9 in the increasing order
ofInt thei iitevativghtimprastenzent phdse; ,we heeppati sevdrak ronhdstof the
subpaths to p,,pl which have a conmmon
following deopddntthe firsosteppA8 chntractsi the éurrentlycbest fatind path Doest
until u all possible connections are established. In
into phesauthit kp) [vis aeesdmahend thesuin of Iweights abmig pylis smiallet than a
is found and the search is stopped El se, all
fractionn gf epAddEhes Wontraéiton Jphrameter epo\ie crahdomily’. selévted in each
using Dijkstra's algorithm A2 finds all shortest
iteratiori Pethin) peforgBleNodeten] iandt noard demoted asftheafitst and last
subpath p, in P and source tails of all 15 other
nodednbpatWhile sthe sum=df weigh® in, pj i sinalleffthansAqramecig edgdssthat
are routed via nodes which 16 are not in P . The
haveshprorest apalestinaticte oot sodiréee respectieclyame findaan cgdge je) with
I'n another 17 greedy step, A2 sorts all
minimeh eightadrid oen¢ateriate (it 1o | 2, .| When aheaew rcgndidate giath’ p,, is -
IS weight/node count ratio. In increasing order of
createdyi it isradopted ad2he besti sukation ifits: oyetric és) betterythmnithatrhetric of
in Pvia nodes in NNP until the total nunmber of 20 .
the bestryth icnenterh 50 fas. Ad a fast steppaPtheuiterativy imprévement) loop, A2
The remai ning paths are 21 concatenated using an
perfoema the rerouting pwocedureiprévidasly desttibgh with the opti mal
22 netric: maximal cardinality and a sum of weights
sinl dorder tindit the tun-tine 6f A for apparticular authentication object

(L,R,K) class within one second, the improvement loop is répeated 1={100,10000}
times. In general, the worst-time complexity of A2 is O(N [ log|N|) as multi-
Somfce shortest paths are computed via the Dijkstra. algorithm. In an
implementation that uses the Floyd-Warshall algoi‘ithm to compute all pairs
shortest paths, the complexity of A2 can be reduced to O(NF). Although the

graph is originally complete, by removing edges with high weights, we create a
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23 a rerouting)procedure browses all the nodes in P,

and using the Dijkstra algorithm u tries to fnd

shortest paths to other nodes in P via the renaining

nodes in E. The 25 sane procedure also tries to fnd a

bette glngtall than the one that exists in
SPmSlg'Fﬂa wherer doknsoa’s mlgenithay Sfornalitpairst phortast p%th&uwlds

etter netric than the 2 current, best path ph

0(|N| }BEFNddnlé’lllﬁDrs an exanpl e of an instance of an

aut henti cation object 4 (512,0.4.512,256) is shown

wWth x = 88 nodes. A2 returned the path illustrated s
with bold lines. The path is such that its sum of
Ifica an A = 512. 6 To docunent the

path, 12.11 bits per point is used. 7 In the iterative
i Mhheodisetssionpimhis sestionpshowss Bowr atthenticationobbject (LsRK)
following |oop. In the first step, A2 contracts the
paramatenséimpagt thes performanqeaoh thebalgorittimiAlo Fignre d1tiHastrates a
ph | is maxi mal and the sum of weights along ph is
solutionaltbera tsinglea instande aof i the gfroblem,Then cauthentication object
paranmeter p is randonmy selected in each 1 I
(512, 01425 12,266). Wi The rscanmingOgrid 10. &}=51Nosbanning selds.nTher figure
denoted as the first and last 12 node in p,. Wile
depictshthes caseofwheni thiet bower beft iquadramit | off thehanthéntieatiory object is
edges that 13 have no or n, as destination or source
illuminatgde Grapk | (N VB , fbuill 1sing-thgecarrespbhdingdilluiminated fiber end-
wei ght and concatenate it to A Wen the new candi date

pointgaishillutrated with mediumdboldtlines. Qielyt tht top tére shertest edges
solution if its metric is better than the nmetric of

starting fiohe eiicls bf fed & <88 atodds s tHeagraphsisashonas. THecresoltirighpath
iterative inprovenent |oop, A2 |i perforns the

shown dn ahé ifigure weingdbold lines, iconsists of4¢ rmddes. The sum of ceeights
to fit the run-tine of A2 for a particul ar

alongapdthtnedgest isosmaligretiian e tordgeklimit: aAs= 512t bits. dhe path is
second, the inprovenent |loop is repeated | =

comptesSéd ihﬁiﬁQCl}Z 1 P®its ipee Sfiberrendgrointa(b/fep) o Stuving thei data w1thout
conmplexity of A2 is I Nr logl NDas milti- 21

compsessionewoildrreqire pHt 18=388 bitsmhicki resultstiha ¢dmpsression ratio
algorithm In an 22 inplenentation that uses the

of 0.61l. OVkk Yémpressionatagoris definéd as amptio @fahe sizeiofthe Lompressed
shortest paths, the conplexity of A2 can be reduced to

messdge! vsl\ltHe)ong%ihﬁBsHagé Bize.

VL A DeSigl_: Objective for a COA System
A goal of the certificate of authenticity designer is to maximize the cost of

forgery ¢, using a bounded manufacturing cost ¢, . Several parameters may
impact ¢, . For brevity and simplicity, three parameters are discussed:
the total length of fiber RK <O,

the scanning tolerance ¢ , and
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24 graph is orjginally conplete, by renoviing edges
with high weights, we create a 25 32 sparse graph,
where Johnson's algorithmfor all-pairs shortest paths
yields 2 OQNI'logINI+INITE). 3 4 V. Enpirical
Eval uation s The discussion in this section shows how
avthebarcode stosageBj.ect (L, R K) 6 paraneters inpact the
performance of the algorithmA 2. Figure 11
i 19yistam pedformance isaiptimicad by limitingythe numsberrafdrials available
probl em an authentication object s

to thg gdyersary- for acowmaye pasitioningofi m gufficienttsubsetsafthe sigmedhfiber
cells. The figure 9 depicts the case when the | ower

end-paints (§ectioraNI-A) and by aelecting ithe systemqigrameters {R1&,} so that
illumnated. G aph G N E), built using the

expected fergingcist g ( 42)uisimaxienizéd (Sectiend/BB).nts, is
illTustrated with nmediumbold lines. Only the top ten
shortest edges 12 starting fromeach of the jr = 88
nodes in the graph is shown. The resulting path ,3
s Pavirimiting ke N ofisidverdariabTtialges, consists of 41
nodes. The sum of weights 14 along path's edges is
s i@onskier t dacorhpressionr scieerhe Mt - which Silotedi Gs. odthofpadid «
Is is conpressed using 12.11 bits per fiber end-point

illumiratéc fiber Shdvpoitstiica deilimited Rtothge. fn germarak sshen forging a
woul d require 41 -18 = 738 bits, which results in a

certifampoasthenticity e adversiry Gaft ise llex ofithers €6 &iyoto place &t least

. 1s defined as a ratio of the size of the conpressed

G{. of thems ageuritely tdte it Wonkkpomiiagoocatians. CBst2@f \Vforgihg a
Desi gn Cbjective for a COA System 21 A goal of the

certifivatd iof | authenticity agriebtiy tdepehyls dponother numbeo offeaviailable trials.
the cost of 22 forgery ;f using a bounded

Here,nautechaiquer ispgroposed whichSeines al redacmgethersumbsr of adversarial
inmpact S . For brevity and sinplicity, three

trials,p ;’Kr,arl?'t detectitige anomalous adistribgtioheoft fibars drewmyd the Sighie efiber
RK 5 (D,

end-points during verification.

ISSUING A COA INSTANCE
Scan for a set N of « points, illuminated when light is shed on S,.
Using A bits, compress a subset Pc N, with G=| P[<«k. |
Find a subset of units U < S - S, such that

(Vu, €U)(Vp, € P)min(|y, - p, ID<¢,.
& =|NNU|-G, K, =G+g,.

Sign P, ¢, and the associated information (see Section 2).

VERIFYING A COA INSTANCE
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21 the scanning tolerance 4, and 33 | the barcode
storage AL 2 System perfornmance is optim zed by
limting the nunber of trials available 3 to the

adversary for accurate positioning of a sufficient
subset. of the sj nnpri_fi bher 4 end- nni nts (Qnm‘i Qn

\ 'A)EX?RQ&EZE@ d%%grg’ the system par amet er s {R'K } s

t hat r{ﬁ cost g, (A2) is nmaxim zed
he Nunber of

(Sec t| n

Advegr:%,néfp %‘fbs‘f)r '? ZS 6(5#& det" b%presm on scheme C
whi ch 9 out},)oflrﬁmhe K )9 i1 lum nated fiber

end- po n’f§e®rq & AT 'edp/s orage I'n general when

1 oo 588 Bralsit BELSL K BRI, B BitaRe bbb ikt dsdBedon 5.

aut h on t he ,nunber of
avai?lg Z h}g‘%?& t‘%"m‘gmséa‘%&‘ﬁﬁf’ﬁﬂ’e i s proposed
whi ch ai reduci ng,t,he nunber of adversari al 14
triaf et{@t\ Wgt EH\%I\’(‘}jnorml ous distrjbution of
fibers around the SI ned({lber i s end-points during
verification. 16 17 S4YREAMASA | NSTANCE 19
Scan for a set N of K points, illum nated when |ight
is shed on S,. 20 Usi ng A bits conpress a subset P c
21 Fi nd ubs% of unlts Uc

SThe %qggﬁcqtﬁ Hf algger(twty gsqﬁr( Ve rn{q;ﬁa Epexr pgrt.f @f the
s2. 24 S P 2 d t
algoraggbfég iP‘éBaqlhrﬁ‘g*lﬁﬁ%an D Gt GOERAh Sp) ThE BsSaeRitBIhsans

the authentlcatlon ob ec% instance and collects information about the set of points

N which illuminate when S, is lit up. Next, using the available A bits, it.
compresses the largest subset Pc N, |P|=G returned by A2. Then, A3 finds a
subset U < §-35,, such that the Euclidean distance between each unit », e U and
its closest unit p,eP is at most &. Subset U of units represents an ¢ -
neighborhood of P. Then, the issuer counts the number K, of points in N that
exist in U. Since, K, has to be greater than G to prevent false negatives, the
issuer stores along with P, the difference ¢, = K, -G in the message m, which is
later signed using the private key of the issuer (see Section II). Using the public
key of the issuer, the verifier extracts from the attached signature the compressed
point subset P and &, and recreates the corresponding ¢, -neighborhood, U . Then,
the verifier scans the authentication object instance for the set of illuminated fibers

N' when S, is lit up. It announces that the instance is authentic by checking that

35

| ccatflghe Y enke tﬁfmﬁ?é wgfuic'eyri Wi ficate of



20
21
.22
23
24

<~ 25

34 Extract P, e2 fromsignature. 2 Find a subset of
units UF_ S - S,, such that 3 (Hu, E U (Vpl E P)
mn(l I u -p, 1) <e, . 4 Scan fora set N of K
points, illum nated when light is shed on 5, s if |
N n UJ>K,. then COA instance is invalid, 6 elseif I
N n P> G- then COA instance is valid, 7 else COA
instance is invalid., s LE 4. AL | TFI M, A3 to
the numbge OF B5mar e BT L BREAY! & £miOSk for St $34t P gimber
repeat  t.hej r{s of the 1 algorithm A3 for each
ofcomrr%fnglmq ‘@a%"ix Gﬁgo‘%jléé’fletﬁ'a&; ant S,. The issuer
i nst ance

initially scaps .12 the authgenti cat.ian object
BXnSORBE| b iR the @Al (G AIETIAY 18 JMASSEd dPrNsE ah gt
which illumnate when S, is |it . Xt, using the |
K; = G +5, drialgfhat positien ﬁvgqu mlqlec%nwge@@r@w'\ﬁ@ﬁ%r sradygrsasy’s

. Pc N I PJ= Grﬁgurned by.A2. Then, A3 finds a 1is
goal is topdage et deast SG¢s fabert prd-points Hiemi dbasccuratelnckence, the
between each unit u, e Uand 16 its closest unit p, e
adversarp qag affordo&(l $) + sulsmisplagerentmiacatade iy thsewy mesghbwrhood
17 nei ghborhood of P. Then, the issuer counts the
of P dunmgrther foxgeryfprpeesst &t isrexpeetedtthay eachytrial, targetingSi peint p,,
KT has to be greater than G to-prevent false
if unsuceasghtli ¢ends uph&n the & smeighbsthmodsofil pnBwiinbreasinghe,, the
difference e2 = K,. -Gin the nessage m which is 20
verifier cantidentifyy grossibies misplabempntiswvaes akdesgesneighborbsodrhqweer,
Section U). Using the public 21 key of the issuer,
this alsot irecreases f ther ezpectatios forom,t heaavalae htat sthgnaedificatéieof
conpressed 22 point subset P and c2 and recreates the
authenticgpdesigpenwianty te keepeisdhboaspesdible) . Then, 23 the
verifier scans the authentication object instance for
Belonw, srtemyiirick| desigat métifodedogy i shevnyiwbichSadéopts|a given
up. It announces that the instance is authentic by
&, = constghandithen tyeaks t25mB&imize the main objective ¢,(42) from the

perspective of several certificate of authenticity parameters.

B. Designing a COA System
Problem 3. A Design Objective for a COA System. For a given

compression algorithm A2, fixed RK <®, ¢, ¢, and A, find a cut {R,,X.} of the

available fiber which maximizes:

{R.,K.} = a'rg (R,g?necxso)gf(Az’ R7 K), (22)

where ¢, is the cost of forging a COA instance.
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| the nunmber of common points in Uand N is at nost
Gte, and that the nunber 2 of common points in N and
Pis at least Ga; . 3 By storing e, in the si gnature,
the adversary is inposed to use at nost 4 Kr Gte,

trFllaIs at os%’iti rne;)fr%sggzasqolgqtl h&rﬁ@gi@f'ﬂhﬂornr%@?t?fgsi@

flber end |ntsfro ccuyrat el th

for op{ipised65t 8 ¢ehiyensisy Tha Abcsa QYGRS ﬁ%keggﬁbgawetwe to

the e,.-nei hborhood durin t rgery

L, Wbﬂsegg rdingte %@&wg Eh%lh‘ Kri aﬁgmtﬁgﬂae log -
to{‘ aif unsuccessful ends up in

cost of %?@hbero(@&d% Kj) Wity aiconsaint Hg“bl\ 5!21(bltsgﬂnd a set of
verifier can identify possible m splacenents over

fixed pargetens RS -na 8 » anslew 88 . Theofigurealsg ﬂbxsuntqsetbg quality
t he exBectatlonfor e, - valuethat the certificate

of solytions optained fonail cquyOfJ@@(gdé@ngxbﬁbsrtH &Qep188L1 ow as
p033| ble. 12 Bel ow, an enpirical design nethodol ogy

HoSimpiRi esmpirigelotes hmqgie\may beised thatcsparches fandhe %ost fiber

seeks to maxim ze the main objective 6-f w_gh]romthe

cut {R4Kopr Bigosearcheproiceduresisdllusteated using: Bigure absgiissa and
parameters. 15 16 B. Designing a COA System 17

the ordinatecnepmsent thesvajnesof ek tande K gespectivelysfbedmr denotes the
given 18 conpression algorithmA2, fixed RK 543 ,

expeated , lagecost fofndfoaging: am' oemﬁoatet hef agthenticitybl instance,

- fiber which maxim zes: 20 {R'K, }=arg max sf(A2, R K),

log,, (62042, 2K)) . FhekcosRi{S given withaespectte ASfandskt, leadcfosta fiked set
forging a COA instance. 24 25 36

of parameters: A =512, { =09, 5 =8, and v=0.8. The diagram in Figure 12 was

computed empirically. A2 is applied to 500 randomly generated certificate of
authenticity  (512,R,K) instances ~ with - each  combination of
R={0.05L,0.10L,...,0.45L} | and KX ={80,96,...,192,256,384,512,768,1024}. The
expected compression performance for each point in the remaining portion of the
{R, K} -space was obtained by interpolating the empirical results. From Figure 12,
the best fiber cut can be found in the neighborhood of X, =900 and R, ~0.1L.
This result points to the fact that for the selected design environment, a cross-
shai:ed certificate of authenticity is the best option. Note that careful selection of
the fiber cut resulted in an order of magnitude improvement in the forgery cost
with respect to a'randomly selected point on RK =®. The empirigal principles
used in this example, can be applied to search for a near-optimal parameter set for

different certificate of authenticity environments and manufacturing constraints,
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I Figure 12 is a graphical representation of a
certificate of authenticity design 2 for optim zed
cost effectiveness. The abscissa quantifies fiber
length Rrelative to 3 L, while the ordinate shows

4 Ega 13 ihsBatgsr 45 1ssgmpla qomptiag devivg )| 30Dt within Which the

constraint ligit A= 512 hits, and set of , s fjxed
descaﬁpir&ytsm and' methods can g,e either fully, or passially gimplemented.
al so i]l yst B@t es the quality 6 of solutions obtained
Compyting, deviGe i onlyx ape |exagple Pf Bepomputing systemoand 7s not
) erég inpl e enpirical technique may be used that searches
int att) FuRgRst any ligitation as fo thrscepe of theusecorfynctionality of the
. procedure is illustrated using Figure 12. The absci ssa
InveRfien. 9 the ordinate represent the values of R and K
respectively. The bar denotes the in expected |og
- deemputing deyicagl 0 eamr be implamended avithh snmecousyother general
instance,, u log,0(gl(A2,RK)). The cost is given wth
purpesss pespeeig! Ruzpesekcomputing rsystem eaviropments? opfconfigurations.
paraneters: A =512, = 0.9, e, =8, and v = 0.8. The
Examjplgs) o wel hkrkiw cemppting systesise enyinergdertspand/ontonfiguxations
is applied to 500 randomy generated certificate of
that mayzhe suitable ifory uges irelurje)but rase aot disnitéd to,geersonal computers,
conbi nation of 15 R={0.-05L,0 1Q,...,0.45L} and
server=cempaters,. thinozliefis, 3tdcls 1diensy, hagd heldher laptop devices,
expected conpression performance for each point in the
multiprocessom g systems,on micraprecestar-based) - systemsyasebbitap neboxes,
by interpolating the enpirical results. From Figure
programmable ¢dmsuinest electoenics,unetweork bBCS,0 mmididomputers, mainframe
nei ghbor hood of K 'm900 and R ow O 1L. 19 This
computers) gamirig¢tonsoless distributed computing enwironmientst thdt ihehidenany
envi ronnent, a cross- 20 shaped certificate of
of theiabdnagyistems/or devibes, bad theoliké.on. Not e t hat car ef ul
sel ection of 21 the fiber cut resulted in an order of
mekthei comiporients’ of eomputing deviee 1300 ean include, Bt are tnot limited
respect to a random'y selected point on RK = (D. The
to, pracpssor 4302 (e.gn @nyl ofsmic2Gprosestors; cohirsllersaand ¢he like), isgstem
applied to search for a near-optinmal paranmeter set for
memdry dB04ecimput devitdst 1306,eoutputdeiizes i K308y andvnetworkndevices
and manufacturing constraints. 25 37 i Fig. 13
1310i | l ustrates an exanpl e conputing device 1300 within
whi ch the
Computing device 1300 typically includes a variety of computer-readable -

media. Such media can be any available media that is accessible by computing
device 1300 and includes both volatile and non-volatile media, removable and
non-removable media. System memory 1304 includes computer-readable media
in the form of volatile memory, such as random access memory (RAM), and/or
non-volatile memory, such as read only mémory (ROM). A basic input/output

system (BIOS), containing the basic routines that help to transfer information
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2 described systens and nmethods can be either fully or
partially inplenmented. 3 Conputing device 1300 is
only one exanple of a conputing systemand is not 4
i ntended to suggest any limtation as to the scope of
the use or functionality of the s invention.
betweenrglernenty withi nmmmmgognwmlwﬁnsuqh a8 dunmgtstartnupe iscstered
other general 7 purpose or special purpose conputing
in systom: memaryi I3 Mhefiysteamn membtyy U384 typsally scaptainp| data @ind/or
wel I known conputing systens, environnments, and/or
programrmpduleathatrare immeédiatehpgcdsssible tanand/or presently operated on
i nclude, but are not limted to, personal conputers,
byprd)Qess;mLBé)rZ.conput ers, thin clients, thick clients,
hand- hel d or | aptop devices, n nultiprocessor
sPystems memaryo p3 04 ernoalsd dnchids ysthenvemowableapnsrenesvable,
i 2 progranmabl e consumner el ectronics, network PCs,
volatild/moreyotatile computernétorage mediac oByutvaysof eeample, a hard disk
consol es, distributed conputing environnents that
drive imay beéeinghuded 1foraofeading frbny and wetiting tora cenirearovabie] non-
the |like. 15 The conponents of conputing device 1300
volatileemagneticidredid) i magnetiodiski driveetay He includedcfoe yeading from
1302 (e.g., any of mcroprocessors, controllers, and
and wiriting! toleedemenable; Monivolatleanugrididdisk (@1, ad&!omsdﬁlaﬂﬁ and -
out put devices 1308, and network devices is 1310. 19
an opticabdiskndrivevinay b8O@cluded cfurl peading febds and/er ivetitingfto a
conmput er -readabl e 20 nedia. Such nedia can be any
removably, Invatvolaniéi (g;ﬁdahmleu@hc&sasCD-ROM mmubr agly other type
device 1300 and i ncl udes both volatile and
of opticalmedidt i | e nedia, renovable and 22 non-renovabl e
medi a. System nenory 1304 i ncl udes conputer-readabl e
nEhe adisi? Arivest amd fthein assoviatedd icomputereregdablecinedia provide
random access nenory (RAM, and/or 24 non-volatile -
non-volatile gtorage lof xommeer-realiyblecimsryuctidts))data strastures, program
i nput/output 25 system (BIGS), containing the basic
modulespand other iata et pomputingkdstice 13000r Heisitorbe3Bppreciated that
bet ween el enents within conputing device 1300, such as
other titpes f cotmputer-izadabie Thedia dvhich ican syore elatanthe iy ad&k3dible by
System nenory 1304 typically contains data and/or
computing device 1300, such as magnetic cassettes or other magnetic storage

devices, flash memory cards, CD-ROM, digital versatile disks (DVD) or other
optical storage, random access memories (RAM), read only memories (ROM),
electrically erasable programmable read-only memory (EEPROM), and the like,
can also be utilized to implement exemplary computing device 1300. Any number
of program modules can be stored in system memory 1304, including by way of
example, an operating system 1320, application programs 1328, and data 1332.
Computing device 1300 can include a variety of computer-readable media

identified as communication media. Communication media typically embodies
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3 program nodul es that are i medi ately accessible to
and/ or presently operated on 4 by processor 1302. s
System nenory 1304 can al so i nclude other
renovabl e/ non-renovable, 6 volatile/non-volatile
conmput er storage nedia. By way of exanple, a hard disk
compute-readabie instructions,udatel structuresa grografr modales, or bthierglata in
to a non-renovable, non- g volatile magnetic nedia; a
a modulptert data digrial dnclv as mngartier imave wd edhéraransperti mgchamism and
9 and witing to a renovabl e, non-volatile magnetic
includesény informateor’ délivepy miédik" The sereh “inodatatabdatasigrstil® kefers
drive may be included for reading fromand/or witing
to a signal that haswomebbe morerofvit @hatactepistics akt of shanged imsush a
CD-ROM DVD, or any other type 12 of optical nedia.
mannk3 abhd ehcodedinfomsativid i the rsig@a$.ocBgt wdy of example, and not
conmput er-readabl e nedia provide 14 non-volatile
limitation, egmminicationumediarinolides wiredyhediatsuehas adeirad network or
structures, program is nodules, and other data for
direct-ovifed! ¢oifieciéon,Cendl Hifblesst mediat sudheasReGBticARE) ihfrated, and
16 ot her types of conputer-readabl e nedia which can

otherSWiRélRssimedial N@bmbinations oF ﬂbleofﬂﬂie abbve af® disb ificRRI¢H GRithin
1300, such as magnetic casséttes or other nmagnetic

the scdpe’of¢empareraeadablé arddiarenory cards, CD-ROM digital
versatile disks (DVD) or other 19 optical storage,

I A AP HACEfter OBRMANIS dnid Mformiftish Ritb YeomPtinigt8evice 1300
(ROM, 20 electrically erasable programmable
via inphdeites/1 309" Rich ésEaEﬁ’mrd ahdl atpotntingevice ée.gs'ﬂ} 3 ‘%§@se”).
e utilized to iInplenment exenplary conputing device

Otherl 38Put OBVicBs!"P3U6 n?%y4 OfncRided h 2 MiBRIPRORE, g%aystggc, sg@hedpad,

I nsystem nenory 13 i ncl udi ng by way

tr6Né& T BateHite Aish) REAAS SyGanABt, touch s@Ren, wath Pads, k R
con grogr%rrgltlgé%i,o gﬁd ggtt’a 1332, 24 Cgrrputi ng -devi ce ?L}éggds

‘-and/olf 3@: iRe! UDRtpat \devices 1308 mayRadlade ASERIMBNItBH ECD2Sereen,

ntified as communi cati on medi a. Conmmuni cati on nedi a

, speakggsg riatdry, aadtndiige. 39 conputer-readabl e instructions,

structures, program nodul es, or other data in 2

a : . &vi y
2 CHRigRIbvics £300 GH¥Y inbHide ribhwBric EViced 1980 foP bonnecting

ransport nmechani smand 3 includes any

to co'n{H\Rér”ﬁéWkQ ehichehy 16841 drea TRAWOLAE LAY WyiRfee dréd@htwork
si'gnal " refers _
(WAN), and the like.
Although the invention has been described in language specific to structural
features and/or methodological steps, it is to be understood that the invention
dcﬁnéd in the appended claims is not necessarily limited to the specific features or

steps described. Rather, the specific features and steps are disclosed as preferred

forms of implementing the claimed invention.
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4 to a signal that has one or nore of its
characteristics set or changed in such a s manner as
to encode information in the signal. By way of
exanple, and not 6 limtation, comrunication nedia
includes wired nedia such as a wired network or 7
direct-wired connection, and wreless nedia such as
gzéégggiic, RF, infrared, and g other wrel ess nedia.
ations of any of the above are al so included
wthin 9 the scope of conputer-readable nedia. 10 A
userWhansehtimedd®mmuands and i nfornmation into conputing
device 1300 11 via input devices 1306 such as a
keyboard and a pointing device (e.g., a "nouse"). 12
O her input devices 1306 may include a m crophone,
j oydti ck A gmtleod adprising: control l er, satellite dish
serial port, scanner, touch screen, touch pads, key
padsieteriningrdindomiyhdistrithted aatyres inlen iobpst; 1308 may
include a CRT nonitor, LCD screen, 1is speakers,
pri mberpsessargl dafaereprésentif . thCoapddmhyg dibenbuted fadfiresaywherein
i ncl ude network devices 1310 for connecting 17 to
the comptessingeis\iaséd in parttoras prateablilityr densitgtfunctior{ hgsNpiated with
wi de area network 18 (WAN), and the |ike. 19 Although
thd blejecryvent i on has been descri bed in | anguage specific
to structural 20 features and/or nethodol ogi ca
st epacodingitbe tompeessedidatatvoitll atshgiatirepandivent i on 21
defined in the appended clains is not necessarily
| i mctedinga label cpepiising theobjecesndihe cikodéd fata.
descri bed. Rather, the specific features and steps are
'di scl osed as preferred 23 fornms of inplenenting the
claimed invention. 24 25 40 CLAIM5S Wat is clained
i s: 21, AThet methodonpreditdddin @bt i, NvhgreimReAPryssing the data
di stributed features in an object;
comprises: ‘

determining vectors associated with the randomly distributed features
based, at least in part, on the probability density function; and

encoding the vectors using an arithmetic coding algorithm.

3. The method as recited in Claim 2, wherein encoding the vectors
using the arithmetic coding algorithm includes determining a path for connecting a

portion of the vectors within a fixed amount of data.

4. The method as recited in Claim 2, wherein the randomly distributed

features are fibers that are randomly positioned in the object.
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5 conpressing data representing the randomy
distributed features, wherein the conpressing is
based in part on a probability density function
associated with the object; encoding the conpressed
data wth a signature; and creating a | abe
conprising the object and the encoded data. 10 2. The
method as recited in Caim1, wherein conpressing the .
dat & corfhei methoddas egartedi ingClado 4r wheesindhepeabatiility density
the randomy distributed features 15 based, at | east
fungtiomarepresentst hpropabllipithatt fybete iy theypdrticelar oegionade illuminated
encodi ng the vectors using an arithmetic coding
byal lgghtisohme. 3. The nethod as recited in Claim 2,
wherei n encoding the vectors wusing the arithnetic
coding algorithmincludes determning a path for
connecting a 20 portion of the vectors within a fixed
amoént oflThgamathod asThexitedtinoGlaam 4 cwihesdn ithe @rabability density
wherein the randomy distributed features are fibers
fuidiain 18 rderivad dasddy apieast ingaet] onrthe hengthjoé the fib&kd. 5. The
nmethod as recited in Claim4, wherein the probability
density function represents a probability that fibers
in the particular region are illumnated by a |ight
sourfce. The.mdthednsirbeitbdan Claintdg dvlicheitl eachvéctonepresents the
the probability density function is derived based, at
entl paits ofitwarfiberqn the length of the fibers. 7. The
method as recited in Claim4, wherein each vector
represents the 10 end points of two fibers. 8. The
method as recited in Claim1, wherein the data is

encgded Whehnéthofak Yédifedki@YClaim 1, wherein the data is encoded with a

private key.

9. The method as recited in Claim 1, wherein the label is a certificate of
authenticity configured to be self-authenticated and wherein the object is an

authentication object included in the certificate of authenticity.

10. The method as recited in Claim 1, wherein the encoded data is

included in the label as a barcode.

11.  The method as recited in Claim 1, further comprising:
determining textual data that includes a string of characters;
hashing the textual data with an algorithm;

encrypting the compressed data using the hashed textual data; and
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15 9. The nethod as recited in Qaim1l, wherein the

| abel is a certificate of authenticity configured to

be sel f-authenticated and wherein the object is an

aut henti cati on object included in the certificate of

aut henti,citﬁ. 10. The nethod as recited in Claiml,

wheingludingdhe texdand dlagminathiedabedo i ncl uded in the | abel

as a barcode. 11. The nethod as recited in Caiml,

further conprising: determning textual data that

includes a string of characters; hashing the textual

dat d2wi t Fhanmgthyot ias ecited innClapmt ilhg whereino ther elgoethm is a

data using the hashed textual data; and -42 including
cryptegrapkicaly sceure hash algorithimel . 12. The net hod as

recited in Claim1l1ll, wherein the algorithmis a

cryptographically secure hash algorithm 5 13. The

net hod as recited in Claim1ll, wherein the algorithm

is dB. SHAz wmethadogs apéitehin dllgoni tlhnwhérein Ghe abgonithne is an

conput er -r eadabl e nenories containing instructions 10
SHAtryptegrapkical algbathm. a processor to performthe

nmethod recited in Claiml. 15. A system conprising: an

i ssuer configured to determ ne randomy distributed

features in an authentication object and to conpress

dat 34r epOareot mgret dempatetocddabl siembriésedonthining instructions

features, the issuer being further configured to
that aeoeeecububle byrmesedotlad perforim tie BietivatrecikediidCiadm 1.

create a | abel that includes the authentication object

and the encoded data; wherein the conpressed data is

based in part on a probability density function

ass®6i at ddsystérh cohprisimgect . 20 16. The system as

recited in Claim15, wherein the issuer is further

an issuer configured to determine randomly distributed features in an

authentication object and to compress data representing the randomly distributed
features, the issuer being further configured to encode the compressed data with a
signature and to create a label that includes the authentication object and the
encoded data;

wherein the compressed data is based in part on a probability density
function associated with the object.

16. The system as recited in Claim 15, wherein the issuer is further
configured to determine vectors associated with the randomly distributed features
based, at least in part, on the probability density function, and to encode a portion

of the vectors as a path by applying an arithmetic coding algorithm.
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configured to determ ne vectors associated with the
randomy distributed features based, at least in
part, on the probability density function, and to
encode a portion of the vectors as a path by applying
an arithnetic coding algorithm -43 17. The system as
recilfed iTheGystem 185, ragitedeinnaim i1Ss vehereim the idseer is further
configured to encode the conpressed data with a
coptigwrgd do kagodelthe cpmepressedalatawitherprivateikeyC ai m 15,
wherein the issuer is further 5 configured to include
a barcode with the encoded data in the |abel. 19. The
systemas recited in Claim15, wherein the issuer is
furtdBer Thordyistamen$ tepitddtiar @ilaim tléxtwhdreigathee issmer is further
includes a string of characters and to hash the
conkguredito dgatladeva barcade ab iglo thet ¢noodéd datr. inThe labedt em as
recited in Claim19, wherein the issuer is further
configured to encrypt the conpressed data using the
hashed textual data and to include the textual data
in tBe | dhelsysfem 2ik. retited sps Ceamad Sy echdreish the (Ssa¢mis further
15, further conprising: a verifier configured to
configwdd tohdeteahmer rertuad afata nigatt ineludandostring df sharsabterednd to
features in the |label and to authenticate the | abel by
hasiotigaextngl date widesodhdridaina Wi th the data of the
actual randomy distributed features determ ned from
t he aut hentication object. 20 22. A | abel conprising:
an aut hentication object including randomy
di spoj buTad dysaimirassiecited ineQl4iged9] Winreimt thenissuer is further
associated with the authentication object, the

cohfif@edabi éitryprethedcanpedssd vathhusing it dhshied BRehal data and to
i ncl udi ng conpressed data representing the 25 randonly

indhidé theliuktadl datintieslabel.t he aut hentication obj ect
wherein the conpressed -44
21.  The system as recited in Claim 15, further comprising:
a verifier configured to decode the data representing the randomly
distributed features in the label and to authenticate the label by comparing the
decoded data with the data of the actual randomly distributed features determined

from the authentication object.

22. A label comprising:

an authentication object including randomly distributed features; and
encoded information associated with the authentication object, the information
being encoded with a signature and including compressed data representing the

randomly distributed features in the authentication object wherein the compressed
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data is based in part on a probability density
function associated with the authentication object;
wherein the | abel is self-authenticated by conparing
the conpressed data in the encoded information and
the data representing the randomy distributed 5
dataeas Uhased ot partednbg prediabilitygdensetyafianation) @asdceated with the
object. 23. The label as recited in Caim22, wherein
autheatigatien pbjeche encoded information is conpressed by:
determ ni ng vectors associated wth the randomy
di stwheseinghe 1ahel iy sdf-anthehtieasad bytcoimpsing the wantpressad data in
the probability density function; and encodi ng the
thes eancoded usforagionaaind hthet idatac sepraserdingothe mand@aly Thstributed
| abel as recited in Caim22, wherein encoded
fedtnfesrobtainedh by sanalyaigihecuthenticetibmbbjechs a bar code. 15
25. The label as recited in Caim22, wherein encoded
information is encoded using a private key. 26. The
| abel as recited in Claim22, further conprising: 20
t exl3al daealabélass reviteddmsChaist 22 nyhefein he alatae s the encoded
wherein the conpressed data is encrypted using the
infoexttieh ixledrapredsed Bhe | abel as recited in C aim 26,
wherei n conpressed data is encrypted by: 25 hashing
t he detxtnirdihgdatctond tags@viatad govitht e randomiytMdistributed features
encrypting the conpressed data using the hashed
baterl tat Rlastliat gart, 0a&he protubilityalensity diistion; agd neans for
determining randomy distributed features in an

aut lepoddiag thevectdrsal¥iean afftanatid esdisganioeiibindg dat a
representing the randonmly distributed features;

24.  The label as recited in Claim 22, wherein encoded information is

included in the label as a barcode.

25. The label as recited in Claim 22, wherein encoded information is

encoded using a private key.

26.  The label as recited in Claim 22, further comprising:
textual data that includes a string of characters, wherein the compressed

data is encrypted using the textual data.

27. The label as recited in Claim 26, wherein compressed data is
encrypted by:

hashing the textual data with an algorithm; and
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nmeans for encoding the data with a signature; neans
for creating a |l abel that includes the authentication
obj ect and the encoded data; and neans for determ ning
a probability density function associated with the 10
aut hentication object. 29. The apparatus as recited in
Cl aeneYBlingdhe pempeesspd fatanyingetheashed texéunl gotaat i ng
fibers in the authentication object as the randonly
di stributed features. 15 30. The apparatus as recited
in Caim28, further conprising: means for determ ning
vec28rs Adsappagps cnphisttge r andonl y di stri but ed
features based, at least in part, on the probability
densiaaps fion detesminimgdrand andy fdistribntesdfaagares en vaec awthentication
using an arithmetic coding algorithm 20 31. The
objest;hod as recited in Claim28, further conprising:
nmeans for determning textual data that includes a
st r imegne ffordampressing datawepnesehting istandgntly distekuted| features;
data with an algorithm neans for encrypting the
conpreass ddr d¢atedingithg date witls hetgnamtey aheatst tor créftingnd label
-46 means for including the textual data in the |abel.
tha@ Includes theopatlxniicaten object and the icaded A8ta; And t her
conprising: means for authenticating the | abel by
c onp@rans foe rdetatardnohat @ probdbititye demdity filmctionoassatiated with the
with the randomy distributed features in the
authentieatiorcalbjeon obj ect. -47

29.  The apparatus as recited in Claim 28, further comprising
means for incorporating fibers in the authentication object as the randomly

distributed features.

30. The apparatus as recited in Claim 28, further comprising:
means for determining vectors associated with the randomly distributed
features based, at least in part, on the probability density function; and

means for encoding the vectors using an arithmetic coding algorithm.

31. The method as recited in Claim 28, further comprising:

means for determining textual data that includes a string of characters;
means for hashing the textual data with an algorithm,;

means for encrypting the compressed data using the hashed textual data;

and
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means for including the textual data in the label.

32.  The apparatus as recited in Claim 28, further comprising:

means for authenticating the label by comparing encoded data with the data

5 associated with the randomly distributed features in the authentication object.
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