24 June 2005 WD 02/056172 PCT/ US01/50415 METHOD FOR RESOLVI NG%EE&%S% 05
SPACE CONFLI CTS BETWEEN A VI RTUAL MACHI NE MONI TOR AND A GUEST 8
SYSTEM Field of the Invention 5 The present invention relates generally
to virtual machines, and nore specifically to resolving address space
conflicts yhghmegm @ virtual machine nonitor and a gumsivusepseiat i ng system
Background of the Invention 10 A conventional virtual nachine nonitor (VWM
typically runs on a conputer and I?resents to other software the

abst ract i onMETHSH2FQR RESOE VINGIARIPRESSRIAGECONELCHS BETWEEN Arachi ne nay
function as VARTEALMAGHEVEMPNITORANhA GUERRORERATING #XSTRMest operating
systent (i.e., an operating system hosted by the VMM . The guest operating
system expects to operate as Hi¢ldpfthekwentionnni ng on a 15 dedi cat ed conputer
rather than a virtual machine. That is, the guest operating system expects
to cont 5ol varlhepesetdinyetten rdpes generalystoairtiahmodhings apdiors t ed access to the
conputer's physical nenory and nenory-mapped |/ O devices during these
oper at i onsspetiivaly € resdlvingaddress syzke wafliofs betweerva vignatemachine he VMM shoul d be
able to have ultimate control over the conputer's resources to provide 20
protecti Onm‘i)ﬁiaiﬂaﬁdlﬁigb@t?ﬁﬁﬁngk)rsteuﬂl machi nes. To achieve this, the VMV
typically intercepts and arbitrates all accesses nade by the guest
operating system to the conputer resources. Wth existing processors
(e.g., IA-32 mcroprocessors), the VWM may not be able to intercept
accesses of the guest oper giatiR8ceM%t BRhiventday dwar e resour ces
10 A conventional virtual machine monitor (VMM) typically runs on a
computer and presents to other software the abstraction of one or more virtual
machines. Fach virtual machine may function as a self-contained platform,
running its own “ guest operating system” (i.e., an operating system hosted by the
VMM). The guest operating system expects to operate as if it were running on a
{5 dedicated computer rather than a virtual machine. That is, the guest operating
system expects to control various computer operations and have an unlimited
access to the computer’s physical memory and memory-mapped 1/O devices
during these operations. However, in a virtual machine environment, the VMM
should be able to have ultimate control over the computer’s resources to provide
20  protection from and between virtual machines. To achieve this, the VMM
typically intercepts and arbitrates all accesses made by the guest operating system
to the computer resources.

With existing processors (e.g., 1A-32 microprocessors), the VMM may not be

able to intercept accesses of the guest operating system to hardware resources

1



J 24 June 2005 WO 02/056172 PCT/USCOL/ 50415 unl ess a portion of
code and/or data structures is |ocated in the sane virtual add%%?glnsgp\)/gggs
as the guest operating system However, the guest operating system does
not expect the VMM code and/or data structures to reside in the address
space of tmozﬁ,gﬁq% operating systemand can attenpt tmTaGeEB&sa 5 regi on
occupied by the VMMin this address space, causing an address space
conflict between the guest operating systemand the VMM This conflict may
resul t in abaos padion efthe WM ode afd /opdatastrushisesgelotasedipghasgme he VMM or t he
guest operating system Thus, a mechanismis needed that will detect and
resol ve addfiedadéeacpace 29the gudst opetatinp ststoee HavevivMbaigdesh guest operati ng
system 2 24 June 2005 WD 02/056172 PCT/ USOL/ 50415 Brief Description of

t he Drawi ngmrafing sypteasditt nbtirypiat tho MMM cdde hudytor date strisyurerty resideexanpl e, and

not by way of imtation, in the figures of the acconpanying draw ngs and
in which ke adaeds@spRec tipuiedt ap&atingfspdten andsdammattanptdd eresnts and in which: 5
Figure 1 illustrates one enbodi nent of a virtual machine environnent;

Figure 2 i égj@n blapid B BRNVNIMEA i N REPhdenfauingal addrgs gddr ess space
conflicts etween a virtual machine nonitor and a guest operating system
accordi ng 1Qg;-ORew &I RAhIR _be:Riinglsh e hES S Y MMV EHIS Ecdflict may

result in abnormal termination of operations performed by the VMM or the guest

operating system.

Thus, a mechanism is needed that will detect and resolve address space - -+ oo e

10 conflicts between a VMM and a guest operating system.



Figure 3 is a flow diagramof a nmethod for resolving address SBH£ 9une 2005
conflicts 10 between a virtual nmachine nonitor and a guest operating
system according to one enbodi nent of the present invention; Figure 4 is
a flow diagram of a nethod for relocating a virtual machine kernel wthin
a virtual J&ehis61s, address space, according to one enbadiuserdnsisf the
present invention; 15 Figure 5 illustrates operation of a virtual machine
kernel that supports guest deprivileging, according to one enbodi nent of

t he preseng:i¢PywmriptionofthdBrawings 6 is a fl ow di agram of a nmethod for handling

a virtualizatign trap . generated uest i according to
one enbodi nent Prﬁfﬁgt““i “s%’é‘ﬁf]F“iStﬁ%%dn ﬁ‘gﬁ(ﬁgﬁ%@%% ‘8‘8?’2}/"3}?@] a bl ock
diagran1of_one.enbodinentggg a processing.s SLEM L pid g4 June 2005 WO
021056172 aftionan Hsdiggrss pbe e grpasy g e M Y A et hod and appar at us
for resolving address space conflicts are‘ﬂsﬁgribed. In the foll ow ng
descri pt i oveferqngereyosials epfariq yiilagelemepts aRG YWy oy as di stances  bet ween
conponents, types of nolding, etc. It will be apparent, however, to one 5
skilled5in tﬁeuuﬂﬂ&mFW@ﬁWEW§m9ﬁ€§@H#aWHV@HPW%Hmﬁﬁvnﬁﬁwﬂ?acticed wi t hout
these specific details. In other instances, well-known structures and
devi ces are Bigorer? is & blodk dagrare plepystpmn ey rasolving address 87207 PRIt ai |, in order
to avoid obscuring the present invention. In the follow ng description,
for purposkswed smplahmathimermonianadaugies peerptingsystem, according to

one embodiment of the present invention;

Figure 3 is a flow diagram of a method for resolving address space conflicts
10 between a virtual machine monitor and a guest operating system, according to

one embodiment of the present invention;

Figure 4 is a flow diagram of a method for relocating a virtual machine kernel
within a virtual machine address space, according to one embodiment of the
present invention;

15 Figure 5 illustrates operation of a virtual machine kernel that supports guest
deprivileging, according to one embodiment of the present invention;

Figure 6is a ﬂow diagram of a method for handling a virtualization trap
generated by a guest operating system, according to one embodiment of the

present invention; and

20 Figure 7 is a block diagram of one embodiment of a processing system.



10 details are set forth in order to provide a thorough unders I
the present invention. It will be apparent, however, to one stlgradfjﬂgﬁ%l gbpﬁe
art that the present invention can be practiced wthout these specific
details. Some portions of the detailed descriptions which follow are

pr esent ed ‘{,6102,0551;;75 of algorithnms and synbolic represgiiiiisons of
operations on data bits 15 within a conputer nenory. These algorithmc
descriptions and representations are the nmeans used by those skilled in
the data processing arts to DasaiptehbEBinbadihents convey t he substance of their
work to others skilled in the art. An algorithmis here, and generally,
concei ved t 0aRlgetExSRlfa ﬁ@mgﬁ&Q@alviaqumaﬁepméccsﬂe;sardmmbng to a desired
result. The steps are F ose requiring physical nmanipul ations of physical 20

quanti ti eSMty€%@5¢m dblRApE, Aaherd@REHR N kot forthark agdistatdet | es take the form
of electrical o n‘ggnetl c signals capable of being stored, transferred,

conbi ned, Ra A &%&M&ﬁﬁ,@@ﬂitﬂmm areht} hdvaSerPloamen conveni ent at
tinmes, 2 &%uneo%gg% V%QOSZI 0561 PCT/ US01/ 50415 principally for reasons

of commn G e Qrt! BsehNRo&tiSh BRAbSpAGICH Wihowt Bletes, el enent s,
synbolmg? charac g}egft’l?%tﬁﬁrr%l,g sr'laurrbers, orﬁt h% like. It should be borne in

o oSt g, Bt Hind MRS AN 8l d B Tevbcure dionRE 25590, 2 0O

with the apfsf physical quantities and are nmerely 5 convenient |abels
applied to,these.quantities. Unl Lol GALLY ﬁ&%‘@h@t herw se as

appar ent bea?‘?ﬁ@%fagff%%rﬁ%er | as%ig'zjgfag’ﬁg?{qe%&%s ‘appreciat ed t hat throughout
the present inventjon, discussions utilizing ternms such as "processing" or
" conput i ngPreSHE IWRHHOBY | at i ng” or "determi ning" or "displaying" or the Iike,

refer he ) .
may reter to IIE thg following description, for purposes of explanation, numerous specific

10  details are set forth in order to provide a thorough understanding of the present
invention. It will be apparent, however, to one skilled in the art that the present
invention can be practiced without these specific details.

Some portions of the detailed descriptions which follow are presented in
terms of algorithms and symbolic representations of operations on data bits

15  within a computer memory. These algorithmic descriptions and representations
are the means used by those skilled in the data processing arts to most effectively
convey the substance of their work to others skilled in the art. An algorithm is
here, and generally, conceived to be a self-consistent sequence of steps leading to
a desired result. The steps are those requiring physical mar&pulaﬁon; of physical

20  quantities. Usually, though not necessarily, these quantities take the form of
electrical or magnetic signals capable of being stored, transferred, combined,

compared, and otherwise manipulated. It has proven convenient at times,



action and processes of a conputer system or simlar electroni Wb
10 device, that mani pul ates and transforns data represented as %%?gncé;?t)%
(electronic) quantities within the conputer system s registers and
menories into other data simlarly represented as physical quantities

W thin theweonpsiver system nenories or registers or mtimesoymesh i nformation
storage, transm ssion or display devices. 15 The present invention also
relates to apparatus for performng the operations herein. This apparatus
may be’ spenmna}lyéoesri@ﬁqr\aef@m@rﬂsmemrr@efdp thege sigrals pokiBssvaless, it nmy conpri se
a general purpose conmputer selectively activated or reconfigured by a
conput er pelemendsrigrkolsecharastershiermasn ppubess, or Bgbke-a conput er  program may be
stored in a conputer readabl e storage nedium such as, but is 20 not
limted to, anitshgybdbaiforntiskmindh dbweiiendhat plbefiheseislaimilaperineate di sks,

CD- ROV, and magnetic-optical disks, read-only nmenories (ROVs), random
access neweassci{tRivE) theBPROMigte PERRUMBantitRg aret aremerelyopt i cal cards, or any
type of nedia suitable for storing electronic instructions, and each

coupl ed5t oconverdsnplabes agpliddtothase qROfiGes. ViblebXpESHichIIPstRed bil&G0Ase50415 syst em
bus. Instructions are executable using one or nore processing devices

(e.g., progappats.froathé follbwigAGessSiong it N Hppfecia®l tha) thrddphowdltgor i t hns and
di spl ays presented herein are not inherently related to any particular

conput er  OprefhfivenBpi Aistddddns Mizin@ Wms SRAQE ProdBROSE cigltinges 5 may be
used with prograns in accordance with the teachings herein, or it may prove
conveni ent o Q1 GRRALY o CdetdtRiiring® BE Wisplay 7§ CoraRPAE ahMSrefePtdiRd f Or m t he required
action and processes of a computer system, or similar electronic computing:
10 device, that manipulates and transforms data represented as physical (electronic)
quantities within the computer system’s registers and memories into other data
similarly represented as physical quantities within the computer system
memories Or registers or other such information storage, transmission or display
devices.
15 The present invention also relates to apparatus for performing the
operations herein. This apparatus may be specially constructed for the required
purposes, or it may comprise a general purpose computer selectively activated or
reconfigured by a computer program stored in the computer. Such a computer
program may be stored in a computer readable storage medium, such as, but is
20 not limited to, any type of disk including floppy disks, optical disks, CD-ROMs,
and magnetic-optical disks, read-only memories (ROMs), random access
memories (RAMs), EPROMs, EEPROMs, magnetic or optical cards, or any type of

media suitable for storing electronic instructions, and each coupled to a computer
' 5



met hod steps. The required structure for a variety of these ma 'g ﬁe"‘ﬁbb‘j
appear fromthe description below. In addition, the present iAvention IS
not described wth reference to any particul ar programm ng | anguage. It
will be appreciated 10 that a variety of progranm ng | anguages nmay be used
t o i mpl ensg odok74 eachi ngs of the invention as descredragotmssiei n. I n the
follow ng detailed description of the enbodinents, reference is nmade to

t he acconpanyi ng draw ngs that show, by way of illustration, specific
enbodi ment system buki lokirackiensiapgexatutable using opeorpnese prosesding fevieehe dr awi ngs, |i ke
15 nuneral s describe substantially simlar conponents throughout the
sever al Vi @ws procdkhas ecrardbpieveing wnitsratc)descri bed in sufficient detail to
enabl e those skilled in the art to practice the invention. O her

enbodi ment s naYhdgdithrhd arediisphays ptesentetilhewmin are haygnhesntly stetedetbect ri cal
changes may be made w thout departing fromthe scope of the present

i nvent i on. arlypaRRMRF computdr r btheapparaie ririvasigdnbmt purhesewachioess 20 embodi ment s
of the invention, although different, are not necessarily nutually

excl usi ye. mhpbe @¥@With progeandah hicoidaide Withahateschingt heteihlurétmagr characteristic
described i'n one enbodi nent may be included wi thin other enbodi nents. The

fol | ow NG ;d6d @nb@fbnERTEhILRILI Mbte bifecialidtdaphaRitas topRifornOthl qliaéen in a
limting sense, and the scope 6 24 June 2005 02/ 056172 PCT/ US01/ 50415

of the pre L0Ye rhd RBuil LLReGE Aakivy BY thkdenRARRENGEdpsdapi M5, al ong with
the full 'Z‘g"g{’)%&géé g%%%%’lk%r#g&?o whi ch tguch clains are I()alglétai tled. The

resol vi ng. S RdE AR ol BRSO e oyt om and 2
with reference to any particular programming language. It will be appreciated
10  that a variety of programming languages may be used to implement the teachings
of the invention as described herein.

In the following detailed description of the embodiments, reference is made
to the accompanying drawings that show, by way of illustration, specific
embodiments in which the invention may be practiced. In the drawings, like

15 numerals describe substantially similar components throughout the several views,
These embodiments are described in sufficient detail to enable those skilled in the
art to practice the invention. Other embodiments may be utilized and structural,
logical, and electrical changes may be made without departing from the scope of
the present invention. Moreover, it is to be understood that the various

20 embodiments of the invention, although different, are not necessarily mutually
exclusive. For éxample, a particular feature, structure, or characteristic described

in one embodiment may be included within other embodiments. The following

detailed description is, therefore, not to be taken in a limiting sense, and the scope
6



5 virtual machine nmonitor (VMM. Figure 1 illustrates one enbo?n
virtual machine environnment 100, in which the present inventi fﬁgbeoﬁOBS

operate. In this enbodinent, bare platform hardware 116 conprises a
conputing platform which nay be capable, for exanple, of executing a

st andar d qigsakding system (OS) or a virtual nmachi ne rorustimsi§ VM), such as
a VMW 112. A VW though typically 10 inplenented in software, may export a
bare nmachine interface, such as an emnulation, to higher |evel software.
Such hi gheof mm@enwmmedﬁfayde@lﬁﬁr theappended elpignsr dongrwithdhe - t i e OS,

al t hough the invention is not limted in scope in this respect and,

al t er nat i vieliysopt ofreqaivalapts & whichgvith cleipslbee entitedwi t hi n, or on top of, anot her
VMM VMMs and their typical features and functionality are well 15 known by
t hose skill ed The héthodsartd appatatumyf theepresept isvantibegrovide m mexlsngsine, in  sof t ware,
firmvare or by a conbination of various techniques. As described above, a
VW pr esenfosrekddvifig fibiiress spaceatndlictsibetiveen 4 gueetsiperatisgéysiemrangiat he abstraction of
one or nore virtual machines (VMs). Figure 1 shows two VMs, 102 and 114.
Each VM5 i ngluikd adclingmesitor OBVMICHg@s 1 dlgtigted onOSmbifimenit c@9vitiddl and vari ous
guest software applications 108-110. Each of the guest OSs 104 and 106

expect s t OmsRiHeeMircAGRASEHD, iR WARY HleGRdsert@SRichaRay(Pefhte. INTREDI Y and
menor y- mapped |/ O devices) within the hardware platform on which the guest

S 104 or JaBdintent PR gwoﬁﬂﬁarmaﬁqm&hg?eésfa%mgﬁm%gaxm wiagever, in a

virtual 7 24 June 200 WO 02/-:056172 PCTI USO1l machi ne envi ronnent,
the VW 1 h hysi cal

1:53}?15} 14 féi‘ étér[&‘a% 2RhE Qs t,ne physi ca
resour ces (%;ﬂ; rot ct?on and be vveenégyse 102 (gnd 114.

* virtual machine monitor (VMM), such asa VMM 112. A VMM, though typically

10  implemented in software, may export a bare machine interface, such as an
emulation, to higher level software. Such higher level software may comprise a
standard or real-time OS, although the invention is not limited in scope in this
respect and, alternatively, for example, a VMM may be run within, or on top of,
another VMM. VMMs and their typical features and functionality are well-

15 known by those skitled in the art and may be implemented, for example, in
software, firmware or by a combination of various techniques.

As described above, a VMM presents to other software (i.e., “guest”
software) the abstraction of one or more virtual machines (VMs). Figure 1 shows
two VMs, 102 and 114. Each VM includes a guest OS such as a guest 05104 or

20 106 and various guest software applications 108-110. Each of the guest OSs 104
and 106 expects to control access to physical resources (e.g., memory and
memory-mapped 1/O devices) within the hardware platform on which the guest

0S 104 or 106 is running and to perform other functions. However, in a virtual
7



The VMM 112 achi eves this goal by intercepting all accesses of e
CSs 104 and 106 to the conputer's physical resources. For ins%{gg,g‘léaib05
guest deprivileging 5 technique nay be used to enable the VMM 112 to

i ntercept the above accesses. QGuest deprivileging forces all guest

sof tware typMBsid a hardware privilege |evel " that degmsmhgaal | ow that
software access to certain hardware resources. As a result, whenever the
guest OS 104 or 106 attenpts to access any of these hardware resources, it
"traps" t ambdhineiitdhirint, thed MM HRshuhiibe dble odwet wmategentrobpvedver an 10
operation initiated by the guest operating systemif this operation

i nvol ves  the peBicalgsoattehtolpaoviliegretetios bumeed betiveersYidal@ abé1Hot ed t hat any
ot her technique known in the art nay be used to transfer control over a
simlar opHeaANININ1S sdividthis gl By inte@Bpifialloiccei@boftthe guest OBMWN412. \When usi ng
guest deprivileging or other techniques enabling the VWM 15 112 to

i ntercept Q66 &ARe @mpubte’s ghipshl refarcdd) Fopinstad@f guestideprivtlegipgit er ' s physi cal
resources, a portion of VMM code and/or data structures may be

ar chi t egt Upanighe nfa§ BH hise@do &Qbk @k VAEMI 112 {oifteft@itRhadbbidiatesRsldr ess space as
each of the guest s 104 and 106. However, since the guest OSs 104 and

106 are HnaHaY 'égk}%féé%\éaﬁ Bt §£36AES0 rdd @Y% hERadd rﬁfﬂ@%l&.\@l access a region
y t (gepg/tl\’/]ll\/lc de and/gg a : I';n t

occupied b r 20 data structures i e virtual address

space ass Ot?l!ita(‘{?g{ino\@jaﬁ& ﬁgﬁsoﬁ'gﬁétacc% J&Qétaﬁlr hardvifie reMiitbs ARs At t enpt may resul t

in collision ween the code an ata structures of the guest OS and the

VMM code and.data struct ur ' ' |, REAL €S Bihe S RGGrarcCAUSI NG an
abnor mal trgﬂlrtrﬁg?l}eg%rtgffguaﬂte(%pig?g{%%gﬁeééﬁﬂeﬁt%%raﬁ%cﬁ%g T guest 8 24 June 2005
WO 02/ 056 1;%&%;@9%2%4@9 ﬁgé%MM 112, i.e., the VMM 112 receives control over an

10  operation initiated by the guest operating system if this operation involves
accessing such hardware resources. It should be noted that any other technique
known in the art may be used to transfer control over a similar operation from the
guest OS 104 or 106 to the VMM 112.

When using guest deprivileging or other techniques enabling the VMM

15 112 to intercept accesses of the guest OSs 104 and 106 to the computer’s physical
resources, a portion of VMM code and/or data sMc&res may be architecturally
required to reside in the same virtual address space as each of the guest 0Ss 104
and 106, However, since the guest OSs 104 and 106 are unaware of the VMM's
presence, they may attempt to access a region occupied by the VMM code and/or

20 data; structures in the virtual address space associated with the guest OS5 104 or
106. Such an attempt may result in collision between the code and data structures
of the guest OS and the VMM code and data structures in the virtual .address

space, causing an abnormal termination of an operation performed by the guest
8



OS 104 or 106, or the VMM 112. The present invention provides ;
for resolving such address space conflicts. Figure 2 is a bl ozfg?@%{gﬁ%

a system 200 for resol ving address space conflicts between a VMM and a
guest OS, according to one enbodi nent of the 5 present invention. System
200 i ncl udgsoassiez pl at f orm hardware 214 that incl udesecTassemsypat i ng pl atform
capabl e of executing a guest OS (e.g., guest OS 104 or 106), a VMM (e.g.,
VMM 112), etc. Two separate address spaces 204 and 202 are allocated for
guest sof t KAA e, prihe VMM 117h Bhe presentinyention providessamechagemfos gl | ocated to
hol d code and data structures of the guest OS and other guest 10 software,
and VMM adus@siog sphedd2gpics calflidscat ed for VMM code and data structures.
As descri bed above, certain conponents of the VMM code and/or data

struct ur es nay Figareic ablbdodiagrah bfa syetgmi20@6br tesolving adtress spackhhe sane addr ess
space as the guest OS to enable the VMM to intercept the guest OS s
accesses t enflztsthapreen 4 MM saly giest. OS-akoddivgtt@oeembbdimenind tHeA- 32 i nstructi on
set architecture (1SA), when guest deprivileging is used to ensure control
of the YMpRwat inkfitiog 59sitm B ificludee bae ph¥foirdhdrdwabearethatesdides €S, an

i nterrupt-descriptor table (1DT), which includes pointers to trap handling

routines, i&m%rslﬁih%]bﬁ&&zw @bhile 6@%&% guﬁstrosqé.g.sag;ea odigosmep address space

as the guest e enbodi nent of the present 20 invention that supports

guest depr&vagggm&iz),Q&. 438 GEdaPREd st EaRds 204 ALY Are DelOw in
conjunction with Figures'5 and 6. For other |SAs, various other portions

of VMW codgcplldl fF - A3l Baaldk Uid HE PRIPnRR, WiGRLLRSHME Y required to

reside in
allocated to hold code and data structures of the guest OS5 and other guest

10  software, and VMM address space 202 is allocated for VMM code and data
structures.

As described above, certain components of the VMM code and/or data
structures may be architecturally required to reside in the same address space as
the guest OS to enable the VMM to intercept the guest OS's accesses to hardware

15  resources. For instance, for the IA-32 instruction set architecture (ISA), when
guest deprivileging is used to ensure control of the VMM over the guest OS's
accesses to hardware resources, an interrupt-descriptor table (IDT), which
includes pointers to trap handling routines, is architecturally required to reside in
the same address space as the guest OS. One embodiment of the present

20 invention that supports guest deprivileging will be described in greater detail
below in conjunction with Figures 5 and 6. For other ISAs, various other portions

of VMM code and/or data structures may be architecturally required to reside in



WO 02/ 056172 PCT/ US01/ 50415 the sane space address as the guest @utn% 2005
enable the VMM s control over accesses nade by the guest CS tc? ardware
resources. In one enbodi nrent, the VWM code and structures are divided into
two portions. The first portion of the VMMincludes a set of code and/or
data 5 strwistas@s: that are required to reside in the mddsesssspace of the
guest CS, i.e., in the VM address space 204. The second portion of the VIVM
includes the remainder of the VMM code and data structures. In one

enbodi nent e smaPRcRaAdress s hptdrst 0549 erpleghe B s\epniral gverggresitne ker nel 210)
collects a m ninmal set of the VMM code and/or data structures that are
required tBageby theguestOF ta hindwaregpsounces. addr ess space as the guest OS. The
remai nder of the VMM code and data structures is conpiled as a separate
program and | obenedmpedimprt, tha/NMadicrde gand stoyshiees agOltvidathietotimot ual machi ne
kernel (VMK) 210 then maps itself into both the VM address space 204 and

t he VMM adplrtens. Shefivet ppetion ofste Y&EM émtddys a seheflroddmmdgoretata OS attenpts to
access a region occupied by 15 the VMM code and/or data structures in the
VM addr &s sstaobues 120 4te requged fvitesdle(n tidatidqetsspidaiofthapten®s, i6f int he guest OS. In
one enbodi nent, the VMK 210 receives control over an event initiated by

t he guest BSVM adidkdsssparecdit. Thaedond portibmbf tiie CMNEacluddd taddr ess space confli ct
bet ween the guest OS and the VMM GQuest deprivil eging or any other hardware

or sof t warema@déraf tte v e ind data BRudiirks. 20 oINS Ed séfewdre ansfer control
over such an event fromthe guest OS to the VMM code and/or data

st ruct ur eSprb@ain@ieRgrel Bs 4 Viftud MaaRié ReSel STREHectPminlhiA sMMKuR10 t hen eval uates
this event to deternmine its cause. Upon detecting that the event was
caused by YNIRI Al SAPbr ka SuthBruFtd AR alRquBtePfo®e fatbdf the same
10 address space as the guest OS. The remainder of the VMM code and data
structures is compiled as a separate program and located in the VMM address
space 202. The virtual machine kernel (VMK) 210 then maps itself into both the
VM address space 204 and the VMM address space 202.
Subsequently, when the guest OS attempts to access a region occupied by
15 the VMM code and/or data structures in the VM address space 204, the VMK 210
detects this attempt of the guest OS. In one embodiment, the VMK 210 receives
control over an event initiated by the guest OS if this event may potentially cause
an address space conflict between the guest OS5 and the VMM. Guest
deprivileging or any other hardware or software mechanisms known in the art
20  may be used to transfer control over such an event from the guest OS to the VMM
code and/or data structures residing in the VM address space 204,

The VMK 210 then evaluates this event to determine its cause, Upon

detecting that the event was caused by the attempt of the guest OS to access the
10 '



10 24 June 2005 WO 02/056172 PCTIuSO /50415 region occupied b
code and/or data structures, the VMK 210 re-maps itself into ?%?ﬁ?é?%@lﬁ
region within the VM address space 204 to allow the guest OS to access the
regi on previously used by the VMK 210. One enbodi.nent of a nethod for

rel ocati ngyd HRseyMK 210 within the VM address space 2G&tiusowbessribed 5 in
greater detail belowin conjunction with Figure 4. Figure 3 is a flow

di agram of one enbodi nent of a method 300 for resolving address space
conflicts legibweenpiad Wide ¥MM sodpurad{ordata seracharedl ithed MBS 21Raagfbodi nent of the
present invention. Method 300 begins with dividing the VMMinto a first
portion anisel irte@s diffdreporegibnwithiptioc'dd sddrgssispare R04304low s geGt descri bed above,
the first portion includes a set of VMM code and/or data structures that
are ar chi t @stoikakd the Fegipuiptetbusly useidiydee VMKRER Grerembadigessd aspace as t he
guest OS. The second portion of the VMMincludes the remai nder of the VMM

code and dabmodior Hldchir@the VRIKNE withinali Vidatldresiepae 2@eid desorilgdeat er  det ai |
bel ow), the first portion of the VMMincludes a set of trap handlers and an

15 i nt egr Ut Llas QEthiPbAsw irodh@nédoRWith Figir@d.t ernati ve enbodi ments, the first
portion incﬁrudes vari ous other data structures and code of the VMMt hat

must reside i NpotRe iSAEy AHESE oAPARRdARSenE b BURSE30080r Next, a first
address space (i.e., VM address space 204) is created to hold code and

data strucgun chdrést}g%agé’&%hic%e%gn SUNBS ariliffiest & Acterdmgl®r ocessi ng 20

bl ock 306), and”a sec address space (i.e., VMM address space 202) is

created fof. L8 GAUDrANE ifRhfor Mk 0§ BeghRABRASIAG Ukl 0ck 308). I

VMM into a first portion and a second portion (processing block 304). As

10  described above, the first portion includes a set of VMM code and /or data
structures that are architecturally required to reside in the same address space as
the guest OS. The second portion of the VMM includes the remainder of the
VMM code and data structures. In one embodiment (described in greater detail
below), the first portion of the VMM includes a set of trap handlers and an

15 interrupi-descriptor table (IDT). In alternative embodiments, the first portion
includes various other data structures and code of the VMM that must reside in
the same address space as the guest OS,

Next, a first address space (i.e., VM address space 204) is created to hold

code and data structures of the guest OS and other guest software (processing

20 block 306), and a second address space (i.e., VMM address space 202) is created

for the VMM code and data structures (processing block 308). In one

embodiment, these address spaces are created during the boot process.

11



enbodi nent, these address spaces are created during the boot p??f?@ﬁe ép
24 June 2005 WD 02/056172 PCT/ USOL/ 50415 Further, the first p o% ﬁe
VMM i s mapped into both the VM address space and the VMM address space
(processing block 310), and the second portion of the VMMis |oaded into
the VMM aqgly @nssierace (processing block 312). At proceaaismgoehsock 314, an
attenpt of the guest OS to access a region 5 occupied by the first portion
of the VMMis detected. In one enbodinment, such an attenpt is detected by
transferring conthenthedive posion eitbaY Mivhis riappadntoybothibe YMedltlressOS t o the first
portion of the VW if the event may potentially cause an address- space
conflict hpiceaadthVaigaddicssapar girprespirgytidck Al add tHeseddfpor@e enbodi nent of
detecting a potential address space conflict is described in greater 10
detai | belopwiei VMG Toatied into the WM afiligssrspace fpracessing bladki3e)war ds, at processi ng
bl ock 316, the first portion of the VMWMMis relocated to another region

Wi thin the VM adds@sngtilake14, on atehprofaBeqis OF tohdiessaegién OS to  the region
previ ously occupied by the first portion of the VWM Any subsequent

at t enpts t QeARHRRALY thd st RWIChRP e VMM GsiRteedd b onbembddiméntpQet | on of the VMM
will 15 again reSult inits relocation wthin the VM address space. One

enbodi ment,,q E%Mgw@&m bz%ngf@rhﬂg%hegov@r MVentthilisthd 6PME ghdas the first
e

portion of t s hown in"Figure 4. Referring to Figure 4, after an
o e RIS R RISl 0, Uy S e M3 vt
regi on (P 0 e e SiARY bl aGHnd F0bt opefarff§ s Ma RRVMAE o determ nation is
embodiment of detecting a potential address space conflict is described in greater
10  detail below in conjunction with Figures 5 and 6.
Afterwards, at processing block 316, the first portion of the VMM is relocated
to another region within the VM address space to allow access of the guest OS to
the region previously occupied by the first portion of the VMM. Any subsequent
attempt to access the new region occupied by the first portion of the VMM will
15  again result in its relocation within the VM address space. One embodiment of a
method for relocating a VMK, which contains the first portion of the VMM, is
shown in Figure 4.
Referring to Figure 4, after an address space conflict between the guest OS and
the VMM is detected (processing block 404), the VM address space is searched for
20 an unused region (processing block 406). At decision box 408, a determination is
made as to whether an unused region exists in the VM address space. If the
determination is positive, the VMK containing the first portion of the VMM code

and data structures is remapped into this unused region, and control is
12



made as to whether an unused region exists in the VM address s I
determ nation is positive, the VMK containing the first porti oﬁ?u{\%zgpﬁl
code -and data structures is remapped into this unused region, and control
is 12 24 June 2005 WD 02/056172 PCT/ USO1/50415 transferred back to the
guest OS, wimksfBY now access the region previously pgrasdydyst he VK
Alternatively, if no unused region exists in the VM address space, i.e.,

the guest OS has used the entire VM address space, then a randomregion is
sel ect ed Wengferrpd back fethe/Rrestia? edichawmmew(agresctbe region PivisuRly 412) , the content
of the menory |ocated at the selected region is copied to a buffer in the
VMM addr esssed bathe VMKor ocessi ng bl ock 414), and the VMK is remapped into the
selected region in the VM address space (processing block 416). Subsequent
menory accesskanatiyelyhif so umstdrgion exiggindge YM.addiessspare\Mtheegi on) are
serviced through enul ated nenory 10 accesses fromthe buffer in the VW
addr ess spaes QStast usdnibedntis M eddredsgpare | thenconbdnnd regibn ishselectélv VMK region. I n
one enbodi nent, the frequency of such enulated nmenory references may be

r educeds bywigen itediM ad dryss spdco (paddesshgtbivek YIK the conteyl damieagicpns Wi thin the VM
address space until a region is found that is infrequently used. 15 Figure

5 i1l ustr abRsedopak sdledid rofiomis Ydgied to abuietRpde VM d@Skss@pRET Vi | egi ng,
according to one enbodi nent of the present invention. As described above,

guest  defpiovdshifg bloek £AY HRBthE WRIKUY RSdaphidl e thadictled Roglonss@e Privil eged
| evel so that the guest OS "traps" to the VMM whenever it attenpts to
I ssue pri Wi e@ss space (processing block 416). Subsequent memory accesses to this
selected region (i.e., new VMK region) are serviced through emulated memory
10 accesses from the buffer in the VMM address space that contains the original
content of the new VMK region. In one embodiment, the frequency of such
emulated memory references may be reduced by periodically relocating the VMK
to random regions within the VM address space until a region is found that is
infrequently used.
15 Figure 5 illustrates operation of a VMK that supports guest deprivileging,
-according to one embodiment of the present invention. As described above, guest
deprivileging causes the guest OS to run at a lesser privileged level so that the
guest OS “traps” to the VMM whenever it attempts to issue privileged
instructions that operate on the processor system state. In one embodiment, the
20 VMM supporting guest deprivi[eging installs pointers to trap handling routines
(i.e., trap handlers 552) in the interrupt-descriptor table (IDT) 514. Some ISAs

{e.g., LA-32 ISA) require that the IDT 514 be resident in the currently active virtual

address space (i.e., VM address space 504). In one embodiment, the entries in the
‘ 13



instructions that operate on the processor systemstate. In on j :
the 20 VMM supporting guest deprivileging installs pointers toe%fggj?@ 28015 '
handling routines (i.e., trap handlers 552) in the interrupt-descriptor
table (1DT) 514. Sone ISAs (e.g., IA-32 ISA) require that the IDT 514 be
resi dent iwobtdnesieurrently active virtual address spamansiv®esrs VM addr ess
space 504). In one enbodinent, the entries in the 13 24 June 2005 WD

02/ 056172 PCT/ USOI /50415 | DT 514 are task gates, which provide an address
space swi tIEf S1qhratask gatesapybish provide ap addyesgspase switdh, Thaiés ¥ &14 i s searched
for a pointer to a trap handling routine. |If this pointer is a task gate,
it will ensdpiegaenitadethe BT ddpedrchedifer afivinterdels bephandiagreutinghi ch contai ns a
trap handling routine for the generated trap. 5 Accordingly, a trap handl er
cor r espondf gy fiodnter it @bk gpae, & wilbewbleetdimd editthdo thesi MM adiligsst he VM addr ess
space, although the task gate itself nust reside in the VM address space.
| n anot herspateheHichesitainsarttapiasdling rovime Fddthegbderated trip.ap gates or interrupt
gates, which do not provide address space swi tches. Consequently, trap

handl ers ase6Mimled tiap hindsd edirdspdhdaipits h esk gatsdoes asinded fonesidee VM addr ess
space. 10 In addition, the VMM may pl ace shadow versions of other data

SLT UCE UT eSin (0 \OM addids @itk AMBSGhIRL Ik daflilsel) midt résti iV ¥0giT ess space. In one
enbodi ment, the VMK 510 collects together a mnimal set of trap handlers

and/ or dat@qasé éﬁg&&ﬁﬁ&o@é; Smboditiént | itieH the 116314 MdHapfted 4Cat ed in the VM
addr ess space, ps theminto both the VM address space 504 and the VMM 15

S R R e
ring =0 f q{antl:llél:s%%ociated with such IDT entries must reside in the VM address space.
10  Inaddition, the VMM may place shadow versions of other data structures (e.g.,
global descriptor table) in the VM address space.
In one embodiment, the VMK 510 collects together a minimal set of trap
handlers and/or data structures (e.g., the IDT 514) that must be located in the VM
address space, maps them into both the VM address space 504 and the VMM
15  address space 502, and sets access rights of the pages holding the VMK 510 to the
most privileged level (e.g,, the “supervisor” privilege level with ring =0 for IA-32
microprocessors). As described above, the guest OS runs in the deprivileged
mode (e.g., the “user” mode with ring=3 for IA-32 microprocessors). As a result,
in one embodiment, the guest OS generates virtualization traps whenever it
20  attempts to access privileged machine resources, including the pages holding the
VMK 510 that are protected with the most privileged access rights.
Tn one embodiment, when a virtualization trap is generated, the IDT 514 is

searched for a corresponding pointer to a trap handler. In one embodiment, a
14



m croprocessors). As described above, the guest OS runs in the VA
node (e.g., the "user" node with ring=3 for |A-32 nicroprocessgggghhﬁébgg%d
result, in one enbodinent, the guest OS generates virtualization traps
whenever it 20 attenpts to access privileged nmachi ne resources, including

t he pages wobmdiseigz t he VMK 510 that are protected w ticousersomst privil eged
access rights. In one enbodi nent, when a virtualization trap i s generated,
the IDT 514 is searched for, a correspondi ng pointer to a trap handler. In
one enbodi Fepvnay need topedundied by the YIM-ypideptitppdanderplyiisso1/ 50415 trap nmay
need to be handled by the VMM resident trap handler. In this enbodi nment,
the VMK petmindirsent ke WK pederms e addsoss spasesvitchefrong fiviidot o del i ver the
trap to the trap handler in the VMM address space 502, and a second swtch
to transi t{eivetshekar to thetizapWindierdn e/ M addresopacg Pi%eand sgcandap has been 5
serviced by VMMresident trap-handler. Alternatively, a trap can be handl ed
in a VMK- ragict éntrarisiioo bask to the VM avislresmspace 504 after e trapyhapleecesaused by an
instruction of the guest OS to reset a flag in the processor's register.
Such a fr aqerdad bp ¥Midndidet teapthandleyy i n t he trap handl er 552, without
transferring control to the VMMin the VMM address space 502, and such 10
an i npl enent aliefHativedy) b tkap esibethandledidtat VMK paidenrhandiee FoOngatggpe of
virtualization traps is a conflict fault which is generated when the guest

OS at t enpt SirdPmACKRESsed by &¥inctiuctbn bfitRe Jvbi0Hls a8 aTRgGAthe04 that is
currently in use by the VMK 510. The VMWK 510 handl es these conflict faults

3 Z\S L (ral- Bzg p;%rﬁ&asroggt ; for,| SR a Bap QM Ve BB kit A tehRp WWhaeidsgss space 504 as
without transferring control o the VMM in the VMM address space 502, and such
10 animplementation would result in better performance.

One type of virtualization traps is a conflict faqlt which is generated when the
guest OS attempts to access a region of the VM address space 504 that is currently
in use by the VMK 510. The VMK 510 handles these conflict faults by re-mapping
itself into a new region within the VM address space 504 as described in greater

15 detail above in conjunction with Figure 4.

Figure 6 is a flow diagram of a method 600 for handling virtualization
traps generated by a guest OS, according to one embodiment of the present
invention. Method 600 begins with setting access rights of the region occupied by
the VMK to a more privileged level than a privilege level associated with the

20  guest OS (processing block 604). For instance, all VMK pages may be mapped
with supervisor-only privilege (ring=0) and the guest OS may be set to run in the

deprivileged user mode (ring=3).

15



15 detail above in conjunction with Figure 4. Figure 6 is a fl I f
a nethod 600 for handling virtualization traps generated by aggtggﬁg%ggbg
according to one enbodi nent of the present invention. Method 600 begins

Wi th setting access rights of the region occupied by the VMK to a nore
privil egedyd @wedi7dt han a privil ege | evel associ ated wrdr/usheso28 guest OS
(processing block 604). For instance, all VMK pages nay be mapped wth
supervisor-only privilege (ring=0) and the guest OS may be set to run in
the deprivil e§trtocessing Hosts0¢ pifiap gegyeraterichy he ghgptOSIprseivagpThe/ 056172

PCT/ uS01/ 50415 At processing block 606, a trap generated by the guest OSis
recei ved. fiapds causesibyias atieromted the\gueshOf ta asersy privilegaddagdyes® OS t o access
privileged hardware resources. At decision box 608, a determination is
made as t oresvinedeh ekt detision baqH08, @alntebpinktionds metlejan taswhethdryhedrapt he VMK (e.g., in
a VMK-resident trap handler). If 5 the trap is too conplex to be handl ed by
t he VMK, idanibshaelldduietemallt ity thirEMINME., madiMiSsesslenidaptendier). Ko a VMMV r esi dent
trap handler) (processing block 610) and then resunmed back to the VM

addr esss s @ Bapis t@ coipRx td tethahdisd bewha VS, itiisadetivdgd tottheVMMM ( pr ocessi ng

bl ock 612). Afterwards, control over the event that caused the trap is

returned tQdidiSsparaek. OR NMMoeasst g RindRK (Hd0ksingBlod di@anat i vel y, if the
trap can be handled Internally by the VMK, a determnation is nade as to

whet her  t N feRfndlBRcC RBIM BNdRE spald hRE ThaPPIRs beABdvical bybet ween the VWK
code and data structures and the code and data structures of the guest OS
(deci si on RownAL throcedsing bRk bI2RPANGRarldE ¢6REb] 6@tk BREvEN i caused
the trap is returned to the guest OS (processing block 620).
i0 Alternatively, if the trap can be handled internally by the VMK, a
determination is made as to whether the trap was caused by an address space
conflict between the VMK code and data structures and the code and data
structures of the guest OS (decision box 614). If the trap was indeed caused by an
address space conflict, the VMK code and data structures are relocated to a new
15  region within the VM address space (processing block 618). Alternatively, the
trap is handled in a corresponding trap handler (processing block 616).
Afterwards, control over the event that caused the trap is returned to the ggest OS
(processing block 620).
Figure 7 is a block diagram of one embodiment of a processing system.
20 Processing system 700 includes processor 720 and memory 730. Processor 720 can

be any type of processor capable of executing software, such as a microprocessor,

digital signal processor, microcontroller, or the like. Processing system 700 can be

16



address space conflict, the VMK code and data structures are r%‘pggh@lzgg@
new 15 region within the VM address space (processing block 618).
Alternatively, the trap is handled in a corresponding trap handl er
(processing block 616). Afterwards, control over the event that caused the
trap i s reyiaRE-d 0 the guest OG5 (processing bl ock 6ROyusIFEgSre 7 is a

bl ock di agram of one enbodi nent of a processing system 20 Processing
system 700 i ncl udes processor 720 and nenory 730. Processor 720 can be any
type of prapessercongpab(PE)fainfeme andbeld devicRenastable GIAPWE a i cr opr ocessor,
digital signal processor, mcrocontroller, or the like. Processing system
700 can beset-fop 624, of omeotROGHstenyDaOipdlods swapCT/ USOL/ 50415 a per sonal
conmputer (PC), mainframe, handhel d device, portable conputer, set-top box,
or any ot her syeher 30ain beradlavtidisk, s Gbppyatisk, randorpacress3@MEBN be a hard di sk,
a floppy disk, random access nenory (RAM, read only nenory (ROM, flash
Menory, or (RAM), Radeily ¢penoRON) dhisinmembryeding ntheetmpadfinechipe pr ocessor  720.
Menory 730 can store instructions for perform ng the execution of the

var i ous s nefna@idmaeduaBic B pidsestir 7201 @Viquices E3lcan storedmtructions foch as et hods

300, 400 and 600 (Figures 3,4 and 6). It is to be understood that the above
descri pti OPerfcimingiRNa&dtibRofiRe variblidiaéthed énvidiradnts diele presedtr | ctive. Many

ot her enbodi nents will be apparent to 10 those of skill in the art upon

readi ng ang,UdREShat Hendds 198, P00 @SGirtdd, & & 6)The scope of the invention
shoul d, therefore, be determned with reference to the appended cl ains,
along wi th thepful k. SEARGRS mAt 38} At Sipkioh Whicties upte cl ai ms
illustrative, and not restrictive. Many other embodiments will be apparent to
10 those of skill in the art upon reading and understanding the above description.
The scope of the invention should, therefore, be determined with reference to the

appended claims, along with the full scope of equivalents to which such claims

are entitled.
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are entitled. 17 24 June 2005 Cdains What is clained is:

conprising: locating a second portion of a virtual machi ne m)nl

a second address space associate with the VMM mapping a first portlon of
the VMMinto a first address space and the second address space, the first
address space being associated with a guest operating system detecting
that the guest operating systemattenpts to access a region occupied by the
first portion of the VWM within the fird4ilaimidress space; if determning
that no unused region exists within the first address space, selecting a

random r egiyomat W didtined ishe first address space, copying content of a nenory
| ocated at the randomregion to the second address space, re-mapping the

first portion of ARGmd¥oin Eﬁgn g:t he random region, and accessing the copied
content of the rrermry in the second address space if detecting an attenpt

of the guest, &Qﬁﬁ%{ o?&&f‘&ﬁa%ﬁ&@ﬁ&&zh@ﬁxoﬁi@dﬂvm alsbeond gRdressy
ocat e

previously | at t e randomregion; and periodically relocating the

first port| %1 M\ql N the first address space until finding a
regi on tha? requentTy used. 2. The nethod of claim| wherein the

e o B Pl O i e
The et nod o o G hilt address biacd being associibd B b 80kt Sferdiflf sy Nt udes a set
detecting that the guest operating system attempts to access a region occupied by the
- first ﬁortion of the VMM within the first address space;
if determining that no unused region exists within the first address space, selecﬁhg a
random region within the first address space, copying content of a memory located at the
random region fo the second address space, re-mapping the first portion of the VMM into
the random region, and accessing the copied content of the memory in the second address
space if detecting an attempt of the guest operating s&stem to access the content of the
memory previously located at the random region; and
periodically relocating the first portion of the VMM within the first address space until
finding a region that is infrequently used.
2. The method of claim 1 wherein the first portion of the VMM includes a set of
VMM code and data structures that are architecturally required to reside in the first
address space.
3. The method of claim 1 wherein the first pomon of the VMM includes a set of
| trap handlers and an interrupt-descriptor table (lDT)

4, The method of claim 1 further cormprising:

18
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trap handlers and an interrupt-descriptor table (I D). 4. The t

claim1 further conprising: 18 24 June 2005 receiving cont rolz%\‘}g?]% 2605
event initiated by the guest operating system when the event may
potentially cause an address space conflict between the guest operating
systemand the VMM 5. The nethod of claim4 wherein receiving control
further conprises: setting access rights of the section occupied by the
first portl0mmmﬁmﬁhmmywmwmumawanmHHMpdbyﬂk@gﬁﬁopﬁﬂﬂﬁSMW@H“@”BﬂFVW?Ege | eve
associated with the guest operating system and receiving a trap caused by

an attenpt egh tehﬁﬁlygiamfan@ﬂ&éﬁtspm cayBicthotwendbcpest opefatingisyatem adsour ce
having a higher privilege level than the privilege | evel associated with

t he guest g&aﬁpﬂqng system 6. The nmethod of claimb5 further conprising:
determining that the trap can be handled by the first portion of the VMV

executing code 3SHAGEAbrMald 4Witrdid RReivibdoftl Rirttonogisbs: ol over the

even to the guest operating system 7. The nethod of claim5 further

conpri si ng: wcggsg,%‘l&t}mg &El?%@#ltﬂeﬁﬁt paes edhdVMM© saeRnd

portion of the rveri o the 'second portion of the VWM

Recaci ot capiriteed 18 b siebosh e BT i dRE B & por?%ﬁﬁ&ﬁ%ﬁ‘?hec% 3

Toa TS f )T e LS e i B el

hardware resource having a highcr privilege level than the privilege level associated with
- the gu&et opemﬁng system.
6. The method of claim 5 further comprising:
determining that the trap can be handled by the first portion of the VIMM;
executing code associated with the trap; and | |
returning control over the even to the guest operating system.
7. The method of claim 5 further comprising:
determining that the trap should be handled by the second portion of the VMM;
delivering the trap to the second portion of the VMM; |
passing control ovef the event to the guest operating system after code associated with
_ the trap was executed by the second portion of the VMM. |
8. The method of claim 1, wherein relocating the first portion of the VMM
comprises:
finding an unused region within the first address space; and
re-mapping the first portion of the VMM into the unused region.

9. An apparatus comprising:
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finding an unused region within the first address space; and 'r. '
the first portion of the VW into the unused region. 9. An app%gﬁﬁgﬁgos
conprising: 19 24 June 2005 a first address space associated with a guest
operating system a second address space associated with a virtual nachine
monitor (VW and a virtual machine kernel to |ocate a second portion of the
VMM in the second address space, to map a first portion of the VMMinto
the first addrirssdépssspacenrssochiedsatongiestaparatrgsysisiiée, to detect that the
guest operating systemattenpts to access a region occupied by the first
portion of thea&%%ﬁismﬁmwwﬂwimmmﬁmomrw that no
unused region exists within the first address space, to select a random
regi on Wit hi R vishhhembéhisd kel fcE166at6 p 8Ond potiaDgfithe YNIM iri the Secandradrsesy | ocat ed
at the randomregion to the second address space, to re-map the first
portion of g ib@,té(MXbiarﬁrﬁgbﬁ%nro@li\@m@tﬂeﬁis@adcﬁ&ﬁ@@&eﬁi@thé@@io&di content of

the menory 1nthe Second address space.:‘if detecting an attenpt of the
ocat ed ot B e e e e B R Tt

Chat' o o netdisY iy R oy A acmspaket Bk f it g 20, on

B Chi ¢ oct uRRRISS) Bl s T Be G oM apyy Beasd aqmabarioplif oty ' To °¢

apparatus of claim9 wherein the first portion of the VMMincluydes a set
of trap hafifisstaddress SPﬁ‘ﬂeetPrcﬂng%%Pfi)Wo{Yéﬁ?E@d(alt m@%ﬂ.‘mﬁ%l{%ﬁlﬁar atus of

claim9 wherein the virtual machine kernel is_to recejve .
- .second address space, to re-map the first portion of the VMM into the random region, to

access the copied content of the memory in the second address space if detecting an
attempf of the guest operating sysfem to access the content of the memory previously
located at the random region, and to periodically relocate the first portion of the VMM
within the first address space uutﬂ finding a region that is infrequently used.

10. The apparatus of claim 9 wherein the first portion of the VMM includes a set
of VMM code and data structures that are architecturally required to reside in the first

address space.

11. The apparatus of claim 9 wherein the first portion of the VMM includes a sct
' of trap handlers and interrupt-descriptor table (IDT).
-12. The apparatus of claim 9 wherein the virtual machine kernel is to receive
. control over an event initiated by the guest operating system Wheﬁ the event may
botentially cause an address space conflict between the guest operating system and the

VMM.

20

A BT AT AT T B Wbt Pt ¥ s e



control over an event initiated by the guest operating system %Uuh%e2005'
event may potentially cause an address space conflict between e guest
operating systemand the VMM 20 24 June 2005 13, The apparatus of claim
12 wherein the virtual machine kernel is to receive control by setting
access rights of the section occupied by the first portion of the VWMto a
more privileged |level than a privilege |evel assocjated w.th the guest

oper ati ng - syst er. Theragipargtug efdiip Hgwherein e virid macipe knel ISR ESFEVET ¢ he
guest operating systemto access a hardware resource havin hi gher
privil ege lcemed] biyisaiting leegsriphis of e seetivnlocenpinddiyshe firshpertion ¢ gb’h@gff’
operating system 14. The apparatus of claim13 wherein the virtual nachine
kernel is txmérepiivitsged totiaha apritilegt lev¢i @ssoriated vaih thegursirperiing§ysitie i r st
portion of the VMM to execute code associated with the trap, and to

return contin@by féeifidshare\caiscl Oy bh etaupt of the geesndparafingsyitemto &BessEhe
apparatus of claim 13 wherein the virtual machine kernel is to further

det er mi ne thatytdVasdur@haying dibHeLpiAREE Reel Mhunithepiiepalbvelastociated ofitht he VMM
to deliver the trap to the second portion of the VMM and to pass control

over the m%&%%@n%é}g operating systemafter code associated with

the trap S ¥€Xec e second portion of the VMM 16. The apparatus

of ol al m 9" wher g4 L YL Ul R NE B Raliiod BRGNS e {11

portion of the | ng~an ‘unused region wthin the first address
S828 31, L B b A Pl i e Bsvagd oo on
aS,S ociat ed asV\sn;)giQteg w?tﬁet}hsé tra%?er goiré]ttgnns%rslgt'o rgvgrn e even fo the guest operating system,
15. The apparatus of claim 13 wherein the virtual machine kernel is to further
determine that the trap should be handled bj( the second portion of the VMM, to deliver
the trap to the second portion of the VMM, and to pass control over the event to the guest
operating system after cot;le associated with the trap was executed by the second portion
of the VMM.
16. The apparatus of claim 9 wherein the virtual machine kernel is to relocate the
first portion of the VMM by finding an unused regjon within the first address space and
re-mapping the first portion of the VMM' into the unused region.
17. A system comprising:
-a memory to include a first address space associated with a guest operating system and
a second address space associated with a virmal machine monitor (VMM); and
- 8 processor, coupled to the memory, to locate a second portion of the VMM in the

second address space, to map a first portion of the VMM into the first address space and

the second address space, to detect that the guest operating system atterpts to access a
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a second address space associated with a virtual nachine noni tc% gﬁw%@p
a processor, coupled to the nenory, to locate a second portion ‘} € %

in the second address space, to nap a first portion of the VMMinto the
first address space and the second address space, to detect that the guest
operating systemattenpts to access a 21 24 June 2005 region occupied by
the first portion of the VMMw thin the first address space, to determ ne
that no unuegieh oosupiehbethie fiess potioh pfithe N&AW within thedird 24dregs 8P, Yo sel ect a
random region within the first address space, to copy content of a nmenory
| ocat ed at defaeninathelom uveg repioh exitth evithindthe firstatiiirass spasq e select d1a0€0HRp t he
first portion of the VMMinto the randomregion, to access the copied

content of yddnsh WiRHTR (D6 firkt ddORssSpaR{I capylt@nent spamemofy locktidet themgndem at t enpt
of the guest operating systemto access the content of the nenory

previ ous! Yyl aGab ik bordiBdla WA 1a8inp ot Seriaest VAl iy thel ocat e t he

first portidn of the VMMw thin the first address space until finding a

regi on_ { Nafyrlingli WARK LR cdfiont B he A Phe cBmdifestlygeimn The

first portion o udes a set of VI de and data structures
that are agchitectural |y i | | | Hefosy Space.
19. The syg‘%C‘S‘i%’PSf“%ﬁ o{%%%%gs{tgg %é%?é%ﬁg? h‘%g&rsplﬁ %Irw]dnge?ﬁ ?fhtggVM\/I ’i%ncl udes a
set of trap handlers.and an.interrupt:descri. r T, ut er

" eadabl o BRI Ietoh Abe BRGOH e, e G ReRodf Blrokhr e o polgh 88T
processor, cause said processor to perfQrmoperatipns c rising. |locating
a second pHeVMM within e fpfhadinssspacedy Lﬁ'ég:@ﬁg?@}‘?ﬁﬁ%és‘ﬁg%fléf ith the
Vhft mapping a first portion of the VMMinto a, first dress spacefand t he
second addr ess 18. The system of claim 17 wherein the first portion of the includes'a set o '

VMM code and data structures that are architecturally required o reside in the first
address space.
19. The system of claim 17 wherein the first portion of the VMM includes a set of
trap handlers and an intem!pt-descriptof (IDT).
20. A computer readable medium that provides instructions, which when executed
on a processor, cause said processor 1o perform operations comprising:
Jocating a second portion of the VMM in a second address space associated with the
VMM
mapping a first portion of the VMM into a first address space and the second address
- space, the first address space being associated with a guest operating system;
detecting that the guest operating system attempts to access a region occupied by the
first portion of the VMM within the first address space;
if determining that no unused region exists within the first address space, selecting a

- random region within the first address space, copying content of a memory located at the
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space, the first address space being associated with a guest 0@4?3&@2005
system detecting that the guest operating systemattenpts to access a
region occupied by the first portion of the VMMwi thin the first address
space; if determning that no unused region exists within the first address
space, selecting a randomregion within the.first address space, copying
content of a nmenory located at the 22 24 June 2005 randomregion to the
second addrresdensiegicn fo the sepanghpddgess mrace.ire-saeppise thedpsiportiogot Bie he
random regi on, and accessing the copied content of the nenory in the second
addr ess - s pibexnddm tegione aridagcesing theenpied ofntertt of $e sxsmonpiarthe seaepdsaddicsm t o
access the content of the nenory previously |located at the random region;
and per i odispadelifideteting ad attegnpt bidthé puest oppeating eystant ta dvecsyivlcantehfi of thehe i r st
address space until finding a region that infrequently used. 21. The
conput er r eaieddy SroviaEly 1oceled at the fAndOmeegig;iafd Ng further instructions

causi ng the processor to performoperation conprising: finding an unused
region withi @veﬁ&ﬁt:am'yrraacﬁﬁgf&%ﬁst%g%{bﬁ?of%%ﬂ\@wﬂﬁﬂﬂwﬁsﬁdaﬂreﬁd dpabe il t i on of

t he VMM i nto the unused region.
finding a region that infrequently used.
.21, The computer readable medimﬁ of claim 20 comprising further instructions
causing the processor to perform operation comprising:
finding an unused region within the first address space; aﬁd

re-mapping the first portion of the VMM into the unused region.
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