Dat a Conmuni cati.on Systens and Met hods .This invention relates to

conmuri cation systens and particularly to systens for data comruni cati ons.
Nbre 5 specifically, the invention is goncerned with inproving the
securlty of transactions flow ng across 3 comuni cations network - a factor
of ever increasing inportance particularly in the field of electronic
funds- tramsfer and for other systens carrying financially or g ﬂ"O 0
comrercially sensitive information. In many circunstances it ‘Tnportant

- not 6ﬁly to protect the nessages in such a systen1fron1passive i nterception
but al so, and often of greater inportance, to be able to 15 detect any
active attack agai nst nessages. An active attack nay take the form of an
i nterceptor tanpering with the nessage: altering it, adding information,
renoving information and so on. ~VWhile it is alnost inpossible to prevent
an active attack there are many nechani sns which 20 aimto ensure that such
an attack wll be detected and hence can be rendered harm ess. - Known
techniques to all ow detection and thus audit take many forns of which

-2- the nost comon are nornally cryptographically based and depend upon

t he generation, before transm ssion of the nessage, of a check-sumwhich is
t hen appended to the nessage. The theory underlying this approach is that
if 5 a woul d-be fraudster changes any part of the nmessage in any way then
the check-sumw Il no |onger be correct and thus the recipient of such a
message can conpute, for hinself, the expected check-sum conpare it with
that received in the nessage, and if they disagree will know
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Data Communication Systems and Methods

This invention relates to communication systems and
particularly to systems for data communications.  More

5 specifically, the invention is concerned with improving
the security of transactions flowing across a
communications network - a factor of ever increasing
importance particularly in the field of electronic funds-
transfer and for other systems carrying financially or

\w’. 10 commercially sensitive information.

In many circumstances it is important not only to protect
the messages in such a system from passive interception
but also, and often of greater importance, to be able to
15 detect any active attack against messages. An active
attack may take the form of an interceptor tampering with
the message: altering it, adding information, removing
information and so on. While it is almost impossible to
prevent an active attack there are many mechanisms which
20 aim to ensure that such an attack will be detected and
hence can be rendered harmless. Known techniques to
allow detection and thus audit take many forms of which



10 that the nessage has been altered.in sone way. I f on the other hand
t'he expected and received check-suns agree then he knows with a high
-probability that the nmessage has not been altered. This probahility is
dependent upon the amount of information ish _the check-sum- ideally the
nore 15 information within it (i.e. the longer it is) the |ower the
probability of an undetected alteration. Many such systens exist. Sonme of
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he knows with a high probab111ty that the message has not W/
been altered. This probablllty is dependent upon the
amount of information in the check-sum - ideally the more .
15 information within it (i.e. the longer it is) the lower
the probability of an undetected alteration.:

Many such systems exist. Some of these depend only upon
an algorithmic check-sum, often called a test-key or-

20 authentication parameter. In this case the security
level is often relatively low since someone attacking the
system with knowledge of this algorithm may be aware of
ways in which he can alter the message without affecting
the check—éum computation. A trivial example of this is

25 as follows: suppose the check-suﬁ on a numeric message is
computed'solely as the modulo-10 sum of all digits in the
message. An attack upon the system which involves

-altering dhly.thé order of the digits in the message would
not be detected by the check-sum.

30
A normally more secure technique involves the use of a
cryptographic. check-sum, often termed a message
authentication code (MAC). In this case the check-sum is

_dependent not only upon the cryptographic algorithm but

35 also a cryptog:aphic'key. An example of this, in common
usage, is the:éystem described within American National
Standards Institute (ANSI) standards X9.9 and X9.19.



X3. 92. The cryptographic key is a 56-bit DEA key. The theck-sum or MAC
Is a 32-bit value appended to the 5 nessage. It is currently generally
accepted that provided the cryptographic key is kept secret then any
alteration to the nessage can be detected by the recipient with a
probability, of 0.9999999998 (i.e. 1 - [ERR]%BZ). 10 Wthin sone
communi cati ons.-systens protection of nessages in the above manner is
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message, and thus be able to provide alarms and an audit

15 system of these, but also to confirm the identity of the
person or group of persons from which such a message
originated; this is in some sense egquivalent to requiring
a verifiable "signature” on the message. It is an aim of
the present inVenﬁion to provide a system within which

20 these two functions can be integrated together in a
convenient manner and with a potentially very high level
of security.

Accordingly in one aspect the invention resides in a
method of secure message transmission from a terminal
apparatus to a remote receiving station in a
communications system, which involves appending to a
message to be transmitted an authentication code the value
of which depends upon both the information in the message
30 and information representing the identity of the sender,
and wherein the authentication code is produced by a
method comprising the steps of: computing within the
terminal apparatus a first code the value of which depends
upon the information within the message; issuing that
35 . code to the sender; computing a second code from said
first code and information representing the identity of
the sender, within a token assigned to the sender and



-4- which can be actuated to performthis conmputation only upon the

recognition

of a PIN (Personal identification nunber) or other correct

“i.nput indicative of the authority of the sender (e.g. a fingerprint or

"ot her bi onet

ric 5 paranmeter); and enterjng said second code’'into the

term nal apparatus, that code or a deri vat¥ ve ther eof constituting the
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received authentication code with the "expected" code

- computed from the received message at that station. Most

15

preferably, the computation of the aforesald first and

- second codes prior to transmission of the message is

dependent upon respective cryptographic keys held in the

~terminal apparatus and the sender's token, knowledge of or

~access to both of which would therefore be required in

20

25

30

order to subvert the system. The sender's token may
conveniently be in the form of a small portable unit
compietely structually separate from the terminal
apparatus and akin to a hand-held calculator, comprising a
keypad'for entry of the sender’'s PIN (if that is the form
of authorisation ihput employed) and the first (message-
dependent) code issued by the terminal, and a display to
indicate the second code which the token computes from the
first code and the sender's identity information. The
latter is itself preferably represented by a unique key
embedded in:the token, under which the cryptographic '
computation takes place. In particular, the senders'
tokens for use in a method accordlng to the invention may
thus in themselves be constructionally and functionally

- equivalent to the users' password generators in a so-

35

called “dynamic password" access-control system, such as
that marketed by Racal-Guardata Limited under the trade
mark WATCHWORD. ' ' '

conprising a keypad for entry

ohfl1 hBgs Bl thiae ya Sﬂqje%germweah&tgﬁsnrgeaﬁu&ﬁé from the

LJ



6onputation t akes pl ace. In particular, the senders' tokens for use in a
et hod according to the invention may thus in thensel ves be
‘¢gonstructionally and functionally equivalent to the users' password
generators in a so- 35 call ed "dynam c password" access-control system
such as that marketed by Racal -Guardata Limted under the trade mark

WAT CHWORD. -5- An exanple of a conmmuni cati ons system operating a secure
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proceed in acgggggﬂggﬁmnth the Data Encryption Standard (DES) as descri bed
above in relation fie prior art, but

\”{ Within his terminal 1 the bank customer compiles a data
message as a series of binary digits. The first step in
15 the generation of the ultimate authentication code to
append to this message is to compute an initial check-sum
‘or MAC from the information in the message using a '
cryptographic algorithm and a cryptographic key -
- indicated as KEY 1 in the drawing - supplied to the
20 customer by the bank and held within his terminal in a
tamper-resistant module. The computation of this MAC may
proceed in accordance with the Data Encryption Standard
(DES) as described above in relation to the prior art, but
. in this case the MAC is not appended directly to the
—/ 25 message. Instead, it is issued, normally in a modified
form, to the user as a "challenge”, for example in the
form of a decimal number displayed on the terminal's VDU
screen. '

30 To respond to this "challenge" each user is also supplied
~ with a personal token 2 in the form of a completely

portable, hand-held device similar to a "dynamic password"
generator as indicated above. The user enters into this
token the "challenge” number displayed by the terminal and

35 the token computes from this a "response" number which is
issued in decimal form on the token's own display. This
computation is made, again preferably in accordance with
the DES, using a cryptographic algorithm and a second



in this case the MAC is not appended di-rectly to the 25 ° nessage.

Instead, it is issued, normally in a nodified form to the user as a
ﬂ"challenge", for exanple in the formof a deciml nunber displayed on the »
termpal's VDU screen. 30 To respond to this "chall enge"” each user is

al so supplied with a personal token 2 iTthe formof a conpl etely portabl e,
hand- hel d devi ce S|n1Iar to a "dynam c passmnrd generator as indicated
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identifying the user in the actual computation, and ’
therefore it need not be known by any other part of the
15 system. It can readily be arranged, therefore, for each
user to select (and re-select) his PIN at will and for
individual PINs to be retained in utmost secrecy.

The user then enters the computed “response" number into

20 the terminal 1, where_it.is aSSembled'with the original
message, in binary form, as the final adthentication code,
and this message plus ”response“ is transmitted over the
communications network to the bank. At the receiving
station the bank holds cryptographic keys corresponding to U

25 KEYS 1 and 2, themselves encrypted under a master Xkey
‘contained in a physically secure enclosure. Using these
keys'the recipient can compute the auﬁhentication code
which should correspond to the received message and
compare it with the received code, thus both checklng for

30 any unauthorised lnterference with the contents of the
message and confirming the identity of the purported
sender. |

At the receiving end, a system as described above could
35 only be compromised while being set up or through breach
of the enclosure which holds the master key - which can be
expected'to'be higﬁly secure. At the user level it can



_Gser to select (and re-select) his PIN.at will and for individual PINs to
be retained in utnost secrecy. The user then enters the conputed "response”
nunber into 20 the ternminal 1, where it is assenbled with the original
message, in binary form as the final autheptication code, and this nessage
plus "response"” is transmtted over the co ni cati ons network to the bank.
At the receiving station the bank hol ds cryptographi c keys corresponding to
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this system provi des a coded sgﬁna aipended to the nmessage which 1s
in the form ofof the gesexirRut ¥Riekpdhadrngdeprsndse ongding message itself.
o Thus this signal cannot successfully be removed from the

message and appended to another message since it will no
longer be appropriate and any such unauthorised action
15 would be detected by the recipient.

Even if an uqauthorised person were able to discover the
cryptogaphic key used in a terminal for computing the
initial MAC (KEY 1), this would not be sufficient to

20 . penetrate the system since any alteration to a message and
its corresponding MAC requires corresponding alteration of
the "response" which cannot successfully be accomplished
without access to or knowledge of the rightful user's KEY
2. In view of this it would even be possible for the

25 bank to give all its customers the same cryptographic key
for computing the initial MAC and yet still be assured
of a high level of security by virtue of the "response"
confirmation.

'30 In a modification, the initial MAC computed at the
terminal may be appended to the transmitted message as
well as the "response" number computed in the token.

This may be advantageous as it enables the correctness of
the actual message to be checked at the receiving station

35 by reference to the MAC by someone who does not need to
have any:information about the sender. The sender's
identity can be separately checked using the "response"



of the user but which élso depends on t-he nmessage itself. Thus this signal
cannot successfully be renoved fromthe nessage and appended to anot her
‘,essage since it will no | onger be appropriate and any such unaut hori sed
action 15 would be detected by the recipient. Even if an unauthorised
person were able to discover the cryptoGaphfc key used in a term nal for
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crypt ographic key (KEY 2), a procéess which nay be '



5 required e. g I n dealing networks as a nechani smto_guaranteethe——

'veracity'of the ' signatures" on transmtted nessages and to avoid the

fal sification of "signatures" by recipients. CLAI I\/Bmmlumm HML
secure nessage transm ssion froma term nal _apparatus t i ng
station in a 5 comuni cati ons system vwihi Th™i nvol ves appendlng to a
nmessage to be transmtted an authentication code the value of which depends
upon;‘bot h thedﬂﬂﬁmyatlon in the nessage and information representing the

i dent¥ty of tHe=Sefder, and wherein the authentication code is produced by
a 10 met hod conprising the steps of: conputing within the term nal
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W thin the nessage; issuing that code to sender ; ngu ILng a second

code from sai FeEmiNal AR 4§ﬁ§ﬁrﬁuF%WPF%pF%§§hYFH§ étFBEnPPt9 of 15
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held in the to en 1s unrg each 1 vi dual e system and
t hus representterminal apparatus a first code the value of whlch ‘depends
U upon the information within the message; issuing that

code to the sender; computing a second code from said

first code and information representing the identity of
15 the sender, within a token assigned to the sender and

which can be actuated to perform this computation only

upon recognition of a correct input indicative of the

authority of the sender; and entering said second code

into the terminal apparatus, that code or a derivative
20 'thereof constituting the authentication code.

2. A method according to claim 1 wherein the computation
of said first and second codes is dependent upon
respective cryptographic keyé held in the terminal

25 apparatus and token.

3. A method according to claim 2 wherein the

cryptographic key held in the token is unique for each

individual token in the system and thus représents the
30 identity of the corresponding sender.

4, A method according to any preceding claim wherein the
token is portable and in use completely structually
separate from the terminal apparatus.

35
S. A method according to any preceding claim wherein the
token can be activated to perform the computation of said



30 identity of the correspondi ng sender. 4. A net hod "according to any
" preceding claimwherein the token is portable and in use conpletely
structually separate fromthe term nal apparat us. _—
according to any precedi ng claimwherein the to tivated to
“performthe conputation of said 10 second co mmmamﬂﬁ |t|on of a
correct sender's personal identificatlon nber

met hod according to any one of claims 1~ t 4 5 wherein the token can e
activated to performthe conputation of said second code upon the -
recognition f r a t t )

A net hod acc%réﬁhgpf%ﬁ%%y pre?gaénpégﬁgﬁitgmﬁ 5%”% %Brﬂgﬁg (Lé code S
al so appende@ersanad m@gngﬁfxqatmomr@n@hﬁrteapugted Aomdtthod accordlng to
any preceding claimwhich conprises, at the receiving station, repeating

the 15 conput ati on of an authentication code from the recelved nmessage by
means repl i c&i ng& MetWH AR ILNGf EQaRRY BPRI REl CAgdMSatlud it t oken,

and conpay i ngzhtételautﬂtﬁéttﬂaeén Ofla 1§ Ol ébﬁivaeéﬂutgdp‘éﬂrtffbrfnhe;lﬁut henti cation
code recelved ern]% aut he t|c ti on of e celved
: ﬁéﬁh &9&9

nmessage and &P % |9 19 Heesehde § UPOR %e%%S%age-
transntsS|ondaunaattsﬁndeuﬂszhﬁmmatnsctpaaameneme1npmﬂbedu;cnfﬁ4on in a
comuni cations system substantially as herei nbefore 25 described with

reference to the acconpanyi ng draw ng. 10. Apparatus for secure nessage
transm ssion7.0 aA method according to any preceding claims wherein

10 said first code is also appended to the message to be
transmitted. '

8. A method according to any preceding'claim which
comprises, at the receiviné'statibn, repeating the

15 computation'of'an authentication code from the received
message by means replicating the computations of said
terminal apparatus and token, and comparing the
authentication code thus computed with the authenticatlon
code received, thereby to permlt authentication of the

20 received message and of the identity of the sender.

9. A method of secure message transmission from a
‘terminal apparatus to a remote receiving station in a \y/'
communications system, substantially as hereinbefore
25 described with reference to the accompanying drawing.

10.  Apparatus for secure message transmission to a
remote receiving station in a communications system, by a
method which involves appending to a message to be

30 transmitted an authentication code the value of which
depends upon both the information in the message and
information representing the identity of the sender,
comprising: a terminal apparatus adapted to compute a
first code the value of which depends upon the information

35 within the message and to issue that code to the sender;
and a token assigned to the sender which is adapted to
compute a second code from said first code and information



r‘ermt_e receiving. station in a conmunications system by a method which
i nvol ves appending to a nessage to be 30 transm tted—an aut hénti cati on

code the value of which depends upon both the informatj i ; ge
and information representing the identity of the sendihﬂmm!»!“ﬁ!‘ﬂpmna
term nal apparatus adapted to conpute a first code the% LOfn C
depends upon the information 35 w thin hg nessage and to issue that code
to the sender; and a token assigned to the sender which is adapted to
conpw# a second code fromsaid first code and information representing
the identity olfephesaaadag ane whie&][tiwdﬁtﬁié!s@ida@l; tan@ewhh Dem ?Qhﬁbe'
conput ation on upon r.ecognition of .a correct input indicative of the
authority of tﬂétégﬁggp;%Phgefgpﬁﬂhﬁh%ﬁnﬁﬂﬂﬁQE?ﬁﬂgﬁ)Qé#&mf%ﬁ%pted 5 to
recei ve sai d seecognibienand apperdeictati npade imdixcakive ao0f vehé hautbbdrivy
t he nessage as.gajf.a i,cathan ahl. g¥§gu t i n aim
10 and ada tedotﬁo\:ﬁs glaggrg%:érmtt!tlpl%e t%eﬁﬁ'&c?&ofapapny oneélo %?gtf}?rgg ?gégtgh
to receive said second code and append that code or a

derivative thereof to the message as said authentication
code.

11. Apparatus according to claim 10 and adapted to
10 perform the method of any one of claims 2 to 9.




