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1 ELECTRONI C MONEY SYSTEM AND ELECTRONI C MONEY TERM NAL BACKGROUND COF THE
INVENTION 1. Field of the Invention The present invention relates.to

el ectronic noney systens and to electronic noney termnals, and the
present invention can be applied to, for exanple, electronic noney

systens using contactless IC cards. Wien it is inpossible to conplete .
communi cation to a nanagenent center within a predeterm ned period of

time, the communication is term nated indistinguishably froma case in

whi ch the comunication to the management center is conpleted.

Al ternatively, by switching an operation node, uploadi ng and downl oadi ng
are perforned using a predeterm ned portable termnal unit in place of a

conmruni caty i I t.d iffic ' t gui red for
procesaluf#ﬁgé%g %Mﬁgg%%u%*igﬁgo%N¢iﬁ%ﬁctggggégkﬁﬁg?sﬁﬁéﬁﬁgé d based on
data possessed up until that tine. Therefore, when a line ‘connected to

t he managenent center has a malfunction, it is possible to perform

appr opgACkErGERE €5F1 PPE| PSRk goRf the malfunction. 2. Description of the
Rel ated Art Hitherto, electronic noney systens using portable information

termnal s pg gdbgfusgéslgggngxgglable for use in sonme areas. In this type
of system electronic nmoney I's

The present invention relates to electronic money

systems and to electronic money terminals, and the present
invention can be applied to, for example, electronic money
systems using contactless IC cards. When it is impossible
to complete communication to a management center within a
predetermined period of time, the communication is
terminated indistinguishably from a case in which the
communication to the management center is completed.
Alternatively, by switching an operation mode, uploading. and
downloading are performed using a predetermined portable
terminal unit in place of a communication line. When it is
difficult to obtain data required for processing through a
commﬁnication line, processing is berformed based on data
possessed up until that time. Therefore, when a line
-connécted to the management csnte£ has a malfunction, it is
possible to perform appropriate processing in spite of the
malfunctidn.
2. Description of the Related Art

Hitherto, electronic money systems using portable

information terminals held by users are available for use in

. some areas. In this type of system, electronic money is
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recorded on an I1C card, that is, a portable information term nal, and when
maki ng a paynent using the electronic noney, the record on the IC card is
updated by a terminal at a store, thus subtracting the paynment amount from
the electronic noney on the IC card. The store termnal directly

comuni cates the paynment by the IC card to a managenent center, or the
store term nal records the paynent by the IC card and then comruni cates

t he paynent to the nmanagenent center. The paynent is settled by the
managenent  center. Concerning |IC capds used in these el ectroni c noney
~systens, contact |IC cards configured to be accessed by electrical
connection through a contact and contactless IC cards configured to be
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directly communicates the payment by the IC card to a
management center, or the store terminal records the payment
by the IC card and then communicates the payment to the
management center. The payment is setfled by the management
center.

Concerning IC cards used in these electronic money
systems, contact'IC cards configured to be accessed by
electrical connection through a contact and contactless IC
cards configured to be accessed contactlessly such as by
antenna coupling are available for use.

Among these IC cards, when a contactless IC card using
antenna coupling is held near a reader/writer, which is a
dedicated access unit, a ﬁadio-frequency signal transmitted
from the reader/writer is induced in the'éntenna of the IC
card, and the IC card is activated by power generated by the
radio-frequency signal. In_response to commands input |
through the radio-frequency signal from the reader/writer,
the IC card transmits data stored in a memory thereof to the
reader/writer. Using data output from the reader/writer,

the content of the memory is updated.




iy

R - Sl a2 A a1 R

Contactless I C cards provide higher reliability conpared with contact IC
cards since the fornmer are contactless. In electronic noney systens, a
store termnal may record, for exanple, paynents nade by IC cards in a
hard disk drive or the |ike and nay store the data. The store - term na
may batch transmt the recorded data to the nmanagenent center through
public lines such as telephone lines. In the case of uploading such data

~concerning paynents, a line may have a mal function. Specifically, it my

require an extrenely long period ofstine to upload data due to the high
line traffic. Furthernore, it may be difficult to establish a connection
to the nmanagenent center. In such cases, when a salesclerk perforns

upl oadi ng q%ﬁé ese data_after _business hours and wajts for the conpletion

of the upl oadt hYChETDT el GoF A RORESVLitiReRsgPEEcFRLkaRAY ISt be able to go

hone. A tQre.that s op 24 hours a day, ocessi ng of paynents by
eIectr8%P§a§%§ng§ESeﬁ8§t?8%f§EICBE nE;Pﬁea%ﬁFb&érFEFhi dedicated to

perforpLpng. uphgading. In this type of system various data are encrypted
and thenfransnmfted/received. In view of preventing key data |eakage, a

term nal ey de) 4 £4des SOALY Lpycabd UNERorROYBLmiRal RAGY Of f- 1N such

a case, the termnal accesses --=---- -- - -----------
" record, for example, payments made by IC cards in a hard

disk drive or the like and may store the data. The store
terminal may batch trénsmit the recorded data to the
management center through public lines such as telephone
lines.

In the case of upleading such data concerning payments,
a line may have a.malfunction.

Specifically, it may réquire an extremely long period
of time to upload data due to the high line traffic.
Fﬁrthermore, it may be difficult to establish a connection

to the management center. In such cases, when a salesclerk
~performs uploading of these data after business hours and
waits for the completion of the uploading befofe going home,
the salesclerk may not be able to go home. ‘At a store that
is open 24 hours a day, processing of payments'by electronic
money tends to fall behind in a store terﬁinal dedicated to
performing uploading.

In this type of system, wvarious data'are encrypted and
then transmittéd/received. In view of ?reventing'key data
leakage, a terminal may delete the stored key data when

power is turned off. In such a case, the terminal accesses
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4 the managenent center when power is turned on and obtains new key data.
When the systemis configured in this manner, and when a line has a _
mal functi on as descri bed above, it beconmes difficult to obtain key data or
it requires a long period of tinme to obtain key data. In this way, the
store termnal has difficulty in executing processing concerning

el ectronic noney. SUWARY OF THE | NVENTI ON Accordingly, it is an object of
the present invention to provide an el ectronic noney systemand an
electronic noney termnal for perfogning appropriate processing when a

| ine connected to a nanagenent center has a malfunction. According to an
aspect of the present invention, an electronic noney systemis provided
includgﬁg an electronic _noney term nal for updating the amount of

el ect r ont ¢ ORSTSTh GePbFT aBleR ePREEF o c tHEPPEe ORh &R IsPBERLNE val ue of

t he -ehggéﬁg i@ ppney. The el ectronic noney term nal includes a recorder
for recor |ng fie Updating of the electronic noney. The el ectronic noney

systen1fLwtﬁﬁgﬁiﬁﬁé;gygkéhrggmgg%$é§u¥ggciﬁo {%&#%%EQE?Q u q§$%%{ggord foh

t he updating 4 anount™ of erectron (
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i ncludes a conmunicating unit for batch communrcating a FI_
difficult to obtain key data or it requires a long period of
time to obtain key data. In this way, the store terminal

has difficulty in executing processing concerning electronic

money.

SUMMARY OF THE INVENTION
Accordingly, it is an object of the present invention
to provide an electronic money system and an electronic
money terminal for performing appropriate processing when a
line connected to a management center has a malfunction.
According to an aspect of the pPresent invention, an
7electronic money system is provided including an electronic
-money terminal for updating the amount of electronic money
iﬁ a portable electronic device that stores a value of the
_electronic money. The electronic money terﬁinal includes a
recorder for recording the updating of the electronic money.
The electronic money system further includes a management
section to which an upﬁate record for fhe updating of the
‘amount of the electronic money is communicated through a
communication line. The electronic money terminal further

includes a communicating unit for batch communicating a

—
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s- plurality of update records recorded in the recorder to the nmanagenent
section and a termnating unit for termnating the communication to the
managenent section indistinguishably froma case in which the

conmuni cation to the managenent section is conpleted within a
predeterm ned period when the conmunication is not conpleted within the
predeterm ned period. According to another aspect of the present invention,
an el ectronic noney transaction processing nethod is provided including a
recording step of recording the updating of the anmount of el ectronic noney
in arecording unit of an electronic noney termnal. In a comunicating
step, a plurality of update records recorded in the recording unit is

o BT ER 58, bRat RORSHRRRR, rRERHAR, thﬁf%?&ﬁggg@%‘%“%ﬁ?tﬁeﬁﬂ B
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conpleted Wwthin a predetérm ned perio to the

ManageqRat c8fkih 8at $oR%LoCOAR! fLED e m%BQ'QeEQ% oy edetermined period. 1n
t he conmuni cating step, a predeternlne screen i splay nmay be provided. In

the teiAtinatingustRAbIYNERoLNE cEQBTMYAI Gal AN the E%ﬁm%&%%ec%’i'} ection is
not conpleted wthin the predeterm ned period, the same screen display nay
be provhdedansgéhantpseutded LB 80fpIBtbA Wﬁhﬁﬂntﬁepredetermlned
period when the communication is not completed within the
predetermined period.
| According to another aspect of the present invention,
an electronic money transaction processing method is
provided including a recording step of recording the
updating of the amount of electronic money in a recording
unit of an electronic money terminal. In a communicating
step, a.plurality of update records recorded in the
recording unit is batch communicated to a management section
through a communication line. In a terminating step, the
communication to the management section is terminated
indistinguishably from a case in which the communication is
completed within a predetermined period when the
communication to the management section is not completed
within the predetermined period.
In'the communicating step, a predetermined screen
display may be provided. In the terminating step, when the
_communication to the management section is not completed
within the predetermined period, the same screen display may

be provided as that provided in a case in which the
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6 conmmunication is conpleted wthin the predeterm ned period. Wen the
comuni cation is not conpleted within the predeterm ned peri.od, the update
records may be upl oaded by the managenent section by accessing the

el ectronic noney termnal. According to another aspect of the present
invention, an electronic noney termnal is provided including an updating
unit for updating the anmount of electronic noney recorded in a portable

el ectroni c device. A conmunicating unit conmunicates the updating of the
amount of the electronic noney to-asnmanagenent section-through a

comuni cation line. A switching unit switches between the comunication of
t he updating of the anount of the electronic noney through the

e updating of o ough the
roney T aeneert % 00, SR PR BhED Rorhi Rt e R B AP stpériﬁ ther aspect

nmoney in a por Onr ¢ non

of the presgnin IWEMdifhn: At &LCLL AL TORSY.LEA T, L ovi ded

i ncluding an updating unit updat i ng mount o e?ec Foni ¢ noney

recor geekddk SriPid Abher £6&Ct {04 &p§§¥509e?&§9m&gecg ﬁﬂoaaeht by

communi cates the updating of the anount o iC noney-to a
nanagement msesdmdn £ QU8R b§ 0IBYBLEE 8L ORI Q@ecépoﬁﬁga}thQ uni t

obt ai ns, through the comrunication line, at |east the data r qui red for
electrtﬂmmammney processing. A switching unit sw tches
~According to another aspect of the present invention,

an electronic money terminal is provided including an
updating unit for updating the amount of electronic money
recorded in a portable electronic device. A communicating
unit communicates the updating of the amount of the
electronic money to a management section. through a
communication line. A switching unit switches between the
communication of the updating of the amount of the
electronic mcney through the communication line and the
recording of the updatiﬁg of the electronic money in a
portable electronic money terminal.

According to another aspect of the prééent invention,
an electronic money terminal is provided including an
updating unit for updating the amount of electronic money
recorded in a portable electronic device. A communicating
unit communicates the updating of fhe amount of the

| electronic money to a management section through a
communication line. An obtaining unit obtains, througﬁ the
communication line, at least the data reguired for

electronic money processing. A switching unit switches
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7 _ between the obtaining of the data through the communication 1|ine and
the obtaining of the data required for electronic noney processing using a
portabl e electronic noney terminal. The data required for el ectronic noney
processing may include data on invalid portable el ectronic devices. The
data required for electronic noney processing nmay include key data
required to communi cate the updating of the electronic noney to the
managenent section. According to another aspect of the present invention,
an el ectroni c noney transaction procegssing nethod is provided including a
determ ning step of conparing a paynent anmount with the anount of credited
el ectronic nmoney and determning whether the amount of the credited

I ffi |
or ovi arng STyt RS0 B oFhE B8 FRBCHET b oG 03E8s et ¢ ne
payment ; AgoLN @ﬁgeﬁ@?é?lﬂgﬁng;sgh{ﬁg aglagng aftir 8B ol SeRERYLERE al | ol ng

execut1 on and cance paynen ransac I on usi ng Pﬁg el ectronic

nmoney. &P’ Qfé@eé&ﬁﬁ'%@fﬁ%aépﬁﬁ%%léhél%‘égSgEc' Hféﬁgi& ‘BQrma 1e' ectronic

noney transacti on processin provi I'nc erm ni ng

step of conpay iR RYIBEAG @@%eaﬁ&i@e{n&f@y%&éeg el ectronic
money and determ ning whether the amount of the credited oni ¢ noney

i s sufifh€lens &&t@adntﬁﬁv@ﬁﬂﬁﬁﬁ&rﬁﬂﬁygteléBtﬁoﬁEEth@glcékep, mhen it is
determned in the determining step that the

The data required for electronic money processing may
include key data reguired to communicate the updating of the
electronic money to the management section.

According to another aspect of the present invention,
an electronic money transaction processing method is
provided including a determining step of comparing a payment
amount with the amount of credited electronic money and
determining whether the amount of the credited electronic
money is sufficient to pay the payment amount. In a menu
providing step, when it is determined in the determining
step that the payment amount exceeds the credited amoﬁnt, a
menu is provided allowing execution and-cancellation of the
payment transaction using the electronic money.

" According to another aspect of the present invention,
an electronic MOney transaction processing method ié |
provided incliluding a determining step of comparing a pa?ment
amount with the amount of credited electronic money and
determining whether the amount of the credited electronic
money is sufficient to pay the payment amoﬁnt. In a setting

step, when it is determined in the determining step that the




a_ paynent anount exceeds the credited ampunt, an anmpunt to be paid using

the electronic noney is set in accordance with paynent terns. In an
updating step, the anpunt to be paid using the electronic noney, which has
been set in the setting step, is subtracted fromthe credited anount. The
paynent terns include terns allow ng the giving of change in preset '
currency units. The anmount to be paid wusing . the electronic noney may be
obt ai ned by rounding down the anobunt of the electronic noney to a preset
currency unit. The paynment ternms maygi aclude terns allowing a

predeterm ned input unit to input the anount to be paid wusing the

el ectroni ¢ noney. According t o anot her aspect of the present invention, an

| ectroni X esent i nvent
it PReheREr Tt aPos2hean. PhRCERRy o amBnte ahodbPbRic Bobce that
oL or eopRLHALUEn DT AL OCILOPLGns HORSK o,uptate thhecanount, of Lhe el ectronic
noney ni ca P esponse to comruni (I:Iatl g omt he

por t abpgvRLEE! £ORE . dethsntﬂgaa£99 ue@ag'nghgsaﬁeﬂnkekgdbe Laggupdating of

the el éctronic noney is conmuhrcate management sectio managi ng
the updathgoteE EhectBLRELT ABhEYORBY ch! Rad Béﬁﬂngeknihr%ﬁk'ng step,

subsequent to the first instructing step, the updating of the electronic
noney gsaytibg sHshH! ucteguvhenctbe eebnl ehborrefiitha Hpdahikng is not

The paymeqt terms include terms allowing the giving of
‘change in preset currency units. The amount to be paid
using the electronic money may be obtained by‘rounding down
the amounf of the electronic money to a preset currency unit.

The payment terms may include terms allowing a
predetermined input unit to input thé amount to be paid
using the electronic money.

According to another aspect of the preSent invention,
an electronic money transaction processing method is'
provided including a first instructing step of iﬁstructing a
portable electronic device that stores a value of electronic
money to update the amount of the electronic money. In a
communicating step, in respohse to communication from the
portable electronic device that the updating is completed,
the updating of the electronic money is cémmunicated to a
management section for managing the updating of the
electronic money.

In a second instructing step, subseguent to the firsf
instructing step, the updating of the electronic monéy may

be instructed when the completion of the updating is not
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9 communicated fromthe portable el ectronic device. According to another
aspect of the present invention, an electronic noney transaction
processing nethod is provided including an updating step of updating the
anount of electronic noney stored in a portable electronic device that
stores a value of the electronic noney. In a conmunicating step, the
updating of the electronic noney is comunicated to a nanagenent section.
In a canceling step, the updating of the amobunt of the el ectronic noney
and the comunication of the updatigg_of the electronic noney to the
managenent section are cancel ed by a predeterm ned operation. The canceling
of the processing by the predeterm ned operation may be accepted until the
portable electronic device is instructed to update the amount of the

el ect r SATRURLBREGY FRemchieePPREabBLet RéCFiEEEBASI A§VBYethe predet er ni ned
operation q§¥ noj . be aceggged within the period fromthe time at which the
port abl e el&EPTHY dedi TPTRET RePect Ff the uprasent ntnusdthof t he

el ectropic,nmopey to the ti at nich_the conpl eti f .the updating is
connungga?%%CP¥% Ctﬂ%nﬁ%r?§BP868¥€8Pr8ﬁP8688398e933ﬁ8ﬁ tfe conpl etion of

t he L i - icated. .the updating.of the.electronic _noney can be
comun ggﬁégg?of?ﬁggﬁgﬁgggﬁeﬁPdgg%? oﬁgeguggeaﬁéﬁgng %h& 88REB M ation of
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cash. According to another aspect o e present Inve
that stores a value of the electronic money. 1In a

communicating step, the updating of the electronic money is
communicated to a management section. In a canceling step,
the updating of the amount of the electronic money and the
communication of the updating of the electronic money to the
manadgement section are canceled by a predetermined operation.
The canceling of the processing by the predetermined
operation may be accepted until the portable electronic
device is instructed to update the amount of the electronic
'money. " The canceling of the processing by the predetermined
'Qperation may not be accepted within the‘period,from the
time at which the portable electronic device is instructed
to update the amount of the electronic money to the time'at
which the completion of the updating is commﬁnicated from
the portéble electronic device.r When the completidn of the
updating is communicated, the updating of the electronic
money caﬁ-be communicated to the management Section.
Subéequent to the cancellation of making a‘péyment
using the electronic money, the payment can be made by cash.

According to another aspect of the present invention,




B 10 an el ectronic noney transacti on processi ng net hod

is provided including an updating step of subtracting part of a paynent
anount froma portable electronic device that stores a value of electronic
noney and updating the anount of the electronic noney stored in the
portable el ectronic device. |In a comunicating step, the partially-paid
anopunt is communicated to an external unit.- Alternatively, the anount
partially paid using the electronic noney is subtracted from the paynent
anount, and the outstandi ng anount_ i;§ .comunicated to the external unit.
The paynment anount may be obtained fromthe external unit. The external
unit may include a cash accounting machine. |In the updating step, the ful
amount _of the electronic noney stored in the portable el ectronic device
may be?Bs8YeCtEOPLY PABCENBLANSRETAETPRFACESIAG St Metardctsoni ¢ noney. In
t he updating ste e _anount f the electronic. noney in the portable

el ect rBhPE- g%é gbhﬁglﬁg paeP 3t18ﬁd5t85dﬁfeSpﬁﬁéﬁﬁﬁﬂp§hpﬁﬁ$
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is term nate nd|s I nguls roma
electronic money stored in the portable electronic device.

In a communicating step, the partially-paid amount is
gommunicated to an external unit; Alternatively, the amount
partially paid using the electronic money is subtracted from
the payment amount, and the outstanding amount is
communicated to the external unit.

The payment amount may be obtained from the external
unit. .

The external unit may include a cash accounting machine.

In the updating step, the full amount of the electronic
meney stored in the portable electronic device may be used
to pay the amount to be paid using the electronic money.

"In the updating step, the amount of the electronic
money in the portable electronic device may be updated, and
‘update information may be communicated to a.management
section._

According to the present invention, when it is
impossible to complete commuﬁicatibn to a management section
within a predetefmined period, the communication to the

. management section.is terminated indistinguishably from.a

case in which the communication to the management section is
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case in which the communication to the managenent section is - 11
conpleted within the predeterm ned period. Alternatively, by switching an
operation node, a predeternined portable termnal unit is used instead of
a communi cation line to upload and downl oad data. Wien it is difficult to
obtain data required for processing through a communication |ine,
processing is perfornmed based on data possessed up until that tine.
Therefore, when a line connected to the managenent section has a

mal function, it is possible to perfiqrm appropriate processing in spite of
the mal function. BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is a bl ock

di agram of an el ectronic noney system according to an enbodi nent of the
present invention; Fi is a_perspective view of a store termnal in the

Fig. 2 . . .

el ect r oATR %%%yms’;}%%lgnF%ﬁoRﬁEﬁﬁtPFf@.ln@si PRgiogd i sAdtErackigedgram of the
store terninfl in the elecgronic anne% s%sten1shqmn in If_i%P 1, Figs. 4A
and 4BPRrBYPTERIRT IR OPCERELPRYMECP eefis PEPISLRETILS e POELAPAE shown i n
Fig. 3;_Fi is.a flowhart showi.ng_a_process.for perfqormn a
ronsabeininal; whi P bt HEPE tashet 9enahomRTRLs Rk BR ulg? B8 %,
fl owc owl 1g- Lr i te bsequent,.t.a.the flowhart shown in
Fi g. 2?5%$§& %ﬁ€$d§?§¥§§§h§$F§éhg§P%§ %?oggséﬁﬁélgPéﬁstosﬁgggﬁaent to the
flowchgstss 1+8a H8r frocessing through a communication line,

-processing is performed based on data possessed up until

that time.” Therefore, when a line connected to the

management section has a malfuncticon, it is possible to

perform appropriate processing in spite of the malfunction.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of an electronic money system
according to an embodiment of the present invention:

Fig. 2 is a perspective view ofra store fterminal in the
electronic money system shown in Fig. 1;

Fig. 3 is a block diagram of the store terminal in the
electronic money»sfstem shown in Fig. 1;

Figs. 4A and 4B are plan views of display_screens of
the store terminal shown in Fig. 3:

Fig. 5 is a flowchart showing'a process for performing
a transaction uSing the stére terﬁinal shown in Fig. 3;

Fig. 6 is a flowchart showing processing steps
subsequent to the flowchart shown in Fig. 5;

Fig. 7 is a flowchart showinglprocessing steps

subsequent to the flowchart shown in Fig. 6;:
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12 Fig. 8is atine chart for describing data exchange between the store
termnal shown in Fig. 3 and an IC card; Figs. 9A and 9B are plan views of
di splay screens of the store termnal shown in Fig. 3 when there are
insufficient funds available to conplete a paynent; Fig. 10 is a flowhart
showi ng a process for performng a transaction using the store term nal
shown in Fig. 3 in cooperation with a point-of-sales (POS) register; Fig.
11 is a flowchart show ng processing steps subsequent to the flowhart
shown in Fig. 10; Fig. 12 is a flawghart show ng processing steps
subsequent to the flowhart shown in Fig. 11; Fig. 13 is a flowhart

showi ng a process for totaling up paynents using the store term nal -shown

in Fig 4 is a flowhart show.n rocessing steps subsequent to
chd s vgt Fe

t he flomch V&F|?1¥3TF q%artlgorlge Lopprgnds mﬁ%Fhéna?splay screen

f th f th t | i ng- Fi 16
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douni oading 10y a2 2 EPT é?%feélﬁl“?%%ff% & T e RRRERS SEnown i n Fig.
S Fi GondBol 58 Ebeyehar | oABgN 80 PLGCCSShAL,SLRRS, Syfisequent to the

fl owmchart shown
insufficient funds available to complete a payment;

Fig. 10 is a flowchart showing a process for performing
a transaction using the store terminal shown in Fig. 3 in
cooperation with a point-of-sales (POS) register;

Fig. 11 is a flowchart showing processing steps
subsequent to the flowchart shown in Fig. 10;

Fig. 12 is a flowchaﬁt showing processing steps
subsequent to the flowchart shown in Fig. 11;

| Fig. 13 is a flowchart showing a process for totaling
up payments using the store terminal shown in Fig. 3;

Fig. 14 is a flowchart showing processing steps
subsequent to the flowchart shown in Fig. 13;

Fig. 15 is a plan view of a display screen of the store
terminal 3 pe:forming the totaling-up processing;

Fig. 16 is a plan view of a display screen of the store
terminal 3 performing the uploading of data;

Fig. 17 is a flowchart showing a process for
downloadiﬁg key data and the like using the store terminal 3
shown in Fig. 3:

Fig. 18 is a flowchart showing processing steps

subsequent to the flowchart shown in Fig. 17: and




13 Fig. 19 is a block diagramof the electronic noney system shown in Fig.
1 in which a portable termnal is used to upload and downl oad data..
DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS The present invention wll be
understood fromthe follow ng description of the preferred enbodi nents
with reference to the acconpanying drawi ngs. (1) Overall configuration of
el ectronic noney systemFig. 1 is a block diagram of an el ectronic noney
system according to an enbodi nent of the present invention. An electronic
money system 1 uses contactless IC gards 2A to 2X. The el ectroni ¢ noney
system 1 uses a closed |oop systemin which a nanagenent center 3 perforns
centralized control of -the use.of the IC cards 2A to 2X held by users. The -
el ectroni c _nmoney system.1 is forned by connecting a mnanagenent server 5
provi ded at ‘t9re IansySmhio Cei@Izen oF \Hig o‘iﬂse‘g@%?% BRPYo termnal s

t hrough_net works NT1 d 2. forned of |eased lines and_public Lines, a
Fout o1 7S CalERTHD 7 WSy ol (o B BCRr BrP e hoRLy Cotroliet Ldabgen

comuny i a the termnals, the servers, and the like is perforned
usingngﬁgé%%§%%n Wﬁg%%wé%ﬁﬁ%gé? ?ély uses a system key shared anong units
within the el ectronic noney system11, 14 nutual authentication keys used
“to verify nutual '

DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention will be understood from the

following description of the preferred embodiménts with

reference to the accompanying drawings.

(1) Overall configuration of electronic money system

Fig. 1 is a bleck diagram of an electronic money system
according to an embodimenf of the present invention. An
electronic money system 1 uses contactless IC cards 2A to 2X.
The electronic money system 1 uses a clesed loop system in
which a management center.S perfo;ms centralized control of
the use of the IC cards 2A to 2¥X held by users. The
electronic money system 1 is formed by connecting a
management server 5 provided at the management center 3 to
various servers and to terminals thiough networks NT1 and
"NT2 formed of leased lines and public lines, a router 4, and
the like.

in the electronic mbﬁey_system 1, data communication
among the terminals, the servers, and the like is performed
using encryption which approériately uses a system key

shared among units within the electronic money system 1,
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aut hentication anong units, a verification key used to confirma signature
of a data source, and the like. A description of the encryption processing
is omtted hereinafter in order to sinplify the description. Anong these
servers and the termnals, an issuing termnal 6-is provided at, for
exanple, a window of a predetermned IC card issuing entity or the like
and perforns issuing processing of the I1C cards 2A to 2X. Specifically,
the issuing terninal 6 is always online- connected to the nanagenent center
3 during business hours and gai ns -agagess to the I1C card 2A using a
reader/witer (R'W 6A in accordance with data exchanged with the
managenent center 3. In doing so, the issuing termnal 6 reserves a nenory

in.the IC (2A, _which | ired f ing electronic
woncy, MARUET o0t AR kAGAHLPE. ROREn potor o SRR B P ial The end of wi ndow

transact i i ke, the.iLssuing termnal. 6 del etes ata which can be
uti|iz%%£$§$t$%?%£§?l§m$% uPﬁﬁ£§heaI%95%?&cagﬁ?nt Sydgfgdiggluding key data
used t nge i.Lh_-the a c e 1gd _key.,data used to
exchanﬁ%ﬁﬁg%@ gmftﬂﬁgﬁgk%c9€a$ddgg? ??gﬁ??hegﬁécéPé ?%ﬂgﬁ i At er nal

recordessox Ih soR' g¥eths Lhbegatibrakage.at bhese dgiaapd ensures the

security of the system wer turne n at the begi nning of w ndow
- 15 hereinafter in order to simplify the description.

Among these servers and the terminals, an issuing

terminal 6-is provided at, for example, a window of a
predetermined IC card issuing entity or the like and

performs issuing processing of the IC cards 2A to 2X.
Specifically, the issuing terminal 6 is always online-
connected to the management center 3 during business hours
and gains access to the IC card 2A using a reader/writer
{R/W) 6A in accordance with data exchanged with the
management ceﬁter 3. In doing so, the issuing terminal 6
reserves a memory space in the IC card 23, Whicﬁ is required |
for processing electronic money, and records key data.

When power is turned off at the end of window

transactions or the like, the issuing terminal 6 deletes
data which can be utilized for illegally issuing the IC card

2A, the data including key data used to exchange data with

the management-centerla and key data used to exchange data
with the IC card 2A, from the record in an internal recorder.
This prevents illegal leakage of these data and ensures the
security of the system. | |

© When power is turned on at the beginning of window
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transactions or the like, the issuing terminal 6 reserves a |ine to the
managenent center 3 and downl oads the data, which are del eted when power
is turned off, fromthe nmanagenment center 3. The issuing termnal 6
perfornms IC card issuing processing for the day using the downl oaded

data. A crediting termnal 7 is provided at a financial institution or the
| i ke and perforns processing to charge the IC card 2B with electronic
money. Specifically, the crediting terminal 7 is of substantially the sane
shape as an automatic cash dispen§¢gspyovided at a financial institution
or the like. The crediting term nal gains access to the IC card 2B using
a reader/writer 7A in accordance with data exchanged with a bank network 8
which operates in response to user operation. In doing so, the crediting.
t er mi nEFaspetdPds eretheohiibenohiby dssthad Cecaridal?2B, rwisiectveiss adrawn on a
user's_account. The crediting of the electronic noney to the IC card 2B is
comunt-éBtelobyhet RanggedrpingepErni Rapn? devnieadsnagemsiatacent er 3.. When
power is. turned off at the end of window transactions or the like, the
credi t VRGCReRRPNGP Lot ad| whes Paues dFi CHTREE BETut ErPFedbror illegal |y
using the IC card 2A, the data including key data used to exchange data
with Tﬂgagﬁﬂﬁn%eFﬁBFﬁr83andigylﬂﬁFéangﬁrpéné}cﬁaﬁ&éfﬁﬁFﬁ Wth the IC

~card 2B, gnd data which prevents the illecal use of 16 1 dca

data.

A crediting terminal 7 ié provided at a financial
institution or the like and performs processing to charge
the IC card 2B with electronic money. Specifically, the
crediting terminal 7 is of substantially the same shape as
an automatic cash dispenser provided at a financial
institution or the like. The crediting terminal 7 gains
access to the IC card 2B using a reader/writer 7A in
accordance with data exchanged with a bank network 8 which
cperates in response to uéer~operation, Iﬁ doing so, the
crediting terminal 7 records electronic money on the IC card
2B, which is drawn on a user's account. The creditihg of
the electronic money to the IC card 2B is commuﬁicated.by
the crediting terminal 7 to the management center 3.

| When power.is turned off at the end of window
transactions or the like, the crediting terminal 7 deletes
data which may be utilized for illegally using the IC card
2A, the data includiﬁg key data used to exchange data with
the bank network 8 and key data used to exchange datarwith

the IC card 2B, and data which prevents the illegal use of
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| C cards, such as an invalidity |ist described below, from the record in
an internal recorder. This prevents illegal |eakage of these data and
ensures the security of the system Wen power is turned on at the

begi nni ng of window transactions or the like, the crediting termnal 7
reserves a line to the managenent center 3 and downl oads the data, which
are del eted when power is turned off, fromthe nmanagenent center 3. The
crediting termnal 7 perforns crediting processing for the day using the

‘downl oaded data. \Wen downl oading the data, the crediting termnal 7

obtains an invalidity list, which is alist of IC cards which are

prohi bited from being used. The crediting termnal 7 perforns the
crediting processing for the day in accordance with the invalidity list.
Wien t he Ferégr dspeh esnedr hihglifé ter ddisti dgsicsibed beddw.n v i nval i dity
list, _ the crediting termnal 7 cancels the crediting processing and
comunie8t 88CPRfls IR oaf hénhBRBGENERECEERTer FRiA PEEVENtsr dildsigad i s

provi ded_at eac fore to which the electronic nmoney system1l1 is applied
and prg%8§§%§ ogagﬂ%ﬁFsdﬁEPnanél@EFPBﬁFctﬁﬁnéﬁ?“Fﬁtﬁé§§gﬁ§@ Y SH$8r-at i on

by a sal escgl.erk or the like, the store termnal 9 gains  access to the IC
card 2C usicdr%e% 9%“5%‘%r1/%1f‘ilé?e‘gA°Ién%{ %%tg]ﬁg%gn%ﬂg Bhy Rt ¥nount from the

Fecor derefRaBE R or Ba F1RE GBS PERME "ABdey SO TRY ToTeRFd Foand 17
a line to the management center 3 and downloads the data,
which are ‘deleted when power is turned off, from the
management center 3. The crediting terminal 7 performs
crediting processing for the day using the downloaded data.
When downloading the data, the crediting terminal 7
obtains an invalidity 1list, which ig a list of IC cards
which are prohibited from being used. The crediting
terminal 7 performs the crediting processing for the day in
accordance with the invalidity list. When the IC.card 2B
‘concerning the crediting.is included in the invalidity list,
the crediting terminal 7 cancels the crediting brocessing
and communicates this tO-thermanagement center 3.7
A store terminal 9 is provided at each store to which
_the electronic money system 1 is applied and processes |
payments using electronic money. In response to operation
by a saleSclerklor the like, the store terminal 9 gains
access to the IC card 2C usiﬁg a reader/writer 9A and
subtracts the payment amount from the electronic money on

the IC card 2C. In addition, the store terminal 9 records

the payment using the electronic money on the IC card 2 and
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communi cates the paynment record to the managenent center 3 at a
predeterm ned tine. The paynent record includes the identification code of
the IC card concerning the electronic noney, the paynent anount, the
paynent date, and the like. Paynent records are -arranged into a database
and are recorded at the store term nal 9. \Wen updating the anount of

el ectronic noney in this manner, the store termnal 9 refers to the
invalidity list issued by the nmanagenent center 3. If the IC card 2C
concerning the payment is included ijn the invalidity list, the store

term nal 9 cancels the paynent procéssing. Furthernore, the store term nal
9 records a series of these processes and communi cates, to the nanagenent
center 3, these processes in addition to the record of payment using

el ect rePMBURPPRYES AR r@aTeenbnieAgrdnthi ihe maDagemehX ventelotdt | ed
drinks desired bg users_in accordance with user operations. The automatic
vendi iyt At #éetaamiaed 19dmeyai nThe cea¥mes tt Kecordspactindes| Cheards 2D to
2X usijpg respective internal reader/witers in accordance with user
oper at TGt L reRde tPe PR ptt FREdafiBhReERpRBCKBSeg By tERBLGSers from

t he e“ggtroniq%nnng%Pon the IC cards 2D to 2X_ Furthernore,. _the automatic
vendi g Wethi S PAIRERE 13BCYREor BREhBEVRELG datPec PN ECBARS by t he

Lo Prtdfen  FEUR LIt &2 a00eq OTHL *8hERpA0E°8n50GR0% 1O an
recorded at the store terminal 9.

When updating the amount of electronic money in this
manner, the store terminal 9 refers to the invalidity list
issued by the management center 3. If the IC card 2C
concerning the payment is included in the invalidity list,
the store terminal 9 cancels the payment processing.
Furthermore, the store terminal 9 records a series of these
processes and communicates, to the management center 3,
these processes in addition to the record of payment using
electronic money. |

Automatic vending machines 11D to 11X vend bottled
drinks desired by users in aqcordance with user operations.
The automatic vending machines 11D to 11X gain access to the
respective IC cafds-ZD to 2X using respective internal
reader/writers in accordance with user operations and |
subtract the respective amounts pufchased by the users from
the electroﬁic money on the IC cards 2D to.2X. Furthermore,
the automatic vending machines 11D to 11X record the use of
electronic money by the respective IC cards 2D to 2X and

communicates these records to an automatic vending machine
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server 10. \When updating the amount of electronic noney in this manner,
the automatic vending machines 11D to 11X refer to the invalidity |ist

i ssued by the managenent center 3. If the IC card 2C concerning the
paynent is included in the invalidity list, the paynent processing is
cancel l ed. The automatic vendi ng machi ne server 10 records the use of

el ectronic noney at the automatic vending machines 11D to 11X and
comuni cates these records to the nanagenent center 3 at a predeterm ned
time. Specifically, using wireless jgonmunication with the automatic
vendi ng nmachines 11D to 11X, the automatic vendi ng nachi ne server 10
records paynents nade by el ectronic noney at the automatic vending
machines 11D to 11X and batch conmuni cates the use of electronic noney at
t he aut®FBeFcl¥endi ng nachines 11D to 11X to the nmanagenent center 3. \Wen
communi cating data to the managenent center 3, the automatic vending
machi ne ser 1Pl ot RPEMY aPF BHSCTFRLIGMORSY MM BBl 8s t he

d | oaded i | i di | st t h t ti di hi 11D to 11X
I QenBPRReT { hiRs BHATPE LG HaP Ay aBAC LSS AP §0 14X R&FREafAed i n a

i i i i | lied. Wi i d off,
fLZtSUt%#éﬁﬁgg%gﬁﬁfig fﬁéﬁﬂ%%ﬁgdzﬁvéFh%gﬁgabﬁF@snﬁzEsﬁﬁﬁﬁéalia§¥L26utElized
f . . , - : ; t

or i)eopk é’a}!é'E@héQﬁcé&EﬁénFﬁéeﬁ%g@eg%; 3 'Egggggea kgy.data used to

exchange data wth e manage
invalidity list, the payment processing is cancelled.

The automatic vending machine server 10 records the use
of electronic money at the automatic vending machines 11D to
11X and communicates these records to the management center
3 at a predetermined time. Specifically, using wireless
communication with the automatic vending machines 11D to 11X,
the automatic vending machine server 10 records payments
made by electronic money at the automatic vending machines
11D to 11X and batch communicates the use of electronic
money at the automatic vending machines 11D to 11X to the
management center 3. When communicating data to the
management center 3, the automatic vending machine server 10
downloads an invalidity list and commﬁnicates the-downloéded
invalidity list to the automatic vending machines 11D to 11X.

In general, the automatic vending machine server 10 is
maintained in a state in which power is continuously

lsupplied- When power is turned off, the aﬁtomatic vending
machine server 10 deletes data which may be utilized for
illegally using the IC card 2A, the data including key data

used to exchange data with the management center 3 and key
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data used to exchange data with each of the automatic vendi ng machi nes 11D

to 11X, and data which prevents the illegal use of IC cards, such as an
invalidity list described below, fromthe record in an internal recorder
This prevents illegal |eakage of these data and ensures the security of

the system Wen power is turned on, the automatic vendi ng nmachi ne server
10 reserves a line to the managenent center 3 and downl oads the data,
whi ch are del eted when power is turned off, fromthe nmanagenent center 3.
The automatic vending machine servery 10 perforns various processes using
the downl oaded data. Wen downl oading the data, the automatic vending
machi ne server 10 also obtains an invalidity list, whichis alist of IC
cards which are grohibited fron1be[ng used, and perforns various processes
f thehpRgal fareyvikRseackoréefhiengutrEaitdsui ng term nal 6,
t he crediélng termnal 7, the store termnal 9, the automatic vendi ng
machi ndR&FUErMApRIngE (LB LAt bhkti EdefiBiAgVhachi RESVERAS she11X, key data
used to,performencry %ion to confirma_ signature, tqQ verify nutual
authenf%gﬁg? nuﬁ?eogeg oG£ ySUg d%?eanb§ng?gﬁ§ﬁﬁﬁngl§§ta with the
nanageggg% e I n._response to.such updates _or .instructions fromthe
nmanagenen r§§é¥vé?§%v' ﬁgo%rgg?tfﬁaof r r'na %P%?ﬁga%t5P5°F§Pﬁ‘nal 9, 20
This prevents illegal leakage of these data and ensures the
security of the system.
When power is turned on, the automatic vending machine
server 10 reserves a line to the management center 3 and
" downloads the data, which are deleted when power is turned
off, from the management center 3. The automatic vending
machine server 10 performs various processes using the
downloaded data.
When downloading the data, the automatic vending
machine server 10 alsoc obtains an invalidity list, Which.is
a list of IC cards which are prohibited from being used, and
performs various processes in accordance with the invalidity
list.
Concerning the issuing terminal 6, the crediting
terminal 7, the store terminal 9, the automatic vending
machine server 10, and the automatic vending machines 11A to
11X, key data used to perform encryption, to confirm a
signature, to verify mutual authentication are periodically
updated by exchanging data with the management server 5. In

respeonse to such updates or instructicns from the management

server 5, the crediting terminal 7, the_store'terminal g,
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and the automatic vendi ng machines 11A to 11X update key data used for
encryption on the I1C cards 2B to 2X, which are wused to credit electronic
noney and to nake paynments. The security of the electronic noney system1l
is thus ensured by these processes. The bank network 8 is connected to the
el ectronic noney system 1l through a connection server 13. The bank network
8 manages accounts of users who use the IC cards 2A to 2X, respectively.
Specifically, when the crediting of electronic noney to the IC card 2B is
communi cated fromthe crediting teryjgnal 7 to the bank network 8, the bank
network 8 checks the user's account, which is the source of the

el ectronic nDney crediting. The bank network 8 determ nes whether

el ectroni.c HD can bhe credited and conmunicates the determ nation result
to the®Bfelfi A tP@PﬁFﬁaVe?dlpﬁ mé&@&P&énééAthh1d39é§EEﬁ§bkFﬁbn1the
credltlgg term.,n % onse égﬁt&g ation_of the determ nation
resul t, 9h8589 Fi BCEXB R 87 d “Fr- orrfes portdth§Teaccount
to a ppedst nagepent .account . The bank network 8 co nlcates t he
resul t ?ggtﬁé cre |£?ngg FREAS MOPEY) Ry ﬁomﬁgﬁnyifﬁﬁﬁ?ﬁengﬂy

| nStr UGk A, 0} veR Eag%agetrgﬁ@egmg sgaten 3 e cash Lepor g |y

pool ed in managenment account ated to A account edch store
at mhlgﬂeggepggggsggg made paynent u5|ng el ectroni c noney. The connection
server 13 connects the el ectronic noney 21

The bank network 8 is connected to the electronic monéy
system 1 through a connection sexrver 13. The bank network 8
manages accounts of users who use the IC cards 2A to 2X,
respectively. Specifically, when the crediting of |
electronic money to the IC card 2B is communicated from the
crediting terminal 7 to the bank network 8, the bank network
8 checks the user's account, which is the source of the
electronic money crediting. The bank network 8 determines
whether electronic money can be credited and communicates

- the determination result to the crediting terminal 7. 1In
accordance with a response from the cféditing terminal 7 in-
response to the communication of the determination result,
the crediting amount is deductea from the corresponding
account to a predetermined management account. The bank
network 8 communicates the result to the crediting terminal
7. 1In response to a settlement instruction given from the
management center 3, the cash temporarilj pooled in the
management account is allocated to an account of each store
at which the user has made payment using electronic money.

The connection server 13 connects the electronic money
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system 1 and the bank network 8. The connection server 13 perforns
processes such as decryption and encryption in accordance with each system
of data exchanged between the electronic noney system 1 and the bank
network 8. The managenent center 3 nanages and controls the electronic
noney system 1 using the managenent server 5 in accordance-with records in
a transaction database 15. Specifically, the transaction database 15 is
formed by recording, with respect to the IC cards 2A to 2X which are
managed and controlled by the el ecthgnic noney system 1, identification
data of each of the IC cards 2A to 2X, personal data, electronic noney-use
hi story of each of the I1C cards 2A to 2X, balance figure, and the like. In
response to issuing.instructions for issuing the IC card 2A fromthe

i ssui Ny 1 ']rS]aﬁm | LR PIRIA RYBHNER sBr veFDS Conenahges §arvetsldat a
requir%gj§o issue the 1C card 2A w the issuing termnal 6 and stores a

th 1l
r ecor & concerhi iy THEE ST ST T ilTFeYRTanR aRe R GEYRbASR 3B, Wien the
di t] 1 ' to t | C 2B i icated f th
credi (NG TEMHTHAT . (5 The TRiDateris Eont B 8i00 eSS Enabenshl center 3
dat [, t ' 15, th t t 1 nal
upda @é%g&@r&d%e%%%£%%&O{hedgéﬁg%ggE%%%xgen e store termna

9 and the automatic ne "Server tates the use of

el ectronic t t server 3
S2RY ok, RIS R o O Y

updates the record
electronic money system 1 using the management server 5 in

accordance with records in a transaction database 15.

Specifically, the transaction database 15 is formed by
recording, with respect to the IC cards 2A to 2X which are
managed and controlled by the electrbnic money system 1,
identification data of each of the IC cards 2A to 2X,
personal data, electronic money-use history of each of the
IC cards 2A to 2X, balance figure, -and the like. - |

In response to issuing instructions for issuing the IC
card 2A ﬁrom the issuing terminal 6, the management server 5
eXchanges various data required to issue the IC card 2A with
the issuing terminal 6 and stores a record concerning the
issuing in the transaction database 15. When the‘crediting
of electronic money to the IC card 2B is communicated from
the crediting terminal 7 to the management center 3, the
maﬁagement center 3 updates the record in the transaction
database 15. When the store terminal 9 and the autﬁmatic
vendihg machine server 10 communicates the use of electronic_
money to the management center 3, the management server 3

updates the recordlfor the corresponding IC card.
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For exanple, on a predeterm ned day each nonth, the nanagenent server 5
gains access to the transaction database 15 and conputes the anmount to be
al l ocated to each store based on the use history of each IC card used that
nont h. The managenent server 5 instructs the bank network 8 to settle up
t hese anounts. The nmanagenment server 5 creates an invalidity list based on
inputs fromterm nals provided at the managenent center 3 and conpari son
bet ween the paynment anmount and the balance figure of each I C card, which
is recorded in the transaction dataghase 15, and naintains the created
invalidity list. The managenent server 5 distributes the invalidity |ist
to the crediting terminal 7 in real tine. The nanagenent server 5 al so

distribute &pqainv idi%é list _to the séore termnal 9 and the automatic
vendi ng machi nee=dFWver M WRICIRES TG neAY S&FheroBths EReessed by the

t ] ti di hi / 0. Wen th
soui np e ayaiear SRErbETROUPER, eongSPorR SR T oReaCPRed 5ACATE gai n

5 t t its th
val 1o 5 2o Rade ke aardihe o, BACoTRARAE R ke SAKR ehetE L or m nal 5.

| 168088 ok 0:ARCHALI ANSL DY A0: ODSEAL 9F. SLIR NRMAORIEN! naghyer 5 updates

key data used to exchange W ese termnals at a predéeterm ned

time andecmmugaahesstieer updahsdrheysdaha sadu! ReclByd! bdkby Iist to each
erm nal .

settle up these amounts.

The management server 5 creates an invalidity Llist

based on inputs from terminals provided at the management
center 3 and comparison between the payment amount and the
ba;ance figure of each IC card, which is recorded in the
transaction database 15, and maintains the created
invalidity list. The management server 5 distributes the
invalidity list.to the crediting terminal 7 in real time.
The management server 5 also distributes the invalidity list
to thg étore terminal 9 and the automatic vending machine
server 10 when the management server 5 1s accessed by the
store termiﬁal 9 and the automatic Qending machine server 10.
When the issuing terminal 6 and the crediting terminal
7 are turned on and gain access to the management server 5,
the management server 5 transmits the invalidity liét and
key data used to exchange data with these terminals. In
response to operations by an operator, the management server
5 updates key data used to exchange data with these
tefminals at a predetérmined time and communicates the

updated key data and the invalidity list to each terminal.
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The key data is transnmtted to the issuing terminal 6 in real tinme since
the issuing termnal 6 is always connected. (2) Store terminal Fig. 2 is a
perspective view of the store termnal 9. The store termnal 9 includes a
terminal main unit 20 to which a custoner operation unit 21 and a store
operation wunit 22 are connected. As circunstances demand, a receipt
printer 23 and a point-of-sales (POS) register 24 can be connected to the
store termnal 9. The receipt printer 23 is used to issue receipt
particulars, receipts, and the |ikez3 The POS register 24 is an accounting
machi ne used to receive/pay noney by cash in which a unit price concerning
a payment can be input by reading bar code or the like. The store

t ' t / t t the_like to/f th
o 1 oip e 5F 24 b T ERERFRLERGR EBuTUPnd ORARE: JEFBARER A 48

UL ancese deTagg prey glar koL SEeLY 1m0 YRl eg paka. The

cust oner operation uni 1775 pr
di splay 21A, a card presentation holder 21B on which an IC card is to be

"placed. The card presentation holder 21B has a concave portion

correspondi 8gor-d O+ L AR shape of an I C card. Underneath the concave portion
is a reader/witer 9A1L. Wien an IC card is placed on the <card presentation

hol der 218 waf {112 SISt QSBFs SROLY O il 2ene 2roRl) DL 05 . the

_ reader/mwiter 9A1 and an ant enna of

The store terminal 9 includes a terminal main unit 20 to
which a customer operation unit 21 and a store operation
unit 22 are connected. As circumstances demand, a receipt
printer 23 and a point-of-sales (POS) register 24 can be
connected to the store terminal 9. The receipt printer 23
is used to issue receipt particulars, receipts, and the like.
The POS register 24 is an accounting machine used to
receive/pay money by cash in which a unit price concerning a
payment can be input by reading bar code or the like. The
s?ore terminal 9 can transmit/receive a payment amount or
the like to/from the POS register 24 by
transmitting/receivingrunencrypted data as circumstances
demand or by transmitting/receiving encrypted data.
The customer operation unit 21 is provided with, in

- front of a liquid crystal display 21A, a card presentation
holder 21B on which an IC card'is to be placed. The card
presentation holder 21B has a concave portion corresponding
'to.the shape of an IC card. Underneath the concave portion
is a reader/writer 9al1. When an IC card is placed on the |

card presentation holder 21B of the customer operation unit
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the 1C card are reliably coupled, thus enabling the reader/witer 9A1 to
gain access to the 1C card. The liquid crystal display 21Ais provided with
a display screen 21C at the side of the card presentation holder 21B, and
a touch panel 21D is provided on the display screen 21C. Therefore, the
custonmer operation unit 21 can provide various pieces of information to a
user who places the |IC card on the card presentation hol der 21B.
Furthernore, various pieces of information can be input by operations on

the di spl ay screen 21C. The store_pgﬁfa;ion unit 22 is simlarly provided

with a card presentation holder 22B 1n front of a liquid crystal display
22A. Beneath a concave portion of the card presentation holder 22B is a
reader/witer 9A2. Accordingly, when an IC card submtted by a user is

pl aced?dn BRe2BhrBRappEstRearraAchddaiteZ2BA3f anide agt end coper atfi on unit 22,
t he regder/mwiter 9A2 gai ns_access to the IC card. The liquid crystal

di spl ay™22AC SapHodFRedCHM ER1E CANBRREy $buscsn2PEing the side of the card
presentat&on ho%der E%B. On the displa¥ screen 22C, a touch panel 22D i-s
provi dER2ARELBFGFRTI §A1t he gRIPe2GFEASL iF6n thsi £C2235%vi des a sal escl erk
who places f.he JC card on th ard preseptation halder 22B with various

pi eces of i# Or RET o ;C$¥ﬁY%€rﬁﬁ§%%gyv§f$oﬁ§ BF8¥&9edf WL Afofmati on can be

i nput 8¥58E§§aggggén09185af %HS gké@'%% %%%eggrézgresentation
holder 21B, and a touch panel 21D is provided on the display
screen 21C. Therefore, the customer operation unit 21 can
provide various pieces of information to a user who places
the IC card on the card presentation holder 21B.
Furthermore, various pieces of information can be input by
operations on the display screen 21C.

The store operation unit 22 is similarly provided with
a card presentation holder 22B in front of a liguid crystal
display 22A. Beneath a concave portion of the card
presentation holder 22B is a reader/writer 9A2. Accordingly,
when an IC card submitted by a user is placed on the card
presentation holder'22B of the-store operation unit 22, the
reader /writer QAZ gains access to the IC card. |

The liquid crystal display 22A is provided with a
display screen 22C at the side of the card presentation'
holder 22B. On the display screen 22C, a touch panel 22D is
provided. Accordingly,.the étore operation unit 22 provides
a salesclerk who places the IC card on the card presentation
holder 22B with various pieces of information. Furthermore,

_various pieces of information can be input by operations on
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The termnal main unit 20 includes, in a substantially rectangular

housing, interfaces wth the custoner operation wunit 21, the store
operation unit 22, the receipt printer 23, and the POS register 24, a
controller, and the like. Fig. 3 is a block diagramof the store term nal

9. Concerning the store terminal 9, the custonmer operation unit 21, the
store operation unit 22, the receipt printer 23, and the PCS register 24
are connected to an internal bus BUS through interfaces (not shown). An
interface (I/F) 31 is connected to 4he bus BUS. Under the control of a
controller 32, the interface 31 inputs and outputs various data to and
fromthe managenent center 3 through a public.line. Accordingly, the store
termnal 9 _uploads various data to the managenent center 3 and obtains an
i nval i BReydfFeiagnacrend Beke. A hard disk drive (HD) 33 records, under the

control of the controller 32, various data obtained through the interface

31 and variThE teABiRehUleER ¥Rt pfBcéBSiRgepy ihea EBREESPEEALZY, such as

data concernin nments by, el ectronic nopne A backup power supply 35
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and the POS register 24, a controller, and the like.

Fig. 3 is a block diagram of the store terminal 9.
Concerning the store terminal é, the customer operation unit
21, the sitore operation unit 22, the receipt printer 23, and
the POS register 24 are connected to an internal bus BUS
through interfaces (not shown). An interface (IL/F) 31 is
connected to the bus BUS. .Under the control of a controller
3z, the.interface 31 inputs and outputs various data to and
from the management center 3 through a public line.
Accordingly, the store terminal 9 uploads various data to
the management cénter 3 and obtains an invalidity list and
the like.

A harxrd disk drive (HD) 33 records, under the control of
thelcontroller 32, various data obtained through the
interface 31 and various data required for processing by the
controller 32, such as dafa concerning payments by
electronic money.

A backup power supply 35 supplies backup power using
internal battefies when the commercial power supply is cut
off. |

The controller 32 is formed of an arithmetic processing
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termnal 9. The controller 32 controls the overall operation in accordance
Wi th processes recorded in the hard disk drive 33 in response to
comuni cation by the custonmer operation unit 21 and the store operation

unit 22. Accordingly, the controller 32 processes a paynent by electronic

money and issues a receipt by activating the receipt printer 23. |In other
words, when the store termnal 9 is turned on - by a sal esclerk, the
controller .32 displays a predeterm ned startup node sel ection screen on
the store operation unit 22. The stgrtup node sel ection screen is a nenu
screen which enables the salesclerk to select an operati on node of the
store termnal 9. The controller 32 displays a sales node nenu and a
practice node nenu on the nmenu screen. The practice node is an operation
node f‘eﬁlsl Fowi AgntRellingesbrepkeralpr aoeirediche ofpsieat isénref the store
termnal 9, In contrast, the_sales node is _a node for actually processing
a payhﬁﬁfm%Qa%I%ctr%ﬂ?ccﬂﬁﬁé9lé?rtﬁ8 FPRETOWRetheheveardd node is sel ected
on the_nenu._scree controller 32 initializes an internal nenory or

t he I|%%eﬁﬁﬁl°ﬂl%€l3§§°§d§Pﬁ?tUstaE§R6?SSFﬁpE?C§Eﬁ§€nlnmﬁ@ﬁ Ragide- i nput
St or ¢ SHEECEIERE AT 1EDH Rin B PorP a3 o a8 Rc Rds e CBSEPARFon mode to
store OpératTon unft o) cR&s “PRe CY5EPTETON node to
a transgetsPRofodes 204 L1he 1S Z{ore operation unit 22.
Accordingly, the controller 32 processes a payment by
electronic money and issues a receipt by activating the
receipt printer 23.
. In other words, when the store terminal 9 is turned on
by a salesclerk, the controller 32 displays a predetermined
startup mode selection screen on the store operation unit 22.
The startup mode selection screen is a menu screén which
enables the salesclerk to select an operation mode of the
store terminal 9. The controller 32 displays a sales mode
- menu and a practice mode menu on the menu screen. The
practice mode is an operation mode for allowing the
salesclerk to practice the operation of the store terminal 9.
In coﬁtrast, the sales mode is a mode for actually
processing a payment by electronic money or the like.

When the sales mode is selected on the menu screen, the
controller 32 initializes an internal memory or the like and
displays a startup password input screen. When a pre-input
startup paéswo;d is input by operating the touch panel 22D
provided on the store operation unit 22, the controller 32

switches the operation mode to a transaction mode, and the
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customer operation unit 21 and the store operation unit 22 are switched to
di splay the transaction node. The transaction node is a node for '
processing el ectronic paynments using electronic noney. \Wen the touch
panel 22D provided on the store operation unit 22 is operated by a

sal esclerk by pressing a predetermined area on the display screen in the
transaction node, the display of the store operation unit 22 is swi tched
to a nanagenment password input screen. Wien a pre-input nanagenent
password is input by operating the touch panel 22D provided on the store
operation unit 22, the controller 32 switches the operation node to a
totaling node, and the display of the store operation unit 22 is swtched
to the corresponding disp screen. The totaling node is an operation -
node f%?SF%T%Flﬂ%efﬁglgﬁl%glgyzéléeﬂrBHPCSﬁﬁﬁ@yOPﬂﬁéﬁlpﬁeUﬂéﬁcﬁzpanel 22D
prOV|ded on the s%ore ratlon unit 22 is operated b% a sal esclerk by

pr essi AH®aSWpFEDS eFﬂ1ﬂ% é?ﬁatBﬂ tRenarsHey BeFen Rthe totaling node,

the d | th t 22 t trat
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oper at | S he st termnal 9 and the like. On the registration
node i%gnggggeggin h%l% ¥?%fFe?0n§§ accepts settings such that a receipt
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operation unit 22 is operated by a salesclerk by pressing a
predetermined area on the display screén in the transaction
mode, the display of the store operation unit 22 is switched
to a management password input screen. When a pre-ipput
management password is input by operating the touch panel
22D provided on the store operation unit 22, the controller
32 switches the operation mode to a totaling mede, and the
display of the store operation unit 22 is switched to the
corresponding display screen. The totaling mode is-an
operation mode for totaling the sales by electronic money.

When the touch panel 22D provided on the store
operation unit 22 is operated by a salesclerk by pressing a
predetermined area on the display screen in the totaling'
mode, the display of the store operation unit 22 is switched
to a registration mode input screen.‘ The registration'mode
is a mode for registering operation modes of the store
terminal 9‘and the like.

On the registration mode input screen, the controller
32 accepts settings such that a receipt will be'printed for

every transaction or a receipt will be printed only when a
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predeterm ned operation is perforned using the touch panel 22D. In

addi tion, the controller 32 accepts settings such that paynents by

el ectroni c noney are processed in cooperation with the POS regi ster 24 or
paynents by electronic noney are processed by operation independent of
the PCS register 24. Furthernore, settings and changes of the startup
password and t he managenent password, registration of a consunption tax,
and the |ike are accepted. Wen a predeterm ned area of the touch panel
22D is pressed on the registratiaqnygpde input screen, the controller 32
switches, in accordance with the operation, the operation node anong the
totaling node, the transaction node, and a standby node in which a power
supply cutoff is awaited. A so, the display of the store operation unit 22
i s swPERSGCeTBiRed %B??%Eb%ﬂd#ﬁgpﬁF§BFﬁ?d WAéAYa thredetisrnPABel area of

the t b, | ar| t he total d th
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operatlon uni t _
the POS register 24. Furthermore, settings and changes of

the'startup password and the management password,
registration of a consumption tax, and the like are accepted.
When a predetermined area of the touch panel 22D is pressed
on the registration mode input screen, the controller 32
switches, in accordance with the operation, the operation
mode among the totaling mode, the transaction mode; and a
standby mode in which a power supply cutoff is awaited.

Also, the display of the store operation unit 22 is switched
to the corresponding display.

When a predetermined. area of the touch panel. 22D is
similaﬁly pressed in the totaling mode or the transaction
mode, the controller 32 switcﬁes the operation mode to the
transaction mode or to the standby mode, respectively. When
a predetermined area of the touch panel 22D is similarly
pressed in the standby mode, the controller 32 cuts off the

power supply to the store terminal 9.

(3} Electronic money transaction

When the operation mode is set to the transaction mode,
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the store operation unit 22 to display corresponding display screens. Fig.
4A shows the display screen 22C of the store operation unit 22. The

di spl ay screen 22C includes a nmenu 2201 including a numeric keypad
required to input an amobunt of noney, a subtotal key, a sumtotal key, and
a correction key, a cancel key 22C2, a display area 22C3 for displaying a
total anmount, a display area 22C4 for displaying an anount being input,
and the like. Fig. 4B shows the display screen 21C of the custoner

..operation unit 21. On the display_sggeen 21C, a nessage to a user is

di spl ayed at the top, followed by a total anount display area, an

out standi ng anount display area, and a card bal ance di splay area. After
the controller 32 has set the customer operation unit 21 and the store
oper attifh IR ET2RLeR i nERT e t Flas LeBRT r OPPER T390 pEBéEsdbsaBdpayment
usi ng el ectroni c noney by executing a process shown in Figs. 5 to 7.
Speci fi¥al$5§0Te (IRFTR ?%HW%%t3%2nB%e@lgP%ﬁYs?%ﬁr%ﬁﬂo?ﬁ?gﬁeﬁlﬁﬁéaand

COTP UL BB L TP 08 ot L) Ay TSEE RTS8 AR o PBERECT 97 O
Scoen! o AL Ly PRVIEDL AUURLS005 (LD OIS, SRscaRuS o oLl
it SElC ARSIy % WOl ol kUG -0y LUS hhpeSEhcgonglc of Lhe
a sal eselfidey I N s ASOSESP kSy, a sum total key, and a correction
key, a cancel key 22C2, a display area 22C3 for displaying a
total amount, a display area 22C4 for displaying an amount
being input, and the like. Fig. 4B shows the display screen
21C of the customer operation unit 21. On the display
screen 21C, a message to a user is displayed at the top,
followed by a total amount display area, an outstanding
amount display area, and a card balance display area.
After the controller 32 has set the customer operation
unit 21 and the store operation unit 22 in this manner, the
controller 32 processes a paymént using electronic money by
executing a procéss shoﬁn in Figs. 5 to 7. Specifically,
the controller 32 moves from step SP1 to step SP2 and
- computes a payment amount for a user. In accordance with an
operation of the ftouch. panel 22D of the store operation unit
22, thé controller 32 accepts inputs of payment amounits one
~after another and computés a total payment amount. While
doing so, the controller 32 appropriately displays a
subtotal amount and a sum total amount on. the display screen

21C of the customer operation unit 21. When the cancel key




tenporarily halted, and a correction to the amount by the salesclerk is
accepted. Wien the paynent anounts are totaled in this manner, the
controller 32 noves to step SP3 and instructs the user or the salesclerk
to place an I C card on one of the card presentation holders 21B and 22B.
The controller 32 displays, instead of the nessage "Wl conme to our store!"
on the display screen 21C of the custonmer operation unit 21 shown in Fig.
4A, the nessage "Please place the card”, thus instructing the user to
place the 1C card. In step SP4, the gontroller 32 determ nes whether the
cancel key 22C2 has been pressed by the salesclerk. Although the user has
selected to pay by electronic noney, the user may change this so as to pay
by ca52 or by credit card. In such a case, the cancel key 22C2 is pressed.
The pafrént 4§3roﬂrﬁt DTREY e ti¥n Qo Erd@SIG  fdt altd® DTPaasEh %6 case, the
cancel 22C2 i s o0 pressed. Wien the cancel key 22C2 is pressed, the

Kk |
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returns_t he ini.tial state of the transaction node. |In contrast, when’
t he ca%gégsélgIEZéf F?Cﬁgﬁegressed, the controller 32 noves to step SP6
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or the salesclerk to place an IC card on one of the card
pPresentation holders 21B and 22B. The controller 32
displays, instead of the message "Welcome to our store!" on
the display screen 21C of the customer operation unit 21
shown in Fig. 4A, the message "Please place the card", thus
instructing the user to place the IC card.

In step SP4, the controller 32 determines whether the
cancel key 22C2 has been pressed by the salesclerk.
Although the user has selected to pay by electronic moﬁey,
the user may change this so as to pay by cash or by credit
card. In such a case, the cancel key 22C2 is pressed. The
paYment_amognts,may be incorrectly totaled. In such a case,
the cancel key 22C2 is also pressed. When the cancel key
22C2 is pressed, the controller 32 moves from step SP4 Lo
step SP5, terminates the process, and returns té the injitial
state of the transaction mode.

In contrast, when the cancel key 22C2 is not pressed,
the'controller 32 moves to step SP6 and activates the

| reader/writer 9A1 or 9A2. 1In step SP7, the controller 32

determines whether the cancel key 22C2 has been pressed. If




fromstep SP7 to step SP5, term nates the process, and returns to the
initial state of the transaction node. In contrast, when the determ nation
in step SP7 is negative, the controller 32 noves to step SP8 and
determ nes whether a response fromthe IC card has been received. If the
~determnation is negative, the controller 32 returns to step SP7. Wen the
reader/witer 9A1 or 9A2 is activated by the controller 32, the
reader/witer 9A1 or 9A2 comrunicates wth the I C card at predeterm ned
periods. Wien the IC card is placed;on the card presentation holder 21B or
22B, a radio-frequency signal in response to the comunication from the
reader/witer 9A1 or 9A2 is induced in an antenna of the |1C card, and the
I C carghls activated by power generated bg t he radi o-frequency S|gnal The
| C car %n%??%%%lﬁ%E%Qnt%%n@ﬁf%%@@tbvethE PafPBirrddaendy 8PyeR&l . Since the
tted data .in this case_is concerned with the conmunication fromthe
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response from the IC card has been received. If the
determination is'negative, the controller 32 returns to step
Sp7. |

When the reader/writer 9A1 or 9A2 is activated by fhe
controller 32, the reader/writer 921 or 9A2 communicates
with the IC card at predetermined periods. When the IC card
is placed on the card presentation holder 21B or 22B, a
radio-frequency signal in response to the communication from
the reader/writer 9A1 or 93A2 is induced in an antenna of the
ic card, and the IC card is activated by power generated by
the radio-frequency signal. The IC card analyzes data
tran;mitted by the radio-freguency signal; Since the
transmitted data in this case is concerned with the
communlcation from the reader/writer 9A1 or 9A2, the IC card
makes a response to the communication. When the
reader/writer 9A1 or 9A2 receives the response, the
reader/writer 9Al1 or 9A2 stops communicating with the IC
caﬁd énd communicates to the controller 32 that the response
is received.

After the controller 32 has activated the reader/writer
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until the ICcard is placed on the card presentation holder 21B or 22B and.
the response is detected. Wien the cancel key 22C2 is pressed by the

sal esclerk, the process is imediately term nated. \Wien a predeterm ned
period of time has elapsed while repeating steps SP7 - SP8 - SP7, the
controller 32 displays a nessage on the store operation unit 22 that it is

~waiting for an IC card to be placed. For exanple, when the process is

interrupted and renmains in that state, the controller 32 pronpts the user
or the salesclerk to continue wth {he process. In contrast, when the IC
card is placed and the response is detected, the controller 32 is

comuni cated from the reader/witer 9A1 or 9A2 and noves to step SP9. The
controller 32 instructs the reader/witer 9A1 or 9A2 that has detected the
responddlt 8Tvepes ythat gartielhent Slaticprat SAS teGWSP’n FiSF8 7 SBie
reader/writer 9A1 or 9A2 transmts and receives predeternlned data to and
from tHBLEE EBPAICUSRAE aSnBlasPdatindhe CaLcoR ISR takdon &9 k%ﬁﬁm)nutua
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has elapsed while repeating steps SP7 - SP8 - SP?, the

controller 32 displays a message on the store operation uniﬁ
22 that it is waiting for an IC card to be placed. For
example, when the process is interrupted and remains in that
state, the controller 32 prompts the user or the salesélerk
to continue with the process.

In contrast, when the IC gard is placed and the
response 1s detected, the controller 32 is communicated from
the reader/writer 9A1 or 9A2 and moves to step SP9. The
controller 32 instructs the reader/writer 9Al1 or 9A2 that
has detected the response to verify mutual authentication.
As shown in Fig. 7, the reader/writer 9Al or 9A2 transmits
and receives predetermined data to and from the IC card
using a mutual authentication key, thus verifying mutual
aﬁthentication. At the same time, the reader/writer 9Al or
9A2 communicates the processing result to the controller 32,

Based on thermutual authentication result communicated
from the reader/writer SAl1 or 9A2, the controller 32
determines whether the mutual authentication is correctly

verified, that is, whether the placed IC card is for use in
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have i nstead happened to place an I C card such as a commuter pass hy
m stake. If the determnation is negative, the controller 32 noves to step
SP10. The controller 32 causes the custonmer operation unit 21 and the
store operation unit 22 to display a nmessage indicating that an incorrect
| C card has been placed and returns to step SP3:. The controller 32 again
pronpts the user to place the I1C card. As circunstances demand, a
canceling operation by the salesclerk is accepted. If the nutual
authentication is correctly verified;the controller 32 noves to step SP11l
(Fig. 6) and again determ nes whether the cancel key 22C2 has been
pressed. if the determnation is affirmative, the controller 32 noves
fromstep SP11 to step SP5 (Fig. 5), term nates the process, and returns
to thetPhi el&FtEPRIE BPNEHeSYFARBadti oA RNOFEST] Wogdstr 45, Usen ey
detern%nation in step SP11 is nﬁgative, the controller 32 noves to step
SP12 afidVPnstPLERS PABPEPESdEP/ REFFEr F9AT CoCagA SIS AEnSICOTRY EEd
command. Re errtng %o Fig. g LH res Qnsg_to the instructiqgn, the
r eader PAFFt BY BATL8KCon01fr fhenfederBippdirg d5r gegatdae . & nd (Read)
concerni n,address (Adr) design %gg by %ﬁe contrqller 32. Wen the IC
card p?%%ngylggcélv@gg?ﬁe%Peggegcg nd Sa&f?%Fﬁ&qPé CAr FEREs an
acknowt edOBHEREnSEabES A fEin' fnl Re 21 CAURT ! KL AN 3AZy, Siligeauent!y,
the IC card executes e read conmand and transmtsS to the

22 to display a message indicating that an incorrect IC card

has been placed and returns to step SP3. The controller 32

again prompts the user to place the IC card. As

circumstances demand, a canceling operation by the

salesclerk is accepted.

If the mutual authentication is correctly verified, the

controller 32 moves to step SP11 (Fig. 6) and again

determines whether the cancel key 22C2 has been pressed. If

the determination is affirmative, the controller 32 moves

from step SP11 to step SP5 (Fig. 5), terminates the process,

and returns to the initial state of the transaction mode.

In contrast, if the determination in step SP1ll is negative,

the controller 32 moves to step SP12 and instructs the

reader/writer 9A1 or 9A2 to transmit a read command.

Referring to Fig. 7. in response to the instruction,

the reader/writer 9A1 or 9A2 transmits to the IC card a read

command (Read) concerning an address (Adr) designated by the

controller 32. When the IC card properly receives the read

command (Read), the IC card sends an acknowledgement status

ACK to the reader/writer 9A1 or 9A2. Subsequently, the IC
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reader/witer 9A1 or 9A2 data recorded in a nenory as a response Response.
When the reader/witer 9A1 or 9A2 receives the data in the formof a
response, the reader/witer 9A1 or 9A2 conmmuni cates the data to the
controller 32. In response to this comunication by the reader/witer 9Al
or 9A2, the controller 32 obtains the balance figure of electronic noney
recorded on the IC card, the identification code of the IC card, and the

| i ke. When the controller 32 reads the desired data fromthe I1C card in
this manner, the controller 32 novegg4ta step SP23.- The controller 32
searches for an invalidity list using the read identification code of the
| C card and deternines whet her the use of this IC card is prohibited. If

t he use gf t he d |Sﬁ$roh|b|ted the controller 32 noves to step
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controller 32. 1In response to this communication by the
reader/writer 9A1 oxr 9A2, the controller 32 obtains the
balance figure of eléctronic money recorded on the IC card,
the identification code of the IC card, and the like.

When the controller 32 reads the desired data from the
IC card in this manner, the controller 32 moves to step SPZ3.
The controller 32 searches for an invalidity list using the
-read identification code of the IC card and determines
whether the use of this IC card is prohibited. If the use
of the IC card is prohibited, the controller 32 moves to
step SPl4. The controller 32 switches the displays of the
customer operation unit 21 and the store operation unit 22
and informs the user and the salesclerk of the fact that_the
use of the placed IC card is prohibited. Subsequently, the
controller 32 returns to step SP3. |

In contrast, if the use of the IC card is not
prohibited, the céntrbller 32 moves to step SP15. By
comparing the electronic money balance figure read from.thé
IC card and the total payment amount, fhe ébntrolier 32

determines whether the total payment amount is payable using




If there are sufficient funds available, the controller 32 noves fromstep
SP15 to step SP16 (Fig. 7) and again determ nes whether the cancel key
22C2 has been pressed. If the determnation is affirmative, the controller
32 noves fromstep SP17 to step SP5 (Fig. 5). In this way, even when
there are sufficient funds available, the controller 32 can cancel the
process by an operation by the sal esclerk. Wen the cancel key 22C2 has
been pressed, which is a predeterm ned operation, the controller 32
cancel s the process for updating _the amount of the electronic nmoney and
for communi cating the updating of the electronic noney to the managenent
center 3. If the determnation in step SP17 is negative, the controller 32.
moves to step SP18 and instructs the reader/witer 9A1 or 9A2 to transmt
a writBleoRHRRETONAE CBPREYIgPY, thheIBagAEfAt anpbunt is subtracted fromthe
bal ance figure of electronic noney, and hence the anount of electronic
noney recor (FQﬁF%rﬁFQ<§Q£§%F%%P%p%%§%% aY?ﬂ %E%ﬁtl%%et6°¥h¥%11?ﬁe
‘contro% er 32 i struc gg C card ? d the payment anount and the
payment < d3t &% ﬁs B s ?Ec 53|E°ﬂﬁﬁ%§ ﬁg |§98ry7)R€PngBﬁ@nto Fig. 8, the
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from step SP17 to step SP5 {(Fig. 5). 1In this way, even when
there are ‘sufficient funds available, the contfoller 32 can
cancel the process by an operation by the salesclerk.

When the cancel key 22C2 has been pressed, which is a
predetermined operation, the controller 32 cancels the
procesé for updating the amcunt of the electronic money and
for communicating the updating of the electronic money to
the management center 3.

If the determination in step SP17 is negative, the
controller 32 moves Lo step SP18 and instructs the

- reader/writer 9A1 or 9A2 to transmit a write command.
Accordingly, the paymént amount‘is subtracted from the
balance figure of electronic money, and hence the amount of
electronic monej recorded on the IC card is updated. 1In
additiqn to this, the controller 32 instructs the IC card to
record the payment amount and the payment'date-as the
electronic money-use history.

Referring to Fig. 8, the reader/writer 9A1 or 9A2
transmits a writercommand Write based oﬁ the address Adxr

designated by the controller 32, the Writteh balance figure,
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successfully received the wite conmmand, the IC card sends an

acknow edgenent status ACK. Subsequently, the IC card starts recording
data in the built-in nenory. If the recording is properly conpleted, the

| C card sends a response Response to the reader/witer 9A1 or 9A2. The
reader/witer 9A1 or 9A2 comuni cates to the controller 32 that the status
and the response are received. Wien the reader/witer 9A1 or 9A2 receives
the response, the reader/witer 9A1 or 9A2 sends an acknow edgenent status
ACK to the IC card. Wien the cont+dd er 32 starts witing in this manner,
the controller 32 noves to step SP18 (Fig. 7) and determ nes whether the
status and the response have been properly received. |f the determnation
is affl LY e Whi S at b n fli Qn the IC card is
proper?%aﬁgﬁétgé%Qb%%eagg%tpgkgér 9?3%03?% ﬁ% §F%%{ 9 and records in the
har d i I 3 ; -t he ect roni i the |C card.
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updati sgatss eeapkelifd. aAesordi BELY buline -6ANtealer. 32 fcamcomuni cate the
updating of the electronic noney to the nmanagenent center 3. The record
i ncl udescbhaipgyienprdpeelyt bempagmeat, 3he Tameuria skheid dentification code
of the IC card, and the like.

respeonse Response to the reader/writer 9A1 or 9A2. The

reader/writer 9Al1 or 9A2 communicates to the controller 32
that the status and the response are received. When the
reader/writer 9A1 or 9A2 receives the response, the
reader/writer 9A1 or 9A2 sends an acknowledgement status ACK
tc the IC card.

When the controller 32 starts writing in this manner,
the controllier 32 moves to step SP18 (Fig. 7) and determines
whether the status and the response have been properly
received. If the determination is affirmative, which means
that the balance figure on the IC card is properly updated,
-the controller 32 moves to step SP19 and records in the hard
disk drive 33 the payment'by the électronic money using the
IC card. 1In this way, the controller 32 instructs the IC
card, which is a portable information terminal, to update
the amountrof electronic money, and subsequently the IC card
communicates to the controller 32 that the updating is
completed. Accordihgly, the controller 32 can communicate
‘the‘ﬁpdating_of the electronic money to the management

center 3. The record includes the payment date, the payment
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When the paynment is recorded in the hard disk drive 33, the controller 32
instructs the receipt printer 23 to print a receipt in accordance with the
regi stration node settings. The controller 32 returns to step SP5 and
termnates the process (Fig. 5). In contrast, if the determ nation in step
SP18 is negative, the IC card may have been renoved fromthe proper card
pl acenment position in the period fromthe transmssion of the wite
command to the responding fromthe IC card. In such a case, the controller
32 noves to step SP20. After the contraller 32 has instructed that a
nmessage pronpting the user or the salesclerk to again place the IC card
shoul d be di splayed, the controller 32 returns to step SP3 (Fig. 5). The
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““““ Thed&ontroller 32 returns to step 5SP5 and terminates the

| process {Fig. 5). |

In contrast, if the determination in step SP18 is
negative, the IC card may have been removed from the proper
card placement position in the pericd from the transmission
of the write command to the responding from the IC card. In
such a case, the controller 32 moves to step SP20.

After the controller 32 has instructed that a message
prompting the user or the salesclerk to again place the IC
card should be displayed, the controller 32 returns to step
SP3 (Fig. 5)}. The controller 32 again performs the process
from the time at which the mutual authentication is verified
onward and instructs that the write command should be issued.
In this way. when the completion of the updating is not
comminicated from the IC card to the controller 32 aftexr the
controller 32 hés instructed the IC card to update the
amount of the electronic money, the coﬁtrollar 32 again
instructs the IC card to update the amount of the electronic
money.

Accordingly, the controller 32 acceptis canceling

operations until the controller 32 instructs the IC card to




update the anmount of the electronic noney. In contrast, the controller 32
does not accept canceling operations fromthe tine at which the I1C card is
instructed to update the amobunt of the electronic noney to the tinme at
which the 1C card comunicates the conpletion of the updating to the
controller 32. In response to the comruni cation of the conpletion of the
updating fromthe I1C card, the controller 32 can conmunicate the updating
of the electronic noney to the nmanagenent center 3. Wen there is
insufficient electronic noney availag e, the controller 32 noves from step
SP15 to step SP22 (Fig. 6) and displays predeterm ned nessages on the
custoner operation unit 21 and the store operation unit 22, respectively.
As in the display screen 22C shown in Fig. 9A of the store operation unit
22 and"PRRtE| sRPagmeREeAl 2te ShBRETPRIE HON9B. of IPhECBRESESHRr tHBer ati on
unit 21 %he con%roller 32 infornms the user and the salesclerk of the
fact tR3PTFREFETare fASHfRPE| BAFCPHNEEREGLINGDPREGATERBSCAFAT thRe
controller 3 ks, the user if the user still w shes to onpl ete the
transa%%?%naﬁs%ﬁbc?hgh%nfﬁrEaﬁgléﬁcénﬁﬁrPHEEdcgkduB aH?sﬁgﬁy Uffke

f or egoj pg S .a nmenu_ inclyudi a cancel. optjon_and_an execute
option#Pﬁﬁggrggggtg 0" Fi 98" 8A 3ngH§B?gTﬁea a §ﬁ8§ %hetﬁ Fe;gard is 3000
wih GemRefiiclped PAYMEMN,20RHBH 8F #RQ0upkQr3hEPL3Pede the controller 32

det er m nes whet
controller 32. 1In response to the comminication of the

completion of the updating from the IC card, the controller
32 can communicate the updating of the electronic money to
the management center 3.

When there is insufficient electronic money available,
the controller 32 moves from step SP15 to step SP22 (Fig. 6)
and displays predetermined messages on the customer
operation unit 21 and the.store operation unit 22,
respectively. As in the display screen 22C shown in Fig. 9A
of the store operation unit722 and the display screen 21C
shown in Fig. 9B of the customer operation unit 21, the
controller 32 informs the user and the salesclerk of the
fact that there are insufficient funds available on the card.
The controller 32 asks the user if the user still wishes to
comﬁlete the tfansaction using the entire balance on the
card by displaying the foregoigg message and a menu
including a cancel option and an execute option. Referring
to Figs. 9A and 9B, the balance on the IC card is ¥3000 with
respect to a payment amount of ¥4000.

In step SP23, the controller 32 determines whether the




cancel

has been pressed. If the determnation is affirmative, the controller

noves fromstep SP23 to step SP5 (Fig. 5). Wen there is insufficient
el ectroni c noney available, and when the user selects to cancel
process, the controller 32 cancels the paynent using el ectronic noney.

such a case, the paynent transaction can be conpleted by cash, or the

key 22C2 on the display screen 22C of the store operation unit 22

32

In

purchase of a product can be canceled. In contrast, if the determ nation in
step SP23 is negative, the contral ker .32 noves to step SP24 and

determ nes whet her the execute option on the display screen
operation unit 22 has been pressed. If the deternination i's

store
negat i
step
SP25, -

S|nlla?p?% E% %s ] g
ecor dit ThEM s Tant R St ERRLFRE 27 0% e BB arpE SR8 S ChROBEER (e

paynent

out st ageh
anpunt

22C of the

ve ﬂe controller 32 r turﬂs to ste SpP23. ~the determnation in
(LT FrereR 2abo0t ¢

K$Y i 74t i 2, B9 offe fiove esFERTRP25.
h ]l th
b5 LIRS 1 draoee o rere CorﬂfO?%ﬁsﬁs%%WlPeﬂeanﬁ

gF§%DU§} byWhéHbEﬂggg D%hiﬂguﬁﬁigléﬂPPQEFEBEHhEEemBHFg'

turns to ste e store term na can sett

In step

-OUtSta&@%i@hbf@““ﬁﬁdLWE@& @@Qt@§ér|ééfééésbioréaﬁééinghé §k8bé§§ process.
Alternatively, the store termnal 9 can cancel the process,

the controller 32 cancels the payment using electronic money.

In such a case, the payment transaction can be completed by
cash, or the purchase of a product can be canceled.

In contrast, if the determination in step SP23 is
negative, the controller 32 moves to step SP24 and

determines whether the execute option on the display screen

22C of the store operation unit 22 has been pressed. If the
determination is negative, the controller 32 returns to step

S5P23. If the determination in step 8SP24 is affirmative, the

controller 32 moves to step SP25. In step SP25, the

controller 32 updates the record on the IC card in a manner

similar to steps SP17 to SP20, and hence the transaction is
completed using‘the entire balance recorded on the IC card.
The controller 32 records the payment using the IC card.
The controller 32 éomputes the outstanding amount by
subtracting the paid amount from the total payment amount
and returns to step SP3.

The store terminal 9 can settle up the outstanding

amount using another IC card by repeating a similar process.

~Alternatively, the store terminal 9 can cancel the process,
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and the user can pay for the outstanding anmount by cash. Wen there is
insufficient electronic noney available recorded on the IC card, and when
t he paynment transaction is conpleted using the entire anount of electronic
noney recorded on the IC card, the store termnal 9 records the paynent
subsequent to receiving the response fromthe IC card, as in the case in
which there is sufficient electronic noney available. If the store
termnal 9 receives no response, the process fromthe tine at which the
nutual authentication is verified gqyvard is repeated. In this way, the
paynment process is reliably perforned. When the controller 32 conpares the
- paynment anmount and the anmount of the electronic noney recorded on the IC
card and determnes that there is insufficient electronic noney available
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| C-card mal function. Wen alsplaylng the .
payment subsequent to receiving the response from the IC
card, as in the case in which there is sufficient electronic
money available. If the store terminal 9 receives no
response, the process from the time at which the mutual
authentication is verified onward is repeated. " In this way,
the payment process is reliably performed.

When the controller 32 compares the payment amount and
the amount of the electronic money recorded on the IC card
and determines that there is insufficient electronic money
available recorded on the IC card, the controller 32
provides the user with the menu including the cancel key so
that the user can select whether to pay by electronic money.

. In accordance with the menu choice, the amount of the
electronic money recorded on the IC card is updated.

In the foregoing prdcess, the controller 32 separately
checks the identification code of the IC card, which is-
detected by the reader/writer, the status, and the like. If
an IC-card malfunction_is detected, the controller 32

- displays predetermined messagés and informs the user and the

salesclerk of the IC—card malfunction. When displaying the
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41 nessages, the controller 32 causes the custoner operation wunit 21 and
the store operation unit 22 to display different nessages. In this way,
the user will not be offended, whereas the salesclerk will reliably be
infornmed of the main points. (4) Electronic noney transaction in
cooperation wwth POS register Figs. 10 to 12 show a process for performng
a paynent transaction using the controller 32 in cooperation with the PGS
regi ster 24 in accordance with the foregoing settings. Wen the transaction
nmode is selected by the salesclerk, 47the controller 32 displays simlar

di spl ay -screens as those shown in Fig. 4. In this state, the sal esclerk
operates the POS register 24 and hence the total paynment anmount is
conputed for the user. The controller 32 npves fromstep SP31 to step SP32
and ot TRI%he HR Fomothte rdt FHESPOStDe cgRSE@ReD4OPTRAL EBAL rol | er 32
noves tO'ngf SP. di spl ays the _obtai ned anount _on the custonmer operation
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points.

(4) Electronic money transaction in cooperation with POS
register | |
Figs. 10 to 12 show a process for performing a payment
transaction using the controller 32 in cooperation with the
POS register 24 in accordance with the foregoing settings.
When the transaction mode is selected by the salesclerk,
the controller 32 displays similar display screens as those
shown in Fig. 4. 1In this state, the salesclerk operates the
POS register 24 and hence the total payment amount is
computed for the user. The controller 32 moves from step
SP31 to step SP32 and obtains the total‘amount from the POS
register 24. |
The controller 32 moves to step SP33, displays the
obtéined amount on the customer operation unit 21 and the
store operatibn unit 22, and iﬁstructs the user or the
salesclerk to place the iC card on one of the card
presentation holder 21B or 22B. In step SP34, the
" controller 32 detérmines whether the cancel key 22C2 has

‘been pressed by the salesclerk. If the cancel key 22C2 has
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been pressed, the controller 32 noves fromstep SP34 to step SP35 and
comuni cates the anount paid by electronic noney to the PCS register 24.
The controller 32 noves to step SP36 and term nates the process. Wen a
canceling operation is perforned, in this case, nothing is paid for by

el ectronic noney. The controller 32 communi cates a paynent anmount of O to
the POS register 24, and hence the transaction can be conpleted using
cash. In contrast, when the cancel key 22C2 is not pressed, the controller
32 noves to step SP37. The controll an 32 activates the reader/witer 9A1
or 9A2. In step SP38, the controller 32 again determ nes whether the
cancel key 22C2 has been pressed. If the determnation is affirmative, the
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presentation holder 21B or 22B and a response t Brminication is
recei vw;fdsmctt hen | €heardaséhensentingl L8 p32aMe%eS nh0eSkeRrdnic
- money. The controller 32 communicates a payment amount of
¥0 to the POS register 24, and hence the transaction can be
completed using cash.

In contrast, when the cancel key 22C2 is not pressed,
the controller 32 moves to step SP37. The controller 32
activates the reader/writer 9A1 or 9A2. 1In step SP38, the
controller 32 again determines whether the cancel key 22C2
has been pressed. If the determination is affirmative, the
~controller 32 moves from step SP38 to step SP35 and
communicates the payment amcunt to thé POS5S register 24.
Subsequently, the controller 32 terminates the process and
returns to the initial state of the transaction mode.

In contrast, if the determination in step SP38 is
ﬁegétivet the controller 32 moves to step SP39 and
.determines whether arfesponse from the IC card has beeﬁ
received. If-the determination is negative, the controller
32 returnsrto'step SP38.

When the IC card is placed on the card presentation
holder 21B or 22B and a response to a communication is

received from the IC card, the controller 32 moves to Stép
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43 SP40 and instructs the reader/witer 9A1 or 9A2 that has detected the
response to verify the nutual authentication. Based on the nutual

aut hentication result received fromthe reader/witer 9A1 or 9A2, the
controller 32 determnes whether the nutual authentication is properly
verified. If the determ nation is negative, the controller 32 noves to
step SP41.- The controller 32 displays nessages on the custoner operation
unit 21 and the store operation unit 22 indicating that an incorrect IC
card has been placed and returns-ta3astep SP33. In doing so, the controller
32 instructs the user to again place the I1C card. As circunstances '
demand, a canceling operation by the salesclerk is accepted. In contrast,
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controller 32 termnates the process and returns to the initial state of
the transdst @R @Al | - CONE T ashe Ebntheldetespi RatbemihBsstep SP42 is

negative, the controller 32 noves to step SP43 and controls the
readerdivstier O mit 9L dochentditheioncosdproptheyneapiyiefi. the | C card.
the determination is negative, the conitroller 32 moves to
step SP41.- The ceontroller 32 displays messages on the
customer operation unit 21 and the store operation unit 22
indicating that an incorrect IC card has béen placed and
returns to step SP33. In deing so, the controller 32
instructs the user tco again place the IC card. As
ciréumstances demand, a canceling operation by the
salesclerk is accepted.

In contrast, if the mutual authentication is properly
verified, the controller 32 moves from step SP40 to step |
SP42 (Fig. 11) and again determines whether the cancel key
22C2 has been pressed. If the determination is affirmative,
the controller 32 moves from step SP42 to step SP35 (Fig.
10) and communicates the payment amoﬁnt to the POS register
24. Subsequently, the controller 32 terminates the_précess
.and returns to the initial state of the transaction mode.

In contrast, if the determination in step SP42 is negative,
the cont;ollér 32 moves to step S5P432 and controls the
reader/writer %Al or 932 to read the record in the memofy of

the IC card.

i
i
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44 In step SP44, the controller 32 searches for an invalidity list using
the read identification code of the IC card and determ nes whether the use
of the ICcard is prohibited. If the use of the IC card is prohibited, the
controller 32 noves to step SP45 and infornms the user and the sal esclerk
of the fact that the use of the placed IC card is prohibited using the
custoner operation unit 21 and the store operation unit 22. Subsequently,
the controller 32 returns to step SP33. In contrast, if the use of the IC
card is not prohibited, the controljser. 32 noves fromstep SP44 to step
SP46 and det erm nes whet her the paynment can be nade using the electronic
noney on the IC card. If there is sufficient electronic noney available, .
the control]er 32 noves from step SP46 to step SP47 and agai n determ nes

whet her théhidﬁﬁ%%ls%%@ 299 FRRUBRLICHr 8¢sBHTFReS hECHe®Br i nation i s
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the salesclerk'of the fact that the use oflthe placed IC
'caid is prohibited using the customer operation unit 21 and
the store operation unit 22. Subsequently, the controller
32 returns to step SP33.
In contrast, if the use of the IC card is not
prohibited, the ¢controller 32 moves from step SP44 to step
SP46 and determines whether the payment can be made using
the electronic money on the IC card. If there is sufficient
electronic money available, the controller 32 moves from
step S5P46 to step SP47 and again determines whether the
cancel key 22C2 has been pressed. If the determination is
affirmative, the controller 32-moves from step SPA7 to step
SP35 (Fig. 10). |
In contrast, if the determination in step SP47 is
. negative, the controller 32 moves to step SP48 and instruéts
the IC card to update the amount of the.electronic‘money SC
that the payment amount is subtracted from the balance
figure of the electronic money under the contreol of the
reader/writer 9A1 or 9A2. The.controller 32 aiso instiucts

the reader/writer 9A1 or 9A2 to transmit a write command so




45 as to record the paynent anmount and the paynent date as the

el ectroni c noney-use history on the IC card. When the witing processing
begins in this way, the controller 32 noves to step SP49 and determ nes
whet her the <controller 32 has properly received the status and the
response. If the determnation is affirmative, which nmeans that in this
case the balance figure on the IC card is properly updated, the controller
32 noves to step SP50 and records the paynment by el ectronic noney, using
the IC card, in the hard disk driv 3. Accordingly, when the controller
32 instructs the I1C card, which is aportable information termnal, to
update the anmount of the el ectronic noney, and subsequently the IC card
conmmuni cates the conpletion of the wupdating to the controller 32, the
cont r oRfefFo3pegand ggﬁnnﬁvmaﬂé ameunpdandnghef pelymealtedatenias rameey to t he
managenent center 3. Wien the paynment is. recorded in the hard disk drive
33 in BhPSTRBARErMORRE-EEAt RAFFEFY39n thet AGcFaTdhe receipt printer 32 to
print a receipt in accordance with the registration node settings and
noves to §ﬁ§%‘ WE gl FrogsRF Erdregine Eonthdf| ¥AY32tRan conpl ete
t he payent ansggtion using the glectronic noney in which the paynent
amount °74 E%%%ﬁfe bYCBBES ?iﬁgePh PhocanficJrieLiisgs WRELHREr &8¢ if the
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response. If the determination is affirmative, which means |
that in this case the balance:figure on the IC card is
properly updated, the controller 32 moves to step SP50 and
records the payment by electronic money, using the IC cérd,
in the hard disk drive 33. Accordingly, whén the controller
32 instructs the IC card, which is a portable infbrmation
terminal, to update the amount of the electronic money, and .
subsequently the IC card communicates the completion of the
updating to the controller 32, the controller 32 can
communicate the updating of the electronic money to the.

_management center 3. When the payment is recorded in the
hard disk drive 33 in this manner, the controller 32
instructs the receipt printer 32 to print a receipt in
accordance with the regiétration mode settings and moves to

step SP35 (Fig. 10). Therefore, the controller 32 can
cdmplete the payment transacticn using the electronic money
in ﬁhichrthe payment amount is computed by operating-the POS
register 24. | - |

| In contrast, if the determination ih step 5P49 is

negative, the IC card may have been removed from the proper
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.46 card placenent position in the period fromthe transm ssion of  the
wite command to the responding fromthe IC card. In such a case, the
controller 32 noves to step SP51. After the controller 32 has instructed
that a nessage pronpting the user or the salesclerk to again place the IC
card shoul d be displayed, the controller 32 returns to step SP33 and again
instructs that the IC card should be placed. Accordingly, when the paynent
of an anmount conputed by operating the POS register 24 is conpleted using
electronic noney, the controller 24 can reliably process the paynent
transaction. In contrast, if there is insufficient electronic noney

avail able to conplete the transaction, the determnation in step SP46 is
negative. In step SP52 (Fig. 12), the controller 32 determ nes whether
paynen?a¥€rﬁ%a§?@egétPossﬁépéslﬂntgénﬁﬁﬁﬂoéréﬁametéélﬁgaaﬁulBBeOhlke so

t hat stoners who p cash can receive change. ‘Wien the store
ternln% & %p@Féf%scPﬁméﬁépEPaFP%nr@FPﬁn@HEQPésomré@ﬁsﬂ@rCéldto pRocess a
paynent , %he store termnal 9 accegts settings of paénent ternms in order

that the“RyPeSad. ERFnSCRRBChIPFs3EhBPVERe FOsF6F® RESH -prepare are |inited
O, (Va0 the Stere LeLm a8, The, sonirgl Ler 52 ean, acoept such
Set"tgfoﬁBERﬁal£ﬁé ggegnggstﬂéogélesclerk To again place the IC
card should be displayed, the controller 32 returns to step
' 8P33 and dagain instructs that the IC card should be placed.
Accordingly, when the payment of an ambunt computed by
operating the POS register 24 is completed using electronic
money, the controller 24 can reliably process the payment
transaction.
In contrast, if there is insufficient electronic money
-available to complete the transaction, the determination in
step SP46 is negative. In step SP52 (Fig. 12), the
controller 32 determines whether payment terms are set.
Stores in general prepare coins and the like so that
customers who pay by cash can receive chaﬁge. When the
store terminal 9 operates in cooperation with the POS-
register 24 to process é payment, the store terminal'g
accepts settings of payment terms in 6rder that the types of
coins and billé that the store must prepare are limited by
initializing the store terminal 9. The controller 32 can
adcept such setfings of payment terms prior to being
installed.

If no payment term is set, the controller 32 moves from
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47 step SP52 to step SP53. As described with - reference to Figs. 9A and
9B, the store operation unit 22 and the custonmer operation unit 21 display
respective nessages to informthe user of the fact that there is
insufficient noney available on the card and to ask the user whether the
user still  w shes to conplete the transaction using the entire card
bal ance. In step SP54, the controller 32 determ nes whether the cancel
option on the display screen 22C of the store operation unit 22 has been
operated. If the determnation is affirmtive, the controller 32 noves
fromstep SP54 to step SP35. In contrast, if the determnation in step S54
is negative, the controller 32 noves to step SP55 and detern nes whet her
the determination in step SP55 is

th t h b t
negafrggupfﬁgg%oﬁ?r8??8rgggﬁofg%grﬁ@SFalgPQpW§ﬁ§4reﬁﬁrﬁﬁéedéPeﬁﬁﬂﬁat|on is

ff | | 32 bed

ﬁer;rn %ove %Ee §§§§$ PngogﬁrggéE%thglztg r 8% aﬁBﬁnFuﬁﬁ%gkébfronic money
t k P WA ffi t
ol ectr SRreasBoUTRRL RS GELBIRY LbRoBLERyE s HOE,: 0T HBckm M o1 35"

execut 63kNse BAKTERE: OfnLbecAPUTL 5! BALyucan e Rahdaby LUs 585 o0l c

sequent | e contro ret ep SP33: and
prOnpt§nthﬁeU§§fdt9nﬁoﬁPlEEE the RayreRhe¥db?dthe user still

Wiéhes to complete the transaction using the entire card
balance.

In step 5P54, the controller 32 determines whether the
-cancel option on the display séreen 22C of the store
operation unit 22 has been operated. If the determination
is affirmative, the controller 32 moves from step SP54 to

. step SP35. in contrast, if the determination in step 554 is
negative, the controller 32 moves toc step SP55 and
determines whether the execute option has been operated. If
the détermination in step SP55 is negative, the controller
32 returns to step'SP54. If the determination is
affirmative, the controller 32 moves to step SP56. As

- described héreinabove, the controller 32 uées the entire
amount of electronic money to make the payment and returns
to step SP33. |

_ When there is insufficient electrohic money available
to make the fullrpayment, the cdntréller 32 executes the

' payment of the amount that can be-paid.by the electronic
money available. Subsequently, the controller 32 returns to

step SP33 and prompts the user to complete the payment using
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e -- --- -- 48 another 1C card. If the cancel option is operated
at this point, the outstanding anount is conmunicated to the POS register
24 so that the user can pay the bal ance by cash. In contrast, when paynent
terns have been set, the controller 32 noves fromstep SP52 to step SP58.
The controller 32 sets the paynent anount using electronic noney so that
change can be given by preset bills and coins when the user pays the

out standi ng amount by cash and receives change. Specifically, the
controll er 32 rounds down the anmpuntg of the remaining el ectronic noney so
t hat change can be given by preset bills and coins. The rounded anount is
used as the anount to be paid using el ectronic nmoney. Therefore, when the
outstandl anpunt i s pai cash and change is given to the user, the
change®RaHHE §f vERr by p$%s*é1t¥ebwv§elaﬁat&8nn§s PRe&EREFA @br 81Sf or

t d t h t h n coins by setting the
ﬁﬁ??"c%%Jrn?n BB oSyEREnhrhe S bohS aCOuREn RS R SonEhe PO ara et

h d d 5000- I 1000 bi |l
fﬁg cgn$$o??er gtselg% é Fﬁ% Q%%flégnaﬁﬁgn¥ﬁetﬁ8 agggngg gﬁn a; asunit
and rounds ég é%““ﬂﬁe 9# ﬂé”%%{mggha§ée§ gné L+ Mopey. Accordi ngly,
er o)

the control conput'es anoun By efectroni c noney.
Speci fé&@t+d11er 32 moves from step SP52 to step SP58. The

controllier 32 sets the payment amount using electronic money

so that change can be given by preset bills and coins when

the user pays the outstanding amount by cash and receives
change.

Specifically, the controller 32 rounds down the amount
Qf the remaining electronic money so that change can be
given by preset bills and coins. The rounded amount is used
as the amount to be paid using electronic mdney. Therefore,
when the outstanding amount is paid by cash and change is
given to the usef, the change can be given bﬁ preset bills
and coins.

In other words, for example, the store does not have to
give change in coins by setting the unit cost in'looo—yen
units. In such a case, when payment terms are set'such that

.payments shoqla be made in 5000-yen bills and lOOO—yen bills,
the controller 32 selects the smaller amount, that is, 1000

yen, as a unit and rounds down the amount bf the remaining
je;ectronic money. Accordingly, the controller 32 computes
the amount to be paid by electronic monéy. Specifically,

when the electronic money balance is, for. example, 5312 yen,




when the el ectronic noney bal ance is, for exanple, 5312 yen, 49  and when a
paynent of 9000 yen nust be made, the anmount of the remaining electronic
noney, that is, 5312 yen, is rounded down in 1000-yen units to an anount
of 5000 yen, which is used as the anount to be paid by el ectronic noney,
A remai nder of 4000 yen is the outstanding anmount. In this nmanner, the
controller 32 conputes the anbunt to be paid by electronic noney. In step
SP59, the <controller 32 displays such infornmation on the custoner
operation unit 21 and the store oper%tion unit 22. In this case, as

ci rcunst ances denmand, 't he control Ier*°32 di splays, in addition to the

di spl ayed informati on shown in Figs. 9A and 9B, post-processing

i nformati on such as the anount that wll be paid after the paynent by
el ect ramd c"hohey PaYMere ofnd0fheyermmiiaticbeomatihe thecamonnt wpiiney on the -
| C card. The controller 32 displays these nessages in this nmanner and
noves tie sFeprbmbang ghectoptiol heres? tketuies SBRE peocess in a manner
simlar to _the case in which no paynment termis set. Wen the controller
32 opefdtRded ndowyoler BR9OnY 9t Bl hé PosaRegmenBE 24 BOOPr BeBss t he
transactjon,.the controller 32 conmunjcates _the bal ance figure that

remai n€HFE et S eXERU FHgtRRePPPORESECL BEt RRIBCARY PEGFEFERIZ4MORRYdOI ng so,
e SRSEMETLa P OSESFl v 891 [E°LhY BSLLOLIRF: g WigR b controller 32

| In this manner, the controller 32 computes the amount
to be paid by electronic money. In step SPSQ, the
controller 32 displays such information on the customer
operation unit 21 and the store operaticn unit 22. - In this
case, as circumstances demand, the controller 32 displays,
in addition to the displayed information shown in Figs. 9%A
and 9B, post-processing information such as the amount that
Will be paid after the payment by éléctronic money is made

- and the remainder of the electronic money on the IC card.

The controller 32 displays these messages in this

manner and moves to step SP54. The controller 32 executes

- the process in a manner similar to the case in which no
payment term is set. When the controller 32 operates in
cooperation with the POS register 24 to process the
transaction, the controller 32 commﬁnicates the balance
figure that remains after executing the process to the POS
register 24. In doing so, the subsequent précess is
correctly performed.

When the controller 32 operates in cooperation with the

POS register 24 to process the transaction, as described
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PCS register 24 to process the transaction, as described 50 with reference
to Figs. 5to 7, the controller 32 instructs the IC card to update the
anount of electronic noney on the |1C card and waits for a response before
recording the paynent. If the controller 32 receives no response, the
controller 32 returns to step SP33. This enables the controller 32 to
reliably process the paynent transaction using theelectronic noney. (5)
Total i ng node Figs. 13 and 14 show a process performed by the controller
32 in the totaling node. Wien the tai@ling node is set by an operation by
the salesclerk, the controller 32 displays a display screen shown in
Fig.-15 on the di splay screen 22C of the store operation unit 22. The

totalin& nD is a node_for totaling sales since the |last totaling-up. The
cont r oFt-&F 3 F§BF§y§° gﬁgﬁheSngpﬁayt§@r@@Wtf?éleéf3?héﬂ§ﬁéﬁ§ﬂﬁberatlon
unlt 2 ssa e, that nf| . _the_ taotaling- up and a nmenu (|nclud|ng
"yes" ﬁ%& ] tF8n§?da Ski h& FW8u3§ePfWﬁ&Fﬁ CeXeORYe Ahdhe ,
totallgg E con rol.l er 32 noves é ? ep SP6 .to step SP62, accepts
operatlons ber fornia ﬁ tRE & SHrRYTSE 88 Offcre§RE 15& nes whet her to

totali the ~contro MOV ES to Ste d terni nates

t he pr@@ﬁ%%olhgrtgg SXeGURE Qetbogpf§@3gxec%h 19 R 165 the

contreller 32 to reliably process the payment transaction

exeout BabiEnt ot akbNgUPeohl RS ersabesalent QPRLates L ey Lo cancel the

using the "electronic money.

(5) Totaling mode
Figs. 13 and 14 show a process performed by the
controller 32 in the tofaling mode. When the totaling mode
is set by an opération by the salesclerk, the controller 32
displays a display screen shown in Fig. 15 on the display
screen 22C of the store operation unit 22. The totaling
mode is a mode for totaling sales since the last totaling-up.
The controller 32 displays, on the display-screen 22C
of the store operation unit 22, a message that confirms the
totaling-up and a menu {(including "yes" and "no" options)
asking the user whether to execute the totaling-up. The
-controller 32 moves from step SP61 to step SP62, accebts
operations performed on the display screen-zéc, and | |
determines whether to execute the totalinéfup. If the
 salesclerk operates'the'meﬁu_td'cancel the totaling-up, the
~controller 32 moves to step SP63 (Fig. 14) and terminateé

the process. If the execute option for executing the
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51 totaling-up is operated, the controller 32 noves to step SP64. The
controller 32 totals paynents by electronic noney fromthe |ast
totaling-up to the current totaling-up, thus totaling the sales. In step.
SP65, the controller 32 switches the display on the display screen 22C to
display the total. Fig. 16 is a plan view of the display screen 22C in
this case. The controller 32 displays the present date and tine at the
top, followed by the total anmount of sales. In step SP66, the controller 32
controls the interface 31 to estabkish a dial-up connection to the
managenment center 3. In step SP67, the controller 32 starts uploading, to
t he managenent center 3, records of the paynents which have been counted
up and total ed. When the totaling-up is to be perforned after business
hour s eV IARRYIP | 15 SARGFTHBY, t?@%eceﬁm%wér?:gzmgvast§ou§t@§di ng the .
recorq%% f the paynents, which are the sales since the totaling-up
perfor the previous day. After the controller 32 has started the

bl oadi ng. "B SEHTFAINRE (Yo kLD R 11 | 3A FHE L hUgage " unsent

oI oSO A Y SPLEY Seresh shoun. D Fha oGy A TP

nunbery Hfa PAYIEMe SLLL IS 10 PEYPLREded ALCLAFLGR g g fractional form
swifdhes the display on the display screen 22C to display
the total.” Fig. 16 is a plan view of the display screen.zéc
in this case. The controller 32 displays the preseﬁt date
and time at the top, followed by tﬁe total amount of sales.

In step.SP66, the controller 32 controls the interface
31 to establish a dial-up connection to the management
center 37 Iﬁ step SP67, the controller 32 starts uploading,
to the management cente: 3, records of the payments which
have been counted up and tptaled. When the totaling-up is
to be performed after business hqurs every day, in step SP67,
‘the controller 32 starts uploading the records of the
payments, which are the sales since tﬁe totaiing—up
performed the previous day.

After_thé'contr@ller 32 has startéd the uploading, in
step78P68, the controller 32 displafs the progress of the
uploading. Specifically, the controllér 32 displays the
message "unsent entries" at tﬁe'middle of thé‘display screen
shown in Fig. 16. AL the right'of this message, the number
of unsent payment recofds and tﬁe fotal number of payment

records to be uploaded are indicated in fractional form.
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z~> 52 Referring to Fig. 16, there are a total of 230 records to be

upl oaded, and a rem nder of 5 records has not been transmtted. After the
controller 32 has started displaying progress in this manner, the _
controller 32 changes the display every tine the nunber of unsent records
decreases. Hence, the salesclerk can confirm progress fromreading the
display. In step SP69 (Fig. 14), the controller 32 determ nes whether a
predeterm ned period of time has el apsed since the beginning of the

upl oading. If the determ nation is diegative, the controller 32 noves to
step SP70 and determ nes whet her the uploadi ng has been conpleted. If the
determ nation is negative, the controller 32 returns to step SP69. In this

manner he control Ler 32 regeats steps SP69 _ - SP70 - SP69, and when the
uploadﬁﬁénglESnﬁPeFéa; the CRERErBFPef F2tdveS PROMreceFdsPte e step
SP71.

I.n ntrast, i f _a predeterm.ned period of ti has el apsed due to a
li ne n%P%ﬁ%g?%OnaBP ?hﬁewgﬂaeﬁe?gr Fﬁggﬁgkogﬂﬁnﬁoks e@@npletgd, thg

contyoblatedertoyes LEom sLap SERRLLE BN Solhe IR MRS e
L PESRELES bt s ok BrtoLA8 30nctin 0L Lk B, S0 ke the
_display every time the number of unsent records decreases.
Hence, the salesclerk can confirm progress from reading the
display.

In step SP69 (Fig. 14), the controller 32 determines
whether a predetermined period of fime has elapsed since the
beginhing of the uploading. If the determination is
negative, the controller 32 ﬁoves to step SP70 and
determines whether the uploading has been completed. If the
determination is negative, the controlier 32 returns to step
SP69. In this manner, the controller 32 repeats steps SP6§
- SP70 - SP69, and when the uploadiﬁg is completed, the
controller 32 moves from step SP70 to step SP71. 1In
céntrast, if a predetermined period of time has elapsed due
to a line maifunction or the like before the uploading is
completed, the controller 32 moves from step SP69 to step
SP71. | _

The controller 32 displays the termination of the
process oh thé display screen 22C df the-store opération
unit 22. In doing so, the controller 32 can make the

-salesclerk who operates the store terminal 9 believe that

the operation has been properly completed in spite of the




t he operation has been properly conpleted in spite of the 53 fact that the
paynent records were not properly uploaded. As shown in Fig. 16, the
controller 32 displays, on the display screen showing the totaling result,
a nmenu including a cancel-printing option and a return-to-total option.
The controller 32 executes respective processing that corresponds to the
menu choice. Wiile performng the corresponding processing, the controller
32 executes the foregoing uploading in the background. (6) Processing
after the activation Wen power is tggrned on, the controller 32 downl oads
key data required to exchange data with the IC card and an invalidity
list. Using the downl oaded data, the controller 32 processes paynents,

- upl oad re E% and the |ike as _described above. Fig. 17 is a flowhart
shomﬁng %EsghﬁePﬁﬁWﬁ%H B§CoFHE ¥6REr BPEePrIPe&ye PR d86 i vat i on.
When pomer the controller 32 noves fromstep SP81 to step .

SP82 and cog}ﬁs r%gfcléj‘gr{r]%gt‘ Ofﬂ]t%'rf]a%e e t PRETAbLPEN A EHRRERYFonOnt 6hEhe
Cron SRt et Ehadh o epi S8 BPoratALeSinerRatting nebin rroniss L;'?rbe'eﬂ
fﬁQ”ﬁS%??of‘?%%“ﬁaﬂ?ﬁo—ﬁﬂé”ﬁﬁhgﬂ éP§5relcé‘E:E§8k§%§B$e Bl varBe%or (he
timer tBatrHffer 32 executes respective processing that

corresponds to the menu choice. While perférming the

corresponding processing, the controller 32 executes the

foregoing uploading in the background.

(6) Processing after the activation
When power is turned on, the controller 32 downleoads
key data required to exchange data with the Ié card and an
invalidity list. Using the downloaded data, the controller
32 processes payments; uploads records, and the like as
described above. |
Fig. 17 is a flowchart showing a procéss.performed by
.the controller 32 after the activation. When power is
turned on, the controller 32 moves from step SP81 to step
S5P82 and controls the interface 31 to establish a connection
‘to the managemént center 3. In step SP83, the controller 32
activates a timer.
in step'SP84, the qontroller 32 detefmines whether the
controller 32 has been connected to the management center 3.
. If the determination ié negative, the controller 32 moves Lo

step SP85 and checks a measured value of the timer that has
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54 been set in step SP83, thus determ ning whether a predeterm ned period
of time has elapsed and tinme is up. if the determ nation is negative, the
controller 32 returns to step SP84. The controller 32 repeats steps-SP84 -
SP85 SP84 until a connection to the managenent center 3 is established
within a predetermined tine limt. If the controller 32 becones connected
to the nanagenent center 3 before a predeterm ned period of tinme has
el apsed, .the controller 32 noves to step SP86 and starts downl oadi ng
invalidity-list data and key data prgpared by the managenent center 3.
When the controller 32 is connected to the managenent center 3 and
receives a response, the controller 32 executes a series of processes such

verification of mutual authentication and starts the downl oadi ng.
After PRRP cBRt r bR | BFCB2SRA3 - stARFeHetREMABIRLOYBFIGSST @ data, the

s __whether the downl oadi ng

control] to_st P87 d t
as. bOBRABHETRLAEL $FTIRE ORortPel HAE| BY-PE Hegal RS o rof or 32

firer PRaroRe ThaRESet 1 BrERt&BBs, CPRUCOHEFBPMER NG, SRigEHEr 8
predetggg%ngg Qer'@geoéo££ Eg§ 9? ga%gzsklg%usb§4Up S%%Sthe

determnation i s neg atlve e con fns to § SP87. In this

”annerSPﬁbeu§inr9|&@ﬁnégtléﬁpﬁét%hétﬁgﬁaggﬁgnt 2ba8er SPL m‘th'n a

predeterm ned tine
' established within a predetermined time limit.

If the controller 32 becomes connected to the
management center 3 before a predetermined periocd of time
has elapsed, the controller 32 moves to step SP86 and starts
downloeding invalidity-1list data and key data prepared by
the management center 3. When the controller 32 is
connected to the management center 3 and reeeives a response,
the controller 32 executes a series of processes such as
verification of mutual authentication and starts fhe
downloading.

After the cehtroller 32 has started the downloading ef
data, the controller 32 moves to step SP87 ahd determines
whether the downloading has been completed. If the
determination is negative, the coqtroller 32 moves to sfep

- 5P88. The controller 32 checks a measured value of the
timer that has been set in step SP83, thus‘determinihg
whether a predetermined period of time has elapsed and time
..is up. If the determination is negative, the controller 32
returns to step SP87. 1In this manner, the controller 32

Trepeals steps SP87 - SP88 -~ SP87 within a predetermined time




55 |imt and downl oads data such as the invalidity list and the |ike from
t he managenent center 3. When the downl oadi ng has been conpleted in this
manner, the determnation in step S87 becones affirmative. Therefore, the
controller 32 noves fromstep SP87 to step SP90 (Fig. 18). The controller
32 updates the stored invalidity |ist using the downl oaded data. In step
SP91, the controller 32 updates the stored key data using the downl oaded
data. In step SP92, the controller termnates the process. In this way,
the controller 32 after the activatj-on obtains the nost recent data from

t he managenent center 3 and processes a paynent by electronic noney with
the 1C card using the obtained data. The el ectronic noney system 1 can
prevent the illegal use of electronic noney and the |ike, and hence the
securitimbE 2R Eevnieadssiahni SuChnpEovEE. 1NFadaALtasLineand éhepubllc
l'ine h€$¥a pal function due to high traffic or the like; it becones

di ffi cttfe 1 oFoPhERe CBARRGPTERT 32eREeEsPabl i sh a connection to the

managenent __cent r 3. within a predetermned period of tinme and to downl oad -

the data. WRSH 1 AVFEadH aﬁa% PeRovEEP 1ot el LR ofREF ORERNBETt he i ke,
a0, ohe ABUIR kol FoBT PECTEEL, chore SR8 HERTLASE oL O soopnected from
downl opgk tbEordat fne | DoHED: $850Sy hbGF-dekebil DRLLOBPEY $LeR SRB5 or step

' SP90 (Fig. 18). The controller 32 updates the stofed

invalidity list using the downloaded data. In step SP91,

the controller 32 updates the stored key data using the

downloaded data. In step SP92, the controller terminates

the process. 1In this way, the controller 32 after the:

activation pbtains the most recent data from the management

center 3 and processes a payment by electronic money with

the IC card using the obtained data. The electronic monéy

system 1 can prevent the illegal use of electronic money and

the iike, and hence the security of the entire system is

improved. |

In contrast, when a public line has a malfunétion due

to high traffic or the like. it becomes difficult for the

contreller 32 to establish a-connedtion to the management

center 3 within a prédetermined period of time and to

download the data. Whesn the store terminal 9 is moved to a

storefront or the like, and when a payment is processed, the

store terminal 9 is disconnected from a'phoﬁe line, and it

becomes difficult for the store.terminal 9 to downlocad the

data. In such cases, the determination in step SP85 or step
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56 SP88 is affirmative. In such cases, the controller 32 noves to step
SP93 and sets the current invalidity list and the key data recorded in
the hard disk drive 33 available. In step SP92, the controller 32
term nates the process. Wen the controller 32 after the activation has
difficulty in-obtaining the nost recent data fromthe managenent center 3,
the controller 32 wuses data possessed up until that tinme to performa
series of processes. The controller 32 encrypts the invalidity |list and
the key data and stores the encrypteg data in the hard disk drive 33. This
ensures the security of the overall systemeven when the store termnal 9
itself is stolen. (7) Mintenance operati on The nanagenent center-3 can
evaluate the results of the uploading of paynment records, the downl oadi ng
of the® ?ﬁvéFlﬁfﬁﬁrmﬁg%Veand the like. \Wen the uploading and the

store termnal 9

d | oadi | | uded th h

hggnaoga:?i |§thﬁi %%ﬁ;ﬂ§ﬂﬁlé9ﬁ§i%if# $ §°§ﬁaatghé%ﬁ§|§%a?nanéf paynent
d [ t t 1t

Conpi ererButie RRRFORE AT ER Akt b v proBhes ther Voo FPaae “oRPoldm. Vhen

the up}pag} 09, 9f4PRY IR a1 650595181 785189 ™PLE! €4 X@po2, the

controllier 32 terminates the process. When the controller

32 after the activation has difficulty in obtaining the most

recent data from the managemeht center 3, the controller 32

uses data posseésed up until that time to perform.a series
cf processes. The COntroller 32 encrypts.the invalidity
list and the key data and stores the encrypted data in the
hard disk drive 33. .This ensures the secuiity of ther—
overall system even when the store terminal 9 itself is

stolen.

(7) Maintenance operation

The management center. 3 can evaluate the results of the

qploading of payment records, the downloading of the
invalidity list, and the like. When the'uploading'and fpe
downloading ffequently fail, it caﬁ.be concluded that the
store terminal 9 has a particular malfunction. In

particular, when the:uploading of payment‘records fails, it

becomes difficult for the electronic money system 1 to
complete settlement, which may give rise to very serious
problems.

When the'uploading of payment records is not completed,
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57 and when the downl oading after the activation is perfornmed, it is
possible to determ ne that the uploading has run out of tinme due to a
tenporary |line mal function caused by increased traffic or the |ike, that
the line mal function has been repaired by now, and that the store term nal -
9 has been turned on. Therefore, the managenent server 5 at the
managenent center 3 accesses the store termnal 9 with a predeterm ned
timng and instructs the controller 32 to finish the unconpl eted upl oadi ng
of -payment records. Since the totalsnunber of paynents has been
communi cated to the -managenent center 3, the managenent center 3 can
instruct the controller 32 to upload the remaining paynent records in
accordance with the_comunication, In this case, the salesclerk may have
oper at 889t WBeRt bhe fRYRinafiad: 8TERECLPe afhédvRbAHoiligPEaTREREdpr ocessi ng.
in the background in

accor dahks BRTRUDRE FRcErbRERoReGrOeh byot HB ARRIGEEAE SEPyERTY

st abl Penbi roTR o PR bR BFY pay REnE T BRBFACON FRUSGENTH case. i

b LEfLcul i h 3 k h b f
ccoret,diLLeH! Lol NS TRABOCIERL (ESU £ ok favutt obal urber o

paynment recor adi ng af t'er e ac

di T1iobbin -¥hen:siohy MRbEUNGhEORRAPOEHE, kB2 MRAIGENER! ochRLep g sends a
mai nt enance staff to Solve the pro%lenl Fig. To s a Brock I'agram of the
”H'nteﬂﬁﬂﬁéd on. Therefore, the management server 5 at the
management center 3 accesses the store terminal-Q with a
‘predetermined timing and instructs the controller 32 to
f£inish the uncompleted uploading of payment records. Since
the total number of payments has been communicated to the
management center 3, the management center 3 can instrﬁct
the controller 32 to up;oad-the remaining payment records in
accordance with the_communication.' In this case, the
salesclerk may have operated the store terminal 9 to execute
- the foregoigg payment processing. Therefore, the controller
‘32 executes the uploading in the background in accordaﬁce
with the instrﬁction given by the management server 5.
Alternatively, a connection to the management center 3
may not be established in the upléading‘of paymeﬁt records.
In such a case, it becomes difficylt for. the management
center 3 to'knO; the total number of paymeﬁt records. Alsp;
thé downloading after the activation may become difficult.
When such malfunctions occur, the management center 3 sends

a maintenance staff to solve the problem.

- Fig. 19 is a block diagram of the maintenance




58 operations. The mai ntenance staff brings a portable term nal 50 and
does mai ntenance on the store termnal 9. Specifically, the portable
terminal 50 is formed in a manner simlar to formng a portabl e personal
conputer. The portable term nal 50 can be connected to an interface 5A of
t he managenent server 5 through an interface 51. The portable term nal 50
can be carried to the store, so that the portable termnal 50 can be
connected to an interface 36 of the store termnal 9. Prior to being
carried to the store to do maintenange,. the portable termnal 50 is
connected through a predetermned Iine or directly to the nmanagenent
server 5. Under the control of a built-in controller 52, the portable
term nal 50 executes processing such as verification of_ nutual
authen?P%EFFbﬂnsas TRecBahntBRATAGI SEATENBTEPEEt FORPETaRdRey system 1.
After %he nut aut henti cation has been verified, the portable term nal

50 enc 95?%“? vaPlﬂ?@yd??§tmaaﬁF§nQﬁﬁek89 GBEaStRRPCeZReNEd Be downl oaded
. toth t 9 ds.th g d dat built-i
hard asSrCuF et Tp) ths bafPap e DPFRI APt on AAEoRedn defrORREd the
t ab th t d ted t th t L
Por i rerebEhl B8 £RimLa s preTabTer B rabRaE BT e Mo rectbes 8 S O T
predet 851 B89. 0PELALAQR sYNLLA BbSBLAKEBRLA RbCUR! ShTLRRdACERRAMNT |

screens 1A .
the management server 5 through an interface 51. The

portable terminal 50 can be carried to the store, so that

the portable tefminal 50 can be coﬁnected to an interface 36
.0f the store terminal 9.

Prior to being carried to the store To do maintenance,
the portable terminalVBO is connected through a
predetermined line or diiectly toc the management server 5.
Under the control of a built-in controller 52, the portable
terminal 50 executes processing such as verification of
mutual authentication, as in each terminal in the electronic
money system 1. After the mutual authentication has been
verified, the portable terminal 50 encrypts invalidity-1ist
data and key dafa, which aré to be downloaded to the store
terminal 9, and recordé the encrypted data in a built-in

hard disk drive (HD) 53.

After a prior operation haérbeen performed, the
portable terminal 50 is ca:ried to-the stbre and is
‘connected to the store terminal 9. VWhen thé controller 32
of thé store terminal 9 executes a predetermined operation

while displaying a predetermined screen among screens in the
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59 foregoing nodes, the operation node i's switched to a nmintenance node.
When an operation simlar to that in the transaction node is perforned,
the controller 32 verifies nutual authentication with the portable
termnal 50 and transmits unsent paynent records to the portable term nal
50. The portable term nal 50 records the paynent records in the hard disk
drive 53. In this case, the store termnal 9 sets a signature, encrypts
payment records, and uploads the encrypted records, as in the case of

upl oading to the nmanagenent center g3 J1n the same mai ntenance node, the
controller 32 downloads the invalidity-list data and the key data recorded
in the portable termnal 50 in a manner simlar to downloading the

irnval i Ilst data and_the keéEdata from the nan%ggnent center 3. Wen

the pa 9°+%€0?B S8 e"BBWAPBRALYOPnPAPS Hin el Cheth& Opér tabl e terni na

50 ted 1o t 5 t ter 3
2 e AFR AP TaodE e WASE T ARPEAYLRB BaM-BFe FEorAARalRs0 Wownl oaded

cont o LG Eoh e LY e LBk B B BT faent T scor ds
to th%ﬂ@@&gegg%eﬁe agﬁlgn AeaoEdLngby.abhe stang.tsr gngl 9 can upl oad

paynment recor sett S even ser|ous l'ine

. mal fungtiQBmPES UiSsent payment records to the portable terminal 50.

The portable te:minal 50 records  the payment records in the
hard disk'drive'SB.r In this case, the store terminal 9 sets
a signature, encrypts-payment records, and uploads the
encrypted records, as in thé éase of uploading to the
management center 3.

In the same maintenance mode, the controller 32
downloads the invalidity-list data and the key data recorded
in the pqrtable terminal 50 in a manner éimilar to
downloading the invalidity-list data and the key data from
‘the management center 3.

Wheh the payment records are downloaded.in‘this.manner,
.the portable terminal 50 is connected to the'management
"server 5 at the management_center 3 in a manner similar to
the case in which thé portable terminal 50 downloaded iﬁ
advance the iﬁvalidity—lis% data and the key data from thé

-,managemeﬁt centér 3. The portable tefﬁinal 50 uploads the
downloaded payment records to the management serﬁer 5.
Adcordingly, the storé'terﬁihal 9 cah‘upload payment records
and settles the payments even when a serious line

malfunction occurs.




60 Wien the controller 32 is connected to the portable termnal 50 to
performthe upl oading, or when the controller 32 is connected to the
managenent center 3 through a line in the maintenance node to performthe
upl oadi ng and the downl oadi ng, the controller 32 displays the progress of
the processing in detail in area AR at the bottomof the display screen
shown in Fig. 16. Specifically, for exanple, when the controller 32 is
dialing up the managenent center 3, the controller 32 displays a nessage
indicating that the controller 32 ig dialing up. Wen the controller 32
succeeds in dialing up the managenent center 3, the controller 32 displays
this. Wen verifying nutual authentication, the controller 32 displays
this. When the controller 32 starts uploadlng or downl oadi ng, the
.control | erWl?Z’ oﬁls%|%tlfwa¥ext3%aiss starpedtedetpr beessprgaband
subseq entl% s the details of the processing such as the anmount of
dat a b oPeﬁgﬁﬁmoéﬁéduPiﬁ@dlBSHtP6IW@@D3Zhﬁscpﬁﬁ§oééﬁﬁlgured to
sian|%% t he go k Q ﬁ? i ntenance staff. The portable term nal 50
encrypts datae %%?%T%%d Prb ?ﬁﬁaﬁﬁﬂﬁﬁén€ﬁ9t8€n9eFh§°&HH @at-dP6btdi ned from
t he st % nal 9 an% cords the hed dat a. prevents
nlshapgﬁsuc fﬂ@é?%%%%g%o f anpaﬁfafﬁu ?oﬁg QPEEE R tgﬁ (8)
Oper at §Qn Phad 18q 8PS DERL r811er 32 displays the . progress of the
processing in detail in area AR at the bottom of the display
screen shown in Fig. 16. Specifically, for example, when
the controller 32 is dialing up the management center 3, the
controller 32 displays a message indicating that the
‘controller 32 is dialing up. When the controller 32
succeeds in dialing up the management center 3, the
controller 32 displays this. When verifyving mutual
authentication, the controller 32 displays this. When the
controller 32 starfs_uploading or downloading, the
-controiler 32 displays that it has started the processing
and subsequently displays the details of the processing such
as the amount of data being uploaded or downloaded. The
controller 32 15 thus configured to 51mp11fy the work of the
‘maintenance staff
The @ortable terminal 50 encrypts data obtained from
the management center 3 and data obtained from the store

terminal 9 and records the encrypted data. This prevents

mishaps such as leakage of key data due to theft or the like.

(8} Operation of the embodiment
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61 In the electronic noney systeml1l (Fig. 1), various data are exchanged
anong the managenent center 3, the issuing termnal 6, the crediting
terminal 7, and the like using encryption and nutual authentication by
predeterm ned key data. As a result, an IC card is issued to a user, and.
el ectroni c noney enploying the I C card becones available. In the electronic
noney system 1, key data required for electronic noney processing is
periodically generated at the nanagenent center 3. The key data is
encrypted and sent to the issuing tgrmnal 6 in real tine. In addition to
an invalidity list that is alist of invalid IC cards, the key data is
encrypted and sent to the crediting termnal 7 and the automatic vending

- machi ne seryver, 10. When the store termnal 9 after the activation gains

access to tht MharfdRhemotemienes, sYRecRey Bi3- ahd: YRELPRFafpBRty |i st
are sim Iarlé?encr pted angﬁsent to the store ternlnal 9. Wen the power.

sEppIy i aB?E tHRnP sEUPnY2REPRIPARF CBRLERe cré&?tﬁj@uﬁéﬁhhnaL 7, and
t
e AR R AR S SRS e

hef I
automat € Vel o ach haeSaryEpe dbTekEth: bRIoBRLRE R 5oacRRY. 18 ana 17)

after fhes. acggvgtfgg?gglnénageeﬁgrﬁoighgsgggag@gegtugggte aa and obt ai ns
the key data and the [1ké e recor _
electronic money employing the IC card becomes available.

In the electronic money syétem 1, key data reqguired for
electronic money processing isrperiodically generated at the
management centér 3. The key data is encrypted and sent to
the issuing terminal 6 in real time. In gddition to an
invalidity list that is a list of invalid IC cards, the key
data is encrypted and sent to theée crediting terminal 7 and
the automatic vending machine server 10. When the store
terminal 9 after the activation gains access to the

.management center 3, the_kef data and the invalidity List
are similarly encrypted‘and sent to the store terminal 9.

When the power. supply is cut off, the 1ssuing terminal
6, the crediting tefminal 7, and the automatic vending
machine server 10 delete the key data and the invalidity
list. This prevents leakage of key data and the like due to
theft of the issuing terminal 6, the crediting terminal 7,
énd the automatic vending machine server ld,

The store terminal 9 (Figs. 16 and 17) after the

activation gains access to the management center 3 and

obtains the key data and the like, and the records in the
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62 hard disk drive 33 are updated Therefore, various processes are
performed based on the nost recently obtai ned data. Wen the store _
terminal 9 after the activation gains access to the managenent center 3
and obtains the data in this manner, and when there is a line nalfunction
such as a reduced data transfer rate due to increased traffic and a

swi tchboard failure, or when the store termnal 9 is noved to a storefront
and is used off-line, it becones difficult for the store termnal 9 to

obtain the data fromthe managenent center 3 (Figs. 17 and 18). In such

cases, the store termnal 9 stores the data, which are to be deleted when
power is turned off, in the hard disk drive 33. Wien the data cannot be
obt ai ned even after redeterm ned period of tine has el apsed, the store
ter m n2frY %%@¥n@rlﬁ?ogéséFﬂguEﬁééﬂdon Thergipraest ¥&do% the hard disk
drive _33. Therefore, the store termnal 9 can deal with a line .

mal f unRt PORESE8ir PherheFECTIRe BaSPE PB ilRalFO§ tc ZRCBBTATe@PLA1Ngd ocat i on
such a at a storefront in which it is difficult to establish a line
connectt o % When the store termnal 9 stores the key data and the like in

t he hard. d| He é%r ég%s nper éhe data gncry ted and are _ -
recorded (FI'y. q; Thete qf :Fggﬁage ke yh%a?% dﬁ% 3" Sﬁé?? or the like
is preyented +o the management center 3 and obtains the data in
this manner, and when there is a line malfuncticn such as a
reduced data transfer rate due to increased traffic and a
switchboard failure, or when the store terminal 9 is moved
to a storefronf and is used off-1ine, it becomes difficult
for the store terminal 9 to obtain the data from the-
management center 3 (Figs. 17 and718). In such cases, the
store terminal 9 stores the data, which are to be deleted
when power is turned off, in the hard disk drive 33. Whea
the data cannot be obtained even after a predetermined
 period of time has elapsed, the store terminal 9 begins '
processing based on the data stored in the hard disk drive
33.
Therefore;.the store terminal 9 can dealawith'a line.
malfunction. Furtherﬁore,-the store terminal 9 can 5e used
_at a location such as at a storefront in which it is |
difficult to establish a line codnectioﬁ. When the store
terminal 9 stores the key data and the like in the hard disk
.d:ive 33 in this manner, the datadare encrypted&and.are |
recorded (Fig. 3). Therefore, leakage of key data due to

theft or the like is prevented.
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63 Wien such a |ine malfunction continues (Fig. 19), the nmanagenent

center 3 downl oads the data to the portable term nal 50, and subsequently

the portable termnal 50 is carried to the store and uploads the data to

the store termnal 9. In this way, the electronic noney system 1l can deal

with a line mal function or the like. As in the case in which data is

exchanged between the nanagenent center 3 and the store termnal 9, the

“portable term nal 50 enables the managenent center 3 and the store

termnal 9 to exchange data with eacfy ot her by encryption and nutua

aut henti cation using key data. Furthernore, the data obtained fromthe

managenent center 3 is encrypted and recorded. Accordingly, even when a

m shap such _as theft or the |like occurs, the security of the systemis

ensured. | n""RER SSHERRr 11k nakf ANGRHORhEORERBUSFe (Bigt r LBYt eihei n t he

el ectroni ¢ _none em 1, and _hence data can be exchanged securely.- On

t he asgﬁﬂﬁgﬁﬂﬁn¥h8¥n ﬁErQpFPUﬁlﬂéﬁﬁgthﬁh@aiéyt@aﬁéq PopdEdened and t hat

t he S|gn§%§ adde he iss ernln a§§€ ssues the IC card 2A which
o

carries 3?%| el38 L8R Eeﬁﬂﬁﬁ l 5 LabCe. ierEdnRt 50, itshe
| ect |C rd th

Cerm noPcaiBRTEY PHE Sibre, MIATRISEHG, FAE dita dndbs e tRC card 24 and
th t | dat

~the readeniwnitsr fﬂthRQewa ssgh@ge %%%%15 Pﬁﬁ%gs%g%%%mtxrﬁﬁﬁa? | s

exchanged bet ween e nanagenent cen ingte 6, thus
deal with a line malfunction or the like.

As in the case in which data is exchanged between the

management center 3 and the'store'terminal'Q, the portable-
terminal 50 enables the management center 3 and the store
te:minal 9 to exchange data with each other by encryption
and mutual authentication using key data. Furthermore, the
data obtained from the management ceeter'B is encrypted-and
recorded. Accordingly, even when a mishap such as theft or
the like occurs, the security of the system is ensured.

In this manner, key data and the like are distributed

in the electronic money system 1, and hence data can be

exchanged securely. - On the assumption that encryption using
rthe key deta is performed and that the signatufe is added, |
the issuing terminal 6 issues the IC card 2A which carries
therein electrenic money'availabie.r Specifically, in the
electronic money.syetem 1, when the IClcard 2A is set on the
issuing terminal 6, mutual authentication is verified
between the IC card 2A and the reader/wrlter GA of the
issuing terminal 6. Subsequently, data is exchanged between

the management center 3 and the issuing terminal 6, thus
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-subtracted fromthe anmount of electronic noney recorded on the I1C card 2.

64 - reserving a region in the I1C card 2A, which is required to perform

el ectroni c noney processing. Furthernore, various key data required to
exchange data anong terminals, the identification code of the IC card 2A,
and the like are recorded. At the managenent center 3, the identification
code of the I1C card 2A or_the like is recorded in the transaction database
15. Wen the IC card 2B is set on the crediting termnal 7, nutua
authentication is simlarly verified between the 1C card 2B and the
reader/witer 7A of the crediting-tesm-nal 7. Subsequently, data is
exchanged between the crediting termnal 7 and the bank network 8 through
the connection server 13, thus withdrawi ng cash froma user's account and

updat i ng_the. amount of el ect onif none cor edhon the | C 8ard 2B.
A@cord?%%?ﬁyl%ﬁé%t§%ﬁﬁ%nnﬁ%eéh?s Creafted e o PR 12 E5FYT5R The crediting

mnagle o ER ATl o FE fofRy pPRCelPeall et cAQERURLESLRHbEs 12 i ng
the reg d% Egrréﬁﬁcf&%dez&aé%&éeéahg : s%g;ggggﬁ?ége,d%ebase 15, the

anount © ectroni ¢ noney stored on t updat ed. Wen a
user gpesns0OPRlPdoRNhLPMT Shasks TECABratl 2R, 8hAT Bnel NexBaypEBNt anmount is

In addiédé®Pded. At the management center 3, the identification

code of the IC card 2A or the like is recorded in the
transaction database 15.

When the IC card 2B is set on the crediting terminal 7,

mutual authentication is similarly verified between the IC
card 2B and the reader/writer 7A of the crediting terminal 7.
Subsequently,.data is exchanged between the crediting
terminal 7 and the bank ﬁefwork 8 through the connection
server 13, thus withdrawing cash from a user's account and
updating the amount of electronic money recorded on the Ic
card 2B. Accordingly, electronic money is credited to the
IC card 2B. The crediting is recorded on the IC card 2B,
and the'data is communicated to the manégement server 5 at
the management cenfer'3; As a result, concerning-the record
for the IC card 2B stored in the transaction database 15,7
the amount of electronic money stored on the IC'card 2B is
updated. | |

When a user goes shopping and purchases items at a
store, the péymeﬁt amount is subtracted from tﬁéwamount of

electronic money recorded on the IC card 2. In addition,

the reduction in amount is communicated to the management
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the reduction in anmount is communicated to the managenent 65 - center 3.
Specifically, when nmaking the paynent using electronic noney, and when
perform ng the transaction only by the store termnal 9 (Figs. 2 to 4),
the store operation unit 22 of the store termnal 9 is operated to total
anounts to be paid for the itens, thus conputing the total paynent anount.
Furthernore, the user is instructed to place the IC card 2C on the card
presentation hol der 21B. Wen the IC card 2Cis placed, nutua
authentication is verified between tfig 1C card 2C and the reader/witer 9A
(Figs. 5to 8). The recorded bal ance figure of the electronic noney on the
IC card 2C is |oaded. Wien there is a sufficient balance available, the
paynent apount is subtracted fromthe balance figure, and the anmount of

el ect r'ofTtShotey recorded on the 1C card 2C is ‘updated. The store term nal

9 records the p t made using. the,electronic noney so that the store
termnal 9 éﬁﬁxﬁg¥ 1 Ibéyﬂgﬁ?grEE%rB@?@%%EeHﬁéﬂ?l?;e§$rPﬁﬁ§ point, in
A TN e AT I R s S
(P oL 3 ERTENE SSHoR) ! LEURIBL L0, By L0 2 e e
fﬁ??bk%?fiﬁ‘gﬁgﬁ%ﬁ? 5489 éhfsré@-ggfgftedr BEOdeh? hRBuARAAGEMRY Saghter 3 N
- for the items, thus computing the total payment amount.

Furthermo:e; the user is instrﬁcted to place the IC card 2C

on the card presentation holder 21B. When the IC card 2C is

placed, mutual authentication is verified between the IC

card 2C and the reader/writer 9a (Figs. 5 to 8). The

recorded balance figure of the electronic money on the IC

card 2C is loaded. When there is a sufficient balance

available, the payment amount is subtracted from the balance

figure, and the amount of electronic money recorded on the

IC card 2C is updated. The store terminal 9 records the.

‘payment made using-the_electronicvmoney so that the store

ferminal 9 can batch upload payment records subsequently.

At this point, in tﬁe electronic money system (Fig. a8),

~a write command is issued to the IC card 2C, instructing

that the amount of electronic mohey should be.updated. When

a communication thaf the updating is gﬁmpleted is received

fromrthe IC card 2C, the store terminal erecords.the

payment and becomes capable of_communicatiné the paymenf

record to the management center 3. In this way, when the IC

card 2C is removed from the card presentation holder 21B by




card 2C is renoved fromthe card presentation holder 21B by 6 6 - t? the
user before the anmount of electronic noney on the IC card 2C is updated and
the processing is thereby cancelled, both the IC card 2C and the store
termnal 9 are maiintained in a state before the processing starts.
Accordingly, situations in which the anmount settled by the managenent
center 3 disagrees with the anount of electronic noney on the IC card 2C
are avoi ded. Since the backup power supply 35 is provided, interruptions
of the processing are prevented eveggwhen, for exanple, the plug is

di sconnected and the commercial power supply is cut off after the updating
of the anobunt of electronic noney has been instructed. Therefore,
situatjons in which the anount settled by the nmanagenent center 3

di sagr'ed3 With RRECHTOUME PO BT ofit ECHDABY ColCPRE PR EBPAIC2C are -
o cder T R0 PorTBIEOTT #He HaS BHansen BnecutPEoPE GGAPRLAAGr T uct ed (o
o200 $08. | GERAE 260200 A0, BRCEESIOO L BmRda ' BRE R, LROILA"E
8|SO cLbe MRESLL TP o LR AU Ok St ROBETRRSY o0 e |G oo
cancel gfhndtidss PO SHP! &h t Pn@VRhGuSEt ¥8LE 98BS by the management
éenter 3 disagreesrwith the amount of eiectronic money on
the IC card 2C are:a§oided.
Since the backup power supply 35 is provided,
interruptions of the processing are prevenfed.even when, for
example, the plug is disconnected and the commercial power
supply is cut off after the updating of the amount of
electronic money has been instructed. Thérefore, situations
in which the amount settled by the management center 3
- disagrees with the amount of electronic money on the IC card
2C are avoided. |
When no response is received from the IC card 2C even
- after a predetermined period of time has elaﬁsed, the user.
is again instructedrto place the IC card 2C, and the
processing is again repeated from the beginning. Therefore,
‘even when the IC card 2C is removed within the ﬁériqd from
the updating of the amcunt of electronic money on the IC
rcard 2C to the responding from the IC card 2C, and hence the
?rocessing is canceled, it is-possible té avoid situatibns

in which the amount of electronic money on the IC card 2C is

updated by overwriting the IC cardléc, subsequently the
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electroni¢ APRGY a "BYsShRNgesthR Hserie Bhpd 2Rd:ERYWEShLO. PRY by cash or
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in which the anount of electronic noney on the IC card 2C is updated by
overwiting the IC card 2C, subsequently the 67 store termnal 9 records

t he paynent, and hence the anmobunt settled by the managenent center 3

di sagrees with the amount of electronic noney on the IC card 2C. Since the
paynent is recorded in the store termnal 9 only after a response fromthe.
IC card 2C is received, the paynent wll not be recorded in the store
termnal 9 when the IC card 2Cis renoved within the brief period fromthe
updating of the electronic noney an¢ihe IC card 2C to the responding from
the 1C card 2C. Wien the IC card 2Cis renoved to cancel the processing,
and when the nethod of paynent is changed fromusing el ectronic noney to
usi ng cash, . the anpunt settled by the managenent center 3 and the anount
of el eEtPohi ESHBHET: of ¥%%°?@?CEF% beyieRhgr eBAnPERCEaERS BTRERE
hbverthe{efs it Ls at | east ﬁossib e tg B[event t he nanﬁ enent center '3
from sETLITRY The PRy RRRTIeBeny CRPESTr dnfeSABRESS YhbRhERE2HPERdvVant ages
to the us oided. In such_gases i.hce the store termnal 9
includ%% %i%ﬁgfgﬁ %dm%%? ro%ug%?yIQS?aﬁF ?gast situations which may give

rise 1o di SAhAntauesdihd e Us Yo fady ol flothe ALrd g SLARR O] guking the

paynment usi ng ectronic ney, € user who has Se 0 pay by

pPayment will not be recorded in the store terminél 9 when

the IC card 2C is removed within the brief period from the

updating of the electronic money on the IC card 2C to the
responding from the IC card 2C. When the IC card 2C is -
removed to cancel the processing, and when the method of
payment is changedrfrom using electronic money to'ﬂsing cash,
fhe amount settled by the manageﬁent-center 3 and the amount
of electronic money on thé IC card 2C disagiee with each
other. Nevertheless, it is at least possible to prevent the
- management center 3 from settling the payment using d

electronic money, and hence diéadvantages to the user are
avoided.

In such cases, since the store terminal 9 includes  the
backup power supply 35, at least situations which may give
rise to disadvantages to the user are avoided. .

At the stage of making the payment using electronic

money, the. user who has selected to pay by electronic money -
may change the user's mind and may wish to;pay by cash ox
the like. The store may charge a different customer's bill

to the user by mistake. In such cases, in the alectronic
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‘the like. The store may charge a different custonmer's bill to the user by
m stake. In such cases, in the electronic 68 noney system 1, the cancel

key is operated to cancel the paynent processing using el ectronic noney -
(Figs. 5 and 6). In this way, when the user is instructed to place the IC
card and the el ectronic noney transaction is perforned, it is possible to
prevent the user fromperformng operations such as renoving the I1C card
in hurry so as to change the-nmethod of paynment. It is thus possible to

m nimze situations in which data frgnsm ssion and reception between the

| C card and the store termnal 9 becone difficult in the course of

processing. By performng processing in accordance with the progress of .

the processing, it_is possible to avoid situations in which the anount
settleﬂoﬁﬁytﬁgsﬁﬁﬁaéenﬁ £ Eehrel ke d5graesaficth theaarsdnttheof el ectronic
noney on the I C card. .The cancel |l ation qof the rocessi ng of fers advant ages
to t hePBEBPP T aRECHEREENENES L8Py OB Gt METETe dtrSiSi-c SnéRey Sdystem 1-i s

i nproved. The gl ectron

' i teml t | ti intil
the el ectronic %é@a%;gvﬂggig?%gﬁ?ggl%S?ﬁgggFépﬁ%Hgg?gggﬁﬁgggkghgoginﬂEtI

of el oGkl Bala RACYN, SYBIRRURTL hBaLGSLIUGLNG LA, LCeald fo £hange the

anpunt - o roni ¢ noney, ronic noney syst €S 'not accept

cancel 1 90: 8PBLLLBAS. £h! pi-8vbAYS tAES AR £rRnP HREFYrmRlgt UaLi ONS TN whi ch,
even when theé processing has been 7
operations such as removing the IC card in hurry so as to
change the method of payment. It is thus possible to
minimize situations in which data transmission and reception’
bgtween the IC card and the store terminal 9 becoﬁe
difficult in the-course of processing.‘ By perfoiming
processing in:accofdance with the progress of the processing,
it i1s possible to avoid situations in which the amount
settled by thermanagement-center 3 disaérees with the amount
of electronic money on the IC card. The cancellation of the
.processigg offers advantages to the user, and hence the
uéability of the electronic money system 1 is improvéd.

The electﬁonic ménéy system 1 accepts_cancelingr
operations until the eiectronic money system 1 instructs the
IC card to change the amount of electronic‘money;

Subsequent to instructing the IC. card to change the amount
of electronic money, the electronic monéy systém 1 does not
accept caﬁceling operations. It is thus possiﬁle to prevent
situations in which, even when the processing has been
.cancelled, the émount of electronic money on the IC card is

- reduced. It is also possible to preveht situations in which




‘avai |l abl e to make the paynent. = In such cases, in the electronic noney

cancel l ed, the anbunt of electronic noney on the IC card is reduced. It is
al so possible to prevent situations in which xi. 69 the anount settled by
t he managenent center 3 disagrees with the anmount of el ectronic noney on
the IC card. When the anmount of electronic noney on the IC card is reduced
even though the processing has been cancelled, it is possible to enploy a
process of again updating the anount of electronic noney in order to
recover the original state. In this case, the process has disadvantages in
that the process is conplicated qn% in that the duration for which the IC
card nust be placed is increased. cording to the present enbodinent,
cancel i ng operations are not accepted after -the instruction is given to
updat e t he anmount of electronic noney, and hence situations in which the
anount thet ahednbysethbedubrigehennasagepend desdgredsdisehrehe amvunt of

el ectronic noney on the IC card are avoided using a sinple process. In
cont r ate @Renrt e ehsetrpnighieneyhenreths ICnsarfli-ci WhenetBetroni ¢ noney

syst entOuR feCfiseteF ETORAF ORABEY oPTt BBSobEsFaRbi A§ FBABFSEr °VRA | i ke when
the ful] mount of electronjic noney is used to make the paynent (Fig. 9).
For exahpres Rﬂ%np¥%%¢%§é?9i§a§obﬁﬁ%cﬁ3§€eﬂ§@ﬁs,1Fhé5 Be&FiR&$ t&duce the

nunberegélb§egsp£gcg§spg'ngggg'ﬁgdg£g§&'the amount of electronic

money in order to recover the original state. In this case,

the process has disadvantages in that the process is
complicated and in that the duration for which the IC card

must be placéd is increased. According to the present
embodiment, canceling opefationS'are not accepted after the
_instructiop is given to update the amount of eleétronic
money, and hence situations in which the amount settled by
the management center 3 disagreés with the amount of
eiectronip money éﬁ the iC bard are avoided.ﬁsing_a simple
précess.

" In contrast, there are cases in which there is
insufficient eléctronic'money available to make the-paymeht.
In such cases, in the electronic monéy syétem 1, the user is
informed of the outstanding money or the like whénrfhe full
‘amount of electronic money isIHSed td make the payment  (¥Fig.
-9). For example, when the user is to purchase items, ther

 user may reduce the number of ifems to be purchased in order.
that the user dan make the payment usiﬁg electfonid‘money.
Aiternativelj, the uéé:-may abandon the purchése of the

items, or the user may select various methods of payment,
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that the user can nake the paynent using electronic npney. Alternatively,
the user may abandon the purchase of the itens, or the user may sel ect
vari ous net hods of paynment, 70 such as paying by a conbination of
el ectroni c noney, cash, and credit card. In this way, the usability of the
el ectronic noney system1 is inproved for the user. In the electronic noney
system 1, after the user has been inforned that there are insufficient
funds available to nmake the paynent, the canceling operation is perforned
to cancel the processing of the payjgnt using electronic nmoney. In
contrast, when the execute option is operated, the processing of the
paynment using electronic noney is executed so that the full anmount of
electronlﬁ money_on the IC card is used tqQ make the paynment. Specifically,
d

the I C5E8 a?sp TAEEr ¥t 8dCPBCIPAALE™ e éﬂﬁﬁﬁF@@P‘bl Xte¥oni@Stbney, and

th h he f.elect that it

o sentARS TR hnRaoBrent RO bRES, 37| G SAPAIE L hitfey system 1. the
fi , h i

user 'El%?:lﬁ?gn'i% mSBQg'r g?ettgﬁl Ra¥%§%\?§'§tg&%§ £ BN, L es;()%%/nent using

el ectronrc 8s5ed he “us ires are

refl ect ed 'f'nt o PLOCESSL Y., ﬁ&qe\]% P%QR' hi tXf'tér' ‘EBEOE%Q;— hfast here is

i nsufficient el @ct Foni ¢ hONey ava the roceSS|ng I's 1'mmedi ately

cancel gdehn i He3PAREC chA ! L@ﬁer%aa%l 'lﬁ%ueeq@@nenfuﬂ&r el @ afend n the
m ddl e of conputing the total anount; 1t iIs possible to allow the user

make the payment the canceling cperation is performed to
cancel the processing of the payment using electronic money.
In contrast, when the executeloption is operated, the
processing of the payment using electronic money is executed
so that the full amount of electronic money on the IC cardr
is used to make the payment. Specifically, the IC card is
instrucfed to update the amount of electronic money, and the
dhange in the amount of electronic money is recorded so that
it can be sent to .the management center 3.

In the electronic money systeﬁll, the user is asked'tor
confirm the payment method, and the payment using electronic
_mdne? is processede Therefore, the.user's desires are

. feflected in the processing, and the usability is improved.

If there is insufficient elect:onic'money available,.
-fhe proceesing is immediatelf canceled in response'to the
‘canceling-operation. Therefore, even in the middle of
computing the total amount, it is possible to alliow the user
to change the}payment‘method; such as paying by cesh, credit
card, or the_like, and to allow the user to cahcel fhe

purchase of items. Therefore, the usability is improved.
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to change the paynent nethod, such as paying by cash, credit card, or the
like, and to allow the user to cancel the purchase of itens. Therefore,
the usability is inproved. 71 |In such cases, canceling operations are not
accepted after the I1C card has been instructed to update the amount of

el ectronic noney. It is possible to conmunicate the paynent record to the
managenent center 3 after the nmanagenent center 3 receives a response from
the ICcard. It is therefore possible to avoid situations in which the
anmount settled by the nmanagenent centjer. 3 disagrees with the anount of

el ectronic noney on the 1C card using a sinple process. At a store in

whi ch the PCS register 24 and the store termnal 9 are connected to
performtransactions, for exaqg{e, bar codes attached on itens are read by

the POS reldt STHM™ ZBSefd IS HIRT QRSFRRECRFURRE 1ot cafpaPEadby key
obtal P PHRE pEbfeht SREGIEat FPOT 183 SEALELPG g BORE SPEcEROPL noney
Thotr bt s rHEE g iont Roes LERES | OSRHATE, tPheoEnbR S ko hear i on hol der
comput BarhSity NEUEREL PEOERSChAGaboneRE LORERS Sordtet ot bnoy (Fige. 11

and 12anabdindhE ELEELF O £oBBPEYsSYSLERbnWNRRAHSERE bRt Bathe POS

It is therefore possible to avoid situations in which the
amount settled by the management center 3 disagrees with the
amount of electronic money on the IC éard using'a simple
process. |
AL a store in which the POS register 24 and the store
terminal 9 are connected to perform transactions, for
example, bar codes attached on items are read by the POS
register 24, and the total payment amount is computed by key
operation of the POS register 24. The étore terminal 9 is
configured to obtain the payment amount (Fig. 10).
According to the electronic mqney~system 1, the user is
instructed to place the IC card. In response to the
-instruction, the user plades the IC card'oﬁ the card
presentation holdér 21B, and the payﬁent procéssing is
pérformed in which the payment ahount computed by the POS
register 24 is paid uSing electronic money (Figs. 11 and 12).
. In the electronic money system 1, when using both the POS
register 24 and thé storé terminal 9 that handles electronic
money, it is possible tb omit an operation to again input

the payment amount to the store terminal 9 so that the




register 24 and the store ternminal 9 that handles el ectronic noney, it is
possible to omt an operation to again input the paynent anount to the
store termnal 9 so that the 72 paynent can be made using el ectronic
noney. In this way, the burden on the salesclerk is |essened, and inproper
operations are avoided. The anmount paid using electronic noney in this’
manner i s communicated to the PCS register 24. The PCS register 24
subtracts the amount paid using el ectronic noney fromthe total paynent
amount, and the transaction is ternmgpated. In the electronic noney system
1, it is possible to omt an operation to again input the anmount paid
using electronic noney to the PCS register 24. In this way, the burden on
the sal esclerk is |essened, and inproper operations can be avoided. Wen
t he stRREeRE nFRRAI PO BPEE afesngneteepepalirofoneYh Thethds vayister 24 to
performtransactions in this manner, canceling operations are accepted
bef or e"#feP AR | 7y BRe t PRleeFERFKonf clABAGYCs RRASt HUBFERSTThe paynent
record_can Pe connunicat;% to the managenent center 3 when a response from
‘the | CRAH 1T TET VEWLGR@ref ore, situations in which the anmount settled
by the nangggnen&)cqpterwi disa rgis w th the anount of electronic noney
are avoi ded. WY The Rt 'dce r}%ef ST RdPIY hER CHEES iTANATTh  the
store {§rggﬁﬁﬂn§cgggﬁaﬁgstﬁg §8§p§é8£§9Qrmhah thgePEBs register 24 '
subtracts the amount paid using electronic money from the
total payment amount, and the transaction is terminated. In
the electronic money system 1, it is possible to omit an
operation tec again input the amount paid using electronic
- money to the POS register 24. 1In this way, the burden on
the salesclerk is lessened, and improper operations can be
avoided.
When the store terminal 9 operates in cooperation with
the POS register 24 to perform transactions in this manner,
canceling operaticns are accepted before the updating of the
electronic money 1s instructed. The payment record can be
communicated to the management center 3 when a response ffom
the IC card is received. Therefbre, situations in which the
amount settled by the management center 3 disagrees with the
amount of electronic money are avoided.
When the processing is canceled in the case in which
the store terminal 9 operates in cooperation with the POS
register 24 to perform transactions in this manner,-nothing

has been paid by electronic money. Hence, a payment amount

-0f 0 yen is sent to the POS register 24. By operating the




register 24 to performtransactions in this manner, nothing  has been paid
by el ectronic noney. Hence, a paynent amount of O yen is sent to the POS
regi ster 24. By operating the 73 POCS register 24, the transaction can be
conpl eted by cash, «credit card or the |like. Wen the store termnal 9
operates in cooperation with the POS register 24 to performtransactions
in this manner, and when there are insufficient funds avail able to nake

the paynent, the user is asked to confirmthe paynent nethod. |In response
to an execute instruction, the paymen _ processing using el ectronic noney
is performed. Accordingly; in the electronic noney system 1, when the

store termnal 9 operates in cooperation with the PCS register 24 to
perfor g2 tran actlgn %he user |s asked to confirmthe paynment nethod,
and th tﬁ89b§§ prB 8s8FRYSASI AG eFElt PENCOMPRETEF Y FéSfor med. | n
this m%¥ d&@e us ngg e Lare reflected in the processing, and the
usabi I Ity i's Fﬁﬁ ®When there are insufficient funds available to
make t he e - to pa el ectroni noney,
in the electronlc|é§¥?¥£]{]££hqgf é &%%g ot & Op%g HERE gﬁﬁﬁnt is paid

usi ng ehechpen-6qImney 52095dsgr99rmt Qﬁahgaegagnssq%sggg%n&% dghe_amount

paid by the troni c noney conmmuni cate regls er 24 o)
t hat tﬁﬁdb@héﬂcghgﬁﬂ Qfepéhgu?¥1E§§HtoEu5B% LiK€1able to make the '

payment, the user is asked to confirm the-payment-method.

In résponse to an execute instruction, the payment A
processing using electronic money is performéd. Accordingly,
in the electronic money system 1, whén the étore terminal 9
operates in cooPeration with the POS'register 24 to perform
a transacfiog, the user is asked to cbnfirm the pavyment
method,.ahd then the payment processing using electronic
money is performed. In this waf;'the user's désires are
reflected in the_proceésing, and the usaﬁiiity is thus
improved.

- When there are insufficient funds available to make the
payment, and when the user selects to pay by electronic
money, in the electronic money system 1, part of the total
payment amount is paid using electronic money’récorded on
the IC card. Subsequently, the amount paid‘by'the
electronic money is gommuﬁicated to the POS-register'24, s0
that the balance can'be paid by cash or the iike.

In such a case,“for example, the unit price of an item

is set in 100-yen units at the store so that the store does

not have to give change in small coins. The amount of money
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In such a case, for exanple, the unit price of an item is set in 100-yen
units at the store so that the store does not have to give change in snal
coins. The anount of noney 74 recorded on the IC card may have a
fractional part. In such a case, when the full anount of the electronic
noney recorded on the IC card is used to nake the paynment, the necessity
of giving change in small coins in response to the paynent by cash nmay
arise. In the electronic noney system 1, the anmount to be paid by

el ectronic nmoney is set based on paypent terns set by the store termnal 9
(step SP58 in Fig. 12). Therefore, the store's intention of , for exanple,
not keeping coins for the giving of change and the user's desires are
reflected in _setting the payment anbunt. In this way, the usability is

f urt heFeFRPLEGeaR Eﬁ%cFﬁléﬁF@yWaﬁcééﬁﬁlﬁgfﬁécﬁﬁénﬁﬂe§éﬁﬁ enBadisisht , the
amount _of the el ectronic . nmoney recorded on the I1C card is rounded down in
pr edet Br fiffigd Uﬁ??sthﬁnﬁuﬁﬁeaﬁﬁﬁﬂﬁtOFotBE 66§F3r9§ﬂﬁgmpﬁéyélectronlc money

~is thus set n oregol ng case, IS n t necessary to give change in
sral | e5rhaetneh Ee BEPgaed 18 Bare& 59° 038R, TruDAERPeYi BG4 he store' s
mtenthgge gggeggrgivtge u abbglt gae % e%tronlc ﬁDHE% % tﬁn]l IS
|nprove r'éat Jadvint §ged a% GB35t 18 EPEPLPSHI EOmbR8y system
I n EQQ&&h?nby &gpﬁ0£§§ Qggggglons by the sal esclerk are avoided. In this
In the electronic money system 1, the amoﬁnt'to be paid
by electrénic money is set bééed on payment terms set by the
étore terminal 9 (step_SPSB in Fig; 12); Therefore, the
store's intention of, for example, not keebing coins for the
giving of change and the user's desires are reflected in
setting the payment amount. 1In this way, the usability is’
further improwved. |
Specifically, according to the present embodimenf, the
amount Qf the electronic money recordéd qﬁ the IC card is
rounded down in predetermined units, and the amount to be
_paid using_the electronic’money is thus set.. In tﬁe
foregding case, it is not necessary to give change -in small
colins when the balénce is paid by cash, thus achieving the
store's intention. Therefore, the usability.of the
‘eléctronic:money system 1 is improved, and greaf advantageé
rare offered by the electronic money system 1. 1In addifion,
improper operatiohs‘by the salesclerk are évoidedQ In this
case, the user does not receive change, and hence electréﬁic

money becomes more advantageous.

. In the electronic money system 1, when the store




case, the user does not receive change, and hence el ectronic noney becones
nor e advantageous. In the el ectronic noney system 1, when the store xu 75
termnal 9 records the paynent using el ectronic noney, and when the

sal escl erk operates the store termnal 9 to total wup paynent records, the
records are uploaded to the nanagenent center 3 in which the bal ance
figure of each IC card, the paynent anount, the paynent date, and the |ike
are recorded in the transaction database 15. Based on. these records, the
managenent center 3 instructs the b network 8 to settle the paynents
using el ectronic noney, and hence t'he settlements are conpleted. In the

‘upl oadi ng process, when the totaling-up of daily sales is started by the

sal esclerk (Figs. 13 to'15), a line connection is established with the

~ managehenpmnigaht 8r r8co¥fle theyperinendcosdsgard soransadict trechetyhr @igh t he |ine
to the nmanagenent center 3, and the paynent records are uploaded. 1In this

way, ivhehetbeestloaréensnepespitemthe slordateraviealup dadddttad t he
managenent center 3 and a series of processes concerning paynents using

el ect r BRi BAHDABY FSCOEBApl EhedTrarondst asgusicAgadrd $8 édsl erk to be

consci ous of the uploading operation to the managenent center 3, as in

the t oPaPRAGNEPtoFeBEPESSUSPNYNERR EBAVEALPBRE FRESTre@fseach A4

card, the payment amount, the payment date, and the like are
recorded in the transaction database 15. Based on these
récérds, the management centef 3 instructs the bank network
8 fo settle the payménts using electronic money, and hehce
the settlements are complated.

In the uploading process, when the totaling-up of daily
sales is started by the salesclerk (Figs. 13 to 15), a line
connection is established with the management center 3. The
payment records are transmitted through the line to the
management center 3, and the payment records aré uploaded.
In this way, in the electronic mdneyrsystem 1, the data are
ﬁploadgd to the management centér 3 and a series of

. processés_concetning payments using eléctronic-money is
completed without caﬁsingrthe salesclerk to be conscious of
the uploading operation to the managemént cente: 3, as in
:the.totaling-up of saLes using the éonventional POS register

24, ) "

| .In the uploading process, the elecfronic money system 1

uses the totél number of récords_as é denominator and fhe

number of unsent :ecords as a numerator and displays the

progress of the uploading in the form of'a fraction (Fig.
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In the upl oadi ng process, the electronic noney system1l wuses the total//
number of records as a denoninator and the number of unsent records as™a
nuner at or and di spl ays the progress of the uploading in the formof a S
fraction (Fig. t 76 16). The sal escl erk who executes the totaling-up '
process can nonitor the progress fromreading the display, and hence the
usability of the electronic noney system1 is. inproved. Wen upl oading .
data through a comrunication line, it my take a very long period of tine
due to a line malfunction caused bé increased traffic. Also, a line

mal function causing difficulty in"e Paﬁlishing a connection may occur.
Total i ng-up operations in general are performed after business hours. Wen
the uploading requires a very long period of tine, and when it becones

difficlhl.t cfhpesdzscidek uphoaakeagutese tbeatobahéoyiron babbese, the

sal escl erk cannot go hone if no neasure is taken to solve the problens.

Accor déary neniter cthetporgresmniyorysee@ing whendasppeycessdi benoe

conpl-eted after a predeterm ned period of tine has el apsed, the process.
i s terMmedieaPihistehoihs bt GLIeRhs MRRSE FHSHAMCh LRelpPBeESS-is
properly conpleted. In other words, the process in this case is

i nt ent i onalWBPT KOG 458 Shraidte HrepRfEryiica iR nat2®: WWhen the

" process is gerforned by a sal esclerk
may tak

e a very long period of time due to a line

malfﬁnction caﬁsed byrincfeased traffic. Also, a line’

 malfunctiéﬁ causing difficulty in establishing a connection
may occur. Totaling—up operatiohs in general are performedr
after business hours. When the uploading requires a very
long period of time, and when it becomes difficult to
perform the uploading due to a connection failure,'the_
salesclerk cannot go home if no measure is taken to solve
the problems.

According to the electronic moneﬁ system 1, when a
process.is not completed éfte; a predetermined period of
time has élapsed, the process is terminated
indistinguishably frbm a case in which the process'is
properly completéd; In other words, the process in this
case 1s intentionally terminated as if it were properly
terminated. When fhe process 1is pefformed,by a sélesclerk
\inexperienced in operating the store‘tefminél 9, the

salesclerk is not reQuired to perform additional bperations

in order to process daily transactions. The salesclerk can
total the sales securely and can conduct shutdown actions

and the like. Hence, the salesclerk can handle daily




i nexperienced in operating the store termnal 9, the salesclerk is not
required to performadditional operations in order to process daily
transactions. The salesclerk can total the sales securely and can conduct
shutdown actions and the |like. Hence, the salesclerk can handle daily 77 -
transactions in spite of line malfunctions. In this case, the managenent
center 3 can be aware of the fact that there are unsent data in the store
terminal 9. In the electronic noney systeml1l, at a predeterm ned tine
that the store termnal 9 seens ta be activated, that is, at a
"predetermnmined point after the data has been downl oaded after the
activation, the managenent center 3 accesses the store termnal 9, and
unsent data are ugloaded. Thi s na%ﬁ sol.ve praoblens such as a |line

o

mal f unEFPBR2chtSR by SPEhBoPar yL W@é§€&cﬁﬂémﬁlc When mal functi oning of
alineis t fixed, an ned mai ntf enan %aff IS sent to the store.
The tai nt endhcd SErATE o ofie TS ROEOF ¢ dor eFe 81 B805¥BTReoEt or o
ternin? 9f£g£gt E)thand the store. term_nal e %ads unsent .data to the

por t abl €%t 6P R n& ShBs&qbe Rt bt 3tadépa Sﬁﬁl§§5g&nﬁﬁo ‘t he
portablg %ﬁéngﬂéétégnig &Qgey”ggQQSQE@t %%rgeérédﬁt%r% in the

el ectroni ¢ nobne such a function coﬁklnues, t he
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50 ‘Accordingly, the electronic noney -syst
' a predetermlned point after the data has been downloaded

aftgr the "activation, the management center 3 acgesses the
store tgxminal 9, and unsent data are uploaded. This may
solve problems such as a line malfunction caused by
temporary increased traffic.

Whenrmalfunctioning of a line is not fixed, an assigned
maintenance staff is sént to the store. ‘The maintenancer
staff connects the portable terminal 50 to.the store
terminal 9 (¥Fig. 19),‘an§ the store terminal 9 uploads
unsenf data to the portaﬁle terminal 50. ‘Subsequently, the
data are downloaded from the portable terminal 50 to the
management server 5. .In'this way, in the electronic money .
system 1, when such a line malfuncition continues, the data
are uploaded from the store terminal 9 through the portable
terminal 50. Accordingly, the electronic money system 1
functions properly despite the line ﬁalfunction or the7like.

At this time, as in the daée in which data is exchanged
'bétﬁeen thermanagement center 3 and the sfore tefminal 9,
the pdrtable terminallso enables the management center B.and

the store terminal_9 fto exdhange data with each other by
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functions properly despite the line malfunction or the like. At this tine,.
as in the case in which data is exchanged between the nanagenent center 3
and the store termnal 9, the portable term nal 50 enabl es the managenent
center 3 and the store termnal 9 to exchange data with each other by 78
mut ual aut hentication and encryption using key data. Furthernore, the
portable term nal 50 encrypts data obtained fromthe store ternnal 9 and
records the encrypted data. Therefore, even when a m shap such as theft
occurs, the security of the systemjs ensured. VWen the maintenance staff
is sent to the store to do maintenante, the maintenance Staff can confirm
a connection to the managenent center 3 fromreading the display screen
for displaying the data uploading (ARin Fig. 16) in which - the connection -
st at e mutgadphrayadniticdstien anderoeryphd onwerskingg kefyf ideitency of the

mai-nt enance staff is enhanced'. (9) Advantages of the enbodi nent Wth the
above BPRF&ngemere, whenpesimbaiec deirngnalbiclencatybitecsieds obtaigedpdat i ng
of electronic noney to the managenent center through a communication |ine,
and. WRER™t fBe SEAFENTEANIHALcEnABE BECcosHs dhed apcENPted seddet er mi ned
period of tinme, the conmunication to the nmanagenent center _is term nated
indistFﬁﬁﬁﬁgﬁ§ﬁkerFBnWEeBa§emPﬁhﬂﬁi@Hcphés 5%@ﬁﬁnﬁ&ﬁﬁ§ﬁn ft&% he managenent

gggaggﬁégu%ggglg%eghgnggggemtg% gag%%%%inlned time. Therefore, mheh a Llne_

When the maintenance staff is sent to the store to do

maintehanééj the maintenance staff can confirm a connection

to the management center 3 from reading the display screen
for displaying the data uploading (AR in Fig. 16) in which
the connection state is displayed in detail. Hence, the

working efficiency of the maintenance staff is enhanced.

"{9) Advantages of the embodiﬁent

With the above arrangement, when communicating a batch
of records of the updating of electronic money to the
management center through a communication line;,and,When,the-
communication cannot be completed within a predetermined
period of time, the communication to fhe management benter
is terminated indistinguishably from a case iﬁ which the

communication to the management center is completed-withinA

-the predetermined time. Therefore, when a line connected to
thermanagement-center has a malfﬁnCtion;.if ié possible‘to
terminate the processing without éerforming additional
pfocessing, and hence daily tranéactions are completed in

spite of the malfunction.
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the managenent centerthrough a communi-cation Iine, the records of the

t he managenent center has a malfunction,. it is possible to termnate the
processi ng wi thout perform ng additional processing, and hence daily
transactions are conpleted in spite of the malfunction. ti; 79 Wen the
comuni cation to the nanagenent center cannot be conpleted, the records of
t he upl oading of electronic noney are uploaded by the managenent center by
accessing the store termnal. Wien the |ine malfunction is fixed at that
nonent, unsent data are uploaded. It is therefore possible to performthe
settlenent processing in spite.of, fg _exanple, a -tenporary line

mal function. By switching the operati'on node, instead of comunicating to

updating of electronic noney are recorded in the portable term nal and .
are thus upfRemRiethe Fepmexmhptelomhen BheimenAGsNentt fFonteconannass, unsent

“data can be upl oaded ‘through the portable termnal. Hence, it is p055|ble
to perP8rRPTA e§§@t|§ﬁ§nFecﬁF@§e§§l §e|Hpéﬁﬁ@énéfthélﬁﬁﬁéoﬁépfunctlon By

smntchlngﬁthe operation_npde, instead of obtaining data such as_the

i nval i BPE§Y| AER PREBAGRD onFﬁﬁn‘i“EBFESH‘enI’:l ﬁ@ntﬁe-* by BESSSERE% $h6bt ai n

data regquired for e ect oni c p ssing trans CthﬂS fromthe
por t abf &°T &r ﬁﬂ?na P8 ﬁﬁ? é@nmﬁﬁanCF S Fﬁp% 5 &% &P6t ai n the
dat a

moment, unsent data are uploaded. It is therefore_possible
to perform the settlement processing in spite of, for

example, a temporary line malfunction.

By switching the opefation mode, instead of
communicating to the menagement center -through a
communication line, the records of the updating of
electronic money are recorded in the portable terminal and

~are thuS'uploaded. For example, when a line malfunction
continues, unsent data can be uploaded thﬁough the portable
- terminal. Hence, it is possible to perform the settlement
processing'in spite of fhe line malfunction.

By switching the operation mode, instead of obtaining

data such as the invalidity list through a communication
line, it is possible to obtain data required for electronic'
money processing transactions from the portable terminal.
In this way, even when 1t is 1mposs1ble to obtain the data
through the line due ‘to the line malfunction, the data can
be obtained through the porteble terminal despite the line
malfunction. |

In the case in which data reqﬁired for electronic money-

processing transactions is obtained through a communication




through the line due to the line malfunction, the data can be obtai ned
through the portable termnal despite the line malfunction. In the case in
whi ch data required for electronic noney processing transactions is
obt ai ned through a communi cation 80 line, corresponding data possessed up
until that time is wupdated using the obtained data, and an el ectronic
noney paynent is thus processed, when it is difficult to obtain the data
t hrough the communication line, the transaction is performed based on data
possessed up until that.time. Ther pre, even when it is difficult to
obtain the data due to a line. malfunction, a tenporary change in the _
installation of the termnal unit, or the like, it is possible to. perform
transactions based on the data possessed wup until that tinme. It is

t her ef dLBepoSSIrBrerPadpanf fafe Prasescidomp dedpilt dhee Himee imml f uncti on
and the |ike. (10) Oher enbodi nents Al though the foregoing enbodi nent has
been dBBER{EEdUSHRGh thRe OBASdnEA Whitéh, AN e acdamnds dfonsayment s cannot

be upl caded within_a predeterm ned period of tine, the records, are

p . J e
upl 0adBEYB§R4cd&s $1Y6t RFRERSEF Ut h&@heanddefdhtdifddmvdt, tohehfaddent
inventign istnog Iini%eghto this _egggdi ent .. For exanple, the store
terni n&lec SRt RedEEPEIPNE CdTPE T8 2@ a ‘a P ddPESAGEeS od of
tine hﬁgr_fgkﬁleﬁjegasggeo%t 8[‘:1%at %B@sg%lse%a%pa%n%ﬁt It %ltl ytigr{eql up the

Therefore, even when it is difficult to obtain the data due

to a line malfunction, a temporary change in the

installation of the terminal unit, or the like, it is
possible to perform transactions based on the data possessed
up until that time. It is therefore possible to perform

transactions despite the line malfunction and the like.

{10) .Other embodiments

'Although the foregoing embodiment has been described
~with the'casé in which, when the records of paymenté cannot
be uploaded within a pfedetermined perioa of time, the
records_are uploaded'bj access obtained by the management
center, the present invention is not'limited to this
embodiment. For example, the store terﬁinal can measure the
duration, andlafter a predetermined period of time has ‘
”elapsed, the'store'terminal can.automatically dial up-the
management center and cén upload the records.

Although the foregoing embodiﬁent has been described
with the case in which the store terminal uploads and -

downloads data using the portable terminal, the present
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managenent center and can upl oad the records. Although the foregoing
enbodi nent has been described wth the case in which the store term na
upl oads and downl oads data using the portable termnal, the present - 81
invention is not limted to this enbodinent. Alternatively, the automatic
vendi ng machi ne server can upload and downl oad data using the portable

- terninal. Although the-foregoing enbodi nent has been described with the

case in which transactions are processed based on the old invalidity |ist
and key data when time has run out, 44 the present invention is not limted
to this enbodiment. For exanple, when it is difficult to establish a
connection to the nanagenent center, it is possible to immediately start
processing a_transaction based on the old invalidity |[|ist and the key
dat a. 1AYeRbLeh iRenebrigdihgdehpothiBnembadibest -deddtebedtivwetlly.t he case
in which the store termnal that gains access to_the managenent center by
pr edet BPFi HRECBREL Gt YORS1ING BRERERE BPENEHCERBNYPBA3EdaBA dhwndlad
invalig%%% Iist‘a.p]%Ia the key data, the present inventionis not |limted to
this. diFERY . TP BRI ERRT £ aF 514 BAtt ons may arise in the issuing

~ termnal a the crediti, term nal which exchange various data with the
" managenent r}g"éqﬂoe‘%gﬁf ﬁtq}eéaﬁp%‘?%%eeq%o, ipeRt e&%?r%‘?%e,n AFRAHRFRNt server

mal FungHRNend "e28e " 1 AL 8R! B LRYaRELERE M BL 18 BLG°83LAY: ShUr t her more,

the o0ld invalidity list and'key déta when time has-run out;
- the pPresent invention is not iimited to this embodiment.
For example, when it is difficult to establish a connection

~ to the management center, it is pdssible to immediatély
start processing-a transacﬁion based on the cld invalidity
1ist and the key data.

| Althoggh the foregoing'embodiment has been described

with the case in which thé store terminal that gains adéess
to the management center by'predetermined operations
processes transactions based on the old invalidity list énd
theikey data, the present invention is not limited to this
embodiment . Since similar situations méy ariselin the
issuing terminal and the crediting terminal.which'exchange

. various data -with the management cehter-in real time due to,
for'examplé, a ménagement server malfunction, these
tgfminals may perﬁorm similar proceééing.f Fufthermore, the
prgsent‘inveﬁtion_can be applied to a‘store‘términal which

~uploads payment recorQS in real time. o

Although the fgregoihg embodiment has been described

with the case in which the present invention is applied to




present invention can be applied to a store term nal which uploads paynent
records in real tinme. Although the foregoing enbodi mrent has been descri bed
with the case in which the present invention is applied to 4 82 the
el ectroni c noney systemusing a so-called closed |oop systemin which
anounts of electronic noney recorded on IC cards are recorded and
controll ed by the managenent center, the present invention is not limted
to this enbodiment. The present. invention is also applicable to an
el ectronic noney systemusing a so-galled open | oop system Although the.
f oregoi ng enbodi nent has been described wth the case of separately
provi di ng the PCS regi ster enployed in making payments by cash and the
store %g which is the electronic noney term nal, the present
i nventofi P eﬁBF°PFﬁ1?%He¥05YﬁF%meﬁﬁéagnénﬁo“?ﬁélﬁﬂe§éﬁ§ed iLe@#nti on can be
appli eg gg a case in which ister ~and the store term nal are

e

i nt egr 3F 84" AFERBUGR ¢ ﬁ@o?ﬁ%ﬁgBFnSléﬁgﬁaPﬁEnpoﬁgg BFEERTFEScPPhdE with the
h fi d tactl

TC car GRtBERaE Eelh POt ant SRREY ot 3R P hed RegERmE dinp it . The

presentuinNeDiLAp +£a0DEChr 2301y, 2BPlL B0t 0.2, £ase R nch an el sot roni

money Systemis Configured using®con 1penfise in which

an ele@ﬁé°ﬂf€s@9@¢¥n§¥§£§3ﬁ'§scgﬂggggbﬁgiggbﬂg to an electronic

money system using a so-called open loop system.

‘Although the foregoing embodiment has been.described
with the case of separately providing the POS register
employed in making payments by cash and the store terminal,
which is the electronic money terminal, fhe present
invention is not limited to this embodiment. The present
inventién can be applied to a case in which the POS regisfer
and the store terminal afe,integrated.

Although the foregoing embodiment has been described
with the qase_in which the electronic mone?isystem is
.configuréd using. contactless IC cards, thé present invention

. is not limited to this embodiment. The present iﬁvéntion -
can be broadly applied to a case in which an électronic
mOﬁey system is.coﬁfigured using contact IC cards and.to a
case in which an:electronic money system is configured usiné
é-portable information unit such as a cellular phone in

place of an IC card.




a portable information unit such as a cellular phone in place of an IC
card. 83 WHAT IS CLAIMED 1. An electronic noney transacti on processing

met hod conprising: recording the updating of the anmpbunt of electronic
noney in a recording unit of an electronic noney termnal; a conmunicating
step of batch conmuni cating a pIuraI$§ of update records recorded in the
recording unit to a nanagenent sectTon through a comrunication |ine;

term nating the comunication to the managenent section indistinguishably
from H%ﬁs%sl@ﬁwﬁw%% the conmunication is conpleted within a predeterm ned
perio en the comuni cation to the managenent section through the
comuni cation line is not conpleted within the predeterm ned peri od;

conpl eting the comruni cation of the plurality of update records to the

nanagement A%eCt!a%cE%HHeh AL ab'terér%famﬂl%n WheR eI Cakib@RoLo the
managenment section through the ‘communication |ine is not conpleted within

the predeternsninged period; an updating step of subtracting part of a
paynent anount -~ froma portable el ectronic device that stores a val ue of

el ectroni cragepeyingd thpdatdig itthe &#OURE Gihndiiie e ecdTORt EonMBNRYnStored in
the portable el ectronic device; and a comuni cating step of conmuni cating
an amiwnta pacbiralilng unit of an electronic money terminal;
a communicating step of batch communicating a plurality
of update records recorded in the recording unit to a
management"isection through a communication line;
terminating the communication to the management section
indistinguishably from & case in which the communication 1is
completed within a predetermined period when the communication
to the management sectiion through the communication line 1is
not completed within the predetermined period;
completing the communication of the plurality of update
records to the management section through a portable terminal
when communication to the management section through the
communication line is not completed within the predetermined
periced;
an updating step of subtracting part of a payment amount
from a portable electronic device that stores a wvalue of
electronic money and updating the amount of the electronic
money stored in the portable electronic device; and
a communicating step of communicating an amount partially
paid to an external unit or subtracting the amount partially

paid using the electronic money from the payment amount to
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paid to an external unit or subtracting the anmount partially paid using
the el ectronic noney fromthe paynent anmount to 84 obtain an outstanding
anount and communi cating the outstanding anount to the external unit. 2.
An el ectronic noney transacti on processing nethod according to claima1,
wherein the paynent amount is obtaiqﬁﬂ fromthe external unit. 3. An

el ectroni c noney transaction processihg nethod according to claiml,
wherein the external unit includes a cash accounting machine. 4. An

el ectroni c noney transaction processing nmethod according to claiml,

wher eigbtaifn s dugdaiidithe tamuritheadd| domaanuest ofigt biee ebaetstandengoney
stored in said portable electronic device is used to pay the anount to be
pai d wusiougt tloe teleeettening lmumdy.. 5. An el ectroni ¢ noney transaction
processing nethod according to claim1, wherein, in the updating step, the
anount of the electronic noney in the portable electronic device is

updat ed, and update information is conmunicated to the managenent section.
z:, 2. An electronic meoney  transaction processing method

according to claim 1, wherein the payment amount is obtained

from the external unit.

3. An electronic money  transaction  processing method
according to claim 1, wherein the external unit includes a

cash accounting machine.

4. An electronic money transaction processing method
according to claim 1, wherein, in said updating step, the full
amount of the electronic money stored in saild portable
electronic device is used to pay the amount to be paid using

the electronic money.

5. An electronic money transaction processing method
according to c¢laim 1, wherein, in the updating step, the
amount of the electronic money in the portable electronic
device 1is updated, and update information is communicated to

the management section.




