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t he current state of the art i.s a slow process that
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prgge%g %I?asf reccllulres massive computing power and hardware, often resulting in a

system too complex to be reliable and manageable. Such a system, since requiring
many components to be feasible, is difficult to deploy and scale.

[0004] A real-time processing system built with the current state-of-the-art would
be cost prohibitive; as a compromise, system architects of these systems often trade-
off complexity for performance. This typically results in small systems processing
recorded images. Such systems are slow and incapable of processing images in real

time. An improved system for image recognition is highly desirable.

SUMMARY OF THE INVENTION
[0005] In one embodiment, the invention provides a system for processing

images, the system including a plurality of image providers configured to transmit

images. A plurality of destination processors receives the transmitted images and
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the processing load among its processing units such that specific units are searching
for specific patterns at a given time.

[0009] The system may be implemented such that it is capable of changing its
behavior on the fly by field reconfiguration while in operation, by switching in real
time to search for a new pattern as soon as the new pattern is available to its engines
through the downloading process. The system may be redundant and hot swappable,
providing no single point of failure. This functionality may be obtained by
duplicating the processing paths, sharing and redistribution of processing loads and
load balancing, while also providing hot spares capable of taking over the work of
faulty units in the system. Every single unit in the system may be provided with hot

swap capability.
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required type specified by the feature object engine 121, indexes and classifies, using
at least one of a plurality of object classifier engines 122, the plurality of objects
found by the object finder engine 120, stores image data, using at least one of a
plurality of data storage engines 130, related to pre- and post- object finding, and
generates alerts. The system may additionally provide a system management engine
150, to the entire system which performs operations such as status report generation,
on the fly reconfigurability, code updates, upgrades, and so forth.

[0013] Referring next to FIG. 3, in one embodiment, any one of the plurality of
the image providers 200 may provide any type of real-time or recorded, dynamic or
static image data streams or files such as: any type of video capture devices 201 such

as analog or digital video cameras; any type of video storage devices 202 such as
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looking — compass coordinates; position and size of faces found in the image together
with primary landmarks, position of eyes and optional secondary landmarks
positions of tip of the nose, corners of mouth, chin, etc., orientation of the face pitch,
roll, and yaw angles, quality of the face image blur factor, brightness/contrast factors,
etc.

[0017] In one embodiment, the system may be based on embedded processor
architecture which provides a number of advantages: reduced footprint; reduced
power consumption; reduced heat dissipation; automatic, fast system booting; easy
and user friendly deployment practically deployable anywhere; modular deployment
configuration tailored to user’s needs; and scalable and tailored to user’s needs (i.e.

single to large enterprise camera source.)
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monitors at the monitoring station.

[0021] Fire/smoke in the surveillance area (such as fire/smoke/explosion patterns,
which when found will be treated as trigger events) may generate an alert. Motion, for
example, in the case of surveillance areas where no motion is allowed at specific
periods of time, may also generate an alert. The system may also process more
complex objects, such as human faces or moving military vehicles, which have many
different and dissimilar appearances. In the case of face finding most of the
applications will center on the capture of facial images and only sometimes will

require the capture of the “scene”, i.e. the full field of view of the camera. The

system may also capture full video that might be useful, as in the case of a hold-ups,
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i nformati on may be of benefdt. [0022] The use of
face-finding algorithns &ﬁ%§ﬁ£§r with the use of inmage
anal ysis software to det the best pose, best
quality facial inmage, facial feature points, eye
Weddgimons may enabl e the saving of huge anount s of
reco [ ' It
1] raget AnSRR6E 0GR 8P plo@sShd o RS Aok tnele images
Addnhmqmahﬁy i mage processing software to correct
i mages such_ as . de- tlltlng, col or _saturation_ and
bal ance, é)Pb’é% ity of gﬁ%geﬁrgwﬁ@rs&gnfég&a?ﬁgr%rwﬁvl@a@éw

conput er ﬁl?a?iﬁﬂr ngr t(% gﬁb%]eﬂ g*dc@s At %ﬁﬁﬂ? e tQbeive the

ext er nal cessors en t oug e above

se ctt'remsmltteaetf énages dnacialtradgbeutthonransohitéesls ouags et internally
alit nalysis it should be realized that such

areq§ qﬂ %%ﬁf&% of pattern recognition of one kind

or anot hey plum&y% of RaturB @bfe@t SRinAl AfiPee@ té fihd%84 identify in

event, for exanple, in the case of surveillance areas

whertbe nﬁem@hlsseseableamagw\éaﬂa aplwgdy iof bojegierandds of time,
when noi se ted.as.a tri r.
event [ OB ISERP PG ddsalfeh sndtBicof i 38 ek bl Wbsiny
her etha pi@ylith of usjeets fdund ®yho fhtee obfetthenkiies.syst ens and
nethods described in U S. Patent Application No.

11/929, 429 entitled "Conputerized Blonetr|c Passenger

2.! denfﬁe %ﬁ@ ?)? pr cg i%{h Ibt @8&}1 l’tﬁgr G ?Rﬁ{ ai@gaality of

2007, re o 'S in
her ehetaita igtese I@Gl@ﬁgl{r&[)ﬂﬁm‘t\ﬂhh dtailctdmd/dr rdyﬁaﬁhﬂcomfohﬁstlon into
been part|cularly shown and descri bed with reference
to dDpHBIgSFRIMEREHRYAt thereof, it will be
under stood by those skilled in the art that various
changes in formand details may be nmade therein

3.wi t hbhet sydepafor iprgpefsingmntdges sHélpint 2,aﬁucthsm@pq>risfngt dplurality of
|nv%£}|on CLAI hwe d ai H) 1. An aut. us S SH?H] or h
pr ocESEI W B e "¢t YIE QR &P BT S %‘f | gidtics bascd on the

CONPHitHitNeF tRe FHeb'tﬁr?a'tlbhyi)l%EﬁsB@Q EndP1RY I H&hSats PRbied & the
to transmt inmages; urality of destination

prod@@@@ﬁ%ﬂwgﬁﬁﬁgured to receive the

4. The system for processing images of claim 1, further comprising a plurality of
intelligent video multiplexer/routers that use the metadata embedded in the
video stream to route the video data to one more downstream destination

Proccessors.

5. The system for processing images of claim 1, wherein the plurality of image
providers includes at least one image provider selected from the list consisting
of: an analog or digital video camera, an analog or digital video recorder, a

static image acquisition device, or a static image storage device.



transmtted i mages and to transformthe transmtted

images to internally useable inage data; a plurality
W@R00BO3260 € obj ect engi nes configured to find BEUS2007/084148

identify in the internally 2seabl e i mage data a

plurality of aobjects;.and a plugality of obj.ec .
0-cl assi% i Srteféngq nBYCEBHE Jiisd ?{) C%‘%@e% d’iﬁlEFr%Pa&]é‘i flgstination

the Rbsdsadrs intlRfe @ Ra8CGR iFRPOFrov¥det BQedi&RtBmanO Rk€Shsisting

engi nes. 2. The system for processing imges of claim

1, fair thegongorprhasehgelenpl application, of vswaddereesducer, a video

ins%rters confi%uae t o, enbed static and/ or dynam c

infoF%ﬁ?W%ﬁc¥ﬁP YR mPﬁgﬁg:transnission stream 3. The

system for processing i mages of claim2, further

co ising a plurality of decigion engines.that store
T-and) DI° GOREP a6 ARY UM HrESEE of e BAED IS e Sndror

out pditnaiic tiGmAedh IiNGhdRMEtRAICORRS SQEGeBRdnt he [Fetadkaltiag of:

provided by the netadata inserters. 4. The systemfor

pr ocEs] ﬁ@tyhie rfages tocatigraisasial numiher 1o the earperpsinpage spource. or
pl ur.al | Entelligent video nmultiplexer/routers
thafaﬁgg%?ﬁénﬁg?adata enbedded in the video streamto
route the video data to one nore downstream
destnati p S S em f o%essi.ng

8 gty s i lobf00Re drieef S UERER, oiflr i ERRMMandrr
pr ovdydhemsc iinfolrgtes adclhdeasdymnsc | duegeclptedviodan cnvironmental
selected fromthe Iist consisting of: an anal og or
di gi PAMFINGSySE€Rer a, an anal og or digital video
recorder, a static inmage acquisition device, or a
static image storage device.6. The system for

9.pr oc@bsisysfemnfog gsoadssiog dimapds, ofvkkuei $ whecdetiei enviroomental
processors include at | east one inage provider
S el dBPBIP IO YHE STRRISCoAGi SE oy St Cigsire fioBL dbg so
cli efdhsiRiRmY ioFalir@ hlarfhsVinS URl sl &MARLC BFca, 8mbk8eParms in the
transducer, or an audio transducer. 7. The systemfor
pr ocwsgiiltance megge ove detegioni suiMedlaatn archemotian idgtector in the
and/sor egl¥ rr]lama% ai nlfl ornqathi Olnalilncaltlu geo% tfslé aatlrincrada} & devices such
sel e FYo i The ??sﬁ)g%ﬁsig?lﬁg of ° HaNne 6PI¥H%
camefsaGPeCHhsied or $REdoRk, Biudd@IcotfpatdBesrFEvBerel thBGRmera is

source or
pointing, timestamp, auxiliary alarm system, lojack in a stolen car, access and

proximity sensors, or control systems.

10.  The system for processing images of claim 2, wherein the static and/or
dynamic information includes dynamic data generated at the request of a
person selected from the list consisting of: officer in distress, person at the
front door, first responders, panic buttons, voice commands and recognition

Systems.

11.  The system for processing images of claim 4, wherein the intelligent video
multiplexer/routers use the metadata to dynamically prioritize the video
streams to ensure that higher priority streams are assigned to operational
downstream destination processors before assigning the lower priority

streams.



identification file. 8 The systemfor processing
i mges of claim2, wherein the static and/or dynamc
WO pdodosess on i ncl udes dynami c data rel ated to BEI/US2007/084148
envi ronnental nonitoring system 9. The system for
processi ng i mages of claim8, wherein the
environnental nonitoring system conprises at |east one
usystﬂ{e splieRt /A fnro@égsfn@euﬁ@ges CONgladhi Ng therefni MBe system is
alarnms in the surveillance area, snoke alarns in tg
sur \ﬁ@mﬁgamdesuahetaat thei Bavedeprseitprstieamsisr deppddafic he case of
area tor in the s y il lance area,
curr%ﬁvmhﬁvgl na g%%?”%ﬁlgﬁw?ﬁél imera usi ng devi ces
such as GPS systen1or beacons, current conpass bearing
where the canera is pointing, timestanp, auxiliary
1331 arFhesystaamfon pioaesingnimagst of eling b Wheseiedhe apelligent video
ro
p ’&h{f‘n )éeég%ﬁ%"rssuse%e &g{‘% Frg(i/o %%taﬁﬁgémf&%a 1§ ?&é%%%’@ldeo

and/ mreamiy R@NoOrd rthm natel alowinsicddnt edeseyatim pro@bsor to allow
generated at the request of a persan_selected fromt

i stSiRglidicets Hignbfications ofcyyo Prnrr@rf:c,firféeé@lt %@%%Olaﬁctﬁ H% the
frongq &g@%flrst responders, panic buttons, voice
conmands and recognition systens. 11. The systen1for
processing i mges of claim4, wherein the intelligent
vid Iexer/routers use

t met t.a
Yyna c%xs ol OFESSLE Wgewﬁg@l@t% éfgﬁzel{l aﬁ%e&tal}lgent video

t hatmﬂl‘t@t&ér/ﬁme@i LY thetkRRM IR /lyASSl OMeSniafon to assign more
operational downstream destination processors before

ass i then age video Isioens forangrdomnseane dasiindion Prasessys toemmximize
proce55|n i mges of claim1l, wherein the system
|s COMT GUI8E™ such that the lower priority streamis
dropped in the case of downstream destination process
unavai l ability. 13. The system for processing inmages
1f cifhe myatenwHer airpeesHes i intagpy iofeplainyj Yewheremn the “system is

mul tdoﬂkgffr%a/ trooHtIll?{eS déﬁ‘?lﬁatﬁ&e fsoc@%sof':s ng%/ Ofn %}{9 I(flore of the
i nf or mati on O&SSIgnan reamto nor e an one
downfstlowany: dgdichtiad $peoifieracdsse Brdhﬁe(&hﬂeQWconﬁgurable hardware

architecture, or embedded processors architecture.

16. The system for processing images of claim 15, wherein the system is
configured to utilize a flexible and scalable modular deployment configuration
tailored to an application's need where destination processors are added as

required to deploy additional functionality.

17.  The system for processing images of claim 15, wherein destination processors
are configured to alter their behavior, and be targeted to find a different class

of object.

18.  The system for processing images of claim 1, further comprising one or more
decision engines which generate alarms in response to the classification of the

objects found by one of the feature object engines.



si mul taneous identification of two or nore different
ki nds of objects in the video stream 14. The system
WO 2008058268 ssi ng | mages of cl ai m 4, wherein t hePCT/US2007/084148
intelligent video nultipleder/routers use the static
and/ nam ¢ information to assi r han gne :
1%i d 78‘“‘313 %%?qropmsssw@@%a %i“} :@e i ef&Po%Es@lﬂﬂn 18
to nRXbMp&fed @ﬁﬁféfa@l@tatﬂaaea 10 #R-trigh@ingysbam f or
processi ng i mages of claim1, mhereln the systemis
conflgured to ut|I|ze destlnatlon processors based on

207 Pl i ot bfesrane bl of RPLh R L aMiRr RS dftic andor

ar chdyn@fiid iforn@itiof TRQ AR HaR RIASS @ theabfldt bBjettk&ectdd from
The system for processing images of claim1l wher ei n

t he thy disransistienAf ingsitien of ha .l ¢itZerientationafiheokiag, position

scal a%*a' St ﬂ?a%haor FsA5RL ‘Pﬁ%? g dSQ%It% g{laﬁfé% 8P (tfcHnlaQk ey fhctor,

an application's need proces Srs ar
addadbmgh&eqﬂumedmﬁﬁndeploy addi ti onal functlonallty.
17. The system for processing i mges of claim15,
wherei n destination processors are configured to alter

21t hei Thebﬁ}gf%gd gg tpr@d'égsﬁghﬁlgég%tf%ﬂlu%cﬁﬂf W@r&n thtlflee&%@tof a face

class o ystem processi ng | mages
of adbgéan the sfalmctalné/ror clgnpnicsinfogmetien orcludos datdesclesicdrfrom the

en es whi ch erate al n response to the

ol a<B Fotn g e R RSBy EHES. h oyl it B or comers
f eatdiioR) ffehta8ps bpﬁe A& pl%hemﬂm@yav& Sgl®y ocessi ng

i mages of claim 18, wherein the alarmis acconpanled

by netadata related to the trlggerlng event. 20. The

225 Al R BB LS g ko

r el adyedmi®irféiendtiah gRit W& fh@érteds@éf&%ttﬁg b @Tptdessigstand the
consisting of: position of the object, orientation of

t he BBpeHE ZoRBaicd AHaT HRECOMPetIsiAg] Grised 16 genoryaanrastignable
the oblgets legtléﬁlfrcgr%{ tﬁé s‘épgoﬂs'fggl%g Qlfg ldg&sm CtB %end Qe data and

bri gaht ne COI’] ras actors e sys

pr ociamge n@m loag etsrmf stolage,ms&(d, imiier e, td mdd@e dzpkes dicing
a face
monitored by operators, perform object recognition, send pertinent

information to field dispatch systems, or raise visual/audio alarms.

23. The system for processing images of claim 1, wherein the system is
configured for face recognition and outputs a standardized format video

stream.

24, The system for processing images of claim 23, wherein the standardized
format video stream frames are processed and normalized to ICAO
International Civil Aviation Organization static image format, type 2 and/or
type 3, ISO International Organization for Standardization format or INCITS
International Committee for Information Technology Standards or any other

required image standards.



object, the static and/or dynam c information includes
data selected fromthe |list consisting of: the
WEoBnsaam of eyes, the position of tip of the POBFESHNT/084148
corners of nDuth, orientatitan of the face pitch roI
aw angl es. 22. The.system far essin
25 R R TR PR o ARt (0L SN B gRARE T ORC of the
i nf ghBE I%fodeﬁt 1swa§ e drdeh RalAr ’lct e ¢dMARing: an image
processing, and the netadata generated after inmage
pr oq&ggudnrgcomﬁguwsied trapsigiéperiapge tranaimagorahinscaent davige, or
selected fromthe s cansi of . . degi.sion 10 sen
¢ he ek e gen s SRaRy TR ot BEESLE RO Frd§E o me
dat ainfage ¥hd@lROrcBhSiMiothS ild@kd)g moni tored by operators,
perform obj ect recognition, send pertinent i nfor mati on
to field dlspatch systens, or raise visual/audio
| ar r
6a v\ﬂ% se)%g’e'n% gﬁ%?em I1f§r9a P?%Ea?ﬂ;i dﬁ? a%ﬂg?&ﬁ t%as? ﬁ‘é nilnage
r ecqgnwtiem aaﬂdecocdrmtﬁ and tist zﬁiﬁld&fndl dad if anbaided iléR camera
stream 24. The systemfor processing i mages of claim
23, ifeamation o thes¥ ertiepd Blnking éalt vi deo st ream
franmes are processed and normalized to | CAO
International G vil Aviation Organization static inmage
27 or niat methyg efoR pmmtbsing tigmpges3 ,comPasingt the rmpsonﬁl transrnitting
Organi zatjon fo dar ization formt .or
e SPHEET 5o g E S B Htsh TRt Pty e ERIRGH gy maes a

St anganfisa @ﬂ“&esﬁhﬂﬁfn pRAssbRd tﬂaﬂﬁgﬁmﬁé aRd@sredSmages to
The system processing images of clarm1, wherein

at | le‘@sltall@n@eeﬁﬂe tohregei dﬁt@g@mb ngog derguiabtyaef deﬁ’@gaélon processors
h t dev
cont Pauven ¢ SRR R PR indPa TRFRR R Bl

enhancenent device, or an inmage enhancenent devi ce
configured to add additional information to the inage

28ind Thy methogheficlaimnadTi Augher @eOIFg s siem @foplaSSIfymg the
pr oc ﬁr%hggof*do%?&%sldé’ﬁuf?e 3h MARter S Lgétpﬁe %éf d;f&%. one

i mage pr a Vi eo camer a t1ona
data is enbedded in the canera informati on on the

Vertjcal nklng Int 27, .A et hod for
2%r ocjel%ﬁ‘smﬁ ﬁﬁ@légn Zoﬁlﬁt}{‘%‘?mqsﬁg ¢ gf5B ofgenerating an alarm in

trangfdnkd Rclassification of the plurality of objects identified in the internally

usable image data.

30.  The method of claim 27, further comprising the step of enhancing at least one

transmitted image with additional information.

31.  The method of claim 30, wherein the image transmitted is from a video
camera and the additional data is embedded in the camera information on the

Vertical Blanking Interval.

32. The method of claim 31, wherein the additional information includes at least
one item selected from the list consisting of: a unique identification number, a

name and location, optional location data, or compass orientation data.



images to a plurality of destination processors;
receiving transmtted i mages at the plurality of
waele®Biosgesd on processors; transform ng the receP@EUS2007/084148
i mages to internally useablig i mage data; and using the
lurglity of destination processors to identify.a
33& ur@?q PPt f%fbp@é?sélqgnlr%ar%és ioﬁtC Ral| 6‘”59% SPPRI§ g gesystem
dat anagemdfte ABHBOW IR GhaHaBds fhe f 4WstAET a0 HRFb&hS Gsystem
the step of classifying the plurality of objects
i dermmafagenentfunétonsnt er nal |y usabl e i nage data. 29.
The method of claim27, further conprising the step of
generating an alarmin response to classification of
34.he Phursgbtedy fof Iﬁ&te@ﬁhg irekRE | &f eghitnn Bhewh&err AR | §stem
usabl e i mage data. 30. The method of claim 27, further
c onpRERAgAFCRthen iR peréfrms riigneli Mgreapdretions sshested from the list
transm.tted i ' [,fioO j ' .
et RO s ot TR gt R Rbnt B b i o Boce
f r ompgradegsleo canmera and the additional data is
enbedded in the canera information on the Vertica
Bl anking Interval. 32. The nmethod of claim 31, wherein
the additional information includes at |east one item
selected fromthe list consisting of: a unique
identification nunber, a nane and | ocation, optiona
| ocati on data, or conpass orientation data.33. The
system for processing i mages of claim1, further
conprising a system managenent engi ne whi ch manages
the system and perforns system managenent functi ons.
34. The system for processing i nages of claim 33,
wherei n the system nanagenent engi ne perforns one or
nore operations selected fromthe list consisting of:
status report generation, reconfiguration, code
updat es and code upgrades.



