1 BYPASS ROUTI NG TO A MOBI LE DEVI CE [0001] The present invention relates to
nobi | e conmuni cati on devices and, nore particularly, to nethods and
apparatus for routing information to such devices over a |ocal network
connection. 5 [0002] A nobile station typically has access to cellular
radio frequency bandw dth offering data transfer speeds in the range of
28.8 kilobits per second to 144 kilobits per second. In general, the
bandwi dt h available to nobile stations is an order of nagnitude |ess than

t he bandw gip x Hdﬂmé?@hﬂ“%?E%éVﬁE conput er equi pnent such as
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connected to office conmputer equipnent, it is common for |ocal software,
executed on the office conputer equipnent, to facilitate the retrieval of

data f& Uu9B0BY o2Agnakile stetivn typinallyihas dncesedoceliulagrasjmraguencyati on with
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data over a wireless network fromso-called "push" applications. [0005]
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oftice  cogpaeh ealibrodtis o ihskiop BpRtondFitRbliele AR TAAE Pelebrdl 0
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I's pushing data out to a nobile data conmuni cati on device assuned to be
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assistants (PDAs), cellular phones and so-called “smart” phones, that can operate
when connected to a (remote) wireless network as well as when connected
(cradled) to office computer equipment that is connected to a (local) wireline

15 network. When connected to office computer equipment, it is common for local
software, executed on the office computer equipment, to facilitate the retrieval of
data for use by a given mobile station by requesting synchronization with (i.e.,
pulling data from) a server of such data and subsequently for the given mobile

station to synchronize with the local software.

20 [0004] A subset of the mobile stations may be configured to receive unsolicited

data over a wireless network from so-called “push” applications.

[0005] Clearly, it would be beneficial to improve the availability of higher
bandwidth connections (for instance, local network connections to standard office
computer equipment) to mobile stations, especially for receiving unsolicited data

25 from push applications.
SUMMARY

[0006] While a server is pushing data out to a mobile data communication
device assumed to be accessible by a remote connection, a router may determine




achi eved by using another connection. To this end, it is initially
necessary to determ ne when the nobile data communi cati on devi ce has
formed a connection to a network node accessi bl e by anot her connection.
Optionally, it may be 5 determ ned whet her the data transfer would be best
achieved (in terns of cost) by using the ot her connection. [0007] In
accordance with an aspect of the presentZinvention there is provided a

met hod of routing protocol data units to a nobile data communication

devi ce. recei.vi a col data unit froma s Lver
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routing apparatus is provided for carrying out this nmethod and a conputer

readabl e ne®Ngihe otharGenaeationr adapting a routing apparatus to carry out
this method. [0008] |In accordance with another aspect of the present
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| ocal connection to the server is deternmined to be available, routing the
dat a tr ansfasdevedy ques eprmtelnetw@moma@aen@ndfsnenéylpg@seeﬁtmahoent ion, a

nobile co af rocars t ot thod and a
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communi cat Peivesntheddentityand ssesondairtmesk aaﬂ@eqt@naarybfa%rﬁceng the

15  protocol data unit over the second network connection. In other aspects of the
present invention, a routing apparatus is provided for carrying out this method and
a computer readable medium is provided for adapting a routing apparatus to carry
out this method.

[0008] In accordance with another aspect of the present invention there is

20  provided, at a mobile communication device, a method of routing data to a server
of mobile communication devices. The method includes determining whether a
path to the server is available, where the path includes a local connection,
determining a type for a data transfer and, where the type for the data transfer is
among a set of types pre-determined to be suited to local connections to the

25 server and the local connection fo the server is determined to be available, routing
the data transfer over the path. In other aspects of the present invention, a mobile
communication device is provided for carrying out this method and a computer
readable medium is provided for adapting a mobile communication device to carry
out this method.

30 [0009] In accordance with a further aspect of the present invention there is

provided, at a mobile communication device, a method of routing data to a server




to such nobil e communi cati on devices. The nethod includes determ ning

whet her a path to the server is available, where the path includes a | ocal
connection, determning a type for a data transfer and where the type for
the data transfer is anpbng a set of types pre-determned to be suited to

| ocal connections to the 5 server and the |ocal connection to the server is
deternmined to be unavail able, deferring3the data transfer until a time at
which the |ocal connection is determned to be available. [0010] In
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transfer over the path. [0011] In accordance with an even further aspect of
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devi ce, gq ﬁgblgandl ing a data transfer between the nobile data
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[0012] In accordance with an even turther aspect of the present 1nvention
there 25 S%Cfpﬁmhllaeiw&%eﬂ'hedn@hocimndude&deiacgngmanta\allbblﬂjaem‘ apatshdo in an
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from the nihotal tdadicth tRoATOMIE QA @Gnﬂﬁm@ﬁloﬁ@e\fl% ahathegetve%nawtére% on a
path to a server of nobile devices, determning an identity of the nobile

dat a comufipigiansierisJn eEogiess syer adeawte agnertiongonhe seveseroutingthet ¢ he

di rectqgon t ablished to the nobile data communi cati on
devi ce iav?%%ﬂtr f‘?@é\f\%ﬁﬁ %ﬁn anot her aspect of

[001 1]  In accordance with an even further aspect of the present invention there
is provided, at a mobile data communication device, a method of handling a data
transfer between the mobile data communication device and a server of data to
such mobile devices. The method includes detecting an end to availability of a

20  path to the server, where the path includes a local connection, where the local
connection is local to both the mobile data communication device and the server
and where a data transfer is in progress over the path to the server, routing the
data transfer over a remote connection to the server.

[0012] Inaccordance with an even further aspect of the present invention there

25 is provided a method of communicating with a bypass server in an enterprise
network. the method includes detecting establishment of a direct connection to a
mobile data communication device, receiving a request, from the mobile data
communication device, to form a local connection on a path to a server of mobile
devices, determining an identity of the mobile data communication device and

30 indicating to the bypass server that the direct connection has been established to
the mobile data communication device having the identity. In another aspect of




4 the present invention, a conputer readable nediumis provided for
adapting a nobile communication device to carry out this nethod. [0013]
Q her aspects and features of the present invention will beconme apparent
to those of ordinary skill in the art upon review of the followng 5
description of specific enbodinents of the invention in conjunction with
the acconpanying figures. BRI EF DESCRI Pfl ON OF THE DRAW NGS [0014] In the
figures which illustrate exanpl e enbodi nents of this invention: [0015]
ri.se wwth a

FIG 1 illyst . i cati t k ingludi t
10 vi rel estERTRRERLNYHT 4 cane i Baditic mfiuds Pt Tuddbpbbia’ F o
illustrat equg@gﬁ@ﬁ@ﬁcgﬁoﬁaeﬁégm@bgfryfdmgpﬁé enddpb@ conmuni cation device

for use in the conmunication network 0 1; [0017] FIG 3 illustrates a
communi cation network including an enterprise with a wreless connection

Lo a nobi | ©0d3l a SHenasrests and fratuies, ofthe peesans inventiep vk begemenc| udes a
i i i At | ; [0018
oo aa {1 PR R HoRE dr oral AR LR Lodh Fefib B B KRR T o

mobi | e Seviescriptionef spadifie emidiments of thermusnitiontin@anflgictios witkhigee t he
sequence is initiated_by a nobile data conmunication device; [0019] FIG 4B
i |1 ustrat e3CGRARRAYING Hgﬁﬁeﬁ- an aut hentication sequence between a 20 nobile
devi ce server and a nobil e data conmunication device, where the sequence is

i ni tiated BRIEPOEDORIETRAYCETHE PRAWINGE0] FIG 5 illustrates packet

flowin an interl eaved authentication sequence between a nobile device

server and a nobile data communication device, where the sequence is
initiated BPléhe bolbelfiguies whichnftustraigtdxample emiodimenfsooithis irventio:
illustrates steps of a nethod of handling, at the bypass router, packets

fromthe e dewk ce: I ile jcati i
according to 1gﬁ e%’df'r@%ﬁggets % g%hgrﬁler{s@%lopi rﬁ%@%ﬁ)ﬁf gﬁWéf ésﬁf&ﬁﬂ%{k@ﬁ' a
i |1 ustttat ewireleserommnéeckidn tona nedbiler dath momidinigation gavieepri se with dual
W rel ess connections to a nobile data communi cati on devi ce, where the

[0016] FIG. 2 illustrates components of an exemplary mobile data

communication device for use in the communication network of FIG. 1;

[0017] FIG. 3 illustrates a communication network including an enterprise with a
wireless connection to a mobile data communication device, where the enterprise

15 includes a bypass router according to an embodiment of the present invention;

[0018] FIG. 4A illustrates packet flow in an authentication sequence between a
mobile device server and a mobile data communication device, where the

sequence is initiated by a mobile data communication device;

[0019] FIG. 4B illustrates packet flow in an authentication sequence between a
20 mobile device server and a mobile data communication device, where the

sequence is initiated by the mobile device server;

[0020] FIG. & illustrates packet flow in an interleaved authentication sequence
between a mobile device server and a mobile data communication device, where

the sequence is initiated by the mobile data communication device;

25 [0021] FIG. 6 illustrates steps of a method of handling, at the bypass router,
packets from the mobile device server to the mobile data communication device
according to an embodiment of the present invention;




enterprise includes a bypass router according to an enbodi nent of the
present invention; 5 [0023] FIG 8 illustrates a conmunication network
including two enterprises, one enterprise with a wireless connection to a
nobi | e data comruni cati on device and a bypass router, and second
enterprise including a second bypass router, where the bypass routers may
communi cate with each ot her according to5an enbodi nent of the present

i nvention; and 10 [0024] FIG 9 schenatlcally iIIustrates an exenplary
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ent er pri sedd@0wirsiebydennacticdeab @ﬁ%;lé%ﬁa‘!@bbmn(dn%ﬁtiohl@e\)l&é witeraymder of

net wor k nodes 120 (such as suitably configure personal conputers - PCs
120A, 120Benterpiige mhtﬁ@@t%aymaﬁ%r%@enaqmn%ngé@ pmembo@memépf theoprepant he LAN
118. The enN%hﬁBhse server 102, which may, for instance, be a McrosoftTM
Exchange Serv provi di ng e- nall cal endar events and contact details, is
connected to a wide area network (WAN, such as the public Internet) 108
via a f5rej@23]or FpBEOo8 Ylstatey a tommhibifign aemoﬂehr&sm::@mmb@ntaphm ks

110X, 20 110Y, 110Z collectlyely or 1 ndividual| Y 110) operated by w rel ess
carriers aP88enigRrise Witha wirelagseormgctian tqigdgok er‘é@téf‘}[@?u"ﬁﬁt'@%gﬁﬁpﬁr y

wireless c [ t I rks
P10 o 11| ong EERypRS ORIk, 8 Eelind BRte T o LB 4Bt ot Bl R o e
rel ay 107. whighd the by:mﬂaamutexslrlmscdmmwnwtewﬁhem athee aeopiding/tonarbi | e
communi cati o sgdew,&c%% %%@e connected to one or other of the
wirel ess c& Qsor:e&%pt YR PAE nobi | e device 112 may be
connected to a PC 120C over a direct connection. Typically, this direct
connectd on[aGR43C CEIB! 9%Bﬁémbﬁcﬂlyalﬂu%tbb%n”@@nﬁ;ﬂarﬁ@é@@@fdrjtﬁe'bmlqéss?\
"cradl e" (not shown) custom zed to fit the nobile device he cradl e
i s gener al rqutebahEl:.ctiacerrding p@membogimertyofdhe pregent ieationpi n 30 seri al
cabl e connection or a Universal Serial Bus (USB) connection. Oten the
.direct con cconplished without the use of a cradle as a
connect i on%%ﬁgﬂ%\gs directly into the nobile device 112. Alternatively,

-a local wireless connection (e.g., using BluetoothTM networki ng technol ogy
or i nfrar efD0#&]woAsi ithgstrated in FIG. 1, an enterprise 100 includes a local area network

(LAN) 118 with a number of network nodes 120 (such as suitably configured

15  personal computers — PCs 120A, 120B, 120C) connected to a central enterprise
server 102 via the LAN 118. The enterprise server 102, which may, for instance,
be a Microsoft™ Exchange Server providing e-mai!, calendar events and contact
details, is connected to a wide area network (WAN, such as the public Internet)
108 via a firewall or proxy server 106. Multiple wireless carrier networks 110X,

20  110Y, 110Z (collectively or individually 110) operated by wireless carriers also
connect to the WAN 108, as does a relay 107. An exemplary wireless carrier
network 110X of the muitiple wireless carrier networks 110 is illustrated as
connected to the WAN 108 via a connection to the relay 107. Mobile
communications devices, such as an exemplary mobile communications device

25 112, may be connected to one or other of the wireless carrier networks 110.

[0026] The mobile device 112 may be connected to a PC 120C over a direct
connection. Typically, this direct connection is accomplished by placing the mobile
device 112 into a “cradle” (not shown) customized to fit the mobile device 112.
The cradle is generally connected to the PC 120C by way of a standard 9-pin

30 serial cable connection or a Universal Serial Bus (USB) connection. Often the



technol ogy) may be utilized to connect the nobile device 112 to the PC
120C. 5 [0027] The enterprise 100 may take advantage of centralized
managenent services for wireless communications by installing a nobile
device server 104 with a connection via the firewall 106 to the WAN 108.
[0028] FIG 2 illustrates the handhel d nobil e conmmuni cation device 112

i ncl uding a housing, an input device (a keyboard 224), and an output device
(a 10 display 226), which is preferably a full graphic or full color Liquid
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sel ectison |0OR7] or The keterpass 100 engy takef ddvaintagd of canidliebil Mgarkgjenesait t ext
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ot her part senyicesiar wisgiess cgeymeRicatians by insigting asuekildeise sorvien 1Rfayitip.

comuni cat T Gean SRR B 0B KNP 08 2 the ai Spi ay 226, al ong
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206, a serj0@28por tF1208,illstspemiter haidheld dhebilei conuphpicatied 2evize HL wel | as

devi i ncludi f.l ash 216 Rand .
(R 215; MR DU T, AR BB A eber 228 antiah hH Bodesite 112
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voi ce and data conmuni cation capabilities. In addition, the nobile device

112  pr ef etlddP) Giher types ehpatnutideyices roaymailieinasivelyie uilizedeA prosgasing

The. m or opiBte B obE Rkt 2P s ke W LG e P el e et i
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devi ces, such as a read only simlar storage elenent. In

. |y meqory (ROM or . )
addi tion, Hpserafaten phiielisRlig¥ 226, @s sl aethe overall operation of the mobile
15  device 112, in response to actuation of keys on the keyboard 224 by a user.

[0029] The housing may be elongated vertically, or may take on other sizes
and shapes (including clamshell housing structures). The keyboard may include a
mode selection key, or other hardware or software, for switching between text
entry and telephony entry.

20 [0030] In addition to the microprocessor 228, other parts of the mobile device
112 are shown schematically in FIG. 2. These include: a communications
subsystem 200; a short-range communications subsystem 202; the keyboard 224
and the display 226, along with other input/output devices including a set of
auxiliary /O devices 206, a serial port 208, a speaker 210 and a microphone 212;

25 as well as memory devices including a flash memory 216 and a Random Access
Memory (RAM) 218; and various other device subsystems 220. The mobile device
112 is preferably a two-way radio frequency (RF) communication device having
voice and data communication capabilities. In addition, the mobile device 112
preferably has the capability to communicate with other computer systems via the

30 Internet.




5 applications, or parts thereof, may be tenporarily |loaded into a volatile
store, such as the RAM 218. Communi cation signals received by the nobile
device may also be stored to the RAM 218. [0032] The m croprocessor 228,
in addition to its operating systemfunctions, enables execution of
software applications on the nobile device 112. A 10 predeterm ned set of
sof tware applications that control basic’device operations, such as a
Voi ce connunications nDduIe 230A and a data conmuni cations nodul e 230B,
may be ins nmobi | e de ice 112 manuf act ure. seria
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oper at e. F@Rngagiwes to implemwntaspeetsial the pmspst Bvention ohs wed, ﬁ@fﬂjt@@aldew ce

15  software modules, illustrated as an other software module 230N, which may be,
for instance, a personal information manager (PIM) application, may be installed
during manufacture. The PIM application is preferably capable of organizing and
managing data items, such as e-mail messages, calendar events, voice mail
messages, appointments, and task items. The PIM application is also preferably

20 capable of sending and receiving data items via the wireless carrier network 110.
Preferably, the data items managed by the PIM application are seamlessly
integrated, synchronized and updated via the wireless carrier network 110 with
the device user's corresponding data items stored or associated with a host
computer system.

25 [0033] Communication functions, including data and voice communications,
are performed through the communication subsystem 200, and possibly through
the short-range communications subsystem 202. The communication subsystem
200 includes a receiver 250, a transmitter 252 and one or more antennas,
illustrated as a receive antenna 254 and a transmit antenna 256. In addition, the

30 communication subsystem 200 also includes a processing module, such as a
digital signal processor (DSP) 258, and local oscillators (LOs) 260. The specific




112 may be designed to operate with the MbitexTM DataTACTM or General 5
Packet Radio Service (GPRS) nobil e data conmuni cati on networks and al so
designed to operate with any of a variety of voice comuni cation networks,
such as Advanced Mbil e Phone Service (AWPS), Time Division Miltiple
Access (TDMA), Code Division Miultiple Access (CDVA), Personal

Commruni cations Service (PCS), d obal Sy%t em for Mobile Conmmuni cati ons
(GSM, etc. Other 10 types of data and voice networks, both separate and

I nt egrated
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mobi | e devices are registered on network using a Logical Link
| denti fi erd@ﬂgne;d i opeiade whmnwpfe@&an@tmfdelcel GoNGRRBICAHON MEMRTKS, stitiwever

network ac . at e. A GPRS
devi ce the%g o éﬁ?%%%(rbé@ lﬁ%g\llﬁ‘mbégnﬁ%e Wﬁ§hbﬁwmﬁﬁwm"&%%§¥égref erred
to as a Supﬁmmecodi@lm;sw NWoltplecAESISY)(OBMA), PersonaleCommunigatioabe on a
GPRS net wor k. Lte identifying a subscriber by SIM nobile devices

within GSMB@PF@ e@%r@'@ba'r%yﬂﬁﬂhfﬁ’éIWD"@&@W’FW%Q”ﬁéGﬁM) rﬁt%rq@@fonal 25
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registrati or activation pr oce een I
devi ce 112unlmpd%|mtmmobéedevmemm cat i on si gnal s over the wi reI ess
carrier network 110. Signals received fromthe wireless carrier network

110 by the Y ntenna 254 are routed to,the receive 0 ich 30
ot s "I R RS re B e o PerEne e ot i RPe o oo,
channel Sébm%Urﬂéhtlcﬁut sterﬁnniyﬁew:ﬁlaﬁqd%merdga@é@émdtvﬁt%seﬁ ?Aobne
conver si on. Anal og-to glta 9 conversion of .the received si %na al

t he DSP 25devige thatiuiauety iderdias e makiimvaviceaen sbstuher iconbichshe m@ste
den‘oqugat ! 8&583%9%%%%' é"s%‘igl‘lerai. Fhe! i%rlﬁ?ﬂrer is unique within a specific network or

network technology. For example, in Mobitex™ networks, mobile devices are
registered on the network using a Mobitex Access Number (MAN) associated with
each device and in DataTAC™ networks, mobile devices are registered on the
network using a Logical Link ldentifier (L.LI) associated with each device. In GPRS
20 - networks, however, network access is associated with a subscriber or user of a
device. A GPRS device therefore requires a subscriber identity module,
commonly referred to as a Subscriber Identity Module (SIM) card, in order to
operate on a GPRS network. Despite identifying a subscriber by SIM, mobile
devices within GSM/GPRS networks are uniquely identified using an International
25 Mobile Subscriber Identify (IMSI) number.

[0035] When required network registration or activation procedures have been
completed, the mobile device 112 may send and receive communication signals
over the wireless carrier network 110. Signals received from the wireless carrier
network 110 by the receive antenna 254 are routed to the receiver 250, which

30 provides for signal amplification, frequency down conversion, filiering, channel

selection, etc., and may also provide analog to digital conversion. Analog-to-digital




manner, signals to be transmtted to the wreless carrier network 110 are
processed (e.g., nodul ated and encoded) by the DSP 258 and are then
provided 5 to the transmtter 252 for digital to anal og conversion,
frequency up conversion, filtering, anplification and transmission to the
wi rel ess carrier netmork 110 (or networks) via the transmt antenna 256.
[0036] In addition to processing communi®ation signals, the DSP 258
provides for control of the receiver 250 and the transnitter 252. For

| li,ed 10 h 250 d
The L r anscpamErsBB" His fepeves SETAIcHHS Bk DoP 2 toitastedih Bt RtmplSioai -
control al Q&hh{dﬁ'@atbﬁﬁhﬁ@m{segubﬁ‘ astdé‘?nmﬁat:i’oﬁgam{l Qgéat]lmbnlnaa dihifar

comruni cati on nod e, a recei ved Si gna such as a nmessage or web page
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to the mcro or 228 receive [ | n further rocessed
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and/ or  soferingnamplifisatioand trosaussier toths, wiselers @grl‘&)ftf@Mﬁ 10 eorr ocker

switch, a 3&&&%5"9‘?@1%&3&&&0& \gjé‘rtype of input device. The conposed

data itens ransm the wireless carrier network 110
via the conmuni cati on subsystem 200. [0038] In a voice communi cati on node,

overal | opf0a6] on Infadtlhiende\proeeé.sing saivshuitatidn signals) therDSP 258prdaides
conmmuni cat recej ved signal_s are output to a s eaker
210, and sfogﬁan O\?%frtﬁf’r"ﬁ 'M?"sgé%ﬁngri éﬁé?‘%ﬁ%@%%r SR tﬁﬂf@%ﬁ@
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recordi ng sub systgmal Imaty |%h | so be | npé?é%g??g?ﬁ‘aflhéstrﬁ g@#%e 5:L112

addi ti on, adaptme@pcwmm theoughl agtobwtigtgdin zenltrmlralgmthms:mmianeotﬂd ion node,
for exarrp é&% playthe identity of a calling party, the duration of a
voi ce cal I o[r) ot her voice call related information. 10 [0039] The
short-range comuni cati ons subsystem 202 enabl es conmuni cati on between the

nobi | e devjes7112 |arddgth RommBuehiBh ersiks Le@BeREd signal, such as a text

message or web page download, is processed by the communication subsystem

15 200 and is input fo the microprocessor 228. The received signal is then further
processed by the microprocessor 228 for an output to the display 226, or
alternatively to some other auxiliary I/0O devices 206. A device user may also
compose data items, such as e-mail messages, using the keyboard 224 and/or
some other auxiliary 1/O device 206, such as a touchpad, a rocker switch, a

20 thumb-wheel, or some other type of input device. The composed data items may
then be transmitted over the wireless carrier network 110 via the communication

subsystem 200.

[0038] In a voice communication mode, overall operation of the device is
substantially similar to the data communication mode, except that received signals
25 are output to a speaker 210, and signals for transmission are generated by a
microphone 212. Alternative voice or audio I/O subsystems, such as a voice
message recording subsystem, may also be implemented on the device 1112. In
addition, the display 226 may also be utilized in voice communication mode, for
example, to display the identity of a calling party, the duration of a voice call, or

30 other voice call related information.




devi ces, which need not necessarily be simlar devices. For exanple, the
short- range comruni cations subsystem may include an infrared device and
associated 5 circuits and conponents, or a Bl uetoothTM comuni cati on nodul e
to provide for comunication with simlarly-enabl ed systens and devi ces.
[0040] In FIG 1, the nobile device 112 nay beconme associated with the
enterprise 100 through the direct connect® on between the robile device 112
and the PC 120C of the enterprise 100 while an association process is

executed a 4 . f.4 Lation process
may be thefot%slrggadilﬁ"gep %?&rgpag@/él g@%Hu&@r@Pbg%‘bbgﬁ?%&]@%%lﬁﬁ@%aevi ce 112 to
t he PC 120€omnelrtitationdvetiveadithg nedbile ddiidesde2 baaithéi prioximadtB)sysfenidier nobi | e
devi ce server. 104 fromthe PC 120C to the nobile device 112. The device
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comuni cation path with 20 each of the wireless carrier netwrks 11 Oy, 11

QZ t hat iSEGUZJ@TGCI@F'IG.%tth@nWed@ﬁCéN? Bedtrhé 485odhtealith i wor k
(VPN . Further; each wireless carrier network accessible only over a
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provi de3 t P€ 120 for the nobile device server 104 and the current address
of the nobile device server 104 to the relay 107. [0044] Wth the

descri bed fet- p, bhe m)bi%tﬁ| devi ce server 104, in conjunction wth the
relay 107, pr $0B desWret the assegialinn Mecrss May b the|urleading of a device
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conventional 11 fashion one of the wreless carrier ne‘ﬁgpﬁg 110 with
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: mobile device 112. The device identifier may be considered a characteristic of the
15 mobile device 112 (e.g., a device identifier may be burned into the mobile device

112). The UID of the mobile device server 104 normally does not change.

[0042] To provide centralized wireless management services, the relay 107
establishes a communication path with the multiple wireless carrier networks 110.
Specifically, the relay 107 may have an established communication path with

20 each of the wireless carrier networks 110Y, 110Z that is connected to the WAN
108 through a virtual private network (VPN). Further, each wireless carrier
network accessible only over a private line may have a private line to the relay
107. Thus, for example, the exemplary wireless carrier network 110X has an
established communication path to relay 107.

25 [0043] The mobile device server 104 provides the UID for the mobile device
server 104 and the current address of the mobile device server 104 to the relay
107.

[0044]  With the described set-up, the mobile device server 104, in conjunction
with the relay 107, may provide centralized management of wireless
30 communications, as follows. After the mobile device 112 registers (in conventional




regi stration packet with its device identifier and the UD of the nobile
device server 104 with which the nobile device 112 is associated. This
registration 5 packet is received by the wireless carrier network 110X and
directed to the relay 107 with an identity of the wireless carrier network
11 OX. On receiving this registration packet, the relay 107 associates the
wireless carrier network 110X with the device identifier and returns a
packet to the nobile device 112 with its own address. Any subsequent

packets sept i deyi 112. are.10 a ssed .t he r el 107.
These subs‘é‘l’l G%@@%ﬁﬁbﬁﬁﬁc‘ﬁﬁﬁ‘ég%ﬁﬂ%i A\ypﬁdﬁoewﬁlﬁ@:mﬁtfhed@m mg t he
U D, the rrbgun¥tablionkd comrhhificaiishiepathothd mRbIRRiehRedeM sehdsser ver 104
and forwards the packet to the nobile device server 104 associated wth

the U D, vregistriioppackeswithgisagviedidentifier andhthe WIDrof thecwebile devigged herein
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110, the pwitkdhe dsvickddewtifeedndaetitas apacketistheanobite dedtadrR wifldits On t he

ot her hand, in e absenc of such an association, the intended recipient
mobi | e devPt8 oty e gpaﬂpwqt%sg@t %&@E‘HQB‘F B?V'P.eé%? H6t currently
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110 with connections to the relay 107. In such circunstances, the relay
107 may si s YRt WtilzinchthepdEkdhe uelay |107Hecks Lpyhd addrasecd e mokilealayicean

associ atio f [ ecd. i il eyjce 11 ith one o the wirel ess
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Al ter nativwﬁm,thém,&[)[eiaqhemﬁm,r eturn the packet to t he m)bi | e device
server 104 30 with an indication that the nobile device 112 is unreachabl e.

12 [0047] In FIG 3. an enterprise 300 is illustrated with many el enents in
common  wi t4945he Betetatte teron nackel’ ds used harsig fen amaddiessed URE ofReta pri se

300 of4dl Gpat may also be called a “message”, a “frame” or, more generically, a “protocol
data unit”.

[0046] A packet from the enterprise server 102 intended for the mobile device
112 is addressed by the mobile device server 104 to the relay 107 and includes
the device identifier of the mobile device 112. The packet is forwarded to the relay
20 107 via the firewall 106. On the one hand, if the relay 107 holds an association of
the device identifier with a given wireless carrier network 110, the packet is
forwarded to that wireless carrier network 110. On the other hand, in the absence
of such an association, the intended recipient mobile device 112 may be
considered to be unreachable, i.e., not currently connected to, or registered with,
25 any of the wireless carrier networks 110 with connections to the relay 107. In such
circumstances, the relay 107 may simply store the packet until the relay 107
becomes aware of an association of the recipient mobile device 112 with one of
the wireless carrier networks 110 to which a connection has been established.
Alternatively, the relay 107 may return the packet to the mobile device server 104
30 with an indication that the mobile device 112 is unreachable.




not found in the enterprise 100 of FIG 1, a bypass router 316 is provided
in the Ilink between the nobile device server 104 and the firewall 106. The
bypass router 5 316 nay be | oaded with conputer executable instructions for
executing nethods exenplary of the present invention froma conputer
readabl e nmedi um 314, which could be a qésk, a tape, a chip or a random
access nenory containing a file downl oaBed froma renote source.

Simlarly, the PC 120C may be | oaded w t h corrputer execut abl e i nstructions
for execut t hi ' ut er
readabl e HIQQ?ZEES@? %m%;(?ﬁ%c@%%r@% '%%q %W%ﬁ?ﬂ%%é ﬂg%é}gn
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" he. Pe aSPRE ol e reaedinge iy £0% AiconEterrerdrne hedlin S havilEar e
wor kpl ace. chli§ denptiskeh Yapd, faecmgW%Cﬂalnaanﬁacc%fs%%owém&@.rﬂﬁ@gfﬁé\d the WAN
108 nay be wireless, for instance, Is a |aptop conputer and

i s being udewnioadad frem pcremqte seuarqee&mﬂwlly tl[n@é’@]m r@aseh@ﬂ@aqﬁddwsm gn for

Connett ea TOTPRET sRgRueBil nHatds Ty Refiifa delibos Periifolp bR g

the varo oumvehtivrefrom @tohipatemtadablestedidth 824 FbichZouldb@a digk td Rpeah, a
transmtter 922A and a recei ver 920A all ow communication with the LAN 118,

a transmi t ¢RIP CGZIBNIREN ACTRSELNGEONY oOHaNING A Tt ARwRlaadeddroriia lemaete  nobi | e
devi ce ser ¥&ir 04 and a transmtter 922C and a receiver 920C al | ow
comunication with the firewall 106. In addition, the processor 906 may be
connected to a nenory 904. Although FIG 9 shows three different interfaces
30 (each ip&4aHI nds avill barwparerﬁrtomraod oa’askidchethaeartQm@)PCiﬂZOﬁhmadeebe

et o OO PP e S e A R bl By ARGy ot
connecfs ongniy hiavBe FeHHdctioH 2y e VERNVI®IB and may have established a Virtual
| Private Network (VPN) connection to the LAN 118 (via the firewall 106, but
bypassing the relay 108), as is common practice. The connection between the PC
7120C and the WAN 108 may be wired, for instance, if the PC 120C is in the user's
home and the enterprise is at the user's workplace. Alternatively, the connection
20 between the PC 120C and the WAN 108 may be wireless, for instance, if the PC
120C is a laptop computer and is being used in an airport or coffee shop.

[0049] An exemplary design for the bypass router 316 is illustrated in FIG. 9 to
include a processor 906. Connected to the processor 906 are elements to allow
communication with the various elements of the enterprise 300 of FIG. 3. In

25 particular, a transmitter 922A and a receiver 920A allow communication with the
LAN 118, a transmitter 922B and a receiver 920B allow communication with the
mobile device server 104 and a transmitter 922C and a receiver 820C allow
communication with the firewall 106. In addition, the processor 806 may be
connected to a memory 904. Aithough FIG. 9 shows three different interfaces

30 (each including a transmitter 922 and a receiver 920), it should be understood by
a person of ordinary skill in the art that the bypass router 316 is more likely to




104, the LAN 118 and the firewall 106 all over the sane interface. [0050]
In overview, the direct connection between the PC 120C and the nobile
device 112 in conbination with the | ocal connection between the PC 120C and
5 the bypass router 316 may be utilized for delivery to the nobile device
112 of packets fromthe nobile device server 104 when the nobile device
112 is in the cradle or otherwise provided wwth a direct connection to the
PC 120C. Transparent to the nobile device server 104, the bypass router

connect | onoR RSBl BB Pikifeceln dlRBbbEoAis End boflEfiedEss B8
devi ce 11210FothbadAN it 8tandsthelfirerdil Mo6taliosverthe sBpe ihgMacery be provi ded
with a bypass driver, inplenmented as conputer executable instructions

(fromthe ¢o ter readabl e medi um 324) executed on the PC 120C. [0051] The
bypass. dri B Imeversemdee diregteanastion hebupea i RC 120G agd e mobile
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of the establishnent of irect 20 connection, the bypass drive
det er ni nesta e mnabie deyicefseryer tshithe besscroutars 16 wastirectsapackatedestined
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bypass router 316 and the PC 120C then forma | ocal connecti on.

Subsequent $0CHBRRK BELTRYiIdRI Mith 2 DYRBES HEveieiTRlemated s rompulet exeowsahlee
devi ce 112, k@ Nl tARYnlReR eABaneINBAE S04t Bxddified Bhile P 920E°

| ocal connection to e reverse —direction, theée bypass
router 316, in conjunction with the bypass driver, directs packets from
t he nobi | e[@(5A] ce Thadbypass levensi the RiBVi20€ defeets thé®siaishment of tildirect ocal

PGB R L IR P SN R
confi gys edtich RRENSS AuLsYifEdh #he hdbilg device 112, to form a local connection on
a path to the mobile device server 104. However, the bypass driver, instead,
forms a local connection to the bypass router 316. In response to receiving the
request, the bypass driver indicates to the bypass router 316 that the direct
connection has been established. As part of the establishment of the direct
20  connection, the bypass driver determines the identity of the mobile device 112
such that, when indicating to the bypass router 316 that the direct connection has
been established the bypass driver also indicates the identity of the mobile device
122 with which the direct connection has been established. The bypass router 316
and the PC 120C then form a local connection. Subsequently, packets from the
25  mobile device server 104 to the mobile device 112 are diverted away from the
connection to the relay onto the local connection to the PC 120C. In the reverse
direction, the bypass router 316, in conjunction with the bypass driver, directs
packets from the mobile device 112 to the mobile device server 104. As such, the
local connection between the bypass router 316 and the bypass driver may be
30 considered to be bidirectional.




nobi |l e device or to operate with a main nobile device and nmultiple "guest”
nobi |l e devices. [0053] Advantageously, the bypass router 316 may be
configured to support 5 nmultiple routes across nultiple renote and | ocal
technol ogies to the nobile device 112, based on the l|ocation of the nobile
device at a specific point in tine. To this end, the bypass router 316 may
be configured to maintain a | ast-known |'cation of the nobile device 112.
Such | ocation know edge may be gai ned through interpretation of packets

between th le. devi e, e device
server 1040552 by SnSEYPASERFEN R eIt (o GpéiBii opf)shltfa SRt e, et
the nobi | emidile devickorite apenatectiéd almaial hybie devcdiangchultiplerigabs®mdisiiea PC
120, or both.. In particular, the bypass router 316 may be inforned by the
bypass dri 98¥iC8hen the nobile device 112 connects via a direct connection

to a PC 120. The bypass router 316 may react by formng a | ocal connection
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connection is dropped, IS]ypass rout er may continually attenpt to
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The bypass router 316 I’Yaﬁ%dl vert packets over a |ocal connection to the PC
120C " wi t hdivel thatihesmRRie dpvier1d 2 conparied laeallyoda adiremh EANRAINNEIa o

OeYect EroPEEraOIS R SOMIBTAEE Byb A Rt Ofn LSRRI 10 2,
nobi | e devbgpassednrar vilish the rWobmshdeV|cerﬂr‘ch¢om1ect$V|d€asdlrad cohnedibrr Esgponse,
the Pe 120BChHAF The hipmRsToMRIcs 1508 rent DAOTBIES QAL CoTRRERBPTEe dui ce
112 i 5145 420 and attempting to deliver a packet to the mobile device 112 via the local
connection to the PC 120. Due to the interposition of the bypass router 316 in the
‘route from the relay 107 to the mobile device server 104, the bypass router 316
may interpret packets passing between the two elements to determine the state of
the wireless connection to the mobile device 112. When either the local
20  connection or the remote connection is dropped, the bypass router 316 may
continually attempt to deliver a packet to the mobile device 112 using the dropped
connection while routing packets to the working connection.

[0054] As stated hereinbefore, the bypass router 316 may be installed in the
link, via the firewall 106, between the mobile device server 104 and the relay 107.

25 The bypass router 316 may divert packets over a local connection to the PC 120C
with a direct connection to the mobile device 112 when the mobile device 112 is
directly connected to the PC 120C.

[0055] Upon forming a direct connection with the PC 120C, the mobile device
112 identifies the mobile device server 104 to which a connection is desired. In

30 response, the bypass driver initiates the formation of a local connection between
the PC 120C and the bypass router 316. In the event that the mobile device 112 is



connected to the relay 107 via a wreless carrier network 110 using

GSM GPRS. The nobil e device 112 may naintain the wirel ess connection to
the relay 107 open through a nechanismcalled GCMP "pings". This

mai nt enance may be continued even when all necessary services are

determ ned to be available 5 through the | ocal connection. [0056] For each
conventional wreless (renote) connecti o between the robile device server
104 and the nobile device 112, the nobile device server 104 typically
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316 and t hgody S(?Vén%ﬁ f aﬁ%%c@éﬁg%%nﬁc@é did §&telARR tBCHé"Q\Yéuia‘Bfé to the

relay 107 via the |rema se connectrons may, for 1nstance, be
i mpl enment ethroggmthet IloeakmmwrecilénTr ansni ssion Control Protocol (TCP). The
predeterm ned aut hentication sequence between the nobile device server 104
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connection to the rel a g 87 wth the UDthat is associated with the nobile
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sequence between the mobile device server 104 and the relay 107 may take
place even when the bypass router 316 is interposed between the devices
through the configuration of the bypass router 316 to pass through authentication
protocol packets containing a connection-specific authentication key and UID

20 employed in the predetermined authentication sequence. As such, the bypass
router 316 does not have to be configured with the UID already associated with
the mobile device server 104 and the corresponding authentication key. However,
the bypass router 316 may be configured to maintain a record associating each
connection to the relay 107 with the UID that is associated with the mobile device

25 server 104.

[0057] A similar (if not identical) authentication protocol may be used to allow
the mobile device 112 and the mobile device server 104 to authenticate each
other. Ideally, the mobile device server 104 is unaware of the true nature of the
device (relay 107 or mobile device 112) with which the sequence of authentication
30 packets is being exchanged. Preferably, the exchange of authentication packets
between the mobile device 112 and the mobile device server 104 occurs in a




16 manner in which the bypass router 316 can verify successful

aut hentication wthout know ng the secret key held by the nobile device
112 and the nobile device server 104. [0058] An exenpl ary authentication
protocol conbines two runs of the Schnorr 5 identification schenme to
provi de nutual authentication for the nohile device 112 and nobil e device
server 104. For information on the Schno®r identification schene, see A
Menezes, P. van Oorschot and S. Vanstone, Handbook of plied

Ap
Crypt ograp K. h i t por at ed
her ei n by %@%ﬁa@h@ghfgﬂéggﬁ’??%ﬁ‘u ng}fpgq(f?gsgéﬁ%émen%%h% fication
schene, i | Wwithbuotitreving the Secrébkephklisy tHEemobhe devidevi1@earid the @obile
authenticate itself to the nobile device server 104. In particular, the

mobi | e devi®WCe $8N&E|'®4 s a random nunber and determines a commit ment
using a nmaster encryption key. The nobile device 112 then sends the
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server 104sérdrae, SBA) Mem@es,rmh}elrfeoeﬁgerﬁ@aﬁsrs&aran#%éa%&da%mmﬁ tment,

a public crypt_ographi c key 20 associated with the 'é device 112, the

proof and l , GlRhBresse Mew Yorie NewwiYioek,dt887c detalsy [ 0060] The

second run. ?:It'm i ntification scheme, illustrated in FIG 4B
al | ows them%ﬁécﬂgte evi gf&{@éf‘%ﬁe%&ﬂf to authenticate itself to the nobile
device 112. In particular, the nobile device server 104 selects a random

nunber1Gnd[(@59% et Thetfirstsun of tTSEhROY id@itifigatibie somehe illaseatedtinh PFIGKkex. The
104 then sends the comm tnment to the nobil e device

nobi | e device erveli)_ € s L 1
112 (step _a@%j thermebilagsvice e focauthenticate deel tatheamabie drMIcCESRGErand
sends the ¢hal di18r. ¥8E mdBRIdeRi ' v B). The
nobi [ e devi ce sm 154 t ﬁnen Esdggm%tewefrg%%gfsviga%%i? @hg%ra%éng with the
origi nal reet¢ominaseomutrdentusinga raager pnogptiof key ibhe hobilevdevicesttd er
104 then sEdS SR RE R mhimbnid TR mebidLtiSe server 104 (step 402A). The
15 mobile device server 104 selects a random challenge and sends the challenge to
the mobile device 112 (step 404A). The mobile device 112 then uses the received
challenge along with the original random number to determine a proof. The mobile
device 112 then sends the proof to the mobile device server 104 (step 406A). The
mobile device server 104 uses the commitment, a public cryptographic key
20 associated with the mobile device 112, the proof and the challenge to authenticate

the mobile device 112.

[0060] The second run of the Schnorr identification scheme, illustrated in FIG.
4B allows the mobile device server 104 to authenticate itself to the mobile device
112. In particular, the mobile device server 104 selects a random number and

25  determines a commitment using the master encryption key. The mobile device
server 104 then sends the commitment to the mobile device 112 (step 402B). The
mobile device 112 selects a random challenge and sends the challenge to the
mobile device server 104 (step 404B). The mobile device server 104 then uses
the received challenge along with the original random number to determine a

30 proof. The mobile device server 104 then sends the proof to the mobile device
112 (step 406B). The mobile device 112 uses the commitment, a public




112 (step 406B). The nobile device 112 uses the commtnent, a public 17
crypt ographi c key associated with the nobile device server 104, the proof
and the challenge to authenticate the nobil e device server 104. [0061] For
econony of traffic, the two runs nmay be interleaved into a four- packet

aut henti cati on sequence illustrated in ELG 5. The nobile device 112 5
Initiates authentication i mediately af t'ér establishing a link with the
bypass router 316. [0062] The nobile device 112 initially selects a random
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pr oof . STheinitiabéd authenticatichlithraédiatedg bitet establishing a Imkabitretrgebypabssentds t he
devi ce proﬁﬁ)and the server challenge to the nobile device server 104 (step
506). The Il e device server 104 uses the device conmmtnent, a public
cryptographi ¢ key associated with the nobile device 112, the device proof

and the degbep chgé hitgie devici! B HitiQIR 1648 aFaRLM riiHbELadd detethfna®bi | e

device server 20 104 al so uses the recéived server challenge along with the
ori gi nal radaviee aemmiment usisgdheinmrster desryptiopkeyfThemebitebievisedeld ce

server 10 of,. t Il Vi GE, tep

S08) . The EnELoRals ceVBe SHNERER st (oblie gRRR sBnleT 1 sk 502

crypt ofr aphhe nichileaizsios sdrodr 104 Beldets apdhdsmdrmisss argedstermibed.a édiveser ver
proof and the server challenge to authenticate the nobile 25 device server

104. [ 0063FOMTREMBBASNG Berraasiel narplipakeydThaenakiediavias e#rveeiP4 Blsoween
0 ey SR £ eRal eRRICRACS 51 6% SECNE Loy sl eyl el 1
properly challeageito thethobiledevidect 12 (siep &04).clHeampbtid debigpatsi? thentuses316
My deter "he Teceived challenge along with the original random number to determine a
15  device proof. The mobile device 112 also selects a server challenge and sends
the device proof and the server challenge to the mobile device server 104 (step
506). The mobile device server 104 uses the device commitment, a public
cryptographic key associated with the mobile device 112, the device proof and the
device challenge to authenticate the mobile device 112. The mobile device server
20 104 also uses the received server challenge along with the original random
number to determine a device proof. The mobile device server 104 then sends the
server proof to the mobile device 112 (step 508). The mobile device 112 uses the
server commitment, a public cryptographic key associated with the mobile device
server 104, the server proof and the server challenge to authenticate the mobile

25 device server 104.

[0063] The bypass router 316 may record the information sent between the
mobile device 112 and mobile device server 104 and use the information to verify
that the mobile device 112 and mobile device server 104 have properly
authenticated each other. In particular, the bypass router 316 may determine a
30 server product from authentication factors including the server proof, the server

challenge and the server commitment and may determine a device product from




30 server product from authentication factors including the server proof,
the server challenge and the server commtnent and nmay determ ne a device
product from 18 authentication factors including the device proof, the

devi ce chall enge and the device commtnent. If the server product does not
equal the device product, the bypass royter 316 nmay consider that the
nobi | e device 112 and nobil e device server 104 have not properly

aut henti cated each other. The bypass router 316 5 may be configured to not
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server 104 to the nobile devic ustrated in 6. The ypass
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devi ce ser t he bile.device 112. The bypass router 316 may then
EShpitonat the Sulfiined

exam ne th 1%t S?Wéerﬂf%?cket to determ ne the device
I dentifier of 15 the nobile device 112 (step 604) to which the packet is

addressed HOf4det OngkerRe métsichesvicd 812 hadiekhasithditidated By tfembblei s known

to be connected via a bypass driver (step 606). If the bypass router 316
det er ni nesdeYige spR& e the flaw of packetgdam the mMakipideyicgesarver 1A4tq the

connect ed W{-a; S ] R, . . rout er
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connection,to t nobi | e devigce 112 via . relay 107. [0065] If t

connect i on”{eomPHﬁe ABKiCeSehE @5 @tﬁewab'{%ﬁe‘ﬂ%aﬁg I$ Bﬁyﬁﬁﬁtqu'l‘ Fi&: B¢ %{"ﬁed to
be the |lo ' o QERAS i cket to
Phe. Pe 1900 ESSIOEIIRS IS IntiBlIPrEbehed pakéTbich B02) st b the othRcSL
connect i ondewce servasidi0ddodbeinebiteldevican 11 ReThe byyasOuiter 3 teemagben cost

O el YR A e tAS b hRERRL 4 oLl gh B
rout er1316tHéemebiié aegicest 1R (skPB04iwhibR the packet is addressed and determine
whether the identified mobile device 112 is known fo be connected via a bypass
driver (step 6086). If the bypass router 316 determines, for instance, that the
identified mobile device 112 is cohnected via a bypass driver executed at the PC
120C, the bypass router 316 then determines (step 608) whether the connection
20 to the mobile device 112 via the bypass router is a lower cost connection that the
connection to the mobile device 112 via the relay 107.

[0065] If the connection to the mobile device 112 via the bypass router is
determined to be the lower cost connection, the bypass router 316 diverts the
packet to the PC 120C (step 610). If the bypass router 316 determines that the

25 connection to the mobile device 112 via the relay 107 is the lower cost
connection, the bypass router 316 transmits the packet to the relay 107 (step 612)
in a conventional manner.

[0066] Additionally, if the bypass router 316 determines (step 606) that the
mobile device 112 is not connected via a bypass driver, the bypass router 316
30 transmits the packet to the relay 107 (step 612) in a conventional manner.




nobi |l e device 112 is not connected via a bypass driver, the bypass router
316 30 transmts the packet to the relay 107 (step 612) in a conventional
manner. 19 [0067] Notably, the characteristic used to distinguish the
connections (step 608) nmay be any one or nore netrics, where cost is given
as an exanple netric. Speed and reliabL@ity of a given connection are

ot her exanple netrics. Since the connection to the PC 120C at which the
bypass driver is executed in conjunction 5 with the connection (serial,

USB, Bl tgﬁﬁh t f i : ' . [ I
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316 antD t benrptiontodhe vepase diiver Bistd 20adkys Bre fouted!td thisypazdalriveer abl e,
f or mstaniﬁé .when the nobil e device 112 has been di sconnected fromthe

cradl e. Suthabis. thenpmassdpdisr 8 18traay bempplighiaskse that Hye losal eenragtiono

transm t anvs?afy"O‘&riﬁé’gi cation to the bypass router 316. Preferably, the

bypass router ?1 , upon receiving such an 25 error indication, reports to
the nobil e device server 104 the non-delivery of the packet. This assumnes
that the niiifi68¢ débedandingeat thebypass omitendt @ dbftpmckatspiooh the aodtsles bei ng

returned i 3 t.ne 1ﬁ2§e lgf an .unr eachabl e HB‘QI | e device., The nobile device
server 1049%¥9GE (1&do jae mghilefeyiie srverd U mawhe gansideres @ofer handl i ng
15 straightforward in that the bypass router 316 is not expected to make a decision
- as fo where to route a given packet received from the mobile device 112. The
bypass router 316 may initially receive a packet sent by the mobile device 112 to
the mobile device server 104. The bypass router 316 may then transmit the
packet to mobile device server 104.

20 [0069] A packet sent to the mobile device 112 via the bypass router 316 and
the bypass driver at the PC 120 may be found to be undeliverable, for instance,
when the mobile device 112 has been disconnected from the cradle. Such an
undeliverable status may cause the bypass driver to transmit an error indication to
the bypass router 316. Preferably, the bypass router 316, upon receiving such an

25  error indication, reports to the mobile device server 104 the non-delivery of the
packet. This assumes that the mobile device server 104 is configured to support
packeis being returned in the case of an unreachable mobile device. The mobile
device server 104 may then perform a normal set of non-delivery error handling
procedures, which procedures often include a second attempt to deliver the

30 packet (a “retry”). The mobile device server 104 is not provided with knowledge



procedures, which procedures often include a second attenpt to deliver the
30 packet (a "retry"). The nobile device server 104 is not provided with
know edge 20 that the packet delivery attenpt was sent via the bypass
driver to the nobile device 112. [0070] In an another instance, the nobile
device 112 is initially not connected t a PC 120 and is simlarly
unreachable via the wireless carrier networks 110. A 5 packet sent to the
nobi | e device 112 by the nobil e device server 104 is forwarded by the
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15 service”. The mobile device server 104 then resends the packet {o the bypass

router 316 for forwarding to the relay 107. Instead, the bypass router 316 sends
the packet to the bypass driver at the PC 102, where the packet is forwarded to
the mobile device 112.

[0071] Notably, the bypass router 316 may be configured to forward the packet

20 tothe bypass driver upon receiving the “unreachable” indication from the relay
107. However, simplicity of design is maintained by sending the packet all the way
back to the mobile device server 104, as standard mechanisms for doing so

already exist.

[0072] Inthe case where the mobile device 112 loses wireless connectivity (i.e.,
25 loses a connection to the wireless network 110X) but maintains connectivity to the
| bypass router 316, the bypass router 316 may inform the mobile device server
104 that the mobile device 112 is connected and available to receive data. The
mobile device server 104 is, ideally, unaware that the connectivity to the mobile
device 112 is via the bypass driver. The end result of this transparency is delivery
30 of data from the mobile device server 104 to the mobile device 112, and vice
versa, even when wireless connectivity is not available.




device 112 is via the bypass driver. The end result of this transparency is
delivery 30 of data fromthe nobile device server 104 to the nobile device
112, and vice versa, even when w reless connectivity is not available. 21
[0073] The nobile device 112 may be adapted to sense whether a | ocal
connection to the nobile device server %94 or renote connection to the
nobil e device server 104 is available, ‘or both. For instance, the direct
connection may be detected by the nobile device 112 by noting a change in
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services, are accessible. For exanpl'e, the bypass driver may be
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104, the bypass router 316 rrag not be able to route certain Services such

as web cli Bive imennestivibhavasieblsdey clessifidey theppharasteristies ofitie connection
as either “cheap and fast” or “slow and expensive”, these characteristics typically

being synonymous with direct and wireless connectivity respectively.

[0074] When negotiating the use of the direct connection, the mobile device

20 112 m'ay be required to provide a list of services to contact. The bypass driver
may be capable of determining which of the services, in the provided list of
services, are accessible. For example, the bypass driver may be pre-configured
with a list of accessible services, or a protocol between the mobile device 112 and
the mobile device server 104 may be initiated to test for accessibility through the

25 bypass driver. Since the bypass driver connects through the bypass router 316 to
the mobile device server 104, the bypass router 316 may nhot be able to route
certain services such as web client applications or peer-to-peer applications that
the mobile device 112 can normally access when connected to the mobile device
server 104 via the relay 107. Therefore, those packets that the bypass router 316

30  is unable to route to the mobile device 112 may have to be forwarded, by the
bypass router 3186, to the relay 107 for further routing.




the nobil e device 112 can nornally access when connected to the nobile
device server 104 via the relay 107. Therefore, those packets that the
bypass router 316 30 is unable to route to the nobile device 112 may have
to be forwarded, by the bypass router 316, to the relay 107 for further
routing. 22 [0075] The bypass router SIQQoffers an additional |evel of
security for packets routed between thé nobile device server 104 and the
nobi |l e device 112 as conpared to the scenario wherein packets are routed
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| EEE st(andsedsr 404h as 802.11 b, 802.11 a, 802.11 g. The nobile device 712
wi th WLAN connectivity supported has the bypass driver software 20 built-in
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156 FIG. 7 not found in the enterprise 300 of FIG. 3 is a wireless router 722.
Wirelessly connected to the wireless router 722 is a mobile device 712 with WILLAN
connectivity supported. WLAN connectivity may, for example, be provided
according to IEEE standards such as 802.11b, 802.11a, 802.11g. The mobile
device 712 with WLAN connectivity supported has the bypass driver software

20  built-in and, as such, not need to rely on a physical serial link to a personal
computer. Essentially, the WLAN becomes the equivalent of the local connection
fo the bypass driver and a connection internal to the mobile device 112 becomes
the equivalent of the direct connection between the bypass driver and the mobile
device. The bypass router 316 can offer a bypass function to the mobile device

25 712 that operates in “dual wireless modes”. The “dual-mode” mobile device 712
may support typical Wireless Wide-Area Network (WWAN) connectivity via one of
the cellular network technologies available through the wireless carrier networks
110 as well as a WLAN connectivity via the wireless router 722. The cellular
network technologies include GSM/GPRS, CDMA/1X Evolution Data Only

30 (EvDO), or Third Generation Cellular (3G). The bypass router 316 then may offer
the bypass function when the mobile device 712 is connected to the enterprise




the cellular network technol ogi es avail able through the wireless carrier
networks 110 as well as a WLAN connectivity via the wireless router 722.
The cellular network technol ogi es include GSM GPRS, CDWA 1X Evol ution Data
Only 30 (EvDO), or Third Generation Cellular (3G . The bypass router 316
then may offer the bypass function whe he nobil e device 712 is connected
to the enterprise 23 700 of FIG 7 via the WLAN technol ogy. The WLAN type
of connectivity nay be considered to equate to the previously discussed
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120C and behagictstytected to the relay 107 via the wirel ess network 110X
That is, the bypass router 316 nay be required to sel ect between three

connections to 10 the nobile device 712. [0079] In FIG 8, a first
ent er pr? selBUBA i Asiwill berappreciatash adtboudh net ustsateddthesareaypa isiwatBooB.
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server 15 Jf%éé and the first bypass router 316A are connected to a first
mobi | e devi pg f@ﬁ!&.eCtFéégéﬂ‘e wlay 11871 e thenwyelesp sipbwek b10X%.Hdhatecond

ent orpr 1 sei 8RB IRS Bifer 310 a3 By dichy BEGRILH AL LnfBeAagset o

to a second enterprise serve B, a second bypass router e first
LAN 11HA athe mobile dewice 7d2. proxy 20 server 106B, which firewall 106B is
al so connected to the second bypass router 316B. Additionally, the second

t [ d.t d t 316 ted t
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server 104B. In such a case, the first 25 bypass router 316A may becone the
only rout einclusie afirstdAN § $8A kenseeteddomiiist enterprise server 1024, a first bypass

router 316A and a wireless router 822A. Additionally, the first enterprise server
15 102A and the first bypass router 316A are connected to a first mobile device
server 104A.

[0080] Similarly, those elements of the second enterprise 800B that are
illustrated include a second LAN 118B connected to a second enterprise server
102B, a second bypass router 316B, the first LAN 118A and a firewall or proxy

20 server 106B, which firewall 106B is also connected to the second bypass router
316B. Additionally, the second enterprise server 102B and the second bypass
router 316B are connected to a first mobile device server 104A.

[0081] Consider a mobile device 812 that is only WLAN capable and is
associated with the second mobile device server 104B. In such a case, the first

25  bypass router 316A may become the only router for packets to the second mobile
device server 104B from the mobile device 812 and in the reverse direction.
Consequently, the relay 107 is never used for routing packets to the WLAN-only
capable mobile device 812.

[0082] By instaliing the second bypass router 316B behind all corporate
30 firewalls, it is possible to create a hybrid wireless network cluster based on WLAN



devi ce server 104B fromthe nobile device 812 and in the reverse direction.
Consequently, the relay 107 is never used for routing packets to the
WLAN-only capabl e nobil e device 812. [0082] By installing the second
bypass router 316B behind all corporate 30 firewalls, it is possible to
create a hybrid wirel ess network cluster,pased on WAN 24 technol ogy. The
first bypass router 316A and second bypass router 316B can be

sel f-configuring such that data received at the first bypass router 316A

coul d be  raun@ibdy0 ThBiIrsEs s PSRRI S16AUR] sebdf bypais roli Bazh pout er
rﬁie devi ceyserver g t hat
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| andl i ne nefworking equipnent, as well as redundancy in the case of failed

network |i Ff€&" and packet 15 traffic |oad bal ancing. |nterconnecting bypass
routers 316 also all ows packets to flow across firewalls, thus extending

t he range nn LN I ' 4 |
corporate (;ﬁi)or%?iq) n. ﬁf%éoﬁgﬂl: ‘ 'F{%‘Igﬁq? e (I:%%%%Tﬂlaﬁ fgslggfért 'tem%@%}gl%gb?%lﬂﬁ eer 316,
it maylbe ksadpdanddypé of cornecivitymvaiaiie o aspacifimmbbile dediat aAs bapadser

that h I b ; er._a 20, renpte cannect.i on re-routed to a

| ocal  conntaFBeqty B hiBEnngg el 28 B wnide dre L AN 484 a5 e saoerdel y.
to all ow f DANET 18R ahéfeRHrealldwah o Mé BUBIING bE hetviork8 B bgpssRRAdkon i f a
| ocal connection, in use for the initial stages of the data transfer,

beconmes undléithaitsas progoespwey cast ieytieg @ndaitlizalicmofileadirerpatvegrkinge bypaﬁs
router 316 ) ' efern.ne et.her, t.hose packets that
have been gé@k&eorﬁ,t %ée%‘l)l a%ﬁg%n&%& Frﬂhg case of [Palle\ﬁhnetwork fin S, an pacﬁe?
15 traffic load balancing. Interconnecting bypass routers 316 also allows packets to
flow across firewalls, thus extending the range of connectivity for a mobile device

operating outside a corporate domain.

[0084] Given the capabilities of the bypass router 316, it may be considered
further advantageous to allow for a data transfer that has already begun over a

20  remote connection to be re-routed to a local connection if a local connection
becomes available or, conversely, to allow for a data transfer to be continued over
a remote connection if a local connection, in use for the initial stages of the data

transfer, becomes unavailable.

[0085] By using explicit acknowledgements, the bypass router 316 (FIG. 3) may
25 be able to determine whether those packets that have been sent to the mobile
- device 112 has been received by the mobile device 112. When packets sent over
a first connection to the mobile device 112 are not acknowledged and the bypass
router 316 receives an indication that the mobile device 112 has become available
over a second connection, the unacknowledged packets may then be routed to
30 the mobile device 112 through over the second connection.



device 112 has been received by the nobile device 112. Wien packets sent
over a first connection to the nobile device 112 are not acknow edged and
t he bypass router 316 receives an indication that the nobile device 112
has becone avail able over a second connection, the unacknow edged packets
may then be routed to 30 the nobile dew%e 112 t hrough over the second
connection. 25 [0086] Additionally, bas on the cost and speed of the
new y avail abl e second connection, it may that |arger quantities of data

may now be[dosamszaaménény 3R ed BN S e ¥hE R pbd g_otr*ﬂ?é‘néww S/ AL dsdny be
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15 [0088] Advantageously, when the mobile device 112 is connected to the locall
network, it is normally very cost effective to transfer data via the local connection,
even when a remote connection is simultaneously available. Such cost
effectiveness is often due to the economics of data transmission using wireline
technology versus wireless technology, where wireline networks tend to be

20  significantly cheaper, and offer higher bandwidth, than wireless networks.
Exploiting local connectivity may provide lower data delivery charges to the user
and may offer high quality data delivery. Therefore, using this local network

connectivity, when available, may provide an overall higher quality product for the
user.

25 [0089] Other modifications will be apparent to those skilled in the art and,
therefore, the invention is defined in the claims.




therefore, the invention is defined in the clains. 26 Ctains: 1. A nethod
of routing protocol data units to a nobile data conmuni cation device, said
nmet hod characterised in that it conprises: receiving a protocol data unit
froma server for serving information to 5 nobil e data commrunication
devices, said protocol data unit direct for delivery over a first
networ k connection, said protocol data it specifying a destination
address; determning an identity of a nobile data conmunication device from
said destination address; 10 determ ning an associ ati on between said
identity agghimesecond network connection; and redirecting said protocol
data unit over said second network connection. 2. The nethod of claim1
further chérdcmethakdf foutingatroedbtdatat bnild toemmobie slata ddmbefnicatiodet er mi ni ng
sai d associ,at.i on;: .receﬁavi ng_an.indi c.att'bon that a given nobile data

conmuni cat oHCeRAI¢ &€ 9@88?%’%4% i IHCOUPRBSSy has formed a connection
with a second : Y | i MOF gnﬁp jon to

sai d second app%ﬂ@u 60%?6%%%%1@5@0?5%?%?%9# ﬁ\?lﬂgluﬁoﬁ]ﬁ ! UH her

char act®eri sed | mobHadatatommutriicationcdenices; said pretedolidatg seit directed for

packets are di rGaNa par! GBS Ny S e eala: cid PréloBildeta s AaRaten g

recordi ng servegegtitadieAtddeiaédpn factors fromsaid server authentication
packets; and redirecting said server authentication packets over said
second net wor k delgrnBdng an . idetity of a mobile data communication device from said

destination address;

10 determining an association between said identity and a second network
connection; and

redirecting said protocol data unit over said second network connection.

2. The method of claim 1 further characterised in that said method comprises,
15 before determining said association:
receiving an indication that a given mobile data communication device
associated with said identity has formed a connection with a second
apparatus; and
forming said second network connection to said second apparatus.
20
3. The method of claim 1 or claim 2 further characterised in that said method
comprises:
receiving server authentication packets from said server, where said server
authentication packets are directed for delivery over said first network
25 connection;
recording server authentication factors from said server authentication
packets; and
redirecting said server authentication packets over said second network
connection.
30 |




27 4. The method of any one of clains 1 to 3 further characterised in that
said nethod conprises: receiving device authentication packets from said
second apparatus; recording device authentication factors from said device
aut hentication 5 packets; and transmitting said device authentication
packets to said server. 5. The nethod of_claim4 further characterised in
that said nethod conprises: formng a server product fromsaid server

aut hentication factors; 10 form ng a device product from said device

aut henti cayi ; [k AEi Sal I . S gy ice
product ; a%delg‘r%@%g@(f\%f ?@??ﬁ%? f g%&@gt@"ﬁ@”ﬁ'& ' g Q?%tgéens e:an' gtEHfl %ns%g%dr ess
based on smethod comprisag. 15 6. The nethod of any one of clainms 1 to 5

further characterised in that said nethod conprises: receivin n

i ndi cation of alRGEINHEEYGR henlicatiopRAcKeisPBspitkascy #PPSd _
apparat us and s fldbr@ihlevitePhltReAfltidr g fiBh] SRdtRUELauRBAticHiBRO d! N

an identity of sald sécond apparatus as a |l ast-known |ocation o
~given rpbi |l e dapackeismand cation device. 7. The method of any one of clains

1 to 6 charactegised.jn that said connection forned with said second
appar at us by sa{ranﬁrin{ﬁé'f‘g ﬁ%@i (ilee"'%?H%&ﬁﬁﬁ?ﬁ%ﬁ??'@ﬁﬁ%%‘p@@rY@a direct wire
connection. 25 8. The nethod of claim7 characterised in that said direct

wire connection is a Universal Serial Bus connection or a 9-pin serial
connect i ond. g hermethnas aielain 4dustheneharactdriseddn thatsal oiethet compgses:i n t hat

sai d connection r | I d second apparnat us ald given nobile
data communi cat Togﬁﬁnéiéﬁ%r&%@u@%&peﬂ@8(8rr¥ﬁg§{,|fr@rq: Ic @%’r&%'cto[rﬁe met hod of
cl ai mf0 char act ejrivéegl aidevideaprosiactiroiy £i@ devieeHigGéntivativh fadpredf a
Bl uet oot h connection, a wireless |ocal area network connection or an
i nfrared comparing said server product to said device product; and

processing further packets having said destination address based on said

comparing.

15 6. The method of any one of claims 1 to 5 further characterised in that said
method comprises:
receiving an indication of a termination of said connection between said
second apparatus and said given mobile data communication device; and
recording an identity of said second apparatus as a last-known location of

20 said given mobile data communication device.

7. The method of any one of claims 1 to 6 characterised in that said connection
formed with said second apparatus by said given mobile data communication

device is a direct wire connection.

25
8. The method of claim 7 characterised in that said direct wire connection is a
Universal Serial Bus connection or a 9-pin serial connection.

9. The method of any one of claims 1 to 8 characterised in that said connection
30 formed with said second apparatus by said given mobile data communication
device is a wireless connection.



connection. 5 11. The nmethod of any one of clains 1 to 10 further
characterised in that said nethod conprises, before determning said
association: receiving an indication that a given nobile data conmmuni cation
device associated with said identity has forned a first connection with a
first 10 apparatus; and formng a first_network connection to said first
apparatus. 12. The nethod of claim 111 4 t her characterised in that said
nmet hod conprises: receiving an indication of a term nation of said first
connection between 15 said first apparatus and said given nobile data
comuni cation device; and recording an identity of said first apparatus as

a | ast - know. Theeatetiord of clamn @ crairseterisadin thatlabid wissleEs coatedidndsvngef 13. A
routing apga%at us characterised in that it conprises: 20 a receiver for

recei vi ng petosthrorngclionn pwirgless lpcakarea naiwork eennaatiopored Infamd e dat a
comuni cat ggRndigignces for delivery over a first network connection, said
protocol data unit specifying a destination address; a processor adapted
to: determine an identity of a nobile data communi cation device from 25
sai d deBtination address; and deternm ne an association between said

identity a second etwork copnection: redirect said protocol .data unit
over said ggcﬁ}ﬁjmﬁ' %Pﬂam{:BHﬁé’gF{g’ﬂﬂ? 1atﬂd103€5‘r&'ef Fgﬁ'éarﬁ? rﬁ?_rd ipdhatsaids i t ti ng
sai d pr ot opthedtamphbes Webresdb@Brnffif daid bR dfioponnect i on. 29 14. A
conput er readabl e nmedi um cont ai ni ng conput er - execut abl e code neans,

characteri sed i feaaidng &aiindicgtien thaiesgiven smbilerdata wedrbynigatierodedser in a

ot NG appar at Ygsodara it baaRbENty Hs tbinbd B REFEntedfol it osnkt a0 of
10 apparatus; and

forming a first network connection to said first apparatus.

12.The method of claim 111 further characterised in that said method comprises:
receiving an indication of a termination of said first connection between

15 said first apparatus and said given mobile data communication device; and

recording an identity of said first apparatus as a last-known location of said

given mobile data communication device.

13. A routing apparatus characterised in that it comprises:

20 a receiver for receiving a protocol data unit from a server of information to
mobile data communication devices for delivery over a first network
connection, said protocol data unit specifying a destination address;

a processor adapted to:
determine an identity of a mobile data communication device from
25 said destination address; and
determine an association between said identity and a second
network connection;
redirect said protocol data unit over said second network
connection; and

30 a transmitter for fransmitting said protocol data unit over said second

network connection. |




5 15. A method of routing data froma nobile comruni cation device to a
server of nobile comunication devices, said nethod characterised in that
said nethod conprises: determ ning whether a path to said server is
avai | abl e, where said path 10 includes a | ocal connection; determ ning a
type for a data transfer; and where said _type for said data transfer is
anong a set of types pre- determned to Be suited to |local connections to
said server and said | ocal connection to said server is determned to be

avai | abl e, ﬁ%Eb@%uﬁ d‘gaeéﬁl médiubd @%%ﬁﬁ%%gﬁ%{%)%@h&blégod% Qﬁ] t hod of

cl ai m 15 char act I'n t sal d er sai b said
server is alwmabtldarisedcnmimtlssm;cdm mﬁansg\nmeprpm&mmddjy a ptogessbr inc@nnect i on
to an apparatus associated with said |oc connect i on. 7, The t hod of
claim 15 ofoUi"giFRPAEAUS PAUsE %9%@?%‘%91052%"1’%'3{1}?&11 @%rr@tmqlﬁf)anve MSes:
providing, {9 12ai d apparatus, a |list of services to contact; and

receiving, fromsaid apparatus, an indication of accessibility of said 25
services. 30 18. A nobile data communication device conprising a processor,
charact®rised in that said processor is adapted to: det erm ne whet her a

path to a ry i i n, devi ces.i avail abl e, where said
Poth | ot utsd HetBod BPRikfo SR g Arh s S i iicalion e LS stV oE o7
and wher e fribilelcohtmiification dediabs, d4idnsdtRbd| IcharddeYds el Eﬁl&ha%alﬂmﬁ@cﬁoére‘
determ ned to be suited to | ocal connections to sai d server and said |ocal

connecti onc@'@Pﬂﬁ?%f server is determned to be available, route said data
transter over sghfl iy wlther a path to said server is available, where said path

10 includes a local connection;
determining a type for a data transfer; and
where said type for said data transfer is among a set of types pre-
determined to be suited to local connections to said server and said local
connection to said server is determined to be available, routing said data
15 transfer over said path.

16. The method of claim 15 characterised in that said determining whether said
path to said server is available comprises detecting a presence of a direct

connection to an apparatus associated with said local connection.

20
17.The method of claim 15 or claim 16 further characterised in that said method
comprises:
providing, to said apparatus, a list of services to contact; and
receiving, from said apparatus, an indication of accessibility of said

25 services.




19. A conput er readabl e nmedi um cont ai ni ng conput er - execut abl e code neans
characterised in that said code neans, when perforned by processor in a
nobi | e data conmuni cation device, cause said processor to inplenent the
met hod of any of clains 15 to 17. 15 20. The nmet hod of any of clainms 15 to
17 further characterised in that where %% | ocal connection to said
server is determned to be unavail able, ‘deferring said data transfer until
a tinme at which said | ocal connection is determined to be available. 20
21. The ne | in it
'S detect Lt Fopi8 B ol Batkin dcicd cBBrieio'¢ bidsEedh Skt
connunlcatﬂmmsdﬂwnoeeﬁnﬂlsaddp&ﬂﬁmer and where a data transfer is in
progress over g?f|rst c ection to said server., routing said data

transfer over s f&"BgtenW ethes a path 4o Restanver Gfimabile epmpuRiGAtiongiqvicesrs 20
and 21 further apaladtd Siiei8Saidiphiiihcldes SobbAtdfetfihl 0 avai ability of a
oca

path to said server, where said connection 1s [Tocal to both said
mobi | e fata condetermine a typefor eedatadramafat; asdr ver; and where a data

transfer is inp ress.over sai th t sai d server routlng sai d data
ranstor over aNNPRTaR el S B GriteERANONG 8 S oRBmERHR of

conmmuni cati ng WierRinddPRIse §Gifatelo EbBaiaébrﬁfébﬁélﬂé i€l erRirkand ?(H d&¢t hod
said nethod characterised in that it conprises: detecting establishnent of

a direct connec¢omectiondo seisl serveanisadeteanimedito dei available, ceuteBaidedatavi ng a

request, froms onmuni cati on device, to forma | ocal
o O S EPRbEs gy o cat L on o rma 1 oc

connection on of nobile devices; determning an identity
of saith nobil e data communi cation device; and indicating to said bypass
server that said direct connection has been established to said nobile

dat a cormuﬁ?c“aﬁ?'@ﬁu’ﬁﬂ\fﬂé@mﬁ\m?ﬂuﬁhﬁi@“ﬁtﬂmﬁ seputeg-executable code means

characterised in that said code means, when performed by processor in a mobile
data communication device, cause said processor to implement the method of
any of claims 15 to 17.

15
20.The method of any of claims 15 to 17 further characterised in that where said -
local connection to said server is determined to be unavailable, deferring said

data transfer u_ntil a time at which said local connection is determined to be

available.
20
21.The method of any of claims 15 to 17 and 20 further characterised in it is
detected that said local connection is local to both said mobile data
communication device and said server; and where a data transfer is in progress
over a first connection to said server, routing said data transfer over said path.
25

22.The method of any of claims 15 to 17, 20 and 21 further characterised in that

detecting an end to availability of a path to said server, where said local

connection is local to both said mobile data communication device and said

server; and where a data transfer is in progress over said path to said server,
30  routing said data transfer over a first connection to said server.




24. A conputer readabl e nmedi um cont ai ni ng conput er - execut abl e code neans
characterised in that said code neans, when perforned by processor in a

routi ng apparatus, cause said processor to inplenent the nethod of claim
23.

31

23. A method of communicating with a bypass server in an enterprise network,

said method said method characterised in that it comprises:
detecting establishment of a direct connection to a mobile data
communication device;

5 receiving a request, from said mobile data communication device, to form a
local connection on a path to a server of mobile devices;
determining an identity of said mobile data communication device; and
indicating to said bypass server that said direct connection has been
established to said mobile data communication device having said identity.
10
24. A computer readable medium containing computer-executable code means
characterised in that said code means, when performed by processor in a routing

apparatus, cause said processor to implement the method of claim 23.




