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(57) Abstract: This document discloses a module and method for
establishing application-to-application (app-to-app) mutual trust
so that exchange of information and data between these applica-
tions may take place in a secure manner. In particular, this docu-
ment discloses a secure module that comprises an identification
module and a trusted-storage module. The identification module
is configured to establish a cryptographic bond between an appli-
cation provided within a standard operating system of a comput-
ing device and the secure module. Once this is done, secure com-
munication may then be established between the application and
the secure module. The application may then subsequently make
use of the cryptographic keys in the secure module to establish se-
cure communications with other applications. The integrity of the
application is then authenticated based on the cryptographic bond
and information contained in the trusted-storage module. The ap-
plication may then proceed to process an action as an authenticat-
ed application bearing a set of trust attributes issued by a trusted
third party.



