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DEVI CE ‘BACKGROUND OF THE | NVENTI THE | NVENTI ON The present

i nvention rwbatesiigenerally to s%‘"ﬂl lﬂ"lﬁﬁ“ﬂ“lﬂlem; and nor pcepsmwiobdgal |y to
a smart card system device and neth %I communicating with a plurality

of smart card conmuni cation protocols. BACKGROUND The term "smart card"”
is typically used to refer to various Le/pes of devi ces havi ng an enbedded

integrated circuit for storing infornmat The reference to "snmart cards”

within this disclosure includes hoth contact and non ct. cards (al so
referred to as MW?%E@RQJP&SL. SHART C@ﬁ%cﬁ\"wﬁ%ﬁg@'i V'&%vi ces are
used to wite information to the card and to read information fromthe
card. Sone smart card con‘r‘ryﬂbg@tﬂm gety,ter,a@ FRXENNDY have the ability to
read fromor wite to the S car erefore, a smart card communi cation
device may be a smart card reader, a smart card witer or both. 20

Typi cal |y, the srEUD O&r THE NWENITUALI on device is connected to a host

conput er that reqwea,sa%éeﬁtrm%aﬁ&ﬁQaaté%egmawE@s%@frcaﬁﬁws@ng by smart
card conmmuni cation I'n sone syst , _howeyer., the host co ut er may

be part of t'ﬁ%’eeré’reF ﬁYJI Bonhutimadt 8 o%ﬂ?f‘"’d@ t8 ¥t dMeladede nay

i ncl ude any cunnenicaefingoath equiqatigr of smart candroomeatnicat aeprioteIL5 dependi ng

on the particular configuration and requirements of the system The smart

card is smal |, us edit card shaped, device that contains at |east
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a nmenory-device informati on and a transceiver to comruni cate
with a smart car dheorenmnistadrnt cardieisi tyeicaliheissddptretesirtd \cownsrtyped pbn devi ce

c?mmgl ca}g Sy vileRUR; rjr'd"gn Emae@a Wﬁégr%@e& Qﬁcﬁﬂﬁi’r%t&@n&ﬁﬁ@rrﬁﬁlﬁﬁcﬁﬁé the
store I NT or
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i nf or mati on, rTF‘?SS’&“t e ?'ﬂ?r&‘:ﬁﬁﬁ o‘ﬁ'thﬁjﬂﬁégﬁﬁ‘:ﬁé%dﬂ\é\eﬁ gg&g%%%ﬁ%}@ (ra>e<?st| ng
data in the neveentacleviacds. (floe temed eto ab preximimerards).a Smart ceed d uses a

smart csd Cmﬁaumcagoff. HBARES afe ud@fd%rwmeqnfarﬁ\aeakeoah@aaramqo rbh® smart
card communi, f‘ﬁ Vi ce an re

a#i m glr orrrartnl on L. r#ﬁ eg t he owner's
i dentity and” E‘aa'\?a. FAB; thPeSprds %’%Ig a‘ﬁﬁ‘é SriyrmunicaTe Ife2dPP6n devi ce
can al so dechrdy have tripbitits to egasuftomf erovwrite to\the oyrav7aard. 2Thepefpre)SH0/ 07434

the avail ablsenérwegﬁi tdmirfunit@siondebicameRBalk drhik@rd feskithel smbRRard
conmmuni cat i on eV| cb can store transaction data on the smart card including

the tinme and” Hof the transaction in addition to the identity of the
conmuni 2@t i on de\ﬂ' voe:allﬁ, thrismarhgardre@mmenicatorcdevipeisgoasstteddd adwsti t her

contact or Wﬁ&ﬁ@? ﬁfﬁa‘t rééméttesqadr@%ctléﬁs b&twih the Gastrdf 4Hd ﬂh@rkn%?ﬂt act
smart cards so refer ximty car contact a
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enpl oy nodul agedemadi of theeoeioprd qumﬂ'%n@wl%eﬁmbcwdcﬁﬁmm%n

t echni ques t@ay r.aaﬁaerandaﬁan&& bemee@omiﬁn@rrsomndncbvhrﬁmdatmd deligepr oxi Mty
card cogguni at'ﬁ device §{Tﬁratr e%aF g?rarelao\ée r\éghi{grtr%nps ?Pﬁ'\ & %ngca” be

utilized in ar?y PAnshel
i nformati on bet wdés $rnartmmassa aﬁ@"ahswb't medttl eRTd mpeéxa?mce th@Frart

cards can becdhigifls a lsab0benéMbey d8it® for dietinglinfermBton ahd aeeaisdsivef i nanci al
I nformati N toV% go%r%bﬁlcate with a smart card communication device. The smart card
communication device communicates through the transceiver on the smart
30 card to access the stored information. The smart card communication device
may simply read the information, load the information into the memory
device or modify existing data in the memory device. For example, if the
owner of a smart card uses a smart card containing financial information to
make a purchase, the smart card communication device can read the
35 information including the owner's identity and the availability of funds. The
smart card communication device can also deduct the purchase amount from
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15 mai ntenance information, pet information, and a variety of other
information traditionally prlnted on paper or plastic or stored on cards
havi ng a magerjlsnstri pe or an optical bar code. Smart carpdrhgeddIHsogy has
been particularly useful in banking systens and ot her financial transaction
systens. For exanple, smart card technol ogy has been used effectively in
mass-transit 20 systems where the stored value on a smart card is decreased
by an anount equal to the fare each ti ‘the passenger uses the card to
gain access to or exits fromthe mass-transit system As described above,

ot her i nf or n&g BYAIRRY fyads ifdF Bes writiRgfepplilitish FWENC AP CAUTBMURICALAR ti me
and | ocat i ondefictrcansacte wansa2biod kiets marthe caratt tadhncluding the toatandual |y
expandi ng I n\dlatibRidtthe didnRELAGHR 4litisn YRUALHRATRNY A dirfirinfiiion

i ndustries influence ﬁe Inplenentation of smart card systems. As a result,
numer ous snafEViESrd comuni cati on protocol s have been suggested and sever aI
prot ocol € are cur Exntihy siartuseds &aghe elbesifiedaslesharrmbatatbtoo mhidoaescthave
def i ned SeveFﬁJgr?Qara&awér.%t%%gsaqerfd RBLBAAE s awcaaer(ggs,reften%d

I nternationa ani zat1 on t andar di zat | on | east two

rovi
st andards fof® ﬁlsd%'Pﬁi“P@/‘/ Gé!dég tp grhyisicay t@”a@tﬁﬁn@b‘gfﬁ& CHRPURIRAIRRE | ess)
smart cards: db&Ce 14 448hangeeddhaa o XiGRylebidStypygedly Rmpby Imoary hated mydio

conventi onal fr%'&ﬁéﬁcxp(’ﬁiﬂ f%&Eﬁ&*ﬁnHé@adc@%é@uﬂ%n&@'&édrﬁﬁqJers%W%}ng?rf @dta

comuni c |o§ ggeent conmu (fa I on é{) ciis utilize f er ent

modul at i EH’H?%[U @R SAG 3 G BEODRY §3FhCORGIMNNISAHARN LEVISH t hough

| SO 14443 Type A afthamyperds haieh ar eqpistyeofa us8s SHd cahD BOLANZELT in Ziny
PCTNS00/ 07434 ;N6 kAT mvbﬁ@s 14 exchang erfS)ﬂﬁiaeﬁF iNPmhH %0 el deANP! 1 t ude

Shift Keying ul ati n tec ues and I O 1444 st.enms use 10%
ASK. rrodul at LR f08E TSGR Se bt SXRRRIo S O ERGeSrR e Hagrdo oo
communi cat i omfdewaten t mctuding nmedicelr records: t Fisanciehanfoypatians neehicleard 5

comuni qaf i ommt%aﬁ@ m'f&?f'rﬂtfo@nsp&SKfWHiBﬁsﬁﬁd alvgadtyrmd#hat.hm?rﬁuubh a
subcarrier at card to the smart

QS %} ransm Ssi ?5

card conmmuni & |t5’ﬁ1aﬁ\§\9f'e d th% Bép% gﬁ'é’fftodﬁ 8”&8%?"6%9 PEPBESEocol |
however, di cstiirgson drapptipa Wpﬂecaﬁrdalttr@n@ techreladygines beasdparaicalarlysi ng

Bi nary Phase ,Sbid tin I&a»skmg d\@.asPa{dJaﬂwéromZaﬁfcw (tEa?ﬁlécﬂBZ)sy@ﬂé atmn with

10 a subcarrier at ? ﬁ@ | A rdncosrg*&urgfetatt i X,‘stse 1] | ement ed
by Cubic TrafSPBPRas 5t &'t & n%8ﬁ¥1§‘r él ATVt B e yo a8 ¥Re CARD
smart c&Q deysees wheteHbe sierad valigran %mhp@@tlsdﬁcmaé%bwan(MWr ed to
as the thi rdehuﬂ&o&hesmréacaarnde G pasReAgér dlsl’ésﬂh@t:@fd)do ¢din abeeddi tocdrosur e) .

The third 15.l4bg of ySITEL: CAL G SOUIMDI GAld Q0 BLOLOSH IRES B2 ASK

modul ati on sCReme FAns Mm-S on card comuni' cation device
to the smart Mayr Be Stered QSrerited eadhensad such mssibgetimerand tacatigniadsi on
fromthe snmattangactibri.0 the smart card commendati on deV| ce. The Type A and
Type B rt card C o] ol.s C S 14443 -
20 2, "Identificat ﬁ%nrgﬂ(.:fé'aprtd‘%r!:| %gnbg%?’gegscgh elSiaef E Cl r'légﬂ éweﬁe

Proxi mty cafifactigs twhile ReafiqysEraepidacipreiswan awwtgitwm inflHergef a"é‘é

1998- 0621 " avplehapatidroot b@apuddrd Gystenes.t Msr 8l réSue ndinesoBs smeet card

conmuni cati o i | uded in
nternat onafoREHERar, qiige TREGE DddbsldF P8 RELLA ikl 48

Aut omat i ¢ FaFB”%‘I'Y Be¥seonRegilaypsy and standagd cemrypess have defined sgueraubl i shed
May 13, 30093 samdiidsmansdhd pidtecteT Hurkixasald, ahe iistetmaiphpDOBd iz dtivn

reference heggl nGBRjYé%@Fohg{%%fprﬁ%%teSrEﬁ lg%tqwo Waﬂ)ﬂbr%%f Pprdfiiy (o Ll ity

bet ween the systens us on £5Col s.
Wth convent F?J‘ﬁ%[?d§9§§@ﬁ’§ COéJFPth@dP&A!H@tWﬁ)eS'ﬁa@ﬁﬁqu &@d%é byRg/Abe used
30 in a TypeaAdsgstemanlyae B. SQItAdddts meyyecdhventibhal Gfiatt card Sydtymee used

ina Type B étmarx sama Mﬁéﬂ ?éoa%rﬁéamn rﬁgfagﬁfsa,ﬁﬁb%c%.%n Srevefa'

standards an prot oco |ncr ase as snart econe

popul ar 3nd 8{iPesls “HB‘F%HGTWB?W“&M#EW'B‘&?% M’?ﬂsm‘bé'aﬂ kecgive dat| enent ed
within the 35osaxampinaitapbglc 80 Nadas Dypeandntidrypelebsdnmeqlingdasts. g6 For
exanple, a smart card fare collection systemfor a mass transit bus system
may use one type



WO 00/ 77717 -4 PCTNS00/ 07434 of smart card conmuni cati on protocol and a
smart Card fare collection systemfor a subway train system nay use another
type of smart protocol in the sane city. Since many S using
di fferent %?rﬁqzﬁ;&atl on protocols do not differ in physi cﬁ&g%)op[’@zjtégnce)
card holders 5 may becone confused regardi ng which systens wll accept a
particular smart card. In fare collection systens this nay del ay entrance
and exit of conmuters through the nass 3ransit system One potenti al

solution requires that the service providers utilizing smart card systens
to provi de MIHEZIqHrersMBO 11 4803 T ¢paMUSY stains Qe 00 %eaSK QAaipligagh Shivcat i on.

Fyrag 9l & e/ SAbLALSE Uin AR, OURE 180 LIS TLBTH 8 B O Nt

t ypes of smart mart cards a i on, is
linmited i n JE%er Hlodpaiion REEhriqassh| ©, HMEMI Bat3l |ft‘?rt‘yt'?ﬂ shart cait d’
readers and damrhanigation Rieliceost thef drastticsed afdrivet, | therMypeasesrhdre caraze of

smart cagd C%W[]h.%%b&’ r@%‘ébPF@%@ res ABK *R%nch'eﬁte?ﬁ‘&éh hERCIdonS TR, Card 15

reader/writer nhas Bi%r er or wit ? custoners nay Still be
confused si rFé‘BCP't”efré? 3t5t5‘é"zcﬂ°ééfar\ﬁmlisr‘l°%ﬁ'é’m %F@é’tc%ﬁdﬁé theemah each of
t he di ff er erdars addhinudcadionetare. dheWyipe® srpart tard chinanheahieadon pfeoeol] S need

for a smart %‘%vélxe?0H?E‘t'é't'e%%hf@héj%ﬂa?mgﬁaﬁcy%ﬁ%ﬂ”éj si&%h%d‘u@éteﬁ%%' shi ng

communi cati ons usi ng a ur a smart card conmuni cati on t ocol s.
SUMMARY OF ﬁl{Eﬂfr/rﬁ\VEﬁFrﬁmt KgYRg é\‘%bﬁ?%"r‘n@ 6ero (RESKANR Ak MaAuatiog with card

comuni t@t i ensuticatdari ateB4nblitda communi cation channel by transm tting a

plural ity of initialign Tssagesolisoflich Phiah! o gﬂﬁgs
Rerae

conmmuni cati gn protoco he smart car ontuni cat goni tors t he
comuni cat i orfaB‘FPé’rﬁFPéP"f BYSEMFFIBMEERADW FEGRE AP 3fe DcsHidhnce with
a val i d smardard detinesoamathec siiadrcgod ecbowolnit atiorap prtecks efeairek tb aaithe peri od.

When the Va'thﬁd%%@&é@ﬂ%ggmmm&%ﬁeﬁ p'réﬁoeeﬁﬁwﬁd.scutoe@rémﬁ& ti5ipd d

connunlcatlon device notifles nast er rt card
that is'Pred¥he© ﬁfaaf‘frcgﬁ%%m@%%t'%ew l"vf@ %M?\'&Zﬁ?g@ﬂ%‘i{ fidoast er
nodul e usi ngchbmevialr itinsmigsiorc &roth thrensroed| card leemmagtieatiorodeNies tavitec h

contains a %ﬂ?@?k‘%b%aﬁ@‘é'&@l( NRZIGHd ﬁnlgdﬁ)ﬁ'tnhﬁ@cﬂgﬁweafﬁQ%EM¥suﬂ$Yﬂoﬁ? for

each of the Iurallt smart c ni.cation proto routes the
data sent by ?ﬁé‘“aﬁrﬁ%’i E‘“aFrEF sMag f?”?mgéyﬂﬂv 9@06?07&?4-?}5% ation
devi ce to t Heypaphsroprticatdecaeounidagiodevotoeofsare desnrgbpﬂlnmtSQw’ﬂE(aﬂmhéa{i cation.

in thi s;embodi q@emtﬁnctapgnfc‘éfﬁ%.tl @eﬁta%fuewﬁu@ kd EREG(S Eema@l CAbkrflevi ce
are anal ogous a radio Trequen er 5 a
smart card tf?i“a@ [%EHE 2\1%?‘% %n ‘fe"l‘fé(r ePWBHANR; enal dﬁteé) GFoggg%négﬁ)cat ed.
available to the public. The third type of smart card communication protocol
is in accordance with the description included in International Application
Number PCT/US92/08892, titied "Non-contact Automatic Fare Collection
25 System"”, filed October 19, 1992, and published May 13, 1993 as
W093/09516. The PCT publication is incorporated by reference herein.
Conventional systems do not provide for compatibility between the
systems using different smart card communication protocols. With
conventional systems, an 1ISO 14443 Type A smart card can only be used
30 in a Type A system and an ISO 14443 Type B smart card can only be used
in a Type B system.
The inconveniences and problems associated with several standards
and protocols will increase as smart card systems become more popular and
systems using different communication protocols are implemented within the
35 same geographical iocation and for the same industry. For example, a smart
card fare collection system for a mass transit bus system may use one type



The smart card conmuni cati on device includes transceiver hardware that has
a variabl e configuration. The appropriate configuration is chosén for’

recei ving t{@e¢ahi1¢l smart card communi cati on protocol. Onec®fussimssal
denodul ators inplenmented in a digital signal processor (DSP? is used to 10
denodul ate an incom ng signal after it is acquired by the transceiver

har dware. One advantage of this enbodingnt is that a plurality of security
devi ces necessary for authentication, de€cryption, or encryption are
remotely | ocated fromthe smart card communi cati on devige in the naster
modul .~ 15 S9N #HCHA STAEPMEBIATEN PiAtasel PRAN? Aty Gard et calectionot e

| ocati on, theystest don pronkivi@s trsadc sy steyn it uss dniokledrytyipe dfesmanpeandi sed.
Anot her advagfr@@%opfmtmes sEMROGIHPENtSihSe tahy SERALT EYrddeULiRgSdirfarddie mast er
nodul e may be replaced or exchanged w.thout affecting the simart card
communi cat i oifCHEVYRHEATSFHRrOEAERIE A8 Mgt idiferdp Rbvyaice! E%R%'Wﬁf@&?'?%’ﬁ 20

devi ce i 6 notmali becting chagesathnéganding hehichpsystémsewilr atgepdew ipaaiautarded t o
comuni cate Widh L& PReSROEofdBich §AtEns AGS R4 BBlaY entffice BRA taxfastd
conmuni cat i on equi prrent be |l ocated. in areas inconvenient to service,
such as ter ni°REl b’%f%g“@mm?@ﬁsﬁé%a,"smyFEer%ti Il allowing the systemto be
updat ed with new Seeupdteptidevolotsn lreqaired that thensenyicec pessddrs astiliomat | on. 25

Thi's enbodi map{a b5 &)skOWs tb ProRdeintiIfBB! snedRIchr o 85 AR AIRBHINCRIVIQR
protocols to be adﬂed to tggthgl Lg%l ;%/ of .smart . card FCBTTE%JI’II cation

pr ot ocol ' seAiCEERIPERIN) - ¢ W £ fager Hen o' HalR W USRS sone of
the communi cataviog ¢iffeced sypes dhsinpiticardsithyse HeeiDSPartt dredelehtitusingieon
functions foli,RaeR, Rfis liMGedMEbydrar & agoMRYNGGRhpI8 N HR ALRPALISy BRYmBR

nodi fi ed or 30 additional sqart. card c ni.cati gn Hr.ot ocol s, can bef
Suppor ted by CABLFSSE AY MEWCLOEC IRl S oF FURCHYE Egr al BEERRS NS Titeimy e
particul arl y sosst gérdi gpmapsnisationtieaupmeaw. stather cregich dipe ef smarveargr ot ocol s

are int rgfucegadtiveriter has S/ séiraieNfeaast bH GirHEe pbaS cERMdrashay) lsﬁﬁi-bege:h
e

anot her advantage qf .thi.s _enbodinment is.that the functionality of
Srart card. cORROReSGC BEYEL CREI A ADEL Ty oA EeRE FarY I sR A TTng
system t hat itke diftgseedsmarttaasd sepgder ot ayritecpameni cati on devi ce t hrough the
\/\ng?U??tl? -ﬁ Pﬁhu%?ﬁ/eplﬂf% ERAéET fﬂpdugrﬂ?ﬁtn&ga @Wimbhoaeﬂgé,}m{k- I'n
addition to changin e.sof tware_required for .denpodul ati ng pr ating
Signal o 1 he Ut AMd ORUTR Il b B S rraint ey dha PRl dtons cuch
as transft POWEE Care\VImMRITatAR FRIQCPISni ng parameters. 5 Therefore, this
enbodi ment provides a smart card comuni cati on system device, and net hod
for identifying the smart cag@mw&g%rpﬁ’\%Fﬁlﬁfl used by a present
smart card and establishing T T h the smart card by
nodi fyi ng hardware and utilizing an appropriate denodul ator within a DSP.
The smart card COMMaRiI &AbbaMehEVd{C Ehet aivehbioR s taabinafth cérdC eommingadtiopn | i nk

with a rt I i . ver . rd.conpuni cati.on
b ot ocor Bt heish sif AoPiMuR B oL R el Bl R RRLP IRV BRI, & 11
present i nveM§s§AIGF MFINBea patrality fhamaL: erd $arBmMUNiRation| PrelRass- ddthei | ed
descri ption @haat Earmdsdoremibaidiatienideoicetrhenitdre @ahé icommibisikstion Bha&rdvg) Brct i on
with the acc I raM i ich | I r.e: I fer to
' ke parte. ana A bikhaigltdi bibstBug i sbbGdaRbE R S DATELHaR, Lo
communi cat i ofOBYRYRAFYGD prptase! e anrredeliermineds VAl Pesiodo dY\hent thef valide
i nventi @0 FiagknewRdomeat deisaadeid ridedodd, dhagmar oatd aopatunicaionfdevive smart
card conmmuni i (o i i i t. of the
Cavent o ounee 2 WRlsSeR nddBROOT 370 1Fpdtd A, Carti Shal P ASTRR arll
circuit in 23astess daiidRetniern thaemprtcerd anghie Master srodulrusing the Yalie:
smart card protocol. The master module, which contains a computing
device, a digital switch and a security device for each of the plurality of

35 smart card communication protocols, routes the data sent by the smart card



Figure 4 is a block diagramof a transmtter portion of the RF circuit in
accordance wth the first enbodi ment of the invention; Figure 5 is a block
di agr am of Bdmg{?i onal representation of the denodul ati 0&:‘* aRptation
inthe DSP tor a Type A smart card 30 conmmuni cation protoco |n accordance
with the first enbodi ment of the invention; Figure 6 is a bl ock diagram of
a functional representation of the denodul ati on i nplenentation in the DSP
for a Type B smart card communi cation pPotocol in accordance with the first
enbodi ment of the 35 invention; WO 001 77717 PCTI USO0/ 07434 7 Figure 7
is a block dicrgmamicstion dayinst jcothel aprrppraterfegutibndeice fer degreelidmior on

i npl enent at i ARKERtiddRNDPSP f or denodul ati ng a si gnal nodul at ed i n accordance

with a third typ .car catl i s bl ock dlagramof
the receiver portq'lngh's %ﬁ% z ﬁ-' f: P gpghcecor gn%aer VTN ANERTPY

embodi ment ofevi¢reatieran@goy to M\gm@t@nmfa regigfresivaney b‘FF)aﬂmm@ateof

est ?bl l 32' NGy arﬁﬁwwalmig e erllldi%rﬁa&\&%?c@mﬁfmﬁdatmr;Sl'OMI & Ipestery nodul e
perrorne at-t he ccaor danc S Lopent ;
Figure 10 i T%e?'r‘ ﬁ ’"f““'ca?rS{‘ﬂGS‘d";Sf”Cé“ s 'He”iér "‘;r%ﬁ%ﬂiogﬁ Fon 10
link betweerp avaswmet C@Bf'ﬂ“@iﬁ'éna et @ppm@tfe q@@flgera’mo & chReesfgrt card
conmmuni cat i oRcEHG ehd r\vaa@%ﬁa}ar&ed Wokinthigafion proebrdiomnios devgiie 1 1 is

a f1ow char t, ol o4, IR DGM 0l BALLTRG, Lol SOIMILEALL O EAANNEL piSi nd 2

pluralit of Che iAo o6t ance
first ehBodidamedulat fangmcemlzgussglaalfa % dthig tacerired rat Hbel fmnsce'ver
re- programm wegdakemar e in the smart card communi cation device in

accor dance W th g, | baoneRbad AR Aabh 0 AR OB ARY & e | o
Pl

bl ock di agram of recel ver Cl rcw ccordanceé with a
second enbodi§HsRs rtﬁwﬁ%wfﬁw#hﬁmcatm Ebesr@Rmer@varfm PREPE
EVMBODI MENT Aobhteakfrdinagieasmart card rBhimasicsticodeuoe dathe masyst @addR0 in

accorda?ée V‘é%\@ettll?@nia's{e?tmgmgg'a%@t @Ftatuﬁ%iofnr%}’?&:tdr?%dwétesl 24¥br, Ing! gure 1

25 The d comuni cafion sys enented as part of a
nmass tr an5| tSYS39r8 RfBY'IdS%tSP%‘H'tnyPHﬁ'Ikﬁ"\t Hebe PP%IP'%"ﬁﬁGﬂl ment. Those skilled
in the art will recaget advdnitade dhthipembodiphears iatithttseachyndisvickesiarthbed

herein My B628ARhSlE hd, KEHSAsedl: BRRldn0E Ao RTat Qg SparT e Smar

card communi cation syst
system 102, @ard ﬁﬁmm%@PﬁF'%ﬁ%ﬁ? cabe §incdieppily qf sormf cardLommMHRISEERPN modul e
107 and2@ sn@evice & dotlOitectiyndépendant oh wehgde rmrﬁecuﬂm/eé\abe peeled 194 are

coupl ed thro ﬁﬂhm”ﬂﬁ?a‘?é mq@@@f&&%ﬁm%ﬂ t%@%m%%sglé’g[?tmr K
108 may be t I nter net el ep one
Private BrankHMBLEIGANGR SOpBR)eSyBEERE 'wtﬁmra?reﬁévwwﬁ@'ent to service,
such as terminal gates or turnstiles, while still allowing the system to be
updated with new security devices located in a more accessible location.
25 This embodiment also allows for additional smart card communication
protocols to be added to the plurality of smart card communication protocols
serviceable by the smart card communication device. Since some of the
communication process is facilitated by the DSP, the demodulation functions
for each of the smart card communication protocols may be modified or
30 additional smart card communication protocols can be supported by
downloading new software from a remote location. This may be particularly
useful in systems where new smart card communication protocols are
introduced after the system infrastructure has been instatlled.
Yet another advantage of this embodiment is that the functionality of
356 the smart card communication device can be changed by a central computing
system that is coupled to the smart card communication device through the



35 system Personal Communications Service (PCS) system point to point

m crowave system or any other wired, optical or wireless communi cat i on

WO 00N77i 7 we goffrl7 US00107434 network suitable for t r ansmpttius@osal a.
Further, the network connection is not necessarily a continuous connection.
For exanple, if the master nodul e and SCCD are | ocated on a bus or other
novi ng vehicle, the master nodul e 107 ngy be connected to the network 108
at the end of the service time of 5 the“bus. In other enbodinents, the
mast er nodul e 107 on a noving vehicle m erlodlcally access the network
through a wi FESEISMPHRIR adch Cammpnication tW&'été’th%c'EBrtalct’i‘QngéH? type of
net wor k can beftusee @guired goasdenpgpddptindgtor hmddtmmg sgnaisupthedcémrdihe
network and EQm%gﬁﬁlﬁ%ét%H?m%Hﬁfets afd ol RARDERIoAs bB0A bt rahSmAdodver

communi cati on e central conputing sys may I nc e several
conput ers or 'gyelscat 8PienaAJuURIBEHAIAMTEEEES with the smart card 106 through

the mast & nodul eTA&éfard thikeerbbEdmEO4 . prdvidesras srartnmoald| eorbBlinpatibor ns
transactions widh, t&%.c%”% rﬁa{h%dlf%ﬁ aé?ﬁﬁ QB thb%n%FFD ,Jaoélo;ﬁmn?cano

conmuni cati on channel at cou car gCCD 15

104. In the Pret8fe maaﬁvreewtese@wn%r ﬁﬁ@a%'tq %Sﬁé &'&ﬂ???f@”blé‘t%é‘é’ﬁ?‘f‘he smart
card 106 andwutre tmasheart madiilby o difpiogunardmw age rapldaviilizéngy ashapropréateod of
time such asd@%@@@t@ﬁwm%@éwndrr@dsmahl bﬁecmﬁ,unﬂa@.ow&sﬁée raeﬂul e 107
is coupl %d to ﬁ SCCD 104 Ihrou? ata channe| 204 and is %‘8’ %

| ocat ed 1%ss f‘Tﬁ'Q shy arCQRHAAEA" B@tw' M © '18£"Y e d beI ow
t he mast er noeoharecardzanamunisatioy ptdtacolsttbraughvasinglespdrhf or mat i on t hat
facilitates the transactions between the master nmodule 107 and the smart
card 106. The master npdy devi ces for
decrypting, encrypting or—e S T Sers e—tata i n accordance with
25 each of the plurality of smart card communi cati on protocols. The naster

modul e}/ perforfrﬁe RERENt AR \Qﬂlsbé\ﬁb%ﬂeﬁ%\ﬁ@é%'tow&m GRé G‘éllquﬁ a
chosen pel‘l (0] centr C.OITput er

f
syst em 102 |§§ 'F? ‘g%é:ﬁ'tngi?nt ﬂgrf’ g{efgtr Ifn %eﬁﬁr éwh r\'%vec‘thh tSE% rPence.
For exanpl e, cani8aaipn 0itht theneacgampanying duyviags sinawhieh rlikg efetangpl ed 30

to a master pRRYrAs wfgr k& GRE gdrtggwar..alwﬁ,e@t avvay and connect ed to several
SCCDs 104 at othe termn ster Y perform

several hundred s'rE’rng Ed?(?'?cﬁ(a‘ﬁg%ra{n 8n§ Sd’é?%rcg 8%%%‘#"& 'or?gs‘(mz?'ﬂ a central
conput er2Gsyseeeardance Wik ariissteambgstionent 00 the veatiers data i dentifying the
sggri car dts and thg?f«eam @@db’{aﬂ@é&%c%koﬂﬁg{d?mdich Elrtdﬁdb‘ﬁth@@ﬁ\a&%;ﬁﬂd t
addi tions to_accoun n er_infaormati en cQ r system
102 peri odi c&f m%né%a 'songg Qteﬁ‘ ot acﬁ?/ractjl(gp srr:a%tgr;'tt caﬁﬁ?m?gn%%'me"{m\ﬂ% /7)7/717
_g_ PCT/ USOOFO’P!!BQ”(l dentification nunbers) to the master nodule 107 in
order to allow thegursBas ansidok alabanmtd} &l edPler gpP®bn ©F ansl RIFeditcuRar t

cards, 1k O NELoRANIBNS 1 b EBIRAL GURINAG RSt em 108 My send

|nformat|on|n ﬁ § or fist of valid
smart card 5 nunb@ﬂE'e‘i‘hS@ lockidiagramyicirARsitter wertiataeh thedifucinét ins a
non- cont act @ptsrdandd w):thcmrechrwsnibbatrnmrﬁmhbGM@ﬁnotnhrough a wWrel ess

conmuni cati on chap@? e %0 glgclpt(pagd}argngp%l %haW% «{n’taﬁ&? o§n@irt card

104 may be a conta contruni c 1 on 5%l Fpl 'enent ed
t hrough 10 cépmgeviatign imelempgisticnrig Y. DSP for a Type A smart t"card

30 communication protocol in accordance with the first embodiment of the

invention;

Figure 6 is a block diagram of a functional representation of the
demodulation implementation in the DSP for a Type B smart card
communication protocol in accordance with the first embodiment of the

35 invention;



The smart card conmmuni cati on system 100 may be inplenented in any one of a
variety of configurations. For exanple, the naster nodule 107 and the SCCD
104 may be - ed in a single device as in a branch 1 in
Figure 1. f&ﬁgg&%gﬁ]t‘l guration may be particularly useful aféﬁmgér@r 15
station for adding value to a card since the station nmay be nore
conveniently | ocated than a SCCD 104 at a gate. A conputer 1 13 nay be
coupl ed between the naster nodul e 107 ahd the network as indicated in
branch 1 14. Further, several SCCDs 104 nay be coupled to one naster nodul e
107 as shown in brigureh7lis1%.blgdls djagréme ofst unchiodall eptésemetjorbef 2bedi rect | y

coupled to t@&nﬁ&@l%fiéu‘mirﬁﬂ@ﬂéﬁ%ﬁo’ﬂdﬁ&%éﬁ%rq%%&fdﬂétnﬁja}’sigﬁé]@né‘&ﬂlétlegurf'iti on
of the snmart. card conmunj cati o i s chosen i.n accordance with

system 100
the par i cul BrAGQERATEE D @ STd WHE SR aB LY IO RUNEPLPRI 100. Figure 2 is
a detail ed bl ock Fgamgr&is bfock diagreimoof tie tdeeivemmottiaraptl tid RE arimewitiioat i on

o o0 emdiafid MR SHH o RBEAmIE AR IMANBERD 104 COUPL B 10 LTe
mast er noaul e . o e et Wo LN _accor.adaance w e JT1rs
omood mont - pr ot ditess e HOG T 85 cithai P SEERISATE 4 FendwbiEten! o 106
t hrough a wi kil besvvesmmam arhtciatch aotanmalster modulasparéoregd ai thedmiastesw i n
mor e det ai |, rriohleSRidkoRsHde WAt RSl fitdiersiidRnbAd MRy 30 communicate using

f : . d t] . The t ei 209
"t e SOCD 104 QSRR | LiraeHERT a5 B TR A B9 LA F 1Dy
creatindOan Enlkebetwaragnemnay dardhad atmagteninodplegodrferoedeatitba sotaroeayd t he

el ect r omagnegdinfund flionadtiidecined dtoPdhricBfwithahé arstfdratadifRngmart card 106 by
observi ng changes..in the.3 dul ation by the

5.el ectr netjc field. due to y
smart card 106. AFs'gLr’rréf:n n fdo‘év_bctc')“vaé{,)%gt%h@#r}ofp%fgpoglfnq_foénas%égrﬁ%'{‘écaﬁ'@ and
communi cat i oghanngb @ang 77 1plurality PCTIUROOL@A4ZemEnamialien 1dQtodedsweider , may

be used in abéﬁraa{@_ @ﬁhqﬁbwgﬁ&ngadmtg nvention. In the first enbodi nent,

t he transceiver 9 includes a digital signal .praocessor (DSP) 210 .m

b t1 onBro ¢ anadBusar? Hs el Eheh P e elieR ok HEES R BT P9 ey
(RF) circuittheElsmad edrdasoannunigadenbigricelgn Ascerdenes swithbahewfirst

nodul ati on agghbdaimsHtl Attheindmtioht aag of the transceiver 209 are perforned
by the RF circuit.2 dt D: he transceiver dware 212 m xes
and filters an i n':c'g'?‘ﬁ%nggésl ggr]é‘fk @ggagrgc?gcaereé:ﬁ'vi%ﬁggrrﬁ\{%ﬁOggﬁ%w?icdrncé' Which is
denpdul at ed BScardengespithj@seppnderabedinent of seedWenEono techni ques.

Dependi ng on the particular smart card communi cation protocol, the data may

be present within a sy gehﬂg’rlows ugl RE Réa_)é Ao gr\ﬁype B protocol s)
or at baseband (thi rd‘Ey‘mf‘p‘m‘E‘m:M. —pr%re@ﬂprocedure for
establ i shing a comuni cation |ink between the central conputer system 102
and the smart card BI06k idigdradedf1d spadrt idaed foammurizbtion ssyitémcaod in
communi cat | OBy ghagokidint FAAYM AR oPINRLLLYorP: chiBlld ikl s> a0es
using different smart card conmuni cati on protocols, 1Tdentitying the valid
smart cdPd cbRerEMBERaFdROPHIBteiontystera 104 is imaleriemigdayrwtef ABtassge i s
recei ved fr otrahéie faeriollechdrl spfienaimdthestigbeimbldidirgerst. CDNGRENSIIRED BNthlei NK

bet ween t he r 1 e : - r i alid
smart card cgﬁmﬁr&ﬁirg% or_le tphgagtzla%‘gﬂn&gfegfag\g:lﬂé?%xngﬁgg%%r&%gtﬁé&g%ﬁg?fé7
instructs a APRIteS-t@hy iRty &f appBcaliqns ¢f ipAESIEEED 104 to begin polling for a
g'n?for nor e typesTiod srharIdard aseisnukitatiihesyataadidOsinaildes at [batypeensals af
ifferemt s a - Lwction from
the maetlr - neclnpEahg s g Ro2ch SBPESUAERIm, MBS BB RSLER) 1% oo e
to the transBESEEMPAAHANE A2 SEGrceHei 1R elntthe firsherabedimantnegaveiglr e 212
'Eo ](c)per ate i BCEOE0T@ABCEcOMPldY THeugh ntaheersmm?le@aoa_ aupBdcahémoRr ot ocol s
a first smaghaC QYRR 0

mcr o-controlr‘ g'raf 88| nst?u@h%%ﬁw ﬁeaﬁ’%sri)ns'ﬁa{]ngﬁ;écgks’@%rhe?g%ﬁp@fs to
generate an NAIWPH(PSANesRriupde BFP'&%CEG‘PBQ'PQ%(P\WQﬁ\’%@”!rr?@”'ﬂ'iafEﬁ'emﬁt card
comuni @at i osygiell, Revsonal lEorhmuhications S@rskegP0S) $ysaasiigdimdtdpoirite
transcei ver ZGol/kaUgidle of AYURhEANHED, SEANS Wirdhbss bémbubiBidoncar d 106

using the first smart 'card c nication protoco

card




receives the initiation nmessage and validly responds with the appropriate
acknow edgnent nmessage, the RF circuit 214 and the DSP 210 denodul ate 35
t he acknow gegqgefts message and forward the denodul at ed nesgpaRod@4she

m cro-controller 208. The micro-controller 208 conpares the wo oon77i7
-11 PCT/ US00/ 07434 acknow edgnent nmessage to a stored message in menory
(not shown) corresponding to the first imart card communi cati on protocol.
The m crocontroll er 208 recogni zes the acknow edgnent nessage as a valid
response to the first smart comuni cati on rotocol and reports to the
mast er modul @ebwer7syitRhle dpretrasmpiteng Aatar W’tyﬁegewrf‘é@”f@%‘?%é‘%nt A
comruni cat i omok nekessaribssd abmtirsioad doehwetem. t Fuo exastpds, imbaduhestéOrmoante t he
smart card 1%?@@9 atr@?qcfa'téc%n%rmfs orq:ﬁﬁgr SO0Vl %enﬁ%tgpmodu}ﬁe

mast er nodul e conmmuni cat es rall co stem to
conplete the éUn‘f?ﬁMlb@a‘iq"SﬁchdﬁQm%Eﬂ%‘@ﬂrktﬁQ §ﬁﬁ}ece'g?{jﬁ‘f§6’"§ﬁﬁ“f’??e°central
conput er 5810 sgsbem O2ther Embodmherds atlemoadtedgwdnte ESsagaenogingeehickcei ved

at the m crogony wlido%au@%c@émre @twbr%rmaﬂgwemsecﬂk@@m af8kbMdlar t he
m cro-controller o(ges anot her smt car? m% I cation protocol
(referred tosé{§teé” secbtﬁ‘?ﬂr REVt ENr §YRE AR K offh It HEBT ) s ThRY as

ni cr o- cont r oldpero?GBe bamigeart i ¢duplaiortop nett erkcaowitaritle sagow smarn catte
transcei ver tbqa,q@pegqglfgg,r,gatgbﬁtg Eg,m,%qm,é/aqfonhar dvvare 212 in accordance with
t he second smart Cf% n]mnl cati on&prot Cﬁ Ealtructs the DSP 210 to
generate' second ﬁlcle fl SHPREG iR PR | 51""6{ HAgREYeTEhPRRMERCS rar t
card conmmuni gabé¢essopy andcoinnaumicates tethatheemmoard cpreetieé ehmugbdheamnastger i od.
scquential 1y Lo Lt L R et on TRSeaae et ey '5’%*%°"“;ch of
the smart cartfPpEeNg d"’gré 081 F’é‘&%ﬁf’ﬁes‘ﬁiﬁﬁ%ga \aﬁ%nﬁw‘g’ fge i s
recei ved or tdeenmuasicetiomotanee! 10P that couples thtem8OCERrdPththeBEED The

master mpglul gold7 transmts and receives data and cormand 25 signal s
through a data chanpe nodul e 107

|
s coupled to & ¢ G LR LML S R ol
serial data cermhdbi @mﬂ o masteprrapaulgbl Q7 ocpwr iaa selatiegin shottomeriogl of

i mpl ement ed ltﬁn@@g@rﬁ Gg%ﬁrdmfhatém%nE'h@ﬁerQﬂhﬂﬁsécBﬂH§t rrhesnéﬁépmo%ué)n (EIA)
Recommended §t

preferably, d’@é’p S(Ee Sgd tgrét’lugaaatdaa gonn'%'ce?:}@% av'ls1rt1§p 8a'a'at arate
hi gher t2fan tlwased teRs ?haghéé@wmﬁdﬁ%é@@df%ﬁmﬁhﬁ 2GER tfmis discuetedor ot ocol

282 a rglltteh |rbe'lc{W fHerﬁlbistblﬁ*h%B_ uenoy Haléﬁnidr@lb tmcw;&tvedob@tmgﬁﬁaﬁd}ehSCgD
an e S I .K u | arr . NCO ckKels n 1 N a header
and a bit fi ’IF ?aocﬁlgoges ﬁ’gr grf"??‘l %Ogg%ﬁéwlgsum Qsa%gr "l°dé"‘e iéznﬂ}fﬁ& check
35 (CRC). Themmhderds! Pacllhgenpsipomegitieoh07 ﬁtﬁooat:luﬁgs serurity sievisesdat a t hat
i s contai ned dedrjgtmgh@ykRadingSori dutkeidatingCdumisAN@Sdatésn rab@@raaa& wlﬂd in the

art " V0001 gt 8 BCINCOR Q38 bl o e R o6 o bR Ml 3o0R0E) ey e

i npl emented in-ac NowWn s S sucC
RS- 422 and neyodide nfdl PREGrT® Mty ara@%atheseww cﬁeéﬂ@}/ SHH Béftdlso?\mirﬁze of
t he communi cathbeen p¥BdE BT i arfdugxdhahged indorEedtionoRRRARE cémtyaldnegitet Ype of

data channel s@@f@rph%zofess frequently than every smart card transaction occurrence.
For example, a SCCD 104 at the gate of a subway station may be coupled

30 to a master module 107 located several feet away and connected to several
SCCDs 104 at other gates in the terminal. The master module 107 may
perform several hundred smart card transactions before communicating with
a central computer system 102. The master module 107 forwards data
identifying the smart cards and the various transactions including deductions

35 and additions to accounts among other information. The central computer
system 102 periodically sends a list of invalid smart card numbers



5 transferring data at a sufficient rate between the SCCD 104 and the
mast er ‘nodul e 107 such as an infrared (IR}, a wireless, a fiber optic, or
an optoi sola gghrkhannel . In the first enbodi ment the nastgfr/o%ddtas 107

i ncludes a communi cation interface 228, a digital switch 218, a first
security device 10 (SD 1 ) 220, a second security device (SD2) 222, a third
security device (SD3) 224, and a contrqller 226. The communi cation
interface 228 is, preferably, a Universal Asynchronous Recei ver/ Transm tter
(UART) capabl e of establishi ng conmuni cations with the SCCD 104. Data
packet s recé’F?@W"iW%h@HmPﬁ@)dBnﬁh?n'i“@aEqrdﬁoijWFeWéd@ Jder 10 @lPwr ihe ded to

t he control In&rstéﬁnﬂﬂﬁue A 7exarqetectoknanwnappedygentatmaconbrdsl | én ctBér i ncl udes
a singl e bog %I%Pl?’léert HSdhraf RPN aﬁ&%ﬂcﬁ*ééoﬁmaysﬁnﬂﬂmﬁﬁ&nﬁﬁ%rﬂ' ng on

t he control I er | tates the ove unct 1 gnal mast er

modul e 107 AMAUPBRFRAMY i§Beed SO caik NYSbeEL & A WY ﬂfe¥§&bé§"qrh&?@at| ng the
type of &ar chubitars.i s present and directing the digital swtch 218 to route
i ncom ng data 20 u i 2 4, b@ocqe he
contents of the éﬁgg@%g@&%&ﬁr‘nﬁgf gl\'/é %éc &‘?d ?@6 5% ferab EoRg t}zl el d
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parall el an%oa%a.lakr%h $POthReerhah &R\ RhshoRRahsh \w%nﬁ h@oda& ansbangnel 204
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ab
10 sertal qaCASERARR AT o RAAT PO BT EAL Bted (SRt RS TS )
dupl ex stand&@ and should have a data rate of at |east 920 kb/s in the

first embodi ment riglhe ZCQWQEQI%B'E}BCR Iataegrrmwr a [HOMBYof tHB)YsniSt @RKd one of

t t dul
1o ou gl "SRR L, (B SOV Sl i Lo 05 SPEL oot
processor) rmogplsdgrdbegeanter medde bP7 ahrpughitbe memerl@w@n@gewdﬁnmpabl e of
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facilitate dxplinashvalevoatheeHsait, wbesmaiecad *r%tae@l @GP 10 raad t he
SCCD 108 AopxatmkatesimamPBR&Bf sé\teealdﬁwareeaﬁdr@m.e\an,caﬁowwioa&st he

m cro-contraller 208 incl s the Pl cro mercially
avai | abl e frofh MERSENEh é@%paﬁy)thﬁhg(gg ncl deEStgﬁp h V&'I %gﬁ menory
(228) in addicmmwnicatiorenohgnriedr 190arbngceetipgaras aﬂqctmmegnetm ofieidt i on, can
perform at lﬂanzﬂﬁﬁldgl%f«s@nét&m thibage taé aeétrcwﬁégnéw aewhadme}ecw and

i ncl udes a comuni
ni cr o- cont rd'? Ioérlnagﬁ% frgmcotﬂﬁl &Y N e étét gVCQF’FVVE}gaSC Bpgeﬁw'BQF%‘?mbl e
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the m cro- CoRértrear abdte &RBR@AYpEL &l frahbddivdrsabed aMd RomrA@sibsgon i ne to
i ndi cate that the EPPROM 228 nmay



30 be inplenented within the mcro-controller 20% as in the first

enbodi nent or on a separate device in alternate enbodi nents. Thé EEPROM 228
i's preferaby, 0@,7ggpt flash device (such as inplenented W pbribR/ofla$16F877
m cro-controller 208)1 to allow the sections of the code residing on the
boot flash device to be changed wi thout erasing the entire contents of the
35 EEPROM 228. WO 00/ 77717 - 14 PCTN§80/ 07434 The DSP 210 is a digital
signal processor capable of storing and-perform ng nodul ati on and

denodul ation in accordance with the plurality of smart card conmuni cation
protocol s. FenBeishil JO. hrweser ey ‘E%NSB@ 'Peﬁ?%@?@nﬁ@@oplﬁ“% ehihe card
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the DSP 210 rardasrea232paixat enddiliec® ah doaingidg esidgreat naprgduce darhimc®@Gly 104. The

firmare residligda wirkh E@M@%d‘%EW@%P@@HEEgC&Qﬁaﬁ&Bc% the DSP

210 andthe 15 m<cro-controller 208 | at est reviSion qQf code for the
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processor (DSP) 210 to generate an initiation message in accordance with
30 the first smart card communication protocol. The initiation message is
transmitted by the transceiver 209 through the communication channel 110,
If a smart card 106 using the first smart card communication protocol
receives the initiation message and validly responds with the appropriate
acknowledgment message, the RF circuit 214 and the DSP 210 demodulate
35 the acknowledgment message and forward the demodulated message to the

micro-controiler 208, The micro-controller 208 compares the



5 plurality of smart card comruni cation protocols. In the first enbodi nent)
the structure of the RF circuit 214 is defined by the command signal from
the mcro-controller 208. As described below in nore detail, an incom ng RF
signal is WAWAWth a local oscillator (LO signal and fR4YEP¥E44 shift
the incom ng signal to a desired frequency bandw dth to produce a shifted
signal. 10 The DSP 210 conti nues the denodul ati on of the incom ng RF signal
by denodul ating the shifted signal usihig-digital signal processing

techni ques in accordance with the chosen (valid) smart card comuni cati on
prot ocol . Therndwledgmehtmadssabe Itbes satddDoksseyEtuhadnhey friscdHoawn)ar e
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corrected, ROProwecdesmanntitrfsnet ckial cexengiiaatiodi st ief@fed tmas iaons or
| ndi cat or fgéwdﬁﬁnﬁﬁegrd%nlrrﬁpnﬁ 319%Hdggcgn%midqs-cehﬁaa&dz@ysmat' ng the

firmvare. Althou the master no acilitates the reprogranm ng of
the DoRB210tHndPPHRPIIRE G UBART GHInAls 285the FENEhElKte 19 FeEUUE AN e
initiated byanbeicarnpatdyrarer 21 Beirc ectoalancenpithethe ysecend 198art Thars may be
35 particul gshnuki@itidn ipro@cHNi iKeirSeds ehanssP (o Rlth RdrStel @4sdMdnlai n the
systemis necessary. The updated code c%n be scﬁnt fror’gthe central conputer
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230 by com’runl.catlﬁr;\% with the DSP 210 t hrough tEe dat a _channel 2%2 5
comuni cat i BAYFHREPPIR9%508 agkE" E\'\‘éer?'?"é'P(?f"Egr?Frt P SEErOEYd HRES HRPE210 has
read and w pokectontil @l valukackimevBEBMERPRORSS2ZE whiechivall| awthe hreasterst er
nodul e 107 affeRsS 109 ihdiPud94Re 5ETH 0% dthefbRe PSP EEPROM 230. The master

A A A A R R T T
25 signals through a data channel 204. In the first embodiment, the master
module 107 is coupled to a communication interface 206 within the SCCD
104 through a serial data connection {204). Preferably, the data channel
204 is implemented in accordance with the Electronics Industries Association
(EIA) Recommended Standard RS-485 full duplex. The data channel 204,
30 preferably, provides a high speed serial data connection having a data rate
higher than twice the highest anticipated smart card communication protocol
data rate. In the first embodiment, the data transmitted between the SCCD
104 and the master module is arranged into data packets including a header
and a bit field containing either a checksum or a cyclic redundancy check
35 (CRC). The headers include information indicating the type of data that is
contained in the payload as in known technigues. As those skilled in the art



10 In the first enbodi nent, the master nodul e 107 can nodify sections of
code in the EEPROM 228 by changing the code in the DSP EEPROM 230. Since
the DSP 210 Wisgyaf6€ss to the code in the EEPROM 228, the p@didohgdsLode
operating in the DSP 210 re-prograns the EEPROM 228. Preferably, the DSP
EEPROM 230 and t he EEPROM 228 have bl ocks 15 of code that are "l ocked" and
bl ocks of code that are "l ocked down". ocks that are "l ocked" can be

unl ocked with software and re-witten” e "l ocked down" bl ocks can not be
unl ocked with software and are, therefore, secure and cannot be re-witten.
The "1 ocked d6lwiecagniessthedtrtaichanasliay sderlemmentesdcin ageardancspwitht i on
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228 is being. c ange , ar] "update busy" flag is witten Into the EEPROM 228.
This "update' ' PE%®i s cl eared when the code update is conplete and can
be used to detect, If atheeiastpleeybadirnent upei ovastdr thedybe ot@duirelugiesa apower
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20 el ectromageetquirdd.el d produced by the RF circuit 216 which relates to a
det ect abl e i npeda .t : n i dj , the
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25 1 SO Type 'ﬁ/lifér?grs-'hépe B and the third type of conmuni cation protocols.
The incoming signal 1's filtered in a bandpass filter 302 having a center at
13.56 MHZ to provil BRsewnsctecyitydevicq 32als Wiizpd byithe masganodide wipna
frequency equamninitdtingcwithiacTyperiesfaeneyrd 186 58nMAémpis of af esprepriatet 0 a
first m xer I shj t,.0coIm i | is
m xed with t%géiﬁoﬁeéﬁgﬁo?ﬁpﬁyf'ﬁrggtJurhéigs;a%%j\négg&ar*tghﬁg‘{sggggrw#%% ver si on
of the LI si §haI9praficeeBYSANS. phase shifter 306 in a second nixer 308 to
produce an in-phase (lI) conmponent of a received baseband signal and a
guadrature (Q conponent of the received baseband signal, respectively. In
accordance wth the Type 35 A and Type B smart card conmuni cati on
protocols, the 1 conponent and the Q conponent are filtered in bandpass
filters 310, 312. Preferably the



WO 00/ 77717 _ 18 PGII USO0/ 07434 bandpass filters are identical, have a
bandwi dth of "1.3 MHZ and a center frequency of 847.5 KHz. After passing

t hrough the_fil 310, 312, the | component and the Qc re
conbi ned inwg"gbg’?@ conbi ner 314. Since both Type A and ?;ggﬁ%‘r‘r%rt card

comuni cation protocols include 5 a sub-carrier, the data transmtted from
the smart card 106 is produced at the output of the conbiner (A-B port
320). Since, however, the third type oft3protocol does not include
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the on-chip flash memory (230) within the micro-controller. The EEFROM

228 is illustrated with a dashed line to indicate that the EPPROM 228 may

30 be implemented within the micro-controller 208 as in the first embodiment

or on a separate device in alternate embodiments. The EEPROM 228 is

preferably a boot flash device (such as implemented with the PIC16F877

micro-controller 208)) to allow the sections of the code residing on the boot

flash device to be changed without erasing the entire contents of the

35 EEPROM 228.



If a message is transmtted using Type B or the third type smart card
communi cation protocols, the DSP 210 forwards data to the Type B-third 10
type nodul aleyeAdgr A third type nodul ator 413 is used to pgRRidboadf4t he
outgoing signal if the smart card conmuni cati on protocol used for

comruni cation link is the third type. Since the Type B requires a 10% and
the third type requires 8% NRZ nodul at i on the Type B nodul ator 412 and the
third type nmodul ator are simlar. Both Yodul at or s (412, 413) achieve the 15
appropriate | evel_of nodul ation by varying the gain of the driver 406 in
accordance with tHe a8 l§eatq‘%ﬂﬁ§n§'9?%oprﬁﬁﬁﬁst°ﬁé33§ﬁﬁﬁet ot &FYNSoANINi cati on
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by the | SO fphpldiveated Bariariety &3.hatbwatd @htl adoftleamdubeiglratiem. CtF%d)l nh
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frequency (idescriBdd hardifdz) in order to shift the data signal |located with

the 2 subcarr eraf LRAUEOEY 8800 1 UAREDADE 205 SLONRLs SFACHRbAL: DY (he

second LOis function ©O deéf | is the
frequenéy fcctrn@ugm@amchenneltbemeen e SgRY 104 gn@ﬂma@ertcﬁar%é% The

i ncon ng baseeafistdé®bbaimenitgmedd Patshiaad dambidatiomdfatrahemitedebn®02 i s
filtered by a Finite inpul se Response (FIR) |ow pass filter 506 to renove
noi se outside of the 30 desired data frequency bandw dth. The bit slicer
508 processes the high frequency signal baseband digital signal to produce
an incomng logic signal having a bit rate of 106 kb/sec and a frequency of
the sanpling rate of the ADC 318 (3.4 MHZ in the first enbodinent). As is
known, the bit slicer 508 produces a logic signal characterized by a series
of "0"s and "1 "s. The



35 digital phase | ocked | oop (DPLL) 510 phase |l ocks to the logic signal to
produceé a bit clock signal 512. A sanpler 514 sanples the signal near the

WO 00/ 7?71 6 qak7717CTNSO0/ 07434 centers of each of the ingiwnQobids of the
| ogi c si gngIo@égeld on the bit clock 512 to produce the 106 @sec 4|Sncom' ng

data signal. The Manchester decoder 516 decodes the signal produced at the
out put of the sanpler 514 to produce the incom ng data signal that is
forwarded to the nicro-controller 5 20®. - Fi gure 6 is a block diagramof a
Type B denodul ator 600 in accordance with the first enbodi ment of the
i nvention. fEeeivedgmignalpinaaderned jaintdy butpradiofraduentyr (BF)r erduit 214 i s

processed byifidasd BandRARr BRAZWarelZ PHHRE tRe DEFEPRO THeHPRLIrc 6214 known, a
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i s syndfAronfhedI 2O chrtimias Hleodrkmepyhtipn miothec ingopying RbPsigneby A bit
sli ger glg aéraeeslsaag&h]eslhii@hog‘agr@uueingwi@'tagrsagqaba&ei_aaﬁdgdégirti@\IesSihlgnﬁl _
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318 (3.4 MHNiXipg sigaat fiftet andhB§HideadulatipRduption greshosend aneeedange | ogic
si gnal produg@ahbyattiuldy dmatd cald eghmahication prowderaidareldnt@liieg by616. A

sanpl ey =618 X i i .t i I is

For nar 4gd ¢ 5 ereRohlIBIS IS, BlghaR o't PhAHIRA D o fRB LA P 602
depends on BPRIOPHAGe Mydulation fechniqie prdh Yensipidted thyougl) pibeparipapg car ds
allows for adseheidgt 15 bit periods of a | ogic high period before data is

t itted, th t I . I hapl h
bkt e 1 ess tRae By hbdifeRt W HREBORIRD of e BEP AEETMED T3Ve &
transition MERAANGIIEL2PBUNAY bageeritied by 1ndatng 2Be fi@waTaesidinggp t he

Cost as 2DooptHz0BSPH 1 aARd Thé snibloscdnteblizg 29®. oModifidatiods tty phe dfrmdearadul at or

700 suit abl & ﬁ@mul&t'm@a 883 | d b coj, i,th the
third sm':lrtﬁ]ca ?6de 3 COJ’ITI’UI’I% catni 0 ogr ot 6% eixt’ Ieél R ??ﬁ%ér '-egg&ﬁ?mtérs t he
baseband si GRAITYINGdEp Vismvyareie i fie ST 04 39 goRmaynifate UsingrabRMncy
determ ned &yattivardEPnemushication\¥b @61 THe firrm & arR6a) UEOB DBt ctainger at e
equal to 1 dm idtlg! dethbauidtish B imsbuisin %Qﬁ?r%%fpﬁ%gémtetaeapb@éeﬁéﬁd si gnal
to produce logi.c signal with a frequency of the ADC sa ing rate and
D 28 o 810 herchap Ao diis to gh Iystandad
havi ng2anpl #1 Bde’ orsaNgRgNBLPRAGReSA L gliE to §hangRs 1 3 BERTECelstandatdpp L 706
| ocks t o ther lotigarcressgmalindudipg dohpiesnentbiibn dhrpeéveshegmal to/ @8 eRissiagpl er
schemes. Also, software "bugs" in the firmware may be corrected. Other
functions performed by the firmware, in addition to communication protocol
functions, may be corrected, improved or modified. For example, diagnostic
30 functions or indicator function such as LED signaling and may be changed by
updating the firmware.
Although the master module 107 facilitates the reprogramming of the
DSP 210 and the micro-controller 208, the change in code can be initiated
by the computer or the central computer system 102. This may be
35 particularly usefut if a universal change to all SCCDs 104 within the system

is necessary. The updated code can be sent from the central computer



5 710 sanples the 1 15.2 Kbit/sec logic signal near the centers of each bit
based on the bit clock signal 708. Figure 8 is a block diagramof a third
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90B, the masfgr J%d%ihﬁa% E{I‘rgmhfe‘é J@Sn 'th Bté& EFV 1fOBxdfpl3e0i N the

pol l'i ng procedure rns t rocedure In
accor dance \/!P'Eerﬁ’%pﬁ'énpﬁlthier?&‘ifé#“é?@t/ér%O%(P'Efé”r‘ “Feecel VI ng the instruction. The
SCCD 1040 cont i nuédhet DBPpd1 ¢ ibdgtpfieeedbe € safe"i todecebtedgvithitlithé aysmt

| nstructi on EE%%“%W%? %nﬂ?&%?ﬁ Jr%%@(wéﬂ?wt ‘crle b%Pdfﬁﬁralﬂd”ﬂFe Mgh. @ smart

card is present t at 1 s usin catron protocol. 20
At step 910,c¥He!ra<LO8 fatberui ethfo$SPe%b@\fb'§6%f5rfE§'§§ég§°¢? &ﬁf’???e'ssseib 104
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card. "safe” code. The master module 107 re-attempts to reprogram the DSP 210

35 and the micro-controller 208 after the system is reset with the "safe” code.



The master nodule 107 is configured to receive the indicated smart card
comuni'cati oh protocol at step 912. As expl ai ned above, the master 25
nodul e 107 weagihyes the incom ng data sent fromthe snmartpcaoshobtds has
been denodul ated by the SCCD 104. Accordingly, the differences between the
master nodul e 107 configurations are due to the differences in the
particul ar data protocols as transn‘it_t1e}1_by the SCCD 104 to the naster
nodul e 107 and are not due to the different nodul ati on schenes of the 30
various smart card, co njcation protocols. At st 914, the master nodul e
107 requests the'fiﬁﬁ‘éoﬁgﬁg&ﬁ@taé‘dt %@'?’Pémoﬁfééﬁ%ﬁbﬂ@h%ﬁﬂ At step
916, the nmastmmurichiicn, HEDEREEIOwesiarine the 8K angl thachecoyu padebyret he SCCD
104 from t hgsisgBht ded HSPASodRsAIMER ReDEP KFPRTN Bfp bahawsp hgoSCCD 104

receives the incomng RE signal from.the_snmart card enod S it using
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par aneters can nmade b

) _ by’ i ar amet
transact i oninceMipg stanal is filkrsedrint ABANERAS] fmﬁ;s?q(bghwma@ae@t% I 3/E smart
card by ret WMHIZ ng ptavidé epleBtlbty.Figure 10 is a flow chart of a nethod for

card performed manacyE8seititol A RHNE o alBRLE alBO Snd Yol 2 ST
the first eff§guetnt! DPEIMEZ) s bvRGtesh Intara Srgpgmigo B304 prd interoPlasst rol | er

208 establ i shi¢er 306. The incoming signal i1s mixed with the LO signal in the first
mixer 304 and a phase shifted version of the LO signal produced by the

phase shifter 306 in a second mixer 308 to produce an in-phase (I

component of a received baseband signal and a quadrature (Q) component

of the received baseband signal, respectively. In accordance with the Type

35 A and Type B smart card communication protocols, the { component and the

Q component are filtered in bandpass filters 310, 312. Preferably the
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The master nmodul e 107 and the mcro-controller 208 exchange messages

i denti fying ecting the SCCD 104 for comruni cati on. 004, the
SCCD 104 re\c‘grb\q/ezﬁj{ he instruction fromthe master 5 nodul gﬁ‘{mét 0 3Eﬁlerfor m

t he di agnostic test. The mcro-controller 208 receives a nessage through
the communi cation interface instructi nq the mcro-controller 208 to perform
di agnostic testing. Although in the fir 8t~ enbodi nent the master nodul e 107
send single nessage indicating that the diagnostic test should be

per f or med, ilpensress hifees aiebidantedt §8V%aphﬂn‘|dw'¢‘t'y°bﬁ 3 HHesodpesentgh be sent

I ndi cat :c ng Sf@@ﬁbé‘rﬂc@ dfes4 B 5t At ahmulnisaagpard‘l@hrmld filidrs Stiep 3]1Q06he}| he ECCD
104 performs_t SiisCat ' oW | : | t he
m cro-contr O Cf e§ 'geldgga%grt%or%s&zﬁ Voedl‘%g‘f %? §|]ngq1%d§ﬁ g\{ﬁlhgl %Emgﬁﬁgt i onal i ty
of the RF trainsedpthelypraft aithbyrmE smafﬁtspandmwewaﬁan SHteGAEdNgIUARt i ons.

15 At step 19€8b-chhier XHeRIck@4rarephttbs fide thesmattscard 1d@ idpagnosd a¢ test to

t he naster f . [ t r ,agnostic
tost the mOPpdPdr Bl FhRBEHIA Bt 328 Shleel By hetitadlaPTo®] |
the master n@iduretorgy thﬁsongh ipRde o iftRINAERT G intsebreRFEeanthe K@tdat a
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update has hegBubeset v&dﬁa@%m Be R BlcelBOU Sorl $22) B Balbidrf CopL 1Ol T €r

208 receiv ansmitted by
t he nasi@r n%ﬁspen%rsnﬁlnﬁwgwdﬂﬂ@ 'a@(tpa?seﬁ'&ﬁhéﬂhtﬂmreaw AYXiPaPERRHEs s f or
t he pol |ling gideadurnamdedisedsippess eThalimveast Hitepd 11 hgs pabavddtidtls of ncl ude

the 25 nunbelo aodniE OF KRABALEANS ehiBlinbinl! dnbenRpl bemhbibragidl Lion o
K N phrplbr 0%

a random nu necessarr%/ anti-c | S| oné)r ocedures o d type
of smart carPESMAGRIMEA doﬁ’gﬁ?oi%ﬁ'?:ﬁ X WHFR et it S@P&Bdhﬁﬁ%émﬂaﬁ%r
par anet er s nsEgndldor derhadddtionh bynbe PEA 210, fhe apkecdssipazieprbssm atebei ved t he

pnc;rgngygt ;g%dt Lt 8@%@3@&@& B#8lis eehvé}geoomaw. ksl ShGHHI o éﬁmh?é a6 Ztgrﬁgs
been recei vey, ‘QHQ ﬁ‘é‘PYﬁSBerdg@Ge\&eﬁg t'g ﬁ?%s'ﬂoi'opmwgd Eﬁ’(etr}?oi)gh%&

par anet er s afeeilitapdatties tiningrefmbing AD& 3§8ep 1012, the SCCD 104 perforns the
pol I'i ng procedur er{eQy; &@él%ﬁﬂaﬁ‘ﬁr&dﬁ@e&gﬁ{% SRpG &ﬂﬁ@lﬁb%@tﬂaq@ f&WJrQS@' used

by a present snart 35 | nore detail DPelow m [eference to
F?/gure 11, tt°héhernt[)c'ﬁ%}oc?gﬁt I‘i"’éfm‘g'ﬂgt'?)’bl | §StHBeUsSRThA!CY i8R 'B%én%ﬂsc? using a

plurali2@ of démodulatesahe sige@lDBVING sub-calrs (i.e. those produced at the A-B
port 320) in accordance with the type of smart card communication protocol
used by the smart card 106. Since the third type of smart card
communication protocol does not utilize a sub-carrier, the baseband signal
produced at port C is demodulated directly at baseband by the DSP 210. In

25 another embodiment of the RF circuit 214, the quadrature branch 313 is
omitted.

Figure 4 is block diagram of the transmitter portion of the RF circuit

214 in accordance with the first embodiment of the invention. As described

above, the ISO Type A smart card communication protocol requires a 100%

30 Modified Miller modulation in transmissions from the SCCD 104 to the smart

card 106. When a message using the Type A protocol is transmitted, a Type

A modulator 402 modulates the LO 404 based on signals transmitted from

the DSP 210. The Type A modulator 402 pulses the LO signal produced by

the LO 404 in accordance with the data to be transmitted and the Type A

35 protocol. The Type A transmission signal is amplified by a amplifier driver

stage (driver) 406 before it is amplified by a power amplifier (PA) 408. In



PCT/ USO0/ 07434 messages in accordance with a plurality of smart card
conmuni'cation protocols indicated by the polling paraneters until. The
m cr o- cont @) do@¥71208 continually polls the conmuni cati on ghamegbrasdti | a
val i d acknow edgnment nessage is received while resolving any nessage
collisions. 5 After a valid acknow edgnent nessage is received at the SCCD
104, the SCCD 104 sends a nessage to t1 _master nodul e 107 reporting the
type of smart card that is present at Step 1014. Since the nmaster nodul e
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sent by t hethsdHst sowopimend; Sp¢ Jry§s %@@rﬁf‘éy@%?n@gﬁ?\@a\ﬁh? REEmstelyo sever al
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conmuni cati BQrtiB[J%F ?:991!em 100 requirements.

Figure 5 is a block diagram of a functional representation of the
demodulation implementation in the DSP 210 for a Type A smart card
communication protocol in accordance with the first embodiment of the

35 invention. The functional blocks shown in Figure 5 are included for
illustrative purposes and the function of each of the blocks is performed



20 The SCCD 104 determines if the transaction with the smart card is over
at step 1030. If a end of transaction nessage is received formthe naster
nodul e 107mh,3q5,g;-g;-j ng that the transaction is over, the np&hesooioedsyr NS to
step 1010 ere the mcro-controller 208 determines if a polling paraneter
updat e has been received. If the transaction has not ended, the 25 nethod
returns to step 1018 where communi catig{g bet ween the master nodul e 107 and
the smart card through the SCCD 104 cofitinues. Figure 11 is a flow chart of
met hod of polling a comunication channel in accordance with the first
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t he pol ling gt adleceognige grrsoinad dryall3Bef the dasendrs emfdrmetdiiatheoBSResSILage f or
each of the r Jegga Ik ' o] 1&qi B Ol

alternate en@ggi En%%?gﬁ@\%ever{‘&ﬁ%gg’gﬁ %gﬁgag??rglﬁﬁatbg; 'g '\ba(rsﬁeergbger may be
adapt abl e t ERPRAPEALR t i ons experienced by the SCCD 104. For exanple, if

t he SCCp 104 det éctis knoatn, ahpdiypeAllsarart yrd aimreoaickticapdotosol ases| gy

det ect ed, th@§w5ﬂhew%&ddé}7or{%hmtfowrérty%ni@éaﬁoatl1idegm§a%w%é0 | ess
frequently po

| for t ot rd fn c arison to nunb f. . tines the
ot her cards S{P¥t58Id i@g t?ﬁ%’ggcgg ﬁgéd Jﬂhe élt')tﬂrtgﬁﬁ”lef 'eqﬁi\ﬂ‘%ﬁ%&% Kz
PC T/ US00/ 0A4Bith-i2 8nesbdeerdb of tb¢ camier prelquemey stlidac®HES Manmchesteby
paramet ers  Stiffh$albd ndRur %r@ﬁliitr@wélﬂ&yéﬁﬁki)f Qictek | thag LR@PI"hshidg a
connectjl n and transferri,n1g, ﬁ%t%. fAt %t pfl 2, ,the S 1Q4,retrieves the
pol | i ng (gar dFRtesPater s hefBry'e Wikt Bﬁlcf i%%'tp%tl"ﬁﬁ@?@f‘ Fni JaeM%e x
types of carstsonthhalfsiiche ditodurptibm.ed lolger €0'Xisi reptasentest by ar@rifer thf

di fferent st nQRbHtOHNUIARN A Pf Pt RHFAhS sbEdHd Mait br R mPbLRGionAt step 1
104, protoco rusm‘ger is initial At step 1106,
h

( | AL bzeg&bgssettln(gNegasl i&tC)l'
the transceiVerShPYNBr LN28° sBTPIFWYRE JEFUReT Y 197 T iR T o t he
confi gur at i csyncbranizagigntsgquenes rommthes smert ¢ard docibedRECR 1@ tviciNish snart

card coymunidine@RsRat"afOlhe 1ISDFETOREN SHHart BErdsherde digital@émdadidtbpugh t he
net hod, the receive the

rac&s§e| er hgdware is.set_to the.confi ur at1on tﬁl

first smart SEHTTIMARNE &t PETFTBISS DEBrare WoyRdT A Jiatelbinng e (0P (e
first smart (©&PY) tloainieske anteriheriotaobiy datat $ieeany psoddces py dhecdPCand) ,
therefore, tdifcd RROISEPLY Rickbadtdavaifetly Sd&Bé i Fthe@ ol fHRCRICBMindIIataibCcarri er

channel at 847.5 k At..step.1108 the mcro-controller 2 ener,ates the
Chitiati on rotel B ind bl B digtin, e pRULES P b s hisehiSad SATHS
prot ocolO Thammbedecadsstrol | er 208 retrieves fromnmenory a data string
C_Olr |r egpond: Ingdt 0 T2@ digRali Qgigélaﬁrbangémayag_e ADC it hecgi@ed acal @raq@mhgcg)l t hat
W e poll eq. S .. e niti n_m t I n
nccor dance vt SR2 SFe Ihagh withta d Qiehudbd IR 0R5%9 02 Pa04 LA 168, O o
protocol , t Heequsney &f tomseronsdde 504 is chpsan to kaithehyamehs thresalyparriar
Lmdulzgt or. Aﬁre@leena¥1i.é, 8475t kez) $CRY élr%_sdﬁf&&héﬁdaessibﬁalaoemaa?ifeh ¢iod | | ﬁi on
as curr n | n nhas
occurre g thsé'%ngirkéa} eg?%'f%?éas"]{% %%éggqa ?.ﬁtﬁg%ﬁé@eﬁ%@g%@ﬁc%@% or s
t he message €@F9 fusictian oé Sone debiredpo eitdilbt TR, wdess Fsis dhe frraiuepeY i si on
resol uti gn pFfabe dubearrisr, 2GS GG Mstdphde cffi‘de.;it Teiébﬁ&i»rﬁmg/ tbds&béhdsfculssgd
in nore detajl:, iin.: . i j Ser | , 94 iled on
30 April 1 ?“‘é‘éﬂ%‘%&fﬁg‘?’é&%@?ﬁ%r‘*%?_‘é%?‘fﬁéyfe i egrsedr\\%g) ﬁl(é?%lﬁnt?}z%fﬁ?'gee SCCD
104 det er m nE¥YssResaossadeRe wirassdiltea SQoto erpens aeise onEside ohdle pr oceeds
to step3d 1lldeswhberdzita fichaeSEyChadd4idiet eTHE bieslicér BO8 glrblesiek nbwl gy ment
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conmuni cat i oRDPrAM80(Eos MHD & the first embodiment). As is known, the bit slicer 508

produces a logic signal characterized by a series of "0"s and "1"s. The

35 digital phase locked loop (DPLL) 510 phase locks to the logic signal to
produce a bit clock signal 512. A sampler 514 samples the signal near the



WO 00/ 77717 _29 PCT/ US00/ 07434 denodul at or produces an incom ng data
stream’(i ncom ng data) as described above in reference to the various
denodul at ok doprienented in the DSP 210. the m cro-contr opd@usedoss etri eves
a valid acknow edgnment nessage corresponding to the Nth smart card

comuni cation protocol and conpares 5 the incomng data to the stored valid
acknow edgnent nessage. If the mcro-cgntroller 208 determ nes that the
incomng data is a valid acknow edgne nmessage, the nethod continues at

step 1014. Ot herw se, 't nmet hod s to ste |bed above
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conmuni cat i ffn (a:{?anfr?\%_ ea@s?'ag% %&b%ﬁ%}hr tf]?qi %g%@g gurg ﬁ% IS a fl ow
chart of a FRIMELBigNa! b5 oy t&?‘n’ﬁyn%o PHB"GS thesrhassmhiteefhP Lefer@at i on in
accordance i tshifjértedi insd webadbrarich 6D6L heAi digral iiow. pdss dxget ad1ed above,
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dat a channe e rnit cent ra nput er
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standard powe saf e code
after | oadi ﬁd'?queln%rﬁ tm@ EEPP EEPRARA Kt Hi&ep3 f'ZW i'héh‘b =210
det er m nes efmbedimeant).cThe ORLLVE 1t£h|ot:heomocme lcgultsﬁgﬂdl prod2@8d dyethb®itng

performed vaiddleny {d { §$§ %ﬂclS@P%% extafl IS Y8lshrh ?égrfﬂéﬁ?g%“ OI t the

wth the mcro-contro rocedure conti nues at
val i d commﬁ‘igea‘t‘i%ﬁ’l@da% aé%!'f signalshatyis fomwandsditosthedmiceo GBHE’PW?Ie%O%tt step
1212. The lock time of the Costas loop 602 depends on the value of @,

Since the 1SO standard for Type B smart cards allows for at least 15 bit
periods of a logic high period before data is transmitted, the Costas loop
30 should preferably be implemented to have a lock time less than 15 bit
periods. In the first embodiment, the first transition from high to low is used

to synchronize the phase, ® of the Costas loop 606.
Figure 7 is block diagram of a third type of demodulator 700 suitabie
for demodulating a signal modulated in accordance with the third smart card
35 communication protocol. A FIR filter 702 filters the baseband signal received
from the RF circuit 214 that has a frequency determined by the ADC and a



At step 1208, the DSP 210 re-prograns the mcro-controller 208 with the
safe code by repI aci ng the code in the EEPROM 228 with the safe ‘code. 'The
procedure cgRjdoR at step 1210 where the systemis resetpcrifshFsradane
reset, the system retur ns to step 1204 where the safe code is | oaded and 15
run again. At step 1212 the DSP 210 determnes if the cyclic redundancy
check (CRC) is valid for the new code. |f the CRCis not valid an error
flag is set at step 1214 and the proce@.?re continues with the main program
execution at step 1218. 20 If the CRC.is valid, the new code is |oaded from
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Cr anem 28 ng" g veehePaRioRralsubStsaclnif fenyl flormir R B dr Bl be
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protocol s by nodi Ayiiag 9dnetﬁ@ﬁlestéi rhmla)saﬂréaues%aﬁh%mmagr&tsmen system
100, therefoeesu@su? fF’o"rﬁﬂ*’f‘e ”R%‘afdégrﬂ .‘%' eQ'/ Ss‘é?*%é’é‘rb%”d met hod

for establis mruni cat 1 on ween e system
102 and a snﬁrqsrearteammuswwgaawydeweeeerfarrm afiagn@ythﬁesémetteeam

conmuni Gat i OthePEGHAIGEM 6f thd BECDETDI R RESeidRg tHBFeddes@iopmShedst present
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view of thesé Yeach ngs efr sons reciate Wrtlh& anong
t he vari ous mearmﬁw tihmqmt?cat\ewnm@oe lem aeﬁd’&ﬁsarahmetq*m chaene!
el enents may2be. arranged in ot her vvays to produce simlar results. For

exanpl e, other ty cessor ogi as_FP
Progr amabl e Logi 'gﬁf)e et%rmlnmg ¥ the gC%Dsq%Q- 15 opergﬁﬁg sufﬁcugﬁ)tlly, the

35 master module 107 sends a polling parameter update to the micro-controller
208 at step 906. The polling parameters, in the first embodiment include the



35 (CPLD) can be used to facilitate the functionality of the DSP 210 or

m crocontrolter 208 w thout departing fromthe scope of the invention. WO
00/ 77717 PQGJd bipR9(-07434 -32 Therefore, this invention is perosolhsssted only
by the follow ng clainms, which include all such other enbodi nents and

nmodi fications when viewed in conjunction wth the above specification and
acconpanyi ng draw ngs. WO 00/ 77717 - CLAI M5 PCTNS00/ 07434 1. A nethod

of establishing a comunication |ink bgtween a communication device and a
smart card adapted to conmmuni cate usi n% a 5 valid smart card conmuni cati on

protocol , whéesi4f snprt ¢ardsdthahehqu!d e ol edrRIGA LS MHIPdoV BR HEHPIF-AN¥he of a
plurality obuspimst aceaardiono mmmberatfororolis@nocedaytidreaechaiigoes ceepr irsi ng t he

steps of : tLansEhidd NP idld by ofkrlaM LiAtd MmTRR3AER Protfaer € N each of

plurality of 1nifiation nessages corresponds to each of the plurality of
smart 10 card prGtdEsne & VPG Hif RAIARAT BAGHERMAYERE/HER 2iVATIEWc or dance
Wi th thé& vabf daerrdr isstraktamsnfonpeebimoimgprthetpdlolg furetichheFanevampder d; and

establ i shing, ¢ Dﬁlaﬁgggwﬁ%rézmeﬁ%gdh%ﬁ bpmngf;@qyg%éecknafaaﬁﬁg ¢R Hattern

comuni cati on pr ot n accordance with claim1l wherein
the step of fRFtaRSHIARS IRYouaTprherBoling &tRAYING sSqFUERSAPRIATR St M@V Reural ity
of initiati partivessygeseftihimoogihraunsdatghesysoemenvioerei @ne ammelte s2@rt3. A

met hod in aggor AR WirhR & AHD SniRefdh BothEurit&RoPbrdt8E8E \Hrd JareRTPr | Ses
the step of receiving thr?e %ﬂf% d nt fressa eet_hroztaljr h tthe. sin e
communiiCat | SRECRIRSRAY e RO ROA- | P EelPASRBEoIFS RO @M R ToWHEGi n t he
step of 25 thaBE€RDt1Phtp pohipra sEsichbetisttaloss efivalty polkerchttiyng o smartst
initiation FRRFAULISE FRLRBHEARGSRs Yol thedafd fyiles DTBIMart 8R/HSPT Ot OCOl ;
At step 908, the master module 107 instructs the micro-controller
208 to begin the polling procedure. The SCCD 104 performs the polling
15 procedure in accordance with the polling parameters after receiving the
instruction. The SCCD 104 continues the polling procedure until receiving
a different instruction from the master module 107 or until it determines that
a smart card is present that is using a valid smart card communication
protocol.
20 At step 910, the master module 107 receives a message from the
SCCD 104 identifying the smart card communication protocol of the present
smart card.
The master module 107 is configured to receive the indicated smart
card communication protocol at step 912. As explained above, the master
25 module 107 receives the incoming data sent from the smart card that has
been demodulated by the SCCD 104. Accordingly, the differences between
the master module 107 configurations are due to the differences in the
particular data protocols as transmitted by the SCCD 104 to the master
module 107 and are not due to the different modulation schemes of the
30 various smart card communication protocols.
At step 914, the master module 107 requests the incoming data to be
transmitted from the SCCD 104.
At step 916, the master module 107 receives the incoming data
acquired by the SCCD 104 from the smart card. As explained in more detail
35 below, the SCCD 104 receives the incoming RF signal from the smart card,
demaodulates it using the appropriate demodulation technique, and transmits



monitoring, for a first predetermned tinme, the comunication channel for a
first acknow edgnent nmessage in accordance with the first 30 smart card

comuni cati Qi daf#h9col ; transmtting a second initiation If@ﬁﬁggﬁmbﬂ
accordance with a second smart card communication protocol; nmonitoring, for

a second predeterm ned tine, the communication channel for a second

acknow edgnent nessage in 35 accordance2 W th the second smart card

comuni cati on protocol; and wo oon77i%# > 34 PCT/US00/ 07434 repeating the
st eps of transmttl n% the first initiation nessa onng t he channel

for the firstea@RHENGHGRATING ARGy ENe MastRIneet 19?1é“§h€cﬂ?(ﬂ’“?9ﬂatt? ation
nessage and toomiat.ofihagnadter modulent TAte ooy eshthadalta iaddect be tise8000 104

acknow edgnemth@eﬁé&mﬁg%&a borlthhsAaKNOMLEHHIE o IRSHER: %n@?@?&&'ance
with the valid smart card com*mnl(ﬁ_jatl opg{)rot 0CO S receive A net hod

i n accor danc®CRIMENtRA BHIR INGRNUPSi 4PlRhe Mok E%PICe NS HIASTSF TYodwe 107
comuni cat i omnpackk tlenpdatsebotrheargt graskets: tieat aldy dieveg baes oosedhi foat | on

l'ink bet Weentrangm%&%rn ﬂmswe% mdemeégna rmaaereaws U DGk HIBE irs R drt Car d
conmmuni cati on ErOtOC ) tabl i sh |n§qa second at a COHﬂUﬂI%?tIOﬂ

between the Wi ’F&Pg%ﬁu‘faé'%{ﬁ&a{an%m&%?ﬂ'? SAG MR giiP {EnSTRE hod i n
accor dance \ihchmagigdataSrethdheiSeGhaO04ttepheimasierawodblei KW agd theeefore

communi cat i Oﬁhe| reegptlp&{ m&ow&s.ﬁ@& e .ﬁedmtr% and a% f&%nﬁwme seceh fO4Pri ses

th t Wt h t h lid
smar . caPa cBHTHY P RBET E Gos DIPAR Foo g oramaen e
accor dance V\ﬁ;@ﬁDt h‘é4\aamthemmt@r maddlectddruni cati on protocol; and 20

denodul ating the Aﬂ”@t@F‘Qﬁ@ sﬁ@maktelrﬁ]cﬁm@udaae@o&stﬂﬂevﬁddrﬁﬁngmfé uéiﬁéd
connunlcatlon proto

shing a conmuni c i nk
between a cehy pr%%f%ﬁf%?ur%gﬂéﬁeaﬁ& eéfpi abcoé’led & RAStEHMATHIS cL‘??on li nk
using a 25 vf@IrWGfdﬁrﬁ\etln@@fﬂd‘chﬁWﬂltbalabBprﬂtﬁ%ﬁmllrlt\oﬁewcmb@sm poyhef smart
card comguni :aaérhm.ow@émmh%d tbhﬂe mﬁééi@.dn@@mrwv mﬁarﬁ e SCORS10h; polling a

communi cation chagnel _usin it ati,an
protocol s; ident ?ﬂ‘yl agf re"q?/(g 'Fd@ﬁgr?%ﬁ?s e °r‘1“ E%tqng%r%? é&?’ when 30
a valid acknboy éébﬁéﬂduﬁﬁgﬁ%géaﬁ’@t@@%@ ma@m@m phdoroedrimadditioon

channel ; andicesityabthes trdangatiiénsCOENHME €8 tbeOdbrhpiBledoBistRiesn the iredpiihg card and
the central sQ{qput er system t hrough the communication channel using the

valid smart Ccard conmuni cati on protocol.
20 At step 920, the master module 107 encodes the outgoing data to be

transmitted to the smart card using the appropriate security device. As
explained above, the controller 226 selects the appropriate security device
{220-224) with the digital switch 218.
At step 924, the master module 107 determines if the transaction
25 with the smart card has concluded. When all the steps of the particular
communication flow program for the present smart card 106 have been
validly performed and all CRCs and checksums are determined to be valid,
the master module 107 determines that the transaction is complete. If the
transaction is over, the method returns to step 906 where any changes to
30 the polling parameters can be made by updating the polling parameters. |f
the transaction 1s not over, the method continues communicate with the
smart card by returning to step 916.
Figure 10 is a flow chart of a method for establishing a communication
link between the master module 107 and a smart card performed in the
35 smart card communication device in accordance with the first embodiment
of the invention. At step 1002, the micro-controller 208 establishes



WO 00l 77717 PCT/ US00/ 07434 -35 8. A nethod of establishing a comunication
link in accordance with claim7 wherein the step of polling the

communi cat ivagedyaanel conprises: receiving a poll nessagepéroshoargentral
conput er system the nessage 5 identifying the plurality of smart card

communi cation protocols; instructing a digital signal processor to generate
an initiation nessage in accordance V\A%E a smart card commruni cation
protocol of the plurality of smart car@ conmmuni cation protocols;
configuring transceiver hardware in accordance with the smart card 10
conmuni cat i GRMPPUHIBRHN Withaernasienga ﬁ'ﬁhim @ﬁ%%@r@eﬂﬁ dtish t he
conmuni cat i ahe aharmnedntrolier 208yexchangdahessagre ddamifyingeandosklastsaritet ed wit h
the smart caychi QHRRY; 3t AMRiRL§EPcol unl ess the valid acknow edgment
nmessage is 1 5 received; and re ting, for another smayt card

communi cati on pr 6t &§ER %‘P‘?ﬂ(ﬂ’é ﬁfqueﬁallol"trﬁc@YG%T%'PS%‘&\?%O%{SHW%F@éﬁt%

prot ocolss, theddé €37 ab persénmudahe ndjagromatici tasti ng hehmid¢roanmsewilee208ar dwar e,

transm ttingeddifed Bi hb&ddRMHIBESGRIRe BRMURLLIA intefale iASREIIMtH
accordance wth clai g Cg;c.%'ther flcogrg_'rpr. t he st

i nconi ng radM6"F F¥Y dnaer ad'laé’lé‘fnﬁgﬁdteﬂ'B%ﬁ%'&@%ﬁgwth% Hgftgnpr oduce
a shifted siegraldimgst themoaster mypduleel Ghséncsinglegnedsage rdicatgig thiat hegnal ; and
denodul at i ngjiddestlt tédrahodidcBtBpertshniil f SedtRStedrhBodiRRNSSTRY lufedtyor
communi cation protocol . 10. A pethod in..accordance with claim9 erein the
crep or B0 SRRy NP REBRNAUE R UG W B e et PhHH ROREIPsaRd t he st ep
of shifting the AtcerpntO@&dihe GGy perfgrak the diabnsstianestt r dguency
b?ndwi ]git hh' ]}Iteécritﬁ;[dggélbﬁﬂiri ﬁwo@&%gﬂ@ﬁ]@@ r¥feEdIc SrRb I8y Qzldslb&hsafmmg\tr,@rhn E he f
hi Tt ng" 35 'PHE P HETHHTIIG MedPaepraalerE S ottt Fernne crvistiby * o
bandw dt h. havgware and-softwa@ functions.
15 At step 1008, the SCCD 104 reports the results of the diagnostic test
to the master module 107. After acquiring the test results of the diagnostic
test, the micro-controller 208 formats and transmits the test results to the
master module 107 through the communication interface and the data
channel.
20 At step 1009, the SCCD 104 determines if a polling parameter update
has been received from the master module 107. The micro-controller 208
receives a message through the communication interface transmitted by the
master module 107 through the data channei indicating parameters for the
polling procedure. As discussed above, the polling parameters include the
25 number and type of smart cards that should be polied in addition to a random
number necessary for anti-collision procedures of the third type of smart card
communication protocol. In alternate embodiments other parameters may be
included. If no polling parameters have been received the micro-controller
208 uses the last poling parameters sent that are stored in memory and
30 continues at step 1012. If a polling parameter update has been received, the
method proceeds to step 1010 where the polling parameters are updates in
memory.
At step 1012, the SCCD 104 performs the polling procedure to
determine the smart card communication protocol used by a present smart
35 card. As described more detail below in reference to Figure 11, the micro-
controller 208 polls the communication channel using a plurality of initiation



pcTnJSOO o~a3a 12. A nethod of establishing a communication |ink between a
communi cati on device and a smart card adapted to communi cate using valid
smart card gggppHcati on protocol, wherein the valid smarpcs@bsbior43s
comuni cation protocol is one of a plurality of smart card comrunication 5
protocols, the nmethod conprising the steps of: sequentially transmtting a
plurality of initiation nmessages, wheregi.n each of plurality of initiation
nmessages corresponds to each of the pfélﬁaﬂty of smart card protocols;

nmoni toring a communi cati on channel for an ackpow edgnent 10 nessage

cor r espondi nMyesR9I§AeNofCtHEN MU 13 PUHralitysP SHéﬁ’Bg‘ﬁF‘gtCSEHT‘E"'ﬁﬁY%I‘ an
acknowl edgnesrbtomdsmgeated by tor phlitaepatattetersential Thie it coogotler 208

communi cat i 0L, RI-RLMF Poils $hd 6/ G atRMcitstrRPUhaNk Relid BekCaNIBagieat i on | i nk
using the valid smart careg%gvzﬂggg%ﬂqatlon protocols, 15 13. A smart card
i

comuni cat i oNeERAASE "GV YI§9 2N¥ JRRERAOELOISIPNSt nk bet ween a smart
card andSa conputAster a halicsasknowdedamentmassageatis oreied ahe $GHD 40dg: a

transcei ver f{avéngpalgaserld @ MmbLdhgeUotHeeMRARSTI HBdlLIe DT PdHdrhg #Re Si gnal ;
a digital signal el OC?SS%%B‘%’SU?I ed t? the tmgéc%ver' a _contro Gﬁr coupl ed
to the digi t YPeSA AT 5P dr PEFE"E AB StPahELEi IPCS tNRMASH MP9HYF adapt ed
to generate t10@ kaminfofmsgiignhain bdsel somard gardirtybes yarefbeimgrioliedr dhe

communi cat i opeps O&Qk% 1R SEED AoaNBFdIa I sFOEUBHhGANNG WIHEY bRE of N
accor dan8e wth q aiml

erein.the controller is furfher adapted to
et r uchOr neSeeg shars € rh ORIl T8 eRih b a6k b PP BTG A el
recei ved by tdrd. thoaexewmipleara twp bt coessage eaniberseany éingitatingl whichodf fommrt card
conmmuni cat i gk HafE & fos plled hashesRBHLINGAr d communi cation device in
accordance with CA aitm 1v41qbgisr&é§qowraengiceis eI ceorrgrei es: 18 radti 0
frequency transmittarradapt 68 s GenerarsSyRs e terariher tearty!
a radi o frequedelp TRt esquesting dlpe Bgorvngidetast variations in the
el ectromsgnetic fAesdp 10MDtBB/SCOM 104 demodulates the incoming signal from

the smart card in accordance with the valid smart card communication

and 35

protocol. As described above, the incoming RF signal is received through the
antenna assembly and radio frequency circuit. Since the configuration of the
transceiver hardware is set properly to receive the valid smart card

20 communication protocol, the configuration is not changed. Further, the
demodulator used to demodulate the incoming RF signal after it is received
by the transceiver hardware is the appropriate demodulator for demodulating
messages sent from the smart card. Therefore, the incoming RF signal is
received through the transceiver hardware and demodulated by the

25 appropriate demodulator in the DSP 210 to produce the incoming data
stream of bits (incoming data).

At step 1020, the micro-controller 208 formats the incoming data for
transmission to the master module 107. The micro-controller 208 arranges
the incoming data into packets and adds any appropriate headers to the

30 packets. Those skilled the art will recognize the various schemes that can
be used to format and transmit the incoming data and that the chosen format
is chosen in accordance with the particular communication system and data

channel.



-37 PCT/USO0/ 07434 16. A smart card conmuni cati on device in accordance with
claim15 wherein the radi o frequency receiver conprises: a first

configuratiwgekspd on the control signal and adapted to sbriskood7iat a
signal nodul ated onto an incomng radio frequency signal to a 5 first

desired frequency bandw dth; and a second configuration based on the
control signal and adapted to shift thg data signal to a second desired
frequency bandwi dth. 17. A smart card Srmuni cation device in accordance

with claim1l0 1 6, whereipn_the digital signal processor co ises: a first
denodul at or adapf8dste8 ﬁg%dﬁm%tf%g‘i‘%e%ﬂ%“%'f‘gn%ﬁtaﬁﬁo?ﬂﬂtséﬂ'% th&hs ecei ver
I N accor danceastet imodufel TGT. After progeerig foonattingche irconpngtetpthomidrhe

plurality of oﬁﬂgn&r %red &%;mz bRy RizP4 %%Lgh the @at3 8GR | at or

adapted to ul ate 6 ta signal”™in accordance with a second smart
card comuni@2RIFOR t“!ﬁ?.) bl of the plurality of smart card conmunication
protocol%. 18. AAetrmem 10244 tico mutguiatiat@ns decdived framateomdstec enavduidy ¢l ai m
20 17, wheregj ﬂggﬁgg Lt,r]gha sthdrdl.f requency bandwi dth is a baseband

frequency bandw second desired fre enc
subcarrier frequ E?/teBa df‘ﬁw'ig?”lgagatﬂ g mat WW&M Jﬁh"olew ce in
accordance wicho-comiroiiet 208 hameves aine additibnall headers afidifoineats atlepta¢al t o

receive a p||W034Hetébp95pﬁﬁm95]§trtaﬁﬂmh§t eaﬁfb@rmmme% m%cbmhey%wg the
or one, or nore ein each, snart card

control po

corres pt(ﬁ 8 Vé'h g sgtart ﬁ%'dSWBFWP&ia“PQ %Ptqé:ﬁg?‘t' té%{?sd“'éﬁ'ﬁﬂdﬁutéﬁﬁ”b?’ft
protocols. 2@rd.A smart card comuni cati on device for conmunicating with a
smart card using teValtglingB4ta ﬁ?éadn GRETLLYACBY ItAB Rices-e6/tromdr ZoPligral ity

of STart card cqmuunl ¢aL Lo RO AC 8l Samb 1% 7 Ho8a QIR G441 e 0B 001 77717

210 uses the appropriate signal modulator to modulate the outgoing data in

15 accordance with the valid smart card communication protocol. if a Type A
card is present, for example, the DSP 210 forwards the outgoing data to the
Type A modulator 402. The resulting modulated data is amplified by the
driver 406 and the PA 406 and transmitted through the antenna to the smart
card in accordance with the Type A smart card communication protocol.

20 The SCCD 104 determines if the transaction with the smart card is
over at step 1030. If a end of transaction message is received form the
master module 107 indicating that the transaction is over, the method
returns to step 1010 where the micro-controller 208 determines if a polling
parameter update has been received. If the transaction has not ended, the

25 method returns to step 1018 where communication between the master
module 107 and the smart card through the SCCD 104 continues.

Figure 11 is a flow chart of method of polling a communication
channel in accordance with the first embodiment of the invention. As
explained above, in the first embodiment, the polling procedure sequentially

30  transmits an initiation message for each of the smart card communication
protocols that are polled. In alternate embodiment, however, the polling
pattern may be varied or may be adaptable to the conditions experienced by
the SCCD 104. For example, if the SCCD 104 detects that a particular type
of smart card is rarely detected, the master module 107 my modify the

35 polling sequence to less frequently poll for that type of card in comparison
to number of times the other cards are polled. Those skilled in art will



PCT/ US00/ 07434 a digital signal processor adapted to generate a plurality
of initiation nessages wherein each of the initiation nessages is in
accordance Wwdddseaeh of the plurality of smart card comuipicgaisbdiiiaas
protocols; and a transceiver coupled to the digital signal processor and
adapted 5 to transmt the plurality of initiation nessages in accordance
with a nodul ati on type correspondi ng tg an initiation nessage of the
plurality of initiation messages corre ﬁo'ndi ng to a first smart card
comuni cation protocol of the plurality of smart card conmuni cation

prot ocol s. 1'6623”'Z%tﬁ?tgF'leaP°'§F§r?éﬂ“ﬁ'?‘&?cé'ssB'BfteechYpPF@mfﬁersaSquhr a¢ the
denodul at or radgipdwed tinee alevoetUitoatpelliagfastattlishimgantorgreddd a and graakfdrring
accordance wiih a first smart card communication protocol; and a second
denodul at or adapted to denpdul ate a second i ncomi ng data signal in

accordance with &s8€8nt S4eiie EFH WhReiHeYSR TN mErIRElers From A
di gital Si gmakmprpc@bseolling pacooetdenioeludietthe & ypes 21 cérdstthar shoaitpbe sing a

third denod &lFeQrwﬁ egtﬁ@t&%nngmbax Sf@,f’fet?bﬁt‘jsr'ngptoégraQ:o%@m%%ﬂml in

accor dance WI th a third %a‘r comuni cation protocol A digital
signal pr oce%’%?cqgh 6’25" th claim22 wherein: the first denodul ator
is a split phase Atestedul 1didrprathept sdmber teinddilized by tsketing Nsdéquahtom ng dat a

si gnal nodul at ed Asigpg, amrddt%ensdhgéé.v&emmmdw ati %' e‘h%rsﬁg tless
and 25 t he second is a or

smart C{fl m? as |l.oop de

adapt ed {’o RAERFAPREIRTt AR IR AT igHEHPﬁ”ng’eﬂ‘é‘f%d sﬁ ﬁa?e'%dmeafwsué
anpl i t ude shadcprdangierg timplith st\armnarfdxrorumnb@@tlbesmtsn@!r {Theeafds, d@ring A radi o
frequency cighgUirkt eqaettﬁ%m&r@%@mcj@hhaqr@.ségvepnmaw&at.g %et ké @Kevv'th a

d
e bcore B Bsgend sRe P sriart Strs iy St PEORA S A 48 at i on

based on a cfinst eaibogdirgent! . thadiradapegdard cauquum'eafaprdatcaomlgﬂahe fepell at ed
ont 0 an16 NCoRIpAGtotadary, fthBRYSHRC YheSirgNsteivel AFRRARAB &BnTiglifdddofrbé&le STRI

card com‘rum atl rot ocol t rality 35 of smart card communi cati on
pr ot ocol s; %ﬁﬂp%/:%%e} ﬁ%%)‘%mm 39 a second configuration based
on the control siAfngterarld Gidapteednicte-eenfedltee 208ageneshigsathendhitiptioed on to

the i ncom ngmesdtige cforn%ay@mug ) m@NtH é}naﬁcctmia&%ﬁw.ééi.oa prBfcefl sRAErt card
conmuni cat i on roto

o otocol . ShisEb-2affRlieion BeByet Ro theftord T dte o GaMAPTIN IS 24,
wher ei n2@he mﬁrlemlaagnm@;ﬂa@ femthearasticyes peptatdahatwilpbedotled.shift the data -

signal to a basebardtép ague)aye hsifidtion message is transmitted in accordance
with the Nth smart card communication protocol. For the Type A protocol,

the initiation message is transmitted through the Type A modulator.
At step 1112, the SCCD 104 determines if a message collision has
25 occurred. If the SCCD 104 determines that a message collision has
occurred, the method precedes to step 1114 where the SCCD 104 performs
the message coliision resolution procedure. The details of the collision
resolution procedure in accordance with the first embodiment is discussed
in more detail in U.S. Patent Application Serial Number 08/825,940 filed on

30 April 1, 1997 which is incorporated by reference herein.

If the SCCD 104 determines that message collision has not occurred,
the method proceeds to step 1116 wherein the SCCD 104 determines if a
valid acknowledgment message in accordance with the Nth smart card
communication protocol has been received. The incoming RF signal
35 transmitted from the smart card is demodulated using the demodulator
corresponding to the Nth smart card communication protocol. The



10 26. A radio frequency circuit in accordance with claim25, wherein the
second ‘confiduration conprises a filter coupled to an output of the m xer,
the filter vawirnga frequency response mnim zing signal spopusiosessa
subcarrier bandwi dth. 15 27. A radio frequency circuit in accordance with
claim26, further conprising: a analog to digital converter; and a switch
adapted to couple the output of the m_'? r to the analog to digital
converter in a first node and adapted to coupl e an out put 20 of the filter
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second node.? ircuit arm 28
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port of the 35 swist@dscribed\@bO0d ihréteteRéd td EIGURY 0TAGHA SE0B0 0OAsEsdl &

frequengy cifcll %get ¥ fiidls Pear M’é%ﬁe hmngoﬁ’@%ﬁ%& Brt é’%régpese%t adapt ed

to recelve a con cat I‘St
corr espondi rij step 301 I4ea % %i‘eihqu@"% g tegleq bb?ﬁrwheeeﬁmmrnwepa@n ?on
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communi cat i QN ZGRGIT, re%%lrené? %?Etbg)g %1&%5@%&&‘ Wﬁhhe Fohon-cont act
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conmmuni THit | gRitdeivh etEsshg@naRiskht BGrédter tHaRk Ppeedbabaninbdwadit pericdl fgast er

modul e thr Outgg s%aqf’%ﬁd%%ﬁnﬂﬂllnibation protocol N. If the time is not greater than the
predetermined wait period, the method continues to monitor the
communication channel by returning to step 1112.
If the time is greater than the predetermined wait period, the method
20 proceeds to step 1124 where N is incremented by 1.

At step 1126, the SCCD 104 determines is N is greater than X. If N
is greater is than X, indicating that each of the smart card communication
protocols has been polled, the method returns to step 1104 where N is reset
to one and the method continues the polling procedure.

25 If the N is not greater than X, the method returns to step 1106. At
step 1106, the transceiver hardware is set to the new Nth configuration and
the procedure continues using the new value of N.

Therefore, the SCCD 104 sets the transceiver hardware to the

appropriate (Nth) configuration at step 1106 SCCD 104, sends an initiation
30 message at step 1110 and monitors the communication channel at steps
1112 through 1122,

Figure 12 is a flow chart of a method of re-programming the SCCD
104 from a remote location in accordance with the first embodiment of the
invention. As explained above, the code in the DSP 210 is changed by the

35 master module 107 through the data channel 204. The procedure may be
initiated by the central computer system 102 or computer 113. Further, the



identifying fromthe incom ng data signal a smart card communication
protocol; 15 transmitting an outgoing data signal through the data channel;

and nodul at {ygpedsput goi ng radi o frequency signal accordi pgriReddifs
identified smart card communi cation protocol. 20 32. A method of

comuni cating with a non-contact smart card conprising the steps of:
establishing a radi o frequency comuni g{t%tl on channel between a smart card
comuni cati on device and the non-contact” smart card; establishing a data
channel between the snmart card 25 conmuni ?ati on device and a renotel
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mast er nodul gt slepplEd 48d theeoveddre continues with the main program execution

at step 1218.
20 If the CRC is valid, the new code is loaded from the DSP EEPROM 228
and run at step 1216. The procedure continues at step 1218.

At step 1220, the DSP 210 determines if the micro-controller 208 will
be re-programed with new code. If the micro-controlier 208 will not be re-
programmed, the procedure returns to step 1218. Otherwise, the procedure

25 continues at step 1222,

At step 1222, the flash sections of the EEPROM 228 are replaced
with the new micro-controller 208 code. At step 1224, the flash sections
are verified by a "read back” from the master module 107.

At step 1226, the micro-controller 208 is re-programed with the new

30 code from the EEPROM 228. After the micro-controller 208 is re-programed
the system is reset and the procedure returns step 1204.

At step 1228, the DSP 210 determines if the DSP 210 is to be re-
programed. {f the DSP 210 determines that there is no new code for the
DSP 210, the procedure returns to step 1218 and continues to execute the

35 main program.



storing the new code in a nenory device; and | oading the new code formthe
menory ‘devicé to a processor. 25 37. A nethod in accordance with cl ai m 36,
wherein thggwf9de facilitates the denodul ation of a sighalgobfapsm tted
in accordance with a smart card comruni cation protocol. 38. A nethod in
accordance with claim 36, wherein the nenory 30 device is an electrically
erasabl e programabl e read only nenory device. 39. A nethod n accordance
with claim 36, wherein the nenory devitk-is a ferro-electric random access
menory device. .A .AlIsE .Al.A . A A5 . A ASE . A5 2 . AyHsE . AfH. As. Ae. AE . A@H
Ay5s Ay5" 2 Ay5§he ﬂ%&ctm of thexDSPEEEPREIM 1/%/2%Qre m@d@ withgbe nepssy. A E
Y DSP code at step 1230 if it is determined that the DSP 210 is to be re-
programed.
At step 1232, the flash sections are verified and the system is reset
5 at step 1210. The procedure continues at step 1204,
New code is transmitted from a remote source and loaded into the
appropriate flash sections of the DSP EEPROM 230. The code is loaded and
run and if necessary code is loaded onto the flash sections of the micro-
controller EEPROM 228. If valid communications can not be established, the
10 processors load and execute safe code. In this way, complete system
failures due to inadequate, faulty, or incomplete code are reduced. New
code can be loaded to modify a variety of functions typically controlled by
either the DSP 210 or the micro-controller 208, The new code can be
dynamically loaded to a specific SCCD 104 or a plurality of SCCD 104
15 depending on the particular requirements of the system and the reason for
the new code.
A plurality of smart card types can be linked to the master module 107
and the central computer system 102 by implementing a plurality of
demodulation and modulation methods in accordance with a plurality of
20 smart card communication protocols. The configuration of transceiver
hardware 212 can also be modified to facilitate the receiving from or
transmitting to different types of smart cards 106,
The SCCD 104 can be re-programed to communicate using additional
smart card communication protocols by modifying the code in the DSP 210.
25 The communication system 100, therefore, provides a dynamic and flexible
device, system and method for establishing a communication link between
the central computer system 102 and a smart card 106 using any one of a
plurality of smart card communication protocols.
Other embodiments and modifications of the present invention will
30 occur readily to those of ordinary skili in the art in view of these teachings.
Such persons will appreciate the symmetries among the various
embodiments illustrated above and understand that their elements may be
arranged in other ways to produce similar results. For example, other types
processors or logic such as FPGAs or Complex Programmable Logic Devices
35 {CPLD) can be used to facilitate the functionality of the DSP 210 or micro-
controller 208 without departing from the scope of the invention,
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establishing the communication link using the valid smart card
communication protocol.

15
2. A method in accordance with claim 1 wherein the step of
transmitting comprises the step of transmitting the plurality of initiation
messages through a single communication channel.
20 3. A method in accordance with claim 2 wherein the step of

receiving comprises the step of receiving the acknowledgment message
through the single communication channel.

4. A method in accordance with claim 1 wherein the step of
25 transmitting comprises the steps of:
transmitting a first initiation message in accordance with a first
smart card protocol;
monitoring, for a first predetermined time, the communication
channel for a first acknowledgment message in accordance with the first
30 smart card communication protocaol;
transmitting a second initiation message in accordance with a
second smart card communication protocol;
monitoring, for a second predetermined time, the
communication channel for a second acknowledgment message in
35 accordance with the second smart card communication protocol; and
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establishing a communication link between a master module and the
10 smart card using the smart card communication protocol; and
establishing a second data communication link between the master
module and the central computer system.

6. A method in accordance with claim 5 wherein the step of
15 establishing the communication link between the master module and the
smart card comprises the steps of:
configuring transceiver hardware in accordance with the valid
smart card communication protocol to acquire an incoming signal In
accordance with the valid smart card communication protocol; and
20 demodulating the incoming signal in accordance with valid smart
card communication protocol.

7. A method of establishing a communication fink between a
central computer system and a smart card, the communication link using a
25 valid smart card communication protocol of a plurality of smart card
communication protocols, the method comprising the steps of:
polling a communication channel using a plurality of smart card
communication protocols;
identifying the valid smart card communication protoco! when
30 a valid acknowledgment message is received through the communication
channel; and
establishing the communication link between the smart card and
the central computer system through the communication channel using the
valid smart card communication protocol.
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communication protocol unless the valid acknowledgment message is

15 received; and
repeating, for another smart card communication protocol of the
plurality of smart card communication protocols, the steps of instructing,
configuring the transceiver hardware, transmitting the initiation message, and

waiting.
20
9. A method in accordance with claim 8 further comprising the
steps of:
shifting an incoming radio freqguency signal to a desired
frequency bandwidth to produce a shifted signal,
25 converting the shifted signal to a digital signal; and

demodulating the digital signal in accordance with the smart
card communication protocol.

10. A method in accordance with claim 9 wherein the step of
30 shifting an incoming radio frequency signal comprises the step of shifting the
incoming radio frequency signal to a baseband frequency bandwidth.

11. A method in accordance with claim 9 further wherein the step
of shifting the iIncoming radio frequency signal comprises the step of shifting
35 the incoming radio frequency to a subcarrier frequency bandwidth.
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an acknowledgment message in accordance with the valid smart card
communication protocol is received; and
establishing the communication link using the valid smart card
communication protocols.
15
13. A smart card communication device for establishing a
communication link between a smart card and a computer, the smart card
communication device comprising:
a transceiver having a variable structure responsive to a control
20 signal;
a digital signal processor coupled to the transceiver;
a controller coupled to the digital signal processor and the
transceiver, the controller adapted to generate the control signal based on a
plurality of smart card communication protocols.
25
14. A smart card communication device in accordance with claim
13 wherein the controller is further adapted to instruct the digital signal
processor to demodulate an incoming signal received by the transceiver in
accordance with the plurality of smart card communication protocols.
30
15. A smart card communication device in accordance with clam
14 wherein the transceiver comprises:
a radio frequency transmitter adapted to generate an
electromagnetic field; and
35 a radio frequency receiver adapted to detect variations in the
electromagnetic field.
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17. A smart card communication device in accordance with claim
10 16, wherein the digital signal processor comprises:

a first demodulator adapted to demcdulate the data signal
produced by the receiver in accordance with a first smart card
communication protoco! of the plurality of smart card communication
protocols;

15 a second demodulator adapted to demodulate the data signal in
accordance with a second smart card communication protocol of the plurality
of smart card communication protocols.

18. A smart card communication device in accordance with claim
20 17, wherein:
the first desired frequency bandwidth is a baseband frequency
bandwidth;
and the second desired frequency bandwidth is a subcarrier
frequency bandwidth.
25
19. A smart card communication device in accordance with claim
13, wherein the controller is further adapted to receive a plurality of
commands from a master module for instructing the controller to poll for one
or more smart cards, wherein each smart card corresponds to one of the
30 plurality of smart card communication protocols.

20. A smart card communication device for communicating with a
smart card using a valid smart card communication protocol of a plurality of
smart card communication protocols, the device comprising:
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modulation type corresponding to an initiation message of the plurality of
initiation messages corresponding to a first smart card communication
protocol of the plurality of smart card communication protocols.

21. A digital signal processor comprising:
a first demodulator adapted to demodulate a first incoming data
signal in accordance with a first smart card communication protocol; and
a second demodulator adapted to demodulate a second
incoming data signal in accordance with a second smart card communication
protocol.

22. A digital signal processor in accordance with claim 21 further
comprising a third demodulator adapted to demodulate a third incoming data
signal in accordance with a third smart card communication protocol.

23. A digital signal processor in accordance with claim 22 wherein:
the first demodulator is a split phase demodulator adapted to
demodulate the first incoming data signal modulated using amplitude shift
keying modulation for contactless smart cards; and
the second modulator is a Costas loop demodulator adapted to
demodulate the second incoming data signal modulated using amplitude shift
keying modulation for contactless smart cards.

24. A radio frequency circuit adapted for establishing a
communication link with a smart card using any one of a plurality of smart
card communication protocols, the radio frequency circuit comprising:

a first configuration based on a control signal and adapted to
acquire a data signal modulated onto an incoming radio frequency signal in
accordance with a first smart card communication protocol of the plurality
of smart card communication protocols; and
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the first configuration comprises a mixer adapted to shift the data signal to
a baseband frequency band.

10 26. Aradio frequency circuit in accordance with claim 25, wherein
the second configuration comprises a filter coupled to an output of the mixer,
the filter having a frequency response minimizing signals outside a subcarrier
bandwidth.

15 27. A radio fregquency circuit in accordance with claim 26, further
comprising:
a analog to digital converter; and
a switch adapted to couple the output of the mixer to the
analog to digital converter in a first mode and adapted to couple an output
20 of the filter to the analog to digital converter in a second mode.

28. A radio frequency circuit adapted for use in a smart card
communication device, the radio frequency circuit comprising:
a first mixer adapted to shift an incoming radio frequency signal
25 to a baseband frequency to produce a baseband signal;
a second mixer shifting the baseband signal to a subcarrier
frequency; and
a switch having a first input port coupled to the first mixer, a
second input port coupled to an output of the second mixer, and an output
30 port, the switch adapted to couple the first input port to the output port in
a first mode and the second port to the output port in a second mode,

29. A radio frequency circuit in accordance with claim 28 further
comprising an analog to digital converter coupled to the output port of the
35 switch.
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communication protocol;
15 transmitting an outgoing data signal through the data channel;
and
modulating an outgoing radio frequency signal according to the
identified smart card communication protocol.

20 32. A method of communicating with a non-contact smart card
comprising the steps of:
establishing a radio frequency communication channel between
a smart card communication device and the non-contact smart card;
establishing a data channel between the smart card
25 communication device and a remotely located master module; and
establishing a secure communication channel between the
master module and the smart card using a security device within the master
module.

30 33. A method in accordance with claim 32 wherein the step of
establishing the radio frequency communication channel comprises the steps
of:

demodulating an incoming radio frequency signal transmitted from the
smart card to produce an incoming bit data stream; and

35 modulating an outgoing bit data stream transmitted from the master
module to produce an outgoing radio frequency signal.
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34. A method in accordance with claim 33 wherein the step of
establishing radio frequency communication channel further comprises the
steps of:

arranging the incoming bit data stream into a plurality of
incoming data packets; and

appending a header to at least one of the plurality of incoming
data packets, the header including information indicating a security device

type.

35. A method in accordance with claam 34 wherein the step of
establishing the secure communication channel comprises the steps of:
removing the header from the at least one packet to produce the
Incoming data at the master modulie; and
routing the incoming data to the security device based on the
information included in the header, wherein the security device is one of a
plurality of security devices within the master module.

36. A method of remotely re-programming a smart card
communication device comprising the steps of:
transmitting new code through a data channel from central
computer system through a master module coupled to a network;
storing the new code in a memory device; and
loading the new code form the memory device to a processor.

37. A method in accordance with claim 36, wherein the new code
facilitates the demodulation of a signals transmitted in accordance with a
smart card communication protacol.

38. A method in accordance with claim 36, wherein the memory
device is an electrically erasable programable read only memory device.

39. A method n accordance with claim 36, wherein the memory
device is a ferro-electric random access memory device.



