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Apparatus for performing the inverse packeting

20 process, at least for high definition television (HDTV) signals must
operate a extremely high speed to process the relatively high data
rates of a HDTV signal. The present inventors, in designing
inverse packet processors found it extremely difficult to arrange
apparatus to include media error codes after detecting that a.

25 particular packet had been lost in transmission. The present
invention solves the problem of inserting media error codes in a
non-complicated manner, without incurring any timing constraints
over those constraints associated with simple inverse packet
processing.

30 The present invention is apparatus in an inverse
transport processor of the type which directs the video payloads
of respective packets to buffer memory space, for writing a media
error code at sequential first memory address locations ahead of.
each packet payload while the processor is checking for lost

35 packets. If a packet is lost, the payload is written to memory in
subsequent sequential address locations. If there is no loss of
packet, the sequential first memory address locations are simply
" overwritten by the packet payload to excise the undesired media
error code.
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FIGURE 4 is a block diagram of exemplar memory

management circuitry which may be implemented for element 17
of FIGURE 3; and

15 FIGURE 5 is a block diagram of exemplary lost packet
detection circuitry.

FIGURE 1 shows a signal stream consisting of a string

of boxes which represent signdl packets which are components of

20 a plurality of different television or interactive television
programs. These program components are assumed to be formed
of compressed data and as such the quantity of video data for
respective images is variable. The packets are of fixed length.
Packets with letters having like subscripts represent components

25 of a single program. For examplé, Vi, Aj, Di represent video, audio
and data packets and packets designated Vi, Aj, Dj, represent
video, audio and data components for program 1, and V3, A31, A3,
D3, represent video, audio 1, audio 2 and data components -of
program 3. In the upper line of the string of packets the

30 respective components of a particular program are shown -grouped
together. However there is no necessity of packets from the same
program being grouped as is indicated by the packet sequence
shown in the middle of portion of the string of packets. Nor is
there any particular order -for the sequence of occurrence of

35 respective components.

The respective packets are arranged to include a

prefix and a payload as shown in FIGURE 2. The prefix of this
example includes two 8-bit bytes comprising five fields, four (P,
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15 occurrence of a picture layer header, that is at the beginning of a
new frame.

FIGURE 3 illustrates in block form a packet
detector/selector of a digital television receiver. Signal is detected
by an antenna 10 and applied to a tuner detector, 11, which

20 extracts s a particular frequency band of received signals, and
provides baseband compressed signal in a binary format. The
frequency band is selected by the user through a microprocessor
19 by conventional methods. Nominally broadcast digital signals '
will have been error encoded using, for example, Reed-Solomon

25 forward error correcting (FEC) coding. The baseband signals will
thus be applied to a FEC decoder, 12. The FEC decoder 12 will
synchronize the received video and provide a stream of signal
packets of the type illustrated in FIGURE 1. The FEC 12 may
‘provide packets at regular intervals, or on demand, by for

30 example, memory controller 17. 1In either case a packet framing
or synchronizing signal is provided by the FEC circuit, which
indicates the times that respective packet information is
transferred from the FEC 12. ,

The detected frequency band may contain a plurality

35 of time division multiplexed programs in packet form. To be
useful, only packets from a single program should be passed to
the further circuit elements. In this example it is assumed that
the user has no knowledge of which packets to select. This




1 0 continuity count, CC, . nodulo 16, and a TOGGLE flag bit which are
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has n no&l‘%o@éﬁéf fomacpagket kmatches ths: programignide SCID, the
comparator 15 conditions a memory controller 17 to route that
packet to a predetermined location in the memory 18 for use by
the microprocessor. If the received SCID does not match the
program guide SCID, the corresponding packet is simply dumped.
20 : The microprocessor waits for a programming
command from the user via an interface 20, which is shown as a
computer keyboard but which may be a conventional remote
control, or receiver front panel switches. The user may request to
view a program provided on channel 4 (in the vernacular of -
25 analog TV systems). The microprocessor 19 is programmed to
scan the program guide list that was loaded in the memory 18 for
the respective SCID's of the channel 4 program components, and to
load these SCID's in respective other ones of the programmable
registers of the bank of registers 13 which are associated with
30 corresponding component signal processing paths.
Received packets of audio, video or data program
components, for a desired program, must ultimately be routed to
the respective audio 23, video 22, or auxiliary data 21, (24) signal
processors respectively. The exemplary system of FIGURE 3, first
35 routes the respective packets to predetermined memory locations
in the memory 18. Thereafter the respective processors 21-24 .
request the component packets from the memory 18. It should be
appreciated that the signal components are compressed and that
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In the steady state, after the program SCID's have
been stored in the programmable registers 13, the SCID's of
received signal packets are conipared with all of the SCID's in the
* 20 programmable SCID registers. If a match is made with either a
stored audio, video or data SCID, the corresponding packet
payload will be stored in the audio, video or data memory area
respectively. | |
The respective signal packets are coupled from the FEC
25 12 to the memory controller 17 via a signal decryptor 16. Only
the signal payloads are scrambled. Whether or not a packet is to
be descrambled is determined by the CF flag in the packet prefix,
and how it is to be descrambled is determined by the CS flag. If
no SCID match is had for a respective packet, the decryptor may
30 simply be disabled from passing any data. Alternatively, if there
- is no SCID match for a packet the decryptor may be allowed to |
decrypt according to its last settings and the memory write
control may be disabled to dump the respective packet.
FIGURE 4 illustrates exemplary apparatus for the ”
35 memory controller 17 shown in FIGURE 3. Each program
component is stored in a different contiguous block of the memory
.18. In addition other data, such as data generated by the

L).
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data 21, (2a)icsoprogesgoroddseora SmarteClard e(not atm»ymw abg/ stostde in of
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| ocations in the rre 8. Thereaft r t‘he respective ocessors 21-24
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registers. FEG rﬁtﬁ‘é‘%uiédittﬁ %%Bi’dr?fg#ﬁ”\/ﬁc'tﬁ% %nﬁﬁYﬁle‘?&%?@?tored
'n the 15 °%an merrelo;yegll/(?)t ce:{rcs:uilt 105 except for the higher rate HDTV
s1gnals which may be routed directly from the multiplexer 99 to
the multiplexor 104. Data is provided to the multiplexer 99 from
the decryptor 16, the smart card circuitry, the microprocessor 19,
and a source of a media error-codes 100. The term "media error
20 codes" as used herein, mean special codewords to be inserted in a
data stream, to condition the respective signal processor
(decompressor) to suspend processing until detection of a
predetermined codeword such as a start code, and then to resume
processing in accordance with the e.g. start code.
25 Memory addresses are provided to the multiplexor
105 from program addressing circuitry 79-97, from the
microprocessor 19, from the Smart Card apparatus (not shown)
and possibly from other auxiliary devices. Selection of the
particular address at any particular time period is controlled by a
30 direct memory access DMA, circuit 98. The SCID control signals
‘and "data needed" signals from respective signal processors are
- applied to the DMA 98, and responsive thereto, memory access
contention is arbitrated. The DMA 98 cooperates with a Service
Pointer Controller 93, to provide the appropriate read or write °
35 addresses for respective program signal components.
"The respective addresses for the various signal
component memory blocks are generated by four groups of
program component oOr service pointer registers 83, 87, 88, and
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settings and'the nenpry wite control nmay be disabled to dunp the
respective packet. Filberdast jaddress: pointessefan sespassive hloeks giret he 35

menory congigebd in the SHENER o sEhiBErebiskeds N3B! Gaeafof @aRANPOEertilSt ored in
a different contiguous block qf the nmenpry 18. I n additign Other data, such
2 bt o gemeseoy npaBent.  Simila, I Bk st adidsses. < endhy o (noi
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data provi ¢ggiapilet _E?sd&ﬁt{vl?ﬂﬁxl%s 1%,{,5r)qeri ved fromthe m croprocessor 19,
the memory 18 ordi eﬁltel >fnemory write pointers or head pointers are
15 generated by the adder 80 and the service head registers 83.
There is a service head register for each potential program
component. A write or head pointer value is stored in a register
83, and provided to the address multiplexor 105 during a memory
write cycle. The head pointer-is also coupled to the adder 80,
20 wherein it is incremented by one unit, and the incremented
pointer is stored in the appropriate register 83 for the next write
cycle. The registers 83 are selected by the service pointer
controller, 93, for the appropriate program component currently
being serviced. '
25 In this example it is assumed that the start and end
pointers are 16-bit pointers. The registers 83 provides 16 bit
write or head pointers. The memory 18, on the other hand has
18-bit addresses. The 18-bit write addresses are formed by
concatenating the two most significant bits of the start pointers to
30 the 16-bit head pointers, with the start pointer bits in the most
significant bit positions of the combined 18-bit write address. . The
~ start pointers are provided by the respective registers 87 to the
service pointer controller 93. The service pointer controller
parses the more significant start pointer bits from the start -
35 pointers stored in registers 87, and associates these bits with the
16-bit head pointer bus. This is illustrated by the bus 96 shown
being combined with the head pointer:bus exiting the multiplexor
85.
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pointers stored in registers 87, and associates these bits with the

16-bit tail pointer bus. This is illustrated by the bus 94 shown

being combined with the tail "pointer bus exiting the multiplexor

20 90.

Data is stored in the memory 18 at the calculated
address. After storing .a byte of data, the head pointer is
incremented by one and compared to the end pointer for this
program component, and if they are equal the more significant

25 Dbits of the head pointer are replaced with the lower 14 bits of the
start pointer and zeros are placed in the lower two bit positions of
the head pointer portion of the address. This operation is
illustrated by the arrow 97 pointing from the service pointer
controller 93 to the head pointer bus from the multiplexor 85. It

30 is presumed that application of the lower 14 start pointer bits
override the head pointer bits. Replacing the head pointer bits
with the lower start pointer bits in the address for this one write
cycle, causes the memory to scroll through the memory block
designated by the upper two start pointer bits, thus obviating

35 reprogramming write addresses at the start of each packet to a
unique memory location within a block.

: If the head pointer ever equals the tail pointer (used
to indicate where to read data from the memory 18) a signal is
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addr esses
illustrated by the arrow 95 emanating from controller 93 and

pointing to the tail pointer bus from the multiplexor 90. If the tail
pointer is now equal to the head pointer then the respective

memory block is defined as empty and no more bytes will be sent
to the associated signal processor until more data is received from

20 the FEC for this program channel. The actual replacement of the
head or tail pointer portions of the respective write or read
‘addresses by the lower 14 bits of the start pointer may be
accomplished by appropriate multiplexing, or the use of three
state interconnects .

25 It will be appreciated by those skilled in the art of
digital signal processing that the combination of memory and
addressing circuitry utilized above effectively conditions the
random access memory 18 to operate as a plurahty of first-in-
first-out memories or FIFO's

30 Memory read/write control is performed by the
service pointer controller and direct memory access, DMA,
elements 93 and 94. The DMA is programmed to schedule read
and write cycles. Scheduling is dependent upon whether the FEC
12 is providing data to be written to memory or not. FEC data

'35 write operations take precedence so that no incoming signal
component data is lost. In the exemplary apparatus illustrated in
FIGURE 4, there are four types of apparatus which may access the
memory. These are Smart Card (not shown), the FEC 12 (more

In



concatenating the two nost significant bits of the start pointers to 3 0

the 16-bit head pointers, with the start pointer bits in the npost

" significant bit positions of the conbi-n@®d 18-bit wite address. The start
pointers are proyided by the respective registers 87 to the seryice pointer
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start poi ntﬁmsgltso Ga{gt tail pointers, with the start pointer bits in

t he -nost  si can I't_positions of 1 5 the conbined 18-bit wite
addr ess. Wer controll er parses the nmore significant start
poi nter bitly FE@Ndabe vt pointers stored in registers 87, and associates
these P5t 3 ﬂ' tprpicauon device read/Microprocessor read/write;

3) FEC data write;

4) Microprocessor read/write;

and for

FEC Not Providing Data

20 1) Smart Card read/write;

2) Application device read/Microprocessor read/write;

3 )Smart Card read/write;

4) Microprocessor read/write. |

Because FEC data writes cannot be deferred, the FEC (or more

25 correctly the decryptor), when providing data must be guaranteed
memory access during each 200 nS interval. Alternate time slots
.are shared by the application devices and the microprocessor.
When there is no data available for the requesting devices, the
microprocessor is provided use of the application time slots.

30 ~ The Controller 93 communicates with the SCID
detector to determine which of the respective Start, head and end
pointer registers to access for memory write operations. The
controller 93 communicates with the DMA to determine which of
the start, end and tail registers to access for memory read '

35 operations. The DMA 98 controls selection of the corresponding
addresses and data by the multiplexers 99, 104 and 105.

As stated earlier, it is advantageous to insert media
error codes into the video component signal stream when packets

-~



16-bit tail pointer bus. This is illustrated by the bus 94 shown bei ng
conhined with the tail pointer bus eX|t|ngthe mul ti pl exor 20 90. Data is
" stored in the menory 18 at the cal cul aldd address. After storlng a byte of
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t he requesthe multiplexor 99 is condltloned by the DMA 98, to apply the
15 media error code from the source 100 to the memory 18 I/O. M is
simply the integer number of memory locations required to store
the media error code. Assuming the memory to store 8-bit bytes,
and the media error code to be 32 bits, M will equal 4.
The addresses for “loading the media error code in
20 memory are provided by the respective video component service
register 83 via the multiplexer 82 and multiplexer 85. It will be
appreciated that the first M addresses provided from the pointer
register 83 for loading the media error code into the memory
locations that would otherwise be loaded with video component
25 data, will simply be the next M sequential addresses that would
normally be produced by the video head pointer. These same
addresses are coupled into an M-stage delay element 84, so that
immediately after the last byte of the media error code is stored
in the memory 18, the first of the M addresses is available at the
30 output of the delay element 84. '
The timing of the loading of the media error code into
memory coincides with the determination of a lost packet.
Loading the media error code while packet loss determination is
performed places no additional timing constraints on signal flow
35 processing. Packet error or loss detection is performed by an
error detector 101 which is responsive to the CC and HD data of
the current packet. The detector 101 examines the continuity
count CC in the current packet to determine if it differs from the



of the respective signal processors, at addresses cal cul ated by the adder
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t he accomplished by the service pointer controller conditioning the

multiplexer 85 to pass the delayed head pointers from the delay
element 84, for M write cycles.~ At the end of the M write cycles

20 the service pointer controller 93 will condition the multiplexer to
again pass undelayed head pointers. When the multiplexer
switches back to non delayed pointers, the next non delayed
pointer will correspond to the .M+1th address.

Depending upon the particular designs of a given-

25 receiver, it may or may not be conducive to include media error
codes in different ones of the signal components when respective
component transport packets are lost. In addition it may be
advantageous to utilize different media error codes for different
signal component formats or compression processes. Thus one or

30 more media error code sources may be required. Regardless of
the number and/or type of media error codes needed, the
foregoing method of including a media error code with every
packet, and then overwriting the media error code if it is not
actually needed, is an extremely advantageous approach to thie

35 problem of inserting the codes.

FIGURE 5 illustrates exemplary circuitry for detecting
lost packets The hardware elements may however be realized in
software within a microprocessor which may be used. to control
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one of the registers- 202 selected by the SCID detector control

signal. The output connections of the comparators 206A and 206B

are coupled to the memory controller 17, which is responsive to

15 the condition of these signals to effect certain remedial action in

the event of mismatch. '

The values in register 202 are generated as follows.

The continuity count, CC, of successive packets of the same signal
component increment by one unit for each successive packet,

20 hence each sequential CC value is one unit greater than the prior
value. The CC of the current packet is applied to the input of an
adder 203 wherein it is incremented by one unit so that it equals
the value of the next expected CC value for the component. The
incremented value from the adder 203 is stored in the register

25 202, addressed according to the received SCID, for use in
comparing the CC of the next payload. '

The TOGGLE bit for the video component, on the other
hand, is the same for all packets in a frame, and changes state in
the packet containing a picture layer header. Each successive

30 TOGGLE bit is stored unchanged in the appropriate register 202.

At the termination of the current packet, the timing
circuit 201 generates a pulse which conditions the register 202 to
store the incremented CC value from the current packet, and the
TOGGLE bit from the current packet, in the appropriate register

35 202. These CC and TOGGLE bit values correspond to the CC and
TOGGLE bit values expected in the next packet of the same signal
component,
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In the second mode, the presumption is made that a
less severe data loss has occurred, and it is not necessary to reset
processing on a frame boundary. Rather processing is reset to a
slice boundary. For the definition of a slice the reader is referred

20 to GENERIC CODING OF MOVING PICTURES AND ASSOCIATED
AUDIO, Recommendation H.262, ISO/IEC 13818-2 Committee Draft
(International Standardisation Organization). Resetting to a slice
boundary is initiated by causing the system to not pass further
video component data to memory 18 until occurrence of the next

25 packet which contains an MPEG start code.

The packets containing the picture layer header or the
slice start code are detected via the programmable matched filter
09. Filter 09 is conditioned by the memory controller 17 to detect
packets containing the one or the other of picture layer or slice

30 layer start codes, responsive to one or both of the comparators
206A and 206B indicating mismatch respectively.

It should be noted that at each packet containing a
picture layer header the comparator 206B will produce an
erroncous mismatch because the TOGGLE bit changes in thesé

35 packets. This is of no consequence. The mismatch of the TOGGLE
bit only comes into play if the CC's are also mismatched, and then
it only effects conditioning of the system to reset to a packet
containing a picture layer header. Such action will of necessity be



simply the integer nunmber of nmenory |ocations required to store the nedia
error code. Assuming the nenory to store 8-bit bytes, and the nedia error
" code to be 32 bits, Mw Il equal 4. Thg $ddresses for |oading the nedia
error code in 20 nenory are provided by the respective video conponent
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ot her wi se Iﬁﬁﬁ@& th video conponent 25 data, will sinply be the next
M sequential addresses that would normally be produced by the video head
poi nterg These sane addresses are coupled into an M stage del ay el enent 84,
so that” imedi ately after the last byte of the nedia error code is stored
in the nenory 18, the first of the ™ addresses is available at the 30
out put of the delay element 84. The timng of the |oading of the nedia
error code into nenory coincides with the deternmination of a |ost packet.
Loadi ng the nmedia error code while packet |oss determ nation is perforned
~places no additional timng constraints on signal flow 35 processing.
Packet error or loss detection is performed by an error detector 101 which
is responsive to the CC and HD data of the current packet. The detector 101
exanmi nes the continuity count CCin the current packet to determne if it
differs fromthe -12- CC of the previous packet by one unit. In addition
the TOGGLE bit in the current packet is examned to determne if it
exhibits a different state fromthe TOGELE bit of the previous packet. If
either of these conditions are not satisfied, a packet error has
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using packet payloads stored in said memory.
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2. The apparatus set forth in claim 1 wherein said
memory is operated as a first-in-first-out memory and respective
said media error codes are written to memory address locations
ahead of associated payloads, and in the absence of said control
signal, the media error code is overwritten by first occurring-
payload data. '
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] ers.2Q5 sSel ec y the SC D
det ect or C(Sﬁ “V'?:l%n‘é‘?“pl t‘bystaé ﬁgﬂqﬂ:a‘eit%@g@?le?é@t udes t he
conL| nui thoumﬁ dfi asmedia earck tbdeT@ﬁGbEt port tbepkd o ce duitader of the
packet. T E ster 205 are :
respective y co gip e@qgaf&qﬁgﬁp;ﬁ t §r ggﬂb’g’g\dﬁg’éﬂt %?85{13&}’th simlar bits
in the appropriate o ddsess hgen@gitmger@rmssel ected by the SCI D detector
control si gnal The Q;é“)ytmggﬂge&; }gga & §a|i@ 404035 At Surftef Oy and 206B are

coupl ed to e mam)rg%i cont .ol IS, r onsive, to 1

condi tion Qﬂégea Hred s18nd %ftﬂé& 'BEF‘ ﬁ'l' Pl a98ness PsElQ neFlHai H@ event

~of m smat clthe Timmbefuos addressgsstejuirél? tor boftbnvaidt adis drodt avade The
continuity odOJ é_' .0f successive packets of the same signal conponent

I ncrement B§ SMPYt or each successive packet, 20 hence each sequenti al
CC val ue is one unit agfuacther nﬂduplem'.rparmngadl te. passe ded}ljoedttxe current

ket t ted b
one uni < SARELYed SUREEEDNS 41, O Topct pURCLE i, iRy Y or e’

one unit so that
conmponent. The i ncr en@r@é@ veirguitry ofert p conditioning |S@1§tmiﬂﬁp ¢XQrhe

register to coupled said source of a media error code to said memory data
input port prior to the occurrence of respective packet payloads,
b) conditioning said ‘multiplexer to coupled said source of
packeted signal to said memory data input port on the occurrence
of respective packet payloads,-c) conditioning said further
multiplexer to couple nondelayed addresses to said address input
port of said memory prior to the occurrence of respective packet
payloads, and to continue to couple nondelayed addresses to said
address input port on the occurrence of a packet payload and an
associated control signal, and d) conditioning said further
multiplexer to couple nondelayed addresses to said address input
port of said memory for said number of address periods prior to-
the occurrence of respective packet payloads, then on the
occurrence of respective packets and the absence of associated
control signals, to couple delayed addresses to said address input
port for said number of address periods and then nondelayed
addresses.



25 202, addressed according to the received SCID, for us

CC of the next payload. The TOGGE.E bit for the video corrpzummﬂmmr,mn
" other hand, is the sane for all packet8in a frane, and changés state s n+
the packet containing a h e TOGGLE
bit is stored unchangéd '? 45&’%@ %?t g&gﬁ I@g%?fhig? %&ﬁ&%ﬁ{ ?égterm nation

of the cur farthepadaat whick isi imdigative colf ttheomtggney arfegeceiveds signdlch

current °BZ§5‘%‘*“’§9§§&‘§% i ?'ct‘“‘t"l%%ﬁ’rﬁ? @”‘?We“f’?ﬂf“t“e

appropri at ésegW 183 vabe wingBeiscinergmentesd b@tPf@ Ptfé'ﬁ“@éﬁrespond to
the CC and nT@@&Efd&* tsukéééssi?ﬁe egmtsadaha b4 Rxéctiit kpkaf§ itdudegre signal

Compar at or CHSBIEY ofoReTEIE FIBL hPorORpRuY neaith &ETRE (he oC val ues

is indicat eelspetd’lm tpacketst pr¢ i proper segaeace; add6 B i sote)gemenaingor TOGGLE
m snat ch. lda éBrﬁfmt ggdﬁs occurred in 5 both the CC and TOGGELE val ues,
a first node of renedi action is initiated. If a msmatch has occurred
~only in the CC value, a second node of renedial action is initiated. The

first node causes th t PR C&SS n occurring
5L (PR RAIAORS: Cu AR 4 Uniita i

packet con I ng, a p| r hea
begi nni ng g 'P‘ﬁé %ﬁt Sof cﬁggt&ve o‘iﬂ’tr |tber’rﬁ}ﬁeggt)é ofaak lvégpébg%ﬂ
arr anged t furthet aincludedu il asdid ppadketehéadear dhtaadertoggla bitewHioh exarrpl eoI
United Sta e S, c g video
conmponent %ﬁﬁgge% %&e réni’?ég%r&l“i?cf ﬁ%cq%ig’h e s]a @%Eﬁ& F@%ﬁ#“gl ni ng
t he pi ct ur éncludes circuitry for detecting whether the continuity count CC of
respective packets are in proper sequence, and whether the toggle
bit of successive packets is in the correct state, and if not,

generating said control signal.

| 6. The apparatus set forth in claim 1 wherein said
further data which is indicative of the integrity of received signal
includes packet header data including a packet continuity count
CC, which is a value which is incremented by a predetermined
integer for successive packets, and said detection means includes
circuitry for detecting whether the continuity count CC of
respective packets are in proper sequence, and if not generating
said control signal.

7. The apparatus set forth in claim 6 wherein said
further data which is indicative of the integrity of received signal
further includes in said packet header data, a toggle bit which
changes state in predetermined packets and said detection means

7 includes circuitry for detecting whether the continuity count CC of
respective packets are in proper sequence, and the toggle bit of
successive packets is in the correct state, and if not, generating
said control signal.



1 5 layer header. In the second node, the presunption |s”mmml| umuﬁ
severe data | oss has occurred, and it is not necessary to :

"on a frane boundary. Rather processing.i®.reset to a slice*botindary. FEor*
the definition of a slice the reader is referred 20 to GENERI C CODI NG OF
MOVI NG PI CTURES AND Aésdﬂmmwam@msosetaef@mmndammn THfesher |igcluding 13818- 2

Comm ttee Dg araéwtt%&nﬁhhﬁﬂ r&ha@mrsbﬁaﬁlmnaomﬁnhz@de %)onl@e%l?ét' ng to

a slice boun is initi 9Py causi n %temto not passS further
vi deo corrpoﬁ‘éWtl H%Yac?'bn Po IeRReCH SCEG?IF nte NG LRIOREY: 25  packet
whi ch cont asequence)Pid sindating adenedibk aaidnetin £oecondi nipdehdf othure | ayer

header or t ro mat ched
fiiter oo. M coniiyihE pshf CeoRE £ B PhaR kel ifiRe) ATBOHS: " et cct
packet s consequeneg and thee togglehbibtisienotoin pthet gemettagtateor slice 30 | ayer
start. codes, responsive to one or both of the conparators 206A and 206B

I ndi cating m'smatch respectively. It should be noted that at each packet

containing a picture | ayer header the conparator 206B will produce an
.erroneous msmatch begaule 4 @sm bbéelelhﬂg] o idecohgsressing packets.

T B SR E ol FERLEL b Lo b o, | 10
of the syst funther rdatat usefud fpar kdetermininignithe mtpgnt)uraf Ithperedmadtr Such
o Ehe s BBEIANY 0 eondinc Wk IR S/ RBOREL
an erroneoupamEamtsm@qmi _ stored and wherein media error codes -
are to be inserted ahead of packet payloads when a data loss is
detected, a method for inserting said media error codes
comprising: -
storing a media error code in said memory in a
sequence of memory address locations M to M+N, prior to the
occurrence of a packet payload"‘ where M and N are integérs, and N
is the number of address locations required to store the media
error code;
on the occurrence of a payload, storing said packet
payload in said mémory in further successive memory locations
M+N+1 to M+N+K if a data loss has been detected; and
if a data loss has not been detected, on the occurrence
of a payload, overwriting said media error code by storing said
packet payload in said memory in successive memory locations M
to M+K, where K is the number of memory address locations
required to store a respective payload.



5 - 16- CLAIMS: 1. Apparatus for receiving signal occurring in packets,
whi ¢h packets respectively include a signal payload and further data which
is indicative of the integrity of received signal, said apparatus
conmprising: a source of packeted signaR0-a menory; a source of a nedia

‘error code; detection nmean Sl:ﬂgg@?sé mw ' |, for generating a
control signal on the occurRIBence 0 eg eous sgﬁgﬂgﬁgnal; menory
managenent circuitry conditioned to load in _said nmenor a nmedia error code

associ ated with respecMEBIAERROR CQRE GENERAHON ©OR said control .
signal to overwite the neRdNYERSEHTRANSPABRIRRACESSORN the current packet
w th data of the current packet payload; and utilization neans coupled to

said nenory for using.packel payloads stored in sai or 2,. khe
apparatus set forth i @Pailm’%s%n EPB°%‘aPBg%“é38Fy°Es‘ﬂ§gg¥é‘? e%fhé a
first-in-fidisgctouvideenpaylcads ofspepacket signdl ntedibafferr oxemodesspace wri tten
~to menory e i m i :pa d I n the
absence of qgg?’d%%grlﬁ?@_g% isklngﬁa : ?hgsﬂea‘gﬁgﬁéﬁxg%lgoé{é@ségeﬁkﬁ tten by
first occurqungngawfd@d memory address locations in the memory (18)

5 ahead of each packet payload. Concurrently a processor (101)
examines the current packet to determine if it occurs in proper
sequence. If a packet is lost, the payload is written to memory
(80-98) in subsequent sequential address locations. If there is no

. packet loss, the sequential first memory address locations are

10 simply overwritten by the packet payload to excise the undesired
media error code. Media error codes can thus be inserted in the
packet payload stream without creating timing obstacles, for a
system designer.

Fig 4



-17- 3. -The apparatus set forth in claim1l wherein said nmenory managenent
means i ncludes; a nultiplexer having first and second input ports
respectively coupled to said source of packeted signal and said source of a
medi a error code, an output port coupled to a data input port of said
~menory, and a control input terminal; adbess generating circuitry; delay
means coupl e®G o said address counter for del ayi ng address siffals by a

nunber of add‘e ds equal to the nunﬁ.e_m.f_a,‘ddresses requgled to | oad
“said media erWor E%e ln said memory; a furt h8RIml tipl exer arrdhged to
pass del aysdmj vy WeDaYesiaa iy eshos: [Ax7AD3pCIAG]01[VaPAS: PAsS DD d

menory; contror-crreortTy o ay —condrt g Sl urtTprex O upl ed
said source of a nedia error code to sajid nenoryP | ior to

t he occurr, ﬁ.o.f_u;zpect [ verpa.ak.er.l payl oads, b) Gondi tioning said

mul tipl exdr t c&ﬁﬂol sai d 'soBRde bf packeted sifnal to said nenory data

i nput port A B tALY BA D ' Aq$Aq$ PRRLIDRI NG
said further |u l.I pl CX EM£EJ \=2 |”T§| UE?/ %ﬁzudgu g +6 it f é

i nput port of said nenory prior toTIME& occurrence of res i acket

payl oads, and to continue to couple nondel ayed addresses to pgid address
i nput port on the oc rence of a packet payload and an associated contr

signal, an ' ' d
addresses 0 said add W port of said nmenory for said nunber of
address peXiqds_prior¥o t qccurrence of respective packet payl oads, then

on the occu -eape ngr«\épl?d Dv}e"packets and the absence of associ ated
control signals, to couple delayed addresses to said address input

V11 1P1 PROGRAM #1 SIGNAL COMPONENT PACKETS
ValA22 PROGRAM #2 SIGNAL COMPONENT PACKETS
V3]A31 [A32]D3] PROGRAM #3 SIGNAL COMPONENT PACKETS

P4 PROGRAM GUIDE PACKETS
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A{l  AUDIO PROGRAM I : FIG. 1
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CS_IBIT CONTROL SYNC FOR DECRYPTION KEY
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port for said nunber of address periods and then nondel ayed addresses.

-18: 4.. The apparatus set forth in claim3 wherein said further data which
is indicative of the integrity of received signal includes packet header
data including a packet continuity count CC, which is a value which is

I ncremented by a predeterm ned integer £6% successive packets, and said
detection neans includes circuitry for detecting whether the continuity
count CC of respective packets are in proper sequence, and if not
generating said control signal. 5. The apparatus set forth in claim4
-wherein said further data I TP cRligylee e integrity of received
signal further includes in da @fp gyeu‘@‘_ a toggle bit which

changes state in predeterm ; a ﬁt tection neans incl udes
/N i ntig@ft y t CC of respective
a

" packets are i ¥ seq@ ethe he 1®pgl e bit of successive
packets is i nNRN&&.carrect s ¢ Tf ~ g ting said control
. signal. 6. Theg@apdara{us set jarthlip cldi 1 erein said further data
which is indigg. quof) t he i agriiy of rebeilvadisignal includes packet
header data i|8&% packet continuity. C. which is a val ue which
i s increment o0y edet erm ned i nt eg .ugpessive packets, and said
detecti on MmegNSN ' rcul Ty | pgwrhet her the continuity
count CC of r/oQy > pacHet s duerfFelrnd i f not
generati ng s3RaN bldsignal %Eor hinclaimé6
- wherein said |qn <5r
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further data which is indicative of the integrity of received signal
furthersincludes in said packet header data, a toggle bit which changes
state in predeterm ned packets and said detection neans includes circuitry
for detecting whether the continuity cogz& CC of respective packets are in
proper sequence, and the toggle bit of cessive packets is in the correct

state, and if not, gengr@ting said control signal. -19- 8. The apparat us
set forth in cIai@,? fgr#her including apparatus for iniating renedial
action in a fir U i only the continuity count CC of a respective

packet is no

equence, and iniating renedial action in a second
node i f both

pnui ty count CC of a respective packet is not in

proper seque e bit is not inthe correct state§ 9. In a
system for rk QI -esSt-Rg—ha k ed data includin E?ackets

. havi ng signa rther data (s | for etera nlﬁ

Integrity of keteo dats S systqmo cLud” R 4 rnory I n
whi ch respec : m;- ﬁj V\@ d| a error

- codes are to ¥ ‘ys DifS i s
detected, a storing
a nmedia erro ggations
Mto MtN, pr o e

I ntegers, an
medi a error

' FROW:SR;
PROCESS
21

. =2
! o -
1 o4 —_— (&)
0©
2 i w g
© Eia
N ~ a &
3 b 00
g z°
= il
S
o
of .
-
F

‘_‘
\/ V\
T' ‘I‘ -

FIG. 4




payl cad in said nenory in further successive nenory |ocations MN+1 to
MrN+K 4 f a data | oss has been detected; and if a data | oss has not been
detected, on the occurrence of a payload, overwiting said nmedia error code
by storing said packet payload in said nenory in successive nenory

| ocations Mto MiK, where K is the nunfféf of menory address | ocations
required to store a respective payl oad.
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