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generally to data storage devices. BACKGROUND OF THE | NVENTI ON 19I&§ h
storage devices, for exanple, smart cards containing bank accountpﬁé
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optically visible. 20 It is known t ress encrypting arrangenents nmay
be used, which result in the data val ues being arranged non-sequentially
within the IC nenory. The dat &1sigy efFo e apE@NTIoRaN ngl ess if optically

anal ysed, but can be legitinmately accessed through the address 25
encrypting arrangenent. A problemw th this arrangenent is that by
perform ng tehisanwegrid ol cellaodd Pedaadlliygurs s areddrenrd above, one
could learn the encrypting details on which the encrypting arrangenent is
based and t h{ cotiY nake sense of the data within

BACKGRQOUND OF THE INVENTION
10
Data storage devices, for example, smart cards
containing bank account details in the form of data
values stored in integrated circuit (IC) memory
addresses, are at risk from fraudulent optical detection
15 by the removal of the plastic encapsulation around the
IC, etching away covering layers and applying a
selectively absorbable stain to render the memory data
optically visible.

20 It is known that address encrypting arrangements may be
used, which result in the data values being arranged
non-sequentially within the IC memory. The data
therefore appears meaningless if optically analysed, but
can be legitimately accessed through the address

25 encrypting arrangement. A problem with this arrangement
is that by performing the same optical detection
techniques as mentioned above, one could learn the
encrypting details on which the encrypting arrangement
is based and thus could make sense of the data within

30 the IC.

This invention seeks to provide a data storage device in
which the above mentioned disadvantage is mitigated.

35



30 the IC. This invention seeks to provide a data storage device in which
t he above nentioned di sadvantage is mtigated. 35 2 SUMWWARY OF THE

| NVENTI ON A data storage device conprises an array of electronic nmenory

l ocations for storing data. An address input 5 term nal provides coupling
to an address source and is coupled to-provide first address signals from
the address source to address the nenory | ocations of the nenory array. A

data output term nal provi degngRiHdl idid e FdAb@ETRCEPt i on arrangenent and
is connected to the 10 nenory ray rtor receiving data signals therefrom
in response to the address signals. The data S|gnals are indicative of the
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addr ess encryption arrangenent |s cou t 15
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leé to provide first address signals from the
address source to address the memory locations of the
memory array. A data output terminal provides coupling
to a data reception arrangement and is connected to the

10 memory array for receiving data signals therefrom in
response to the address signals. The data signals are
indicative of the data stored in the memory locations
addressed by the address signals. An address encryption
arrangement is coupled between the address input

15 terminal and the array for encrypting the first address
signals. The address encryption arrangement contains
encrypting data which is protected from direct optical
determination, the encrypting data being used to encrypt
the first address signals.

20
The array of data memory may be a Read-Only-Memory
containing data which is stored in an encrypted manner,
the encryption thereof being matched with the
arrangement of the encrypting data.

25

The address encryption arrangement may include a latch
for receiving the encrypting data from the non-volatile-
memory, such that the non-volatile-memory can operate
independently from the address encryption arrangement

30 during normal operation.

It will be appreciated that in this way one cannot learn
the encrypting details on which the encrypting
arrangement is based and thus sense cannot be made of

35 the data within the IC.



determ nation, the encrypting data being used to encrypt the first address
signals. 20 The array of data nenory nmay be a Read- Onl y- Menory contai ni ng
data which is stored in an encrypted manner, the encryption thereof being
mat ched with the arrangenent of the encrypting data. 25 The address

encryption arrangenment may include a latch for receiving the encrypting
data fromthe non-vol atile- nmenory, such that the non-vol atil e-nmenory can
operat e i ndependently f h NGLy BEOB' 8 enment 30 during
normal operation. It w » y one cannot |earn

the encrypting details on which the encrypting arrangenent is based and
t hus sense n e t.a wihi he |.C. 3. BRI EF
DESCRI PTI ON OF %WI\@%%%%%? A Ig‘}a%hn‘%eln‘%en _o"g]t]hen‘?“hﬁ%%t ion will
now be descrddrgirited wiflereeterence Heo drteanidrpwinahirciwhich:
5 FIG.1l shows a preferred embodiment of a data
storage device in accordance with the invention.

DETATILED DESCRIPTION OF A PREFERRED EMBODIMENT
10
Referring to FIG.l, there is shown a smart card 9,
comprising an address input terminal 10 for receiving
address signals from an address drive circuit of the
smart card 9 (not shown). The smart card 9 is an
15 integrated circuit fabricated on a silicon wafer.

An address encryptor 14 is connected to the address

input terminal 10 for encrypting the address signals

received therefrom according to an encrypting key to be
20 explained hereafter.

A row decoder 16 and a column decoder 18 are
independently connected to the address encryptor 14 for
providing memory addressing to a read-only-memory (ROM)

25 20, the addressing being in response to the encrypted
address signals from the address encryptor 14.

The ROM 20 contains electronic data which is stored in
an afray of memory addresses therein. The data is

30 addressed by the row decoder 16 and the column decoder
18 coupled thereto, the ROM 20 providing data signals to
a data output terminal 12 in response to being
addressed. Each data signal is indicative of the data
value stored in the address being addressed.

35 _
The physical arrangement of the memory locations of the
data memory 20 does not obviously correspond to the



5 FIG 1 shows a preferred enbodi nent of a data storage device in
accordance wth the invention. DETAILED DESCRI PTI ON OF A PREFERRED

EMBODI MENT 10 Referring to FIG 1, there is shown a smart card 9, conprising
an address input termnal 10 for receiving address signals froman address
drive circuit of the smart card 9 (not ghown). The smart card 9 is an 15
integrated circuit fabricated on a silicon mafer An address encryptor 14

I s connect ed t he address |n ut_t enc he address
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response to the mﬁ%%@%@%e&e@@maleﬁﬁm% s aRfreseedie? ypt or 14,

The ROM 50 comb@d %&i&%&@%ﬁf&@&aa i $dnds 54 Bedndde afirdh r'aye Of menory
addr esses thereln data is 30 addressed b the r %ecoder 16 and the
col unmm decod? %%%dt]?‘ﬁe‘?%‘f%\,’p'ﬂfég RSV %‘é& ALELRfMals to a

dat a out put imp&@@édﬂ in response to being addressed Each data signal is
I ndi cative of the data
The data output terminal 12 is coupled to receive the
10 data signals from the data memory 20 for providing said
data signals to a data processor (not shown) of the
smart card 9.

A non-volatile random-access-memory (NVRAM) 22 embodied
15 in a floating gate transistor arrangement is coupled to

the address encryptor 14 via a latch 24, for providing

the encrypting key thereto in the form of a data wvalue.

In operation, and with reference to a first item of data
20 stored in a first memory address of the data memory 20,

the smart card 9, during normal operation, may have

cause to retrieve the value of the first item of data,

which is known to reside in the first memory address.

25 Accordingly, a first address signal is sent to the
address input terminal 10 from the address drive circuit
(not shown). The first address signal appears to be
indicative of a second memory address, which does not
contain the required value. The address encryptor 14

30 encodes the first address signal according to the
encrypting key received from the latch 24.

The decoders 16 and 18 receive the encrypted first
address signal, which is now clearly indicative of the
35 first memory address.



val ue stored in the address being addressed. 35 The physical arrangenent of
the menory |ocations of the data nenory 20 does not obviously correspond to
t he" 4 address signals received at the address input termnal 10 since
these received address signals are encrypted by the encryptor 14. Thus
possi bl e optical detection of the contents of the nenory |ocations as
referred to 5 above would not afford aﬁg sense to be made fromthe data,

unl ess the crypting arrange t coul | so_be |nspected. The data_out put
t er mi nal 12%[%e cgjtffﬁ‘gd“‘?%qgc%&@’ée?%eogo%t%g%i%&:af% Fhewn addressed enor y
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14 via a | at@®cRat fermprali B2 ngthdieskgral poeng keydidetrve ¢of tie form of
a data val uegitd ORSEAL Y& Tue ABELMEY N ef 19 ePLEsd Qnéndiy Siadt &gy of data

The NVRAM 22 is primarily used for other purposes within
the smart card 9, so the latch 24 is employved to receive
the data value forming the encrypting key at the

10 commencement of normal operation of the smart card 9,
for holding the key and supplying it to the address
encryptor 14 during operation so that the NVRAM 22 is
isolated from the encryptor 14 and hence the overall
performance of the smart card 9 is not hindered by the

15 operation of the address encryptor 14.

It will be appreciated that an attempt to optically
detect the contents of the NVRAM 22 using the methods
described above for the ROM 20, will not render the
20 encrypting key detectable because floating gate
arrangements cannot be inspected using these methods.

The latch 24 can be optically inspected as described

above, but it only holds the value of the encrypting key
25 during normal operation and thus if inspected, the latch

24 will not contain the value of the encrypting key.

The key is therefore secure.

The address encryptor 14 uses the encrypting key to

30 alter the received first address signal. By way of an
example, the encrypting key may be a four digit binary
number, and the address encryptor may perform an
addition of the key and the first address signal. 1In
this way the encryptor 14 provides the row decoder 16

35 and the column decoder 18 with the encrypted first
address signal.



20 stored in a first nenory address of the data nmenory 20, the smart card
9, during normal operation, nmay have cause to retrieve the value of the
first itemof data, which is known to reside in the first menory address.
25 Accordingly, a first address signal is sent to the address input
termnal 10 fromthe address drive circgit (not shown). The first address
signal appears to be indicative of a second nennry address, which does not

tain th | h ddress e to 0 encodes the first
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data out put d@rm@aénéﬁypﬁmgﬁt@nalcmﬁtgaﬁmg C@ﬁé Vo ide or fidsd data

val ue stored.in t e flrst address, The RAM 22 1s primarily used
for ot her pJ#H§§ {T§ determlnlng the contents of the

first memory address is not possible. The same is true
for all other memory addresses within the ROM 20.

10 Furthermore, optical determination of the arrangement of
the decoders 16 and-18 and the address encryptor 14 does
not afford knowledge of the locations because the
encrypting key is secure.

15 1In this way the data contained in the ROM 20 is
protected from unauthorised and fraudulent optical
determination.

It will be appreciated by one skilled in the art that

20 alternative embodiments to the one hereinbefore
described may be achieved, such as the use of the above
arrangement in a device other than a smart card, such as

a memory cartridge or other data memory device.

25 It will also be appreciated that the NVRAM 22 may be
embodied by alternative technology to the floating gate
transistors described above, such as metal/nitride oxide
silicon (MNOS) semiconductor technology.

30 Additionally, an alternative to the ROM 20 may be used,
such as another data storage medium, for example an
eraseable-programmable-ROM (EPROM) .
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signals from the address source to address the memory
locations of the memory array;

a data output terminal for coupling to a data
reception means and connected to the memory array for
receiving data signals therefrom in response to the
address signals, the data signals being indicative of
the data stored in the memory locations addressed by the
address signals;

address encryption means coupled between the
address input terminal and the array for encrypting the
first address signals;
wherein the address encryption means contains encrypting
data which is protected from direct optical
determination, the encrypting data being used to encrypt
the first address signals.

2. The device of claim 1 wherein the array of data
memory is a Read-Only-Memory containing data which is
stored in an encrypted manner, the encryption thereof
being matched with the arrangement of the encrypting
data.

3. The device of claim 1 or claim 2 wherein the
encrypting data is stored in a non-volatile-memory.

4. The device of claim 3 wherein the non-volatile-
memory is a floating gate arrangement.
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35‘ana the col um.decoder 18 with the encrypted fj+st-.address signal. 6
The encrypting of the first address signal neans fﬁﬂﬁéﬁﬁﬁéﬁﬂ%?ﬁ | ocat i on

of the first man'ﬁ !IME n the ROM 20 do£ not REmr, \éﬁ‘rln any
obvi ous way to t EHU§Q " uncal | ocat i on t hdTeofs Eﬁ}@gﬁ hout. know edge

5 of the encrypting ey, calculatlng thﬁ | ocation of, and therefore
optically deterninlng the contents of the first nenory address is not
possi bl e. hIS true for h ot her nepory addresses within the ROM
20. 10 Furth rnnr SofeVise 8ét EMAiRati 8K S#aﬂﬁe4aWFSﬁ8éﬁeﬁheof t he
decoders 16 addréasaedctyptaddrm&anenihwmuaéslé d@e&hnﬁbraié@égvkﬂemﬁedge

of the |ocatipps Ck In this way the
dat a contalng eggﬁgﬂggﬁngaﬁg pr gﬂg %Poﬁ?éﬁgﬁiﬁopﬁg8ﬁyanHuFPauduIent
opti cal detthﬁhath@nnontvwﬂatlbe agppeylaaadobyrane shdkpeddentipe art

that 20 sl terbal tue aibiodsEPBha-lBiBA ABENUCHELIRG' AbEngfscr bed may be

achi eved, such as the use of
operation.

6. The device of any preceding claim wherein the
device is fabricated on a semiconductor integrated
10 circuit.

7. A smart card comprising a data storage device
constructed in accordance with any preceding claim.

15 8. A data storage device substantially as herein
described with reference to the drawing.

This Sheet Has Been Replacec




arrangenent in a device other than a snmart card, such as a nenDry cartridge
or other data nenory device. 25 It will also be at—t he NVRAM
22 may be enbodi ed by alternative technology to HSFSk

transi stors descri bed above, such as netal/nitri{de oxRQBLn i Qn (|MNOS)

sem conductor technol ogy. 30 Additionally, an att "ROM 20
may be used, such as another data storage nedium for exanple an
eraseable-progrannable-ROM ( EPROV) . - 7- CLAIMS 1. A data storage
device conprising; an array of menory |ocations for storing data; 5

an address input termnal fRBSTRANOTI O TREapIgddngssEsource and coupled to
provide first address signals fromthe address source to address the menory
| ocations of the nmenory array; a data output terminal for coupling to a
data 10 reception neans and cobadat STORAGENBENICEY for receiving data
signal s tsherefromin response to the first address signals, the data

signal s being indicative of the data
?w1th reference to Fig.l of the drawing)

A data storage device (9) comprises an array of
electronic memory locations (20) for storing data. An
10 address input terminal (10) provides coupling to an
address source and is coupled to provide first address
signals from the address source to address the memory
locations of the array (20). A data output terminal
(12) provides coupling to a data reception arrangement
15 and is connected to the array (20) for receiving data
signals therefrom in response to the address signals.
The data signals are indicative of the data stored in
the memory locations addressed by the address signals.
An address encryption arrangement (14) is coupled
20 Dbetween the address input terminal (10) and the array
(20) for encrypting the first address signals. The
address encryption arrangement (14) contains encrypting
data which is protected from direct optical
determination, the encrypting data being used to encrypt
25 the first address signals.



stored in the nenory | ocations addressed by the first address signals; and
15 address encryption neans coupl ed between the address input
termnal and the array for encrypting the first address signals, including
a non-volatile nmenmory for storing encrypting data, the non-volatile nenory
protecting the encrypting data fron1d| y9ﬂt’/opt|cal 20 determ nation, the
address encryption neans using the encryption data to encrypt the flrst
address signals. 2. The device of claim1 wherein the array of nenory

| ocations is a Read-Only-Menory containing data which is 25 stored in an
encrypted manner such that the data is matched with the encrypting data. 3.
The device of claim1l wherein the address encryption means i ncludes a |l atch
for receiving the encrypting dat%égm_gréc;j on-vol atile nenory, such
that the non-vol atile nenory can er neePpendently from the address
encryption means during nornel operation. 4. The device of claim1
wherein the device is 35 fabricated on a senlconductor integrated circuit.
REPLACEMVENT SHEET -
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0 1 DEC 1997 -8- 5. A smart card conprising a data storage device
constructed in accordante with claim1l. 6. A smart AK&HEE IP”Jﬂfdata
storage device 5 constructed in accordance with claipt2=2 shartt jcard
conprising a data storage device constructed in accordance with claim3. 10
8. A smart card conprising a data stotage device cdnsft r Oct BECi1897
accordance with claim4. 9. A data storage device conprising; an anray of
menory | ocations for storing data; 15 an addrgss I nput termnal |for
coupling to an address source and reggaiMzg first address signals fromjthe
address source; a data output termnal for coupling to a data reception
circuit and connected to the array for receiving 20 data signals therefrom
at a menoryl.l oc iddta nsicmgs dewisec ethpaddiers signals; and an encryptor

addressing circuit havin igggy coupl.e h ress,_input termnal,
and an out put fo?’npaf’%/é}%%’né_q? e eclc?r‘l%I ég%lﬁfa?s?trsi%é%%ﬁg,% t%ﬁé:aéncryptor 25
addressbng circuan addoelsdginghy flewtinaddrisss aiypldng doc endiaddiressan
encryptor ket LAY AR F P Wvide first address signals from

the address source to address the memory locations of the
memory array;
a data output terminal for coupling to a data

10 reception means and connected to the array for receiving
data signals therefrom in'response to the first address
signals, the data signals being indicative of the data
stored in the memory locations addressed by the first
address signals; and

15 address encryption means coupled between the address
input terminal and the array for encrypting the first
address signals, including a non-volatile memory for
storing encrypting data, the non-volatile memory
protecting the encrypting data from direct optical

20 determination, the address encryption means using the
encryption data to encrypt the first address signals.

2. The device of claim 1 wherein the array of memory
locations is a Read-Only-Memory containing data which is

25 stored in an encrypted manner such that the data is
matched with the encrypting data.

3. The device of claim 1 wherein the address encryption
means includes a latch for receiving the encrypting data

30 from the non-volatile memory, such that the non-volatile
memory can operate independently from the address
encryption means during normal operation.

4. The device of claim 1 wherein the device is
35 fabricated on a semiconductor integrated circuit.

[y

e ety gt



" address signals; the encryptor addressing circuit includiggmg g%@Mﬂ$L§ I
menory having a first nmenory storage location for 30 stdrijng_.the encnypto
key, the non-volatile menory protecting the encrypting kdy f r 8rh RIE€ 889
optical determ nation, the encryptor addsressing circuit (siing the
encrypting data to encrypt the first address signals to grovide the second
address signals. 35 10. The data storage device of clai m8-—wherein the
encryptor addressi ng Ghd il daddiddiply sCI0R ho8ta stogigd ddilh having an
i nput coupled to the Tirst menory Storag€ location, and an output; and an
addr ess encr yptoRstNGERf din iggnerdengsl wdthoclatm i ch, and an out put
coupled to an address input of the 5 array. 11. The data storage device of
claim10 wherein the non- volatile memry stqres the encnyptor key using
floating gate 6ransh PRkt ggrd comprising a data storage device

5 constructed in accordance with claim 2.

7. A smart card comprising a data storage device
constructed in accordance with claim 3.

10 8. A smart card comprising a data storage device
constructed in accordance with claim 4.

9. A data storage device comprising;
an array of memory locations for storing data;

15 an address input terminal for coupling to an address
source and receiving first address signals from the
address source;

a data output terminal for coupling to a data
reception circuit and connected to the array for receiving

20 data signals therefrom at a memory location indicated by
second address signals; and

an encryptor addressing circuit having an input
coupled to the address input terminal, and an output for
providing the second address signals, the encryptor

25 addressing circuit encoding the first address signals
according to an encryptor key to provide the second
address signals;

the encryptor addressing circuit including a non-
volatile memory having a first memory storage location for

30 storing the encryptor key, the non-volatile memory
protecting the encrypting key from direct optical
determination, the encryptor addressing circuit using the
encrypting data to encrypt the first address signals to
provide the second address signals.

35
10. The data storage device of claim 9 wherein the
encryptor addressing circuit further comprises:

Lo® c L ] 4 *
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12. A smart card conprising a data storage device

gonstructed—Tm3acdor dance
with claim1l. 13. The data storage device of claif [ non- 15
vol atile nmenory conprises a plurality of second of
storing data during a nornmal operation #ogle-of th pvilce. 14.

The data storage device of claim9 characterized gs 20 being a smaft card
integrated circuit. 15. The data storage devi ce of TrHarmmr9—wheretn—i he
array is charact erhzedeas Rghfity Gl QRN CouTRRRT o B £182 rbhnory dal @
storage device conprising; an ray o rrermrgE ocari 6Nns ?or storing data;
an address i npEorage mMocation. @andlam@uitdusn address source and receiving
first address signghSa88Psds EhAEHRRS IRRMMEL an39nput couBl 8@t €o OLHPUt
term nal for ioupl|n to a data receptiqn circuit and connected to the
array for rect®i¥hg £ YHAE ﬂ?é‘Pé’IerdoﬁPaPnaa R8PS TR iV FHRIi cat ed
by second saddaessysi gnals; a non-volatile nmenory having a first nenory
storage 35 location for storing the encryptor key, the non-volatile nmenory
protecting the encrypting key fromdirect optical determ nation;

11. The data storage device of claim 10 wherein the non-

volatile memory stores the encryptor key using floating
gate transistors.

10
12. A smart card comprising a data storage device
constructed in accordance with claim 11.

13. The data storage device of claim 10 wherein the non-

15 volatile memory comprises a plurality of second memory
locations for storing data during a normal operation mode
of the data storage device.

14. . The data storage device of claim 9 characterized as
20 Dbeing a smart card integrated circuit.

15. The data storage device of claim 9 wherein the array
is characterized as being a read-only memory (ROM).

25 16. A data storage device comprising;
an array of memory locations for storing data;
an address input terminal for coupling to an address
source and receiving first address signals from the
address source;

30 a data output terminal for coupling to a data
reception circuit and connected to the array for receiving
data signals therefrom at a memory location indicated by
second address signals;

a non-volatile memory having a first memory storage

35 location for storing the encryptor key, the non-volatile
memory protecting the encrypting key from direct optical
determination;

L



210 - a latch havi ng an 4 nput coupled to the first nenory storage

| ocati on, and an output; and an address encryptor having an input coupled
to the latch, and an output coupled to an address input of the 5 array, the
address encryptor encoding the first addrE¥®s- signals according to the
encryptor key to provide the second address signals. 17. The data storage
devi ce of claim 16 wherein the non- 10 volatile nmenory stores the encryptor

key using floating galgdy aRHiAE0AS- idSut TESuSIRIR ) ¥He02id8¥i fEmS iaycl ai m
16 wherein the non- vaqlatile nenory conprises a Elurallty of second nenory

15 | ocati ons fSOOLHGE | ﬁ&a&éPﬁfdﬁ?¢n§nd“H6Nth rati on node of the data
storage device. 19.anh@idiaiss sherggtoteNaeinglart!aiputl@octpaeacter tred as
being a smart jcard 1Le0Lal 8d: ShECULip1&2 to an address input of the
5 array, the address encryptor encoding the first address
signals according to the encryptor key to provide the

second address signals.

17. The data storage device of claim 16 wherein the non-
10 volatile memory stores the encryptor key using floating
gate transistors.

18. The data storage device of claim 16 wherein the non-
volatile memory comprises a plurality of second memory

15 1locations for storing data during a normal operation mode
of the data storage device.

19. The data storage device of claim 16 characterized as
being a smart card integrated circuit.
20
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