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Description of the Related Art [0005] The m suse and
referenc&bﬂlstée@tfreEerQhéléét‘ﬁP@WSpaynent programs, such as credit
card prograns that r(%?mgar ds, smart cards,
debit cards, and other por e consuner devices for
[0002] payneRitldadf the haesti@l transactions, affects a w de
vari ety of businesses involved in such transactions.
[0003] Aq~ h@ﬁfﬁ:@éﬂf llﬂvenﬁ&m%@{%eﬁrﬁﬂaﬁf t%nshﬁldngggﬁ&u%{%ﬁ Wit portable
busi hesses involved I n card- based paynent prograns,
consumemddviees sgehraspemattssardsapdemiartaenisi anelmeoregradidusslyeraates to

Such a r ically subject transactions
program @a’éag:‘?&"%b ré‘f“ﬁ\/ﬁ%“ ??arﬁsﬁﬁ 1%t hori zati on checks
t hrough online processing before any i ndivi dual
[0004] t ZansRegcription of thp RebaselATtA variety of special codes,
encryption keys, and the |ike are often used to ensure

[0005] t ITAE nB&UsY ad@hthHe afroiSsadtich payhREEPoeFhnts) siechris leediiadard
These safeguards are directed to prevent fraud, but

prograngythatiige Crggpaids, smagheartsadpbls qardﬁia@m’g@th@r peaiphierponsumer devices
for payﬂénﬁ%?@rﬂgnctlﬁ gac‘talg{is 'ﬁfﬁ%{?ﬁ V\ﬁ@éj Sf bt[ ﬁl%gs%% 1M0§\%§1 n such

use ccur’on ransac Car
transactner @ stalresult; amplﬁ:atnce Bonttdl $§1|rrfpolﬂﬁ§(t %ﬁbus’oﬁeswﬂ; 1ﬁm‘md:d lanmaei-

wi th paynent programregul ations for use. For ex
based pgymenyt ﬁﬁ%@?ﬁ; d?FIH%S)g B)@rcff@ptspwm%c%frmn@ﬁgﬁwrs 3@
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or ze transaction
checks thramghaatihoprovegitg hefdre any th\bél_la} aﬂanmcUorchappmvsdlsA amgty of

special %gd%;eqngéfgﬁgrtl %{;IS fziqefg@g ggg Saléico qtnlﬁlgg f’o etngwgfet]é% o%[yo\pahi%nc]ards are
presented 8172 hiC R, 'rH&%%ﬁ&QHﬁa& SreWebiéh by pltebéﬁt R0 Shut labd 1&5% of great
m suse or abuse of —authorized cards. WD 2008/ 014114

advantaRCIHY 0820V 938 %81 progGa@G7p phvencmrmubd aek abuse of i ssued
cards is such a significant problemthat the U S

[0006] IS¥iSEseHRAbbIRTaABEER bAGrahHcabRANith QAlid &dr8s Whére the transaction
governnent a encies withr espect to

itself may not be in compliance with payment program regulations for use. For example, a

transaction may be for purchase of inappropriate or disallowed charges, or a transaction may

exceed a user's authorized transaction limit, though the transaction might otherwise be valid.

Such misuse and abuse of authorized cards continues to be a problem. As a result, businesses

continue to suffer significant losses due to activity that constitutes misuse or abuse of

authorized cards.



government charge card paynment prograns adm ni stered
by the agencies. Such charge card paynment prograns

WO p@BUA1pr ograns for purchase card accounts aPr//82007/073181
travel card accounts. As a result, card issuers who
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ul ations. The internal controls necessary for such

gover eharge pardipg¥ment nregrams gdminigiersd by bl@jagenm@ r Bughgpharge card

paymenﬁ%%%%axgdsg 12@18%%\9%? rseﬁgg %4?%555?%5@%00{;&3 q t%a?rggeq e accounts,

Asa remhmalrd)ishﬁﬂ‘s o/Ab tvigh pgiravide ﬁmmmgﬁoBﬁﬁirﬁt\/&il si@flsacabrisaidy
of the Crcular A- 123 publication is entitled
Partmpatp %S%W%eqtﬁeomﬁ&g@fﬁkh@seeﬂou QERSROSTAMTRET e naadtyl of
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of the C'ﬁ@ﬁ'laf:ﬁnpb' FblicHRR i9EntiRAY ﬁﬁﬂxtov rids vk t bF 8BV ernment
conmerci al” enterprises to gover nent agenci es. [0008]

Charge Cardsfl‘rogllam"med amlimceerdt tofenmmrlgreéfedmmlmo arhmgaae tMsk of

ere is, a, need t ransact.i on process
abuse, e, 1) uPTEGRsedh pRE e RCH aeitS BRATHRS BeBoRRERE piidics pn
data repb#th3ned &dmpdrcARoREd p}e%@ﬁy MEfts, (ne&harner hdiatorh d}ﬂ‘i/a‘ﬁk M& of
pur chase cards, portable consumer devi ces,
payment ¢aeds extersls diome persmetcial fsatepprisseto gavarnerank @gﬁr@@m sfy
this need. SUVMARY [0009] Enbodi nents of the present
[0008] | \sBBild ®B appabhterdh eeaisdubgon Atias ehalheteriadnaed fod Payment
data for conpliance with a paynent program such that
transactioRProfesHbg ﬁllag’gelpwépeﬁe@e insddangd plgmisasgand - ausg innipangiak
transactﬁ)%tq?gﬁleﬁf eﬂg@%&‘é}n@'thatt m%cﬂdrc%iﬁe EJ}QE p%ﬁgge Qgﬁéﬁmer devices, and
authorrz y aynment ‘processi ng
theerdEhﬁbmmmnngﬁhhepmaﬂmnnﬁnmmxmﬁmﬁhﬁmambmor|zed flnan0|m
transactions wl |l ggggg hég to further processing,
wherein the further pr f operates on the
[0009] ' E&RbY RS Bhe gl'égedt deRIibd &%b%rggésblﬁg@infahﬁﬁriﬁfn@ictlons data
transactions th be out of conpliance wt
for compliznes sgthi wpaynegub@grmsudf thatthe pa;mmlng lpwolg'camelwmg data
ot her. .as furt rocessin a
relating B O ARGt BP YR LS DR PG L Sg1h paTHehl bCessing
system, BhEH&ERRIMINRAHoRUSH NSRS FE BPhdREd fingMlitaisdd@ons will be
financial transactions as a passed transaction that is
subjectedrio fwhsk prosessing, wherefrethe tfurtlies peadesmng enpudtes doths regsivedglata
and ideftsp GG <f FRRESLIAMabE ghe phS 18 uf QBT EL win
transactioRgeh kiR Hf tHerpalyMRnCHOLRNL. 1afanbiher HpESEME fakitiss PpeceSing can
a "passed_ transaction” conprises a transaction that
comprisp pEocgingde ekl vag gt veish 4 pesodpradgtesmined hysiness gwles and
| .
1dent1fy{ng%1|ta§¢ gé—ag)ng gggg% ?&r g%ﬁssggt olqlgt%llatqg 5nn$({)rré151¥anc§ Wlth the

transactimhﬂe@,ﬂ&&ﬂlsl & aéatfﬁrgga:dweansﬁcﬁdmhmas &£kt ¢Heakshfot violation of one or
ncl udes, transaction characterjstics that 2 WO
more oflilgfbtg;r(ﬂq{)lléfe@éq:g?qglgz o thegenipgtof tﬁe present discussion, a "passed

transaction" comprises a transaction that has not been flagged as violating a transaction
regulation. The financial transaction, if it is identified as a passed transaction, can be further

processed to determine if the passed transaction includes transaction characteristics that
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indicate a likely non-conpliant transaction. Thus,

even passed transactions that are authorized can be
waempectii4 o further processing. In this way, tPEI/US2007/073181

i nvention helps to reduce the incidence of m suse and

T , L0 financial transagtion payne rograns that
indica R hoh- PREL Bonab Gl “Fllr iR P R bR
authoriRddat Be subjéet to [RMEOProtebsing! [aes Ry, tBS eehtior M€ps to reduce the
further praocessing can conprise performng sanpling/on
c

incidengpfguiguserand shetd is Anargaldesanian @apnentarograms that inve
' X I ..transactions to be

purchas§ BEE o BRYBAN A I ORey ARG L P0"0F {he

transaction regulations. In  another aspect, the .
[0010] ¢ M@W%%%S@% i e Tehier PEAFBISIngCagErmiYie ReTRrmieg samnling on
passed IAREGRAL RIS ne RREREof e %ﬁ%@& bORS cfidhs! 4 ?ﬁgé&y

transaction characteristics that conprise rule
transactawng italbcleeckérbfoaviadationrdiona b mgreof thi ghysapidor: egaiptiomntin

transaction. |n another aspect, convenj.ent user .
enotherpaigegt, i B Priee B BTG e U8 Prodi AR RiggFoKae on the
passed tiAREINCAE tPMBALF tRBEIBLK chdrhQetiiRS tfﬁ@&ﬁ?rise%te@ LObiRS ke

_to be authorizéd, and the operation of the further
behaviop mslicasing adikelymopecoailigst teansagtiona die anatheraepast taropmenient user
. user, input,. .In rticular, the progessing of passed
inerfacg P} R BPY R URT o™ TN RUGEF EROYH| SRy lorEy ST can be
determifidSio N a6 HSizEL Ghe thel dpertion of atcarthéigtodddsing BMERS ddjksted in

can j nclude conponents to performthe financial
accordapeeayyish ghei user ippvlc d8 Ppitigulendhe prosessingef paspstl irapsaghiens can be
dmngaf%ﬁﬂ%?$ion processing can occur for the passed
ransactions. Such conponents can be maintai ned by

card issuers for operation during financial
[0011] t Axsysiset Goastrpitet BSrordancs With thgarentife camisrudn eampenents to

perform R fins R ltliagggggéﬁa ﬁ{bg@&‘ﬂg%?cl? E}ga? E}{reéégrzlﬁ%ihg and rechSﬁ processing

features an ges tron
can occethforthd dassed ppasaetiond. ruwhtchmpohoitd ani tegnalemared hlyi card iofuers

exenpl ary_enbodi nents, which illustrate, .by way of
for OperéB{%‘prE‘I‘ré‘} ﬁ%ﬁ’é‘ﬁ%“&?“‘t%"?%%ﬁ £9 @ﬁt}gﬂmﬁew%@eépgwrm
compliaRF trhiacRRAWNGR[ 0013] Figure 1 is a high-level
functional " bl ock di agram depi ction of a processing

syst e constructed in cordance w.th.th resent
[0012] QR oS Rustatvpniapes b dhopiesens ention dionf B ARpaeph rom the
followirOdHREMR HnSo fEREMR iag,} &abddiRe A Nich Sl EMEER) whi bPstanailgd

in Figure 1. [0015] Figure 3 is a flow diagramthat

aspects pf thgdnveaties t he operations performed by the
Filter/Busi ness Rul es processor of the analysis system

illustrat e BRIEFAESCRIPIION OO T200BRUIWINGS
PCT/ US2007/ 073181 [0016L Fi%ure 4 is a flow di agram
[0013] ¢ Figurg | s pshighrdeyel funstiongd plock ingrase depietertofa propessing system

construé@d‘r@I éc@&rdalﬁ?&%ﬁ‘?ﬁ@rpr&tenltingerﬁi%ﬁ! ysis systemillustrated
In Figure 1.

[0014] Figure 2 is a block diagram of the components comprising the analysis system

illustrated in Figure 1.

[0015] Figure 3 is a flow diagram that illustrates the operations performed by the

Filter/Business Rules processor of the analysis system illustrated in Figure 1.



[0017] Figure 5is a flowdiagramthat illustrates the
operations perforned by the Predictor processor of

W@ b@sandliysi s systemillustrated in Figure 1. PODUS3007/073181
Figure 6 is a flowdiagramthat illustrates the

oper at j ons erforrre nce
foot6] pPELELA B AT iaralt eyt PR PP RRST pelfbet B et
processdr of[t@@é:ﬁ]ysﬁi Gyted MusthAvsingagntiing pl an designs as
received into the data analysis system through user

100171 ¢ FfBke & K3 R Biteior 9 It B ERRa p euE b s oo

processdrQ tl@d)e[r&l}l’slbcdyetdm illostatabindagge 1M th the present
invention is shown in Figure 1. In the system 100, a
c sed
[0018) ?fggrefl%anigcl&\g ldfé??azlﬁ] tsﬂaag{llfugﬁétgss G203U%Rbn éj;ge‘{fo%%éd by
Comphqnce apdnedit peocassoepfthanrhaly€ld s§vem ﬁlhﬂtrpayi mi’eﬁiguf)ef 1.goods
or services. The presentation of the card 104 nay
c dihes
R ¢ Cha G e e e e R S R
throughrulaq:rbe]vutto a nmerchant via a tel ephone order, or
entering the card nunber and associ at ed infor mat i on
over a network dayRTAQEEDESORIPEE the card
information is entered, the paynent process for the
[0020] addugh @Neldfufwtmﬁl:dlagratrr@rmtaﬁtsa@wnlpsoqeﬁﬁmg sstsm 1@thepnsirected

in accorﬁan%n%ﬁmltlag B{e%%%tqn n? 81% ISS t hr o uret‘ (l)pfr%tge < v E ﬁﬁg;’as éaﬁ&’ 102

(or othet ﬁkﬁ‘ta@lld con[sﬁlﬂarldev'rd&?lsnﬁym ﬁﬂa[rf@i‘a&l #ahdagti6y, stemsllbeing
i ncl udes aut hori zation and verification processing

presenteddp apngrahant 195 thpaymenheicgneds obseryiges. clictieaiation phthe
card 104% Hﬁ% l(::blgg i% &16 %Xﬁtb%m&]]r%’d b}{ g?}o%egsgig?eb&g al f?letnbe%chant or the

transacti an analy
cardholdey pt@vidihf thecrans hurtibdrad ainterclane Olﬁ(iataleﬁh(vnetdﬂddrhﬁ enterlng the
i nvention. The anal ysis system 108 permts system
card nuig e agd fmcwaedde?oé@éy 107 QYer PAEBY K darFOANGeR. Bnge tigrcerd

informafl&h W¥nkerddt gheaﬁh?nﬁ%f fn%E SYEY hOYUssobiafed AMNAEERbotion is initiated

report géneration system adm ni stration
and the frannuatm@mta pﬂmecaibyhroogtpa payment ardeessgpgysieon] mhtymllsbe
14. that can help mtigate non-conpliant

.. networ
famlhartt?&}%%\éfﬁ%g’ h%'he payment processing system 106.

[0022] Those skilled in the art will appreciate that
[0021] t hbe papment Prqsessingsyisien H&ﬂslnehudqmthcm}zehm eyl vepificeitei ve

processipi 54 eal GRORE it 8700 ot Rt Tt B e iR 1 bEF 00,

data relingR6 etaiian6RNMrihcteATP weelved 3arf zﬁ’fal}fsw siybt@fn 108 constructed in
processing. At the nmerchant central conputer, the

accordapgenitle thelinyensins ad he @%ya‘lw}’steﬁ‘el%P%ﬁlatﬁtSY%?@ users 110 to access

e recc BB LB Bt 0 A90RU AL BT USRINTL QTS HA cpor

roce nt acquirer are

generatlbﬁ mﬁmyité@chdﬁﬂﬁﬁtrﬁldmayﬂﬁms Jaheeby somprisinges wanidactl@bartabysis
card issuer, 128. It should be noted that, although
networkslplééhqtlcgn @@Wﬁg?ﬁe gloaTchphant transactions in the payment processing

system 106.

[0022] Those skilled in the art will appreciate that the payment processing system 106
operates to receive financial transactions at a merchant 104 and provide the transactions over
a merchant data network 120 to a merchant central computer 122 for further processing. At

the merchant central computer, the financial transactions for the merchant are transmitted to a
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shown in Figure 1, systens according to enbodi nents of
the invention may include nore or |ess conponents
WO bas/oaried shown in Figure 1. For exanpl e, althPCHkS1000073181
separate bl ocks are shown for the acquirer 124 and
card pro'c§s$éﬂ1%rpa§%1%ht écqulrle?rolla&éltang arGD&lF]i,l] r%%s?ﬁlolggi g?etr gp&ygﬁg processing
networkaltb ey card)iss s 28 a fehouldrbe MoghdrtRatlalthdlubh fectfitecomponents are
.connecting |ines jndicate_data communicati ons between
shown ig digisn bntystemalaccaiding te emnodimentsi ad ke preniion reapeincliide moge or

s ot AT BRI O, DT s e

shown fauthh (acqlzl&tr i104 and 'd;swtlIZB aﬂﬁ’m‘uldl\bd imdebhsgoddsthaer sidgd8 ofg%tﬁization

al dy .taken place. The transaction data general
may actias bp < F RN EHITEA SHRE GEE. MO @re Wal 2! Sidenadoting

lines 1ncﬁ€’eg5 858 comPBRhAREENs BEiTe onéR€ ARGRH Jb%rl1ﬁﬂb§tron§‘§ccur
as transaction data su as account nce,
ovmwwmmﬂhMant nanme and address, charge date, paynent
anount, and the |ike. Figure 1 shows that the

[0023] amRé M§tla $orsayt$41@aen%%81 oqaﬁw&%béieect lhﬂ%é%eﬂ%s gkastedn 108 after
directl y roma card he card a gency

paymentaitherizagien and ﬁﬂﬁh@mnt n‘g %dhg ssﬁuezdfls daas dready ﬂmqen otacet Yhe
s.in count, for. .the
wansactiol Ty el S DTS o S ol SRR &aatiS
balance Sat8lta@Rorik &8s fedfing@ Gipgiv b WERNS gRARRt oRO4ta Elﬁ&)Vé%l’hEt&Iht Bﬁlance
non- conpliant use. Thus, if the card is provid

merchang mamené padresss chargodate.mesmentayeenn), and iemlile aﬁlg‘éfﬁﬂl sdayw that
el SRS Yo LGSl UGG RSN NRPR LMy i e

card agdnly oorgprises uspensoriag I’C)Sga]:ilz@tloﬂ' beothyrsdneing thaeisSnwadveddacess
the anal ysis system 108 over a secure network
managepsRiRI s %momt or tg cArdakd2and: th&tﬁs@orlmﬂ@? Réthecnalysis sy Bem
108 for Y4cBuf r}{ﬁp&lggﬁlgﬂﬁa%ﬁ rehRRHNEEF 1% gy t”Ishug &k el MR 3
conveni ent access 1o user s count managenment an
providedtyan esiptcget om goieenmics lagenbjzoth\an tHat gepleyerd dryagbecy comprises
enpl o s, of the car ncy 13 ave
the card GEBRRI Ogb OB A GRS BT QLA SR Gaes Sy LB prapeh
system lﬁé%fﬁq@s Tglre%%t@lﬁ L@&% ear a&ﬁés§ fhe anaﬁgﬁg‘ §Ysten@ $0816wG Tl sB&e
further below [0024] Figure 1 shows that the analysis
networl@gosnmomowadusb agam In@@'éIM@'nelrca)nsmlpnorm alfeh brofvsasc ilhy Web
ﬂg suer 12 as | ndi ci;ed bg he conn%cthng
aceess HGFH‘IES TelAUEE LR8I RECCRR K YETSIOT PP HIERRCTRP Y S
administr@€&H. VEnef dS@@rIQUaillllt%ﬁ&ﬁﬂﬁ bé BMpRFtes MRS card Bgéﬂé?rlBO who have
connection 112, suc over a secure Intern
been grantgthrseesspnivilpgeshbutsen picbidg@oy othen persprs, grantachsecesy ynthe
lved over an otherw se public network
agmu““%gﬁﬁw%%64ﬁ§ﬂ$gﬁgrnet so long as the connection is a

ecure_connectijon betmeen t he sender and receiver., 5
[0024] vbgytﬁobff@mﬂat theoamalispoty #ieoy K¥galso qapgooivertiansagion detrp

directly ¥ ﬁlbﬁ%hgrafi gV Q.Jf $dRG1ed b?%é %ct T Fi %EX e ¢ e1“hb _'élnélgé{s
Suita orm tor entering the ansactl ata int

system ¢dnealystave fifkdhciaFaansaxdopdaa over aadadwdsril«mnn@tlon mbz,i ssicings

over a secure Internet connection via https protocol. That is, transaction data can be received

over an otherwise public network such as the Internet, so long as the connection is a secure

connection between the sender and receiver.



a conventional credit card, the portable consumer
devi ce can conprise a hand-held device that can fit

WO paog/osticonsuner' s wal | et and/ or pocket (e.g.,P@Er/US2007/073181
pocket - si zed device). Such portable consuner devices

ot T8 B TS G 80 S80S o
for ente{ﬂl ETHRRFAGR SR Udta ifo HIRKERR! 1 (E VIR l%%(%/}nﬂl%,vﬁq%gcbllftgﬂgg Sﬁr]ﬁprising

he SpeedpassTM devi ce conmmercia aval
a conveorgherktbid card Obe poitablanchsuiver Héwes cabtdoeprises Aapd-beld dEvice

i. t abl t abl devi [ | ud
that can djt intf A gAnshimgs§ valle GigRe PRgkel (Er A PRFEHBRLLSVIER)r SRRy
portabledotlbirdr R$RES AN irkclURBRAR caRBRIES S en@dll R8It bt Bébit Lrireiwith a

exanpl es of portable consuner devices 102 incl ude
magnetip aiyipeand veithogsa migfeprocespodas wken ackeyshaigdedss (swalps the

) d . he ik
Y N Y o

examplB I Stii€bld Pér@bld @npirB&aRsicagin ek @Fhsler e[c0@eB] dd¥ites such as
anal ysis system 108 can be \Web-based, conprising a Wb

cellular ghpngsspessompldisital prsistants (I8 )e Bagsro gRd HicrikguIQsheriemamples of
i ri [ T, r
porabl QSRR de et RS L e A kPR e AT S e R A
media, tean@padrasisahndtte dike, sarlengaerud @ holkleninfaaimpioh @nd transaction data
rocessor such as the Wb server conputer. As noted
can be egfeEreaintq the PReRssdg Y&em K¥nput er of the system 108 can
be accessed over a secure Internet connection 112 by
[0026] alibdaralysedsyswer E081ced.beFV ghrbased, smywisintgree Webdenvescdratter that
execute on the Web_.server conputer .in.one odi nent
executeCRREAT BPRW S ELPUTHRG 16 opatgrasstivel K5 i b ProBa
moduleSoHeHHae icOMphRF §dffvare AFHRABHSSRatlRe 1dsRBARR dredke@#ed on a
W I'I" be understood to refer to the analysis system
computer@Bocessor such asrthe Bebrserver compwiee M snatedateoe, thp Jervitie
systemof Fjqure.l receives data relating to..a
computR ML e | BHGE op b SR A S A bt oGl 12 oy
authorizZed QS 11 FAt FiglrelDysHoRe tRemBBilEs Ha0&REstk 08 thy MeBred@bc@nslter
identifies the financial transaction as a fl agged

in one embgAiseeat Petruead ageording kethe pesREtdnYion: B teidgugsiondieein,
mre th. Gt - fi i I '
referencl (oC A E I SURAE il be yhiir bt REATURR Bl B AERST03, or o
one or ridraBs@pbhedis er@pf.i ses a financial transaction that has
been checked for a filter and/or rules violation that
[0027] ' i SRR oﬁ_ﬁigﬁleh RADVECTR) fe@&%ﬁllg(tg‘a%ﬁﬁciﬁlftrﬁg&%%h that has
activity. t I's, paynent authorization of a
received paynsactuthorizatios bp tosmgyntehaprotéssing sasteadiob and dieas finothe
. conprise an putright violation of the program
ﬁnanma_f aasan e g EPRSSRLon (Al ae choskes B Vi diasans e more
transactiod, fBferin8 YeHEds 28 Budih @R PAES, 0P Bs 4 PAked'@SnsalistS & passed
initial “scrutiny for violation of the program
transactioggoimpriserrs{inanet awsagtidrf thagpe dieen eheakertfor o dilicoapl orsmtes

| uthori zed transaction t.hat h een. desi gnat ed
violatiof e Hiaes SR R it B on e FoiaeS's T hES ment
authoriZaHbmef 4 ﬁ’%aétﬁcﬂﬂﬁ@ﬁﬁ)g@%s st ke ttan\¥RtidA@8LPASA bdshprise an outright
PCT/ US2007/ 073181 e subjected to further processing,

violationhétheiprogarmrransactine regytabions siheteas @ pagied tiaasastiepissa of
authorized transaction that has "passed" initial scrutiny for violation of the program

regulations, whereas a "flagged" transaction comprises an authorized transaction that has

been designated for further review. The system determines if an authorized transaction shall



identifying transaction characteristics that indicate

a likely non-conpliant (m suse or abuse) transaction.
waesoadihd, processing for violations of filtePCI/US2007/073181

parameters or business rules are automatically a part

. the furth d bed f be
v g P S bR SRR e S S5 bl
identifyHpQR@S&0E chatatte@fick fthét IHdNsaL ik QP Soh QBmﬁﬁﬂltt(in‘iHﬂl@é or abuse)
scrutiny independently of any characteristics related
transactios. tliypicell mrisecsssion fqrtvs@afﬂonwf fidenparhmeleys ardusidessanlchars
rt.her .process ca ri
automatﬁcléﬁg Ia%tagt?)?lrt)}}e\gf‘ggégs}l pr{a cssing, AQ desctrl 8?1 ﬁg’%}%er g%l nH‘l fitther

processm@ anmiichide SkinBn©Oprode VMg IE diehflgﬂ@zﬁﬁhdt%m dgraxdadnhinehtiny
to identify features that indicate |ikel

independeyilycaf #py icharactaidstioy relgted fode ganszchon Bset. %mmm e

oo LR FATRAL G A0cBTHOMTER o AP ELS R

transactﬁm&h&nﬁbﬂeﬂsﬁte pif atpasked trafsagtioe a2, exfmined pol ideas Bsfeatures that

stration, as twelve nodules arrayed around the

mdlcatea\‘rlfﬁrﬂﬂnsc PaMSEEYi n the center. It should be
understood that the analysis system can interoperate

[0028] wFighreol ﬁwww&h&tmdulwﬁming%@nmﬂhﬂembf hIs amedysis system

neces r the analysis systemto perform.the
200 Conft&?%‘iqs %C%ga%ﬂelmﬂl RY/é’rn%‘Bu RESYStiy ’(%dnegl"teg]d‘é%&ﬁur%f@
purpose@f)f ﬂfﬂl@tréﬂ’éﬁl X@tﬂ%&h@&l%a@f@d hﬂ)%h@ltﬂeeﬂagf@ls(%s’ﬁ@ﬁl 200 in the
onputers that are not |ocated at the sanme network
center. Itcsaeul(iémdmd@smd thaih theeanalysis aystomahn intenaperptewvithhytheheomputer
ana .S .system Wb ver er . 108 ur.e ,
systemspBhiF 1S U8 ST SEe GhnlS QTR o7 Diteds AEihchpng g
twelve rﬂ@cﬂﬂés‘i‘sl“ Habh &t ahd (ﬁfi‘n@ﬁ(ﬂ)f eheatidtviengoldd cah ®e igftle @ diler
as a "processor” of the associated nodule type. Thus,

computeys gstpigtiet losgied ehtbgisame actyosky peda (and dagehsbate orseriloaal
h
ol JPAE S G SILTEL BP9, BE e
system OmMWdblk&Verawith 2y egasfabe modblat instatledisedlexecuting will be referred to
i nterchangeably to refer t o,rrhhe conmput er systemw th

as a "progessor| o (BE aveeigicd RtulskPe , a|cp@autea PFLedx BEiiHa Rrgeram
manage%n%fgllzral)dlill_lt1 tastaltel \c’lﬁthg@?s"ﬂérﬁ $nd gl Be%feﬁ%ﬁ gl hér@m':ds giu'fb?o gfam

a master genment nodul e
managesestprotassartdudeec2threstor'ednlel’ agd hprdedseor?2 @lﬁall lee used

1ntercha§&§‘pg yoﬁégﬁ%mmﬂq%g C?l%ggteég)ﬁFe&é |\sz glfssroﬁ%gqsﬂ rggg\‘ﬂlgrgotiv%gr;e ir?stalled
and exe&gm@l iance audit nodule 216; an optim zation nodul e
218, a st rat egl C sourcing m)dul e 220; a program

00291 TEBE B RE o TRE G RERE TR 3h8end PRiE b da B nedient

module 702 Rcddd reatRid 20ARRERIMIARIOIGIB1LA6 SLE4shbdatd aitfiule 208; a
flter/ ﬁ\ﬁo gram adm ni stration and nmanagenent capabilities.
11ter/Tu

yogpletHe: ¢ @ar@@mgﬁgoq&é@al B9 Hrgdlcf@bnméwé&%é» mgompliance audit
module Eﬁ 8 N og% %atlo flg{rg mgﬂ?t%%lfz %{)?}Q}/n IHJ)&L?‘? bf() %lejém

V enti on
managetneﬁﬂ md@ulé Izez Qmﬁtal tfaatmg) fhodfilet22g. fTihk hedster dhtesnamgahmt module

l'ing nmodul e, and the 7 WO 2008/ 014114
202 andphg—;sqggg o gi@@_ensure appropriate data security and program administration
and management capabilities. Any of the foregoing modules (or corresponding processors)
may be combined in any suitable manner. For example, one embodiment of the invention

may include the combination of the filter/rules module, the sampling module, and the



predi ctor nodule, with or without any of the other

nmodul es, in a conputer systemfor operation in
waewsntamnce with the invention. [0030] The anabP@BiS2007/073181

system shown in Figure 2 provides a processing path

. for f'na |aI transa io in dition to roces
predictor fiogisn S8F” SAURRRES 3 BeclBmmBodies i Sont RS ERE o
operatioh)in adddr@@EOMBAESInveAtibnt he i nvention, the anal ysi s

syst em processi ng i nvol ves filter/rules processing

t [ r. ti.Q
o031 5 RS Ry A 5L 5 ISR 05 ALY Bl s g
transacti@he iﬂuﬂdlti@]ﬂmﬁprddésh@g/&lrwghl thé pahnesny proegssirat dy@lﬁmofoa (b& Figure

card progranm). Such transactions will be referred to
1). In acé{:é)r%gf;%mtpgléedmwntg)& theagalypig s¥stem ipEresssing,i@volves filter/rules

: {
rocesf UL EELEHLE Byt ARG O e LRI SRS fove
(and the'rafmlavemotrimnwn@nbhveﬁnblatﬁdtamy ir¢gnldtivatof toudatd pragsdnn)t (Hueh

m sus abu identified transactj.o wi |l be

transactiPgF B Bl TaOep PUGgEERd @ roaied G gRBo oy HRber disa et
processifif; teR8daireon 'sé&@t (W tHél §§tﬁ5ﬂ1£€r&stran§%flé 88t arl %ﬁﬁﬁgted to involve

transactions that have not been identified by a filter
non-congpliantdcéivey thae mgldepmn@mtuteonnpm arabuser divshdédantificd Thasactions

. apal ysi s system ssing, then.i dent i Ng. a
wil be SR % B SRRl RSEERTt Do iRE OF i ulPripednsAdichs
compnsé U}S’dSS&f-’ efnbRtibM thRiavBhocwes idatitied by atfefRt bRty ad®¥ing a non-

ompliant activity. The further_&roce33|n can invol ve

Comphaghtmsaqi@nbyf he laealsaﬁpyﬁtm@ prasdising thepinvelve pdsatibingongroup

from th ]\orl\gg 5 %alrxgg%t o%s ha? YVIH{E éu%t Iecge(r:cllrtlf)n%g%kller Igrc;lcﬁése%r?éfo? %B{%htléu non-
compliaf€dcaivity [ DR8 ﬁdrthb’ﬁpﬁo@éssi?@toan Wﬁ)&@@ﬁﬁﬂﬂlmg/b? lﬂlh@sabﬁﬁﬁ@]mdﬂh& 212
mast er dat a_nmanagenent nodul e 202 hquses all data

or predigtip nipesissiag by &g Predicimmogdula 2dd, arhothy AU dyelve H}Odtl}ﬁé Will be
orting of application data. This
descrlbedqggfeta{e?gﬂan%gg)ﬁ‘rpmnl cate with all twelve of the
npdul es shown in ure 2 by providing the
[0031] |hk%¢§9€?ﬂﬂﬂ“@8?wﬂ 894fari ng and exchange. The naster
dat a managenent nodule 202 will coordi nate and
[0032] f ?éhe'p iastat data enageirenaciodole 202 hhuses |alldﬁtatfhethp @pplidaiigh. It can
ta source re 1 sho

manage g5 oSS opae Eonitbes s} SPRETE Fop vt toe dhg Mol fin

commur&ddé Wlt‘ﬁ"éﬂ' twSRMIOE e 186dUI8Eshoal ik BRhre 2 BY phovading th iflRrsection
variety of external systens, in accordance with

of data sé;leung andjexshamest i Thie Inhasfes datarrepnagernent apadudes2 (3 wilkeordinate and

facﬂltat%@l 1|¥ a%%%}/ tﬁn]l é)l%glb pq%eg‘egl @%ggugc%atl:a %1}% %ﬁg n??o & ?f the

likely dhgtoveedn. IThdepaaeesit naPdl-inehlsivensd Qladlﬁonalagﬁfrﬂ@ycan be included,
el ectronic access system bank el ectroni c access

such as 3 padesyarietsefi axterorlsapermedn gerardanse Maerettty spopptkilities and

1n1t1at1v?sﬁ$fq{1e ﬁ‘ﬁa@%l{%%%{ ngFhS 631"he %w&gig%agbﬁgg%rg&#a rﬁ%cgltéerere 5@2[ witldso
help managuhe si2didg oddatpbewiada utidE@elﬁdblnt gliogridndriebi, agency eldeeronic

access sg;?cgrg! lgqn%\aﬁrl]qur%gk%gggegg lsbsﬁanapp,lglss&%t &%%@g%tl%f Z? r%eg?lgrlftl perofQ le data,

ERP (e&é?ﬁﬁééﬁ%%?é@&%ﬁ&g) systems, and the like).

[0033] Thus, the master data management module 202 can provide the following functions.

The module can manage all application data. The module can also provide storage and



schema for all application tables and data el enents.

This can involve providing ETL (extract, transform
w@pwshodad) functions to manage the processes tPEE/UMIIE073181

data fromthe nultiple sources, reformat and cl eanse

e G B4R SRR SR T SR LSS o,
transforﬁf‘@dd)ﬁ%bd% fufdtions t@ﬁgﬁefg?rth@ﬁ%E@stsésotﬁ@tl mSVSARATHA B HRI@( r‘ﬁle

busi ness process he nodul e can mai ntai n nercha
sourcesme&fnnaé@d clernst (a. gwwruseéaeslt)dher daga dad wad dttiotetanethehdatabase, a

mer.chant co d fromnmulti dat a sou
data maffgyr AP G fcp 561 Art BT drtdofheh Bbete Al FPian b POk o
busines$ PlOLERS ThE iftfdlule nGOARRIN KE¥handphdilled, svhqi&ﬁho@lbésest&&lg data
avoid duplicate entries. The nodul e can al so nanage

about eaghsngrekant eprmpiigsoiremartiple sletarsopieast it sarmi¢teyminghe to match a
merchaﬁe{ﬁ%ﬁ'ﬂé ﬁ[?ge@ém%&%é{‘%? A atc glg%?ll ll It X/hlcg is ?esngf)le%? t%\?(%ld duplicate

C
Froman ex erna gburce

entries. f THeemodlA¢ edrosi &) manahetappli@ioh iitport endeporidnétainality. Such
exports that can _be integrated into_an organization's

managepeefghrin kAl v shH e tepRcsaR datp. cleyaeres Epmy rnal slatagionise
[ : .

(e.g., tepﬁggtda%lft{lr)'g&g anﬁ‘ﬂ%lodo Fl?& (@ I%‘Vld-g}ﬁta'% Ith%ﬁga[nﬁ%e;lg%egfa%/d 1‘3?0 an
organleI(ma;tﬁutaprled Resourtsl”ﬂlqmnmg gema\]{ leddeaseiotian dadssfice at e
applicat OélszTth e;tagg!}pzagg\gg{,g l?ﬂtgéa%p{{)g%@%ﬁg\h%&te:{ggpémnallty to
create a rblﬁil&sh}ﬁﬁqq{ewsﬁh@a{stet DRIMERsdciate kit édj&%b'h@ﬁ@l fidly if@B be

simlar to a Mcrosoft AccessTM i nport data process.
applicationa(ery). . esdatd soup@treau}t jab¢! that mersbant cemeafieldi e shéredarmet').

This gl S AT o DT ApTaCCSBibag SySar o emples of
potentidl QQ@@J)urI&earé aniaRes iPFigarer atd ABP idcludeihebarll Béhchadulagd

can be used includes the sequence of operations” as
entities fgthirothe pRymangiprecessingrsystesn 106. Modul e Use Case: 1. Log
into the application through portal front end. 2.

[0034] ViTawsdqduekse df@pemtibhd @dviteletHiemodde ciebe GiediBAtids thaequence
managenment nodul e. 4. Agency adninistrator user can

of operagiopgag follays &t Telle 1f ol | owi ng options within the master
dat a managenent nodule. 4.1. Review, edit, and nodify
data mapping relationships (e.g., M crosoft SQL
dat abase view). 4.2. Mnitor and nmanage the dat abases
and associ ated mai nt enangg|services wthin the
application 4.3. Sel ect—incomng data source and

a elenents to the appllcatlon data elenents
ig;gﬂPu

vendor" in the incom ng
ﬂileean i Cucgh Daeb R Rt * i 1 the

ISP liedegttp sntitlephmadyles. at i onshi p woul d be created so
Select master data management module.

Agency administrator user can select any of the following options within the

master data management module.

4.1. Review, edit, and modify data mapping relationships (e.g., Microsoft SQL
database view).

4.2. Monitor and manage the databases and associated maintenance services
within the application.

4.3. Select incoming data source and relate data elements to the application data

elements for import of data (e.g., "vendor" in the incoming data file is the

same as "merchant" in the application. This relationship would be created so

the "vendor" data would import into the application in the "merchant" field).

BN



the "vendor" data would inport into the application in
the "nmerchant” field). 9 WO 2008/ 014114
weansean07/ 073181 4.4. Define, create, and eREDUSH07/073181
data inport or export files (e.g., export a data fil e
o .be interfaced w a | ocal f|nn0|ala Ilctlo

44. o606 i ﬁﬁ Kot dakh ipyport of eXPORASS; (6.8 ekt a data
‘@&‘?fliltﬁ’ffﬁ%eiddwﬂt mcalefirtana@% applicgtinmotadvpidse Jgring o3 flaﬂab y

4.5. Beedive email confirmatipe that exteact or wplpad hdssueoessialdy oenurred.
lfipheomare ertoes iprthoextrasssragdsads the doer imessageechn tieringnded
iarmiemail5. User cl oses nodul e. [0035] Security Mdule

5. U&03hkkesifedsdecurity nodul e 204 manages overal |
application security and provides each wuser with his
or her Specific applrcation entitrenent rignhts. This

erve as the <cornerstone for ensuring the
[0035] ngecun%x%ﬁ%fédata for each agency and user. Security

s can be driven using the application hierarchy
[0036] sirgchumté/ megdule 3dhmapegses gyl gpplica galm sgsarigeandtpso wregRch
user WltHIill hYor it ?%clfgceag) Hedtlon ehﬁtlé/rhaw ) %l rTh?{%&&l@@arF?e"r% the
rogram dat Br exanple; one “Federal  program Wi 1
comerstlmct folD enabing thosesestyarfaatacbr Ee&ﬁagaicypihd gsamSaadirity aigtltsacan be
user/ cardhol der. wi thin an y wil not be able to

driven using \hey iGahion igray rsHng r ga lagﬁ%cé(ct 1ghts can be set to allow
only authBfi IMRLIs e vieW Beir @ﬁlﬁ’t{léggﬂh} ﬁr%g%pdeﬁé SPOIb&agﬁa?é gnefedeRal

meet pertinent card rmation securit
progrannwﬂblhot daeblerte ged anetien Fsder{alQﬁegr]adem amtlad wr/sardlwslﬂermthm an

ctionali can ovid veral . rol e.assi.gnnent
agency wilae opls o ViSSPt raRoflsr s wh i G BRARRTOR. The
apphcatﬂ)%sc‘éﬁ laBbibeRlefbndd 8 'rﬁee@E&ﬂtlﬁérﬁ%ﬁﬁﬂ%ﬁi@ﬁ inffd:8{HB0h sbdigiyide

he follow ng users irst, an admnlstrator may be

Compllaawneqnhlr@m@nlial who may be a "super" user that has no
restrictions within the application, who can add,

[0037] enihé andfiH dy¥tentiRhefiéhality QuPheHte tdveral ane hés@g’iﬁrhdhm optﬁ’tdls for

who can view all hierarchy nodes within the
users. Thepis¢raales ond aheebdasruiptiaed thair anticinatgdsatitlpantdaeladg the

followir]gﬁu\e/sgﬂs FAfQP taH ?i&mﬂﬁ&fatérsin@r e sz ?18 v1c?ﬂf‘lv¥8 gséésa.t %Rﬂ)éﬁlsﬁ{% that

emuse ricted access wt

has no reenﬁd:ti(ﬁlatwlﬂﬁh thedippldativh, emh@fﬁri etdldedilb In&fdaﬂypdi]gleta oldesghout the
within the application and dri

applicationzgng yéi G Vi all pieraselyl nodsp &IW& tha Sapligadon Anchidhh dgwn to a
transacti%grﬁe&'ﬂ%%\';é'i‘.t %fnoth-gpﬁse?gsef'ﬁfglcﬁfjﬁ {})sﬁtsry%ﬁ’irusgpyTﬁ%es m user can

agency specific user I ca he progra
have resttrmtec!;mexstwﬂilﬁ itleeapplivaion aadtcan e ¢nitlad hreemtiny wadesmgthin the

cific a ency ier 0| nt, who can
apphcataoal&ndglaﬁtd%%ta.aftws SR el AR SPUE u tHRGEGHBUt
admlms’érQl%r appd éééﬁt:ﬂf Sdninidddtor inay" l%sinrdg@ﬁ@‘jspkélﬁ% Rkt {y%ﬂzally at the
hi erarchy nodes. An agency user be a user who is a
progranumaenagemeni effiee level, p@tsttadnomede%tt:@ms wiihirtha Spealfchﬁgcmm C

et 3350w R P S ARG B caion
but is ref¥pietcdes chtSRSd HisrafcBl @b8&d ArPagdBic@lser may be a user who is a user
entitled to restricted access within a specific agency hierarchy point, such as an agency
program coordinator, approving official, or cardholder. Another user is referred to as an
analysis system auditor user, who is entitled with view-only rights within the application.
This role is intended, for example, in connection with users at the U.S. federal government

perspective, involving the GSA (Government Services Administration), GAO (Government

10



anal ysis system auditor user, who is entitled with
viewonly rights within the application. This role is

WO pioglata4 for exanple, in connection wth usePGI/EHS20011¢73181
U S. federal governnent perspective, involving the

s R TR e ThO b L0 b s s

can Vleve\ﬁﬂ RArCREnédek vifhin tHe@tpﬁllléh‘ﬁBﬁ Gh@bri H?%B% 3b ) traaf@tib8etail
S

l'i ke. The analysis s em auditor also can view all
level. Ligptdy, an @gwcm@é@orvusms @ ustrevixpisientdied with afetv eirly Irightsowithin a
t t act ion detail level. Lastly, an agency
specific agd& }{lgrﬁrsce pomta user who is entitled with view only
within a specific agency hierar chy poi, nt .

[0038] | 689%%6@@9@%@@%@@%%&@ forraiopanf Hreagingoyeral
apphcatfc}ﬁns%{:ﬁrﬂgi %‘g‘ﬁ‘bﬁﬁggﬁ% ﬁg&r ghd anﬁgﬁh% BJ ?%8&3‘?%%#% In
managnig ecarityhthe nhotdulaEanggevegt aea:gﬁncy $romt degermining & a@rother agency

prevent an ency fromdetermning if any other ag

is usingthe %mhﬁ@thnhﬂigemfm%&a}% CqnP R gl nrm%nyaﬁmguser profiles, the

module %Qrpfl lg Gl eh{eycmd LI BO At Pﬂ)ffl‘éeﬁlaﬁﬁééfdsl:ﬁ&tltlkﬁl%m ri %hts and
can p users create and manage user profi

can autqmta@ag@twrpaemOm Ipeoressing. i ihtagingthd pragamm didranchy evill involve

creating RA LR LR PHFTUSRGRY DOTLBOTY S AR RE FOP AT SgPlsent

rights. hi erarchy point profiles and managi ng program
entitlement ri ght s [0039] Exenpl ary operations
socCi ted wi.th t n_Tab 2 )
100391 ERGHETsHuloDs P U e Bo RO Mt O I A g belove

application through portal front end. 2. View |links

to entitled nmodules 3. Select security nodule 4
Agency adm ni strator user can select any one of the
followi ng options withinlabh2 security nodule. 4.1.
Manage overall application security by establishing
Migure Cati on hierarchy. A user can create and
N&NRA6 t]l?éé-‘;ﬂ)h@éﬁd?ﬂ tBFRIpR PYriMatdt eRd.0f i | es al ong with
ﬁnléscégﬁﬂl (ﬁ_(lpsqr amentitlenent rights. The
gﬁ tséé{lrﬁ l% these changes would be restricted to

e
stffﬁgr sty g e, o 4o M e ilend i
ghts that allow a specific user to view

4.1. M%naag éV?rH]é aPIék?ﬁPP% SRCNEH PoghAbshing (b apRlication hieTRehY.
Anserqagpegste adghenage Reagran hiskprghys peist profileg gtthhu ew,
thdirassoatited program entitlement rights. The ability to make these changes
would be restricted to the agency level. Create a profile for a user by
completing the required fields.

4.2. Assign a user entitlement rights that allow a specific user to view and use the
application modules.

4.3. Assign a user entitlement rights that allow a specific user to view, edit, add,
and/or delete within his or her hierarchy point.

4.4, Manage the automated "forgotten password" process specifics and reset

passwords manually as desired.
5. User closes module.

W

[0040] Reporting Module
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and/or delete within his or her hierarchy point. 4.4.
Manage the autonmated "forgotten password" process
wap@sioiiies and reset passwords manual |y as deRCT/E82005073181
User closes nodule. [0040] Reporting Mdule 11 WO
2008/ 014114 PCT/ 007/ 073181 0041]. The.reporting .
(0041] - BErE53% thadile e rtoet Al Rionte GF hemap LG Sgrides
standardstreftr@YVadIBSC repbd BeRdrStfon’ RPMWilifies MM AR Finctionality. The
%eneratlon_capabllltles and custom al ert '
custom glgrg eandieapilerpd tormect spegifio pseaingedsdycendibe atuaét apramepik message
{ L [ eds b ending a user an enai
when a %géstg%@gg%%%f ggtgrr% ﬁ g l?eere rrhn)(naéc “Set’ a%f FTP8ri a has been
mat ched by a transaction. [0042] Each card program can
[0042]  Bach qashpiogru raniges many chlenggscy eundg eportieg appt arpACRtN is
S . . . L e .
designel B a0 EPLARAE, bmARANS InoRREN ASreglirbl Ptah e,
applicatmarcan ootainrstaidanidapaty thpart dedigiet tanecdesiegih ecpoitingreet
. Federal reportin requi renents |ike small
requirerpRIG %&nai B0 e RE bR OBIE PSS, 109oMIRGC
i ¥htS ParkaBO3E M hinBN kB2 SFABREAkiN o SUBH tpoPh
(service oﬁ?ragf?ng ac?ioh&ﬁpeport?ng reqdi%engg?s%xiggﬁs]
requirerifdngs.r eport i ng nodul e 206 can provi de online access to
transaction data through scalable report formats,
[0043] G¥RS PSrtindHodA 206RYPrbvilBbRMESaccdRYS transaction data through
adm ni strators, managers, and cardhol ders can be
scalablegepmt fogmalsceussics, and datareapert metmds.s Thws, administestqrs.ghanagers,
ng t andar d and Locessq ner
S%SSE n

i.ncl udj - .
and carchBIQER) don ) Aess D APRELS Bb  ETRIRL PR B Bfrcing

a

standardXhd pré&dssdradeekaky, a5Seéll By @ftddage @idrick.| RBPI availghillisy cahlte
. nmodul e can al so provide standard reports, _including
restricted oy ygerrraoflesatitlemom aights; Hdeyeduleean dlsodrevide sepdard renorts,

. . Cri i . . ,. e
onanf AT M L LR AR Gy, S g
amounts; art. )af si_anfctvhgle beuhdludeddn iecrepepoThe mgdalapabilso presde full

with point. and c¢lick selection of data e|] enents to be .
ad-hoc repeifing sepadiitics pathromyapd shiek seagetign Podate RlST9R 010 Snehided in

the repogtS%Pg:Qn Gy & e?ﬂ?)ddeﬁigﬂ &%Fyg%%ﬂf&gﬂ¥@ioﬁiﬁgtaﬁﬁﬂg &{ydéﬂl%ge

ication data el enents. e reporting nodu
applicatpardatd dempmtavi de an al ert system having the ability
to send enmil alerts based on any system w de

[0044] CTh RpbAinkSnlule EdnAISASTHI B Sn AlctBdySlent AMNSER BARY o send

_~sending an emai|l alert to the user as requested by the
email algigebasedon hry systaup widoodsga (€Thetranspasions greatermthin $$0H4A),

. also provjde report scheduylin wher.ein reports wl| :
sending g grgH gl Ot R preasetiente i B s B i oty Higess Ty foporting
module k&gAlo pRvideeeiRPichedilingNwhadin repérkaiBl 8@ pllenhidge@Ent

downl oading of reports. Reports can be provided in a

strategy\pA@IBHRE Wkrsitedogin &0 the gpplicgsiompyd inttiate the Wgyiag oadewnloading
of reports. Reports can be provided in a variety of formats, such as PDF, Excel, Word, and
CSV (comma separated value) document formats. The reporting module allows users to
schedule the running of a report(s) and deliver an email message upon completion with a link

to login into the application and download the report.

[0045] Exemplary operations associated with this module include the following operations

in Table 3 below:
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CSV (conma separated val ue) docunent formats. The
reporting nodule allows users to schedule the running
w@R008/0tapprt (s) and deliver an email nessage uP@rUS2007/073181
conpletion with alink to login into the application
and downl oad the report. [0045] Exenplary operations

aDDUbI al cu v\

operations in Table 3 below 12 WD 2008/014114

PCT/ US2007/ 073181 Tabl e@8le Wbdul e Use Case: 1.

Medute Usz Cageew menu with avail able |ist of standard
1. kegorts and ad-hoc reports. 3. Agency adm ni strator
2. Veer memnwgh b aitabbe ldnpf sasdand rdpoets fied hdWbngpops.i ons
3. Aptrvlyndinheistta@ouser g pepduhe anydore of Sh@fdidiviing @RIt S

withinkhe Mp6FtingirgMul@ | i st of the application standard
3.1. rs%?ﬂﬁltdsre (%tsl 2. User can nodify certain paraneters

3.1.1(€- 9- UdALLowsE] Fst bf AfoARAGad ref GRS L <
3.1 ZReporEJd-J:r% rgwﬁjg)%{%]g alrr}%Eic e ersggarg adate%lga(t)ﬂ)% f r| nt ed, Ora

n]gf their cusé‘om zed saved reports. 3. 2. 2. User
313(:an S @enqrae pararreters (e.g. date, etc.) before
3.1.4 ynni R cap&g(p,rmtedgolzergal eeport is generated. 3.2.4.
3.2. ﬁ@p@mm@amp@@ saved, printed, or emmiled. 3.3. Ad-hoc
3.2.1r eporUser vEv®, eﬂhstbﬁdrelmuewmmdl"iss\tedd@ioga options for
3.2.2cr eat Useg can medifprezsd paapeidrs (e. @ .ddte2etc Ybefor€ amnirpdi f vy
@paitl abl e paraneters and include any data el enents
3.2.3bef orRedodiigBerated eport . 3.3.3. Report is generated.

3243 3. 4Reﬂ3?ﬂ%ﬁtbecs§%dbgn§t@3ecq’enﬁﬁlb@t ed, or emiled. 3.4

stem 3.4.1. Establlsh limts for

Pajt alert s
331""‘3“"6‘% W SREGLSLS

esign ogtlons for creating a customized report.

erv

3.3.2. User can modify available parameters and include any data elements

before running a report. '
3.3.3. Report is generated.
3.3.4. Report can be saved, printed, or emailed.
3.4. Setup email alert system.
34.1. Establish limits for activating a specific alert.
34.2. Determine recipient list.

4. User closes module.

[0046] Dashboard Module

[0047] The dashboard module provides a quick view of key operational metrics. The user
can determine which metrics to display and how they would like to have the information
displayed. For each agency card program, data reporting is a desirable tool for improving
charge card management. Charge card managers and other stakeholders need timely and
accurate data to assess compliance with legislative and administrative requirements, the
effectiveness of efforts to mitigate risks of misuse, waste, and abuse and the performance
trends in managing costs and other relevant indicators of program success. One feature of the

application is to facilitate and standardize each of the agency reporting requirements.

13



3.4.2. Determne recipient list. 4. User closes
nmodul e. [ 0046] Dashboard Moydul e [0047] The dashboard
worewalhetips ovi des a qui ck view of key operati onedT/US2007/073181
matrics The user can determine which netrics to
l.a ow. t hey wo | i ke to, have the

[0048] ; lnrﬁgfi?%%% m%ﬂ%?’cwéa“g?:gw f@%}?ﬂé&@ﬂé;ﬁﬁ@%@éf&l%@@gr@m

dashboéﬂ@ﬁﬁoﬁﬁﬁ%ﬁch RiSerk SarPachifeSk bfithEadcegl to fQhsa DK @¥th '&g l'hscalable

charge card managenent. Charge card nmanagers an

report feymakse hudribsr sdriagadexportehsthadsd Thaaughrthe dastihoad mdaks esss can

|anc W th atiye.and admnistrati

view kef BRrp BT, ks Haphe obd SR LsHIPrSr Ry of rtormation, dril-

down toWiw @ateiatd &éﬁzﬁls@et ML owBed L 13D erikhY Sﬁld@@&&ﬂ%pon

performance trends in managi ng costs and ot her

generatipp frvaagemenicaptss of program success. One feature of

the applicationis to facilitate and standardi ze each

[0049] oEx¢mplapgspeestions psotiakd widOthis' sivatleSre shdwi®elow in Table 4:

2008/ 014114 PCT/ US2007/073181 [0048] The dashboard

nodul e can prOV|de t he functlonallty of dlsplaylng a

program dasthboar o through—wh T USers carm acti eve

online access to transac[t!E !data t hrough scal abl e

report formats, queries, ‘dat a export nmet hods.

Through the dashboard nodul e, users can view key
odlednefetses cs, charts, glr aphs, and ot her visual
gidn the apphsatisn thieugh pertaldrent @rd.| | - down to vi ew core

Wetalidksttaehtstledspodulesed- yel | ow green” flags criteria,

Saiect dedhbesid medqude.t generati on for managenent reports.

A B9 ladinkaspdt e s ORET eitRdiscisnietBUBHbYMrE Rickhi s

Mb‘ﬂ'lﬁg tHeke§ RP¥ALRE hRWidsRhat Ak erdnent TPtk &sd. Modul e

5. §§nn1§trat et &ntﬁ%rfonﬁ a8 éSPﬁth %IIJVQB?HE’%I{%O” al

tled nodu

I nks to enti
51 %ﬁ ul%ca?z;gr dmfﬁwdul e. 4. Agency adm ni strator user

zed .das rd view displayin
52. Viawg %ealqueﬁwg iy Sairet e Fisaris 1 5 Y
gigdas Oar ency admi nistrator user can perform any one
3.3. &lesh%empglcm pnpioHdhe wetriss ke s htablrashtsb araphisslul e.
@c.l. Setup a user specific default view 5.2. View all
5.4. eaippabhel oewr bmerffegs figr thetisdrc $handliskeleaminevthe tied,
yatlow, asd preen' egions of thedisplayashboard. 5.3. Sel ect the
5.5. OmstHabsedicabmyzell dasivoad tHehBer®ldridisdoie: ito ddshidaed,
@RAL had HpBRAYLE dlicking on the displayed data.
5.6. Run and modify management reports. Modification ability can be limited to
simple changes (e.g., date range, hierarchy point, etc.).
6. User closes module.

b

[0050] Filters/Rules Module

[0051] The filters/rules module manages all the business rules for flagging transactions. It
can provide users with industry standard rules along with the capability to create and
customize filters/rules specific to their needs. That is, the business rules are independent of
the card program regulations, which are not known to have been violated by authorized
transactions. Rather, the business rules comprise rules the violation of which may tend to

indicate misuse or abuse activity.
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etc.). 5.4. Set upper and lower limt flags for the

user. This will determne the "red, vyellow and
w@e@enislnegi ons of the displays. 5.5. On the uBE&r/US2007/073181
custom zed dashboard, the user can drill down into

[0052] S%ilgll?l%? é‘afea gfegaage%cy e?%gﬁr? tt%gﬁilspgl (#Tgkl 3 ﬂggﬁlrtlstt]% transaction

criteria frEg@ER 15 -detépslidelif Bleteds a dRtéH. LY a GRAHSE clitsMHeB Y tiaBsaction is
si mpl e changes (e.g., date range, hlerarchy poi nt,

deemedge éeqylre durthos grocgssingandrs dfligged” fo cﬁmtl}er HivestegasibRu IAe@t Of

e kb i lters/{rul es a
default Sl r%g rsllslg " 31% filte get{x?gs ma&z é prtoylélﬁgo ae@laéﬁéguq? ?1% rgagﬁ is prov1ded
to enablpaathofl@edigRfsStowtdake bhithesd Messahalﬁ(ﬂt%f SktHinHs@F tidi0sgn, WCbMRmon
the capability to create and custom ze filters/rules
busme%wéf‘& yspd int Ryl spqtoraedirogmamas wilktypichldy beisichided i ik es

applica et no?snﬁi:l whltcﬁ‘f'%yﬂlggg% ﬁlg\r‘/f@quh?lg Oéqg/teh%qe%’t "banned

mercharanlkto susped mdretains hst] blocked/rRatibed M@CD @mbmﬁarﬁe;ﬁ&gbllﬁ ®@de) list,

i se rules the V|olat|on of ch may tend to
suspect Wéﬁ% Beynagrehanprule syece gl(gttmﬁwon ﬂallwnzl@c}é? oeloeity

transactfd %Hsgpggguf:&?ﬁsje%le L&gg’%]on%'e@ géc%uflwrﬁl% ﬁ)&@eda[&%g&)ﬁons rule,

determned criteria u to conpare agai hst
disputed rramssetzmns owle asd meeldnd or holdayeransactides areri ne |f t here
is amtch. If a match occurs, then a transaction is

[0053] dgsmeégeh@y ERAIa EudREd E’Jt%@%s%é’ég rlﬁgéjto'a% Iyfbagged”
further investigation. A set of default "business

transactmﬁ edgarrdestdantuse thsenadutrys m@yfyb@yprféb@ diefaylt busineas rules or

nodul e | terf aut .
erete 1M Rk i, JeRh QU Pasd S Ao Fus VL REE o ot
to be as$ifi@ddrto @walerCOriERilert &lﬂfﬂdﬂ@ﬁ& dedipr@itedsRflviaRmRilthatG specific

sector card prograns will typically be included in the

businesgypig ¢rifgra bas kpen mptehed u\gthﬁe% Yapsgriéan. TiHs Emchienelithequidgrove

useful 1& ngrt{n lﬂrﬁé’hﬁh r%%f\-,( 1?'5?@ %gyﬁght\{%ﬁga Q%\‘}E&H ftat are

processe(mm@meitr ca@segory code) I | st, suspect MCC list, new
nmerchant rul e, exceeding transaction dollar limt

! . . .
st 4010 0 IBRREA kSR L AU SE o
review agbdeypondirsgnid esthblislaaistacthe program laémiitisirame Kk dnatule can contain
: hql i I act i ns rul 0053 h .agency ¢
alist of §p IPER T8 Fo il eina BRSBTS EB R PTessS
Each enhh@d ﬁser EAPRERGhd ANS baALEAEhS D1 A& YD Uéiﬁc hkearBRAPbiRt. tich rule
nodi fy any of the default busi ness rules or "~ create

may be ¢érdigurashin teauspeoific agidbyigh eSthe Baagramwk eccapgihg exthbdisctation of
modul.e. wi_| | Q have .the abilit to,be .assigned to

the progf it A et 3R IRYRuS ol procdersel bR an BRE BT s o o

schedul@Bdsls (& Raldafy PRkl nfontH St PESaseb@edC MHeaTlicd/ rildSmBaEe can
mat ched within a transaction. This functionality could

be applipg gyas any user defined historical or aggregated period of transactions by account or

agency (e.g., view a rule applied to transactions within a single day, week, month, year, etc.)

to better understand the true business impact of the rule. The filter/rules module can also

provide timely feedback on transactions, which can allow an agency to initiate a dispute

process within the 60-day dispute period if it wants to do so. The module can integrate with

the compliance and audit module 216.
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useful in alerting program managenent offices of any
hi gh-val ue transactions that are processed using

W0 b@Bo014aa ds. [ 0054] The filters/rul es nodul e PEFUS2007/073181
provide the functionality of flagging transactions for

| ew, based iteria established by the

100551 51 FRUCTESB1e ek e Tl @ontchin = res pErBRplay sereen,
through MWHi@SautiRRESH fukéis tatl @%Clﬂ'ﬁﬂleb@t SHarsHo QNu&HQOM%%EeSEi%@ as well

inclusion in a specific process. Each entitled user
as createuser-dpned mibesy (i edditiens seerd parnscbedide pescutipreef the cules to be

hy [ rul e nfl ured to the
spplicd. SUEEE E{RCAR i o ZRRye W ep PR AP R o e
expre551dh Sethe@tt\taDIé aid a jdEn® bpghain Bebfidld ahmad Rlate fEJh;ﬁe financial

filter/rules nodul e process can be initiated by the
transactigggang gnchudecdatiosngh as aseeuns bplangs paramgtesy (Clpging |d§te balance due,

t I e
s A Y ol BB SRRSO
informatigy(raget adlirgsy speddiaf hhrlantsmﬁcttmnSnfa)ymMD(lbﬂlmQ gmount,
%enc (e.g,, view a e appljed t Bansactlons
merchany; f‘tﬁggfyamggch@‘i‘té’%a ({Rfeséktr ANFBHLOR tnygalT € gprapyrisop §xpression
D

will 1ncltrﬂg$ g}?é'rgrtﬁiékdsﬂ:ﬁﬁ@&?tat :%gesawr n g&%%: gﬁﬁ rfgg]?@gfr(eo ST de[tlaﬁ valL\e will
be partlmdtahmk famatclatestieg byoths rulehsuch ag firsthd noav Robag'eorc{last oame

- Smithf sty R edia B B il tacciny Ahegligues
can be si’M IdWalidiese @R S ARRE 0aBsh Busliit oTREREES sddifas ":B%ntl’pSmlthy,

08/ 014114 PCT/ US2007/ 073181 [005529 The anal ysis
Smlthsog sTeeopring pprystonwils be an npeéalfctat@émksru h t(zggttar mid e sompound

rule suc%raigrt IAgpj 62%128%/ %/Ilsdfth% Eﬁ?e?pe&rto gl’l ?85?6 creaieé c?. I‘]IJFG 816 user can

give theRRGEBSINr ndsre W6 VenicAd sp*e&mtaﬁoma&ﬁmmef timed Rillds@8n bé n
addi ti on, users can schedul e execution of the rules to

schedulgsktoygisrpaied (amras PredptCHBIEH EMeheaiueh ayHOrQRce gmpgdiately orata
| I

priut BF 108, Bl LR, o ROTIRE Lo RS Ay o
time. relate to the financial transactions, and include

data such as: account bal ance paraneters (closing

d b UEH B ofBf Wf%bl%ie?l
[0056] bg{li?t%tg?é (g% %eﬁ}éﬁe eﬁé@ car Igint O g ug ar dhol der
transaction$ draprarteiidentified ae mastidresths spespfmadom of ﬂhle llmllt:‘) The output can be

mer chant

saved to B 6 L abipe OAT CrBe i ECE 7 PHACMA Fer e he abilty

to flag idIRif1e@ TRACHeS AL Q?(a%z?cﬁ%hgrfor Whethbr deORIW AR 1CRBEIRY @ 8ew UBH
as equal, greater than, |less than, and the |ike. The

examplet, e@tt beypertaamad by thdo@ﬂpdtanc@@uchtrmv@ul@t@s caipbe perfermed by review

from a us?r t'lthe?ﬂ,stﬁ%/s}s E?%%#)ltpﬁdw %:agt}sgrs %eét"atcggcps;s@f ﬁ:ée%g ﬂTaa p%nem{s users
to review fi&D@Ids ougfut afllid flag pak@&RAGEnYRkBns TR Eurtifs tewa@l ues
can be single values such as "Smith", or can be a

[0057] .I_Lse{noﬁ{er Xﬂgegggf thec' hys"f‘ssﬁylsf%g]étag)’rog ttﬁé’n&g?r icneﬁa?rab uéeS and

opera or-w peran

can spedifoai dﬁﬁl’romﬂétﬁ.’t ta te3otheuled Thhtik gthe sule BpeaHidatien ANDiest feature
. operator and the OR operator. Wen a user creates a
permits pp pghotizrd RFsRoR stethas Lprogranhapagce loadeige, rufegind carage a set of

test data4BF H@s@érﬁ@ a §(H>§/Cdf abfat da@e{) thdt vAN e Qﬁﬁ] eltbd® pIBE‘és@ﬁlg%?'rih@ﬁlle

The module will collect output from the operation of the test rule so that the authorized

person can evaluate the results of applying the rule.
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schedul ed to be executed (run) at predeterm ned tines,
such as run once imediately or at a particular day

wWa@eesvi4red or run daily, weekly, or nonthly, apCDU800Y073181
to an initial day and tinme. [0056] The output of a

Iter rul e execution Ji rou
100581 ¢ ExGrHlab oreratiS ApRaing PRI Teadistetdn Tagt s beforw
mat chi ng the specification of the rule. The output can
be saved to a file or database for later exam pation.
Part of the filter/rule execution is the ability to
flag identified matches Tables., transactions) for
further review. Such further review, for exanple, can
Pedrr TR ¢RE: by the conpliance/audit nodule, or can be

7 Th | ysi t
U B g, T

g ) Use gerewewthe rules output and to flag

St efsarf'lelspéoﬁig ctions for furt view [0057] In
ﬁmggf&éaé?r B ARG Ty e oL g R thin

gﬁ@ru amdilate a rule and can s pecify an

4.1. Splervlomativate pde-eddivaterpay ofithe, apphmtlomsprovﬂ%d filire

4.2. Jedify sastng fom anndf the@pplﬁc@abmpmwcteérfmem an aut hori zed

4.3. fecagrdsaoch desteaupoogagentngraiferfiltess. def i ne a rul e and

4.4, euadller scedetio dportt asdssekahaimpdct deBitgnaddificatioapyn of

Rellgal data) that will be subjected to processing by

4.5, SBRcI L req ue-ﬁia thHfiilLth@rd’Mﬂ/Aler@@iﬂd’é‘eﬁe@f&trewltsf(E @mdﬁlg‘ﬁ
Nolel - trﬁ&ﬁ‘hl? e test rule so that the authorize

I aluate the results of applying the rule.
5. g \?\%@%%g?@hlm PCT/ US2007/ 073181 [0058] Exenpl ary
Table 5 below Table 5. Mdule Use Case: 1. Log in to

[0059] t RiguaPptlicsatd Dawdharabghllgditalthd filtdtruRB drocesbingiof Wser
links to entitled nodules. 3. Select filters/rules

specificatipanafaules prosgesingy Aldhe Apwidiagram box anmbared SO exuseapf the data

. ¢ : s o .

ety Geflpt R SLURILR GRLLIRG Mt Uy OB L pBESHERLE e

is, the uﬁdﬁ enef daatdnga thar @p@icﬁ&d thd ddtey o .finadcial traMsahtfoyis &eWhich ghe
for any of the ap&él cation proqvided filters.

rule willdeeapplicd-o fiuis, Hienirsecbeate EAMgE HHh ag aprlipddpéhs tfqnéactlon date field

of the trgﬂsla&%nsdagadbfaéei M dt éflé Bdx AR 4, %Q\ISEISeI‘P[&S asfﬁ&érch? fevel.
ifications on ’result

This levadeﬁam tot dnmr@ar&zpﬂmndglvdl oanﬂxaniph: thel eeamhg mtasy lEnnted to apply

nerate resul. weekly, nonthly,
rules ba Con) corporate entlty or(d1v1gion or%ase% on exempt Xr non-exemp¥ status of a

bl

cardholder, or based on predefined organizational levels that are a function of the particular
analysis system implementation. At box 306, users indicate if they are creating a new rule. If
they are not, a negative outcome at box 306, then they can select an existing rule, such as via
a drop-down box or listing of rules, at box 308. Users are given the opportunity to modify
default rule parameters at box 310, and at box 312 users can specify application of overlay
filters and combinations of rules using the join operands noted above. If a user wanted to
create a new rule at box 306, an affirmative outcome, then the user is taken to a filter creation
display (box 314). At box 316, the user is prompted for a rule name. At box 318 the user can
select the desired fields, at box 320 the user can enter selection criteria for transactions that

match the rule (i.e., field, comparison expression, test value combinations). The user saves
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5. User closes nodule. [0059] Figure 3 shows a

flowchart that illustrates the filter/rules processing
WO a008f0sa14  specification of rules processing. PET/URM07/073181

rom;diagran1box nunbered 302, a user of the data

al s.syste ecifies a transaction time period
the rute §5 T2 R Fewse. Piikessng & BrocEsipIty o Shhiarspesi cc{r%anatlons

Ofnﬂesq§&%u%@ters a date range that specifies the dates of
financial transactions to which the rule wll be

h th t t
10060) PRPpyES24. JikBies it i f B Fulb PR ltbay TS oPRecs he user
with an Qﬁéo’ﬂ%ﬂ&?{o MNeuify filtbr ﬁsa{a@m@@ﬁ FaebRsd8039%6). tHIRer4s&fification is

enters hi erarchy 1 evel This level refers to an
lmtlated&ygeafevr%dtret@m (terpugh uses interfapgsommant ptorhaxr R0qngcessipe. bl the
a rul es based. on corporate, entit
viewed I&ISI\J.G/I?S arg ac&@{e&bpro%ed;smﬁ mov S t({ob orﬁ;]gOnlilgli?qhe PSCI‘ F%} gesterg%m%

validity 68éRAtad€ictiof thdp age iﬂeﬂ’ﬁﬁétf gdahichiag tgy @d) zxtasdxom)l the user can
| evel s that are a function of the particular anaIyS|s

indicate{{}ag)dnaneipl eansestions Bt Wl bessat sode apdisprd ¢areplgeemodule for
e
forther (R JERE S AL BEE 3SR ARE g fre el el BEfhe Moy ahoted above.
I sting r such as via a drop-down box or listing
[0061] ogm?EHQéﬁA é?ebox 308. Users are given the opportunity
to nodify default rule paraneters at box 310, and at
[0062] bdke mlingen@iubfahl Xpegidtyusppivitls dtd capatolityge etaltialjcally sample
.. filte an |nat|o s, of rules usi
their g Gis e L B s SHIrd el Hask LAt chiiize gempling
plan parB@¥tcFUb@dptst MO%uRBRe s8MhAtd JaiMihy ali kabt\ﬁl@lﬁrﬁre AoBY'stdsired
user is taken to a filter creation dis y (box 314).
Samplln&pawte@&@d teburesseapasisep r trepreapling mogu Lqperaﬁ%ﬁrﬁél tramysactions
that havB 8& %ig)eflﬁ %utﬁgrlzedcbar}h%ﬁlieocgs%}n tsgfgtte%eﬁ% (%d% re ? tgﬁden%tfy

er-c ers on cri
transactioh@ Ha8greit® BS stitjedted weufRertgi6cassthg stith & cheﬁklﬁg ﬂor business rules
conpari son expression, test value conbinations). The
violationss ghat i feasacrionmigot othenise memweslzo@ww 11@18arrtn1ﬂ§g module
prov1de{ %A %g%&ysg@ﬁ ttf’gezémh%qg) )1/1[1@%'63 [ acept Ongsa'uﬁg b%%%g%’o?i 0 P? @Qﬁstlcally
reviewifles pér€idn of @Gﬁﬁ)&]acﬁ(ﬁn Pepulddidf ant ldetertame tialikelihewd ofaul t S

of the rule application. This EYOVIdeS the user. with
1a

undesirable efspBPRAFHhatymight HEtRIeOR OMBIARACHMEY o F BiS SEMPIRERPessS,
howeveé g?ése rggesiulﬂér: {rllle%g% cgw ahia @e:[ﬁa:%%t l'ee?e];l g'ct; ghttggﬁﬁﬁtg bk%}ﬁgafransmltted
and rece324l fporo tleesimerebants dnd Ibtecesvmrevv&" tle qeduy ieszehmfehadﬁe pn‘edng the
SSi noves .t o bo 328, whe t he, user .can

applicailfoy I ARrendEnt AP Bihed ATl e oM dhe Figighafpud processor
in the pdyR§iak bfst&d 1@§th% %ﬂél?ﬁs tRenf wog. At box 330, the user

can indicate (flag)" financial transactlons that wl|

sent .to the audit an d co a "
100631 3¢ FtesanaBuf v Praf B b ity ARE FREH R Mgt o
Acceptahb@sirﬁﬁﬂl@@@@}Sr&fedﬁr@ QsddUof detdsmifHza dindbRwe: batc{t@@ﬁﬂ-éroups of
Modul e [0062] The sanpling nodule 212

transactwm@vhmétgbewntemf reiediRd. diashigencyean delinemingg, raaipr, pnd
critical c?eq’gg?% gcco}cpﬁ?%{o itd t@%@aﬁ%& 'éegfﬁls Cl\zlgﬁ)g?nrggglzgtgoqﬂ%e Xul‘rf't%ﬁ/es%n%qms
tables to develop acceptance and rejection criteria. The tables developed for acceptance and

rejection levels will provide inspection plans for sampling by attributes for a given batch size
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pl an paraneters to adjust the outcone so that the
sanpling aligns wwth the agency's desired sanpling

w@anoametier s and resource capacities. The sanplPeyUS2007/073181
nodul e operates on transactions that have al ready

and acclfil BRI A0 Pl S RRRES TR aP o Ml ko

acceptafi€@ Waliiek IO arY B6 €&j6dtid@, vakids (¥).as checking for business
rules violations, that the transaction m ght not

o : . Chi | :
0064) EC 36 SN Enol B s WS- SRR A TR,
reducedanspeutidri) n§hawdbetof esptctipnac be epplivd tgpiasliysdépeadd oh the quality of
reviewi ng a.portion of a transaction popul ation and .
the last groug o _rﬁgs% S1P4REFetho B4 thSTOCg eI dnsPaBIQs, Wé@lm@% gistory,
. n q - . | .
ol sl S AR b o g
may requfre adargeceptpibsize thew ebrnedl idpeetionu Redtgedsaimping (for a history of
: tr mtted and received fromthe nerchant.s and . :
high quie gL afier #esPiSs Myyberaciaiv ot noggagatiar g Bilhig ceie to
accept tAPBAtkIE 8t %r@gp bBirARRGNASN THERO Bre Wit alHadpatihSsv{cBing rules
transmtted fromthe nerchant and processor inthe
betweerpthy ithyae typysokinskodon,as el aarablgdosdisgontionatioddf ifiPpe@sin. One

The .samplin ul e can,provi.de cess _cal |l ed,.

type of sl PR RO T 3 R P B VLS Bt Bcary

standard}! REGELI6 al SEW-$TD 10SE ahdMILOYTD fl 91 ) Gafit G118 khteen @those

) groups of transactions should be accepted or

skilled indhe@t-ed. Each agency can define ninor, major, and
critical defects according to its tol erance |evel.

[0065] MEhy samglan medilotsn proeideithd fuactjonalignefaeldsting @dhlsedione from a
devel op accept ance an%@rejeqtion criteria. The tables,

cycle depsgeatts dee s B eeva Ree anpdedr éhepefpls cpRRePleRYts With
which tl% @ég Qagll é\?géﬁf?@g{eﬂctﬁé‘ g?&%@ﬁ%gﬁ%ngg%% z?%lf%%ac%r{téﬂ AU LS Rpling
plan. TRCHOWSE2 06t/ @d d¢Bde mand, ragjos pritibdleletpesl iThe shmpbhg plagkcin

An inspection plan.includes: the sanple size_.(n
selet (1Q@bp G0 A B0 BIorLS TR eBL b aFan DR gL o select
only frohPPR&d FRaGRAP i N AratRAREA! Ba W%@@I‘?‘aﬁﬁéﬁ% tytRe ilt8fs/rule

I nspection (norral, tightened, and reduced )
processing} pElot Saomp)ing Tirsluteyprecass camlspiadsiatashbyt e becrapp scheduled basis

typically d t h it f the | ast f
o RNV HEATIE S 11 01 L oroue o

I nspection, with no prior history, normal inspection
[0066] | $he sasapling pien eandie appbpdevdr ony psesdetined kistorigal of aggagated

_ . . h . .
pericd Y ALRAE R Bl TR ST BF G Be
transaction$ @thih Hingleidgh, wiewkl oydh, hes, échi Fhesangsliigphaditecan also
. nunber relative to normal insPection (so it is easjer
provide fignely feedpackiomerapgctinns highow! diov ampesaeY [ohiate arispye
. . . . |
proess LB 3L Sy RSELRL PULTER P UER o RLYRTAGH o
user spedifedoniibeuaf troanadions nspeid subjecti@ing type of sanpling
paradi gm that can be used is specified by U S
07 D R o e PR B S peqiiLaioh
throughglkd adadysis systehpainterface are illustrated in Figure 7. The tables 700 illustrated in

Figure 7 are examples of user input screen displays at the analysis system 108 (Figure 1)

through which a user inputs data to define a sampling plan for execution in accordance with
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[ 0065] The sanpling nodul e can provide the

functionality of selecting transactions froma cycle
waolaaasetitafter the filters/rul es have been appPCEUS2001@73181

nmodul e can receive inputs with which the user can

. sel ect/ enter sire I dence | eye

the invelGp . PIERPERo AR A0 TP e B B ta

tightened @hdpB&ridH, BRI redI®Idahspettiod. | TR nedte{tRed @bled 64 %HP'}’OS%OW user
plan can select fromthe entire popul ati on of

input fopspekidicatieniof gegepsalle dualdy leyelscan be conflgured to
select only from passed transactions (i.

[0068] t Eaaiaplaty @iesationabssbeaiued bﬁ&rnhanﬁdsamesrebweﬁhﬁ Table 6 below:
filters/rule processing). The sanpling nodul e process
can be initiated by the user on a schedul ed basis
(e. g, darty, weekty, monthty, etc. ) or as Teeded.

[ 0066] The sanpling pla be applied over any user
defined historical or agéﬁgg%ted period of

transactions by account or agency (e.g., view sanpling
Modyjg Usediasess applied to transactions within a single
1 in tuéleskappheation, thypagh posaldront emhe sanpl i ng nodul e can
2. ‘lesolinksrtoentitedtmodllgs. f eedback on transactions, which
3. 9Ydlédt sahplowg moddgency to initiate a dispute process
4. MpdeyadaifiSirdeyuset cputRcpelyl @ of e dBsWINRbptithewitamul e
B8 BarApIsty hamgdem y sel ect the user specified number of

4.1. %@%Mesﬁswsah&é%ﬁl& s%@&{ﬁ%&tﬁdn\é' K¥melREOF] aﬁprgﬁgﬁr@r y

$BQMQ an can be receive user
C

HIS 'S syst eminterface
42 §§fe oty nf/ &g?accggs ?e#?’lah7 OB AR, abl es 700 |
| ure exa es Oor user |npu
44 Lﬂ@geaﬁe uzg} iondpr lgﬁiay&r%lngnpfﬁa&ﬁa&@% (Figure 1)
ﬁk@‘i}aﬁ tnt %rrpféraawwnwmhessameé after grlying the seEHNEng
mﬁmn for execution in accordance with 19 WO
4.6. PR0BlONATACtPCRCUPROHFI0TBIB ht Al eundey eomad reddded and
tighperrd siispeathdne di spl ay 702 shows parameters for normal
4.7. IDegipeatih®majdriagd tened defesiest dgency. and reduced
4.8. RABRBSInling P XKW RsBRs.t abl es 704, 706, 708 show

5 USBLlosk H&m or specification of acceptable quality
eyels.y?OOGS] Exenpl ary operations associated w th

Modul e e Case: 1. Log. into the a pllcatlon t hr ough
[0069] bjepeq 4 Hfom fiwﬂchartzﬁe SAuéWthi W@arpsp IRHPTOEESSNE P @3
analysis%gstgl%l a%@tllsé'asggélﬁ%mm léllrﬁpll ep%?ﬁ[b‘ﬁy A0St f ePEnters a data

user can select any one o 'owm ng options
range fonapplication bEths aatpbhmgplmndﬂt box 4041 as Emuhehe ﬁhﬁ/miés inraglalle, the

user nexz ?gtglgsi anlaﬂglrc%& ég‘%f g(i}{th:ggrtoggsgglgs ﬁgmgeélggrg%gg%{t?ré Iarrql?cmsactlon lot

size at box 406 (for exemplary values, see Figure 7). Next, at box 408, if the user does not

want to use a saved sampling plan, a negative outcome, then at box 410 the user creates a
new sampling plan. If the user wants to use a saved plan, an affirmative outcome at box 408,
then the user selects a sampling plan and at box 412 the user specifies an acceptable quality
level (AQL) for the plan. At box 414, the user sets the confidence level. At box 416, the user
determines the type of inspection plan to be used. For example, the user may select between
normal, tightened, or reduced inspection. At box 418, the user determines the sample size to

be used, according to sample plan tables. At box 420, the user determines the sample size
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4.2. Set or nodify the acceptable quality level (AQ).
4.3. Set the confidence level. 4.4. Select the tine

waleravigam f or sanpling by entering a date rangeCT/USH07/073181
Sel ect the nunber of transactions to be sanpled after

plyin he s l i n lan. .4.6. tablish . .
number 373tk GR SuBBER Pl St srinal iR pPRipige fhe sampling
plan. NB@! Bedox 422 0ihe @eranitiatel HEHRPRIAOOSEHAE! W@Box 424, thdedel ne

. mnor, major and critical defects for agency. 4.8.
receivesphe sarpplingaapilisagd pevagwsaihdmy I userghen specifies Wben ag¢svlds
. d 00691 Fi 4 i . :
minor (RSP A0 LB AR U530 s sty
whetherah@tegslt & 185t @oxand, 458 br siteail (Hoxa3iboMm)f As aihétGnsaction,
operation. At box 402, a user enters a data range for
box 440, pAMPIHRIAresesHPS tromPlsipd When Bredsst sapplp bigs besa pregessgdt h
the filter/rules nodule, the wuser next enters a
[0070] hPexatalModwdyel for the processing. The user next
enters a transaction lot size at box 406 (for _
[0071] EXREPleBcYorYRIHEScanSBEvifit Astr€with thd\N&phbiliRf toRNatRE81y identify
the user does not ‘want to use a saved sanpling plan,
transact@ng ggéapicsent thet meovest aredsant risk abdxulhd@bilhe tasepraor eEramna.
new sa in lan. .If the. user, wants to.u a.saved
The preflfts FogH eI Prae] Y S P OO P ia it E pef fproved by
the procd$@ilg $RI8L1T @GP foNdefptaAddtidls tRehadd endrit@erik®ies that
~_ specifies an acceptable qﬁallﬁy l evel (AQL) for the
indicates| 1gkely man-¢rowpliens (ransaetiaps erheseissomp degren pf eleaperation pefween the

At hox.416, the u . det.erm nes..the type of .
modulef i B B AR o RERS Tafeidyt Ty UG RCpsagriopg o
comprisS @lrglel vivgitenend teéfdrd reqlitghir@eescheckifig f@&MEROIpossibly non-
_inspection. At box 418, the user determ nes the sanple
compliagf, 28d serh thet fpgaed transaeiiams van bochesked by Pregamplianesgnodyle 216.

) t r . j i . L

The sand e K1 S AR RSB Bl M PRI Pl E Rk leristis
that would lifi¢at©f nbii-acusplirit oragsdctionh Butsaerpdl ededafor Eurtlap phecking

the sanpling plan. Next, at_box 422 the, user .
neverthglgst inaceardance Wi FINRIgREEtig7g. Su éﬁ%ﬁlemﬁmwé ifggactions
also arecRE&eY FiriHe? %g %@é@rﬁsﬂi%ﬂé@ﬁ%ﬁlé 225 Yo' Y BB LR/ Al Shight

user then spécifie en a result is”™ mnor (box 426,
indicate428n-a@mwplipnocasdstiono Theerevotor modws 2¢4 examihboaread@aythorized

and continues to specif whet her the result i j.or
transact {52 85V Bpaiye "B B EDR SPrORBRT puonsE) Capb R tpdged
transaction§ ﬂaﬁ@é‘i@r’rrﬁﬂe if tl@@%harﬂlﬁ&ion%gﬁha}rﬁﬁeﬂtﬁ§ &8 ifdidcatcSpotential

e

conpl eted when the |ast sanp has been processed.
regulatip:gpoa@jdaRcebithavior. Wbelideatifigbrarisadtivas gerebs cheskedrpdihice

.can_pr.ovi usgrs.with the .capability to dynam cally
compligiGL Pyl 21 4 RETD! b AEYSRPELM nope BB SF Y
of risk and vulnerability to program operations.
[0072] The predictor module 214 can provide the agency with a variety of methods to use

for selecting at-risk transactions for further review. For example, the methods can comprise
regression analysis, neural networks analysis, and genetic algorithms. Each method will
provide a unique and advanced approach to selecting transactions for review. An exemplary

description of each potential implementation is provided below.

[0073] Regression Analysis. The application will use regression analysis to measure the

relationship of the data elements associated with a transaction set. When an outlier is
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The predictor nodul e operates on al ready-aut hori zed
transactions that have been approved by the

wW@e@sesdifg system 106 (Figure 1) to identify PCT/US2007/073181
transactions that have characteristics that indicate

| i kel y non-. I anf .trapsaction. There is so
detectedy i OB GB f OF SR BEETREE e Rarebsen s fi
sensitivitf 6f the lpBscebPUh S 12A1Bnk GaIM the h&scl's as@ntd IBRSs &K resource
_"Tlagged" transactions that conprise a rules
capacitigd. ol ati on and therefore require further checking for
bei ng possibly non- conpliant, and such that flagged
[0074] t Netesdtivorls. aRelddl rehesiketbdels the 8e& 0B infREAnBRIbAl 2d the
. 216. The sanpling nodul e 212 determ nes transactions
adaptive Jigraciion hetwash meg Jita elemanis asjosietedtwith & eard drangagtipn wdgiig!l

C e o . fr. Con. but
e 8 TSIl ORI AL
human airslarihetenge paead idiffisrerstugfes oliaturhhe:taleike thvt 6&dbe incorporated

. transactions also are checked further by the

into the eaﬂtﬂarl%célmpéwréepz@@s,fbﬁﬁk ArRpagaionaandiadiel passs nagyprks could

. i ) ] i s

be used Tk sufRhCRn? §RSRHATR, BERLHORATAR SR o P manner o

the trantacaersmptiisons t hat have no known vi ol ati on of program
regul ations (an exanple of a passed transaction) to

[0075] dekfdtE dlgorithmb hehd AIRAGSH QR RagerdRRLRRkRIrhSTd ©Fieltal
indicate potential "'regul ati ons-avoi dance behavi or.

transactiphepopulletion fndpresans frarsetiiansdocensideratine édedurthsr review. The

. conpliance nodul 16..to identify any actu
genetic GRS s raafte i P\ o5 i T Gypgeach
transactidhQél ket DgortRsU Nex2 kflcamalin Rueaedler donebiRaieseNaritfs ttd fm new
variety of nethods to use for selecting at-risk
populatippgtesdetarngnesif fay afamalise exisleipitesirarsagtiaaeghph gaing gsed on user
S 4C rj r ' lvsi s
oerandTSHREE R BATHED i SELERRLALATRNY Tirton A, o,
rovide a uni que and advanced apgroach to

i | |
[0076] g@h%e&eﬁwrtm%%ﬂ shdersed papitesiiliarules spdileral 0 and the
smpinf SRR S A8 T bR TP BBy it koo

criteria apithe sathplory modile A2 prosgles sahe nordizhyesihst 4 et vEasnsaetions

containg Atgepids SERBHUGIS, ORI DAY RLF cLscsi Spganaly S and bretent
transactA984AAS Add aﬁ’@{)&%ﬁ%ﬁ@%ﬁ%ld 9@&%{5&&‘3*’ t he

transaction w e flagged for further review The

user can adj. ust the ensitivity of pr.oc 0
10077) ' Pbe § oo’ o Bfied BE M jhrdilol mPipsr 4D 85ET B Hnsfyrred v
the compBSRY L6 audiBRBShIE @6 (if HHP ArbHulNasbahg DQIMNOTKS prefichs hatule
networ k nodel s the degéee of ‘interconnection and the

214 is designsdito ulbninéar e With theeamplienehendiendit rapdieAt In the
complia%gese?n%l aetlltdﬁqn&quﬁgl 2 96, ﬁl%ra%sgcriaqus %%tllm%ﬂbn bgﬁlll ha hsedqgteg\ﬁgllfssh a case
are capa ['eof " Teview ng car (fransactl ons 1 n ways

that willstaéilitad¢ trickindwhdappiagagifutib@deywaf thiti@iadtiond. There
are several different types of neural networks that

o . . . L . .

00781 <30 B RGPl AR e BB ey R

transactioat Yorfushaaedidw. enerabd, thédptedictauhddude 2t canrtei wmiliagd hihs
curred, the networ n ad in a manner to

. O S C t ur
applying gusmess rules and statlstlcalﬁl-va%a sampﬁgg approachre)s. "Fhe module may use a
variety of techniques to determine transactions that are determined to be worthy of further

analysis. As noted, these techniques can include linear regression, neural networks, and
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the transaction inputs. [0075] Cenetic algorithnms. The
application can use genetic algorithnms to reviewthe

W@ e@s®saat4 on popul ati on and present transacti oPGI/U82007/073181
consideration for further review The genetic

. r|th evol ytion tarts fromthe nsact i
genetic ity L predHor MOCUE Pikers CApvesneat PORTEed Ry user on a
schedul&d BAS (tel'gmdah? Xfeekly, nfHhly, Lk,rﬂc ot AL RAIQS. BRIBENSRr module
scenarios to formnew populations to determine if any
process gapbaipicd @xersanyiusert dedingd Aistaistl camgg@gated@anm oblaansactions

on user tol erance S8 ings, th etic. a thm.c
by accofftel 3incy) G ne AR AT I iirctra e L it QoS R A ey
week, min€d iyedrObtc YD AUE BredicdorGAOI IS catSAEh Mot ide it féeHBz{diddﬂﬂ es
nodule 210 and the sanpl i ng nodul e 212. ile the
transactfong Néwh\wlle'csﬂ%@umnmw 1§61aéectﬁlg dispaiisaesebwghipia ¢p day dispute
s
period. PN pusiie S M G pRRRR) LRI, Euibicll BlecfeRs
transactime apd aétbenine dtkhacirc@ald. t he predi ctor nodul e 214 can
actively analyze and present transactions having new
a
10079] 2o e AL A5 ot AR PR, RE0 Y 3Rk h BAICY 565
it could be transferred to the conpliance and audit

predi ctor nodule 214 is designed to fully interface
with the conpliance and ket nodule 216. In the
conpliance and audit nodul e 216, the associ ated
Modulef Geenédseon W || be used to establish a case that
1. Dbg In thakd dppliastéort thAadlgh partalrfebnmandgi ng further review
2. Vlewt higksttb @3RG heduled 0078] The predi ctor nodul e 214
3. g§g§ pedi@8F Mbdde model that analyzes and fl ags nove

{
4. %ﬁfrj}éﬂgt? &I)]]‘)Lgsele]:_g %ge%t |l§§§96%ﬁ§y0ptfgggw§t|hhngthe
ss ru and SH L g yalld sanpllng
gﬁv‘% 9% e ﬁ R
4 2 t ﬁﬁé@slﬂbr e&% é’ sact | ons t hat ar e
demang; vivg respltyienrest efvplestedmigtheter  anal ysis. As

ﬁﬁéMBCSE@dﬁﬁtechnlques can |nclude | i near regression,
neural networks, and 22 WD 2008/014114
PCT/ US2007/ 073181 genetic algorithns. The predictor

[0080] MPLhukEe5 BHAFLEHS @Mal&@dj\%@é bﬁ/pﬂa@esrsmgtfbﬂhs rddictéBodiger
on a schedul ed basis weekly, nonthly,

Iniallyedichox e, s veeelets sThis ri@nﬁeéjfoc pmcimofurqwm@@mmgamst
the ﬁnarécd%lﬁgaglg%cglang V&I b6 }né/%u?} usgl e!e%? 151" %13: og,lcogglrjena?gs Snew predictor,

peri o ansac
as notedPRREMo (Rofparaté Ilmwar&e@fe@i’cbrﬁirﬁlysfsaﬂwe r&pdl inevdrio analysis 505b,
transactions within a single day, . week, nonth, year

or genetéq plggrithpnanabisisdfileeo Fh%wd}@rdﬁweaq; isdhesy exgrefed by th apalysis
system %t%%Q r%%tg lf% ?Jeén ﬁr t@%ll gcg%)thg Qgtp\o@@!érggte}’v}\n@tt S tﬁ'alt ng)%%aqg g@tgﬁﬁ‘aﬁ Yion-
compliatit sqivitg, suokia apharai culessvopdanee HdialVEBu |Att$>os 608, I‘thﬁ relstiles are
. rogram na ageman n revj e sel ect ed trans ons
viewed b HRGBPROHCHETITE thh g PN Far) dong nSEEHoRp| fgfﬁlﬁ user

confirm® Eﬁés%%hzﬁﬂ@ vﬁﬁﬁ%t 8bL910chdh hbhandPAM & RERALd BB céhpliance

bel ow.
and audlt module at box 512 for further processing. The user can provide feedback relating

to the analysis technique that was used, for future enhancements or selection of alternative
techniques (box 514). Lastly, at box 516, the user can select a run frequency for the predictor

module process and determine alert notifications.

23



Table 7. Module Use Case: 1. Log in to the application

through portal front end. 2. Viewlinks to entitled
woremsled14 3. Sel ect predictor nodul e. 4. AgencRCT/US2007/073181

adm ni strator user can select any one of the follow ng

t|o S Wt redi ctor nodule. 4.1. Select
[0081] | g ﬁrécer?ﬂglﬁuéh ﬁz%‘gﬁi to cluster/profile

transactions. 4.2. Mdify settings for each nethod
[0082] oﬁ"h@c@dph&m@ and?urdlfamddulc é\l/\ﬁ caspuibvide uspawtthdhe gelityat ethnage

their caflFARESH flredea LRTha il ThisTROUME oty otornE b epecr ol

selectlngmgﬂleﬁmg, hﬁﬂ@dc@lﬂeﬁtlngﬂlﬁheﬁﬁ&t RDResstah@uridsBig ﬁ%{r@l%étl(ﬂls The
date range for checking filter/rules violations

compliagepaandsauditpeduls ¢parpesish and paeis de gwidanse lmtmmigmemxg the he

approprfé‘?‘ onfrgi(ﬁg tegsu?e Q(ﬁrgglﬁaﬁltcg gN‘ltg?r ?r(l:cryler% ﬁ:g:lsru%}rl gsg [ %cgeg‘aﬁ g%ws Yederal

and ageﬁdja{egﬁlaﬁorfspﬁrﬁi foR ﬁwhabmﬁgepmgfdm affiedtiy shess. 5086 of themost time
genetic algorithm anal ysis 505c. The predictor process

consuming (a3kg KoreacsEdi ProgTaRy 15t thie rearriFly Babs nesfotrasd igrenus tyeny gk

X
managefng Cdélt&eés %g?gﬁdt@ﬁ% s%%%l‘_féh%h‘ 1&{?1@ g%ﬁ g cﬁgfgt% %altdr}ﬁgrhagement plan
are camafb paf efitctively e § oammlmjﬂdf] clee Béﬁ Bepatmenktof Werﬁé)& Ddﬂﬂ@ is

. resu S are VI e ser to detern1ne th
Spwﬁ%lgx jegiing aaﬁu@gwﬁvy#elae?ﬁvsﬁ ?qréac lexglof progsam Plafﬂctll??é‘t fpgigyiew
selected‘%%géc'hﬁﬁs %ﬂeﬁchﬁl@ﬁlbth@ir Ylﬁ'tlﬁgétfdﬁ Eall f&%’éa&lﬁr aﬁ&l?févkme The

transaction is provided to the conpliance and audit
complianemiandeaudit npauléslidtegmatioh wwithhibe ﬁfhmmé@sm@@le Fhmplisgmodualn, and
rovi feedback relatln to t eana stec
predictof it il 0l s oy e wiofsnen md iRichP RIS g
process. aTh@O‘MB OfRulat ACTIH AHdeSold PR iRLdHuirdedditd drowdd plIRY cadliance
the user can select a run frequency for the predl ctor
and trangastigh @ugitivgess and deternine alert notifications. 23
WO 2008/ 014114 PCT/ US2007/ 073181 [0081] Conpli ance
[0083] amHe AsiAipliant®eind fudi0B8&]le preides il ir@dﬁﬁl(ﬁ%t@ﬂﬂiﬁltem/rules
nodul e 216 can provide users with the ability
module,the gagerlingHapdule asd thegyedistor mogdylsed he rcaﬁ@a@tqe@ﬁé audihn@dule
can be Jgpfy}é%rﬁﬁd’ldgg prove n@ﬁogﬁﬁhﬁﬁgﬁﬁ}%n%fﬁcg gl; ELgtfrl%Iﬂ%g The
module ﬁlsa@gcadesrcamaeﬁagemsnt chpsbilitt@mpdiatioes seadedtrandactimpud be

can assist a provi de gui dance in inplenenting the
routed tg, ak?rfgﬁl?qré"ﬁ%f S E‘H itY6ls ?E %S%W%Seebﬁ?ﬁﬂming%“éuwst RA%GERg Yser
input to'defe mesv'dﬁgﬁt};@f the ﬁ'@ﬁﬁ'{:tl&?‘ﬁ’ﬁd itfegH gfcﬁzllde rEEnSY¥ case tracking

regul at1 ons, or nDnltorlng rogram ffectiveness.
to maint@meanodxténisere maHttytdf meformation associated with a case (flagged transaction).

[0084] Exemplary operations which can be used by this module are listed in Table 8 below:

Table 8.

Module Use Case:

Log in to the application through portal front end.

View links to entitled modules.

Select compliance and audit module.

Agency administrator user can select any one of the following options within the
compliance and audit module.

b
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consum ng tasks for a card programis the research
that is perforned to ensure that any risk managenent
W@oloso14s4 and practi ces established in the agePCHUS2007/073181
charge card managenent plan are carried out
c |ver Fonpgganple the U S. Departnent of
|f| y seek ng an _ aut omat ed
42 85’8% “5 é/?ﬁs%%ﬂdv lgyR@pmplp I"aar‘ﬁdrl’é? igtgy arile fgeeed
appion slisct ed transactlons and docunent their
Pexgtclaseemeilels: and f eedback for audit review The
conpliance and audit nodule's integration with the
filter/rules nodule, sanpling nodule, and predictor

[0085] rmfgake% Whdws Bk LOVWrAaeucABERLH ot QsiRg f&Qh@ c@ﬁlfﬂ%}kb \éﬁd At
efficient with'its review process. OVB Circul ar

module apergton. ghéfiatlyatghoshi0dethe e@ﬁleHrveaw 8 tranmmh thet hasybeen

ng! rapnsaction t|n 008
rceivec e AR RA R0 AERRC O o 2P0 BB o1
complianté dihd Aiditfrhdduds B/redeived betmdelbea pid&@ss&fgrﬂﬁcisl’tgl AvelehUi Ieer/rules
and the predlctor modul e. The conpliance and audit

module g8 frdhe sampling npdude 630, enthe perdidpsmodip £B%-e L haing the
compllaBFé)g{dae[Hd @cﬂﬁé?e@&v@g ﬁé gd tﬂa{ma@%rﬂ% %jler ;EQ% g@fwl e

rovi des case nan ca abl |es and
transactial re@fhmdl Uyrtha samplians ahdbalhht mbd)llllb edll ltyputdlll@ berasgeiated with a
users far reV|§§*Flt al so, can p{%sent severa

review qigalden Qjrfssue &g QBT Fhgacieistic tha st hevs brepapirdhy tharsfering

module Ot bB€616, %‘esﬁﬁﬁﬁle 'ﬁroc@g‘s%% élth%?gcc;@{)@ Bk e GOMR rr@&%ﬁ'tl\éﬁsactlon
case tracdking to maintain an extensive variety of

for furthenfavievat Aonjeatsd cransceoh isiatttanaaatias ¢hat hhaggedletermined by the
transact.d 008 ] eratlons whi ch .can

user to 158 SHRER AR g SRS ang P et oeHaBI S Gogrhygnce and

audit mdd@é B Bmpldverubd rb%@tl&ﬁsf%r edeh 4RBptbd trh@sabliéh, at box 612 a case

application throu portal front end. 2. View links
number icrested.t Nets fardhe eesflevecarS@I aeidt:d gidropl G ldn ddie gast iaaclivated at

box 6168 M e s PR Gte RSk PG pofFi0n 20 bE B or
examplé@ e ad ightik] reRdUeLor t%‘lthmrﬁ@ﬁ&/r b IddcRkd 4ddopAAdd &edidhl
4.1. Create, update, view a case. 4.2. Review

onsr {5 TR ST 0RO P s

includingoevibe.of ﬂlﬂﬂﬁﬁ]stld?lsgdlﬁ'&dfﬁo ghraseptdiecage mad RIVICS\GQﬁIﬁEI casestatus.
processi ng for the conpliance and audit nodul e
In genergh spcht feBisW 1PH?11VPSa$‘1b3FCU&? dgiepmipgsons oy @utheizedien e W e it Ebox

620, a r&ﬁ@ﬂ%%ﬁ%&l&%%@@tqggﬁﬁmp rtﬁf%ide\éﬁ&ns' d?'ié%u&ﬂ%at resulted in

i ance and h transaction received
referral tmﬂhe coipliance and audit module At box 622, the reviewer is free to add, edit, or

delete review questions and at box 624 the review questions are checked and then at box 626
the review questions for the case are activated for further processing by another person.
Alternatively, if no further questions remain after the further review at 626, an authorized

reviewer may terminate the processing.

[0087] The further processing may include review by a designated review person who
checks the case status for processing (box 630). The reviewer then checks responses from
prior questions or initiatives and provides feedback (632), accepts or rejects the further

review (634), and can request additional information for more review, or take an action such
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conpliance and audit nodule is received because of a
processing decision at the filter/rules nodule 604,

wo@eoosletisanpl i ng nodul e 606, or the predictor PEHUE®07/073181
608. That is, the conpliance and audit nodul e

rec ed tranpsactions fo ther revjiew. Eac
os disal p R i Rep P b S BT R Wridhreslisbetin gl QbR ease Folhow
(box 636pdul e wi I | typically be associated with a review

guestion or issue or other characteristic that wll

h by the referring nodule. At box 610,
[0088] Eéﬁnﬁﬁﬁpeﬂ%%§@%33|ng elther accepts or rejects the

fgelved transaction for further review A r? ect ed
[0089] | The eptunization module .2&% prvides pserp aithrihe aly o petfernp peegram
OptlleQYO @%ewu I%is IteQﬁ &HHJ §c£rHr Fgﬁac?' urnﬁvéu%ﬂ’as Q@’qo gram
processi ng of at t ansactlon e conpliance and
Manageamdt ®fﬁrmdwﬁth ahsvewmw ef their pgram ep@parcd o indostryesdailard key

transactj on, a case. nu r.is .
operating SR THARHBG T PSR B B FERRT AT yegigaed o
evaluate [ &th@ PPactite At thy Qée%@y &kard kﬂ)@d‘gr%(sldEﬁlﬂy%xjgb@b? obPRtunity to
revi ew process. The activation decision my be
leveragqo@trd prorgsadn effwnencex,ampIOéfer blyggasthnﬁ itg stadngtl@mcemmls ond hiyain
best t user madeT accept ance deci Si n. I
©s Praf tfﬁé‘éj’ceﬁﬁfé ﬁ“%B’E‘% %‘{rf’so i p’E‘ﬁSSS&&B &y %’%’FP&S g to analyze
card traf¥hOERSEING QORI HbRABaIGRAs RE oPSITiRit ?&@k incleR$hdIEir &ansaction
review of the questions related to the accepted case
volume.and revi ew of the case status. |n general, such
review i nvol ves subj ective determ nations by
[0090] asbéhebf #rbutddties Ve R opfitnikodon pbatRss de tEMhdRYEENdCAERIACY's
revi ew questions such as the questions or issues that
procuremgi pperchipatigrnsrapel ddengify perchase ce@rﬁﬁpa%ta@a%ﬁ aldgiprocess is

aimed ag{raghﬁdfg gf‘guﬁﬁ)fut‘i&/lz?a nﬁ(;h?h %}Qi Er ﬂe éﬁﬁgné)&ﬁlsﬂga@m d't

revie quest|
opportugjties §pecoiie tatle ahdagondy. aﬁ@knt bmgr:an spmdicﬁﬁwbdch @onm/coel\lrd

estlon for the case_ a act| ated for further
include, fuf prenof amséz t%ﬁ%ﬁ@?ﬂ%@rﬁmm OlAFansRIians P pgyme peghod, top

suppherg ggfsf%?xrd EUES b RRSabfIRIaNd BhfrRent highddu f&tﬁlesber{ae ¥hEW olt

an authorized reviewer nmay term nate
transacti@m embpayment p@ﬂﬁﬂl]bymmwurmmndmaubwsgnangonmytunms bye

transactiof¥ A rRfe Boieg O SR I 8305 SUPPHEr agf Svghl

optimiz&tRRHre Q8 s ke BLSR RS QsantifPBRneAfs (@rg HRehd RIBsangs, rebates, etc.)
initiatives and provides feedback (632), accepts or

associate@ pvath eoviirgstransectinas fromechiceks galgpper mﬁdhaéanrdee&qtamchase
cards additional information for nore review, or take an
" action such 25 WD 2008/014114 PCT/ US2007/073181 as

di sal l ow the transacti on or suggest transaction
[0091] pifb%@mn@ammgé@e PEVidas gatdhogrageanalygisdigsed pbyses Bpyts. The

p
ot 0 GBS0 0O TS R AL PR
spend, etnpdsyeg cannt, ol operaahg bindget \etoevind Upidstingetiie ®encharark data as
provi a card. agency unit ch as a Pr
progra%ﬁﬁl@ﬂ%ﬁﬁﬂmﬁl%?ﬁﬁ% P s sl Sn e ler?ps PERETA
vulneralﬁﬁﬁ&a(fn%dgr&@t}f %Hﬁﬁﬁiﬁesqfo@?lgl@ﬁ%ng&)’nent, can be used for review of non-
payroll accounts payable data to provide a specific list of expansion opportunities, evaluate

card performance to benchmark the card program against best practice peer programs, and

identify best practices to reveal opportunities to enhance card program performance.
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operating netrics. The optim zation process through
the optim zation nodule is designed to evaluate
w@0080141¢¢ practi ces of the agency's card progrBaT/US2007/073181
identify targets of opportunity to I|everage card
programef ficiencies, and.offer S _
10092) DERERAPRE Pecise or-Eaied et oL AR Iled R diBte 9 below:
processes and procedures. ThIS process can use an
expert systemto analyze card transaction data to
identify potential areas of opportunity for increasing
card transaction vol unelabled®90] Sone of the outcones
of the optim zation process are to understand an
ModaeliseyCase: Procur ement spend patterns and identify

1. Eygﬁhﬁiﬁaﬁﬁﬂ@a 5? o&gqggﬁgndThe process is ained
Qew %b Wi g&hg it" (1-3 nonths) and | onger

gag REE i)Y Jfavi ngs opportgnltlesdgpeﬁlflc to the
eci fic feedback point
el o i B PR B
QPERAAIoBModiensact i ons by payment method, top
4 1 SR e gyulperdnoncaykll thniataﬁwb!q BRYsEnd paynent
2. Rantod vievpreahltsefenesrd piogram afalysiy ansact i ons and
4 3. Reyresnan agsnbyosbebificthest pregisesifrieporpatd ¢ thatippvalgs am
apgestiounfdrieabardeing theiapsgedm.ons and spend based on
5. Ussukrscamog@itance anong the suppliers. The overal
opti m zati on process can be used to quantify benefits
(€. 0., process cost savings, rebates, etc.)

a at i ng transactions from checks and
[0093] ga%%bcg%uﬁugép%goers to purchase cards. [0091] The
timzation nodul e PrOVIdeS card program analy
[0054] b%% srgeeia sercing madsle 229avillpyavide cadpsograms s\@fbﬁbe gbility to
review %ﬂ?é’rﬁgétﬂ)%apgpe}?@ ggtgzﬁ?ﬁso %Jﬂﬂ&%ﬁ‘xaﬂﬂ% thé §%c(n% }ﬁgerélrg 212?1 rgﬁﬁzatlon

ee cou
can bettbudget itsduiging pamér todd_w&rpgﬁgbd_tﬂ%prbﬁng hmhr}kg}dmlamawendors For

ro conpl ete o tim tlon e ts. The nodul e, can
exampli &4 & 19057A & aemrpmg stgc@m 109g,p B 911 89088 andh gervices each
year, ang rQY-4) a@&mé'staﬁlé‘i'etsb&fsllfl@for%%nw WBIRE of AR (f%ﬁalu%%gt

for review of non- payroll accounts payable data t
Therefops, egé¢rdesarspquirdd © lbv&mgecs@emkpgtmﬂlo magppanteytent passible

eval uate car rf or mnce. t rk the card
throngh SH s 5P it S PR SBreIed 1B FOBPOIT g Pith SRty process of
criticallyy Qﬁélyilﬁg/ a® Sl?anﬁﬁﬁ’&fsl $RAdINS ah@UARS IRPRGSHraRbA kEMakObusiness

enhance card program performance. 26 WO 2008/ 014114
dec1s10r19@1p¢>m1$2qmmn9¢gmarpd1t[e@@9<2]sermem|omgffe@pwlman@nﬁ‘lcwnﬂy This

process @g%galgeantf:e% lovwltgl?zetq%%npngrgc&%u?r;n?ze ]:;rlfe 1|r_18rease aclﬁgv%rﬁeént of socio-
economauelyiisAfonPdalkshévaugite ol 1i8d cylcledmbna@Bhent @stsWnﬂMab‘l/d ﬂiﬁﬁor

to entitled npdules. 3. Select optim zation nodu
access to business opportunities, and otherwise increase the value of each dollar spent

2.
3.
4

[0095] Purchase card program managers can better perform their management function if
they are aware of any agency-wide or multi-agency wide contracts that can yield better
pricing and ensure that cardholders are aware of agency policies for using these contracts.
For example, agencies can minimize the number of small orders from schedule contracts and
consider a more strategic approach to buying certain commodities. With respect to

government programs, the program coordinator can review purchase card spend data and can
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4. Agency adm ni strator user can select any one of the

follow ng options within the optim zation nodul e.
wa2@s/0RumM and view results of a non-payroll acROUES®07/073181

payabl e analysis. 4.2. Run and viewresults of a card

rogram anal ysis,.4. 3. Revie n agency specif.ic best
make refp 8RR 1o s il e Ol PdEe e i Betinbpcrayand
increaseSfARRS b d oR flolunk¥, OPHi& ModRle WHBhCifIaRSBS tdiRGIMBired OPERN in
. Strategic Sourcing Mdule [0094] The strategic
fulfilling heircguiignedsitrategiczRoroiid tesponsibilitescar d prograns with
the ability to review organizational spend patterns.
[0096] BYheipeteesit andeing nidiRlesievidePint@ddasity iablu@ingahé Zstityd0r a user
can better utilize its buying power to | everage better
to uploagyq datmiglewwitthagepyis pavablreirapsaddions andpriovides ampecounis payable
- U bl 0
sy 85 S B 04 SRR oD v e 5, ] BoBn
businesaugt, nesgans icbmenddaty, anaxherliké. phd fhedMalisi@pable @daleting or

.dol l.ar spent. Therefore, agencies are required to .
exceed%%l}la@@{) giffsf?é PAYCES TEHETCRER ISmIte SR Cagelepptegration of
databasdsDERUIE nidEIBLBBIoGSPHEHERTfo %hﬁlgéi?gf finsitHl RhAGclidhst A

col | aborative and structureé process o critically
module alsalcgz lelycan thorgaghi spand amlysis prehdlingcanectudsita) gelivirg order

Lnformation,to ke. busj ness, deci.sj ons about :
data, and pHichie, card Gt A0, 1A TRRBHlg GRRlegpAle e Rataopqigidata for
analysisaff@]g@ﬁcfy' goh R Yriofhitkd oHBAGES SudtedsRRRYEDPRIcSATFRRESGH. Z€ also
perforfance, mnimze price, increase achi evement of

provides prrfasmanecomersitss de gisessi rpgmssgownhs achieaingaagentyottakegid f e

. cycl e mana t costs, Jinprove vendor access. to
sourcing #0aly LHIE RRTAIF PansoTaldy alst ROorePVing dered pRagas riuls to be
used as ¥ @bmBardon PG felautuas aspeyd. . [ 0095] Purchase card

program managers can better performtheir managenent

f ' ' . f -\ I )
00571 RGN, s G B A1 R AR S6 D et
pricing and ensure that cardholders are aware of

ct s Eor
45— =

exanpl e, agencies can mnim ze the nunber of small
orders from schedul e cohablad®s and consider a nore
strategi c approach to buying certain comodities. Wth
Modnkdped@ast0 gover nment prograns, the program
1. Ig@g)rndbm}aeta;fgli@arbnrtmdugwwwmfmen&ard spend data and

2. RN Rks\We HRdfidd PCT/ US2007/ 073181 nmake
3. g&&gmg%@% Belfoddie Chief Acquisition Oficer to
YR e

V ne..

s?ré‘éel%‘?rsé’a‘r%&g BO8WS n  fulfilling their outlined

4.1, Selbst innoged agpoune pbls BoReril e r U0l Srdits

4.2. Selest @& Brogrm ertAdoTHsa i BiegPaNFiges functional it

4.3. Caedteigdiigendrrevap dita fije thet caa hgswbmitted fgppr@a@ssmgdﬁﬁlés file could
el Jubmaitecdioaceuliagescy toy andcestingvnsegt msnchaaiptofilealatabese or be
wad ag achind parpayrabider to provide socio-economic data about suppliers.

4.4. Run a spend analysis using the application available data.

4.5. Create agency key performance metrics list with associated goals/targets

4.6. Run and view the agency key performance measures report.

5. User closes module.

[0098] Program Management Module
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anal ysis. The nodul e provi des strategic sourcing
capabilities through reports grouped by business

wa@poB/ 014184 chant, commodity, and the |ike. The P@HUS®07/673181
capabl e of neeting or exceeding nininun1Federa

rci requi renents.. The nodul e can a
10099]  hhe Biogpar migpecrerat ipduledan Srrvidebe H%‘Fé%%hﬂ"ﬁrtBFW%W
reconcild a&s@f‘%ﬁ?@&dmé Qhd @gﬁj(ﬁ@ ’[r§ns‘af:t1cfds rf@in[%sﬂhg A0SR Ghh AR sydBR.
nodul’e al so” can I'iver a thorough spend anal ysis,
This mddutd aadiatsg beowed tairestat electobmiic stetuemeousd@cardhtaﬁa,s imardeffort to
a car dat . In additio t he no.
toclitarf Hirg BT S80S B modhe B B s sl e 58 agsigples
and resyd@dibHitRE €oratiPbf the 286hc9 Xe§ ‘ﬁ{dn)igeﬁnerﬁ BEibiAs UROR GERRAE Gvill
information. It also provides perfornmance neasures to

likely inglilesleut @r@g}télsrytqddmgﬁnawi@réwmloag’emmsﬁqoadlegﬁoc (A/OPC)
S nmodul, e f ctlon ity al so

persons UL B0 o A1 PRI R0l R ot @RI
ofﬁcialsﬁ OFfaodale cRORIRG bé Qked totatki® tmﬁ@bgﬁhmaﬁ&g@ﬁ%ht &xesnl ary

peratigns associated wiith this nodule are listed in
facilitatigpihewarkiey Baeess fesabliging amCéSSLﬁgéfoeagleappymt@s@ qfn

r t d ew
carthrf s LUFBRRLE BT, RSP ARE i LB Pitfon
appropriawamhcrrgzatmld vbrerolgor Agdimyow mhf]niust}feqirograms &or exdmple,
any one, of ol.lo g options within the

ct.
transactiopp G Ui o ClOPEr-iG bt ko ERIESqTHSBHE Eegirictions.
Anotheﬂ%&t‘ﬂ%f tﬁﬁmu‘f‘e t'BancaB%\érLQéf{ul g)ﬁh@ﬁo%?an&' ﬁ%nh@srﬁéﬁ? office is the

anal ysi s. .2. Select card prog data for use In
recovery pmcassstblysarés anﬁ @herCoeanentateati whersgrplegees terndaatea efmplogment,
di ﬁg be suhmtted fg ﬁ S|n This file could
andin “Beeca%H’ T RFRRORCTRNE &y ’&C&’ #RH%i ng using a
nmer chant profil e database or be used by a third party
[0100] pffbvrr@éuletccan provdedbe mtlon@nﬁnﬁme@u@mwﬁmw such as

prov1d1r§p<%?ﬁll Bré)lglra(% a%mgnsitr%gqr% w&ﬁ‘?géj abAPQ' & P ?12'0%% gﬁcounf(mamtenance
create af@flafsFBRddeEmEreial t48 abdoﬁhts%ﬁcheé}ﬁﬁl@% aﬁlaﬂolgaaie%ﬂg arrgdttfne.
4.6. Run and view the agency key perfornmance neasures

The progmppmenagsmepsmpdele glse Provadas) teansqotion gjanpgespem fynctionality,

v SOBBETRRS RIS 8 NOLEUCELAAES T VROCTLOTRLRR

ability tbl spllit dobts, @bfokmttmnt&tlbﬁull@awlon eéiciapcidding ldiziopal detail to the
ndi ng,, and ap v transactlons for ostl t he
transactiogGRUI H AR AL ) SNRTALOT PSRBT K 3 gk A Sy g-oF

pocket %@ngieg,sa?lgtattgélﬁﬁtaﬁ%' rEceipt@tERERTS. The ﬁf@)ﬁgﬁ%lls‘igeﬂréwﬂ& @tement

management functionality, enabling cardholders, their managers, and program administrators
to receive and view statements. Account summaries and activity posted since the most recent
statement cycle are displayed in real time, so users know exactly what has been spent on a

daily basis.

[0101] Exemplary operations that are associated with this module are mentioned in Table

11 below:
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facilitate tinely delivery. Using the nodule, the card
agency can identify and assign roles and
WO e®pondibi lities for each of the agency key neCE{S208T1073181

officials. These officials will [likely include, but
are not limted to, Agency/ Organi zation Program
Coordi nator (A/OPC) persons, Approving officials or
ot her equival ent officials, and other
accountable/billing officials, This nodule can also
be used to assist the program managenent office in
facilitating the workfl @uwblpnocess for establishing a
process for formal appointnment of cardhol ders and

ModaRURVWRY: of ficials. A user can also have the ability

1 ﬁ% ] hcatlb%tmmgﬁgeﬁﬂmt% hori zation controls
2 ﬁrﬁ& t%)la O‘m e program For exanpl e,
%ﬂ S Iﬁ é%fellmts velocity limt and
?Célli’é IEé‘Eaél %?96 TP N%strictions, . Another fea ature
QBCNCHK A MERBHAIRY YsRLgansalechRny Sl ihe P g ArGgRa it
the REQPEHB MAangemens magdulene  recovery process for cards
4.1. gaarporemetardwddaient ati on when enpl oyees termi nate
4.2. Enayfbuy pedtaccoumhthaintertanee.case where an enpl oyee noves
4.3. tPerfarnd nfaireemnnte o gatouz@at i on. [ 01001 The nodul e can
4.4. priew] ek, it afein@tadpprat ibiisaefiogccount managenment, such
4.5. &stabREOME HaNehchSK SpRERY M AEAT Ni strators with the
4.6. avt;é\}vla;ﬂalgﬁopgggtg{emeggrd account nmi ntenance, create
4.7. ‘Nﬂ&gqgﬁ g %%USR%TE ﬁfd@!ll f‘&l@ 1?[8?&)‘651 (’Thls%‘ﬁor tx%%l% th i

glc? on 1nd 1sn g ?nélnu%l roc;(era t;?r matrkl %ar% %{l mar agﬁlment
Vigh g’% ac ualr SRY P@C%Saraaﬁ%ﬁ Fﬁ,v %siffiae%vr@eﬂ and
5. 'ﬂf‘eé(j ?ﬁ‘é‘aiihlﬁl strators with transaction view ng, the

= o))

nhllltv to Qh||f costs nprfnrn1trnncnrt|nn allocation
editi ng, addi ng additi onal detail to the transaction
(equivalent to level 11l information), perform

[0102] apph@vaModtkf | ow, record out-of - pocket expenses, and
attach scanned receipts to records. The nodul e al so

[0103] ggﬁ%kgﬁ@@g@ﬁ%&%ldemggﬁﬁ%ﬂ Mf‘&sg)i(ga@g%k {teYear 18R ah Shder

mana and pr
which tieeckmialyisstsysttmris usddo The aeddude BridsigneeoSadlirarethe development,
Account iunnarles(gnd activity posted S|nce t he ﬁt
delivery; festung, and cetificain Qhfhg eard peoggire pruiciynisy Fregfanpledhe g

Tralnln%ﬁlgfﬁle lf{' i (I)I?f@%tx llée?% }M@@it thD BStIREL BNV %u%’f‘ A21pdal §g¥ndlx B

asl s. ary operations that are as$soci ated
trainingwedquirendents fooa plitdicaseetormeart ipoopeaini rlthabglethe ]aﬂszMItlonvmazglot

WO 2008/ 0141 PCT/.US2007/ 0 318 Tab 1
provide g GG SCOpE g1 s MR EroREIS e AOPAHTERFOLUT PO SHroe & (e
hub for frﬁ&nﬁ% Skeporting \e{h&i"f)drﬂlé]ba?nttt@nﬁ’ﬁg feh{lﬁ&némgb‘ﬁc?l%sto%'

Sel ec progran1nanagenent nodul

[0104] Some of the likely training scenarios for the module include training for purchase
card cardholders on how to use a charge card. For example, for federal participants, there are
procurement laws and regulations, agency policies, and proper card use with which users
must comply. Training requirements must be consistent with the level of responsibility or

spending authority the cardholder will have.

[0105] The training module provides functionality of providing document management for

training material, providing the ability to present on-line training material with test, audio,
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4. Agency adm ni strator user can select any one of the
follow ng options within the program nanagenent
worc@aloet114t. 1. Set up new car dhol ders. 4.2. PerfpReHUS20T073181
account mai ntenance. 4.3. Perform maintenance on
..account.s. 4.4. ew, edit, allocate and rove
and Vld"torcé‘ﬁéjlﬁhil?soﬁ%d tra%‘@ UL fraipinednOgRss W&ﬁ%‘aﬁgﬁ{a@ha?@ﬁ Blpgram
requiren¥ftKfok Q¥ caﬁih@}deMrﬁ‘Mn%er APPSRV oD R BBt AT e mMﬂlg can
a transaction to included 1n a dispute reporgt This 1s
also be fised ta pmwidenigers iwithrappliegipintspatifio toraeed and rdernmujwﬂp features and
functlonﬁ.g cess for marking and clearing the mark). This does
"initiate the actual dispute process as defined by
e card provider). 5. User closes nodule. [0102]
[0106] TE&GPmPlﬁ@’ wistriioas poegated it thisanedwigandigistan Fableilddslow:
training around all aspects of the card program under
whi ch the analysis systemis used. The nodule is
designed to facilitate the devel opnent, delivery,
testing, and certification of the card program
pdf[l Ti Palit s. For EXdllpI e, te TrarnT 1y module 15
i ntended to hel p neet tgal iél ined OMB Circul ar A-123,
Appendix B training r nts for a public sector
card program Although the application may not
Mod J(Fle(ﬁ‘st?he entire scope of the training process, the
1 ite ghei applieationghiouph pemaifipnserdse as the hub for
2. Yieaclkiksdo anfitledapadhdésng each partici pant training
3. Sadepimmiepnisddad hi story. [0104] Sonme of the |ikely
4.  Ag@icRiat@ird Sene isescanGelctihhyrond bif ¢hel follbwihg dptidhivitBinf or
T Ay o&aed cardhol ders on how to use a charge
4.1. el sIFR st ARkfs mbefial RGN vRAKL Webpant s, there are

4.2. NQEHEF QEHB of P48, ﬁ[ﬁc_j{ WE?;H ALhIAS shd%gs?]g Yraﬁ’iﬂ} b a1 and
4.3. ﬁesxgn fan§ %evelo feest sfduestions aid the 35 Eotiatdd §cor1{1§ V?at for

e consi's t he

%a%“f“g %n bility or spending authqrit
44. H?fcﬂ %PI%CFFIS#%%O‘ W%?P%ﬁécqqsgfpﬁ?%@qmﬁ?ftéﬂe
flovi des functionality of providing docunent
4.5. agisron rogramtpagicipangs angttheir HRINTOLEFNGT DA
ibdHoldeys 4l presepriogem partieipantai ni ng material with
4.5.1t est , Hatudical, test3GitWAnd30&ed fot htd MG TESABOIdiNiA8181 and
4.5.2vi deo gapatfitdtioniite. and tracki ng user training

4.6. @Eﬁeﬁﬁfesap@ngatfaﬁr}felﬁﬁ@@tl on agai nst program
4.6.1" €qui ¢ tfﬁn iRhaiteW cardhol der training and refresher

4620ard { aﬁlilt)F The nodul e can also be used to

provi S application-specific topical and
46 3 ef e ef%cgj ﬁ%?tbonfaggt ures and functionality.
. sercoses mod

[0107] In embodiments of the invention, a "server computer” may be used in one or more
of the components shown in Figure 1. A "server computer" may include a powerful
computer or cluster of computers that behaves as a single computer which services the
requests of one or more client computers. The server computer can be a mainframe
computer, a minicomputer, or a minicomputer cluster. For example, the server computer may

include one or more database servers and one or more Web servers.
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[0106] Exenplary operations associated with this

nodul e are listed in Table 12 below. Table 12. Modul e
wor@seget 1. Log in to the application throughCpu810a7/073181

front end. 2. Viewlinks to entitled nDduIes 3.

[0108] Sﬁhﬁct %?JI @Aﬁ?}%gﬂ&d g*.hetqﬁ%septd ¥ ven Oﬁﬁs Eﬁcpgﬁci C\)/[e ﬁ:gﬁ

impleméhi@] nthé FirMbMRRb 8 ogit u?ﬂng %%@hﬁ:r Softige ot ¥ hﬁ)dﬁfaﬁbmn%rated
materi al delivered via Attach an audi o

manner.oBasgid gadhg diseosuse Q@@EB@WPT@W@G@ h¢rdle1, 8 bgtisen of <a1dman5gsk111 in
ons

i al an and. deve 9
the art oIRGBl gttt SR fin G Blg BPEIHR foRinighhSER the el
inventiopaisinig haitBiHrs andla dombahtiorest lardwaak Bhdshfefdrt i ficate to
the user upon successful conpletion of the test. 4.5.

[0109] RHHy bPRRSs %)ﬁwgﬁ: &Bﬂ%ﬁ%%ﬁl&' b étl(%ﬂ%e%c!?l%leﬁ irt {h | apppﬂgatlon

progress new ‘car ers a curren
may be maplementphiat Softwhrdcdde tbibs Ereducsl byt £&im]$itatp16ceamﬁ usmg 8%
nd refresh r training.

) f
suitable E&rnp}‘tf’%‘gg‘ﬂa@ﬁ spch &, 04 eéam aldvh (t:ﬁb \élé‘f.ﬂl |B@§1tct P aleysing, for
example]fe b(l)r?v%ntlolf]al Br &bje%feﬁféﬁ e SRARRES M Rhd {fewar cc@de%n%}J ﬂ{lﬁéred asa

unctionality. Search funct i onal Ity
series ofdhgsEsonyn du b@nm[aﬁ)ds&ifi a tompurtradadubie rmedifimt h&hlawemdo@maccess

ver uter e used jn onpe or nore qQf th
memory 338 h érteed Sbititony R\ en Heeneocduihian Sghii wed-drg or o
floppy dhékc bilgEoricROMBAi it suck 9:{'@ BORROM. F\h&' st&r co%pu@é}qpégaﬁfesmedlum
hat behaves as a singl e conputer Wwhich services the

may res1|de qu @z withof a gingle spmpoiationdl iapparatus,and neayshe pibenten vewithin
u n_be.a mai rane CO te a nlnlconputer
dlfferent CO &‘ﬁ%ﬁmg cHBArEPeLY Hglflearsymﬁglrorggg‘?‘r%rﬁ(e the server

onputer may i nclude one or nore database servers and
[0110] oFIEC BrovedeTipgon isdHysrative gnd inpoproBictiya 1igny variations of the

1nventloﬁ> % ] %@809967 %p%z?é:h%o thggéls%ﬁ eéi elé é}?er%b O&ngr%wléaldo? ﬁ%cﬁ) ngéul}léa UThe

esent ‘I nvention as ve can

scope of th@irﬂﬁﬁtﬂrﬂﬂloum theecfbrer be ddteradndd it witdOleferdifl f@the above
uter so re in a nmodul ar or integrated
descrlptlon rTg)uttinstead sLom be determined with reference to th% pending claims along with

their full scope or equivalents.

[0111] While certain exemplary embodiments have been described in detail and shown in
the accompanying drawings, it is to be understood that such embodiments are merely
illustrative of and not intended to be restrictive of the broad invention, and that this invention
is not to be limited to the specific arrangements and constructions shown and described, since

various other modifications may occur to those with ordinary skill in the art.

[0112] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.
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manner. Based on the disclosure and teachi ngs provi ded
herein, a person of ordinary skill in the art wll
wop@s/0an1t4 appr eci at e ot her ways and/ or met hodsP€@TUS2007/073181
i mpl ement the present invention using hardware and a
pbi nati on of hardware and software [0109] Any of the
war e conmponents, nodul es, or functions descri bed
in this application may be inplenented as software
code 10 beAeXQRs &TprB¥esding GBI traRERESH AR M S ipAgmany
sui tabl e conput er l'anguage such as, for exanple,” Java,
programgihe mythed apmpasing, or Per| using, for exanple,
convent.i. |, or [ect-oriented.techni gues, The
o Lt 08 e rsRBERL 7 8 oF RhG i SEHHRRE par e been
authorized b laayineftSprodssia@ByRIAS on a conputer readable
medi um such as a random access .  nenory (RAM, a read
onl y SRiGRBHYINE MW or nava ghieiasthesiged inangtah trarsagtions will be

. - dri . | ' : i i
st 5 18, 54 AP A PR PR B v
and identiies nethbdeedofinancialMransacticns shatglay coanpist atisweaat abuse of the

apparatus, and may. be present. on or within, different
Paymen&gﬁgmm BARPe abfp%frcgm@e&cw%ﬁws&cwﬁ%ﬁ%@sr?éf%?az/ment
progrant, 0110] The above description is illustrative and is

not restrictive. Many variations of the invention

wi |l beconme apparent to those skilled in the art upon

revi edv of Thwemdihedhedefired iThkimdcwperenf the figthenpreessimg

.shoul d, . therefore e determ ped not .wi reference to
comprisf @sEisine Eseh FaprE R TARe phSFLda il P hiB e
identifyB@tfafantiaEEanshdtionk 6 £ paReE rhnsatie BENd iNEbkplaint® wath og

- wth their full scope or equivalents. [0111] Wile

businesgaasgirgs atleapiddransasiopdharantoserrivekeddenvighision obeep ¢rrmore of

. il..and shown in the acconpanying drawings, it is
thebu“ﬁ%%%geﬁnderstood that such enbodi nments are nerely

illustrative of and not intended to be restrictive of

t he b3.oad Thvesthodas defrkdtihalairh 2] s/hemeinetht fwther pocasing

.to be limted to the specific arrapgenents and
comprisgh RRHGTINAS BHAPIE rPaEIH THRSICHPBIR dCSiEE ong GF aifsof the passed

b 6s 1astlfinadcho X% W0l Aolal8s 6f Yhd &t REE iR MeVbusi

transactR3 6 AFRA GBI EACH Tor AoklIBR6! the A loR Hohbusiness

rules. "the" is intended to nean "one or nore" unl ess
specifically indicated to the contrary. 32 WO

of prbcess) My HIRLALRAi™BoARCHREr BT b el BEGHE R

acceptaitieG@mdhg I cFRILAQOW P PRanSicROspeti®ERb Wh Npsaioa plan.
relating to a set of financial transactions that have
been authorized by afpaynent_process%g% system _
det er ¥ ni n§ha meihad apAelmeddn ghaim He WhereHothp Fsgedtion ke il
. | i ] : ' : f r i-ng,:
pei il SRR AR Y o SR s LA o BP0 i

connectiodogitly e pdahant program.

WE CL

6. The method as defined in claim 2, wherein the further processing
comprises performing prediction processing on the passed transactions to identify transaction
characteristics that comprise avoidance behavior indicating a likely non-compliant

transaction.
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and identifies authorized financial transactions that

may conprise msuse or abuse of the paynent program
w@eoosayine out of conpliance with transacti on PCT/US2007/073181

regul ati ons of the paynment program 2. The nethod as

defined in claim1, wherein the further processing

conprises processing.the received data with a set of |
or edet-er i FEIRERSH Aede TR BERIm g, whdeR f Predigtion processing
utilizes FdgRAtioh @haly §ignsactions as a passed transaction that is
in conpliance with the business rules or as a flagged
transaction that is to be checked for violation of one
or mo¥-e of Thavacthad andefinedin eloim 8, wirereinnthe prsdiction processing

utilizes ggjrﬁlrh%gwé)rﬂ a(r:llal;’?;?isirsr1 f2’ wher ei n the further processi ng
conprises pertorm ng sanpling on passed transactions

to designate one or nore of the passed transactions
as flaggedTigmsthad ks Gefinetidn blim bewkedinf the predidtiah ipestesding
... one or nore of the business rules. 4. The nethod as
utilizes genetip algorithm pualysis, wherein the sanpling conpri ses
acceptance sanpling in accordance with paraneters

Speci {o/i NOTRMmEMSPES HiRHRdR Bdim 2; fulfher ﬂﬁ_@ium%; as
defined in claim4, wherein the inspection plan is

speci fec@dingysannpyitoveya nttiverk;t han an i ssuing entity

t hat 'ergllsues. E@?r‘i’% bl e consuner devices in connection

wi th RS rBEF AA8TIZ8H 8% et hod as defined in

cl ai mustinB@braton BEhE WirkRe Hrde QSR Bord SRRRFItES®E user input.
perform ng prediction processing on the passed
transactions to identify transaction characteristics

t hat tonprThemgthed aadxfcddan slpimed 0j whereiatadisting ppeeation

. NON- [ [ . 2008/ 014114
comp rlsﬁ%a%%%dwgéygi%%%ﬁ%g#ﬁgﬂﬁ% ﬁ% as defined in claim
6, wherein the prediction processing utilizes
r egr eksi onAagstbiypdosproBessihpdinanditlachnasctides datedhe systdnai m
.6, wherein the prediction processing utilizes neural
CompriSH wor k anal ysis. 9. The method as defined in claim 6,

wher e} Hlaﬁ&h%nféﬁ?@[iogésjsgf‘fop [RERTR %k reyitﬂngit@ §2etdFMRhhGal

al gorithm=analy 10. The method as defined in claim
transact®ns that hinerbeen althdiingt by & paymiant ppcessing systpomt ofeyey mgnt

network; determning that the user is authorized; and
pmgranh&fléus)ti ng operation of the further processing in

accor g4afiesy s frhcdsitf thst AetetiNed if one or more of the authorized financial
transactions will be subjected to further processing, wherein the further processing operates
on the received data and identifies authorized financial transactions that may comprise misuse
or abuse of the payment program or may be out of compliance with transaction regulations of

the payment program.

13. The system as defined in claim 12, wherein the further processing of
the analysis processor comprises processing the received data with a set of predetermined
business rules and identifying financial transactions as a passed transaction that is in
compliance with the business rules or as a flagged transaction that is to be checked for

violation of one or more of the business rules.

14.  The system as defined in claim 13, wherein the further processing of

the analysis processor comprises performing sampling on passed transactions to designate
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11. The nethod as defined in claim10, wherein

adj usting operation conprises changing the processing
w@toogasget transactions. 12. A system for procRGEUSI07/073181

financial transactions data, the system conprising: a

managenent processor for receiving data rel atj tg a
one or 1ggIE O Ficharssi faRactipps sdlagerRenserithns b ChsBe fof violation of
one or ndétt BOFHeARGInBY rAleRayment processing system of a payment

program and an anal ysis processor that determnes if

one or nore of the authorized financial transactions

will be subhessiem asdlefined hetlaipr bt adwiaig thednelysismpredsesor

nr ' .qper .he ceived dat.a and

performns fihitie R C ARl R R e Ao Rl R P ARy
inspectic@plani se m suse or abuse of the paynment program or

may be out of conpliance with transaction regul ati ons

of t paynment program  13. The system as defined in

cl ai ni" @z, %%%Yéﬁeﬁl %srf%%maﬁl PHERIN | VSE A ghegnspectin plan is
ific@ B3 la¥ Shidty ARG &850 IS drtieP (Rl bAgbIE BEnuRRPEMAGS i
Spect leda?g W tﬁ] a set ofn 1pre et el}%rsnt ne%gﬁgzbgﬁ%oeég rsgﬁ%saéz;nges 0
connectiogenth thgipagméntpaograml t ransacti ons as a passed
transaction that is in conpliance with the business

rul es,.or a f] agged .transacti that 1.s to, be

cheokkh 1 P yrisRER BT REAET L virin R h B arsreser
further ib8&s a Prédiclibe Ry edsemhasideafficd @dniddtieh ahdihckeistioh BlaCtdmprise

the further processing of the analysis processor

avoidanggpghei e sndieating edikaly noamemplignoiensadivad t ransacti ons
to designate 34 WD 2008/014114 PCT/ US2007/073181 one

f 1] . ,
U ansuet | o PaPRESERERRAIFAgH Er3yRRih iRJREqion processor

identifiasragsaefion biearkdterisnes asingl ke@sessibh andljsis.syst em as def i ned
in claim14, wherein the anal ysis processor perforns

sanpl jng i.n accordan ith acceptance sanpli.n

par antt er s| &t é?%ﬁf%%&\#i in (e CE I i‘w@i%?gmocessor
identifieS XSh&IRi6s cHghdBedict Dsiff AtdPlpiwdikenglySist he i nspection

plan is specified by an entity other than an issuing

entity that issues portable consuner devices in

conne&t.i onThd sylsterhas qedipad it clpimo bjf, avhereif theThedisyert pneressor
o .defined in claim.12. .wherei.n the. analysi.s processor
R R G S SR

identifies transaction characteristics that conprise

avoi dance Dghaxical ad definedin dlginal 3, ivikketein femeeEpheRProcessor
. transaction. 18. The systemas defined_in c|aim1l7,
receives sy Bt Q¥sea Bpwrgtqegﬁmm shag gheruser is authorized, and adjusts

operation of the further processing in accordance with the user input.

22. The system as defined in claim 21, wherein the management processor

adjusts operation by changing the processing of passed transactions.

23. A program product for use in a computer system that executes program
instructions recorded in a computer-readable media to perform a method for processing
financial transactions data, the program product comprising:

a recordable media;

a program of computer-readable instructions executable by the computer

system to perform operations comprising:
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identifies transaction characteristics using
regression analysis. 19. The systemas defined in

W@ L@BM474 wherein the prediction processor iRERNUBI00EE73181
transaction characteristics using neural network

anal ysis. 20. The systemas defiped in claim17

wher ei n trféc‘iﬂYlél&i%é TBAURE Pﬁ’cae%eéBJF Bn?"&éﬁ%fr??%aé‘éons that have been
e Rg bl Q Bfarb&kding | ' ' gorithm

anal ysi s? %E%Tﬁgﬁsys?g%b%ﬁengﬁ?E%WEDEC%% 13,

wher ei n t histeranrige ifeme op mece sbibe au‘rhed@etd/fé_@ang@étramsaptmns will

over. a t k, determnes that .the user is
S EhisPied E Gy oG St WRSrsly B alses PrEhsiaf amepas on the
1REQ Bt 8hd 1deRETR ML SeIMihdhclal G ankdBiodsIRAM tmayZsdmplRe
system as defined in claim2l, wherein the managenent
pisysceerbpse eldhepaygnand pragram ar By bhanpeiymmiance with
rocessin f pa d. transactions. 23. A program
SRR P BT ARl BBTREH RS erm t hat execut e
program instructions recorded in a conputer-readabl e
medi &24.0 pEid mogram pretiiods tiefinedrin ckin 28gwhéreinathe fuather
transactions data, the_ program product conprising:, a
processing SOMBH IS PTORSETIAS fhg rﬁ‘ieb‘éﬁd ao\flltlggﬁglﬂf @qupgpga%p@%smess rules
d idert#i | EXRGURAR £odded B SATRYARTs in bR Owith th
ancide pgf‘%‘%mg%%%ﬁ%at F%?]ls corr%?%gs? ng: S35 WO 2(1)50%1/ 01@14 : ©
businesAGTs U529 0 Tlb fdlBhsaativo ehat inty eahacked|fart vingtiow oforsedr mdre of
he b financial transactions that have been authorized by a
the bUSIRESS R¥RY processi ng system of a payment program
determning if one or nore of the authorized financial
transgeti ong IWO%IIam Redsd b a6fird ih @laiH RuheherRinOBE BiFtHeE,
wherein the further processing operates on the
processing ceinpesesdatiarmamg spiphing o1 passed rdnsA¢tiand 4 designaicggne or more
of the P BPEAF DT b AR Ty BB B b B SRl BT B S & Hore
of the bligidRs agéd. on regul ati ons of the paynent program 24.
The program product as defined in claim23, wherein

the further processing co i ses processjng.the .
recei%ed dBRePTRERM Rrodigt aéggéﬁ‘e@détc H e‘&’h%r%lﬂ tﬁ%é%mphng

comprs L8R IR Bkl B0 SREH B g Bion o
busi ness rules or as a flagged transaction that is to

be ch&tkedTlicoprogiaol prodact astlefomeel ioclanm 26, whereirhge inspection

. busi.ness rules. .25.. The .progra oduct as fined in
plan is BFQRT 55 a0 GG SHFT 108 APy RE R Ay BRCSSIeR G Re PirSdget
devices REESRESRMOwIRIR! JabSicRbrB@SRed transactions to

desi gnate one or nore of the passed transactions as

flagged transactions to be checked for violation of |
one 0#8.mor Bhe program product as defined in claim 24, wherein the operation of

determining further processing comprises performing prediction processing on the passed
transaction to identify transaction characteristics that comprise avoidance behavior indicating

a likely non-compliant transaction.

29.  The program product as defined in claim 28, wherein the prediction

processing utilizes regression analysis.

30. The program product as defined in claim 28, wherein the prediction

processing utilizes neural network analysis.
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of the business rules. 26. The program product as
defined in claim?25, wherein the sanpling conprises
waewepteance sanpling in accordance wi th par aneP@r/ES2007/073181

speci fying an inspection plan. 27. The program

product as defined in claim 26, vvher ein the inspection

plan'ss cified n_ent,i th an  an, i ssui

Bttt ot wega HoRtesr e abim euhdty finpredftion
processﬁ@'ﬁﬂﬁ%s'géﬁetwilgoﬁthﬁla‘ﬁ@b&gﬁnt pr ogr am 28. The program

product as defined in c¢laim24, wherein the operation

of determ ning further processing conprises
per f ot nglhsrpragiem wrdypt o8 defiteddn olimRe, wherswdhe performed

to identify transaction characteristics
Operatlo%ﬁfrﬁ%gnnﬁ%%ge avoi dance behavior indicating a likely

non- c&mjblmgmgertlﬁ@nmeﬁa@awoﬂ@ The program product as
defined in claim?28, wherein thewgredi ction
pr oc ededsTRrNing that theispiig pudenasd: andl ysis. 30. The

progr am ot odueh iak ol pﬂ?{%ﬁ@geﬁu' AL g‘{?’ce w@’?fh%'déehﬂﬁut

predi ction” processi ng S neura
anal ysis. 36 V\D 2008/ 014114 PCT/ US2007/ 073181 31. The
pr ogrim prﬂmhmbglam plefluctes defmedlinickai@ 82, wheremi aujushieg

r edi ctlon essing .utilizes 1?enetlc al gorithm

Operaﬁogﬁafnsp%l?ess chgpg mg’ B PSSHARP PSR TASUPBF ned in cl ai m

23, wherein the performed operations further include:

receisd ng AsRthdd B YroQ¥8hg BnARiNMMaKsactiofd @ftaTithd Methbhat
the user is authorized; and adj usti ng execution of the

comprisgigocessi ng i n accor dance vvlth t he user |nput 33. The

progr am.p f|n n claim 32

ad] ustef'er% g‘stcé‘r%‘?}s b fhgancéﬁiéﬁmsaﬁ“o‘% §a‘§‘ra8%865| ng
authorizedl bp @':‘pﬁ?ﬂeﬁtﬁﬁﬁ@e@ﬁhg @mem 3fta pAyri@it Ipacgr@ﬁ processing

financial transactions data, the nethod. conprisin

r ecei MPsRysiaathe ieesised dage vitha sseef raedetravingd bysiness rules s and
identifyﬁllrg%%ﬁ&gl' t?eﬂﬁa&t{&eg ap %spfﬁghsa?%nqﬁgt' i§ ?rijccm(pl%n[?@%ﬂﬁ rBllieh o

ocessi ng Sys mo paynent program processing t
businesy mOfSIweda dlag@dwretnba(moﬁelﬁat@sf tofbeartie¢ ke fonedlatius bfiessor more of
rules and identifying financial transactions as a
the busipess §8@S:t r ansaction that is in conpliance with the

o SRS gy Pl B s il it
passed thmsaatiessas fldgesd transactions to be checked for violation of one or more of the
business rules; and

performing prediction processing on the passed transactions to identify
transaction characteristics that comprise avoidance behavior indicating a likely non-

compliant transaction.

35.  The method as defined in claim 34, wherein the further processing

comprises audit/compliance processing to identify a non-compliant transaction.

36. A system for processing financial transactions data, the system
comprising:
a management processor for receiving data relating to a financial transaction

submitted to a payment processing system of a payment program for payment authorization;
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perform ng sanpling on passed transactions to
desi gnate one or nore of the passed transactions as
wo b@ggedi14 r ansacti ons to be checked for viol at P@US$007/073181
one or nore of the business rules; and performng
predi ction processing on the passed transactions to
i dent? filjer/rules Rragessob Frradratifing thedinapgial fensadipmmsiagassed
transact AR ORIk B RR S Bl g BT R Al
transactishehaiintot beechbekedfer viptador 86 omgor raomif tlseetusiness rules;
audit/conq]iance prqcessing to identjfy a
non- chiAFIRIRRPIGesPE Aot mpremengng A sapplingplep thah perdeasi ng
samplinf; bA gﬁ%'eélltraﬁsra@f?&%CtB 'd@ﬁgna‘ii@&?e ot fGre DY S RssA R dctoRTas 2
managenent processor for receiving data relating to a
flagged framsangéresito be ahsched farviolstidmoftdne cbr rora oy tresitess rules; and
processi ng..system of .a nment pr.ogram for . pa nt
but hot P ARG Proces oS’ pbideT e RicaioBen PLrsstineg O hedpssed
transactfohb teIbHAtHy @RnRIcA6 L SRR hctEiNiict BRDEIHYiRGVbI¥andd RARGLA!
. . transaction as a passed transaction that is in
indicatingomipkdlyn nee-counphard trapsactién.pr edet er mi ned busi ness rul es
or as a flagged transaction that is to be checked for
vi ol af4 on ﬂ];e sgfrs]t%mo s, d0Rh&d 8{ clgipne%&we?&% the" !‘tﬁg’r’pr?cessing
sanpli’ng processor for Tnplenenti’ng a sainlng pran
compristdygiocgeing ®yn audAPMblighce PréesHeth ddtamnsae iflagnssddaransaction is
desi gnate one or nore of the passed transactions as
a non-cqmplipgbHansagiifact i ons to be checked for viol ation of
one or nore of the business rules; and a prediction
processor for perform ng prediction processing on the
passed transactions to identify transaction
characteristics that conprise avoi dance behavi or
indicating a likely non-conpliant transaction. 37. The
system as defined in claim36, wherein the further
processing conprises processing by an
audi t/ conpl i ance processor to determne if a passed
transaction is a non-conpliant transaction. 38
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