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BACKGROUND COF W 1. Field of the Invéntion "159159 This

i nvention rel \“\W\M‘m ectronic balloting nodule and an el ectronic
bal | oti ng met hod ugdyper t he nodule that will be useful for conducting

el ectronic balloting such as an auction on a network, bidding and entry
having a tine limt, and so forth. 2. Description of the Related Art A

and ont r SLRERAYLE" BRRESKRG: N8pPLE"a8D. ERNRE, BREoRThkrarBh T or
predeterm ned nenbers. To conduct appropriate electronic balloting,

however, it is necessary to prevent disguise of nenbers, negation,
t anperi ngkpand so forth. Wien an on-Iline aucw is held, it has been

necessar PACKGRAENBaSF TBEeANVEYTBPYadcast co M’WMM ing satellite
communi cation for distributing information on Micles and to
accept bilddFhgl@oofhshguEniventihnough nenber termsagdss connected through a
t el ephone line. Wien an entry is made through the |ine , expensive

equi prent havi fgia inwgEnttiapacelntasdte am ghept norisibed Isyteisdy mudthlbe
prepared on the reception side in view of maxi numtransacti on. However, the
met hod dandram el exonen ia)\baMext itrfye merthbldeus ing thdatodssh twatbet 1hust
prepare expensive equi pnment. Another problemleft unsolved is that even

when sucbeaigdeflilcabedondiutvialg € Se Pt £pALE balllfor ik} fach egwhuptevant
di sgui se and negation of the nenbers . There is also the possibility that

tanperingnoh ABtRBEkY bodtlfAgadatl eAtey ahvinbUht Rehme LAMAIEDShnAr kb Cal
problemis that the nethod is not fair because a tine difference of dozens
of mlligge@nds
2. Description of the Related Art
A variety of electronic balloting such as an auction on
a network, bidding and entry having a time limit, etc, have
been carried out generally for predetermined members. To
conduct appropriate electronic balloting, however, it is
necessary to prevent disguise of members, negation, tampering,
and so forth.
When an on-line auction is held, it has been necessary
in the past to employ broadcast communication using satellite
communication for distributing information on auction articles
and to accept bidding to the auction through member terminals
connected through a telephone line.
When anentry ismade throughthe line, expensive equipment
having a high capacity and a high processing speed must be

prepared on the reception side in view of maximum transaction.

However, the method described above involves the problem



ocgurs due to a difference of a conmunication di stance between a server for
accepting the entry of the auction and the nenber. Because the nenber that
makes a bid faster can acquire the bidding right at the sanme bidding price,
the tine difference is a critical problem Besides bidding described above,
the tine difference also occurs depending on an area difference in

el ectronic balloting having a tine limt, and a nmanagenent tine of the
server may be tanpered. SUMMARY OF THE | NVENTION I n view of the problens
descri bethaboeach| pepBeF myBLtePrepRTEhEXPRREAVED B IS PReRE -deABALERECE r oni C
bal | oti ng nodul e and an el ectronic balloting nethod that can prevent

di sgui sepradlesd#fitomsebve@lisiihal evanmwhen si¢h ardadicatteditermgnfdom an
area difference and can al so prevent tanpering of an electronic balloting
cont ent . idcpoepangdi otlre Mmetdiod s@enio topreventnddisigudise tihdr pegation

provi ded an el ectronic balloting nodule conprising an interface connected
to an el ecttivdinenttidt e Thetrer ik nal s é cthe @adisAbiNg. 8 edlatonampbalihagt i ng
through a network, a quartz tinepiece for generating tinme information, a
storage gni dnhenthg ol BHRECAuEELSbAt 8RLsEELUCtUre, an operation unit, tine
calibration neans connected to a predeterm ned tine supervisory center

through the elggitRar¢ €AY REBHL cEet ARl pAbbleASisWRRAL! BRel MB®hod
calibration neans is operated, subjected to time calibration by the quartz
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means for acquiring tine information of the tine as electronic balloting
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certificate obtalne ng a signature to el ectronic oting

| nf or mt%%% tf%‘ipﬁ%??%@@é%t@' hQEwg% g%a%%&?%g%ﬂh&%k@mgmgggiet e key

of a predeterm ne Cl pher me super vi Si on
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right at the same biddingprice, the time differenceisacritical
problem,
Besides bidding described above, the time difference also
occurs depending on an area difference in electronic balloting

having a time limit, and a management time of the server may

be tampered.

SUMMARY OF THE INVENTION

In view of the problems described above, it is an object
of the invention to provide an electronic balloting module and
an electronic balloting method that can prevent disguise and
negation, can eliminate a time difference resulting from an
area difference and can also prevent tampering of an electronic
balloting content.

According to a first aspect of the invention, there is



bal | oti ng neans of the electronic equipnment termnal or electronic
bal l oting informati on conprising a unidirectional function value of the

el ectronic balloting data. In the first aspect described above, a second
aspect of the invention provides an electronic balloting nodul e wherein the
interface can be connected to various external connection interfaces of
conputers. 3 In the first or second aspect, a third aspect of the

i nvention provides an el ectronic_balloting nodule wherein the tine

cal i br atR%RV HeM 3naskemhinaHGbROARELPIMP I ANCORRILF B IATER VEXERGC cent er

t hrough predeterm ned ci phered comuni cation. In any of the first to third
aspect s,cennegired txgacelertroalicneauipmensr 6ernasainferceer@p¢Eingl | ot i ng
nodul e wherein the storage unit is detachable as an I C card, stores various
i nf or mate bectseniidpalie tting tbabubhaa netwesdnsaauwhiyz thmepilesesfonp neans,
and is re-witable. In any of the first to fourth aspects, a fifth aspect
of the igemetatbngrovimes omfetreation| c dal sbdéragenoadonlie vhaehnguraher
conprises a GPS reception unit, and wherein the quartz timepiece has

synchr ontampéoNraSpatandr oiclomiter; Ngahi Nepecet Sonr candsGi | | eiméen as a
reference for counting the tinme with 1 Hz source oscillation received by
the GPS ¢£rEptdelon/ehns/dbidectidd tb a5peabtemih&lt infePSehe HV1sbey

i nvention provides an electronic balloting nodul e wherein the

synchr onk&mté £ tREUEE St i1 ¢ il 1pRlent BbERANNARANS 16@seomlegt time
calibration provided that the signal fromthe GPS reception unit is
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si xth aspects, a seventh aspect of the invention provides an electronic
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g ction %

tenperature sensor and tenpefrature corr means tor correcting
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pr edet ermned
time information of the time as electronic balloting time
information from the gquartz timepiece and outputting an
electronic certificate obtained by affixing a signature to the
electronic balloting information and the electronic balloting
time information by a secrete key of a predetermined public
key cipher system with the time supervision certificate to the
electronic balloting means provided that the time stamp means
receives electronic balloting data from the electronic
balloting means of the electronic equipment terminal or
electronic balloting information comprising a unidirectional
function value of the electronic balloting data.
In the first aspect described above, a second aspect of
the invention provides an electronic balloting module wherein

the interface can be connected to various external connection

interfaces of computers.



errpr range on the basis of the tenperature neasured by the tenperature
sensor. In any of the first to seventh aspects, an eighth aspect of the

i nvention provides an electronic balloting nodul e wherein the electronic
bal | oti ng nodul e does not have a power source, and acquires necessary power
through the interface. In the eighth aspect) a ninth aspect of the

i nvention provides an electronic balloting nodule wherein the tine
supervision certificate is erased when the power source is turned off . A
tenth aspect o tHhe iFlEsti 8F PLEPNHedSRECE e& rHiITE BARGRYT RE nER®Od
conprising the steps of using an electronic balloting nodul e having an

i nt er f acenvenyeon pnevdidas s eheetveniohal kqfiipmmeduler whaapinokhe
conducting electronic balloting through a network, a quartz tinepiece for
gener at i tigne gl ibfathen ingans a3 bablbbshes tchmveayion tehperthe st tnant
structure and an operation unit; connecting the electronic balloting nodul e
to the ewpdrwiseregqui peatert er ntiadudglo espaicdetermdnedct | oo phiened he

el ectronic balloting nodule to a predeterm ned tine supervisory center when
t he el ecésmmniciddtisii ng nodul e is activated, subjecting the quartz
timepiece to tine calibration and receiving a tine supervision 5
certificate; trmangy tdf nthel LeidONS ot DtddWedlod 2 Hr£SAbeen raspéchal | oting
i nformation conprising a unidirectional function value of the electronic

bal | ot i ngr €Ak 3 nv@ S EH LSV @85 anhealld X il BE Y] 6t YHEMoRIAG widh-&€1pal | ot i ng
is made fromthe el ectronic equipnent termnal to a predeterm ned

el ectroniife RaldAUddDhbit &5 AePddHaM d 'aBBahNTer 88EA ONs Pérd 6,4+ {BuSS
el ectronic balloting tine information fromthe quartz tinepiece and an
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balloting 1ntormation and“to t ectronic balloting tinme informati on by a

gﬁcret_e é&egmrpfm ’? e &4 Sf‘%j"pfjﬂéﬂgey ci pher systemw th the tine
pervision certificate, an ransmtting the electronic certificate to the
electronic balotlng 511G PPV S Nt iE LLSSLEQN & PALRTIJge JPAUl €

of the invention provides an electronic balloting module which

further comprises a GPS reception unit, and wherein the quartz

timepiece has synchronization means for synchronizing

timepiece source oscillation as a reference for counting the

time with 1 Hz source oscillation received by the GPS reception

unit.

In the fifth aspect, a sixth aspect of the invention
provides an electronic balloting module wherein the
synchronization means requests the time calibration means to
conduct time calibration provided that the signal from the GPS
reception unit is interrupted for a predetermined period of
time.

In any of the first to sixth aspects, a seventh aspect

of the inventionprovidesanelectronicballotingmodule wherein



receives the electronic balloting information; and causing the electronic
balloting site to determ ne a content of electronic balloting and a tine of
el ectronic balloting on the basis of the electronic balloting information
and the electronic balloting time information contained in the electronic
certificate . In the tenth aspect, an eleventh aspect of the invention
provi des an el ectronic balloting nmethod, wherein the interface of the

el ectronic balloting nodul e can be connected to various external connection
i nt er f acBBeFuaBip riEepiece FuEtheRtinGludgeacteAPRLpEETre SRS APA aspect
of the invention provides an electronic balloting nethod, wherein the 6

el ect r onFEMBEFREEFRYCHHHECE1LBIRPARS HOr corFresttiing hilmeptiese spurce

supervi sory center through predeterm ned ci phered conmunication. In any of
the tentAscdliasitnasgmeierence For cennhing fdoe b a hvedavenmiondpr ovi des
an electronic balloting nethod, wherein the storage unit of the electronic
bal | oti ngrmodukange det &bhabksiasofinth€ temperatuoresmeasucesd bgf dheati on
used for time calibration and tinme stanp, and is re-veritable. In any of

t he tent beinperhtuteesehsaspects, a fourteenth aspect of the invention

provi des an el ectronic balloting nethod, wherein the electronic balloting

nodul e further Ig ¥ ioFesha £ st aeeBeveRtiNAspedtd, tanRNiglth a8pece
oscillation as a reference for the quartz tinmepiece to count the tine is

synchr onpzatheM Averdt 18n pRUEEe8HT 186t 861 £6211E 1)y hdu[Ewheeeent i on
unit. In the fourteenth aspect, a fifteenth aspect of the invention

provi destpg &l&ctrOm e hiall Sty niBANH aBRS! £bBIRAFe G 58rkS,
requested for the tinme supervisory center to conduct tine calibration

provi dedaphfapchli¢rakOnakbe 5Tyt BEwERSthe668h PReURhtelEakat errupted for a
predetermned period of tinme. In any of thée tenth to fl?teenth aspects, a
sixteenth aspegf Phet 88ghBHERLHEBtP" QVh¥RENA0FLEE! b8NtfieP#hiBht78nMEL N0,
provides an electronic balloting module wherein the time
supervisioncertificate iserasedwhen the power source is turned
off.

A tenth aspect of the invention profides an electronic
balloting method comprising the steps of using an electronic
balloting module having an interface to be connected to an
electronic equipment terminal for conducting electronic
balloting through a network, a quartz timepiece for generating
time information, a storage unit having a tamper-resistant
structure and an operation unit; connecting the electronic
balloting module to the electronic equipment terminal to
establish connection from the electronic balloting module to
a predetermined time supervisory center when the electronic

balloting module is activated, subjecting the quartz timepiece

to time calibration and receiving a time supervision



wherein the quartz timepiece corrects tinmepiece source oscillation as a
reference for counting time to a predeterm ned 7 error range on the basis
of the tenperature neasured by a tenperature sensor. In any of the tenth to
si xteenth aspects, a seventeenth aspect of the invention provides an

el ectronic balloting nmethod, wherein the el ectronic balloting nodul e does
not have a power source, and acquires necessary power through the
interface. In_the seventeenth aspect, _ an eighteenth_aspect of the invention
provi desCaRt&f L€ t8ni ctHaPFBLFhinget ROECLRABLE nPRALOELRE sBBERVI Fon
certificate is erased when the power source is turned off . The invention
pr ovi desehﬁc'éF@Bi-ﬁd?ﬁl:l%%i%tiim‘g)m@ SeMpad sding: ar wpidipackdenad net hod
that can prevent disguise and negation, can elimnate a tinme difference
resul ti nfuhebhennraduerfithi¢ elestaoand anl off bng gasadottheaepectngndé an

el ectronic balloting content though construction is sinple. BRI EF

DESCRI PThanNL QEL T gIEmORAVE NBSe i gledtrendcbbatkotiiagr am madeefroml theshow ng
an electronic balloting nodule and an el ectronic balloting nmethod using the
nodul e aetectronitoequipmbnti tenhinalt be anyeadédermEngd @léestaohliock

di agram conceptually showing time calibration and tine stanp procedures in

t he el echabDbtihgl katieng avefiilre mf coimle NgnEorhAeionbed Y ©imé has
invention; and Fig. 3 is a block diagramshowing a tine correction 8

procedur g1&8t£6£18RANIAIING Pahé ShirdemaRd \dnes B6k ehdidithr 1z tRepibedi nent of
t he i nvention. DESCRI PTI ON OF THE PREFERRED EMBCDI MENT A preferred

enbod el bheohautatloptiHhe, el Selallo o biphatgeance <o

bal | ot i ngo n@fl!leS ectronic balloting information and to the electronic
balloting time information by a secrete key of a predetermined
public key cipher systemwith the time supervision certificate,
and transmitting the electronic certificate to the electronic
balloting site provided that the electronic balloting module
receives the electronic balloting information; and causing the
electronic balloting site to determine a content of electronic
balloting and a time of electronic balloting on the basis of
the electronic balloting information and the electronic
balloting time information contained in the electronic
certificate.

In the tenth aspect, an eleventh aspect of the invention
provides an electronic balloting method, wherein the interface
of the electronic balloting module can be connected to various
external connection interfaces of computers.

In the tenth or eleventh aspect, a twelfth aspect of the

invention provides an electronic balloting method, wherein the



and, an el ectronic balloting nmethod using the nodule according to an

enbodi nent of the invention. As shown in Fig. 1, the electronic balloting
nodule 10 is a nodule that includes an interface 11 and can be used while
connected to a USB port of a personal conputer 1. A nodule main body 12 has
a card port 14 into which a detachable storage unit 13 constituted by an IC
card can be fitted . A dobal Positioning System GPS reception unit 15 is
connected to the nodule main body 12 . Incidentally, the personal conputer
1 can beekembeerte halioklngtredele eptabbighgadeenneat henvist kit Bk®ugh an |
SDN , an ADSL , a CATV, a wireless LAN, or the like. The interface 11 for
connect i bime\ t$upeRvReEYnaterbePut thirqugl rprede permined teEPYSEEfAnt erf ace
but may be other card slots such as a PC card, or a wireless interface such
as an i ¢ommeniicatyiqgrt or Bl uetooth. Furthernore, the interface 11 may be
a standard interface such as a parallel port or a serial port. Needless to
say, the connelx afdypdt the itenth tpawkil€thadpedtisn) aathivxdemtth aspetti S an

el ectroni c equi pnent 9 term nal that can be connected to a tine

super Vi s§f YthEentiaved tddd tprdiilidsgas OBRaRY réntilk WA dthihd Mhethed, 2.
Therefore, the connected party may be various nobile termnals such as

Per sonal yhdBé ik t e S B PAGE Bk OFf DI d PedBF I SalBYt NEg ams@hL1 el ar
t el ephone unit or a Personal Handyphone System PHS. In this case, the

connect egs PRt dcHEY14&ld e sarant sebaes GREES8RONAENImARibRCuEEgPECt i Ve
connection port. Incidentally, the interface need not always be connected

through gofaple UPMLESL LGS SiaVEIRe JhEns! OhRgeLYNEL JBitapiel imited to

the I1C card so fong as it s a tanper-resistant structure t S
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stored. Here, the term "tanper-resistant structu nmeans a structure that

can pr et phuelaal | v, 80 LRgiealilae AG0U) SLLLGR: AN G, Abghsge |1 ke of

the inter nformatton By I Flegal” procedures tiom ou ncidéntal ly,
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GPS reception unit, and timepiece source oscillation as a
reference for the guartz timepiece to count the time is
synchronized with 1 Hz source oscillation received by the GPS
reception unit.

In the fourteenth aspect, a fifteenth aspect of the
invention provides anelectronicballotingmethod, wherein time
calibration is requested for the time supervisory center to
conduct time calibration provided that the signal from the GPS
reception unit is interrupted for a predetermined period of
time.

In any of the tenth to fifteenth aspects, a sixteenth
aspect of the inventionprovides anelectronicballotingmethod,

wherein the quartz timepiece corrects timepiece source

oscillation as a reference for counting time to a predetermined



ci pher key necessary for establishing safe connection between the tine
supervi sory center 3 and the bidder conpany 4 and a ci pher key used for
time stanping. Wen directly witten and stored on the bidder conpany side
at the time of contract with the bidding conpany 4, these ID, password or

ci pher key can exclude connection with parties other than those having the
storage unit 13, and can al so excl ude di sgui se and negation of the nenbers.
10 The GPS reception unit 15 is a unit that receives signals froma GPS
(d obal 9% i HARGE SPsitd®) Rarid |9f ethenhbemperatuss maasiHiad 19Y t@ansnits
a high accuracy 1 Hz signal on the basis of tinme information and position

i nf or nattemperarure psensdriy of GPS satellites. In this enbodi nent) at

| east 1 Hz source oscillation transmtted fromthe GPS satellite may wel |l
be received. I|Inciadanoél the témtlCR® sdixdledentdh aspelctstranseavesteenth
information but this enbodi nent need not receive tine information. Though

t his ti nspedoofitheoinvéstldn proxddesaireel ecironltaial lettiarg metihoél ectroni c
certificate inclusive of a |ater-appearing tine supervision certificate and

st anped whele in thdnedle e ondizlBd 1B tahdehotialevdsenant halved Bepdbwee
information is accurate. Therefore, the accurate time information itself

need notshersedid@hddg@irédenddsssate! power theoddls tReephtopcaset 15 need
not al ways be connected to the nodule main body 12 through the cable , but

may be unitarily fH¥ YRRt i) a_tsfb%d@dléheeﬁgh’&egiﬂ}& 43pBLtMBY PRe
wirel ess-connected. The nodule main body 12 of the electronic balloting

nodul e | i idn 4 kSl e .5l ! conput er
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quartz téiﬂ?giﬁgﬁﬁﬁém %ﬁ?&éﬁe 3k 23R LWBRRCERLULEWSENSH 38 | S
di sposed nt proximty of the quartz %%Ze$he operati%n unitggﬁ I ncl udes
time calié)r@ﬁf'rggd NBARS 11
The invention provides an electronic balloting module
and an electronic balloting method that can prevent disguise
and negation, can eliminate a time difference resulting from

an area difference and can also prevent tampering of an

electronic balloting content though construction is simple.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 1is a block diagram conceptually showing an
electronic balloting module and an electronic balloting method
using the module according to an embodiment of the invention;

Fig. 2 1s a block diagram conceptually showing time
calibration and time stamp procedures in the electronic
balloting module according to the embodiment of the invention;
and

Fig. 3 1s a block diagram showing a time correction



21, tinme stanp nmeans 22 , synchroni zation nmeans 23 and tenperature
correction means 24 . The tine calibration means 21 is connected to the
predeterm ned tine supervisory center 3 at least at the tine of activation
t hrough the personal conputer 1 as the el ectronic equipnment term nal and
through the Internet 2) is subjected to tinme calibration by the quartz

ti mepi ece 30 and receives a tinme supervision certificate. The tinme stanp
means 22 acquires tinme information of the tinme as_electronic balloting tine
i nf or matPHRCEHABRS tie theapl ectrrBprebal 3ot inddiodpke @GrATdine tRathe
electronic balloting data or electronic balloting information as a

uni di r ecemp@imenhcef obhe alneertiene forner fromthe electronic balloting
means of the personal conputer 1 is received, and outputs an electronic
certificate generated by signing the electronic balloting informtion and
the electronic balloting tinme information by a secrete key of a

pr edet er DESERIPTDON COReTHE | PREFERRED cEMBODEMENT Wi th the tinme supervision
certificate to the electronic balloting means . The synchroni zati on neans
23 synchroni zes prle€etridd embisdEmentidf the dmveatdiorewiby HehexpPSinedept i on
unit 15 wth the tinmepiece source oscillation based on the oscillation of
the quarig @dte@iltwetHupéidréns@ptecehdlacdbfiphfyRRGalivavingstecti on means
24 corrects the tinepiece source oscillation to fall within a predeterm ned

error range onpide 1bashseptubneytsHiE ahld Fe dBOSHL € BN dthird RERELat Ur e
sensor 32. Incidentally, the electronic balloting nodule 10 12 accordi ng

to this gaRo BRI IBR118¥ENg REVEEASHH AS tHY oliR3 R ¥8cbPE1aYPP! Y Of
power and operates through the inferface 11 when connected to the personal
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information, et under the non-connection state. Hereinafter, a

concr et e, $00s1 k| B 9brLhG FhARLECTHC10aL! RLAAISTRAMLC40: AR 2By CxaMI &

of the eT8CLronlC ba I'ng~me usi ng the e explained in
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a personal computer 1. A module main body 12 has a card port
14 into which a detachable storage unit 13 constituted by an
ICcardcanbe fitted. AGlobalPositioningSystemGPSreception
unit 15 is connected to the module main body 12. Incidentally,
the personal computer 1 can be connected to the Internet 2 or
toadedicatednetwork through an ISDN, an ADSL, aCATV, awireless
LAN, or the like.

The interface 11 for connectionwith the personal computer
1 is not limited to the USB interface but may be other card
slots such as a PC card, or a wireless interface such as an
infrared ray port or Bluetooth. Furthermore, the interface
11 may be a standard interface such as a parallel port or a

serial port. Needless to say, the connected party is not

particularly limited so long as it is an electronic equipment



and 3. When the interface 11 of the electronic balloting nmodule 10 is
connected to the personal conputer 1 as shown in Fig. 2, power is supplied
to the electronic balloting nodule 10 and the .tinme calibration nmeans 21 of
the operation unit 20 starts operating. Wien activated, the tine
calibration neans 21 is connected to the tine supervisory center 3 through
the personal conputer 1 and generates a tinme calibration request 41. Here,
connection between the time calibration nmeans 21 and the tine supervisory
center 3tezmiBappihahegannbercenpestadetanerbimecsppeyvisorystaebaesy a
virtual private network ( VPN ) , or the like, using the public key cipher
system Jen&teorbyddingtcawanyrethraugtiviipedntierngdtpRer Rhgreforach as the
secret key or the public key used for establishing the connection and the
par anet ethé2cennéctedt partP mavcbeevanibys mbbitenhecrminalsosuchsasot
particularly limted so long as security is insured, 13 and information
correspopersgnad bhgitabnkssisnahoenPhAy oel hobtlset beedinalsuhévangase in
pl ace of the cipher key 51 and the paraneter 52. Receiving the tine

cal i br at & Wellafugsted éphiohe thit GtipEPET SONN ] FRH@fplond BYyStetsPHBE ti me
information as well as the tine supervision certificate 42. The tinme

cal i br attﬂntlﬁ@@r@aéel, Q?tﬁ-:;?lﬂcﬁﬁxédﬁ@i %ﬁﬂt@f &Idy?ﬂreé@. ﬁ%.vbhan%ﬂtéifébgepi ece
30 on the basis of the time informati on received and stores the tinme

super Vi sS;QPr&8pbhiiAgitDd fite IrR sPeltVR LS MM ECELEL B02R . V‘E‘ﬁ@i&@ﬁt&iﬂ?,
supervision certificate 42 is thus received and stored, the tinme stanp

means 22¢)§ RAWRYnb8l oANGYRAYE Bd !:Hﬁné&@ﬁgiﬂ}ﬂ:od i gti 1 siofhe time

supervision certificate 42 is not stored 1nt non- v e nmenory of the
storage ynityd3 gg%ih to the region of the RAM for exanple, of the
operation unit % so Yhat it is erased when the power source is turned off.
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the module main body 12 and can re-write the information stored.
Here, the term "tamper-resistant structure” means a structure
that can prevent physically and logically acquisition,
tampering and the like of the internal information by illegal
procedures from outside. Incidentally, the storage unit 13,
described below in detail, stores an ID and a password or a
cipher key necessary for establishing safe connection between
the time supervisory center 3 and the bidder company 4 and a
clpher key used for time stamping. When directly written and
stored on the bidder company side at the time of contract with
the bidding company 4, these ID, password or cipher key can
exclude connection with parties other than those having the

storage unit 13, and can also exclude disguise and negation

of the members.
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third party organi zation that has a cesium atom cl ock cooperating with the
Convention Wrld Tine, a master clock to which a tinme source is supplied
fromthe cesiumatomclock and a tinme distribution server to which the tine
is supplied fromthe master clock, and can distribute the tine in
synchronismw th the Convention Wrld Tinme . The tinme supervisory center 3
verifies 14 the tinme supervision certificate 42, whenever necessary.
Next, the electronic balloting application in the personal conputer 1 is
activated and TR GPSnregenhden Mnit pBebR e hddhat &@Fﬁ@V@én%hﬂﬂé%S4 to
execute electronic balloting such as bidding. Then, the electronic
baIIotin§r¢mf@rﬁﬁSiéﬁl¢baésPwmdhﬂﬂningﬂﬁYsﬁﬁm)fmmt@lbhtealu%thGPﬁe

el ectronic data representing that electronic balloting is nade is not

di rect | yrécepshon tuedi t A 5t heahsnditsga dorghaagcaraaty LsHi rsdngralt badthe t he
time stanp nmeans 22 of the electronic balloting nodule 10. Here, the

uni di r echa®igl of utdmeoinfrtitat Sorcadh@&dpaki@ian” HaHormadti®on ofrém " aessage
digest” and is, for exanple, a pseudo-random nunber having a fixed | ength
that is gemesBied o dFE ddteaMertdd) e Tanitditseembofdmehtt)Chitoneasehias the
hash function. The sane unidirectional function value can be obtained from

the samegsladcurnl JddEd 104 i oot rda s IO HD IE dfth Blar @ﬂQCQQtélQH\:éhﬁa
unidirectional function value. Here, the unidirectional function value is

transm tygeh t get fi%d’él%td oni th OEdd Pt d 1My MOERE S DS Yt diNg ¢ ﬁtééﬁ*f' onal

function value may well be generated inside the electronic balloting nodule

10. Alterpat ,ﬁf{yu&aer@nf% AR 1By R @l?Pé'ﬁ?)otdqrrFe'?ﬂ: &éﬁs&wo%&céﬂéot'ng

i nfornatl on t is not the unl directional function va Acquiring the
el ectro or 4 h an ngrates the
tinme re%%rsl% %hekk@gég%u res heIAterclz éroﬁ%@ébaf‘?%?ﬁ%&qﬁ rr:ltzg?%rgrrg%l on 46

representin pat %5 a eclet-;i_ ari%nl exgglnltotl k)

SynCMWNﬁ%% Ion meSns eien%ronic cérélficate

inclusive of a later-appearing time supervision certificate
and stamped time-wise must be issued in order to evidence that
the time information 1s accurate. Therefore, the accurate time
information itself need not be acquired from the GPS satellite.

The GPS reception unit 15 need not always be connected
to the module main body 12 through the cable, but may be unitarily
incorporated in the module main body 12 or may be
wireless-connected.

The module main body 12 of the electronic balloting module
10 includes an operation unit 20 comprising a one-chip
microcomputer including the CPU, the ROM and the RAM, and a
quartz timepiece 30. The quartz timepiece 30 includes quartz
31, and a temperature sensor 32 1s disposed in the proximity
of the quartz 31.

The operation unit 20 includes time calibration means

11



23 synchroni zes the time information of the quartz tinmepiece 30 at each
turning point of the second on the basis of the 1 ' Hz source oscillation
received by the GPS reception unit 15 as described above, and the tine
calibration nmeans 21 executes the tinme calibration.. Therefore, this tine
information gives a correct tine in the ,sec order. The tine information is
the time that is subjected to the tine calibration by the tinme supervisory
center 3 as the third party and is free fromillegality. The tinme stanp
nmeans 22kf fimes tiamp ned s R 2nisynsihgoativrad ifan ¢ ah 2 2Standeenspeca twne c
balloting information 44 and the electronic balloting time information 46
by use dfortiectiut meake\2H3 he time thltbrhadpninte ayes 2l disccoimeeetedt r oni
certificate 47 , and transmts the electronic certificate 47 to the

el ectronts the! pettagegmphedat imed sfpdei ooy @it 308t Aleakt ARether m of
the electronic certificate 47 is not particularly limted so long as it is
associ ategheM 6 hBei19hesbhOnGRRH OtHd10p&REOHh AR comphtednd W4 Nthde

el ectronic balloting tine information 46 and exists under the state where

It is nalyjddiLopié Ye%ﬁ{ﬂ}ﬁéﬁg-tfﬂﬂiﬁf‘@ﬂ&th@%gﬂ ehk’ PAterneklbiifate 47 is

preferably the one t Is affixed wth the electronic signature ciphered

by use of,¢ 0@@5r53‘¥f$3’5§5f9f¥f¥$3'ﬁgﬁ@ﬁﬁgﬁﬁﬁggftngéhggége353%ﬁil3

havi ng the Tanper-resistant structure ng cofrpany Si when

regi st erego 8,008 1 RULL SAPAY Lr 1o caheCt T ARLG: SR LELhGaAEadd S

al l owed T0 contain also e tine supervision cer e tine
cal i bratj.on s 21 acquires_fromt ti supervi sory .cent 3.1n
cvance 1 5RgRERERs TaRE BEDERALT ST G Fob TR AP §1ECT ot ET A Flotad
electronigc balloting. ti information 46 is acquired fromthe guartz time
o ece S0t P apEPEALiphEren 1t FuREER s Ihart O RS ridBedia fhEs | o
supervision certificate 4? gﬁr se i s _under the state where it.iS. not

t anper edtR3t FAPHEF MR FAR) 9pde Qrpr%}%?ﬁﬁ?’?/iﬁno%?l}?l@%fﬂ ate

where it is ciphered and electronically signed in association with the
el ect rontRformation as a unidirectional function value of the former

from the electronic balloting means of the personal computer
1 is received, and outputs an electronic certificate generated
by signing the electronic balloting information and the
electronic balloting time information by a secrete key of a
predetermined public key cipher system together with the time
supervisioncertificate totheelectronicballotingmeans. The
synchronization means 23 synchronizes the 1 Hz source
oscillation received by the GPS reception unit 15 with the
timepiece source oscillation based on the oscillation of the
guartz 31 of the quartz timepiece 30. The temperature
correction means 24 corrects the timepiece source oscillation
to fall within a predetermined error range on the basis of the
temperature measured by the temperature sensor 32.

Incidentally, the electronic balloting module 10

12



bal loting information 44 and with the electronic balloting tinme information
46. Furthernore, the public key certificate 54 of the public key
corresponding to the secret key 53 is preferably attached to the electronic
certificate 47 because it is necessary for confirmng the content of the
electronic certificate 47. The secrete key 53 and the public key
certificate 54 used by the tine stanp neans 22 are stored in advance in the
storage unit 13. The el ectronic balloting application of the personal

conput eraGCPFAhREi 13 this epbedimans @‘é‘r‘—ﬁlﬁqfcgﬁé’eﬂ By &l §OUEES -t Buthe

bi ddi ng conpany 4 and conpl etes el ectronic balloting. However, the tine of
el ect r onFeceive dihen§upp lyudfrpwWen mndheperatesfthieugh dder snterbateot i ng
time information 46 acquired fromthe quartz tinepiece 30 of the electronic
bal | ot i ny1 miten echhectEd tdhthefpersonhd ¢compuidr dl .ecThemefolral,| bheng can
be correctly acquired in the usec order irrespective of the distance from

t he persquartzotpuépiedet 30t eebi AdtnNacenpamy Informatdon,, eithe&spective
of the area difference. The quartz tinmepiece 30 counts the time with

accur acyunfiet henguasth-&osdecteh ksateabout 5 ppm, f or exanple , and can
secure sufficient accuracy. \Wien hi gher accuracy is not necessary, tine

correction by j&feindterPPeHditrIE JoNE U dole thed8HeEYPERLENI Zati ON
means 23 and tine correction by the tenperature correction neans 24 are not

al wvays nggesseing MM £39 Sﬁdséh’e:dafmp'l% BE 1Y k8d it onllicSha 86t 1hgo0, that
time calibration 43 by the time calibration means 21 described above is

made in Qe PhEAILIMY @ﬁ@ Y& Fe Ay 1€ dd Ef?cﬁi'd&%‘d' ﬂ%%c%%f&d @i€h42 IS

updated at each tine. However, access In the nunber ti mes nDre th

necessar{'hésﬁ;ﬂ?%e(ﬁ)ﬁfé 6t eﬂx% bt @%@Jdl W& hAs, E:%fte%ntc'emi‘:osf‘ﬁgé‘.’! §°r y

center 3 IS reason ment I nproves accuracy o
|nfornat%8& generated by the quartz tinepiece 30 by use of the follow ng
construction. " The electronlc bal I oting nodule 10 according to this

embodi ment: hasWhen t%%s talcgnlfrgft tf11e eafectronfc\,/%cq 1%1%[ rlnggule

10 is connected to the personal computer 1 as shown in Fig.
2, power is supplied to the electronic balloting module 10 and
the time calibration means 21 of the operation unit 20 starts
operating. When activated, the time calibration means 21 is
connected to the time supervisory centexr 3 through the personal
computer 1 and generates a time calibration request 41l.
Here, connection between the time calibration means 21
and the time supervisory center 3 is established under the state
where security is insured by a virtual private network (VPN),
or the like, using the public key cipher system. The storage
unit 13 stores in advance the cipher key 51 such as the secret
key or the public key used for establishing the connection and
the parameter 52 such as the ID. Incidentally, the connection

form is not particularly limited so long as security is insured,
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means 23 and synchroni zes the tinme source oscillation of the tine counted
by the quartz tinepiece 30 with the signal acquired fromthe GPS reception
unit . This procedure will be explained with reference to Fig. 3. 18 The
synchroni zati on nmeans 23 acquires the 1 Hz source oscillation 61, that is ,
a pul se per second, fromthe GPS reception unit 15 and conducts tine
synchroni zati on 62 of the quartz tinepiece 30 on the basis of the pul se.
The quartz tinmepiece 30 counts the tinme on the basis of the tinepiece
source o2R{ |INRQIERRFigmMOTEefRandingtostba ernreabl qrf gy ey ¥eel| | ati on
. This source oscillation involves an error of about 5 ppm but tine
correct io® storRdidresich aceand By pharehedntrenglpher thei SSoandethe
oscillation with the 1 Hz source oscillation described above. Because of

t he conspavaneberde2cri bed above, the quartz tinmepiece 30 counts the tinme
that is in synchronismw th the Convention Wrld Tinme . However, the GPS
recepti on uni tRdéeivtigr ¢hei winehecal hvpationnreljae6lS 4ot ethhe t €imén thi s
enbodi ment, the GPS reception unit 15 transmts the GPS reception

i nf or mat §@pebbissriyheeht@nal teansmenti 6Het bemeecppbirmateondaki walonf the
GPS satellite to the synchronization neans 23. Wen the synchroni zation

neans 233§ Wk imecsuperiigionf 86FBL EQBateoMm | haHPeimat 8hlibeat0bna
predetermned tine fromthe GPS reception unit 15, it generates the tine

cal i br at@8ns NSt ldEdute £ i@ EheibraRi16a! L Hrod itkie FRARE z2Eimapdetle tine
calibration neans 21 conducts time callbratlon in accordance wth the

procedur@od@ﬁCEh@eﬂla§PQV@f tRe Ot N\RE mwmwﬁoﬁ'frsce%éaraﬁaoataﬁéas 21
connects to he tine superV|sory center 3 generates the tinme calibration

request et q gf‘eﬁﬁhié%%v&gioﬁ ﬁ%{%ﬁé%&'ﬂhh@@&%ﬁh te&ﬁﬁn@d’?e?%ﬁ["' sory

center 3, con ts tinme ca acqulr e t1ne supervision

certifi Cﬁxtﬂén“i?heag:‘ln{éogﬁb%iv&*}iog BErRYRECULR! 22 £8d ¢aLRi%RaSLRET I N

t he predetérm

stored, the time stamp means 22 is now ready for conducting
time stamping. Incidentally, the time supervisioncertificate
42 is not stored in the non-volatile memory of the storage unit
13 but into the region of the RAM, for example, of the operation
unit 20 so that it is erased when the power source is turned
off. Needless to say, the time supervision certificate 42 may
also be stored in the non-volatile memory so that it is erased
when the power source is turned off.

Here, the time supervisory center 3 is, for example, a
thirdpartyorganizationthathasacesiumatomclock cooperating
with the Convention World Time, a master clock to which a time
source is supplied from the cesium atom clock and a time
distribution server towhich the time is supplied from the master
clock, and can distribute the time in synchronism with the

Convention World Time. The time supervisory center 3 verifies
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region. Wien the tine stanp neans 22 uses the latest time supervision
certificate 42, it is of course possible to store the latest tine
supervision certificate 42 without updating it . The time synchronized with
the Convention Wrld Tinme can thus be secured. The period fromthe tinme at
whi ch the GPS reception unit 15 becones unable to receive the 1 Hz source
oscillation 61 fromthe GPS satellite to the tinme at which the tine
calibration instruction 63 is given to the tine calibration nmeans 21 is
deci ded thpchthesurenini sien i errtlicaky 42, twherevek uredes®@EYini ng t hat
the tinmepi ece source oscillation fromthe quartz 31 has an error of about 5
ppm for exand¥extit héher reteptronss IHlbetimgxianphidatiame ini nkhe
calibration instruction 63 is executed at one hour and becones 14 sec

maxi mum péresondak computeki frdis artidtredt and 68citdoaxdsutmaiet wilth m nut es.
The tinmepi ece source oscillation of the quartz 31 varies with the anbient

t enper atpirede fdembied e b iiddioly acompaatieacys Wtdi axbbateangte®trédnpem for
exanpl e, tenperature correction nust be conducted. In this enbodi nent, the
t enper atp ELSEIEG! s3ehf a6 BRAYNIgNY trhengMihente Iihes@i¢lireaDiot Degquart z
31 and the tenperature correction neans 24 execute tenperature correction.
20 N DRASFmAOL 6. 44 N8st EHBELAL WA Fe@Pi0RG FurFaIbh 4fa AsdlUbE Ehé he
tenperature information 64 fromthe tenperature sensor 32 and based thereon

execut eSe {4 MBr&O1 & eltia0Pe fre & Oh t ERG A Bk oh! KBPA £LSL PRYIGEmAGS! | | ati on
descri bed above. Tinme correction nay be conducted in a customary manner on

the basigggfo@ &mfe’xf«f@ﬁ%%g% RONEL 48"+ &%ANR! B1 a 888G ESRphRyS8Ybut Mg

enbodi nent may e tenperature correctidn neans” 24 1 nstead of

el oot fort e EERED RO 7, A%nb R S8 ET I ERAIR AR Dl e 10

el ectronic ng no oting using nodul e 10

a1 | i nat ShE E 1 Mo 10r °L REER THRE Pr AR T kb B PR

electronig égﬂiéﬁlg§%o a “hash value” or a "message digest” and is,

for example, a pseudo-random number having a fixed length that
is generated by the irreversible unidirectional function such
as the hash function. The same unidirectional function value
can be obtained from the same data but the original data cannot
be reproduced from the unidirectional function value. Here,
the unidirectional function wvalue is transmitted to the
electronic balloting module 10 but the unidirectional function
value may well be generated inside the electronic balloting
module 10. Alternatively, time stamp may be applied to the
electronicballoting information that isnot the unidirectional
function value.

Acquiring the electronic balloting information 44, the
time stamp means 22 generates the time request 45 and acquires

the electronic balloting time information 46 representing that
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such as an auction. Wien the electronic balloting nodules 10 are
distributed to the nenbers and the infornmation necessary for gaining access
is stored in advance in the storage unit 13 to permt the access, disguise
and negation of the menbers can be prevented. As expl ai ned above, the

i nvention can provide the electronic balloting nodule and the electronic
bal | oti ng nethod that do not require expensive setup that has been required
in the past, can prevent disguise and negation through the sinple setup,
can el i re¥Rgeremic biadd ofil eR@der-esHPrPngtie SiNChECRAgA tdionfRe@R®e and
can prevent tanpering of the electronic balloting content. 21 Clainms: 1.
An el ect2dryndiatdroitdesy thed flimec amfoirmatd-onanfi bher agrtzohinepbeiceo an

el ectroni c equi pnent term nal for conducting electronic balloting through a
net wor k;3@ &t regwite daixind nge iperiatte ofi rohel seoomd: oonthe basisgefubhe hnd an
operation unit each having a tanper-resistant structure; tinme calibration
means canesdrcd o scil el e nteesivedebg upiee VGBS yecept Bon t i dtighs sai d

el ectroni c equi pnent term nal at |east when said calibration neans is

oper at eths YeYcRARA hBoteEakd@lthly 8imerncdYiboh €k Mdand RNEgkecet @sd
receiving a tinme supervision certificate; and tinme stanp for acquiring tinme

i nf or mat{d tAime BE11bFELASNE! ePhEPEEErBAl t19fd R nld HRFLRMAEABRI §ivésom sai d
ti mepi ece and outputting an electronic certificate obtained by affixing a

S1 0Nt Urg o €6t 0N lPPERG N ARSI 1330 1ShEORT OB C

balloting tine information by a secrete key a predeterm ne i c key

ci pher sygiemuit hy sakdhlbEReEURS! el ¥ nkeiddiiAlE i Pl thée! e5hs oni ¢

bal | oti ng means provided that said tinme stanp nmeans recel’ves el ectronic

bal |l ot | %Qgﬁ;ﬁ%@f@oééh@eﬁ' %Ct£§”EﬁFb%H1Qfd g iﬁgénﬁf 15214 egLgni

equi pne r electronic balloting i tion conprising a
unidirec{ifgggliapption val ue of said

The time stamp means 22 affixes the electronic signature
to at least the electronic balloting information 44 and the
electronic balloting time information 46 by use of the secret
key 53 for the time stamp to generate the electronic certificate
47, and transmits theelectroniccertificate 47 totheelectronic
balloting application of the personal computer 1.

The form of the electronic certificate 47 1is not
particularly limited so long as it is associated with the
electronic balloting information 44 and with the electronic
balloting time information 46 and exists under the state where
it is not i1llegally tampered. For example, the electronic
certificate 47 is preferably the one that is affixed with the
electronic signature ciphered by use of the secrete key 53 stored
in advance in the storage unit 13 having the tamper-resistant

structure on the bidding company side 4 when registered to the
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el ectronic balloting data. 2. An electronic balloting nodule according to
claim1, 22 wherein said interface can be connected to various external
connection interfaces of conputers. 3. An electronic balloting nodul e
according to claim1l1, whereinsaid tine calibration

meansest abl i shesconnection wth said tinme supervisory center through
predeterm ned ci phered conmunication . 4. An electronic balloting nodul e
according to claim1l1l, wherein said storage unit is detachable as an

i nt egr atledd ceemparychrd, stores various information used by said tine
calibration neans and by said tine stanp neans, and is re-witable. 5. An
el ectroni ¢ bal The iedgatorhriec gertidicgtieod ¢lis alloweldi th comtaliar adsapri ses a
GPS reception unit, and wherein said tinmepiece has synchroni zati on neans

f or synctihhen ime gupensrisdon seutds icadiel hat thoat dhea timkecahtbrabionounti ng
the time with 1 Hz source oscillation received by said GPS reception unit.
6. An elmeansrzicabahipés Tyownthé & iaecoupengisorelcdntdr 3vilcadvansal d
synchroni zati on neans requests said tine calibration nmeans to conduct tinme

cal i bratrRerefexédethéhaleébeofignsbrtieicageds EPsviaefpes0BhHBi thes
interrupted for a predeterm ned period of tinme. 7. An electronic balloting

modul e agLeEerHfiE D&l PoFidg tHMY enFotiat inER! £8 A dqi i sridnl HHBS a
tenperature sensor and tenperature correction neans for correcting

Ui nepi ecgusPHE ¢8mepilelded Qu“péﬁvi‘sé&fb?ﬁ@@hifa pa2¥YLi NPnti Bnt Q1 2y 23

predeterm ned error range on the basis of the ténpefature neasured by said

terper at e gadgnoehe Bindlafhectianba Bakharhpd.a0dyl geacear dhnanhazcl ai m L

wher ei n sal ectroni c ot i ng nodu oes not ower source, and

acquir CSt &S *h%q:lgeﬁ.tt fé W t%ﬂ\ip%rjerait,e.ri.{:alﬁfy be merely attached,

but is preferably under the state where it is ciphered and
electronically signed in association with the electronic
balloting information 44 and with the electronic balloting time
information 46. Furthermore, the public key certificate 54
of the publickeycorresponding to the secret key 53 is preferably
attachedtotheelectroniccertificate 47because it isnecessary
for confirming the content of the electronic certificate 47.
The secrete key 53 and the public key certificate 54 used by
the time stamp means 22 are stored in advance in the storage
unit 13.

The electronic balloting application of the personal
computer 1 transmits the electronic certificate 47 so acquired
to the bidding company 4 and completes electronic balloting.
However, the time of electronic balloting is judged from the
time of the electronic balloting time information 46 acquired

from the quartz timepiece 30 of the electronic balloting module
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9. An electronic balloting nodule according to claim8, wherein said tinme
supervision certificate is erased when the power source is turned off. 10 .
An el ectronic balloting nethod conprising the steps of using an el ectronic
bal | oti ng nodul e having an interface to be connected to an electronic
equi pnent term nal for conducting electronic balloting through a network, a
ti mepiece for generating tinme information and a storage unit and an
operation unit each having a tanper-resistant structure; connecting said
of ¢t r ont - balTNAKaTgTRdUFESt & 118 o8| EkICHAARIE UPRRALLRG! Akl P8
establish connection fronsaid electronic balloting nodule to a
pr edet ercdneect lyacguiaed sothe psecarrdermhrsespectivendnie @abtancag nodul e
is activated, subjecting said quartz tinmepiece to tinme calibration and
recei vi nfremttine prmsonalicompeter 1 dat dhet badsiiingt cogpeanyctr ohi €. bal | oti ng
data or electronic balloting information conprising a unidirectional
functi oniveéspeotisai of etket apeacdbAfénénoag.data to said el ectronic
bal | oti ng nmodul e when el ectronic balloting is made from said el ectronic
equi pnent t er niiéll qh&rez pt bdep eecensd ebentsothe Lidme wathoacogracie,
acquiring tinme information of the tine as electronic balloting tine
i nfor mat pneHd Qa3 341, "TBRAECEs ANbAlt &k §CHHRNI £o:° ¥xddnig16At @n@bbghned by
affixing a signature to the electronic balloting information and to the
el ectronsgchaé! @uirtd diledfR | AEQLFREYON Mhed SELGdL kexuehcy PI£Ldgber m ned
public key cipher systemw th said tinme supervision certificate, and
transm t{,gssaty, Ruffel SEOPEECELEH bl G SatarsSabPe8kenl'd¥l febabt PbANY Site
provi ded that said electronic balloting nodul e receiveés the electronic
bal | ot i i pf i 0L, ' SA| | ggt i I ' Ll ent0
deterniggngecg%F£%? %?ne g%ﬁ?gﬁrgggaﬁkg?gngga%gaae%ﬁﬁebg%kgggg?éog%c
bal | ot | ng g% dulif A S Wo i Bl F IWeAWC 2 RALL O A REGETREL OB 2P L e

0 ele

el ectronrc ba I ng lmg Infornmati on contal ned 1 n sal ctron

certificgléq1dds €8 £lyClorsCpPBELRELRY: FBH{PY A0 409 tRat! 2L 10
calibration 43 by the time calibration means 21 described above
is made in a predetermined cycle and the time supervision
certificate 42 is updated at each time. However, access in
the number of times more than necessary is not preferred in
view of the load to the time supervisory center 3. For this
reason, this embodiment improves accuracy of time information
generated by the quartz timepiece 30 by use of the following
construction.

The electronic balloting module 10 according to this
embodiment has the GPS receptionunit 15 and the synchronization
means 23 and synchronizes the time source oscillation of the
time counted by the quartz timepiece 30 with the signal acquired
from the GPS reception unit. This procedure will be explained

with reference to Fig. 3.
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wherein said interface of said electronic balloting nodule can be connected
to various external connection interfaces of conputers. 12. An electronic
bal |l oti ng met hod according to claim 10, wherein said electronic balloting
nodul e establishes connection with said tine supervisory center through
predet ermi ned ci phered communi cation. 13. An el ectronic balloting nmethod
according to claim 10, wherein said storage unit of said electronic

ball oting nmodul e i s detachable as an integrated circuit card, stores
various 25 iThersenchkronization meapscabi acauisasatbiet inzssanpceand i s
re-witable. 14. An electronic balloting nmethod according to claim 10,
wher ei n gscHldabionohilc Whlatotisg appuleef perrhsecomdor i Frwn at@PIGP8cept i on
unit, and tinepiece source oscillation as a reference for said quartz

ti mepi eceeteptbantuniie 1S and sosgnchsobnimedsyndcirdnizatsbon &2 ofctheati on
received by said GPS reception unit. 15. An electronic balloting nethod
accor di ngquaptel dimepdecehsneion tthee wadidrat | tive i puleguesTied aargai d tine
supervi sory center to conduct tine calibration provided that the signal

from sai €1 fEjPi 666 B0 ¢SIntiPithel SimdbartnPbadi Ut ehpra@Rigdddgeupgei od of
time. 16. An electronic balloting nethod according to claim 10, wherein

said qUaé&élil&?ﬂbﬁ@%d%%ﬂ@&ﬁértW§ﬂ%&€ﬁa§Q#3QRH@%BdﬂéébQBiﬁiaﬁiéﬁference
for counting tine to a predéterm ned error range on the basis of the

tenper at 4 £¢ MEZSHEE Do Fééii‘l%g%ﬁr%%?vé‘éngﬁ rtbr OF %‘g%%]ttr N ﬁ@' | oting

met hod accordlng to cC wher el n sai ectronlc otin dul e does

not have,ge ROMRL W1 dH'd s aﬁ?iiér&?e hch%ﬂ'igﬁnﬁatﬂ

interface. 18. An electronlc bal [ ot1 ng tho |ng to c a|n11

wherein gﬁggf ts'o CRURSEN S A &7 fhkhCahk T 5 ﬁ&assf‘oqxf’t‘nae”oé@fli?Q%anource

IS turne

described above.

Because of the construction described above, the quartz
timepiece 30 counts the time that is in synchronism with the
Convention World Time. However, the GPS reception unit 15 must
receive the signal from the GPS satellite. In this embodiment,
the GPSreceptionunit 15 transmits theGPSreceptioninformation
66 as the signal representing the reception condition of the
GPS satellite to the synchronization means 23. When the
synchronization means 23 cannot receive the information from
the GPS satellite for a predetermined time from the GPS reception
unit 15, it generates the time calibration instruction 63 to
the time calibration means 21, and the time calibration means
21 conducts time calibration in accordance with the procedure
described above. In other word, the time calibration means
21 connects to the time supervisory center 3, generates the

time calibration request 41, receives the time information from
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can be prevented.

As explained above, the invention can provide the

electronic ballotingmodule and the electronicballotingmethod

that do not require expensive setup that has been required in

the past, can prevent disguise and negation through the simple

setup, can eliminate the time difference resulting from the

area difference and can prevent tampering of the electronic

balloting content.

21



10"1 <

10% & ()-910% & ()-L7" 10% & ()- 5& 10% & ()-L2' ! 10% & () - f ===) >c>>>dEYNC 10
9s: 1109 & ()-& & 10% & ()-&8S:110% & ()-&L: 1 10% & () - &3

M 10% & ()-& : ! 10% & ()- >?\ 22?2 @@EYNC 10
9'110% & ()-9'110% & ()-9' 1 10% & ()-& ' 10% & ()-9' 1 10% & ()-&y: ! 10% & () - 0@
@OA@NAAJEYNC 10
9% 110% & ()-9(' 1 10% & ()-9& 1 10% & ()-9% 1 10% & ()-& :110% & ()-9
'110% & ¢333RS BIBBBCAEYNC 10
L3710% & ()-L,5 ! 10% & ()-L3' 1 109% & ()-91: ! 10% & ()-9.'1109% & ()-9," ! 10% &
() - CECHG €] CKATRES abr @izt g Jo@l L9t ing i medgle )comprbsgngy - 10" 10
10"1=10% & () - 9910% & () - DBDbDDDEUEJELC
10Ls' 1 109% () -@YMiries face Sconoegtey L10&n ) ele@tewric) - equinwent) - UE\ EEE
FOFFAEbC 10L$' ! 109 ()-L"' 1 109%&’ ()-L
11109 (yeimifa® o dO@IEY ing eleuRroni kiR FEERELErough a network ;
10° 0&! 109& ()-L.! 109%& ()- ", & 10%& ()-*10%& ()-L(10%& ()- L& ! 10%& () - GBHWHHH
HHHHAYNC 10 10a l®imepiece to generate time information;
10<109%&' ()-" 9! 109%&’ ()-s7& 109%& ()- 49! 109%& ()- 2& 10%& ()-H Iyl |114IdEYNC
10 9LM 10%&' ()al8tbt@y® (YmitlO4#d ( hn9 operation unit each having a

10%' ()-9M 10%& () - 9M 10%& () - 4Jr JJI+KgKKAEYNC 10
L: 1 10% £ampot108844)aRt M 18386 el | 10%& ()-LY ! 10% ()-9SM 10%& () - KK%4.bL
LLMIEYNC 10 L*- 109 ()- (9! 109%&' ()- L&M 10%&' ()-L$: ! 10%&' ()- " & 10%&' ()- L
1109 () - M MMMM%%:L& means connected to a predetermined ti
681 10%& () - SA&I 1098 () - S28&1 100& ()- 00! 100& () - To1 10%& () - 109& () - r NNNNN

TBLIO(\)%CT)}B%%% &&é@%%@; gh(gaf‘gﬂeﬂ./é&x(c)nié-gqthment terminal

2 () - POt SRR ORGP Eh e gy, 7 e racc Sh8otdatOTION
110% & Q) @imé‘océﬁt@a@igg %3;‘ s@:.dg‘yqua]rQé ‘%i(n)epqlglc%RRﬁ‘éSl?ggggving a

time supervision certificate; and

time stamp for acquiring time information of the time
as electronic balloting time information from said timepiece
and outputting an electronic certificate obtained by affixing
a signature to the electronic balloting information and the
electronic balloting time information by a secrete key of a
predetermined public key cipher system with said time
supervision certificate to said electronic balloting means
provided that said time stamp means receives electronic
balloting data from saild electronic balloting means of said
electronic equipment terminal or electronic balloting
information comprising a unidirectional function value of said
electronic balloting data.

2. An electronic balloting module according to claim 1,
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5. Anelectronicballotingmodule according toclaiml, which

further comprises a GPS reception unit, and wherein said
timepliece has synchronization means for synchronizing
timepiliece source oscillation as a reference for counting the
time with 1 Hz source osclillation received by said GPS reception
unit.

6. An electronic balloting module according to claim 5,
wherein said synchronization means requests sald time
calibration means to conduct time calibration provided that
the signal from said GPS reception unit is interrupted for a
predetermined period of time.

7. An electronic balloting module according to claim 1,
wherein said timepiece further includes a temperature sensor
and temperature correction means for correcting timepiece

source oscillation as a reference for counting time to a
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i< {yié{%e connected to an electronic equipment terminal for
conducting electronic balloting through a network, a timepiece
for generating time information and a storage unit and an
operation unit each having a tamper-resistant structure;
connecting said electronic balloting module to said
electronic equipment terminal toestablish connection fromsaid
electronicballotingmodule to a predetermined time supervisory
center when sald electronic balloting module is activated,
subjecting said quartz timepiece to time calibration and
receiving a time supervision certificate;
transmitting electronic balloting data or electronic
balloting information comprising a unidirectional function
value of said electronic balloting data to said electronic
balloting module when electronic balloting is made from said

electronic equipment terminal to a predetermined electronic
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receives the electronic balloting information; and

causing said electronic balloting site to determine a
content of electronic balloting and a time of electronic
balloting on the basis of the electronic balloting information
and the electronic balloting time information contained in said
electronic certificate.
11. An electronic balloting method according to claim 10,
wherein salid interface of said electronic balloting module can
be connected to various external connection interfaces of
computers.
12. An electronic balloting method according to claim 10,
wherein said electronic balloting module establishes
connection with said time supervisory center through
predetermined ciphered communication.
13. An electronic balloting method according to claim 10,
wherein said storage unit of said electronic balloting module

is detachable as an integrated circuit card, stores various
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GPS reception unit, and timeplece source oscillation as a
reference for said quartz timepiece to count the time is
synchronized with 1 Hz source oscillation received by said GPS
reception unit.
15. An electronic balloting method according to claim 14,
wherein time calibration is requested for said time supervisory
center to conduct time calibration provided that the signal
from sald GPS reception unit is interrupted for a predetermined
period of time.
16. An electronic balloting method according to claim 10,
wherein said quartz timepiece corrects timepiece source
oscillation as a reference for counting time to a predetermined
error range on the basis of the temperature measured by a
temperature sensor.
17. An electronic balloting method according to claim 10,
whereln said electronic balloting module does not have a power
source, and acquires necessary power through said interface.
18. An electronic balloting method according to claim 17,

wherein said time supervision certificate is erased when the

power source i1s turned off.
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