- 1 - METHOD AND APPARATUS FOR MONI TORI NG A STRUCTURE Fi el d of the

I nvention The present invention relates to a nmethod and apparatus 5 for
nonitoring a structure and, in particular, but not exclusively, to
nonitoring a barrier to determ ne an intrusion across the barrier. The
barrier may be a fence or other partition, or a region of the ground. In
ot her enbodi nents, the structure 10 regi on of the ground mhich I ntrusion
and rmay conprise ¥ be other than a barrier nitored for a
mechani cal devi ce METH@R ANDkaPARAﬂH%uEQBaMQN%TQBIHﬁr& SﬂRUQ PRE achine.
Background of the Invention 15 One of the chall enges of all sensi ng
systens is tg.operate_|n nunber of hostile environnments. detection

syst ens, whi 8hSafe2 : in environments and need to operate
during periollbe present invention relates to a method and apparatus

"_.I

5 for monitoring a structure and, in particular, but not
exclusively, to monitoring a barrier to determine an
intrusion across the barrier. The barrier may be a fence
or other partition, or a region of the ground. 1In other
embodiments, the structure may be other than a barrier or

10 region of the ground which is to be monitored for
intrusion and may comprise a mechanical device or the

like, a communication network, or other machine.

Background of the Invention

15 One of the challenges of all sensing systems is to be able
to operate in a number of hostile environments. Intrusion
detection systems, which are often installed in outdoor
environments and need to operate during periods of heavy
wind or rain, or close to nearby traffic crossings, are no

20 exception.

In any sensing system, a nuisance alarm can be defined as
an alarm caused by an event that is not of interest for
that sensing system. For intrusion detection systems, this
25 relates to non-intrusion events such as wind, rain,
vehicular traffic and other environmentally related non-
intrusion events. Nuisance alarms can adversely affect the
performance of intrusion detection systems, as well as the
confidence of the system operator. The minimization of the
30 nuisance alarm rate of intrusion detection systems, and
indeed of any sensing system, is therefore critical for

its successful performance and confidence of operation.

An important part of nuisance alarm handling involves
35 being able to recognize the nuisance event being detected
by the sensing system, as well as being able to

discriminate between nuisance events and intrusion events.
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t he event of non-rnterest”is requir h sone i nstances | al so
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be referred éf%ggﬁf&lgﬁéuﬁgréléﬁigr type of nuisance event.

The intrusion detection system may be of the type
20 described in US patents 6621947 and 6778717, and US patent
application 11/311,009. It is based on a bidirectional
Mach Zehnder (MZ) which can be used as a distributed sensor
to detect and locate a perturbation anywhere along its
sensing arms. It will be referred to as a locator sensor.
25 The content of these patents and the application are

incorporated into this specification by this reference.

Summary of the Invention

30 The object of a first aspect of the invention is to
provide method and apparatus for distinguishing between an

event of interest and a nuisance event.

The present invention provides apparatus for monitoring a
35 structure comprising:
a sensing device for producing a detected signal

for determining a change in or to the structure; and



25 The content of these patents and the application are incorporated into
this specification by this reference. Summary of the Invention 30 The
object of a first aspect of the invention is to provide nethod and
apparatus for distinguishing between an event of interest and a nui sance
event . The present invention provige§ apparatus for nonitoring a 35
structure conpri sing: a sensing device for producing a detected
signal for determ ning a change in _or to the structure; and i a
processor for processi Agpraeedsescfen Brorassingdtherdehectedefigrddstag

rates in theggitghalindndevbioBrbBasag #hess dhsthagyighhngahat weesmnoi se in
the signal indicative of g, nui sance eveﬂ% and a requir
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. ed ent. 5 Ihe
sensi ng devi CBOfEy TBESConfiFEdBIBRASHIRE nypPEEfent gé?hﬁb?ﬁa es, such
as el ectricalindévatévye afoushundésancecesent dadi acseqoiredt egahtdevi ces. 10
In the prgferred enbodi nent of the invention the sensing device conprises:

a |ight source; a wavegui de for receiving light fromthe
light sourceThe skasihggHevisecmayeliet copropagdt eft arougherhef15 wavegui de;
and di frerdpkeebehnb2bgdekeCEhbl hheehbabliBAPPAERiLAY, through the

wavegui de to determ ne a changé in the nonitored structure, and for
produci ng t h@<gue&dtelrsFghamicogePiersy aBFyOPh&CAl088¥L6RSis for defi ning
a plurality of block durations of a predetermned tine interval, setting a

noi se | evel threshold, _monit.ori t he nunmber. of .l evel .crossin xceedi ng

t he noiséoleggl%ﬁﬁr8§ﬁ8?5r$greﬁggg%m§§@d§?a PSnt g?ngléPegg?e?%?gé 8noise

det ecti on dudeviice pempwdsesnpri sed of a nunber of block durations, setting

a noi se anplitude varigtigﬁhgegggréePredeternined nunber of |evel crossings
u

per bl ock, so that if the nmber of [evel crossings in_a noise detection
dur ati on does not Varyabyaveguide for receiving light from the light

source so that light is caused to propagate through the
15 waveguide; and
a detector for detecting the light propagating
through the waveguide to determine a change in the
monitored structure, and for producing the detected
signal.
20
Preferably the processor is for defining a plurality of
block durations of a predetermined time interval, setting
a noise level threshold, monitoring the number of level
crossings exceeding the noise level threshold per block
25 duration for a predetermined noise detection duration
period comprised of a number of block durations, setting a
noise amplitude variation being a predetermined number of
level crossings per block, so that if the number of level
crossings in a noise detection duration does not vary by
30 more than the noise amplitude variation, the signal over
the noise detection duration period is regarded as a

nuisance event.

Preferably the processor is also for establishing an event
35 threshold level which is a number of level crossings per
noise detection duration period above the noise amplitude

variation so that if the number of level crossings in one



30 nore than the noise anplitude variation, the signal over the noise
detection duration period is regarded as a nui sance event. Preferably the
processor is also for establishing an event 35 threshold | evel which is a
nunber of |evel crossings per noise detection duration period above the
noi se anplitude variation so that if the punber of |evel crossings in one
- 4 - or nore block duration periods is above the event threshold level, a
required event is regarded having occurred. 5 Preferably the event

t hreshol d i sor sW9ranbiockr dynationandethadgess rabayvevihe eyertbackgr ound

nui sance | evehrdependentvan, t Reroyh $284CeP¥ROt 85 d8685+8E4 bNativeg Pr OCeSsSOr .
|l o Preferably the processor "determ nes the event threshold level so that

the event thPESHEFEYtevel is equal to the sum of the maxi num nunber of
| evel crossings over the last noise detection duration period and event
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predet er m ne éra € process generatlng
an al arm 20 mhengasreqbateﬁeevgnthesbdek@coedd mabsanpeenteévdl al so provi des

a method of gggéaaéhegoa $heUhYEEnE8NBYéRt 0detected by the NDNitoOring a
change in the Structure by a sensing 25 device to provide a detected

signal ; and BFRR®A8CEssi the detected signal to determne |evel Crossing
rates and for di stingui shi ng between a nui sance event and a required event
based OnlghePrg¥eragigsghggpLgéggso§odeterm1nes the event threshold

level so that the event threshold level is equal to the

sum of the maximum number of level crossings over the last

noise detection duration period and event threshold

margin.

15
Preferably the event threshold margin is a predetermined

margin.

Preferably the processor is also for generating an alarm

20 when a required event is detected.

The invention also provides a method of monitoring a
structure comprising:
monitoring a change in the structure by a sensing
25 device to provide a detected signal; and
processing the detected signal to determine level
crossing rates and for distinguishing between a nuisance
event and a required event based on the level crossing
rates.
30
Preferably the monitoring step comprises launching light
into a waveguide and detecting light from the waveguide to

provide a detected signal.

35 Preferably the method further comprises defining a
plurality of block durations of a predetermined time

interval, setting a noise level threshold, monitoring the



Preferably the nonitoring step conprises launching light into a wavegui de
and detecting light fromthe waveguide to provide a detected signal. 35
Preferably the nethod further conprises defining a plurality of block
durations of a predetermned tine interval, setting a noise |evel
threshold, nonitoring the - 5 - nunber_og | evel crossings over the noise
| evel threshold per block duration for a predeterm ned noi se detection
duration period conprised of a nunber of block durations, _setting a noise
anpl i tude vapumbesnofelayed sreaé@egﬁiﬁ@érnahseP°b$e|é?ﬁelcﬁb§§ﬁggédper
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margin. 30 which is a number of level crossings per noise detection
duration period above the noise amplitude variation so
that if the number of level crossings in one or more block
15 duration periods is above the event threshold level, a

required event is regarded having occurred.

Preferably the event threshold is a dynamic threshold and
changes relative to the background nuisance level
20 dependent on the nuisance events detected by the

processor.

Preferably the method determines the event threshold level
so that the event threshold level is equal to the sum of
25 the maximum number of level crossings over the last noise

detection duration period and event threshold margin.

Preferably the event threshold margin is a predetermined
margin.

30
Preferably the method generates an alarm when a required

event is detected.

The invention also provides a system for monitoring a
35 structure comprising:
a sensing device for producing a detected signal

for determining a change in or to the structure; and



Preferably the nethod generates an alarm when a required event is detected.
The invention also provides a systemfor nonitoring a 35 structure

conpri si ng: a sensing device for producing a detected signal for
determ ning a change in or to the structure; and - 6 - a
processor for processing the signal detecged by the detector to distinguish
bet ween nui sance events and the required event, the processor establishing
an event threshold and dynam cally varying the event threshold 5 dependent
upon a nui sance si gnal a8l Byeresfor hEorcpEefeasingniitessignal detertrd by

determ ne a kgauigeedceventot AessiggaksHebaeivednbiuli Bandet e¢entsexngeds the
dynam c event threshold., 10 In ong enbodi nent thgaggt%ﬁd further conprises
defining a pthPaFPEPi5edPYER Y duFERi BRECEFSE* pPE FArhBE fPnEYPRterval,

setting a notheeshvtd thdecdiahalicabhyt earpdngheéhauabentothkesbkbldr ossi ngs
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for a 15 predeterm ned noi se etectron ration period conprised of a
number of bl ségnddr goi thet int prdgrataofistermpnet adcequiradi eventi kBea

predet er m ned;gHaBene®bck8uehbyCERESHAYS RS BkeEKdsSehbhaynkhithevangber of
| evel cr055|ngs I n a noise de?ectlon duration does not vary by nore than

the 20 noi setBrBPPP&Ee variation, the signal over the noise detection
duration period is regarded as a nui sance event. In another enbodi nent of

the invention the processor is . for_determnmni the occurren f.a required
event fr8%1Zgntﬁgep?ﬂﬁggéFﬁﬁkoFL?h@egé?gg¥gﬁgsFﬁng?m?ﬁlaggeggfgglﬁgvgI
crossing ratpdurelptydoéebdoskgdurathdnsacfve predetenbined himeance event
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processor being tor perform [ Four i er transformon both S|gnals to
30 convert thumbpynafsleyelnerpreinefcindbhai deteehsdi AggRatceyeyn the

frequenci es hBikBeilswanakniragdhealli yerob168kydubativhsesgeaevent fromthe
conbi ned nuisanﬁe and [

.event S|gnﬁl to Erodgce g.signal.cgntainin? &nl¥
event dath t BFEASEPERARSANPPOSFACETERLOP o BE2HEPR RPALAS SB™RFEFETaBly t he
sensi ng devi aenumbpri s€sblacki ghtatbonse; setting a noise amplitude

variation being a predetermined number of level crossings

per block, so that if the number of level crossings in a

noise detection duration does not vary by more than the
20 noise amplitude variation, the signal over the noise

detection duration period is regarded as a nuisance event.

In another embodiment of the invention the processor is
for determining the occurrence of a required event from

25 the processing of the detected signal to determine level
crossing rates to produce a signal indicative of a
combined nuisance event and required event, and a signal
indicative of only the nuisance event, the processor being
for performing a fast Fourier transform on both signals to

30 convert the signals to the frequency domain, removing
selected frequencies in the signal indicative of only the
nuisance event from the combined nuisance and event signal
to produce a signal containing only event data to enable
an intrusion event to be determined.

35
Preferably the sensing device comprises:

a light source;



- 7 - a wavegui de for receiving light fromthe |light source so
that light is caused to propagate through the wavegui de; and a detector for
detecting the |ight propagating s through the waveguide to determne a
change in the nonitored structure so an event alarm can be generated

I ndicative of the occurrence of a requigez event and for producing a
detected signal. 10 Preferably the occurrence of an event to produce the
conbi ned nui sance and event signal is determ ned by the processor by the
nunber of |evel crossiagwavrgeeddenfounresehvingrbightofrem Fh%fb#gkzy t he

si gnal indi cgbi¥eeOko! RBRaRUNEGAECi8VEALsEA €81 BEBHAGELEN @AY BugH! 8heON Of
the signal in which no requiréd event is present. In the preferred
enbodi nent oFaVREUEHASEnEPBn the required 20 event is an intrusion on or.

over the structure. |natdetpecoerfofl asbadtimgttivé 1ihght nwespagatidme net hod

and apparatug,also,locates _the.l.ocatign,of the in iLon.fr
counter-p?op§85?Pﬁ8 g%figgyegPéﬁﬁlgoléﬁﬁ%ﬁ%ﬁn?n?o£§%§g§51ﬁagg%uide and t he
time differemosiberedentructiupe b andefernt astammecaprheaganengtedgnal a

whi ch are U“Qh&kggt9¥etbﬁ €¥ENbccurrendfCok NYePLLRDr84SQvRALVLAGSESy ML hOd
of monitoring a 30 structure conprisin nmonitoring a change in

t he structurErB9u§i§§n§iﬁ@tﬁéﬁﬁéesﬁﬁnﬁgbvide a detected signal; and
establishing an event threshold and dynam cally varying the event threshold

dependent upgn nuj san 35 signal level _in_ the detected sigpal so that in
or der tol%etgfﬁ?ﬁﬁaéiyegﬁﬁr88°Bg§ﬁPc?h8Es?ﬁn3YeﬁEt 3tgﬁ°gﬁc?hggﬁetector
exceeds the dymbimedenehtathecahd| dvent signal is determined by the
processor by the number of level crossings exceeding an
event threshold.

15 Preferably the signal indicative of the nuisance event is
determined from a duration of the signal in which no

required event is present.

In the preferred embodiment of the invention the required

20 event is an intrusion on or over the structure.

In the preferred embodiment of the invention the method
and apparatus also locates the location of the intrusion
from counter-propagating optical signals launched into the
25 waveguide and the time difference between receipt of
modified counter-propagating signals which are modified by

the event.

The invention also provides a method of monitoring a
30 structure comprising:
monitoring a change in the structure by a sensing
device to provide a detected signal; and
establishing an event threshold and dynamically
varying the event threshold dependent upon a nuisance
35 signal level in the detected signal so that in order to
determine a required event the signal detected by the

detector exceeds the dynamic event threshold.



- 8 - Preferably the nonitoring step conprises: | aunchi ng |i ght
I nto a wavegui de so that light is caused to propagate through the
wavegui de; and 5detecting the |ight propagating through the wavegui de to
determ ne a change in the nonitored structure indicative of the occurrence
of a required event and for producing a_dgtected signal. 10 In one

enbodi nent the nethod further conprises defining a plurality of bl ock
durations of a predetermined time interval, setting a noise |evel

t hreshol d, nmonitoring the nunber of |evel crossings in the detected signal

over the noi seekavrabliyhtrehabdiperihjoskeputainpeilsést a 15 predet er ni ned
noi se detection duratlgn RSélOd fonggiseg of a nunber of b%qﬁg fura I ons,
setting a noi se anplithABPGaFPEt FHFRBet RGP a? pY R¥RT R TR n2 TRAbet FE S| Vel
Crossi ngs pecabkedktosprbpagaté theonghbeheowatregeider ogsdngs in a noi se
detection, duration doe&eggéfﬁﬁéﬁgﬁﬁe éﬁtt$?§%£§EF%§%{#¥€E?§%BL$éUde

variation, the signal over _ tectic I's regarded
as a nui sancwaegnide| foadetarpinahadrhanget ke heehoeniteradr sEoupErses

determ ning L gUekaei@8SbBIthal 88cherBhdUSE 8 £§APredSel8AtCaREVECR! a
conbi ned nui sance event and required eyent, and a signal indicative of only

t he nui sancePEQEHELINGeR BREPRGSS PagP2Eourier transformon both signals to
convert the signals to the frequency domain, renoving sel ected frequencies

N the sjgnal,indlcativg;RLaentiet HEeAOaNKLoBREE SYERE; LLOMILES, £QUbLnEd
nui sance  and Event Signar to produce a signar contalnihg only 6Vent data to
enabl e an i nplusadatpvefitblockeduratinnaecdf #rpfedebeyminedotimerence of an

event to progheg rLhe, 33eeLIREN§InBLLSANEFe 2NEhEUSRL1S! WGh: ESr IR eERb Ned by
t he nunber of Ievel cCrossingS exceeding an event threshold.. - 97 -

Preferably tRemBegnaf 1auptatro@siRrgshenntheafeteeted: signat @YAF nER®from a
duration of hBgséi gadkli BhyBsRO180peLObl66R Queation Psesgnt. S5 In the
preferred enbodlnFnt of éhe anegtLontthe éegukrgg eyent .is an LntrusLon on
or over the BFptgfgFgined noise detection duration peri P

a number of block durations, setting a noise amplitude

variation being a predetermined number of level crossings

per block, so that if the number of level crossings in a

noise detection duration does not vary by more than the

20 noise amplitude variation, the signal over the noise

detection duration period is regarded as a nuisance event.

In another embodiment the method further comprises
determining level crossing rates to produce a signal

25 indicative of a combined nuisance event and required
event, and a signal indicative of only the nuisance event,
performing a fast Fourier transform on both signals to
convert the signals to the frequency domain, removing
selected frequencies in the signal indicative of only the

30 nuisance event from the combined nuisance and event signal
to produce a signal containing only event data to enable

an intrusion event to be determined.

Preferably the occurrence of an event to produce the
35 combined nuisance and event signal is determined by the

number of level crossings exceeding an event threshold.



In the preferred enbodi ment of the invention the nmethod and apparatus al so
| ocates the | ocation of the intrusion 10 from counter-propagating opti cal
signal s |l aunched into the wavegui de and the tinme difference between receipt
of nodified counter-propagating signals which are nodified by the event. is
This aspect of the invention may also be gald to reside in an apparatus for
nonitoring a structure conpri sing: a sensing device for
produci ng a detected signal for determning a change in or to the
structure; aRdefepablEsthe sbgnplotmdiegtiveneSathe qeeisrree 2Varns? a

signal indicagbtit¥emPhed £P5RI HCGuPALSSACEE VRO s DGRal eONi wedeRVignt , and a
signal indicative of only the nuisance event, the processor being for

per f or m ng ar?ggfrﬁﬁu?Y%Pttfﬁngfﬁ?ﬁ?ﬁn bot h S|gnals to convert the signals
to the frequency donain, renoving selected frequencies in 25 t he signal
|nd|cat|ve o] t he_nui sgn e ﬂﬂgiavant
signal to pr%’@lu{gi"g refer éé &$%§%}é%P%n €1%€§nfgg2+9f€% énab és% e
presence of aveequ1sednaiettuevent°mo°be°ﬁ%¥eth¢n%ﬁ?ueguF¢eferably t he

sensing device conprises: a light source; a wavegui de for
recei ving Iight fromthe light source so that the light is caused to
propagat e t hfBubhetREcHiRTERdi sPodHieRt Ltcthe t thventicR: BRe iPRERIR 1i ght

propagati ng AHaougﬁafseugvaaEsw ﬂecieedeﬂeé mmmsﬂametw ideruveion ored
structure so_an event. al arm can ve of

d t
occurrente of T8 QT FRERYRRTIA ﬁn ?p }% u0|ﬁ%n?%% n I a.% %ﬁ%ﬁwihe
Preferably thevgguréesanddEhernumesdiﬁéesegqajbehMe%@IreQelpt of

modified counter-propagating signals which are modified by

the event.

15 This aspect of the invention may also be said to reside in
an apparatus for monitoring a structure comprising:
a sensing device for producing a detected signal
for determining a change in or to the structure; and
a processor for producing from said detected
20 signal a signal indicative of a combined nuisance event
and required event, and a signal indicative of only the
nuisance event, the processor being for performing a fast
Fourier transform on both signals to convert the signals
to the frequency domain, removing selected frequencies in
25 the signal indicative of only the nuisance event from the
combined nuisance and event signal to produce a signal
containing only event data to enable the presence of a

required alert event to be determined.

30 Preferably the sensing device comprises:

a light source;

a waveguide for receiving light from the light
source so that the light is caused to propagate through
the waveguide; and

35 a detector for detecting the light propagating
through the waveguide to determine a change in the

monitored structure so an event alarm can be generated



5 of a conbi ned nui sance event and required event by determ ning the nunber
of level crossings in the detected signal exceeding an event threshol d.
Preferably the processor determ nes the signal indicative 10 of the

nui sance event fromduration of the detected signal in which no required
event is present This aspect of the inwqujqn may al so be said to reside in
a nethod of nonitoring a structure conprising: 15nonitoring a change in the
structure by a sensing device to provide a detected signal; and

produci ng fréndigrgivet eft thespgrurranspgnll ai raARAredeevent eBdnfAEd

nui sance evep&oaagiﬁﬁquhéeaeegeagd g8ignaisi gnal indicative of only the
nui sance event, 20 the processor being for performng a fast Fourier

transformon both signals to convert the signals to the frequency domain,
removi ng sel peefdrhbguehei psocassbe detaamhinhadi théi segnadlonhgicativiai sance

event Trom!he gouBLBEfenhadnss-"dveNE hnd' 0ah:EQaPLOGNE LY S ONA 25
containing only“event data to enabl € The presence of a required alert event
to be deter ndatdrmbnangr fheynunbenpaft devay srepsiéngprinethe| daheatad |ight

nto a waveyiggajoekbabailg 3R biaht tRreaHsed.to propagate through the
wavegui de; and etecting the |ight propagating through the

wavegui de to determne a change in the nonitored structure so an event
al arm can bepgeserabey¢ thdi pebtuesot Hbeepminescthe signalefndiedtevent and

f duci he 35 d d signal . Preferably th h j h
T gnbl 1 R oBFi VBeoRuseBEhcrehCnaren RiabEne Sk Ehcar FRgPRUChILAEE 1"

and requrred even
det er mi ni ng tthewhdghenoofetviebdceventnys pPresémrtdet ect ed si gnal exceeding
an event threshold. Preferably the method determ nes the signal indicative

of the nuisance event fromduration of the detected signal in which no
required eveﬁplpsaspgggnpf the invention may also be said to reside in

a method of monitoring a structure comprising:

15 monitoring a change in the structure by a sensing
device to provide a detected signal; and

producing from said detected signal a signal

indicative of a combined nuisance event and required
event, and a signal indicative of only the nuisance event,

20 the processor being for performing a fast Fourier
transform on both signals to convert the signals to the
frequency domain, removing selected frequencies in the
signal indicative of only the nuisance event from the
combined nuisance and event signal to produce a signal

25 containing only event data to enable the presence of a

required alert event to be determined.

Preferably the monitoring step comprises:
launching light into a waveguide so that the
30 light is caused to propagate through the waveguide; and
detecting the light propagating through the
waveguide to determine a change in the monitored structure
so an event alarm can be generated indicative of the
occurrence of a required event and for producing the

35 detected signal.

Preferably the method determines the signal indicative of



An nhjnnt of a second aspect of the invention is to be 10 able to classify
various events in a nethod and systemfor nonitoring a structure to
determ ne the occurrence of a required event. This aspect of the invention
may be said to reside in an is apparatus for nonitoring a structure to
determ ne the occurrence of a required eygnt, conprising: a
sensing device for producing a detected si'gnal for determ ning a change in
or to the structure; and a processor for processing the detected signal 20
and extracti agcpmbinedr phhsanceaevent andnreavigedecevedtsPynal so that the

classificatigae@fmanif eehetMaﬂbéﬁno?eléeéfreiasgiﬁggnlﬁheh@r&éeéeeaaned
features. Preferably the sensing device cogﬁrlses: 5a light source;

A w=vd=gmi anfi8RatnexrerAangi Rt e¥eBh Fhtefhghe - source so that the light is
caused to propagate through the wavegui de; and a detector for

detecting theg_light, pro at i 0.through the, way [ de.tq. ' a

change i%5thgrﬁ%%F?BE%dgggrﬂEPﬁ?é,dﬁ %rTo?e%ro ﬁc?nggéfdé%g%gggfgggﬁgl.

Preferably thbhedetésanceseyant fzom| dorptborsefdthe detechedesignal in

crossing ratgg; LA fger%&gﬂggdaggeagogg3§réggﬁg rates, distinguish between
na -t

noi se in the signal a e required event. - 12 - In one enbodi nent the
nunber of |evel crossings in the detected signal when a required event is

defecteg }s ﬂﬁtﬁbﬁéaedobyatBegaﬁacssﬁeetaaﬂ the pheértesni Dedtéebéures are
selecte 10rngieetgr8fgsg9g9r%gkggﬁs events in a method and system for
monitoring a structure to determine the occurrence of a

required event.

This aspect of the invention may be said to reside in an
15 apparatus for monitoring a structure to determine the
occurrence of a required event, comprising:
a sensing device for producing a detected signal
for determining a change in or to the structure; and
a processor for processing the detected signal
20 and extracting predetermined features from the detected
signal so that the classification of an event type can be

determined from the predetermined features.

Preferably the sensing device comprises:
25 a light source;

a waveguide for receiving light from the light
source so that the light is caused to propagate through
the waveguide; and

a detector for detecting the light propagating

30 through the waveguide to determine a change in the

monitored structure, and for producing a detected signal.

Preferably the detector signal is also processed to
determine level crossing rates in the signal and from
35 those rates, distinguish between noise in the signal and

the required event.



5the total nunber of |evel crossings over a specified tine period; the
duration of the |evel crossings; the slope of the falling edge
of the level crossings; and 10the angle of the rising edge of the |evel
crossings. In one enbodi nent of the invention the processor has a
classifier having a neural network for r gpLying the 15 predeterm ned
features and for determning the class of 'the event. In another enbodi nent
t he processor has a linear classifier to define a boundary between cl asses
of 20 intrusfanoageambodimentt the numbesiof teeal FxoesimgsfimvdtBRcording

to where thedéegeuaaoaiﬁﬁsmt wAEn' 8PLe§eIEEd byehbeipradetetaiingd features
occurs relative to_the [ine, I n anot her enbodi t of t$e i nvention
the predet er AphETma8edRY  FBE BFBC??ﬁﬁrf?%Su%h%ypﬁﬁgggefﬁh?ﬁ cESatRreHi s
enbodi ment t heef ealleceedafeoctiethengnedpbyoperigingng a fast Fourier

transforr on the si gnal, dug)pg tRGSYENe | [ SLY Aol LT 4UR0 2 CEntT e

frequency” and 30 using a conparison of cen requencies determ ned during
the event tospeasfieqd thmeepeniodThi s aspect of the invention may be said

to reside in method of ¢ R@NGLLLEIGN ol EREt EFe] Gerl®d £ingHe the 35
occurrence of a required event, | SI.ng; noni foring a change

in the structure by a ’é}éﬂs?%‘gpﬂeﬂgggg‘z?of birgedgsecthe 8. ; and

crossings; and
10 the angle of the rising edge of the level

crossings.

In one embodiment of the invention the processor has a
classifier having a neural network for receiving the
15 predetermined features and for determining the class of

the event.

In another embodiment the processér has a linear
classifier to define a boundary between classes of

20 intrusion events so that an intrusion event is classified
according to where the intrusion event as represented by

the predetermined features occurs relative to the line.

In another embodiment of the invention the predetermined

25 features are time frequency based features.

In this embodiment the features are determined by
performing a fast Fourier transform on the signal during
the event interval, determining a centre frequency and

30 using a comparison of centre frequencies determined during

the event to classify the event.

This aspect of the invention may be said to reside in
method of monitoring a structure to determine the
35 occurrence of a required event, comprising:
monitoring a change in the structure by a sensing

device to provide a detected signal; and



- 13 - processing the detected signal and extracting
predeterm ned features fromthe detected signal so that the classification
of an event type can be determ ned fromthe predeterm ned features. 5
Preferably the nonitoring step conprises: | aunching light into
a wavegui de so that the light is caused H% propagat e through the wavegui de;
detecting the |ight propagating through the to waveguide to determ ne a
change in the nonitored structure, and for producing a detected signal.
Preferably the detectoPr§¢§ﬁ§}n95t%?s%ﬁ%ﬁ%k%@S%HQQ%fd%%%r?ﬁFE?¢E%¥9

crossing ratgseliBtbbRifbaNBbaBAdeEl PHOASLhE088LEAEES, sdhRal NgYi Ehabet ween
noi se in the |gnil ang,the,requtred eveng. I n one ggbo%igent.thg gunber of
| evel crossi FBS FhaBRATYERELPRICE| BRaPVRREN T ¥PPeGRPrBD BUERT™IR®ActEMed i s
20 det er m nedheaptdetibtepnidedcfaatadescat ures are selected fromthe group
conpri si the total nunmber of |evel crossings over a

specifieggiine period; the duration of the level crossings; 25the angle of
the falling Bugfestbivethevmpbnitoringgstepndompriangie of the rising edge

of the level launching light into a waveguide so that the
light is caused to propagate through the waveguide;
detecting the light propagating through the
10 waveguide to determine a change in the monitored

structure, and for producing a detected signal.

Preferably the detector signal is also processed to
determine level crossing rates in the signal and from
15 those rates, distinguish between noise in the signal and

the required event.

In one embodiment the number of level crossings in the
detected signal when a required event is detected is
20 determined, and the predetermined features are selected
from the group comprising:
the total number of level crossings over a
specified time period;
the duration of the level crossings;
25 the angle of the falling edge of the level
v crossings; and
the angle of the rising edge of the level

crossings.

30 In one embodiment a line to define a boundary between
classes of intrusion events so that an intrusion event is
classified according to where the intrusion event as
represented by the predetermined features occurs relative
to the line.

35
In another embodiment of the invention the predetermined

features are time-frequency based features.



crossings. 30 In one enbodinent a |line to define a boundary between cl asses
of intrusion events so that an intrusion event is classified according to
where the intrusion event as represented by the predeterm ned features
occurs relative to the line. 35 - 14 - In this enbodinent the features are
determ ned by perfornmng a fast Fourier_ rpansformon the signal during the
event interval, determning a centre frequency and 5 using a conpari son of
centre frequencies determ ned during the event to classify the event. Brief
Description of the Drawings 10 A preferred enbodi mnent of the invention wll
3e descri bedmbfﬂmywﬁoaiﬁéﬁhe;h&ﬁ faallt_ai—eéeﬁfe ﬁeg&hﬂiﬁeao?@anyi ng

rawi ngs in ich: . I gure is a_bl oc ram of . an _appar at us
for | oaat | ngPRRESFBAPIGR BRSEFPHEIOR: tHSRFERFE o LAY STUBRL TBAENY
paraneters ushd ewenat| dutbreadssdagermiringcancentresfdegquendy amdenti on;
Figure 3 is p ' % LN LN [ . QoI se

I nduced é%vi?ggﬁén?;éggé%?gséﬁi§kg§égﬁgésﬁ%ﬁﬁﬁéng$%% g%ﬁ%%ﬁgé%d ufiflf

repr esent at i Sheoevankehoyclapaifiyi shacevenknt and | evel crossings per
bl ock; Figure 5 is a graph showing the result of dynamically
det er m ned egen; tgresholds' ) Figure 6 is a graph show ng

det ecting of h@avy rain periods;

10 A preferred embodiment of the invention will be described,
by way of example, with reference to the accompanying
drawings in which:

Figure 1 is a block diagram of an apparatus for
locating an event of an intrusion;

15 Figure 2 is a graph showing parameters used in a
level crossing rate technique used in the invention;

Figure 3 is a graph showing level crossings per
defined blocks in a noise induced environment;

Figure 4 is graphs showing time domain

20 representation of a heavy rain nuisance event and level
crossings per block;

Figure 5 is a graph showing the result of
dynamically determined event thresholds;

Figure 6 is a graph showing detecting of an

25 intrusion event during heavy rain periods;

Figure 7 is diagrams of actual screen displays
showing detection identification of an intrusion event;

Figure 8 is a flow chart illustrating the
operation of the system according to the preferred

30 embodiment for discriminating between nuisance events and
required events such as an intrusion;

Figures 9 and 10 are diagrams showing actual
display screens giving an example of the identification of
an event during artificially stimulated background noise

35 events to show the dynamic event threshold;

Figure 11 is a block diagram showing a second

embodiment of the invention;



Figure 7 is diagrans of actual screen displays show ng detection

I dentification of an intrusion event; Figure 8 is a flow chart
illustrating the operation of the systemaccording to the preferred 30
enbodi nent for discrimnating between nui sance events and required events
such as an intrusion, Figurqsl%fqnd 10 are di agranms show ng
actual display screens giving an exanpl e the identification of an event
during artificially stinulated background noi se 35 events to show t he
dynam ¢ event thresholBigure 12 is aFiigplay ishewing|tth« «fEfaPESRM ng a

second embodi fepLs96nt BeehBVERLELE by cdbting a fence onFaUsignd? is a
di splay show ng the effect of an_intrusion event caused by cuiting a fence

on a si gnal GEgEEFEG by one enbodiment of FRe inventiom vEed 9 classify
the intrusi oglg¥epty BhéOuherisibh é@vérpresentation of various features

extracted fromthe display of. Figure 12; . igure 14 is lspl ay
showi ng ah intrusion e ?gi%abge%55§ Eﬁ??ﬁﬁ?ﬁf%fﬁ%ﬁugﬁzéLrlous tafufld
rierlirml|R estaagteghfsbowthg dispiayecdf f Bagaresldd fromthe display of

Figure 14; rid @ eul'g%; Sa 8 SLAPA SOOI Badf T BOLENSYors REEA 1M of

a detected event; - igure 1771 s "a graph Showi ng the difference
bet ween a i nepusednPEvehimkinged H§RERiti ng and an 15 intrusi on event

caused by climbing ovefiguf&NLs;ifndl graph showindiditfsctdd fidatwes 21, 22
and 23 are gggg&stﬁgo&ggglggeoglsggaigcg&ion and recognition of various
events.
Figure 16 is a graph showing a frequency spectrum
of a detected event;
Figure 17 is a graph showing the difference
between a intrusion event caused by cutting and an
15 intrusion event caused by climbing over a fence; and
Figures 18, 19, 20, 21, 22 and 23 are graphs
showing the classification and recognition of various

events.

20 Detailed Description of the Preferred Embodiment

Referring to Figure 1, the locator sensor locates
perturbations on its sensing arms by using the difference
in time of arrival of the counterpropagating signals at
Detl and Det2. Additionally, using the event signals

25 detected by both detectors (Detl and Det2), it is possible
to apply the appropriate signal processing techniques to
classify the signals and perform both signal

identification and signal discrimination.

30 By measuring and analysing the level crossing rates (LCR)
of a number of different intrusion and nuisance event
signals obtained from a number of installed locator
systems in the field, the LCR can form the basis of both
event signal recognition and discrimination techniques for

35 reducing nuisance alarm rates. In particular, using the
LCR technique with fence-mounted locator systems of the
type described in the above US patents and application,



20 Detail ed Description of the Preferred Enbodi ment Referring to Figure 1,
the | ocator sensor |ocates perturbations on its sensing arns by using the
difference in tinme of arrival of the counterpropagating signals at Detl and
Det2. Additionally, using the event signals 25 detected by both detectors
(Detl and Det2), it is possible to apply %pe npprepri=i-a aigrzi proceaai ng
techniques to classify the signals and performboth signal identification
and signal discrimnation. 30 By neasuring and anal ysing the |evel crossing
rates (LCR) Bere nuiBapcefaliprmerahesideeutpoheanyl RaidaPr¥eche®R signal s

obtai ned frogrR;igyaler aef wbist akl ege! Q&é&@étéyaéﬁé’étiantélﬂdf1&4:511:1&1516 LCR
can formthe basis of both event si ﬁ@@ltlon and dISCquknat
I%\?n‘l’ °©

t echni ques fBf 3BtrBaiePngvRBFSant® 109 IWEIRT BPEFOEsPhg the
LCR t echni qurewt{yhr&gnce- nounted | ocator systens of the type described in

t he above US patents and application, - 16 - zero nuisance alarmrates due
to heavy Tain have been achieved, as well as the accurate detection and

| ocation of L@Rr(bewaleQenssinguBatak t$i defhoeddasi blae peumber of heavy

rain. 5 LCR (hguel goaﬁaegd&seiohstﬂgéleﬁé éﬁvébs%guabea 8{gha1esn per
unit duration that the envel ope of a signal in_the domaj n, crosses a

gi ven val ue FRet kamgodempia EF?%E??O% giﬂeqhﬁalfﬁa%%cﬁh?qﬁ%s+glﬁ%flned by
the nunber ofigeegsbAgs (in the positive direction) of an input vector
through a given threshold. The inplenented LCR can be given by LCR =1'" Tax
(n) a. )&W{x(n -1) < a)} 15n=0 where x is a signal of length N, the

par anet er ai sThaeL.CBvéechhigeaoid, daﬁmedebynﬂheanwbénn@fignowihws 1if

its argunent(fhi§h&rﬂgsieiv9 8&?&&%&&&) of an input vector through a
given threshold. The implemented LCR can be given by

LCR = EW{(x(n) >a)& (x(n—1) <a)}
15 n=0

where x is a signal of length N, the parameter?is the

level threshold, and the indicator function %%K} is 1 if
its argument K is true, or 0 otherwise.

20
This can be applied to the event signals received by the
fibre optic locator system described in Figure 1, to
extract the following LCR signal features: 1) the minimum
LCR over a specified time period; 2) the maximum LCR over

25 a specified time period; 3) the mean LCR over a specified
time period; 4) the standard LCR deviation over a

specified time period; and 5) the total LCR.

Any combination of these features can be used to determine
30 fixed thresholds for defining particular nuisance events,
whilst an adaptive threshold can be used to detect an

intrusion event during a simultaneous nuisance event.

The use of the LCR technique described previously to
35 detect and recognize nuisance signals caused by heavy rain

on fence-mounted fibre optic intrusion detection systems,



20 This can be applied to the event signals received by the fibre optic

| ocator system described in Figure 1, to extract the follow ng LCR signal
features: 1) the m ninmum LCR over a specified tine period; 2) the maxi num
LCR over 95 a cpOr4fiOA time porind; 1) the noban LCR over a specified tine
peri od; 4) the standard LCR devi ation qv I specified tine period; and 5)
the total LCR Any conbination of these features can be used to determ ne
30 fixed thresholds for defining particular nuisance events, whilst an
adaptive thrashspdlcas bbeuydelectiant eft chimbimgusyentevenriagdring a

si nul t aneous cBHL$AN6RsCYBRLodENBEURBaOY hEnLLR h6whabgyeiBeacr i bed
previously to 35 detect and recogni ze nui sance signals caused by heavy rain

on fence-nmounted fibre optic intrusion detection systens, - 17 - as well
as the detecwieh péfekenibengocFeguredl i thecCbasiqusysteerasddisélbsedy rain

i solosedt 5 P Phe sBava-RERREFRISY On bubhird shI"sRRLGARIBENIR |

briefly descbebbdieflyhdesecoibadl aser source 10 is |launched into a coupler
C which in turn launches the light into polarisation to controllers for

both the clockwi se_and counter clockw se directions 12 and 14 respectively.
The light isligBE FEOMcAel2ERFofgHTEBUPP et 8 EBuBGReE3infe o2 acPuRteF 1
optical fibrehiéhanf @ukrRallabAchesi €Re L1ighe ddto Thelarbsatiéni s connected

to a coupler C4 .so.that the light, fromt leaq-n&S inn igrelg rgpagat es
through- LbnsPRECFPBIEES EoRR058 FherFLockutte: sad drrdRrr e ChraePhed
t hrough a codpkect8nsol2handedd respedbtivéaBy andThackightoughtienupler C3 to
launched through couplers C2 and C3 into a lead in optical
fibre 16 and a lead in optical fibre 18. The fibre 16 is
connected to a coupler C4 so that the light from the lead-
15 in fibre 16 propagates through sensing fibres 20 and 22 in
the clockwise direction and then through a coupler C5 to
the lead in fibre 18 and back through coupler C3 to
detector Det2. Light from the fibre 18 is received by
coupler C5 and launched in the counter clockwise direction
20 into the sensing fibres 20 and 22 and propagates through
the coupler C4 to the lead-in fibre 16 and through coupler
C2 to the detector Detl.

The detectors Detl and Det2 are connected to a processor
25 50 schematically shown in controller unit 5 of Figure 1 so

that, in accordance with the above US patents and US

patent application, the signals are processed to determine

when an event occurs and the location of that event._

30 According to the preferred embodiments of the present
invention, the processor 50 also discriminates between
events such as various different classes of required
events such as cutting or climbing a fence , as well as
different nuisance events caused by rain, wind and other

35 environmental activity, as well as other nuisance events
such as the throwing of stones against a fence or other

human caused nuisance events.



detector Det2. Light fromthe fibre 18 is received by coupler C5 and

| aunched in the counter clockw se direction 20 into the sensing fibres 20
and 22 and propagates through the coupler C4 to the lead-in fibre 16 and

t hrough coupler C2 to the detector Detl. The detectors Detl and Det2 are
connected to a processor 25 50 schematicald y shown in controller unit 5 of
Figure 1 so that, in accordance wth the above US patents and US pat ent
application, the signals are processed to deternm ne when an event occurs
and the location of that event. 30 According to the preferred enbodi nents

of the presephel B¥8BLs88r EbedRsecemsNated BbERedhSEhé MhndtficHEEVERES
events such as various different classes, of regghred events such as cutting

or clinbing @8fefBeactyal Aprrusianp: p¥PRE SRUFRARCRPEY FRETRELRRd by rai n,
wi nd and ot hefreBdbseaver nadenthé aabfjgctyofasnwelarmstot hdentifgaase events

such as the LRLou0g,00,SLenes 898hRSkndcheng " 1 REOELPUMRD Gay'Peds
nui sance eventsr ==°18°%T TRE Hrotessor 50 di schimnates. bet ween the
nui sance everrovadingninfommationrasi ba thensreoifhatnakuyeiafrtheon events

are made thenquBbRck @heARsakRLBh! 2rbdBBihgYcalisaal Ntrusion or other event
which is of Interest, as well as providing information as to the specific

nat ure of the nui sance events which are bei ng caused. The manner in which
nui sance evephé MkAn8kSEhi whiahefuisafitdOetehtal areodi sedivinated wEtroémbe

described with reference tq Figure 2. . Wth referen to.Figure a
time dontl n 8F§HA F?qgﬁﬁﬁﬁ ﬁHgE sigl#gcé?vé%s?fﬁ e%h%1€$b¥%f%ﬁ |%es§%sor
(such as 15 frigneeld tpa8detector Det2) that is being acquired at a
sanpling rate of approximtely 40 kHz. The signals are divided up into

bl ock durations, or "Blocks" of a fixed duration (say 10ms). 20 For each
bl ock the nuftbth sefergnae teeFagureodsi Agkimesdedaht edionel | £%eFhe¥Rssi ng”

is said to hgyechakenrgtaceedhefohhehactibredopt g8atego6s {$@6hbgsow a
SpeCIfleﬂS fibre 18 via detector Det2) that is being acquired at a
sampling rate of approximately 40 kHz. The signals are
divided up into block durations, or “Blocks” of a fixed

duration (say 10ms).

20 For each block the number of signal “Level Crossings’ is
counted. A “Level Crossing’” is said to have taken place
when the acquired signal goes from below a specified
“Noise Level Threshold” to above that threshold. The
“"Noise Level Threshold” is set to be just above the

25 background system noise and, for example, can be set to
0.085 volts by the processor 50 if the system noise is
0.083 volts.

The number of “Level Crossings’” for each “Block” is then
30 monitored to allow the signal to be classified according
to predetermined criteria. An “Event”, that is, an
intrusion event, is said to have occurred when the number
of Level Crossings within a block goes above a specified
“Event Threshold” (see Figure 5).
35
The number of “Level Crossings” per block is monitored for

a period of time known as the “Noise Detect Duration”



"Noi se Level Threshold" to above that threshold. The "Noi se Level

Threshol d" is set to be just above the 25 background system noi se and, for
exanpl e, can be set to 0J185 volts by the processor 50 if the system noise
is 0.083 volts. The nunber of "Level Crossings" for each "Bl ock"” is then 30
nonitored to aIIOM/the signal to be classigied according to predeternined
criteria. An "Event", that is, an intrusion event, is said to have occurred

when the nunber of Level C}053|ngs within a bl ock goes above a specified
"Event ThresKBiguresdd - Fi JeiRIsH e3§1bre19Pt1°(P?§ﬁ?e13yruEB?ﬁg the fibre

optic based yateusien dgbeeﬁu aasgysbed) dasFigted 1D Enguyela ofinal ysi s of
nui sance signal.s_caused bg g PEL] I ods_have shoma gave re&atlvely
constant ranf§8*8fRFEVENIR 8§sFﬁé§e§e Y SRR T RER BPRF AT Rcd T PR he
rainy per|odshafhasreaagevetydebnaednasrahge"obitevahptrOGQEngarpexlon" | f

over the . Nob3gRel goha PHERROH” aBELhOTLAUC AphaplokEy el rhLosskAGS docs

not vary by Rore t i se anp e var hen the si ghal over
this period & €pfiénpd as Khsuhleise bﬁpkhbgéﬁ vy haty9nY ai nIf aP¥e¥ her ef or e

al arms duri nghthiRopsei pdteas bﬁréﬁﬂ@ﬁ@dpefnéd”tﬁérnaﬁﬁéﬁaﬁﬂ tevebe applled
to ot her nui sance_ events such as w or near&g tggf events g ﬁ
vehi cul ar or SFPEFHPEF 0S8RAGROt 1¥2EY gAY 228 hb Fpi TSP FTP O FERR IeveI

Crossi ngs pevabhaekoﬁoc thehgbhé sagsall byeheahysrpenlod aof f eixge ﬂmunted

fib h t
baui val i © BOSBHERORD CBE P EAL TSI SRLAI NE IR, DERRLREF VIS A0S L
det ect duratdbnlngutblbepeeleéocﬁa)beIhgmﬂtgdcasé %#mnhexsepnm®a¢bu@%n
variation haﬁeb§€P1§S& e éQhektnﬁﬁgabsessegnégaéuéﬁea@uab@a & n

Cr ossi ngs" per ock"” have not varied npre than the "Noise anplltude
variation" obERffhe exgpta ervaed ?Mr%??bﬁ“lﬁﬁr?ﬁdtr?h% SFYR"9Ri ated to

these level 25 crossings is therefore considered as Background
Envi ron ytaﬁlhblse d any glarnsllélgEQchgéeaigvgfndled accordlngly and

not treated asggﬁeeven O¥F af m¥Prcs crossings per

block for a 31gnal caused by heavy rain on a fence mounted
fibre optic intrusion detection sensor. The Noise Detect
Duration is equivalent to 20 blocks (if a block had a
duration of 10 ms then the noise detect duration would be

20 200 ms). 1In this case the Noise amplitude variation has
been set to 10. It can be seen that the number of “Level
Crossings’” per “Block’ have not varied by more than the
“Noise amplitude variation’” over the "“Noise Detect
Duration’” period. The signal related to these level

25 crossings is therefore considered as Background A
Environmental Noise, and any alarms it produces are

handled accordingly and not treated as an event alarm.

An example of a heavy rain nuisance signal as obtained
30 from a fence mounted fibre optic locator system is shown
in Figure 4. A plot of the level crossings per block
(LCR) versus block number is also shown. The heavy rain
nuisance signal, which is continuous, shows a consistent
LCR count with a relatively small variation. These
35 features can be used to detect and identify heavy rain

induced nuisance alarms.



An exanpl e of a heavy rain nuisance signal as obtained 30 froma fence
nmounted fibre optic |ocator systemis shown in Figure 4. A plot of the

| evel crossings per block (LCR) versus bl ock nunber is also shown. The
heavy rai n nui sance signal, which is continuous, shows a consistent LCR
count with a relatively snall variation ,phese 35 features can be used to
detect and identify heavy rain induced nuisance alarms. - 20 - A required

event (or intrusion event) is said to have occurred when the nunber of
"Level CrossPngeauired greek kPocknfousianof¥enh) "EefridnFeshara . The
"Event Thresbekdrrea #H8ANtReafiumbeghdfgeBedepeodosgingst henSaagbush of

Backgr ound I ronmental . Noi se cyrrently in the. syst Whi ch,_can change as
the intensit ¥8Fﬁtﬁ8efa?ﬁ°33r?gs.EVﬁgﬁeégfegﬁﬂgﬁ/bIo§€Li£QY%%Eived, t he
nmet hod and aPbaeahaidllidetdgnamine abeibhechangaestdependiggadbni sheust

backgr ound n%%ﬁgpt!Lftﬁgg?éggéﬁﬁiﬁnL§§§%ﬁéﬁE9%oﬁggﬁgF%ﬁfﬁ%ﬁ?f%;gglE#ﬁrent

"“Event Thres is up e new "Event Thresho L e

maxi mum " Levé¥steBssvhgchceant changet as thst int@psityepfctheuraifon” plus
the "Event 1pafFhegshold Margin". Figure 5 shows how t he "Event Threshol d”
which is updated after the 30th bl ock has been processed. In the exanple
above the maxi mum nunber of |evel crossings over the |ast 20 "Noi se Detect
Duration" i swhé&nevee adEmewtbIbcksisl tedbiged, tleseéthodtdmdpappassbus50 to

be 10. th (iatio v SSi N0S- e. t..2 Noi tect
Duratioﬁ&)haéeﬁgfhgé%igﬁg%§ggn§£ ﬁ%gné%%e§*§%$£e1%n5+$€d%%ég ??%%?on" t he
"Event Thresheidge.isIfiptheecdignalgipl iwstobackgreoundinobsanphent teenew

"Event ThrespglfentSvE@bntOorRBeshbig” alL O4SaABEd EVeRlie LAERSTRYEntt hat s,

the threshol d above_whi ch_an event will be recognized as an intrusion
event, to dyRBRPERPLY” cRihyecearth ERS DaXiBEPor ¥l (er ARt A¥m FRVRE
Crossi ngs whpG8rnmeleOlast BNoibke DEtesti byrabioh” tphrus athe VEEVESt Figure 6
shows an_ex | e pof event, being detected in the 31st block of data
receivedysTﬁggfﬁfgﬁéao &9&ht " essentially increases the nunber of |evel
crossings in the

Figure 5 shows how the “Event Threshold” which is updated
after the 30™ block has been processed. 1In the example
above the maximum number of level crossings over the last
20 “Noise Detect Duration’” is 18. The “Event Threshold
Margin’” is set in the processor 50 to be 10. As the
variation of level crossings over the last “Noise Detect
Duration” has not varied by more than the “Noise amplitude
variation” the “Event Threshold” is updated to 18 plus 10.
25 In this example the new “Event Threshold” is set to 28.
This allows the Event threshold, that is, the threshold
above which an event will be recognized as an intrusion
event, to dynamically change with any variation in the
maximum level crossings which may occur as the intensity

30 of the rain varies.

Figure 6 shows an example of an event being detected in
the 31°* block of data received. The intrusion event
essentially increases the number of level crossings in the
35 detected time domain signal above the background level
crossings caused by the heavy rain allowing for the

intrusion event to be detected and recognized. In the



35 detected tine domain signal above the background | evel crossings caused
by the heavy rain allowing for the intrusion event to be detected and
recogni zed. In the - 21 - case of the fibre optic based | ocator system
shown in Figure 1, it also allows for the correct part of the signal to be
processed for an accurate event |ocatiqQn,,0_be determ ned. The LCR

techni que therefore can also be 5 used as an effective nmethod for the

di scrim nation between intrusion events and nui sance events. An_exanpl e of
det ecti ng anéaﬁﬁeﬁflFpﬁnﬁlhﬁelﬁPFH@lbﬂs%§e%?cﬂE?FnﬁYﬁtﬁ%a§9°V%|hnperrod

using the |09§§Q£e| mtrw Qmséoaﬂiﬂ:ﬁstfeﬂ ENEt 88 PacE PabtkoEfEREe perineter
is shown in Fi . The exa ure 7 shows the detection f an
r S
9na8, Fag RIAy £

i ntrusion ev&h® Ps RARGS F?d Fufat 33°BERkGr BURET 15°RaF 3R cE  event
on a 1. 6kn1IbegdeeesmmgedystEheancnrﬂeogniquehEheheﬁerenb@dlabm@.béhe

dynam ¢ Eyent 187 g3nohdagebUsh e ! ﬁréei,{,dtggﬁ £ 4pLoPisNati b Blchded N

| evel crossings o € nuisance si chni que descri

above can al tntbusappl e¥ents éﬂﬂeﬁuh§$§9ﬁcevev§ﬁts such as wind, vehicle
traffic and train traffic. 25 Figure 8 is a flow chart show ng the
detection of _an event and the adéustnent, f th§¥yar|ous threshold levels to

resul ting nuPBaf¥amBienPt deERCLIng pRdctdertbiy1RAcPAt FRETPELOR rR¥E RV ent
al arns. As shGwiingnaFhgatvg Baihepeeved ﬁéﬂﬁgiﬁlgé lacatbfoi:lktrssi;@umnt ed and

if the nunbeg?g?géeyﬁg %gngogglngf gs g%géu% é@gr néh ert @old an

alarmis’ gen rve of "an-ac d event "
syst em oper aFogur@a?.an i ntrusion or other event has occurred. The process
then goes to the next step in which the variation of the |evel crossing

count per block is ) i .
The example in Figure 7 shows the detection of an

intrusion event during a manually stimulated background

15 nuisance event on a l.6km long sensing system according to
the above embodiment. The dynamic Event Threshold adjusts
itself to cater for any variation in the level crossings

of the nuisance signal.

20 The LCR technique described above can also be applied to
other nuisance events such as wind, vehicle traffic and

train traffic.

25 Figure 8 is a flow chart showing the detection of an event
and the adjustment of the various threshold levels to
resulting nuisance events such as rain etc from generating
required event alarms. As shown in Figure 8 the level
crossings in a block is counted and if the number of level

30 crossings is greater than the event threshold an alarm is
generated indicative of an actual required event to alert
the system operator that an intrusion or other event has
occurred. The process then goes to the next step in which
the variation of the level crossing count per block is

35 compared to the noise amplitude variation. If the answer
is no the system goes back to the start and the level

crossings are again counted. If the answer is yes the



35 conpared to the noise anplitude variation. If the answer is no the
system goes back to the start and the | evel crossings are again counted. |If
the answer is yes the - 22 - systemgoes to the next step in which the
event threshold is updated. A pure nuisance data record is al so updated for
use in the enbodi mrent of Figure 11. The tem then goes back to the start
where the nunber of level crossings 5 are again counted in each block. Wth
reference to Figures 9 and 10 diagrans illustrating actual screen displays
are shown i nswsteh grefpi §ar the pastuppep ﬁarvh6¢htgbed¢§ﬁpﬁyt§ﬁﬁﬁb°éd

conbi ned nuiiénﬁﬁaaégdlntﬁu§h98 AUEBhnke "BaHaNBEBoEE US| aYBb | 8pdhbEdl over
part of the display shows t

S e | evel crossin&g geg bl ock versus bggck
nunber . Fi guf@*¥18S€hdhsthReeWyrdirentyehi F1gPEShdtd WhPRhSHEFERt EPPRsel f to
cater for angowar batkofié thet B€akeveheteoshéngembarisefl bgvébhecnossings
signals. As can be_15 seen.in Figur he dynam c event threshold raises
and | overs with ?ﬁ%‘BaSRS?Bﬁﬁdlﬂugégﬁggléﬁgnt so that the system and net hod
according to preferred enbodinments is continually self-adjusting when a

rain event Oﬁﬁ@ﬁsrgﬁe5@h§§ therdyagcocyRAt 16 haeshphs SP11h8trhibengai n
does 20 not cause_the generation of event alarns jndicative of an
i ntrusi on, apgtagai ACrefer diFPLaYF aRensShARn 4P WhighciR . Fygpte ?nhthe

preferred engggepephref becth¥elysplayi SR6wa aysbabihsdWhuisahbe-node of
operation changes_dependin n_the environnental, nui sapce fg&gg Lo i ch
t he systﬁh1|§ng§u§ﬁ8 eEYeﬁg gﬁ?epg???tﬁl3?9??%e?hﬁﬁﬁﬁ ?g?n decurl fﬁg
Qrelti=tM nbfathevdlispliayt shesst the heveli arohsthgs pervehockhverswsd is
rai sed so thghobRentithlrd0CH140ke CRYSEnEWE tna! 2004050 thPeLRbd
ceases the system goes Pack 19 1ts normal state th the event threshold
| oweri ng. 30which adjusts itself to cater for any variations in the
level crossings caused by the nuisance signals. As can be
15 seen in Figure 10 the dynamic event threshold raises and
lowers with the background nuisance event so that the
system and method according to preferred embodiments is
continually self-adjusting when a rain event occurs to
raise the dynamic event threshold so that the rain does
20 not cause the generation of event alarms indicative of an
intrusion, and again lowers itself when the rain reduces.
Thus, the preferred embodiment effectively provides a
system in which the mode of operation changes depending on
the environmental nuisance noise to which the system is
25 subject at any particular time. When rain occurs the
system effectively switches to a mode in which the event
threshold is raised so that the rain does not cause event
alarms and when the rain ceases the system goes back to
its normal state with the event threshold lowering.
30
Figure 11 shows a second embodiment of the invention using

a Frequency Domain Denoising (FDD) method.

In some situations, the contribution of the nuisance
35 signal to the combined nuisance-event signal can affect
the accuracy of the location calculation in the locator

sensing system. This is especially the case when the



Figure 11 shows a second enbodi nent of the invention using a Frequency
Domai n Denoi sing (FDD) nmethod. In sone situations, the contribution of the
nui sance 35 signal to the conbi ned nui sance-event signal can affect the
accuracy of the location calculation in the | ocator sensing system This is
especially the case when the - 23 - backg ound nui sance or noi se signal
forms a significant part of the overall signal. The Frequency Domain
Denoi si ng (FDD) nethod reduces the 5 anpbunt of _ background, nuj sance or noise
| evel in thePeekerasadnDrsaAREe ol PRt FRsFEINRY FPrRs gha? 1GMEIF#R Byes t he

event signalpgréi gfathéOoherselraigRal SNR). This nethod is used in
conjunction with the LCR techni que described earlier to characterize both

t he nui sance or i 0 noise background signal, and to identify when the event
signal of i nTkeeEteqaencg. Domdin abexcisihe, (FDR) FbEthedroedicésrthest racti ng

an event sig o] o nuj. S h r al lgnal is is
sunnarisé% a§£+%$ﬁo§£?b§£kg%??§$ %ﬂ%&#ﬁ%% %%ﬁggﬁgiifﬁg ldﬁ%nF%% LCR during
heavy rain. ¢gombinefienuifargecand intrusion qyerthsignal agdntmprRYein

intrusion evept £9uRb 88gRat! &NDigYEIM Lo hRSi OOELEL S efisiivy | NaTKEavy rain.

Identify the bl ock(s) of "data whiCh corresponds to the intrusion event 3.
Locate a bl JBREBPAGEE aUBRAOIR TARIERRHIOR Het thnthe keRi YohR+®Dure rain
event and cofdyettibédi @aplise {6 echEraytepizeé rboth Ntha mubsaneireer

25Transform (FFT) .. 4., Sel ect sone_of th onmi pant . freqguencj.e [ the FFT
r epr esent’at | ?1"%% ]?ﬁ%kgﬁ?‘rl\nél sé’é?r.lag’ t%?%sﬁ%l’da%%éléé ngt?%n p%}?%eén‘f%g% of the
maxi num peaksignaheofFFingenpsti scemes. t 0 sel ect these frequenci es.

As an example, the FDD approach for extracting an event
signal from a strong background nuisance heavy rain signal
15 is summarised as follows:
1. Monitor the time domain signal and its LCR during
heavy rain.
2. If the LCR exceeds the Event Threshold it means
that an intrusion event (such as a climb event) has
20 occurred during heavy rain. Identify the block(s)
of data which corresponds to the intrusion event
3. Locate a block of data before the event that
characterizes the pure rain event and convert it
into the frequency domain using a Fast Fourier
25 Transform (FFT).
4. Select some of the dominant frequencies from the
FFT representation of the rain block. A threshold
based on a percentage of the maximum peak in the
FFT graph is used to select these frequencies.
30 5. After selecting the dominant frequencies of the
rain signal, remove these frequencies from the
block(s) which contains the combined intrusion and

rain signal.

35 With reference to Figure 11 as mentioned above, the time
domain signal shown in Figure 2 is monitored and the level

crossing rate is used to determine whether a nuisance



305. After selecting the dom nant frequencies of the rain signal, renove
t hese frequencies fromthe bl ock(s) which contains the conbined intrusion
and rain signal. 35 Wth reference to Figure 11 as nenti oned above, the
time domain signal shown in Figure 2 is nonitored and the | evel crossing
rate is used to determ ne whether a nuisapce - 24 - event such as rain is
occurring. If the level crossing rate exceeds the event threshold, in the

manner descri bed above, an intrusion event is also occurring. As,shown in
Figure 11 si §HEPtSSREBNR8NE2LR £RcCOETEEIRTs DEF | th? FRYSL5CFoRfadi ve of
t he nui sancerg¥@néxéée@s thReNgvant/ thréskol@fuin ethé nhansépndesenibéduch as

a fence clinb event% IS ?Iso.occurrigg. A\figqgécéggigativ soghégg re

nui sance si gRAPVEucA™ a3 FRREIRRUSEE by T hal¥2i PCRVER™H t HoTit > A Act bal

i ntrusion i sFigppei 2t sbgnalaSt fFourome ¢f ablsé detdctargoPethnesDerd a
fast' FoUrfer shhangtord bf PRG!GIEENOD Shene! OPAL. ton e} chtapor sehect od
frequencies wthin the g;re_nU|sance si gnal . si gnal ~wthin the bl ock
or blocks inrefréred tpRERARENNAYSRAKCESTAR s dnfeRentchirb R¥eRFLd$s al so

supplied to gi1E8sbckerrifg .t rANsighaL 1ondl 89€ivd o H0tRE Jparé agii Fondéd er
transformis Berffrne on tggt signald Thu€¢ the.siggg%g supplied to the

al gorithms 68-RAL 63Uk e oRBRF EAUPEI AL FRR(ERARY i T HPRY e fast
F?u{Ler t r anaéoual ihErﬂQDOHS$srsﬁﬁp%Ee®VEG al fase Eos?@etfttamﬁf@nmportion
0 e selec engies fr :

si gnal pﬁ%duéggo%§€@ﬁe g g%??t%g¥%%tf€§%$¥%€ ?#%%%@%%? %%ﬁg%ﬁ?%#&%éﬁg&
produced by the aigonalt hen detemninessehected freuaeencres Wwbthir tRet he

Cross correlﬁakenneiésﬂéé §£gﬁ£ﬂ.iSAi§ beal i ye wichie ewéebﬁa@mtoﬁignal
which is of Interest. In Figure 11 25 channel 1 reﬁéesents t he ¢l ockwi se MZ

out put si gnaPlpFbpaiBt VRYCh nat RemPined AALSARCRTHMAEESDOR PYREMRS { he
count er cl ockyptserMEd 0L Pals6i §EPPlPeAPBHah | st MFdleiét bteadsfore channel

2 signal_is ocessed ip.exactly-th ane. way, a e_ch ' SO
Chat °1t sihot BAFSFRERDS: OR 380.r ohart: SOUEHAFY uind font "I e dohdi n O
circuit 64 sthahasighalfacThubattha sigmrlsasupplied cto ctire brlgkextthised

and its locagbOQnéléﬁ Qfée&8$9§gted to the frequency domain using the

fast Fourier transform. The processor 50 removes all or a
significant proportion of the selected frequencies from

20 the pure nuisance frequency domain signal produced by the
algorithm 61 from the frequency domain signal produced by
the algorithm 60. This signal is therefore supplied to
the cross correlation circuit 64 and is indicative of the
pure event signal which is of interest. 1In Figure 11

25 channel 1 represents the clockwise MZ output signal
propagating in the fibre 18 and channel 2 represents the
counterclockwise MZ output signal propagating in the fibre
16. The channel 2 signal is processed in exactly the same
way as the channel 1 signal so that its actual intrusion

30 signal is supplied to the cross correlation circuit 64 so
that the fact that an event has occurred can be determined

and its location also determined.

This technique essentially removes a significant amount of
35 the background nuisance or noise contribution from the
combined nuisance-intrusion signal which in effect

extracts the intrusion component from the total signal.



This technique essentially renoves a significant anount of 35 the
background nui sance or noi se contribution fromthe conbi ned

nui sance-intrusion signal which in effect extracts the intrusion conponent
fromthe total signal. - 25 - Figures 12 to 23 relate to an enbodi nent of
the invention in which an actual requirgxbgrurusion event is classified so
the event can be determned as a particular type of 5 event such as an

i ntrusion caused by clinbing over a fence, or sone other event such as
throwi ng stones at the fence. Different types of intrusions can be
identified siragarkley2l @ocas genatat eoUahqumbvibmahtosfsti8aiavehtion

different signatures. Figure_ 12 is a_displ showi ng the.effect of.cytting
2 fence on t AB ¥PGRE =BelSehay FOTBAEST PRE TEPBPUPETnifI CHroBoF 55y
Figure 1. Assshahe exwehitgore b2 thtesmgnet hasaapaetjcsharptypseofind t hen
decays over ' Il gure 131 .gra 1L 00 ek f,ol eve
crossingsgfo%éggggggfgcE!dg?agfgngtgﬁigggﬁgaxb?nc%PgE?ggﬁggageﬁ t he
cutting evenfesegnt ort Beme pthar| gvgetnenebr asf theowingostrpesi a§sther
exanpl e, at kkgek .10 and the number decreases until bl ock 20 where the
nunber is zero. Four features are extracted from Figure 13 being; the total
nunmber of |evel crossings over a 25 specified tine period; the duration of
the | evel crpififegent types of ihbeuanghe oantbe idéhtififiedgsinéet hbeyevel

crossings; an . - i ri.sing t he | evel
30 cross?%gs?ga gsns Sﬁﬁ PﬁlgFﬁu%ggfggg%ﬁ g?g%?@? kgkgnaggggf%éttotal
nunber of | esébnatusesngsFigusard3 ihcaadégsrliaveshondngebbe effestngf

versus bl ock-QeRkal 4 28Hc8V8h 8n&Psthhh®daBeebeddOby! bHB bF the
detectors Detl or Det2 in Figure 1. As shown in Figure 12
the signal has a very sharp rise and then decays over

15 time.

Figure 13 is a graph showing the number of level crossings

for each block duration. As is shown in Figure 13 when

the cutting event starts there is a large number of level
20 crossings for example, at block 10 and the number

decreases until block 20 where the number is zero.

Four features are extracted from Figure 13 being;
the total number of level crossings over a
25 specified time period;
the duration of the level crossings;
the angle of the falling edge of the level
crossings; and
the angle of the rising edge of the level

30 crossings, 0 as shown in Figure 13.

In Figures 12 and 13 the total number of level crossings
measures the area under the level crossings versus block
number graph over a specified period of time. In the

35 example shown in Figures 12 and 13, the length of the
proposed data was set to 2480 samples, sampled at 40Khz.

The duration of the level crossings is the number of



35 exanple shown in Figures 12 and 13, the |l ength of the proposed data was
set to 2480 sanples, sanpled at 40Khz. The duration of the |evel crossings
is the nunber of - 26 - consecutive bl ocks that have val ues greater than

zero. The slope of the |evel crossings is the slope of the falling edge of
the graph shown in Figure 13 which shows _the points xlI, yi and x2, Y2 from
which the slope is 5 determ ned. The slog Is therefore given by (y2-1,1)

di vided by (x2-x1). Firs 111 and 15 are simlar to Figures 12 and 13 except
| 0 that theycehsecutivenblagkevthat havei valeed soreateresHRR® #8X° been used

to select ongnQfsi esb?pehQOiQ$§lf&%oii@hééji§n@hédgﬁbﬂQiGﬂ tgethe first
peak in Figure 15 above the threshold and 1he naxlnunkgg!gﬁ in Eiqure 15 is

used to det efalhenghedgngPt BRetgeaph sFhepR gt Houxe Lo TS £ r om
Figures 13 agHe lpoiR€slkS) RE afdexh) P @Hdn Whidlerthd arlvpeapps oxi mately a
right anqge &‘Eh t he é-axis, whilst the rising edge for a clinbing event
forns an acut®-8hPtB®Fess than 900. This feature is very 20 inportant for
clinmbing and cutting classification. In one enbodi ment shown in Figure 16 a

Ui me- {1 equengys DasefleChasehiLEALEOTGSYSA B8y | Braisay W vihisaNbY istfiour i ot
transforn1isf%%r$or Bd over t%e in??usioﬁg%vg% g tiﬁé inte?val. fhe f ast
Fourier transformis perforned only over the darted intruninn intervals and

not over thepgghies 99nN@hA $50826 . siheldeatsreSgexés ar2 eshad 13 éxeep et hod
are summari zed as

f ast FouV1ert??ﬁn%%%#ngggcgféﬁ$$é£@%ﬁ%ﬂ%€€ehniéré%%grggf%é?g p%%%ﬁ%%dggﬁhe
t he frequenchaspeeénunsedl tbesebéctisoma efetlhe slopeepbihtsifoxetheted. In
the exanpl e pf,{igur&qds whient DLesNO! £t st 50401 iAMRiFERK 15 above

the threshold and the maximum point in Figure 15 is used

to determine the angle of the rising edge 6.

15 |

As is apparent from Figures 13 and 15 the rising edge in a

cutting event forms approximately a right angle with the

x-axis, whilst the rising edge for a climbing event forms

an acute angle less than 90°. This feature is very

20 important for climbing and cutting classification.

In one embodiment shown in Figure 16 a time-frequency
based classification system is used in which a fast
Fourier transform is performed over the intrusion event
25 time interval. The fast Fourier transform is performed
only over the detected intrusion intervals and not over
the entire domain signal. The features extracted with
this method are summarized as follows:
detection of the intrusion event interval;
30 the fast Fourier transform spectrum is calculated
for the detected event;
for the frequency spectrum of the intrusion
event, a threshold is selected. 1In the example
of Figure 16, the threshold is 50% of the peak
35 magnitude of the spectrum;
the minimum frequency and maximum frequencies

above that threshold are selected and the centre



35magni tude of the spectrum the mninum frequency and mexi num frequenci es
above that threshold are selected and the centre - 27 - frequency is
calculated by (fna") + (f.) divided by 2; and the centre frequency
calculation is repeated for successive detected events over tine. S Figure
17 shows a conparison of the centre frqg;qujes of 10 fence cut and fence
clinb events. The fence cutting events have a nore consistent centre
frequency when nnpi parasti to the clinbing AVAT1tA This feature can be used
10 in conjunction w t hfragueneyi dascadgulatedtby cbfifin} ntt KEnp) cdeviddedf
cutting events. After gytpackhgn of the feature vectors fromthe signal,
decision is then taken about the class the signal belongs 15 to ( t her
cutting or climbing evER®)cSenrhFe 5?%%%%%°¥scii%?{ﬁ?&ﬁpwifrF%RF%b ¥ at e
classifier such as a ngueabsBgirvoaktetoedegeeytPooveri timef eat ure space, a
corresponding class is defined by mapping the feature space to the decision
space. Tht borders between the 20 classes are forned by training the neural
networ k. Thi Figsrdohg shoWsaasachpbriésent off thetcaentire| frégquerniedaefi. Once

border's are fbXedntil Bud 58k PbnkbaLNLAD abars| NorRer LoREBNEGLELns e

classifier is test a set test events (cut and clinp) thal is
i ndependent 6Vepke ha¥pnpngerssepnsiptenkt Farted FEoINCRFBsYPAY base

features desepbinpadelr e¥i eHel ¥1imbihgCetthtsNg BHis Cregburg 4R8BS Gs8dbe
used as inputs to the neural_ngtmgr . The neupal ,network is ﬁ? efficient
regardl es% ofPdSPRIBBGHEPR| BEERNERPPTRELRBP KESREREFRAFR FPBRT ERaMPFes and
once trai nedprasenest oeEnelytiagt emegosit hns nmaki ng them suitable for real
time application. Event classification by a neural network does.not require

any statistical assunptions regarding t he
After extraction of the feature vectors from the signal,

decision is then taken about the class the signal belongs

15 to (whether cutting or climbing event). This process is
performed with an appropriate classifier such as a neural
network. For every point in a feature space, a
corresponding class is defined by mapping the feature
space to the decision space. The borders between the

20 classes are formed by training the neural network. This
is done with a suitable set of cut and climb event data.
Once borders are fixed with a set of training data, the
performance of the classifier is tested with a set of test
events (cut and climb) that is independent of the training

25 set.

The extracted level crossing base features described
previously for the cutting and climbing events can be used
as inputs to the neural network. The neural network is

30 efficient regardless of data quantities. Neural networks
can learn from examples and once trained, are extremely
fast algorithms making them suitable for real time
application. Event classification by a neural network
does not require any statistical assumptions regarding the

35 data. The network learns to recognize the characteristic
features of the data to classify the data efficiently and

accurately.



35 data. The network | earns to recognize the characteristic features of the
data to classify the data efficiently and accurately. - 28 - In another
enbodi ment of the invention a linear classifier can be used to classify
events such as a stone-throwi ng event, fence cutting event or fence
climbing event. The s purpose of this clagsifier is to set boundaries

bet ween various classes and this type of "classifier is suitable for

cl asses, that is particular events, that have little or no overl ap between
themfor a set of given features. 10 Figures 18 to 20 show the

classificati e gRthee0&MbbEOReRt &8t £h&UidNen €LbADA NDikYLN S1aSélier
different conbi nati ons _of features. The two d%gensiona features. for these

figures respE2RiDel ¥58letocGLATSHEY BYTRETTUTR 2F oPes BPRTHEPEVERY 15t ot al
| evel crossi&agenter sdncel epethgt deerteot sSfencd ¢bimbihgvevemt 0ssTings
versus dyration of the eyent . bg_s | ting
events aﬂ% b%?ﬁﬂ?fﬁeofiﬁ%ggnéifég%ﬁfigagﬁde%l?%gi%égg%g%ggéa %@%gt e line.
Thus, an evewaribughclassesadudethhe type of Flassefier chs weitabheified as
a clinmbing eygpt pRdsthat cihicisf okl 61081 0W dP8nti NetRSt &bl tiDgepyent . 25
Simlar comments apply_fo Flgures 19, 20, 21 and 22. |n Figure 18

cl assificati®h BRAJOVRELER; PeE¥eeR BaeR of P usPhgos| FhEe P E®F on of the
events, in Figure 19 slope 30 and total level crossings of the events is
used, 1, 1 0Hf £.285 6 2L, OB0 Aflow OLRL LEYELs FIO28108% R0 H0EGHEEISn' S

of cutting and climbing events using different
combinations of features. The two dimensional features
for these figures respectively are:
event duration versus slope of the event;
15 total level crossings versus slope of the events;
and
total level crossings versus duration of the

events.

20 As can be seen from Figure 18 cutting events are below the
line in Figure 18 and climbing events above the line.
Thus, an event which falls above the line in Figure 18 can
be classified as a climbing event and that which falls
below the line as a cutting event.

25
Similar comments apply to Figures 19, 20, 21 and 22.

In Figure 18 classification and recognition is performed
using slope and duration of the events, in Figure 19 slope

30 and total level crossings of the events is used, in Figure
20 duration and total level crossings of the events is

used.

Figure 21 shows the use of horizontal and vertical
35 threshold lines to separate cutting events and climbing

events.



Figure 21 shows the use of horizontal and vertical 35 threshold lines to
separate cutting events and clinbing events. - 29 - Figure 22 shows the
classification and recognition of cutting and clinbing events using the
angle of the rising edge of the level crossings versus the slope of the
falling edge of the level crossings. 5 Figure 23 shows classification and
recognition of three events being the cuttling and clinbing events
previously described and a stone throwi ng event. The results show that the
st one t hr owi Fggu¥enis ﬁh?Hsc&hﬁa?&ﬁﬁélgFGﬁélﬁPtﬂnéorﬁﬁ@gEaF%Pﬂg°€vents but

different inchiReihgt ahal cheMBling’ 848hes ﬁQiﬁg £h&0anflause 2ReShovsnghat
sone of the stone %vegts share simlar total |evel i055|ngs with clinb

events but dPFPEr° RelPVELoFESSSIRIF: VRFFIS hEPBNTLPRR0BE FBSpersons
skilled in tlfalaihgobdgbeocEnthet Lenel hatosaiygandi fi cati ons nmay be nade

wi t hout dfparting fromthe spirit and scope of the invention. In the clains
which folTow and in the preceding 20 description of the invention, except
where the coRtgrrer @ushewsorhasaifécabéonoarspressgnahgongef othneeessary

InplIcatlOn,ebaﬁt§05dlnsoenéiéa%teﬁgvaﬁaa&19mslﬁgcavaﬁtsc PRyLeesiyor
conprising” is used _in"an inclusive sense, i.e. to specity_the resence of

the stated fegpgrabedupndsanstops pReevimg ?ﬁ%nbresghﬁerﬁ?uﬁﬂﬁlf oM of
further featy4hats thevatbAdsthiEbwihgeeirénté hieei Bumparable slope with

10 the cutting events but different in their total level
crossing rate. Also, Figure 23 shows that some of the
stone events share similar total level crossings with

climb events but differ in their slopes.

15 It will be understood to persons skilled in the art of the
invention that many modifications may be made without

departing from the spirit and scope of the invention.

In the claims which follow and in the preceding

20 description of the invention, except where the context
requires otherwise due to express language or necessary
implication, the word “comprise” or variations such as
“comprises” or “comprising’” is used in an inclusive sense,
i.e. to specify the presence of the stated features but

25 not to preclude the presence or addition of further

features in various embodiments of the invention.



- 30 - CLAIMS 1. An apparatus for nonitoring a structure conprising: 5a
sensing device for producing a detected signal for determ ning a change in
or to the structure; a processor for processing the detected signal to
determ ne |l evel crossing rates in the signal and, fromthose rates,

di stingui shing between noise in the signal, 10 indicative of a nuisance
event and a required event; wherein the sensing device conprises: a |light
sour ce; a wavegui de for receiving light fromthe |ight
source so t h@hkAIMBht is caused to propagate through 15 the wavegui de; and
a detector for detecting the Iight propagating through the wavegui de to
determ ne a change in the nonitored_structure, and for ﬁroducing t he

detected sighal . 20 2ARTRRPAFPERS: ERT JroRY ERTHRI vihef BFHCEHES processor i s
for defini ngcampklisahgty of bl ock durations of a predeterm ned tine

interval ,_setting a noise |level thresho | ' t wber ve
Crossi ngs5 25 exceedi ngatﬁ%n%%)'? e& ‘él\'/e+] %%?e‘g%%{h%g{)ﬂegg%l%%igdurgtslo%n+f(;r a
pr edet er mi nefionodetedwiningoa dhangeohnperi bd thepstredtwfea nunber of

bl ock durations, settifngsfoB0Ls6r AFDE | b HGCe Y AQ I K BSEdGESd P £sied BT 8 ned
nunber of |evel crossings per block, so that if_ the, nunber gf | evel

crossi ngs i n9gteumiBesieUel cEFPEALRGr 52 FBR WRetPRFLIFRRY B moFERhan t he
noi se anpl it yHes¥arhdesPNdisBenguU8RingVBEtivdén NBdSee dbh eEhé Osigant | on

3ﬁ;:g?nlf%;eggég§g§g§e?ggugsgﬂggagggHEVen 'aggeaanéﬁfégé g&egL?IHIZ
wherein the sensing device comprises:

a light source;

a waveguide for receiving light from the
light source so that light is caused to propagate through

15 the waveguide; and '

a detector for detecting the light
propagating through the waveguide to determine a change in
the monitored structure, and for producing the detected
signal.

20
2. The apparatus of claim 1 wherein the processor is
for defining a plurality of block durations of a
predetermined time interval, setting a noise level
threshold, monitoring the number of level crossings

25 exceeding the noise level threshold per block duration for
a predetermined noise detection duration period comprised
of a number of block durations, setting a noise amplitude
variation being a predetermined number of level crossings
per block, so that if the number of level crossings in a

30 noise detection duration does not vary by more than the
noise amplitude variation, the signal over the noise

detection duration period is regarded as a nuisance event.

3. The apparatus of claim 2 wherein the processor is
35 also for establishing an event threshold level which is a
number of level crossings per noise detection duration

period above the noise amplitude variation so that if the



35 also for establishing an event threshold | evel which is a nunber of

| evel crossings per noise detection duration period above the noise
anplitude variation so that if the - 31 - nunber of |evel crossings in one
or nore bl ock duration periods is above the event threshold level, a
required event is regarded having occurred. 5 4. The apparatus of claim3
wherein the event threshold is a dynam c threshold and changes relative to
t he background nui sance | evel dependent on the nui sance events detected by
t he processopumpgrsofhéexuppararasingscini Ang axcrera Pheckrderatien

determ nes tperex@st ikhaBshal dnbedobneothhabhbe e¥eal, t Aresheidedevel is
equal to the sum of the maxi nunber of | eyel crossings over the | ast
gpfloba

e
noi se det ect FBR"Gutdt FBA3P hBgePER R eshol d nargin. 15 6. The
apparatus of claim3 wherein the event threshold margin is a predeterm ned
mar gi n. 7, The app u ' [ C oL, LS, 20 al so for
generati n59 aﬁ'al arm vma%ﬁéaé?é%ﬁ%"%n%%en §:{:1§ %e‘%lg%féé)%r? @1@3 Y\ér;%par atus for
moni tori ng atbreabelideisoapdinanyc thueskhoidngndechargesr retatiiveéntea

detected sigpak HREkgebEhE! RiDEaRcENPBOS1 | BePinlinton SLRECAM 8ance
a processor for Eroce55|ng the detected signal to determ ne |evel crossing

rates in the®¥PBRal dakBctedoRyt FBecPFAERESOH: st i ngui shing between noise in
the signal 30 indicative of a nuisance event and a required event;

wherein t he processor t}? for def{:ni ng. a allura#ivt'% 1(_)f.rllal cg dué@ésié)nrs of a
predeterhi ned tinme intervatPPREITT R A Fot¥e T eVeT T eshoIR °Roni tori ng
the nunber ofletevminesotbenggenkcthuesholdiclevelestevhatt theseventtper 35
bl ock_dur at | eRzboho SaPLEUEH CElT 46a 0LSCLAE! SGh! OF EHE ShlRnbf! hdiber
conprised of a nunber o ock ddrations, setting a_noise anplitude
vari ati on bePﬁglaVﬁ}eﬁﬁ?éﬁﬁ?ﬁ§d°ver the last noise detection duration

period and event threshold margin.

15
6. The apparatus of claim 3 wherein the event

threshold margin is a predetermined margin.

7. The apparatus of claim 1 wherein the processor is

20 also for generating an alarm when a required event is

detected.
8. An apparatus for monitoring a structure
comprising:

25 a sensing device for producing a detected signal

for determining a change in or to the structure;

a processor for processing the detected signal to
determine level crossing rates in the signal and, from
those rates, distinguishing between noise in the signal

30 indicative of a nuisance event and a required event;
wherein the processor is for defining a plurality
of block durations of a predetermined time interval,
setting a noise level threshold, monitoring the number of
level crossings exceeding the noise level threshold per
35 block duration for a predetermined noise detection
duration period comprised of a number of block durations,

setting a noise amplitude variation being a predetermined



- 32 - nunber of l|evel crossings per block, so that if the nunber of Ievel
crossings in a noise detection duration does not vary by nore than the

noi se anplitude variation, the signal over the noise detection duration
period is 5 regarded as a nui sance event. 9. The apparatus of claim38
wherein the processor is also for establighing an event threshold |evel

whi ch is a nunber of |evel crossings per Tnhoise detection duration 10 period
above the noise anplitude variation so that if the nunber of |evel

crossi ngs i nnsmbesr offipleveloekodaiagsonepebloak, | 30abbat ifietheeppmber

threshol d | eyel 1edelicd¥bs8dng¥eih hSnbegar §88e88YbATIRELHI6RUdodS A8t The
apparatus of claim9 wherejn the event threfrg%g?ls a_dénan1c t hreshol d and

changes rel aVRt¥ P¥ PRESHERRPr BRRPALPE aARR BRPEABERAR oFP®he nui sance
events det eckggnhy bhierpthécnshse A8tddtibr appatidbnsperisdaisn 9 wherein

t he procg;so;edgggégiQgsatgg.egggé égrg hold | evel so that the event
threshol d | eveP IS equal "to tRE"SEnTO he maxi mum nunber of | eve

crossings over the |last noise detection duration period and event threshold

margi n. 25 1gThe app?r@ﬁé‘sa%afééﬁén&f%féﬁﬁnatth?e:?é/ﬁ{‘ttﬁ@rﬁé&&é%é@rﬂé” s
a predeterm ned margin. 13.  The apparatus, of claim 8 wherein the
processor is2380afes estahihghingnananvert hrpeheld teyet cohEsRntsia
detected. l4pumb8et 88016%eDD8Lb95iNgs apét I W61 $& EdEOEPELSH NGurdBDbh Ori Ng a

change it NEest LU LML Ge Ung RE0SL"EniPs HEUL CGal LaBLOYT S5 BnlE £ 66
number of level crossings in one or more block duration
periods is above the event threshold level, a required

event is regarded having occurred.

15 10. The apparatus of claim 9 wherein the event
threshold is a dynamic threshold and changes relative to
the background nuisance level dependent on the nuisance

events detected by the processor.

20 11. The apparatus of claim 9 wherein the processor
determines the event threshold level so that the event
threshold level is equal to the sum of the maximum number
of level crossings over the last noise detection duration
period and event threshold margin.

25
12. The apparatus of claim 9 wherein the event

threshold margin is a predetermined margin.

13. The apparatus of claim 8 wherein the processor is
30 also for generating an alarm when a required event is
detected.

14. A method of monitoring a structure comprising:
monitoring a change in the structure by a sensing
35 device to provide a detected signal; and
processing the detected signal to determine level

crossing rates and for distinguishing between a nuisance



processing the detected signal to determne |evel crossing rates and for

di stingui shing between a nuisance - 33 - event and a required event based
on the level crossing rates. 15.The nethod of claim 14 wherein the
nonitoring 5 step conprises launching light into a wavegui de and detecting
light fromthe waveguide to provide a detgcted signal. | A The nmethod of
claim 14 wherein the nethod further 10 ¢ §$rises defining a plurality of

bl ock durations of a predeternmined tinme interval, setting a noise |evel

t hreshol d, newmentrand ahzeduibed evehtvbasedoori bhe beeeltarosding | evel
threshol d peg bLgck duration for a predeterm ned noi se detection duration
period conprised of 15 a nunber of bl ock durations, setting a noise
anplitude variation being a predeterm ned nunber of |evel crossings per
block, so thas.if the Phebhrethdd|&FetlL£imSHs NElvet i ﬂﬂé&ﬁoxdft@ﬁﬂg)n
duration does, not nglwtude vgrla on, the

si gnal over ?ﬁgpn8?§8¥§5¥52?88?Fgﬁn%u?%??gnlﬁg?|od PEETREET B as a

nui sance evedéte&i;ﬁbelmghhoﬂroﬁ theai vatégwhdectn phevide haddetestad! i shes
an event thrg ? | evel which is a nunber of |evel crossings per noise
detection durafion perlod above 25 the noise anplitude variation so that if
the nunber of 1.7=1 inga in ~via nr mra hlnnk Anratinn pay-intimin above

the event thigshold Iemé,métﬁ@a%f&mﬁwmi%émmh@iﬁwomwwﬂ 30
18. The method of c¢laim.17.wherein vent %Bﬂﬁghﬁ 8 S, & d £n
t hr eshol ¥ an8°BREA§ES AeFiptDE 2o ﬂﬁa HEX P A %ﬁ%ﬁl?% P+ dBpendent
on the nylsapsedeueﬁmSnddtemﬁedlhyethalprseessmg.a3ﬁoiQeThevebthod of claim
15 wherein tgﬁrggﬂgfg, monitoring the number of level crossings over

the noise level threshold per block duration for a

predetermined noise detection duration period comprised of

15 a number of block durations, setting a noise amplitude

variation being a predetermined number of level crossings

per block, so that if the number of level crossings in a

noise detection duration does not vary by more than the

noise amplitude variation, the signal over the noise

20 detection duration period is regarded as a nuisance event.

17. The method of claim 16 wherein the method
establishes an event threshold level which is a number of
level crossings per noise detection duration period above
25 the noise amplitude variation so that if the number of
level crossings in one or more block duration periods is
above the event threshold level, a required event is

regarded having occurred.

30 18. The method of claim 17 wherein the event
threshold is a dynamic threshold and changes relative to
the background nuisance level dependent on the nuisance

events detected by the processor.

35 19. The method of claim 15 wherein the method
determines the event threshold level so that the event

threshold level is equal to the sum of the maximum number



determ nes the event threshold level so that the event threshold level is
equal to the sum of the maxi num nunber - 34 - of |evel crossings over the
| ast noi se detection duration period and event threshold nargin. 20.
The nethod of claim 16 wherein the event 5 threshold margin is a
predetermned margin. 21. The nethod of ,gl ai m 14 wherein the nethod
generates an alarmwhen a required event “I's detected. 10 22. A system for
nonitoring a structure conpri sing: a sensing device for
produci ng a dft tevell crgmaingsrovier ekhe nlagt aneine deteckion Ayration
structure, a?Qriod and evenf PhPESRSDE h&FgDh OCessing the signal detected
by the detector to distinguish between nuisance events and 15 the required
event, the processor establishing an event threshold and dynam cally
\éXr yi ngdt he eulent thLem{@Ixﬁbdmmier&lamma whemssainc etle gnagnt evel in the
etected sig S at_in.order_t ) j red event the signal
detectedf%y Fﬁﬁeﬁg?% 87" &%e%%satﬁﬁggéﬁéﬂ%gﬁﬁséﬁfﬁ% t hr eshol d. 23.Tge
system of claim 22 wherein the method further conprises defining a
plurality of,block durf’\{é HWStidd G £ SOLLLTTY RathAdiTE ¢HY aie@loa Setting a
noi se |level 25 threshold, nonitoring the nunber of |evel crossings in the
dat art dad ai gRRETAVRF 2McrlRTRVRRY R FETRLTRA PYRRt vt RetrRFtR%on for a
E{edeternined noi se detection duration period conprised of a nunber of

ock duratigps, settipng a hoisg anplitude variation being a predeterm ned
number of° 308$evel cr s?%%e"be&’f)lqg%’k’;ms%“fgna% sltfr"ﬁteurneu%boénrrp T el
crossings in a noise dets=ising dewv¢onfanascorhicing \a [detagted signadle
noi se anpli ! §gg JBELARing ! DocHLAPE! 1RVEE {H0hO! SErdEterd ] atngluration
period is regarded as a nufsance event. 35

a processor for processing the signal detected by

the detector to distinguish between nuisance events and
15 the required event, the processor establishing an event

threshold and dynamically v%rying the event threshold

dependent upon a nuisance signal level in the detected

signal so that in order to determine a required event the

signal detected by the detector exceeds the dynamic event
20 threshold.

23. The system of claim 22 wherein the method further
comprises defining a plurality of block durations of a
predetermined time interval, setting a noise level

25 threshold, monitoring the number of level crossings in the
detected signal over the noise level threshold per block
duration for a predetermined noise detection duration
period comprised of a number of block durations, setting a
noise amplitude variation being a predetermined number of

30 level crossings per block, so that if the number of level
crossings in a noise detection duration does not vary by
more than the noise amplitude variation, the signal over
the noise detection duration period is regarded as a
nuisance event.

35
24. The system of claim 22 wherein the processor is

for determining the occurrence of a required event from



- 35 - the processing of the detected signal to determ ne | evel crossing
rates to produce a signal indicative of a conbined nui sance event and
required event, and a signal indicative of only the nuisance event, the
processor being 5 for performng a fast Fourier transformon both signals
to convert the signals to the frequency. i n, renoving sel ected
frequencies in the signal indicative of only the nuisance event fromthe
conbi ned nui sance and event signal to produce a signal containing only
event data t &henmsPeesging pﬁtghgiéﬁte9§ﬁ@ sbopaldérerntaepine pkevahe

system of cl giBs32nyheheks tBepe8AataJal8YhA81COHREESESVed0Ei ght source;
15a wavegui de for recelvlnﬂcll ht fromthe |i 25 sourge SO that.légit S

caused to pr&pREAPEd RPIGERCEhEVRRTBRAIESTRA event, and a §L9Rtor for
det ecti ng théndightipeopigahlpgthér aughahbe wmeryyi thet prdeéssarneeanghange

in the 20. nopi tor r ure a r | pdicati ve
of the oé%ur?8ﬁcgggfg%mggéu?rggggvgﬁ§¥§%% ?%gﬁg?ggﬁcgﬁggggﬁegéggg%gs#énaI.
26. The syst eanwergl &hen signhdsetn the Srtedauenayecdohais, apemeehndt o produce

the conbi ned;pubganacs20queneRbsSifANghe! $i4RAEM ThAEa by v NEEPEREFSERE DY
t he nunber of | evel crossings exceeding an event threshold. 27. The fysten1

of clai m24 RHEFBPRSt R¥SREGREPM3BREEPRELPGE BYLEARCH PRANRESRY RTINR

determ ned feenpeodutat h0Bighal heofitgdalingnonbyclventraguared ewablei s

present. e systen%o c%gig; 4 mhergin the required event 35 is
e. :

28, Th
an intrusl on®BniBFTBEEPT RESBE, Rt ermine

25. The system of claim 22 wherein the sensing device
comprises: |
a light source;

15 a waveguide for receiving light from the light
source so that light is caused to propagate through the
waveguide; and

a detector for detecting the light propagating
through the waveguide to determine a change in the

20 monitored structure so an event alarm can be generated
indicative of the occurrence of a required event and for

producing a detected signal.

26. The system of claim 24 wherein the occurrence of
25 an event to produce the combined nuisance and event signal
is determined by the processor by the number of level

crossings exceeding an event threshold.

27. The system of claim 24 wherein the signal
30 indicative of the nuisance event is determined from a
duration of the signal in which no required event is

present.

28. The system of claim 24 wherein the required event

35 is an intrusion on or over the structure.

29. A method of monitoring a structure comprising:



- 36 - nonitoring a change in the structure by a sensing
device to provide a detected signal; and establ i shing an event
t hreshol d and dynami cally varying the event threshold dependent upon a

nui sance 5 signal level in the detected signal so that in order to
determ ne a required event the signal detiected by the detector exceeds the
dynami c event threshold. In.The nethod of claim29 wherein the nonitoring
10 step conpri ses: | aunching light into a wavegui de so that
light is caused to propebtering cdithange kv dehf dqitrugfpre by a sensing

detecting thgebi gl 6" pa0SALNA abEauEld thegh@ypande Lo determine a change
in the nonitored struc [

ure 15 indicative of the qQccurrence, of a required
event and for produci riStakibtehing an gugnt '?ﬁ’?es%?fél#rﬁ'ffgdiﬁa‘?ﬁ%ﬁ Y9
\évher eint hef WREYPOAg T thé hevesnphiresholief deperiden pl upaen i 4 ynwd sdaxk
urations of _a 20.pyredetermped Li j ntery setty . N0J I
t hr eshol &, n%h??%%i%ﬁv?%elﬁu %r&% e?%ﬁ%ls%ﬁé%%i%%stgﬁtﬁﬂg(%éﬁééﬁ%g si gna
over the noi detémwihetair eefoidegeevenbckhelsignah deteated dfetEheri ned noi se
det ection dugatiQPoPeLi8de§OPhL SEPnhi & LW cRfe PAOLK, durations, setting

a 25 noise anplitude variation bei'nhg a predeterm ned nunber of |argo
rrnmm ngm per block, nm that if the nunber of |evel crossings in a noise
detection dug@tion doephéGhetliéd &F ddin IIMWHrR DI tite amgnl i tosting

vari ation, the signal over the noise detection duration period is regarded
as a 30 Hui sBhBR EUBRTXS®32. The nethod of claim 31 wherein the method
further conprises det etaumeining elieghtrigstsd |y wanemide pyodihat dlighthals

i ndicative o | | C 55&@ e ent, and a signa
i ndicative o a§%§§n?%28%ﬁ$§ %g% g@§%§?$§§9?d§%¥%g a.%ég?ﬁiburier transfgrm
on both signals to cordetectinrg sthmaltighty RIRPIFHGHAG Fhreugly the

waveguide to determine a change in the monitored structure
15 indicative of the occurrence of a required event and for

producing a detected signal.

31. The method of claim 29 wherein the method further
comprises defining a plurality of block durations of a

20 predetermined time interval, setting a noise level
threshold, monitoring the number of level crossings in the
detected signal over the noise level threshold per block
duration for a predetermined noise detection duration
period comprised of a number of block durations, setting a

25 noise amplitude variation being a predetermined number of
level crossings per block, so that if the number of level
crossings in a noise detection duration does not vary by
more than the noise amplitude variation, the signal over
the noise detection duration period is regarded as a

30 nuisance event.

32. The method of claim 31 wherein the method further
comprises determining level crossing rates to produce a
signal indicative of a combined nuisance event and

35 required event, and a signal indicative of only the
nuisance event, performing a fast Fourier transform on

both signals to convert the signals to the frequency



domai n, renoving sel ected frequencies in the signal indicative of only the
nui sance event fromthe conbi ned nui sance and event signal to produce a
signal containing only event data to enable an intrusion event to be 5
determ ned. 33. The nmethod of claim 31 wherein the occurrence of an event
to produce the conbi ned nui sance and event, signal is determ ned by the
nunber of | evel crossings exceeding 10 an event threshold. 34. The nethod
of claim32 wherein the signal indicative of the nuisance event is

det erni ned ffAeMRARdUFERPHRNGf Sehectkednbreavenfien 1 theuit®abvent is 15

present.  35indDeaf®{806f 0bnL{ athe 28uibghEé Nev et I bt I Ele ev@ibinsd an
I ntrusi on on or over thg strugture. go 36. An q@ ar at us ffr ng?itgrﬁng a
structure coRpFFaPfg; and event signal ke REOUMCE 3 3Pt R FIH 1"Uet ect ed

signal for dehtynewveny dataahgeenabbe an imbtresiomteventabe e processor for
producingsfrggkggégngggected 25 signal a signal indicative of a conbined

nui sance event and required event, and a signal indicative of only the

nui sance event, the processor being for performng a fast Fourier transform

on both signggs to conmed tmd o iNatBaiw 3heHSROUE e WU@RIFred A NY
sel ected frequencies in 30 nal indicative of only. the nuisance event

éhe Si %?

from the con®Pne¥eRhi EArRECIRTE 7R CUMRTRP B HF R 223 SFYFAF THRET ni ng
only event dfsadébetmniheéd bjethe cnamiser obf alewslli crossimys exesedimg be
deternineq. §5_§7-J etggggﬂgi&§ of claim 36 wherein the sensing device
conpri ses: a ?lgﬁ? Source;

34. The method of claim 32 wherein the signal
indicative of the nuisance event is determined from a
duration of the signal in which no required event is

15 present.

35. The method of claim 29 wherein the required event

is an intrusion on or over the structure.

20 36. An apparatus for monitoring a structure
comprising:
a sensing device for producing a detected signal
for determining a change in or to the structure; and
a processor for producing from said detected
25 signal a signal indicative of a combined nuisance event
and required event, and a signal indicative of only the
nuisance event, the processor being for performing a fast
Fourier transform on both signals to convert the signals
to the frequency domain, removing selected fréquencies in
30 the signal indicative of only the nuisance event from the
combined nuisance and event signal to produce a signal
containing only event data to enable the presence of a

required alert event to be determined.

35  37. The apparatus of claim 36 wherein the sensing
device comprises:

a light source;



- 38 - a wavegui de for receiving light fromthe |light source so
that the light is caused to propagate through the wavegui de; and a detector
for detecting the light propagating s through the waveguide to determ ne a
change in the nonitored structure so an event alarm can be generated

I ndicative of the occurrence of a requngﬁgqyent and for producing the
detected signal. 10 38. The apparatus of claim 36 wherein the processor
determ nes the signal indicative of a conbined nuisance event and required
event by deternining tAewavageidefforyeeceivingngighh fremdehectighti gnal

exceedi ng ansgueBb LBrenhel ¢hel?igh®. idheadbear 8bUpr8hagheeMtRougrr ei n the
processor determ nes the Si nal i ndi cati ve of the nuisance event from
duration of the HéV@EPé&esigﬁ | in which no required event is present 20

40. A nethod of nonitoai dgté@csbrutdbrrdetoapingi tiye hiiht gsrowagatimmge in

the structure, b S iy Vi ' e | 0 ; and
producingéfrgﬁfégga gg%eggggsgféﬁa%gagé?é%§?n§5gi%ﬁ%%ggigg gﬁéa conbi ned
nui sance evempniatdredgstrudtuvense andeventgalarindanabevgeneérateg t he

nui sance evenhqy;ibOeiPLOGeSEAL BELAGrEREePSET QT PLafiRelagtehOUALET £bEANST Or M
on both signals to convert the signals to the fréquency domain, renoving

sel ect ed freBteABF&RT| fhendesecEpgnatInali cati ve of only the nuisance event
fromthe conbi ned nui sance and event signal to produce a signal containing

only event dgka to ena,giée the_ presenc giaa r guvivredeiarlle{teevregéetsoope
det er m n&d. gé‘41.The ?h%ﬂp?)?aglfil?f4 \Aﬂ’i‘%rgl S T T Y R R &)
conpri ses: | datehmagebi the sagnad wedibgativesoft Aacombined nuisance
event and required event by determining the number of
level crossings in the detected signal exceeding an event
threshold.
15
39. The apparatus of claim 36 wherein the processor
determines the signal indicative of the nuisance event
from duration of the detected signal in which no required
event is present
20
40. A method of monitoring a structure comprising:
monitoring a change in the structure by a sensing
device to provide a detected signal; and
producing from said detected signal a signal
25 indicative of a combined nuisance event and required
event, and a signal indicative of only the nuisance event,
the processor being for performing a fast Fourier
transform on both signals to convert the signals to the
frequency domain, removing selected frequencies in the
30 signal indicative of only the nuisance event from the
combined nuisance and event signal to produce a signal
containing only event data to enable the presence of a

required alert event to be determined.

35 41. The method of claim 40 wherein the monitoring
step comprises:

launching light into a waveguide so that the



- 39 - light is caused to propagate through the wavegui de; and

detecting the |light propagating through the wavegui de to determ ne a change
in the nonitored structure so an event alarm can be generated indicative of
the 5 occurrence of a required event and for producing the detected signal.
42. The nethod of claim40 wherein the_ngihod determ nes the signal

I ndi cative of a conbi ned nui sance 10 event and required event by

determ ning the nunber of |evel crossings in the detected signal exceeding
an event thrdsabtdis 4ausqdctacphepagite| through vhe cvavedeide: RRA 15

determ nes the signal sachceinyerrd 1itehtpScpidamantctiraigr chy ation of
the detected signal .in which no required event 1s present 4. An apparat us
for nonitoriK3vageifactardetadinget cfirnEe 11 the RPRAERT S %t’F‘é‘E]Y'J‘F)’Feed
event, conprisi 8f:event alarm canSPasgafereved eindicptdekicongtize det ect ed
signal for determning a.chapge in or to the st ture; a
processof fo?cﬁ?ﬁﬁ %ggnﬁftﬁer%%?éf gde%?%%a?néﬁ%g%£¥¥§%?$ﬁggth%eternined
features frodeteetedtetgedl25 signal so that the classification of an event
type can be rinfnrmnma fromthe prmdntnrm nnd features. 45. The apparatus

of claim 44 wherein the sensing_device conprises: 30a _|ight source;
a wavegui de #3r recei VIHg 1A rehRIFE 4QHthearinhe meERod he 1ight s

caused to propeeahenédr enghsidwayoirg@itdleivénsf a combined nubsdie¢ect or for

detecting the Iiﬁht $r§g§?ating 35 éﬂ%gqghtthe.mave q%de tg determne a

change i1 t h8ViBhi 287 feqTHERE LPESD fBF “protieThg ea‘é?’&?%a" i gnal .
level crossings in the detected signal exceeding an event
threshold.

43. The method of claim 42 wherein the method
15 determines the signal indicative of the nuisance event
from a duration of the detected signal in which no

required event is present

44 . An apparatus for monitoring a structure to
20 determine the occurrence of a required event, comprising:
a sensing device for producing a detected signal
for determining a change in or to the structure; and
a processor for processing the detected signal
and extracting predetermined features from the detected
25 signal so that the classification of an event type can be

determined from the predetermined features.

45. The apparatus of claim 44 wherein the sensing
device comprises:
30 a light source;

a waveguide for receiving light from the light
source so that the light is caused to propagate through
the waveguide; and

a detector for detecting the light propagating

35 through the waveguide to determine a change in the

monitored structure, and for producing a detected signal.



- 40 - 46. The apparatus of claim44 wherein the detector signal is also
processed to determne |level crossing rates in the signal and fromthose
rates, distinguish between noise in the signal and the required event. 5
47. The apparatus of claim 46 wherein the nunber of |evel crossings in the
detected signal when a required event is getected is deternmined by the
processor and the predeterm ned features are selected fromthe group 10
conpri si ng: the total number_of |evel crossings over a
specified tiA6-period; Thacappprates of chaimedd| vheseinfe detector

the slope Ofs&aﬁa&ahkiaqssd?ﬁersBEa kevabtébmehassewgs; cabdsihg nages of
the rising edge of the | evel crossin hod of c#a'n144 wher ei n

s. 48, The e
the processoifhiBeogigna a???ffﬁ?mhﬁgPﬁﬁ ﬁaﬁﬁﬁraﬁlﬁgfﬂSPksPo SHE88Pvi ng the
pr edet er m nedofieat ihethandifgaanldandr khai rggtiheed| agendf the event. 49.
The appar at us of claim 44 wherein the processor 25 has a linear classifier
to define a boundary between rlasses of intrusion events so that an
i ntrusi on evédit is cl afbefapdanatusdpfigclaimhéf cwhereint thei pwrksenef as

represented hyybhe pbgdshgsiAegnbeabubeteaCE hfial elRbAVE Laghigeli ne. 30
50. The apparatus of claim44 wherein the predéterm ned featureg gﬁe tinme
frequency bas¥gnteaf fetected is determined by the processor an e

predetermined features are selected from the group
10 comprising:
the total number of level crossings over a
specified time period;
the duration of the level crossings;
the slope of the falling edge of the level
15 crossings; and
the angle of the rising edge of the level

crossings.

48. The method of claim 44 wherein the processor has
20 a classifier having a neural network for receiving the
predetermined features and for determining the class of

the event.

49. The apparatus of claim 44 wherein the processor
25 has a linear classifier to define a boundary between
classes of intrusion events so that an intrusion event is
classified according to where the intrusion event as
represented by the predetermined features occurs relative
to the line.
30
50. The apparatus of claim 44 wherein the

predetermined features are time frequency based features.

51. The apparatus of claim 50 wherein the features
35 are determined by performing a fast Fourier transform on
the signal during the event interval, determining a centre

frequency and using a comparison of centre frequencies



51. The apparatus of claim50 wherein the features 35 are determ ned by
performng a fast Fourier transformon the signal during the event
interval, determning a centre frequency and using a conparison of centre
frequencies - 41 - determned during the event to classify the event. 52.
A nmethod of nmonitoring a structure to det£¥rﬁ ne the occurrence of a
required event, conprising: 5nmonitoring a change in the structure by a
sensing device to provide a detected signal; _and processing the
detected si gigtezmdned; Axingq thec8¥eBtnitReGlrERLEVEPPr B¥PPRe det ect ed
signal so that the classification of an event type can be determ ned from

ﬁganngLSdggéénlgﬁgrr atu%ﬁ88n8g Rget gﬁﬁfn?n?o grﬂg§g§ﬁ|§8m§%£$ﬁ§}£$he is

light is caushe becprepaget oft br vegnitrkd esesgli domprising: detect|ng
the | ht t de. t
e light propagating &gﬁgﬁgblhgda“@MSH Ldgy QhQe&@EHEEﬁrQZ%Paﬁggﬁhglﬁ o

moni t or ed” structure, ucin detected sl gna
of claim 52 ﬂﬁ@#@ﬁntPhPrQEFéetérd§t§ﬁ§Pd|§1§P§é pABdessed to determ ne

Lerel crossing ratﬁs 'ﬁr&éﬁs§h%§?%hénéeﬁééﬁﬁéh9§§?£§tQﬁd 8l 8Lh8ELAGH
etween noise in e Signal., an e _requlrea _even
predetermgngd features from the detected signal so that
the classification of an event type can be determined from

10 the predetermined features.

53. The method of claim 52 wherein the monitoring
step comprises:
launching light into a waveguide so that the
15 light is caused to propagate through the waveguide;
detecting the light propagating through the
waveguide to determine a change in the monitored

structure, and for producing a detected signal.

20 54. The method of claim 52 wherein the detector
signal is also processed to determine level crossing rates
in the signal and from those rates, distinguish between

noise in the signal and the required event.

25 55. The method of claim 54 wherein the number of
level crossings in the detected signal when a required
event is detected is determined, and the predetermined
features are selected from the group comprising:

the total number of level crossings over a

30 specified time period;

the duration of the level crossings;

the angle of the falling edge of the level
crossings; and

the angle of the rising edge of the level

35 crossings.

56. The method of claim 52 wherein a line is



25 55. The nmethod of claim 54 wherein the nunber of |evel crossings in the
detected signal when a required event is detected is determ ned, and the
predeterm ned features are selected fromthe group conprising: the total
nunber of |evel crossings over a 30 specified tine period; the duration of
t he | evel crossings; t he ang]gzot the falling edge of the |evel
crossings; and the angle of the rising edge of the |evel 35 crossings. -
42 - determned to define a boundary between classes of intrusion events so
that an intrdgteﬁméveﬁttpsdefa§§i#i%GUBQEBYdPﬁEW?%nmﬁ%?és?ﬁe°fntrusion
event as repsgseitednbyvihesps8dehstnhnednt LabUbRSePERYr SsI€lassifiéa the
l'ine. 57. The nethaod of clajmb56 mhereLn t he prede&ernined featgrgsbare
tine-frequené?cﬁﬁgéﬂgféatﬁ gxe the intrusion event as represente Y

the predetermined features occurs relative to the line.

57. The method of claim 56 wherein the predetermined

features are time-frequency based features.



