PCT/US2010/058228

WO 2011/084265

1/9

Yivad

NOIDZY /

’ 081
Te AL

lj

LASIHD

N(

oL
FAVAN
HATHOEINGD
HHOMLIN

Aj

7

%,
~

6l

~

Y4 S0Id
. A

06T

AMOWAN HEV T4

— i S 997
......... = FIOSNGO
08} AZ) NOILAAMONT JOVIOLS AMONIN 1) [ INFHIOVNVA
2030 301A30 FULVIOANON
IOVHOLS VIVS - g
Y1yavLan
18k P n—— e emmreemm e, T
oV IS Sorionl BN L
FOYHOLS BN qon \ REOMIEN
e [
mz_mwm mmjmwwzaww sk 3T IOULNOD
MAGMLIN
NOLLAANONE g ) [FTIEING
mI\D
{ D
M = _ ¥ALNTD
,, T /d T ;W NOILNBRLLSIT AT
\ FINCON 00030 ] (30} INIDNT
muﬁ”m m»zm 0T ONYININQD Ot | [ ALIHEYIOYNYI
' AT —
AHONEN NOLILEYd Y 2
HOY I ANOASLISEIHD RAES
aLil 103 ~ Vi
; NG
/
— o3y
9b iDFA
RihEl o
A vl.l AAAAAAAAAA o m m mﬁm
Wydd 30 LSOH




PCT/US2010/058228

baL 20YAH3 LN -
IDVHOLE _ Us 5 7T u g,

2/9

WO 2011/084265

JOVHOLS YIVS ERILEL
IAEA E9N
05 Gl 04 TEy
INIDNT YITIOUINGD | |HITICUINOD QIADANIS
zo;%momzm gan o NOWROO INIONT ALIISYIOYNYI T
— INIONT ALITIGYIOYNYI
5 HIOYNYIN 30IA30 IL03L0Ud
JEERELLGY R T 57
55 7 YA TINNIY

) ] AL NOLLYZF T ALMIA Y1YS / INTWIOYNYIN ADHALINNDIS INIENT ALFIEYIOYNYR

fYLvQvLINY mﬁwmy = =
MELAEYE 5 TV A FINAON NOLYOINTNNOD

6T _ N0M INTNISYNYI ALLLNEC aNYE-40-100
AHOWEN | 161 50030 ANYWINOD O m
HOY I . M
0zl MITIOMINGD SNHCAMIEN
NOELLLLYYd 3HNDIS/LISIHD
J@ﬂ frrm— Aw @@w
vgop —— VNDIOL 4 TI08NOD
G007 i QHOMSSYd e 991 TANNYHO
¥ { 98} IINIG NOLLYDINOININGD 800




WO 2011/084265

3/9
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\_ RESET J

ME PROTECTED DEVICE MANAGER
READS DEVICE METADATAFROM SATA
DEVICES INDIRECTLY VIAHO
COMMAND DECODE MODULE OVER
MEC!

v

/0 COMMAND DECODE MODULE READS
VIRTUAL DRIVE DEFINITION METADATA
CONTAINING METADATA DESCRIPTOR

INFORMATION
320

v

/0 COMMAND DECODE MODULE
LOCATES USER AUTHENTICATION
METADATA OFFSET AND READS
DEVICE METADATA
330

v

ME PROTECTED DEVICE MANAGER
STORES DEVICE METADATA IN SECURE
STORAGE

ME PROTECTED DEVICE MANAGER
WAITS FOR A MANAGEABILITY
OPERATION COMMAND TO BE ISSUED
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4 REMOTE UNLOCK Y4
407 USE UNLOCK
— 418
MANAGEMENT CONSOLE TRIGGERS REMOTE
404 USER TO INSERT USB DEVICE
¥ CONTAINING TOKEN-2
MANAGEMENT CONSOLE CONNECTS TO 420
SECURE PARTITION; ¥
SENDS DISK UNLOCK COMMAND CONTAINING BIOS READS TOKEN-2 AND
TOKEN-1 AND DEVICE PASSWORD SENDS 1T TO ME PROTECTED
406 DEVICE MANAGER VIA HECI/DHCI
¥ 422
ME PROTECTED DEVICE MANAGER VALIDATES ¥
COMMAND ORIGINATED FROM TRUSTED ME PROTECTED DEVICE
CONSOLE MANAGER USES
408 TOKEN-2 TO UNWRAP A COPY
¥ OF THE DEK IN DEVICE METADATA
ME PROTECTED DEVICE MANAGER USES 424
TOKEN-1 TO UNWRAP A COPY OF THE DEK
IN DEVICE METADATA A
410
AN S

2
ME SECURITY/KEY MANAGEMENT
FIRMWARE WRITES DEK TO ENCRYPTION
ENGINE INTO KEYSLOT-REGISTER
CORRESPONDING TO THE SATA DEVICE
412
¥
ME PROTECTED DEVICE MANAGER PERFORMS
MANAGEABILITY OPERATION (WHICH
MAY INCLUDE BOOTING THE O5)

414

&

ME PROTECTED DEVICE MANAGER RESETS
THE PLATFORM RESULTING IN THE SATA
DEVICE BECOMING LOCKED AGAIN
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