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IMPLEMENTING WORKLOADS IN A MULTI-CLOUD ENVIRONMENT

BACKGROUND

[0001] The present invention relates to workload implementation, and more particularly, this invention relates to

distributing workload operations to cloud vendors.

[0002] Cloud vendors are often used to provide resources such as computing, storage, and bandwidth to work-
loads. During the implementation of these workloads, maintaining cyber resilience becomes an important concern. For
example, workload data may need to be secured during implementation of the workload, and a predetermined level of
service may need to be provided during implementation of the workload. Likewise, workloads may need to be com-

pleted in spite of system failures, malware, etc.

[0003] However, current workload implementations do not optimize different portions of workloads in view of

available cloud vendors in order to optimize and secure implementation of the workload.

BRIEF SUMMARY

[0004] A computer-implemented method according to one aspect includes determining and storing
characteristics of a plurality of cloud vendors; dividing a workload into a plurality of logical stages; determining
characteristics of each of the plurality of logical stages; and for each of the plurality of logical stages, assigning the
logical stage to one of the plurality of cloud vendors, based on a comparison of the characteristics of the plurality of

cloud vendors to the characteristics of the logical stage.

[0005] According to another aspect, the characteristics of each of the plurality of cloud vendors are determined
by analyzing the cloud vendor, the analyzing including running capability and cost application programming interfaces

(APIs) to perform a scan of the cloud vendor.

[0006] In this way, an implementation of each logical stage within the workload may be sent to an optimal cloud
vendor for implementation. This may reduce an amount of resources (e.g., computing resources, storage resources,
security resources, etc.) required to perform each logical stage, which may improve a performance of one or more

computing systems implementing (e.g., executing, etc.) the workload.

[0007] According to another aspect, a computer program product for implementing workloads in a multi-cloud
environment includes a computer readable storage medium having program instructions embodied therewith, where

the computer readable storage medium is not a transitory signal per se, and where the program instructions are
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executable by a processor to cause the processor to perform a method including determining and storing, by the
processor, characteristics of a plurality of cloud vendors; dividing, by the processor, a workload into a plurality of logical
stages; determining, by the processor, characteristics of each of the plurality of logical stages; and for each of the
plurality of logical stages, assigning, by the processor, the logical stage to one of the plurality of cloud vendors, based

on a comparison of the characteristics of the plurality of cloud vendors to the characteristics of the logical stage.

[0008] According to one aspect, the characteristics of each of the plurality of cloud vendors are determined by
analyzing the cloud vendor, the analyzing including estimating one or more viability factors for each of the cloud
vendors, based on collected review information for the cloud vendors, where the viability factors are selected from a
group including serviceability, a net promoter score (NPS), user reviews, performance benchmarks, and tuning

flexibility.

[0009] According to another aspect, a system includes a processor; and logic integrated with the processor,
executable by the processor, or integrated with and executable by the processor, where the logic is configured to
determine and store characteristics of a plurality of cloud vendors; divide a workload into a plurality of logical stages;
determine characteristics of each of the plurality of logical stages; and for each of the plurality of logical stages, assign
the logical stage to one of the plurality of cloud vendors, based on a comparison of the characteristics of the plurality of

cloud vendors to the characteristics of the logical stage.

[0010] According to another aspect, dividing the workload includes parsing the workload to identify points of data

input and output within the workload, as well as dependencies associated with input to the workload.

[0011] In this way, a cyber resiliency of each logical stage may be ensured, which may reduce an amount of
data/computational work that is lost to system outage or malware, which may also improve a performance of the

computing systems implementing the workload.

[0012] According to another aspect, a computer-implemented method includes determining characteristics of a
plurality of cloud vendors by analyzing the plurality of cloud vendors, the analyzing including running capability and cost
application programming interfaces (APIs) to perform a scan of the plurality of cloud vendors, collecting and parsing
one or more public and private security database information to identify one or more of reports, trends, vulnerabilities,
security problems, etc. for each of the plurality of cloud vendors, and parsing one or more fix databases to determine
any existing solutions to any existing security problems for one or more of the plurality of cloud vendors; dividing a
workload into a plurality of logical stages; determining characteristics of each of the plurality of logical stages; and for
each of the plurality of logical stages, assigning the logical stage to one of the plurality of cloud vendors, based on a

comparison of the characteristics of the plurality of cloud vendors to the characteristics of the logical stage.
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[0013] According to another aspect, a computer-implemented method includes determining and storing
characteristics of a plurality of cloud vendors; dividing a workload into a plurality of logical stages, including parsing the
workload to identify points of data input and output within the workload, as well as dependencies associated with input
to the workload, and scanning source code of the workload to predict instances of data input and output within the
workload, wherein each of the logical stages includes data input that is not dependent on other logical stages within the
workload; determining characteristics of each of the plurality of logical stages; and for each of the plurality of logical
stages, assigning the logical stage to one of the plurality of cloud vendors, based on a comparison of the

characteristics of the plurality of cloud vendors to the characteristics of the logical stage.
[0014] Other aspects and embodiments of the present invention will become apparent from the following detailed
description, which, when taken in conjunction with the drawings, illustrate by way of example the principles of the in-

vention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] FIG. 1 depicts a cloud computing environment in accordance with one aspect of the present invention.
[0016] FIG. 2 depicts abstraction model layers in accordance with one aspect of the present invention.
[0017] FIG. 3 depicts a cloud computing node in accordance with one aspect of the present invention.

[0018] FIG. 4 illustrates a tiered data storage system in accordance with one aspect of the present invention.
[0019] FIG. § illustrates a flowchart of a method for implementing workloads in a multi-cloud environment, in

accordance with one aspect of the present invention.

[0020] FIG. 6 illustrates a flowchart of a method for scanning a cloud vendor, in accordance with one aspect of
the present invention.

[0021] FIG. 7 illustrates a flowchart of a method for identifying workload requirements, in accordance with one
aspect of the present invention.

[0022] FIG. 8 illustrates a flowchart of a method for implementing a multi-tenant workload management engine,
in accordance with one aspect of the present invention.

[0023] FIG. 9 illustrates an exemplary calculated orchestration schema, in accordance with one aspect of the

present invention.

DETAILED DESCRIPTION

[0024] The following description is made for the purpose of illustrating the general principles of the present
invention and is not meant to limit the inventive concepts claimed herein. Further, particular features described herein
can be used in combination with other described features in each of the various possible combinations and

permutations.



WO 2021/137046 PCT/1B2020/061315

[0025] Unless otherwise specifically defined herein, all terms are to be given their broadest possible
interpretation including meanings implied from the specification as well as meanings understood by those skilled in the

art and/or as defined in dictionaries, treatises, etc.

[0026] It must also be noted that, as used in the specification and the appended claims, the singular forms "a,"
"an" and "the" include plural referents unless otherwise specified. It will be further understood that the terms
"comprises" andfor "comprising," when used in this specification, specify the presence of stated features, integers,
steps, operations, elements, and/or components, but do not preclude the presence or addition of one or more other

features, integers, steps, operations, elements, components, and/or groups thereof.

[0027] The following description discloses several aspects of implementing workloads in a multi-cloud

environment.

[0028] In one general aspect, a computer-implemented method includes determining and storing characteristics
of a plurality of cloud vendors; dividing a workload into a plurality of logical stages; determining characteristics of each
of the plurality of logical stages; and for each of the plurality of logical stages, assigning the logical stage to one of the
plurality of cloud vendors, based on a comparison of the characteristics of the plurality of cloud vendors to the

characteristics of the logical stage.

[0029] In another general aspect, the characteristics of each of the plurality of cloud vendors are determined by
analyzing the cloud vendor, the analyzing including running capability and cost application programming interfaces

(APIs) to perform a scan of the cloud vendor.

[0030] In this way, an implementation of each logical stage within the workload may be sent to an optimal cloud
vendor for implementation. This may reduce an amount of resources (e.g., computing resources, storage resources,
security resources, etc.) required to perform each logical stage, which may improve a performance of one or more

computing systems implementing (e.g., executing, etc.) the workload.

[0031] In another general aspect, a computer program product for implementing workloads in a multi-cloud
environment includes a computer readable storage medium having program instructions embodied therewith, where
the computer readable storage medium is not a transitory signal per se, and where the program instructions are
executable by a processor to cause the processor to perform a method including determining and storing, by the
processor, characteristics of a plurality of cloud vendors; dividing, by the processor, a workload into a plurality of logical
stages; determining, by the processor, characteristics of each of the plurality of logical stages; and for each of the
plurality of logical stages, assigning, by the processor, the logical stage to one of the plurality of cloud vendors, based

on a comparison of the characteristics of the plurality of cloud vendors to the characteristics of the logical stage.
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[0032] In another general aspect, the characteristics of each of the plurality of cloud vendors are determined by
analyzing the cloud vendor, the analyzing including estimating one or more viability factors for each of the cloud
vendors, based on collected review information for the cloud vendors, where the viability factors are selected from a
group including serviceability, a net promoter score (NPS), user reviews, performance benchmarks, and tuning

flexibility.

[0033] In another general aspect, a system includes a processor; and logic integrated with the processor,
executable by the processor, or integrated with and executable by the processor, where the logic is configured to
determine and store characteristics of a plurality of cloud vendors; divide a workload into a plurality of logical stages;
determine characteristics of each of the plurality of logical stages; and for each of the plurality of logical stages, assign
the logical stage to one of the plurality of cloud vendors, based on a comparison of the characteristics of the plurality of

cloud vendors to the characteristics of the logical stage.

[0034] In another general aspedt, dividing the workload includes parsing the workload to identify points of data

input and output within the workload, as well as dependencies associated with input to the workload.

[0035] In this way, a cyber resiliency of each logical stage may be ensured, which may reduce an amount of
data/computational work that is lost to system outage or malware, which may also improve a performance of the

computing systems implementing the workload.

[0036] In another general aspect, a computer-implemented method includes determining characteristics of a
plurality of cloud vendors by analyzing the plurality of cloud vendors, the analyzing including running capability and cost
application programming interfaces (APIs) to perform a scan of the plurality of cloud vendors, collecting and parsing
one or more public and private security database information to identify one or more of reports, trends, vulnerabilities,
security problems, etc. for each of the plurality of cloud vendors, and parsing one or more fix databases to determine
any existing solutions to any existing security problems for one or more of the plurality of cloud vendors; dividing a
workload into a plurality of logical stages; determining characteristics of each of the plurality of logical stages; and for
each of the plurality of logical stages, assigning the logical stage to one of the plurality of cloud vendors, based on a

comparison of the characteristics of the plurality of cloud vendors to the characteristics of the logical stage.

[0037] In another general aspect, a computer-implemented method includes determining and storing
characteristics of a plurality of cloud vendors; dividing a workload into a plurality of logical stages, including parsing the
workload to identify points of data input and output within the workload, as well as dependencies associated with input
to the workload, and scanning source code of the workload to predict instances of data input and output within the
workload, wherein each of the logical stages includes data input that is not dependent on other logical stages within the

workload; determining characteristics of each of the plurality of logical stages; and for each of the plurality of logical
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stages, assigning the logical stage to one of the plurality of cloud vendors, based on a comparison of the

characteristics of the plurality of cloud vendors to the characteristics of the logical stage.

[0038] It is to be understood that although this disclosure includes a detailed description on cloud computing,
implementation of the teachings recited herein are not limited to a cloud computing environment. Rather, aspects of the
present invention are capable of being implemented in conjunction with any other type of computing environment now

known or later developed.

[0039] Cloud computing is a model of service delivery for enabling convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, network bandwidth, servers, processing, memory,
storage, applications, virtual machines, and services) that can be rapidly provisioned and released with minimal
management effort or interaction with a provider of the service. This cloud model may include at least five

characteristics, at least three service models, and at least four deployment models.

[0040] Characteristics are as follows:;

[0041] On-demand self-service; a cloud consumer can unilaterally provision computing capabilities, such as
server time and network storage, as needed automatically without requiring human interaction with the service’s

provider.

[0042] Broad network access: capabilities are available over a network and accessed through standard
mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, laptops, and
PDAs).

[0043] Resource pooling: the provider's computing resources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to
demand. There is a sense of location independence in that the consumer generally has no control or knowledge over
the exact location of the provided resources but may be able to specify location at a higher level of abstraction (e.g.,

country, state, or datacenter).

[0044] Rapid elasticity: capabilities can be rapidly and elastically provisioned, in some cases automatically, to
quickly scale out and rapidly released to quickly scale in. To the consumer, the capabilities available for provisioning

often appear to be unlimited and can be purchased in any quantity at any time.

[0045] Measured service: cloud systems automatically control and optimize resource use by leveraging a

metering capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth,



WO 2021/137046 PCT/1B2020/061315

and active user accounts). Resource usage can be monitored, controlled, and reported, providing transparency for both

the provider and consumer of the utilized service.

[0046] Service Models are as follows;

[0047] Software as a Service (SaaS): the capability provided to the consumer is to use the provider's

applications running on a cloud infrastructure. The applications are accessible from various client devices through a
thin client interface such as a web browser (e.g., web-based e-mail). The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application

capabilities, with the possible exception of limited user-specific application configuration settings.

[0048] Platform as a Service (PaaS): the capability provided to the consumer is to deploy onto the cloud
infrastructure consumer-created or acquired applications created using programming languages and tools supported by
the provider. The consumer does not manage or control the underlying cloud infrastructure including networks, servers,
operating systems, or storage, but has control over the deployed applications and possibly application hosting

environment configurations.

[0049] Infrastructure as a Service (1aaS): the capability provided to the consumer is to provision processing,
storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary
software, which can include operating systems and applications. The consumer does not manage or control the
underlying cloud infrastructure but has control over operating systems, storage, deployed applications, and possibly

limited control of select networking components (e.g., host firewalls).

[0050] Deployment Models are as follows:

[0051] Private cloud: the cloud infrastructure is operated solely for an organization. It may be managed by the

organization or a third party and may exist on-premises or off-premises.

[0052] Community cloud: the cloud infrastructure is shared by several organizations and supports a specific
community that has shared concerns (e.g., mission, security requirements, policy, and compliance considerations). It

may be managed by the organizations or a third party and may exist on-premises or off-premises.

[0053] Public cloud: the cloud infrastructure is made available to the general public or a large industry group and

is owned by an organization selling cloud services.
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[0054] Hybrid cloud: the cloud infrastructure is a composition of two or more clouds (private, community, or
public) that remain unique entities but are bound together by standardized or proprietary technology that enables data

and application portability (e.g., cloud bursting for load-balancing between clouds).

[0055] A cloud computing environment is service oriented with a focus on statelessness, low coupling,
modularity, and semantic interoperability. At the heart of cloud computing is an infrastructure that includes a network of

interconnected nodes.

[0056] Referring now to FIG. 1, illustrative cloud computing environment 50 is depicted. As shown, cloud
computing environment 50 includes one or more cloud computing nodes 10 with which local computing devices used
by cloud consumers, such as, for example, personal digital assistant (PDA) or cellular telephone 54A, desktop
computer 54B, laptop computer 54C, and/or automobile computer system 54N may communicate. Nodes 10 may
communicate with one another. They may be grouped (not shown) physically or virtually, in one or more networks,
such as Private, Community, Public, or Hybrid clouds as described hereinabove, or a combination thereof. This allows
cloud computing environment 50 to offer infrastructure, platforms and/or software as services for which a cloud
consumer does not need to maintain resources on a local computing device. It is understood that the types of
computing devices 54A-N shown in Fig. 1 are intended to be illustrative only and that computing nodes 10 and cloud
computing environment 50 can communicate with any type of computerized device over any type of network and/or

network addressable connection (e.g., using a web browser).

[0057] Referring now to FIG. 2, a set of functional abstraction layers provided by cloud computing environment
50 (Fig. 1) is shown. It should be understood in advance that the components, layers, and functions shown in Fig. 2 are
intended to be illustrative only and aspects of the invention are not limited thereto. As depicted, the following layers and

corresponding functions are provided:

[0058] Hardware and software layer 60 includes hardware and software components. Examples of hardware
components include: mainframes 61; RISC (Reduced Instruction Set Computer) architecture based servers 62; servers
63; blade servers 64; storage devices 65; and networks and networking components 66. In some aspects, software

components include network application server software 67 and database software 68.

[0059] Virtualization layer 70 provides an abstraction layer from which the following examples of virtual entities
may be provided: virtual servers 71; virtual storage 72; virtual networks 73, including virtual private networks; virtual

applications and operating systems 74; and virtual clients 75.

[0060] In one example, management layer 80 may provide the functions described below. Resource provisioning

81 provides dynamic procurement of computing resources and other resources that are utilized to perform tasks within
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the cloud computing environment. Metering and Pricing 82 provide cost tracking as resources are utilized within the
cloud computing environment, and billing or invoicing for consumption of these resources. In one example, these
resources may include application software licenses. Security provides identity verification for cloud consumers and
tasks, as well as protection for data and other resources. User portal 83 provides access to the cloud computing
environment for consumers and system administrators. Service level management 84 provides cloud computing
resource allocation and management such that required service levels are met. Service Level Agreement (SLA)
planning and fulfillment 85 provide pre-arrangement for, and procurement of, cloud computing resources for which a

future requirement is anticipated in accordance with an SLA.

[0061] Workloads layer 90 provides examples of functionality for which the cloud computing environment may be
utilized. Examples of workloads and functions which may be provided from this layer include: mapping and navigation
91; software development and lifecycle management 92; virtual classroom education delivery 93; data analytics

processing 94; transaction processing 95; and workload implementation 96.

[0062] Referring now to FIG. 3, a schematic of an example of a cloud computing node is shown. Cloud
computing node 10 is only one example of a suitable cloud computing node and is not intended to suggest any
limitation as to the scope of use or functionality of aspects of the invention described herein. Regardless, cloud

computing node 10 is capable of being implemented and/or performing any of the functionality set forth hereinabove.

[0063] In cloud computing node 10 there is a computer system/server 12, which is operational with numerous
other general purpose or special purpose computing system environments or configurations. Examples of well-known
computing systems, environments, and/or configurations that may be suitable for use with computer system/server 12
include, but are not limited to, personal computer systems, server computer systems, thin clients, thick clients, hand-
held or laptop devices, multiprocessor systems, microprocessor-based systems, set top boxes, programmable
consumer electronics, network PCs, minicomputer systems, mainframe computer systems, and distributed cloud

computing environments that include any of the above systems or devices, and the like.

[0064] Computer system/server 12 may be described in the general context of computer system-executable
instructions, such as program modules, being executed by a computer system. Generally, program modules may
include routines, programs, objects, components, logic, data structures, and so on that perform particular tasks or
implement particular abstract data types. Computer system/server 12 may be practiced in distributed cloud computing
environments where tasks are performed by remote processing devices that are linked through a communications
network. In a distributed cloud computing environment, program modules may be located in both local and remote

computer system storage media including memory storage devices.
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[0065] As shown in FIG. 3, computer system/server 12 in cloud computing node 10 is shown in the form of a
general-purpose computing device. The components of computer system/server 12 may include, but are not limited to,
one or more pProcessors or processing units 16, a system memory 28, and a bus 18 that couples various system

components including system memory 28 to processor 16.

[0066] Bus 18 represents one or more of any of several types of bus structures, including a memory bus or
memory controller, a peripheral bus, an accelerated graphics port, and a processor or local bus using any of a variety
of bus architectures. By way of example, and not limitation, such architectures include Industry Standard Architecture
(ISA) bus, Micro Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards Association
(VESA) local bus, and Peripheral Component Interconnects (PCl) bus.

[0067] Computer system/server 12 typically includes a variety of computer system readable media. Such media
may be any available media that is accessible by computer system/server 12, and it includes both volatile and non-

volatile media, removable and non-removable media.

[0068] System memory 28 can include computer system readable media in the form of volatile memory, such as
random access memory (RAM) 30 and/or cache memory 32. Computer system/server 12 may further include other
removable/non-removable, volatile/non-volatile computer system storage media. By way of example only, storage
system 34 can be provided for reading from and writing to a non-removable, non-volatile magnetic media (not shown
and typically called a "hard drive"). Although not shown, a magnetic disk drive for reading from and writing to a
removable, non-volatile magnetic disk (e.g., a "floppy disk"), and an optical disk drive for reading from or writing to a
removable, non-volatile optical disk such as a CD-ROM, DVD-ROM or other optical media can be provided. In such
instances, each can be connected to bus 18 by one or more data media interfaces. As will be further depicted and
described below, memory 28 may include at least one program product having a set (e.g., at least one) of program

modules that are configured to carry out the functions of aspects of the invention.

[0069] Program/utility 40, having a set (at least one) of program modules 42, may be stored in memory 28 by
way of example, and not limitation, as well as an operating system, one or more application programs, other program
modules, and program data. Each of the operating system, one or more application programs, other program modules,
and program data or some combination thereof, may include an implementation of a networking environment. Program

modules 42 generally carry out the functions and/or methodologies of aspects of the invention as described herein.

[0070] Computer system/server 12 may also communicate with one or more external devices 14 such as a
keyboard, a pointing device, a display 24, etc.; one or more devices that enable a user to interact with computer
system/server 12; and/or any devices (e.g., network card, modem, etc.) that enable computer system/server 12 to

communicate with one or more other computing devices. Such communication can occur via Input/Output (I/0)

10
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interfaces 22. Still yet, computer system/server 12 can communicate with one or more networks such as alocal area
network (LAN), a general wide area network (WAN), and/or a public network (e.g., the Internet) via network adapter 20.
As depicted, network adapter 20 communicates with the other components of computer system/server 12 via bus 18. It
should be understood that although not shown, other hardware and/or software components could be used in
conjunction with computer system/server 12. Examples, include, but are not limited to: microcode, device drivers,
redundant processing units, external disk drive arrays, RAID systems, tape drives, and data archival storage systems,

etc.

[0071] Now referring to FIG. 4, a storage system 400 is shown according to one aspect. Note that some of the
elements shown in FIG. 4 may be implemented as hardware and/or software, according to various aspects. The
storage system 400 may include a storage system manager 412 for communicating with a plurality of media on at least
one higher storage tier 402 and at least one lower storage tier 406. The higher storage tier(s) 402 preferably may
include one or more random access and/or direct access media 404, such as hard disks in hard disk drives (HDDs),
nonvolatile memory (NVM), solid state memory in solid state drives (SSDs), flash memory, SSD arrays, flash memory
arrays, etc., and/or others noted herein or known in the art. The lower storage tier(s) 406 may preferably include one or
more lower performing storage media 408, including sequential access media such as magnetic tape in tape drives
and/or optical media, slower accessing HDDs, slower accessing SSDs, etc., and/or others noted herein or known in the
art. One or more additional storage tiers 416 may include any combination of storage memory media as desired by a
designer of the system 400. Also, any of the higher storage tiers 402 and/or the lower storage tiers 406 may include

some combination of storage devices and/or storage media.

[0072] The storage system manager 412 may communicate with the storage media 404, 408 on the higher
storage tier(s) 402 and lower storage tier(s) 406 through a network 410, such as a storage area network (SAN), as
shown in FIG. 4, or some other suitable network type. The storage system manager 412 may also communicate with
one or more host systems (not shown) through a host interface 414, which may or may not be a part of the storage
system manager 412. The storage system manager 412 and/or any other component of the storage system 400 may
be implemented in hardware and/or software, and may make use of a processor (not shown) for executing commands
of atype known in the art, such as a central processing unit (CPU), a field programmable gate array (FPGA), an
application specific integrated circuit (ASIC), etc. Of course, any arrangement of a storage system may be used, as will

be apparent to those of skill in the art upon reading the present description.

[0073] In more aspects, the storage system 400 may include any number of data storage tiers, and may include
the same or different storage memory media within each storage tier. For example, each data storage tier may include
the same type of storage memory media, such as HDDs, SSDs, sequential access media (tape in tape drives, optical

disk in optical disk drives, etc.), direct access media (CD-ROM, DVD-ROM, etc.), or any combination of media storage

types. In one such configuration, a higher storage tier 402, may include a majority of SSD storage media for storing

11
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data in a higher performing storage environment, and remaining storage tiers, including lower storage tier 406 and
additional storage tiers 416 may include any combination of SSDs, HDDs, tape drives, etc., for storing datain a lower
performing storage environment. In this way, more frequently accessed data, data having a higher priority, data
needing to be accessed more quickly, etc., may be stored to the higher storage tier 402, while data not having one of
these attributes may be stored to the additional storage tiers 416, including lower storage tier 406. Of course, one of
skill in the art, upon reading the present descriptions, may devise many other combinations of storage media types to

implement into different storage schemes, according to the aspects presented herein.

[0074] According to some aspects, the storage system (such as 400) may include logic configured to receive a
request to open a data set, logic configured to determine if the requested data set is stored to a lower storage tier 406
of a tiered data storage system 400 in multiple associated portions, logic configured to move each associated portion of
the requested data set to a higher storage tier 402 of the tiered data storage system 400, and logic configured to
assemble the requested data set on the higher storage tier 402 of the tiered data storage system 400 from the

associated portions.

[0075] Of course, this logic may be implemented as a method on any device and/or system or as a computer

program product, according to various aspects.

[0076] Now referring to FIG. 5, a flowchart of a method 500 is shown according to one aspect. The method 500
may be performed in accordance with the present invention in any of the environments depicted in FIGS. 1-4, among
others, in various aspects. Of course, more or less operations than those spedifically described in FIG. 5 may be

included in method 500, as would be understood by one of skill in the art upon reading the present descriptions.

[0077] Each of the steps of the method 500 may be performed by any suitable component of the operating
environment. For example, in various aspects, the method 500 may be partially or entirely performed by one or more
servers, computers, or some other device having one or more processors therein. The processor, e.g., processing
circuit(s), chip(s), and/or module(s) implemented in hardware and/or software, and preferably having at least one
hardware component may be utilized in any device to perform one or more steps of the method §00. lllustrative
processors include, but are not limited to, a central processing unit (CPU), an application specific integrated circuit
(ASIC), afield programmable gate array (FPGA), etc., combinations thereof, or any other suitable computing device

known in the art.

[0078] As shown in FIG. 5, method 500 may initiate with operation 502, where characteristics of a plurality of
cloud vendors are determined and stored. In one aspect, each of the plurality of cloud vendors may include a cloud-
based service provider (e.g., a service provider located within a cloud computing environment, etc.). In another aspect,

each of the plurality of cloud vendors may provide services such as computational processing, data storage, etc. For

12
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example, each of the cloud vendors may provide one or more services such as software as a service (SaaS), platform

as a service (PaaS), infrastructure as a service (laaS), etc.

[0079] Additionally, in one aspect, the characteristics of each of the plurality of cloud vendors may be determined
by analyzing the cloud vendor. In another aspect, the analyzing may include running one or more capability and/or
cost application programming interfaces (APIs) to perform a scan of the cloud vendor. In yet another aspect, the
analyzing may include collecting and parsing one or more public and private security database information to identify

one or more of reports, trends, vulnerabilities, security problems, etc. for each cloud vendor.

[0080] Further, in one aspect, the analyzing may include parsing one or more fix databases to determine any
existing solutions to any existing security problems for one or more of the cloud vendors. In another aspect, the
analyzing may include estimating one or more viability factors for each of the cloud vendors, based on collected review
information for the cloud vendors. For example, the viability factors may include one or more of serviceability, a net

promoter score (NPS), user reviews, performance benchmarks, tuning flexibility, etc.

[0081] Further still, in one aspect, for each cloud vendor, the characteristics may include capabilities of the cloud
vendor, a cost of implementing the cloud vendor, a security level implemented by the cloud vendor, viability factors
associated with the cloud vendor, etc. In another aspect, each of the characteristics may be compared to one or more

predefined thresholds in order to determine a level for each of the characteristics.

[0082] For example, a security characteristic for a cloud vendor may be assigned a first level (e.g., a high level) if
an amount of security implemented by a cloud vendor exceeds a first threshold. In another example, a security
characteristic for a cloud vendor may be assigned a second level (e.g., a medium level) if an amount of security
implemented by a cloud vendor is less than the first threshold but exceeds a second threshold. In yet another
example, a security characteristic for a cloud vendor may be assigned a third level (e.g., a low level) if an amount of

security implemented by a cloud vendor is less than the second threshold.

[0083] Also, in one aspect, the characteristics may include a cyber security characteristic for each cloud vendor
that may indicate a level of security provided by the cloud vendor during workload implementation. In another aspect,
the characteristics may include a cyber resiliency characteristic for each cloud vendor that may indicate a level of
resiliency (e.g., crash protection, malware protection, redundant data protection, etc.) provided by the cloud vendor
during workload implementation. For example, the cyber security and cyber resiliency characteristics for each cloud

vendor may be derived from other characteristics identified for that cloud vendor.

[0084] In addition, in one aspect, an identifier of the cloud vendor may be stored in association with one or more

of a textual description of the characteristics, a numeric valuation associated with each of the characteristics, etc. In
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another aspect, the characteristics may be stored on one or more storage devices, in a cloud storage environment, etc.

[0085] Furthermore, method 500 may proceed with operation 504, where a workload is divided into a plurality of
logical stages. In one aspect, the workload may include required input (e.g., one or more instances of data to be
analyzed and/or manipulated by the workload, etc.). In another aspect, the workload may include one or more
computations to be performed as part of the workload (e.g., one or more computation algorithms to be performed on
predetermined input, etc.). In yet another aspect, the workload may include one or more results output as a result of

the performing the workload (e.g., output data, etc.).

[0086] Further still, in one aspect, the workload may include one or more generalized processing pipeline stages.
In another aspect, the workload may be parsed to identify points of data input and output within the workload, as well
as dependencies associated with the input. For example, for a given instance of data input within the workload, it may

be determined whether the data input is reliant on data that is output from within the same workload.

[0087] Also, in one aspect, source code of the workload may be scanned to predict instances of data input and
output within the workload. For example, this may be done to increase an accuracy of workload division/logical stage
creation. In another aspect, the workload may then be divided into logical stages, where each of the logical stages

includes data input that is not dependent on other logical stages within the workload.

[0088] Additionally, in one aspect, predetermined input (e.g., input identifying predetermined stages, etc.) may
be referenced when dividing the workload into logical stages. In another aspect, each of the logical stages may be
parsed to determine if one or more non-parallel tasks (e.g., tasks that cannot be performed in parallel due to one or
more data or resource dependencies, etc.) are performed within a logical stage. For example, in response to
determining that a logical stage contains non-parallel tasks, the logical stage may be divided into multiple smaller

logical stages that each contain one of the non-parallel tasks.

[0089] Further, method 500 may proceed with operation 506, where characteristics of each of the plurality of
logical stages are determined. In one aspect, a complexity of each of the logical stages may be determined based on
inputs, outputs, and intermediate results within the stage. For example, the inputs, outputs, and intermediate results

within the stage may be compared to historical workload stages to determine the complexity for the stage.

[0090] Further still, in one aspect, the characteristics of each of the logical stages may be determined based on
the complexity for the stage. For example, the characteristics may include one or more of an estimated execution time,
one or more desired performance characteristics, one or more security requirements, one or more resource

requirements, one or more cyber resiliency requirements, etc.
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[0091] Also, in one aspect, a first ranking of all logical stages may be determined for each of a plurality of
resources. For example, the resources may include one or more of compute resources, storage resources, network
resources, external resources, etc. In another example, for a compute resource, a first logical stage may require a lot
of computations to be performed, while a second logical stage may require a lesser amount of computations to be
performed. In yet another example, in response, the first logical stage may be ranked higher than the second logical

stage for the compute resource.

[0092] In addition, in one aspect, a second ranking of all logical stages may be performed for cyber security and
cyber resiliency factors, based on the first ranking. For example, this second ranking may determine a cyber security
ranking for each logical stage that indicates a level of security needed by the logical stage during implementation. In
another example, this second ranking may also determine a cyber resiliency ranking for each logical stage that
indicates a level of resiliency (e.g., crash protection, malware protection, redundant data protection, etc.) needed by the

logical stage during implementation.

[0093] Furthermore, method 500 may proceed with operation 508, where for each of the plurality of logical
stages, the logical stage is assigned to one of the plurality of cloud vendors, based on a comparison of the
characteristics of the plurality of cloud vendors to the characteristics of the logical stage. In one aspect, for each logical
stage, the characteristics of the stage may be compared to the characteristics of each of the plurality of cloud vendors
to determine one or more cloud vendors that are capable of meeting the requirements of the logical stage (e.g.,
processing requirements, storage requirements, bandwidth requirements, cyber security requirements, cyber resiliency

requirements, etc.).

[0094] Further still, in one aspect, assigning the logical stage to a cloud vendor may include mapping/assigning
the logical stage to the cloud vendor so that the cloud vendor receives the input required by the logical stage, performs
the operations required by the logical stage, and outputs the data required by the logical stage. In another aspect, the
assignments may be adjusted based on historical performance data. For example, if a predetermined cloud vendor
provided performance above a predetermined threshold for an historical logical stage that has a predetermined level of

similarity to a current logical stage, the predetermined cloud vendor may be assigned to the current logical stage.

[0095] Also, in one aspect, a mapping of each logical stage to the cloud vendors may be presented to one or
more users (e.g., using a graphical user interface (GUI), etc.). For example, the user may confirm, adjust, and/or

implement the logical stage using options provided within the GUI.
[0096] Additionally, in one aspect, resource allocation within each logical stage may be adjusted based on
user/entity priorities. For example, statistical learning may be performed on historical tasks performed within historical

workloads to determine one or more resources required by the historical tasks. These historical tasks may be
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compared to current tasks within a logical stage to determine resources needed for the task.

[0097] For example, a first task to be performed by a first entity within a logical stage may require use of a
predetermined resource (e.g., high speed storage, etc.) within the assigned cloud vendor for that logical stage. In
another example, a second task to be performed by a second entity within the logical stage may also require use of the
predetermined resource within the assigned cloud vendor for that logical stage. In yet another example, in response to
determining that the first entity has a higher priority than the second entity, the first entity may be allocated the

predetermined resource, and the second entity may be assigned another resource (e.g., medium speed storage, etc.).

[0098] Further, in one aspect, data migration may be performed between the cloud vendors during an
implementation of the workload to ensure data is located at the necessary cloud vendor during each task. For
example, data initially produced at a high-security cloud vendor may be migrated to a low-security cloud vendor for
later operations, but may be migrated back to the high-security cloud vendor after such operations are performed in
order to securely store such data. This may implement life cycle management and ensure the security of

predetermined data.

[0099] In this way, an implementation of each logical stage within the workload may be sent to an optimal cloud
vendor for implementation. This may reduce an amount of resources (e.g., computing resources, storage resources,
security resources, etc.) required to perform each logical stage, which may improve a performance of one or more
computing systems implementing (e.g., executing, etc.) the workload. Additionally, a cyber resiliency of each logical
stage may be ensured, which may reduce an amount of data/computational work that is lost to system outage or

malware, which may also improve a performance of the computing systems implementing the workload.

[00100] Now referring to FIG. 6, a flowchart of a method 600 for scanning a cloud vendor is shown according to
one aspect. The method 600 may be performed in accordance with the present invention in any of the environments
depicted in FIGS. 1-4, among others, in various aspects. Of course, more or less operations than those specifically
described in FIG. 6 may be included in method 600, as would be understood by one of skill in the art upon reading the

present descriptions.

[00101] Each of the steps of the method 600 may be performed by any suitable component of the operating
environment. For example, in various aspects, the method 600 may be partially or entirely performed by one or more
servers, computers, or some other device having one or more processors therein. The processor, e.g., processing
circuit(s), chip(s), and/or module(s) implemented in hardware and/or software, and preferably having at least one
hardware component may be utilized in any device to perform one or more steps of the method 600. lllustrative

processors include, but are not limited to, a central processing unit (CPU), an application specific integrated circuit
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(ASIC), afield programmable gate array (FPGA), etc., combinations thereof, or any other suitable computing device

known in the art.

[00102] As shown in FIG. 6, method 600 may initiate with operation 602, where security and resiliency features
offered by a cloud vendor are scanned. Additionally, method 600 may proceed with operation 604, where capabilities

and cost estimation application programming interfaces (APIs) are executed for the cloud vendor.

[00103] Additionally, method 600 may proceed with operation 606, where scanning is performed across public
and private knowledge bases to collect reports, trends related to vulnerabilities, security information, attack information,
and threat information for all applications run by the cloud vendor. Further, method 600 may proceed with operation

608, where identified potential fixes for identified vulnerabilities are parsed within security databases (e.g., NIST, etc.).

[00104] Further still, method 600 may proceed with operation 610, where viability factors are estimated for the
cloud vendor based on feedback registered on review sharing cloud platforms and communities for all applications run

by the cloud vendor.

[00105] In this way, characteristics of a cloud vendor may be identified.

[00106] Now referring to FIG. 7, a flowchart of a method 700 for identifying workload requirements is shown
according to one aspect. The method 700 may be performed in accordance with the present invention in any of the
environments depicted in FIGS. 1-4, among others, in various aspects. Of course, more or less operations than those
specifically described in FIG. 7 may be included in method 700, as would be understood by one of skill in the art upon

reading the present descriptions.

[00107] Each of the steps of the method 700 may be performed by any suitable component of the operating
environment. For example, in various aspects, the method 700 may be partially or entirely performed by one or more
servers, computers, or some other device having one or more processors therein. The processor, e.g., processing
circuit(s), chip(s), and/or module(s) implemented in hardware and/or software, and preferably having at least one
hardware component may be utilized in any device to perform one or more steps of the method 700. lllustrative
processors include, but are not limited to, a central processing unit (CPU), an application specific integrated circuit
(ASIC), afield programmable gate array (FPGA), etc., combinations thereof, or any other suitable computing device

known in the art.
[00108] As shown in FIG. 7, method 700 may initiate with operation 702, where workload stages involved in a
workload are identified, or modifications to existing pipeline stages are suggested. Additionally, method 700 may

proceed with operation 704, where the workload is split into independent stages based on inputs and outputs as well as
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child/parent functions. Further, method 700 may proceed with operation 706, where manual input is received, where

such input is related to confidentiality requirements for the workload.

[00109] Further still, method 700 may proceed with operation 708, where the independent stages are analyzed to
validate an optimization of the pipeline in terms of execution time based on non-parallel tasks present in each stage.
Also, method 700 may proceed with operation 710, where a proposed splitting of stages is presented with the original

independent stages for user selection.

[00110] In addition, method 700 may proceed with operation 712, where cyber security and resiliency features are
estimated for each stage based on workload scanning. Furthermore, method 700 may proceed with operation 714,
where based on the estimated resources demanded by each stage, a ranking is performed among the resources based
on an expected utilization time, criticalness, and importance. Further still, method 700 may proceed with operation

716, where a matching cloud vendor is determined for each stage based on a rank comparison.

[00111] In this way, cloud vendors may be matched to stages created for a workload.

[00112] Now referring to FIG. 8, a flowchart of a method 800 for implementing a multi-tenant workload
management engine is shown according to one aspect. The method 800 may be performed in accordance with the
present invention in any of the environments depicted in FIGS. 1-4, among others, in various aspects. Of course, more
or less operations than those specifically described in FIG. 8 may be included in method 800, as would be understood

by one of skill in the art upon reading the present descriptions.

[00113] Each of the steps of the method 800 may be performed by any suitable component of the operating
environment. For example, in various aspects, the method 800 may be partially or entirely performed by one or more
servers, computers, or some other device having one or more processors therein. The processor, e.g., processing
circuit(s), chip(s), and/or module(s) implemented in hardware and/or software, and preferably having at least one
hardware component may be utilized in any device to perform one or more steps of the method 800. lllustrative
processors include, but are not limited to, a central processing unit (CPU), an application specific integrated circuit
(ASIC), afield programmable gate array (FPGA), etc., combinations thereof, or any other suitable computing device

known in the art.

[00114] As shown in FIG. 8, method 800 may initiate with operation 802, where within a multi-tenant environment
workload management platform, user details are used to define a nature of a problem and a task solved by a user.
Additionally, method 800 may proceed with operation 804, where based on a determined workload for a user profile,
requirements for workload computational algorithms are identified. Further, method 800 may proceed with operation

806, where based on the requirements, a cloud vendor is matched to each stage of the task.
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[00115] Improving Multi-Cloud Orchestration, Workload Management Engine to Manage Resources Based

onh Cyber Resiliency

[00116] Multi-Cloud/Hybrid Orchestration/Manager

[00117] A multi-cloud orchestrator may include one or more applications that help manage the interconnections
and interactions among multiple cloud resources as well as on-premises infrastructure. The orchestration layer may
align business requests and workload with applications, data, and infrastructure. The orchestrator may help define
policies and service levels through automated workloads, provisioning, and change management. The orchestrator
may create an application-aligned infrastructure that can be scaled up or down based on the needs of each application.
The orchestrator may also provide centralized management of the resource pool, including billing, metering, and

chargeback for consumption.

[00118] Workload management Engine

[00119] A workload management engine may distribute work across existing heterogeneous IT resources to
create a shared, scalable, and fault-tolerant infrastructure that delivers faster, more reliable workload performance and
reduces cost. The engine may balance load, allocate resources, and provide access to those resources. The engine
may provide a resource management framework that takes job requirements, finds the best resources to run the job,

and monitors job progress. Jobs may run according to host load and site policies.

[00120] Cyber Resiliency

[00121] Cyber resiliency may include an entity's ability to continuously deliver an intended outcome despite
adverse cyber events. Entities with potential need of cyber resilience abilities include, but are not limited to, IT
systems, critical infrastructure, business processes, organizations, societies and nation-states. Adverse cyber events
are those that negatively impact the availability, integrity or confidentiality of networked IT systems and associated
information and services. These events may be intentional (e.g., a cyber-attack) or unintentional (e.g., a failed software

update), and may be caused by humans or nature or a combination thereof.

[00122] One objective of cyber resiliency is to maintain the entity's ability to deliver the intended outcome
continuously, even when regular delivery mechanisms have failed (such as during a crisis or after a security breach).
The concept also includes the ability to restore regular delivery mechanisms after such events, as well as the ability to
continuously change or modify these delivery mechanisms if needed in the face of new risks. Performing data backups

and disaster recovery operations are part of the process of restoring delivery mechanisms.
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[00123] Composable Infrastructure

[00124] A composable infrastructure may include a framework whose physical compute, storage and network
fabric resources are treated as services. In a composable infrastructure, resources are logically pooled so that
administrators don't have to physically configure hardware to support a specific software application. Instead, the
software's developer may define the application's requirements for physical infrastructure using policies and service
profiles and then the software may use application programming interface (API) calls to create (compose) the

infrastructure it needs to run on bare metal, as a virtual machine (VM), or as a container.

[00125] In one aspect, an orchestration and workload management engine may be integrated with traditional
cloud orchestrator platforms. The engine may initiate while engaging resources required for provided workflow, and
may identify the stages involved, analyze the stage characteristics, estimate the cyber resiliency features required per
stage, compare the features with pre-collected cyber features offered by multiple clouds or on-premise decomposable
infrastructure, determine matching cloud or on-premise infrastructure per stage (performing security and performance

tuning if required) and perform resource life cycle management.

[00126] In one aspect, a multi-tenant aware orchestration and workload management engine may be integrated
with traditional cloud orchestrator platforms. While spinning-up resources that are fed workflow input, the engine auto-
identifies the stages involved (based on non-parallel task analysis and dependent stage analysis), analyzes the stage
characteristics (based on the complexity of algorithm involved in the stage and expected time for completion),
estimates the cyber security and resiliency features required per stage, compares them with pre-collected cyber
features offered by multiple clouds or on-premise decomposable infrastructure, determines matching cloud or on-
premise infrastructure per stage (and also performs security and performance tuning if required) and performs resource

life cycle management (such as deployment, tuning, migration, storage, teardown, etc.).

[00127] One exemplary orchestration and workload management engine includes:

[00128] 1. Scanning the security and resiliency features per service offered by preferred cloud vendors along with

cost associations.

[00129] A. A scan action is performed by executing capabilities APIs and cost estimation APIs per service offered

by cloud vendors.

[00130] B. A scan action is performed across public and private security databases (depending on the

subscription levels of access) to collect and parse on latest reports, trends related to vulnerabilities, security, attacks,
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threats etc. per application offered per cloud vendor. The scheduler also identifies potential fixes by parsing databases

such as NIST for the identified security problems.

[00131] C. A scan operation is performed to estimate viability factors (such as serviceability, Net Promoter Score
(NPS), user reviews, usability, performance benchmarks, optimized usage/tuning flexibility etc.) based on the feedback
registered on review sharing cloud platforms, communities, developer mail threads, industry trend/research reports etc.

per application offered per cloud vendor.

[00132] Scan results can be stored in a table such as the schema shown below in Table 1. This table may be

extended to include capabilities such as network, VPN speeds and viability factors such as NPS, tuning etc.

Table 1
CLOUD VENDOR | CAPABILITIES COST SECURITY VIABILITY
FACTORS

VENDOCR 1 Enhanced compute Moderate High Low
Magnetic, SSD, tape
storage

VENDOR 2 Moderate compute Low Low Moderate
SSD, object storage

[00133] 2. Auto-identifying stages involved in input workflow, or suggesting modifications to already input pipeline

stages.

[00134] A. Auto-identification involves an algorithm that parses the whole workload (input, computation
algorithm(s) and expected output) and splits them to independent stages (the independent stages are whose inputs are
readily available or has fewer child / functions). The auto-identification algorithm may include manual input related to

an industry associated with the input workload, related to confidentiality, etc.

[00135] B. The auto-identification also involves analysis of already input pipeline stages. It determines whether
the pipeline is optimized in terms of execution time by analyzing non-parallel tasks present in each stage. Based on
the analysis, it proposes a modified stage split-up to the administrator (where they are provided freedom to execute a

workload by choosing an original or modified stage split-up).

[00136] 3. Estimating the cyber security and resiliency features required per stage.
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[00137] A. A cyber security and resiliency feature scans and analyzes each stage’s computation algorithms and
their expected inputs, output, and intermediate results. The estimation is based on comparing each stage with past
workload stages that are run using the workload management platform as well comparing each stage with predefined
stage templates that are already input during deployment (input templates are based on software manufacturer
experience gained through research study, beta programs and workload templates borrowed from other customers,

etc.).

[00138] B. Based on the complexity of computation algorithm, the approximate execution time is determined.
Based on the estimated time, desired performance characteristics are determined that match the estimated
computation time (e.g., where a cost per computation per stage is input by an administrator or is determined
automatically) and security requirements and resources (e.g., network, external factors - WAN speed, compute,

storage) demanded by the tasks involved in the stage.

[00139] C. Based on the estimated resources demanded by each stage, a ranking is performed among the
resources based on their expected utilization time, criticalness of resource and importance of input, and output
generated by the stage. For example, as shown in Table 2 below, stage N is expected to generate a confidential
output or produces an output after lot of computation where the inputs are generic or publicly known. Similarly, stage 1

is expected to generate a generic output with minimal computation and requires input data fed from an on-premise

datastore.

Table 2

STAGE COMPUTE RANK | STORAGE RANK | NETWORK RANK | EXTERNAL
FACTORS RANK

Stage 1 Low Low Moderate High

Stage 2 High Moderate High High

Stage N Moderate High Low Low

[00140] Based on the above ranking, the proposed ranking algorithm ranks the stage against cyber security and

resiliency, as shown below in Table 3.

Table 3

STAGE CYBER SECURITY RANK RESILIENCY RANK
Stage 1 High Low

Stage 2 Low Moderate

Stage N Moderate High
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[00141] The workload management platform may compare the calculated ranking (in step 3 above) with the scan
results (from step 1 above) which contain pre-collected cyber features, resiliency features offered by multiple clouds or
on-premise decomposable infrastructure, etc. Based on the rank comparison, matching cloud or on-premise

infrastructures may be matched to each stage.

[00142] Additionally, an orchestration schema may be presented to a user (e.g., an administrator) for approval.
Upon approval, the proposed workload management platform requests the resources in each respective cloud,
performs security and performance tuning (which may include application tuning to adapt to the difference in CPU
speeds between on-premise clusters and clouds, as well as adjusting the difference in speeds between local networks
and WAN connections), and performs resource life cycle management (such as secure deployment, tuning, migration,

secure storage, tear down etc.).

[00143] FIG. 9 illustrates an exemplary calculated orchestration schema 900 that is output to a display, according
to one exemplary aspect. As shown, multiple stages 902A-C each include resource, cost, cloud vendor, and execution
time determinations. Indications of data transfer volume 904A-B between staged 902A-C are also provided, as are

options to accept 906 or customize 908 the calculated orchestration schema 900.

[00144] In one aspect, the workload management platform may also be multi-tenant aware. For example, the
platform obtains user ID details along with rank or organization/department details, and based on these details the
platform estimates the nature of a problem/task being performed by a user. For example, a nuclear research scientist
may utilize the workload management platform. The algorithm may identify a corresponding user ID as “nuclear
scientist” and may identify the workload as nuclear/atomic (which could be a workload corresponding to algorithms

such as spectral analysis or Boltzmann distribution etc.).

[00145] Similarly, the same workload management platform is shared may be used by a biological university
student. The proposed algorithm may identify the corresponding user ID as “biological student” and may identify the
workload as computational biological (which could be a workload corresponding to algorithms such as sequencing or
proton model building, etc.). In response, the nuclear scientist may be given compute, storage, and bandwidth priority

over the biological student, as the former has priority over the latter.

[00146] The workload management platform access permissions may be raised such that the system may scan
the source code of a compute software or algorithm for which the users are supposed to feed data, and based on the
code scan of such compute software, the system may predict the nature of inputsfoutputs and may likewise estimate
the optimized target cloud resources and perform a comparison to calculate multi-cloud security scores. The workload

management platform may also identify if in the past the current provided workload pattern has been already executed
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by any cloud vendor, and may analyze how well it behaved. Based on the results of the analysis, a ranking will be

altered.

[00147] The workload management platform may also estimate a need of required data per stage/task and may
perform life cycle management. For example, the workload management platform may initiate a workload stage
execution using first cloud resources (based on a highest determined ranking). However, after completing the
workload stage, the platform may identify that current stage inputs or outputs or intermediate results are needed in
future stages which are planned to use lower ranking resources, but the first cloud resources offer a high ranking for
long term storage as compared to the lower ranking resources. In this case, the workload management algorithm
migrates the needed data to the lower ranking resources for a predetermined duration (where the duration time is
dependent on a stage execution time), and after its completion, the data will be securely migrated back to the first cloud

resources for long term storage.

[00148] The present invention may be a system, a method, and/or a computer program product at any possible
technical detail level of integration. The computer program product may include a computer readable storage medium
(or media) having computer readable program instructions thereon for causing a processor to carry out aspects of the

present invention.

[00149] The computer readable storage medium can be a tangible device that can retain and store instructions for
use by an instruction execution device. The computer readable storage medium may be, for example, but is not limited
to, an electronic storage device, a magnetic storage device, an optical storage device, an electromagnetic storage
device, a semiconductor storage device, or any suitable combination of the foregoing. A non-exhaustive list of more
specific examples of the computer readable storage medium includes the following: a portable computer diskette, a
hard disk, a random access memory (RAM), a read-only memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), a static random access memory (SRAM), a portable compact disc read-only
memory (CD-ROM), a digital versatile disk (DVD), a memory stick, a floppy disk, a mechanically encoded device such
as punch-cards or raised structures in a groove having instructions recorded thereon, and any suitable combination of
the foregoing. A computer readable storage medium, as used herein, is not to be construed as being transitory signals
per se, such as radio waves or other freely propagating electromagnetic waves, electromagnetic waves propagating
through a waveguide or other transmission media (e.g., light pulses passing through a fiber-optic cable), or electrical

signals transmitted through a wire.

[00150] Computer readable program instructions described herein can be downloaded to respective
computing/processing devices from a computer readable storage medium or to an external computer or external
storage device via a network, for example, the Internet, a local area network, a wide area network and/or a wireless

network. The network may comprise copper transmission cables, optical transmission fibers, wireless transmission,
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routers, firewalls, switches, gateway computers and/or edge servers. A network adapter card or network interface in
each computing/processing device receives computer readable program instructions from the network and forwards the
computer readable program instructions for storage in a computer readable storage medium within the respective

computing/processing device.

[00151] Computer readable program instructions for carrying out operations of the present invention may be
assembler instructions, instruction-set-architecture (ISA) instructions, machine instructions, machine dependent
instructions, microcode, firmware instructions, state-setting data, configuration data for integrated circuitry, or either
source code or object code written in any combination of one or more programming languages, including an object
oriented programming language such as Smalltalk, C++, or the like, and procedural programming languages, such as
the "C" programming language or similar programming languages. The computer readable program instructions may
execute entirely on the user's computer, partly on the user's computer, as a stand-alone software package, partly on
the user's computer and partly on a remote computer or entirely on the remote computer or server. In the latter
scenario, the remote computer may be connected to the user's computer through any type of network, including a local
area network (LAN) or a wide area network (WAN), or the connection may be made to an external computer (for
example, through the Internet using an Internet Service Provider). In some aspects, electronic circuitry including, for
example, programmable logic circuitry, field-programmable gate arrays (FPGA), or programmable logic arrays (PLA)
may execute the computer readable program instructions by utilizing state information of the computer readable

program instructions to personalize the electronic circuitry, in order to perform aspects of the present invention.

[00152] Aspects of the present invention are described herein with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems), and computer program products according to aspects of the invention. It
will be understood that each block of the flowchart illustrations and/or block diagrams, and combinations of blocks in

the flowchart illustrations and/or block diagrams, can be implemented by computer readable program instructions.

[00153] These computer readable program instructions may be provided to a processor of a computer, or other
programmable data processing apparatus to produce a machine, such that the instructions, which execute via the
processor of the computer or other programmable data processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks. These computer readable program
instructions may also be stored in a computer readable storage medium that can direct a computer, a programmable
data processing apparatus, and/or other devices to function in a particular manner, such that the computer readable
storage medium having instructions stored therein comprises an article of manufacture including instructions which

implement aspects of the function/act specified in the flowchart and/or block diagram block or blocks.

[00154] The computer readable program instructions may also be loaded onto a computer, other programmable

data processing apparatus, or other device to cause a series of operational steps to be performed on the computer,
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other programmable apparatus or other device to produce a computer implemented process, such that the instructions
which execute on the computer, other programmable apparatus, or other device implement the functions/acts specified

in the flowchart and/or block diagram block or blocks.

[00155] The flowchart and block diagrams in the Figures illustrate the architecture, functionality, and operation of
possible implementations of systems, methods, and computer program products according to various aspects of the
present invention. In this regard, each block in the flowchart or block diagrams may represent a module, segment, or
portion of instructions, which comprises one or more executable instructions for implementing the specified logical
function(s). In some alternative implementations, the functions noted in the blocks may occur out of the order noted in
the Figures. For example, two blocks shown in succession may, in fact, be accomplished as one step, executed
concurrently, substantially concurrently, in a partially or wholly temporally overlapping manner, or the blocks may
sometimes be executed in the reverse order, depending upon the functionality involved. It will also be noted that each
block of the block diagrams and/or flowchart illustration, and combinations of blocks in the block diagrams and/or
flowchart illustration, can be implemented by special purpose hardware-based systems that perform the specified

functions or acts or carry out combinations of special purpose hardware and computer instructions.

[00156] Moreover, a system according to various aspects may include a processor and logic integrated with
and/or executable by the processor, the logic being configured to perform one or more of the process steps recited
herein. By integrated with, what is meant is that the processor has logic embedded therewith as hardware logic, such
as an application specific integrated circuit (ASIC), a FPGA, etc. By executable by the processor, what is meant is that
the logic is hardware logic; software logic such as firmware, part of an operating system, part of an application
program; etc., or some combination of hardware and software logic that is accessible by the processor and configured
to cause the processor to perform some functionality upon execution by the processor. Software logic may be stored
on local and/or remote memory of any memory type, as known in the art. Any processor known in the art may be used,
such as a software processor module and/or a hardware processor such as an ASIC, a FPGA, a central processing

unit (CPU), an integrated circuit (IC), a graphics processing unit (GPU), etc.

[00157] It will be clear that the various features of the foregoing systems and/or methodologies may be combined

in any way, creating a plurality of combinations from the descriptions presented above.

[00158] It will be further appreciated that aspects of the present invention may be provided in the form of a service

deployed on behalf of a customer to offer service on demand.
[00159] The descriptions of the various aspects of the present invention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited to the aspects disclosed. Many modifications and variations

will be apparent to those of ordinary skill in the art without departing from the scope and spirit of the described aspects.
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The terminology used herein was chosen to best explain the principles of the aspects, the practical application or
technical improvement over technologies found in the marketplace, or to enable others of ordinary skill in the art to

understand the aspects disclosed herein.
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