WHAT IS CLAIMED IS:

1. A system for securely communicating and storing information in a building
management system (BMS), the system comprising:

a plurality of HVAC devices communicably coupled via a network, wherep each of
the plurality of HVAC devices are configured to store a copy of an HVAC datg/hain
comprising a plurality of blocks linked sequentially, wherein the plurality of/HVAC devices
comprise a first HVAC device comprising a processing circuit configureg/to:

generate a first block comprising device data and send ghe block to at least a
portion of the plurality of HVAC devices;

receive a second block from one of the plurality f HVAC devices, wherein
the second block comprises different device data;

solve the second block by determining a ng#ce value that causes a hash of
the different device data, the nonce value, and a previoy§ hash of a newest block in the
HVAC data chain to meet a difficulty requirement;

add the solved block to the HVAG/data chain of the first HVAC device as
the newest block; and

send the solved block to eacif of the plurality of HVAC devices to be added
as the newest block in the HVAC data cfain stored on each of the plurality of HYAC
devices, wherein the solved block copprises the different device data and the determined

nonce value.

2. The system of Claim ¥, wherein the plurality of blocks comprise HVAC data
associated with a plurality 4f zones of a building associated with the BMS;

wherein the HVAC data chain further comprises, based on the plurality of blocks, a
record of HVAC dajA for the building.

3. The sys§gm of Claim 1, wherein the processing circuit of the first HVAC device and
a processing/ircuit of a second HVAC device of the plurality of HVAC devices are
configured to determine an operating contract for the first HVAC device and the second
HVA(/device;

wherein the processing circuit of the first HVAC device is configured to:

generate a block comprising the operating contract; and
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send the block comprising the operating contract to the plurality of HVAC
devices to be solved and added to the HVAC data chain stored on the plurality of HV

devices.

4. The system of Claim 1, wherein the first block generated by the processpg circuit of
the first HVAC device further comprises a digital signature and a public key;
wherein the processing circuit of the first HVAC device is configuyed to generate a
digital signature for the first block with a private key and the HVAC dafa;
wherein the second block further comprises a second public Key and a second digital
signature, wherein the processing circuit of the first HVAC devicg is configured to verify
the authenticity of the second block with the different HVAC gata, the second digital

signature, and the second public key.

5. The system of Claim 1, wherein the processing £ircuit of the first HVAC device is
configured to periodically update the difficulty requifement based on a target time, wherein
the target time is the time for the plurality of HVAC devices to solve a predefined number
of blocks;
wherein the target time is based on e plurality HVAC devices being building
security devices, building lighting devicgé, and devices that affect an environmental change

in a building.

6. The system of Claim 1, w/erein the system further comprises a licensing server
comprising a processing circuy configured to:
receive a purchase fgr a software license for software for the first HVAC device;
generate a block fomprising a software license for the first HVAC device in
response to receivinghe purchase for the software license for the first HVAC device; and
send the bl

plurality of HVAC devices to be added to the HVAC data chain stored on the plurality of

k comprising the software license for the first HVAC device to the

The system of Claim 7, wherein the processing circuit of the first HVAC device is
further configured to perform, in response to identifying the software license, at least one

of:
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identifying a second HVAC device licensed for the software based on the HVAC
data chain and send a request message to the second HVAC device for the software; and

sending the request message for the software to the licensing server.

9. The system of Claim 8, wherein the second HVAC device comprises a proceésing
circuit configured to:

receive the request message from the first HVAC device;

determine that the first HVAC device is licensed for the requested goftware based on
the HVAC data chain indicating that the first HVAC device is licensed §4r the requested
software; and

send the requested software to the first HVAC device in regponse to determining
that the HVAC data chain indicates that the first HVAC deviceAs licensed for the requested

software.

10.  The system of Claim 1, wherein the processing gircuit of the first HVAC device is
configured to:
generate an access request for HVAC datg/of a second HVAC device; and
send the access request for the HVAC ghata to the second HVAC device;
wherein the second HVAC device cgmprises a processing circuit configured to:
receive the access requesjy/from the first HVAC device;
generate a block authgrzing the first HVAC device to request the HVAC
data of the second HVAC device; gnd
send the authorigation block to the plurality of HVAC devices to be solved
and added to the HVAC datg/chain stored on the plurality of HVAC devices;
wherein the procegsing circuit of the first HVAC device is further configured to send
a request for the HVA{Z data to the second HVAC device in response to determining that
the first HVAC deviCe is authorized to receive the building data.

11.  The syglem of Claim 10, wherein the processing circuit of the first HVAC device is
configured

igentify one of the plurality of the HVAC devices that have access to the HVAC
data bésed on the HVAC data chain;
send a request for the HVAC data to the identified HVAC device; and
receive the HVAC data from the identified HVAC device;

wherein the identified HVAC device comprises a processing circuit configured to:
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receive the request for the HVAC data from the first HVAC device;

determine that the first HVAC device has access to the HVAC data based o
the HVAC data chain; and

send the HVAC data to the first HVAC device in response to determi
that the first HVAC device has access to the HVAC data of the second HVAC deyice.

12. A method for securely communicating and storing information among/a plurality of
HVAC devices in a building management system (BMS), the method comyrising:

generating, by a first HVAC device, a first block comprising deyice data and send
the block to at least a portion of the plurality of HVAC devices, whefein the first HVAC
device is one of the plurality of HVAC devices;

receiving, by the first HVAC device, a second block frgm one of the plurality of
HVAC devices, wherein the second block comprises differght device data;

solving, by the first HVAC device, the second bldck by determining a nonce value
that causes hashing the different device data, the nonge value, and a previous hash of a
newest block in an HVAC data chain to meet a difficulty requirement, wherein each of the
plurality of HVAC devices are configured to stgre the HVAC data chain that comprises a
plurality of blocks linked sequentially;

adding, by the first HVAC devicesthe solved block to the HVAC data chain of the
first HVAC device as the newest blocle; and

sending, by the first HVACAevice, the solved block to each of the plurality of
HVAC data chain stored on each of the plurality of
HVAC devices to be added

different device data and

the newest block, wherein the solved block comprises the

e determined nonce value.

13.  The method of Claim 12, wherein the plurality of blocks comprise HVAC data
associated with a pfurality of zones of a building associated with the BMS;
whereinghe HVAC data chain further comprises, based on the plurality of blocks, a
record of HYAC data for the building;
wiferein the plurality of blocks further comprise licensing information for the
of HVAC devices;
wherein the HVAC data chain further comprises, based on the plurality of blocks
mprising licensing information, a record of licensing information for the plurality of

HVAC devices.
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14.  The method of Claim 12, further comprising:
determining, by the first HVAC device and a second HVAC device, an operating
contract for the first HVAC device and the second HVAC device; and
generating, by the first HVAC device, a block comprising the operating con#ract;
and
sending, by the first HVAC device, the block comprising the operating contract to
the plurality of HVAC devices to be added to the HVAC data chain store
of HVAC devices.

n the plurality

15.  The method of Claim 12, wherein the first block further copiprises a digital
signature and a public key, wherein the method further comprisg§ generating, by the first
HVAC device, the digital signature for the first block with a grivate key and the HVAC
data;
wherein the second block further comprises a sg€ond public key and a second digital
signature, wherein the method further comprises vegftying, by the first HVAC device, the
authenticity of the second block with the differeny HVAC data, the second digital signature,

and the second public key.

16. The method of Claim 12, further

HVAC device, the difficulty requiremefit based on a target time, wherein the target time is

mprising periodically updating, by the first

the time for the plurality of HVAC gevices to solve a predefined amount of blocks and is
based on the plurality HVAC deyfces being building security devices, building lighting

devices, and devices that affegf an environmental change in a building.

17.  The method of Cl#im 12, wherein the method further comprises:
receiving, by
first HVAC device;

generati

icense server, a purchase for a software license for software for the

, by the license server, a block comprising a software license for the first
HVAC devicg/In response to receiving the purchase for the software license for the first
HVAC deylce;
nding, by the license server, the block comprising the software license for the first
device to the plurality of HVAC devices to be solved and added to the HVAC data
in stored on the plurality of HVAC devices;

identifying, by the first HVAC device, the software license based on the HVAC data
chain; and
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sending, by the first HVAC device, a request message for the software to the

licensing server.

18.  The method of Claim 12, the method further comprising:
generating, by the first HVAC device, an access request for HVAC data of A second
HVAC device;
sending, by the first HVAC device, the access request for the HVAC Aata to the
second HVAC device;
receiving, by the second HVAC device, the access request fromythe first HVAC
device;
generating, by the second HVAC device, a block authorizng the first HVAC device
to request the HVAC data of the second HVAC device;
sending, by the first HVAC device, the block to theflurality of HVAC devices to be
solved and added to the HVAC data chain stored on thelurality of HVAC devices; and
sending, by the first HVAC device a request §or the HVAC data to the second

HVAC device.

19.  The method of Claim 18, the method

identifying, by the first HVAC deyice, one of the plurality of the HVAC devices that
have access to the HVAC data based op/the HVAC data chain;

sending, by the first HVAC gevice, a request for the HVAC data to the identified
HVAC device;

receiving, by the identified HVAC device, the request for the HVAC data from the
first HVAC device;

determining, by e identified HVAC device, that the first HVAC device has access
to the HVAC data baged on the HVAC data chain;

sending, bythe identified HVAC device, the HVAC data to the first HVAC device
termining that the first HVAC device has access to the HVAC data of the

rther comprising:

in response to
device; and

regeiving, by the first HVAC device, the HVAC data from the one of the plurality of
HVA(/devices.

A system for securely communicating and storing information in a building

management system (BMS), the system comprising:
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a plurality of HVAC devices communicably coupled via a network, wherein each of
the plurality of HVAC devices are configured to store a copy of an HVAC data chain
comprising a plurality of data blocks linked sequentially, wherein the plurality of HV
devices comprise a first HVAC device comprising a processing circuit configured tg/

generate a first block comprising device data, a public key, and a gital
signature, wherein the digital signature is generated based on the device data gAd a private
key;

send the first block to the plurality of HVAC devices;

receive a second block from one of the plurality of HWAC devices, wherein
the second block comprises different device data, a second public }ey, and a second digital
signature;

verify the authenticity of the second block wigh the different HVAC data, the
second signature, and the second public key;

solve the second block by determining @nonce value that causes hashing the
different device data, the nonce value, and a previoys hash of a newest block in the HVAC
data chain to meet a difficulty requirement;

add the solved block to the HVAC data chain of the first HVAC device as
the newest block; and

send the solved block to the plurdlity of HVAC devices to be added by each of the
plurality of HVAC devices as the neyfest block in the HVAC data chain stored on each of
the plurality of HVAC devices, wiferein the solved block comprises the different device

data and the determined nonce #alue.

21.  The system of Claiyn 20, wherein the plurality of blocks comprise HVAC data
associated with a pluralty of zones of a building associated with the BMS;
wherein the AV AC data chain further comprises, based on the plurality of blocks, a
record of HVAC gdata for the building;
whereigthe plurality of blocks further comprise licensing information for the
plurality of AVAC devices;
erein the HVAC data chain further comprises, based on the plurality of blocks

comppsing licensing information, a record of licensing information for the plurality of
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22.  The system of Claim 20, wherein the processing circuit of the first HVAC device is
configured to periodically update the difficulty requirement based on a target time, whergin
the target time is the time for the plurality of HVAC devices to solve a predefined amgunt
of blocks;
wherein the target time is based on the plurality HVAC devices being byflding
security devices, building lighting devices, and devices that affect an environgental change

in a building.

irst HVAC device

and a processing circuit of a second HVAC device of the plurality6f HVAC devices are

23.  The system of Claim 20, wherein the processing circuit of th
configured to determine an operating contract for the first HVAL device and the second
HVAC device; and

wherein the processing circuit of the first HVAC gevice is configured to generate a
block comprising the operating contract; and

send the block comprising the operating confract to the plurality of HVAC devices
to be solved and added to the HVAC data chain gtored on the plurality of HVAC devices.

24.  The system of Claim 20, wherein thg/system further comprises a licensing server
comprising a processing circuit configurgl to:
receive a purchase for a softwgfe license for software for the first HVAC device;
generate a block comprising/the software license for the first HVAC device in
response to receiving the purchgée for the software license for the first HVAC device; and
send the block compriSing the software license for the first HVAC device to the
plurality of HVAC deviceg to be solved and added to the HVAC data chain stored on the
plurality of HVAC devfCes;
wherein the grocessing circuit of the first HVAC device is configured to identify the

software license Jased on the HVAC data chain;

send the request message for the software to the licensing server;

wherein the processing circuit of the second HVAC device is configured to:
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receive the request message from the HVAC device;

determine that the first HVAC device is licensed for the requested softwdre
based on the HVAC data chain indicating that the HVAC device is licensed for the
requested software; and

send the requested software to the first HVAC device in responge to

determining that the HVAC data chain indicates that the first HVAC deviceAs licensed for

the requested software.




WHAT IS CLAIMED IS:

1. A system for securely communicating and storing information in a building

system of a building, the system comprising:

a_plurality of building devices communicably coupled via a network,

wherein each of the plurality of building devices are confiqured to store a copy of a

blockchain comprising a plurality of blocks linked sequentially, wherein the

plurality of building devices comprise a first building device comprising a

processing circuit, the processing circuit comprising one or more memory devices

and one or more processors, the processing circuit configured to:

generate a first block comprising device data and send the first block

to at least a portion of the plurality of building devices:

receive a second block from a second building device of the plurality

of building devices;

solve the second block by determining a nonce value that causes a

hash of data, the nonce value, and a previous hash of a newest block in the

blockchain to meet a difficulty requirement;

add the solved block to the blockchain of the first building device as

the newest block, wherein the blockchain of the first building device

comprises one or more licensing blocks indicating license information for

software of a respective one or more of the plurality of building devices; and

send the solved block to at least one of the plurality of building

devices to be added as the newest block in the blockchain stored on at least

one of the plurality of building devices, wherein the solved block comprises

the different device data and the determined nonce value.

2. The system of claim 1, wherein the plurality of blocks comprise device data

associated with a plurality of zones of the building associated with the building

system;
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wherein the blockchain further comprises, based on the plurality of blocks, a record

of device data for the building.

3. The system of claim 1, wherein the processing circuit of the first building device

and a processing circuit of the second building device are configured to determine

an operating contract for the first building device and the second building device;

wherein the processing circuit of the first building device is configured to:

generate a block comprising the operating contract; and

send the block comprising the operating contract to the plurality of

building devices to be solved and added to the blockchain.

4. The system of claim 1, wherein the first block generated by the processing

circuit of the first building device further comprises a digital signature and a public

key: wherein the processing circuit of the first building device is configured to

generate the digital signature for the first block with a private key and the device

data;

wherein the second block further comprises a second public key and a

second diqital signature, wherein the processing circuit of the first building device

is confiqured to verify authenticity of the second block with the different device

data, the second digital signature, and the second public key.

5. The system of claim 1, wherein the processing circuit of the first building device

is configured to periodically update the difficulty requirement based on a target

time, wherein the target time is an amount of time for the plurality of building

devices to solve a predefined number of blocks: wherein the target time is based on

the plurality of building devices being building security devices, building lighting

devices, and devices that affect an environmental change in the building.
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6. The system of claim 1, wherein the system further comprises a licensing server

comprising a processing circuit confiqured to: receive a purchase for a software

license for the software for the first building device:

generate a block comprising the software license for the first building device

in response to receiving the purchase for the software license for the first building

device; and

send the block comprising the software license for the first building device

to the plurality of building devices to be added to the blockchain stored on the

plurality of building devices.

7. The system of claim 6, wherein the processing circuit of the first building device

iIs _configured to identify the software license based on the blockchain.

8. The system of claim 7, wherein the processing circuit of the first building device

is further confiqured to perform, in response to identifying the software license, at

least one of:

identifying the second building device licensed for the software based on the

blockchain and send a request message to the second building device for the

software; and sending the request message for the software to the licensing server.

9. The system of claim 8, wherein the second building device comprises a

processing circuit configured to:

receive the request message from the first building device;

determine that the first building device is licensed for the software based on

the blockchain indicating that the first building device is licensed for the software;

and

send the software to the first building device in response to determining that

the blockchain indicates that the first building device is licensed for the software.
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10. The system of claim 1, wherein the processing circuit of the first building

device is configured to:

generate an access request for device data of the second building device; and

send the access request for the device data to the second building device;

wherein the second building device comprises a processing circuit

configured to:

receive the access request from the first building device;

generate a block authorizing the first building device to request the

device data of the second building device; and

send the block authorizing the first building device to request the

device data of the second building device to the plurality of building devices

to be solved and added to the blockchain stored on the plurality of building

devices;

wherein the processing circuit of the first building device is further

configured to send a request for the device data to the second building device in

response to determining that the first building device is authorized to receive the

device data.

11. The system of claim 10, wherein the processing circuit of the first building

device is configured to:

identify one of the plurality of building devices that have access to the

device data based on the blockchain;

send a second request for the device data to the identified building device;

and receive the device data from the identified building device;

wherein the identified building device comprises a processing circuit

configured to:

receive the second request for the device data from the first building device;

determine that the first building device has access to the device data based

on the blockchain; and
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send the device data to the first building device in response to determining that

the first building device has access to the device data of the second building

device.

12. A method for securely communicating and storing information among a

plurality of building devices in a building system of a building, the method

comprising:
generating, by a first building device, a first block comprising device data,

wherein the first building device is one of the plurality of building devices;

sending, by the first building device, the first block to at least a portion of

the plurality of building devices;

receiving, by the first building device, a second block from a second

building device of the plurality of building devices;

solving, by the first building device, the second block by determining a

nonce value that causes hashing data, the nonce value, and a previous hash of a

newest block in a blockchain to meet a difficulty requirement, wherein each of the

plurality of building devices are configured to store the blockchain that comprises

a plurality of blocks linked sequentially:

adding, by the first building device, the solved block to the blockchain of the

first building device as the newest block, wherein the blockchain of the first

building device comprises one or more licensing blocks indicating license

information for software of a respective one or more of the plurality of building

devices;

sending, by the first building device, the solved block to each of the plurality

of building devices to be added to the blockchain stored on at least one of the

plurality of building devices to be added as the newest block, wherein the solved

block comprises the different device data and the determined nonce value.

13. The method of claim 12, wherein the plurality of blocks comprise device data
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associated with a plurality of zones of the building associated with the building

system;
wherein the blockchain further comprises, based on the plurality of blocks, a

record of device data for the building;

wherein the plurality of blocks further comprise licensing information for

the plurality of building devices:

wherein the blockchain further comprises, based on the plurality of blocks

comprising the licensing information, a record of licensing information for the

plurality of building devices.

14. The method of claim 12, further comprising: determining, by the first building

device and the second building device, an operating contract for the first building

device and the second building device; generating, by the first building device, a

block comprising the operating contract; and sending, by the first building device,

the block comprising the operating contract to the plurality of building devices to

be added to the blockchain stored on the plurality of building devices.

15. The method of claim 12, wherein the first block further comprises a digital

signature and a public key, wherein the method further comprises generating, by

the first building device, the digital signature for the first block with a private key

and the device data;

wherein the second block further comprises a second public key and a

second digital signature, wherein the method further comprises verifying, by the

first building device, authenticity of the second block with the different device

data, the second diqital signature, and the second public key.

16. The method of claim 12, further comprising periodically updating, by the first

building device, the difficulty requirement based on a target time, wherein the

target time is an amount of time for the plurality of building devices to solve a

predefined amount of blocks:
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wherein the target time is based on the plurality of building devices being

building security devices, building lighting devices, and devices that affect an

environmental change in the building.

17. The method of claim 12, wherein the method further comprises:

receiving, by a license server, a purchase for a software license for the

software for the first building device;

generating, by the license server, a block comprising the software license for

the first building device in response to receiving the purchase for the software

license for the first building device;

sending, by the license server, the block comprising the software license for

the first building device to the plurality of building devices to be solved and added

to the blockchain stored on the plurality of building devices;

identifying, by the first building device, the software license based on the

blockchain: and sending, by the first building device, a request message for the

software to the license server.

18. The method of claim 12, the method further comprising:

generating, by the first building device, an access request for device data of

the second building device;

sending, by the first building device, the access request for the device data to

the second building device:

receiving, by the second building device, the access request from the first

building device;

generating, by the second building device, a block authorizing the first

building device to request the device data of the second building device;

sending, by the first building device, the block to the plurality of building

devices to be solved and added to the blockchain stored on the plurality of building

devices; and
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sending, by the first building device, a request for the device data to the

second building device.

19. The method of claim 18, the method further comprising:

identifying, by the first building device, one of the plurality of building

devices that have access to the device data based on the blockchain;

sending, by the first building device, a second request for the device data to

the identified building device;

receiving, by the identified building device, the second request for the

device data from the first building device;

determining, by the identified building device, that the first building device

has access to the device data based on the blockchain:

sending, by the identified building device, the device data to the first

building device in response to determining that the first building device has access

to the device data of the second building device: and

receiving, by the first building device, the device data from the one of the

plurality of building devices.

20. A system for securely communicating and storing information in a building

system of a building, the system comprising:

a plurality of building devices communicably coupled via a network,

wherein each of the plurality of building devices are configured to store a copy of a

blockchain comprising a plurality of blocks linked sequentially, wherein the

plurality of building devices comprise a first building device comprising a

processing circuit, the processing circuit comprising one or more memory devices

and one or more processors, the processing circuit configured to:

generate a first block comprising device data, a public key, and a diqital

signature, wherein the digital signature is generated based on the device data and a

private key:;
send the first block to at least a portion of the plurality of building devices;
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receive a second block from a second building device, wherein the second

block comprises different device data, a second public key, and a second digital

signature;
verify authenticity of the second block with the different device data, the

second digital signature, and the second public key:

solve the second block by determining a nonce value that causes hashing the

different device data, the nonce value, and a previous hash of a newest block in the

blockchain to meet a difficulty requirement;

add the solved block to the blockchain of the first building device as the

newest block, wherein the blockchain of the first building device comprises one or

more licensing blocks indicating license information for software of a respective

one or more of the plurality of building devices; and

send the solved block to the plurality of building devices to be added by

each of the plurality of building devices as the newest block in the blockchain

stored on each of the plurality of building devices, wherein the solved block

comprises the different device data and the determined nonce value.

21. The system of claim 20, wherein the plurality of blocks comprise device data

associated with a plurality of zones of the building associated with the building

system: wherein the blockchain further comprises, based on the plurality of blocks,

a record of device data for the building;

wherein the plurality of blocks further comprise licensing information for

the plurality of building devices:

wherein the blockchain further comprises, based on the plurality of blocks

comprising the licensing information, a record of licensing information for the

plurality of building devices.

22. The system of claim 20, wherein the processing circuit of the first building

device is confiqured to periodically update the difficulty requirement based on a
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target time, wherein the target time is an amount of time for the plurality of

building devices to solve a predefined amount of blocks:

wherein the target time is based on the plurality of building devices being

building security devices, building lighting devices, and devices that affect an

environmental change in the building.

23. The system of claim 20, wherein the processing circuit of the first building

device and a processing circuit of the second building device of the plurality of

building devices are configured to determine an operating contract for the first

building device and the second building device; and

wherein the processing circuit of the first building device is configured to

generate a block comprising the operating contract; and

send the block comprising the operating contract to the plurality of building

devices to be solved and added to the blockchain stored on the plurality of building

devices.

24. The system of claim 20, wherein the system further comprises a licensing

Server comprising a processing circuit configured to:

receive a purchase for a software license for the software for the first

building device; generate a block comprising the software license for the first

building device in response to receiving the purchase for the software license for

the first building device; and

send the block comprising the software license for the first building device

to the plurality of building devices to be solved and added to the blockchain stored

on the plurality of building devices;

wherein the processing circuit of the first building device is configured to

identify the software license based on the blockchain:

wherein the processing circuit of the first building device is further

configured to perform at least one of:
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identify the second building device licensed for the software based on the

blockchain and send a request message to the second building device for the

software; and

send the request message for the software to the licensing server; wherein a

processing circuit of the second building device is configured to: receive the

request message from the first building device;

determine that the first building device is licensed for the software based on

the blockchain indicating that the first building device is licensed for the software;

and

send the software to the first building device in response to determining that

the blockchain indicates that the first building device is licensed for the software.
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