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acquire a current trusted login identifier issued by the first server to the second 

server, the current trusted login identifier being a certificate for acquiring the temporary 

trusted login token; and 

write the current trusted login identifier into the access request to generate the token 

acquisition request. 5 

A fifth aspect of the present invention provides a trusted login system, including: 

a first server; 

a second server; and 

a target client terminal configured to send a trusted login request to the second server 

in response to a user operation on a target access entrance, the trusted login request being 10 

used to request to log in to the first server and access a service page provided by the first 

server; receive a temporary trusted login token sent by the second server, the temporary 

trusted login token having a service privilege to access the service page; generate, based 

on the temporary trusted login token, an access request for accessing the service page 

and send the access request to the first server, to request to log in to the first server and 15 

access the service page. 

Another aspect of the present disclosure provides a computer-implemented trusted 

login method applied to a trusted login system comprising a first application system 

including a first server and a first client terminal and a second application system 

including a second server and a target client terminal, including: 20 

issuing, from the first server and to the second server, a current trusted login 

identifier that certifies the second server to obtain a temporary trusted login token; 

receiving, at the first server and from the second server, a trusted login token 

acquisition request, the trusted login token acquisition request being based on a trusted 

login request and the current trusted login identifier, wherein the trusted login request 25 

specifies a service page access request comprising a request to access a service page 

provided by the first server, and was sent to the second server by the target client 

terminal; 

generating, by the first server, a temporary trusted login token based on the received 

token acquisition request and setting a service page access service permission of the 30 

temporary trusted login token;  

determining, by the first server, whether the current trusted login identifier is legal or 

not;
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in response to determining that the current trusted login identifier is legal, sending, 

from the first server, the temporary trusted login token to the second server, wherein the 

second server sends the temporary trusted login token to the target client terminal;  

receiving, at the first server and from the target client terminal, the service page 5 

access request, wherein the service page access request includes the temporary trusted 

login token; 

obtaining, by the first server and from the received service page access request, the 

temporary trusted login token and determining whether the temporary trusted login token 

has service permission to access the service page requested to be accessed by the target 10 

client terminal;  

if it is determined that the temporary trusted login token has service permission to 

access the corresponding service page, permitting, by the first server, the target client 

terminal trusted log in to the first server and returning, from the first server and to the 

target client terminal, the service page requested to be accessed by the target client 15 

terminal. 

Another aspect of the present disclosure provides a trusted login system. The trusted 

login system comprises a first application system including a first server and a first client 

terminal and a second application system including a second server and a target client 

terminal. The first server and second server comprise multiple units configured to 20 

perform the above computer-implemented trusted login method. 

The foregoing one or more technical solutions in the embodiments of the present 

application have at least the following technical solutions: 

In the embodiments of the present application, when a page access request sent by a 

target client terminal corresponding to a second server is received, to request to access a 25 

service page provided by a first server, a temporary trusted login token in the page access 

request is acquired and it is judged whether the temporary trusted login token has a 

service privilege to access the service page. If the temporary trusted login token has the 

service privilege, the target client terminal is permitted to log in to the first server in a 

trusted manner, and the service page that is requested to be accessed by the target client 30 

terminal is returned. In this way, a user performs a trusted login can access only a 

corresponding service page under a restriction from the service privilege of the 

temporary trusted login token, and cannot access another service page of the system, thus 
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solving a security problem in a trusted login in the prior art and enhancing security of the 

trusted login. 
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CLAIMS 

1. A computer-implemented trusted login method applied to a trusted login system 

comprising a first application system including a first server and a first client terminal and a 

second application system including a second server and a target client terminal, comprising: 

issuing, from the first server and to the second server, a current trusted login identifier that 

certifies the second server to obtain a temporary trusted login token; 

receiving, at the first server and from the second server, a trusted login token acquisition 

request, the trusted login token acquisition request being based on a trusted login request and the 

current trusted login identifier, wherein the trusted login request specifies a service page access 

request comprising a request to access a service page provided by the first server, and was sent to 

the second server by the target client terminal; 

generating, by the first server, a temporary trusted login token based on the received token 

acquisition request and setting a service page access service permission of the temporary trusted 

login token; 

determining, by the first server, whether the current trusted login identifier is legal or not; 

in response to determining that the current trusted login identifier is legal, sending, from 

the first server, the temporary trusted login token to the second server, wherein the second server 

sends the temporary trusted login token to the target client terminal; 

receiving, at the first server and from the target client terminal, the service page access 

request, wherein the service page access request includes the temporary trusted login token; 

obtaining, by the first server and from the received service page access request, the 

temporary trusted login token and determining whether the temporary trusted login token has 

service permission to access the service page requested to be accessed by the target client 

terminal; 

if it is determined that the temporary trusted login token has service permission to access 

the corresponding service page, permitting, by the first server, the target client terminal trusted log 

in to the first server and returning, from the first server and to the target client terminal, the service 

page requested to be accessed by the target client terminal. 

2. The method of claim 1, wherein determining whether the temporary trusted login token has 

service permission to access the service page requested to be accessed comprises: 
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determining whether the temporary trusted login token and an identifier of the service page 

to be accessed meet a first mapping relationship; and 

determining whether the temporary trusted login token and a current trusted login identifier 

issued by the first server meet a second mapping relationship; and 

in response to determining that the temporary trusted login token and the identifier of the 

service page to be accessed meet the first mapping relationship and that the temporary trusted login 

token and the current trusted login identifier meet the second mapping relationship, determining that 

the temporary trusted login token has the service permission to access the service page. 

3. The computer-implemented method of claim 1, wherein the temporary trusted login token is 

generated according to a specific generation rule to render the token valid. 

4. The computer-implemented method of claim 1, wherein the temporary trusted login token 

expires after a validity period. 

5. The method of claim 1, wherein the step of determining whether the temporary trusted login 

token has service permission to access the service page comprises: 

determining whether the temporary trusted login token and a service identification of the 

service page meet a first mapping relationship; and 

if the temporary trusted login token and the service identification meet the first mapping 

relationship, determining that the temporary trusted login token has the service permission to access 

the service page. 

6. The method of claim 1, wherein the step of determining whether the temporary trusted login 

token has service permission to access the service page comprises: 

determining whether the temporary trusted login token and a service identification of the 

service page meet a first mapping relationship, and determining whether the temporary trusted login 

token and a current trusted login identifier issued by the first server to the second server meet a 

second mapping relationship; and 

if the temporary trusted login token and the service identification meet the first mapping 

relationship and the temporary trusted login token and the current trusted login identifier meet the 
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second mapping relationship, determining that the temporary trusted login token has the service 

privilege to access the service page. 

7. The method of claim 1, wherein before the step of determining whether the temporary 

trusted login token has service permission to access the service page, the method further comprises: 

 determining whether the temporary trusted login token is valid, and determining whether 

the temporary trusted login token expires; and 

if the temporary trusted login token is valid and does not expire, performing an operation of 

determining whether the temporary trusted login token based on the page access request has a 

service privilege to access the service page. 

8. The method of claim 1, wherein the service page is a page that can be loaded to the target 

client terminal in an embedded manner. 

9. The method of any of claims 1, 5 to 8, further comprising: 

receiving a token acquisition request sent by the second server; 

determining, based on the token acquisition request, whether the target client terminal is a 

trusted client terminal; 

generating the temporary trusted login token if the target client terminal is a trusted client 

terminal, and setting a page access service permission for the temporary trusted login token; and 

sending the temporary trusted login token to the target client terminal by using the second 

server. 

10. The method of claim 9, wherein the step of determining, based on the token acquisition 

request, whether the target client terminal is a trusted client terminal comprises: 

determining whether the token acquisition request comprises the current trusted login 

identifier issued by the first server to the second server; and 

determining that the target client terminal is the trusted client terminal if the token 

acquisition request comprises the current trusted login identifier. 
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11. The method of claim 9, wherein the step of determining, based on the token acquisition 

request, whether the target client terminal is a trusted client terminal comprises: 

determining whether a first client terminal corresponding to the target client terminal exists 

in the first server; and 

determining that the target client terminal is the trusted client terminal if the first client 

terminal exists. 

12. The method of claim 1, further comprising: 

receiving, at the second server, the trusted login request sent by the target client terminal , 

the trusted login request being used to request to log in to the first server and access the service 

page provided by the first server; 

generating, by the second server, the trusted login token acquisition request based on the 

trusted login request, and sending, from the second server, the token acquisition request to the first 

server , comprising: 

obtaining a current trusted login identifier issued by the first server to the second 

server, the current trusted login identifier being a certificate for obtaining the temporary trusted 

login token; and 

writing the current trusted login identifier into the access request to generate the 

token acquisition request; 

receiving, at the second server, the temporary trusted login token from the first server, the 

temporary trusted login token having service permission to log in to the first server and access the 

service page, and sending the temporary trusted login token to the target client terminal, so that the 

target client terminal logs in to the first server and accesses the service page using the temporary 

trusted login token . 

13. The method of claim 1, further comprising, if it is determined that the temporary trusted 

login token does not have service permission to access the corresponding service page, forbidding 

the target client terminal to access the corresponding service page. 

14. A trusted login system, comprising: 

a first application system including a first server and a first client terminal; and 
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a second application system including a second server and a target client terminal; 

 wherein the first server and second server comprise multiple units configured to perform 

the method of any one of claims 1 to 13. 
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