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1. Field of the Invention This invention relates generally to the field of
secure electronic nessaging, and in particular to processing secure
nmessages to verify and separately indicate signature status and trust

stat us of tWeiHES¥ages. 10 2. Description of the Rel atredcAmwiEnown secure
messagi ng software clients; such as e-maj| software applications operating

on deskt op r ' e on a
recei ved semégﬁd@éﬁgﬁﬁd:r@éﬁﬁ&%'“bwgﬁ%ﬁ‘%ﬁﬁw signature

I ndi cator that indi cate ture is.valid or not. The overall
process of signature v %ﬁﬁb%ﬁ%ﬂ% %IN'%IFFP;"Q%. cally invol ves

mul tiple operations, such as mathenmatical operations to verify the
signature status, and a check of trust status. \Wen signature verification
fails, however, a user of these known clients is unable to imedi ately
deternine the reason for the fai BAGKGROWNBO which of the signature

verification operations failed, due to the fact that the client only
provides®a single signature verification indicator (i.e. valid or invalid).

Therefore, when a signature verification process fails, the user cannot
di stingui Sh1-V\ﬂQ|Qﬁ|’Lj_gﬂh entigm | ure was caused by a mat hematical operation
failure or by a trust status check failure. 1 : 0 6 AUG 2006
This invention relates generally to the field of secure electronic
messaging, and in particular to processing secure messages to verify and separately
indicate signature status and trust status of the messages.

10

2. Description of the Related Art

Known secure messaging software clients, such as e-malil software

applications operating on desktop computér systems, represent the status of a
signature on a received secure message using a single icon or other type of

15 signature indicator that indicates whether the signature Is valid or not. The overall
process of signature verification by these clients typically involves multiple
operétions, such as mathematical operations to verify the signature status, and a
check of trust status. When signature verification fails, however, a user of these
known clients is unable to immediately determine the reason for the failure, and

20 which of the signature verification operations failed, due to the fact that the client only
provides a single signature verification indicator (i.e. valid or invalid). Therefore,
when a signature verification process fails, the user cannot distinguish whether the
failure was caused by a mathematical operation failure or by a trust status check

fatlure,



Stallings W: "The PGP Wb of Trust", BYTE, MCGRAWHI LL I NC., 5 rga
Pet er bor ough, USA, 01 Feb. 1995, pages 161 to 162, discusses how t% EEJ?L{
public keys without a central authority and di scl oses a publi c- key
certificate assigned to a sender of a nessage. The certificate includes: a
public key of the sender; a User ID, which includes the names and e-nmail

addr ess of ta key owner; and one or nore i tal natures for the
publ 1o key Slnasean?) B B8R, ek Weyisr. 5YTE SMERAWHILL NG5t STal ue.

Each user q:ytéra@b&gﬁlmdnk@eb aogb %@é@%ﬂtﬁ% Idi%cassfeh'h%wkta%mufmbﬁleb' -
key ring. Each e in the ring has a key P.lg)hRI macy field that neasures

t he degree "¥YHW ?‘Hh"' el QH'QP”W@J@@S"@% a é‘?h@"@ﬁ@tﬁ@sﬂéﬁe‘i K2 user.

PGP Fr eevarsendétiof Winekaege. PRE Eerdifidaid fRiud¥@TSh@ilc ke of ABGBAdE 4a BiSer I, OVi des
detrails on attrlbutes associated with keys in the PGP-system and states

that the  4dueh gkdes, leseamps ard £rmel sddress ef therfeyk@yrernandiang §F MPremke

visible. Taijitl é‘gﬁatuﬂeh%r&hé POBlckely ARHAARP B 'Tﬁé‘%uﬂfc I%e‘?e?s keutRiated\GiliPa ONe key
attribute is a level of trust that has been granted t he owner of the

key. a 0 AUgH@lFachgsepgsl mﬁmderb@mﬂemgs thess %Um*mpwn ap PHBlichod of

i ndi cati ngkefi lrlﬁg" aEaE:ﬁ? eﬁ{rﬁtnufhe @iﬂﬁ Hak léslieyslé@ﬁMﬁcyPﬁelé‘ %R FEaBuredBSS é@@e@” a
messaging ¢l1ent rovi d e nethod may include the steps of

sel ecting fOV 'ﬁpt%%é' rﬁ@‘séf' @%@U? Eeh@é@%@r&%k‘% on the nessagi ng cI i ent,
the secure nessage including a digital signature generated by a sender of
t he secure é?ﬁ:sa e, checking the digital signature, checki n? trust status
of the send £ 29I Nyindows:  UserisnGuidgt Hersien 7-0.crages 24-5(.heroyidep of

checki ng t ketralisgbr aktributes absschtedMith &S Mh W mmswﬁ%dlﬂabgaﬁarm@f a
result of the ste of checking trust sfatus of the sender. A system for

i ndi cat i ng USPTFALt Q@se sl alsihe &g De wants s @@b@ gisible. Table 4-1
lists iconic representations of the keys, where one key attribute is a level of trust that

has been granted to the owner of the key.
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nmessage is al so provided. The system may include a nessaging client .
configured to receive secure nessages, each of the secure nessadg£ AlG 7886
including a digital signature generated by a sender of the secure nessage,
an input configured to receive inputs 15 froma user of the nmessagi ng
client, a data processor, and an output configured to provide outputs to

t he user. WibHZ5Hecei ved secure nessage i s sel ected POFCAQO@EESSi ng by the
user via the input, the processor checks the digital signature on the

sel ected secure nessage, checks the trust status of the sender, and

provi des separate output indications of the results of the digital
signature check and the trust 20 §Q§i@§§fheCk on the output. BRIEF
DESCRI PTI ON OF THE DRAWNGS Fig. 1 ock diagram of an exenpl ary

TS0 oy b A e s P TR AR BER = 2 0 ®
3 15 a f1 oW eRaDE oA IERANY AL e fp Tertepeay BROTEP P Rroht s, and
o agr am or SHHEE K HePng X4t Paseee, R On G Tssa el of the
Status | nai SeReonedeaB BenBRoE ol SRR AsPerI SO soncer S4e e
b esent | nVORSRaY HikrRBacha el sCRRYAS <BEPFRSsERP AR o GRSEORED and T r ust
status ¢ hec&%prim%mraa&/ firlsjt(aincﬁc(:aartéor(?aqc gFe%uﬁ)gf tﬁg gtlélg gf checking the digital signature, and
displaying a second indicator of a resﬁ!t of the step of checking trust status of the
10 sender. |
A system for indicating signature status and trust status of a secure
message is also provided. The system may include a messaging client configured to
receive secure messages, each of the secure messageé including a digital signature
generated by a sender of the secure message, an input configured to receive inputs
18 from a user of the messaging client, a data processor, and an output configured to
provide outputs tp the user. When a received secure message is selected for
processing by the user via the input, the processor checks the digital signature on
the selected secure message, cht;.-cks the trust s;tatus of the sender, and provides
separate output indications of the resu!té of the digital signature check and the trust

20  status check on the output.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of an exemplary messaging system in which

the present invention may be implemented.



nessages that have at | east been signed with a digital signature.gﬁgqﬁﬁyﬁmm
nessage nay al so be processed in other ways by a nessage sender or

i nternedi ate system 15 between a nessage sender and a nessagi ng client

whi ch receives the secure nessage. For exanple, a secure nessage nmay be a
nmessage that has been signed, encrypted and then signed or signed and then
encrypted MO ®OM8Wsage sender according to variants efT/Geswss Miul ti pur pose
Internet Mail Extensions (S/MME). A secure nessage could simlarly be

encoded, conpressed therw se 20.processed either before or after being
si gned. Any such pr &giﬁ $@0(§%dsla§r%rgEiﬁg@a%n%g%cgbeee-%ﬁﬁnassgge ?@Q'P%eed at a
nmessage receiver if ssary before signature verification operations are
per f or med. q’iaﬁes%ﬁ%?é:g‘%g ent all ows a systemon which it operates to

R S S AT R o T R R C R
vt O SRR BhH Sho Rl B0 Pl st R 2 on - capabil i ties,
ér'eieﬁL vent | on yis‘?lfgéi‘?ﬁ%ﬁhﬁ%ﬁs%@%@ﬁiﬁﬁ%&%&ﬁém&‘-32 SWEZQAL ea
oy (£ TR e ST
in whi ch’a SRk St aph rUst SEib BRcAlon devi co 22 ("nobil e device") is
per sonal - comput er _(REP S HPOHAERE SF P RmRe CORMLRPEAP SOVE? The VAN 12,
" Shd ek bR AR S SRSt i "o
Applica&;on Service Provider (ASP), or
DETAILED DESCRIPTION
Signature and trust status checking may be performed on secure
messages that have at least been signed with a digital signature. A secure message
may also be processed in other ways by a message sender or intermediate system
15 between a message sender and a messaging client which receives the secure
message. For example, a secure message may be a message that has been
signed, encrypted and then signed or signed and then encrypted by a message
sender according to variants of Secure Multipurpose Internet Mail Extensions
(S/MIME). A secure message could similarly be encoded, compressed or otherwise
20 processed either before or after being signed. Any such processing of a secure
message would be reversed at a message receiver if necessary before signature
verification operations are performed.
A messaging client allows a system on which it operates to receive and

possibly also send messages. Messaging clients may operate on a computer



the like. 15 The corporate LAN 18 is an exanple of a networKk- bas\ig e
nmessaging client. It is normally |ocated behind a security fire IBI Ay, 2008
Wthin the corporate LAN 30, a nessage server 26, operating on a conputer
behind the firewall 24 serves as the primary interface for the corporation
to exchange nessages both within the LAN 18, and with other external
messagi ng Q@ ®BRIS30vi a the WAN 12. Two known nessage 20CHEAWMHI288 26 are

M crosof frm Exchange server and Lotus Doml noTm server. These servers 26

o e a8y B RRATSRURE ok s S0 AT g 1Y %
ressase SEXSiRD, Bk Rofs A iy b o] DG RBRb her T 35,

el ectroni c docunentation, etc. -4 0 8 AUG 2006 WD 03/075530
PCT/ CA03/ 00288 The nessage server 26 provides nessaging capabilities to the

Cypi cal LAN 181 nof acls S Sha e atParubl hsgtuhd siskin raihdh; ch
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computer (PC), which is configured to communicate to the WAN 12, which may be

the Internet. PCs, such as computer system 14, normally access the Internet

through an Internet Servjce Provider (ISP), an Application Service Provider (ASP), or

the like.

15 The corporate LAN 18 is an example of a network-based messaging

client. Itis normally located behind a security firewall 24, Within the corporate LAN

30, a message server 26, operating on a computer behind the firewall 24 serves as

the plrimary interface for the corporation to exchange messages both within the LAN

18, and with other external messaging clients via the WAN 12. Two known message:

fi™ Exchange server and Lotus Domino™ server. These

20  servers 26 are Microso
servers 26 are often used in conjunction with Internet mail routers that typically use
UNIX-based Sendmail protocols to route and deliver mail messages. The message
server 26 may also provide additional functionality, such as dynamic database

storage for calendars, todollists, task lists, e-mail, electronic documentation, etc.



gateway 16 may al so determine a nost likely network for |ocating afigiviem 285
nobi |l e 15 device user and may al so track users as they roam between
countries or networks. Any conputer system 14,28 with access to the WAN 12
may exchange nessages with a nobile device 22 through the wirel ess network
gateway 16. Alternatively, private wirel ess network gateways, such as

wirel ess VWQa3arssPrivate Network (VPN) routers coul dreresspesy npl enent ed

to provide a private interface to a 20 wirel ess network. For exanple, a

from the LAN 18 to e Tsechat d8nbfidecPaltbe e34nd Bofiie & 4P ol coc”
netvor k_ga PR ot BitP AR pqroiierIFBrb 2adBodio B hAT P AN T 1 e
or 08 UG by ERE Pk Birrehed Rebt el e B TSR T
a1 Scrosed CletsHLAr RS OB ERs N o BN TR LAY 1o WERNERSS ©
rodir ocb ofyRa ey e RBRAdE SR Le e PRI bR app e Telltds Wy ver 26
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Tossage, <Atk thaen 0o heeraORe iy bel Soted sz mabfh PRl etk 20
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network 20 mrgg,gadcegq‘or%r% e Isﬁar?serﬁissgolr?, aﬁd grllyaottﬁér?eeqrt]}trgtii %téll\”'}arcg ku%%ﬁon%%é’)\rn rk, (2) a
be performed by the wireless gateway 16. The wireless gateway may be configured
to operate with more than one wireless network 20, in which case the wireless
gateway 16 may also determine a most likely network for locating a given mobile
15  device user and may also track users as they roam between countries or networks.
Any computer system 14, 28 with access to the WAN 12 may exchange
messages with a mobile device 22 through the wireless network gateway 16.
Alternatively, private wireless network gateways, such as wireless Virtual Private
Network (VPN) routers could also be implemented to provide a private interface to a
20 wireless network. For example, a wireless VPN implemented in the LAN 18 may
provide & private interface from the LAN 18 to one or more mobile devices 22
through the wireless network 20. Such a private interface to mobile devices 22 via

the wireless network gateway 16 and/or the wireless network 20 may also effectively

be extended to entities outside the LAN 18 by providing a message forwarding or



15 voice-centric wirel ess network, or (3) a dual-node network that} gams 2403
support both voice and data conmuni cati ons over the sane |nfrastructure
Recently devel oped wreless networks include: (1) the Code Division

Mul tiple Access (CDMA) network, (2) the Groupe Special Mbile or the

G obal System for Mbile Conmunications (GSM and the General Packet Radio
Servi ce (GYWRBBRHHEIOWor ks, bot h devel oped by 20 the st amducas/0e88T ttee of
CEPT, and (3). third-generation (3G networks, such as Enhanced Data rates
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10 server 26, and possibly each message or a portion of each message, could be sent
.to the mobile device 22,
A wireless network 20 normally defi\./ers messages to and from mobile
devices 22 via RF transmissions between base stations and mobile devices 22. The
wireless network 20 may for example be: (1) a data-centric wireless network, (2) a
15 Qoice-centric wireless network, or (3} a dual-mode network that can support both
voice and data communications over the same infrastructure. Recently developed
wireless networks include: (1) the Code Division Multiple Access (CDMA) network,
(2) the Groupe Special Mobile or the Global System for Mobile Communications
(GSM) and the General Packet Radio Service (GPRS) networks, both.developed by
20 the standards cbmmittee of CEPT, and (3) third-generation (3G) networks, such as
Enhanced Data rates for Global Evolution (EDGE) and Universal Mobile
Telecommunications Systems (UMTS), which are currently under development.
GPRS is a data overlay on top of the existing GSM wireless network,

which is used in many paris of the world. Examples of data-centric network include:



15 headers and Mul ti-purpose Internet Mail Extensions (M MVE) bodyrp@rkﬁﬁtﬁT
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def ine the format of the e-mail nessage. In recent years, secure

nmessagi ng techni ques have evolved to protect both the content and

integrity of messages, such as e-mail nessages. S/M M and Pretty Good

PrivacyTm (PG pTm) are two public key secure e-mail messaging 20 protocols

t hat provi 0 B8i558ot h encryption, to protect data conPEWCAIEIE si gni ng,

which protects the integrity of a nmessage and provides for sender

2ut hent | G213 s Qe " RESE NBNICACASHex) | dhadeiihd BARTAE™ddd bsagnet 91 1 2

si gnatures possi bly encry tlon SO or instead be

encoded, g‘ﬁ%ﬂg@f’ g&amba@rrﬁé n 96:8&8é-ﬁ§zﬁiata h glgcﬁkéa‘Hﬁu & Mrsolt 03 075530

PCT/ CA03/ 0 d| agram | ustra Ing a secure e-mail
message ex@mﬁﬁ.‘ T e ne- mai |
sender 30 coup e?‘gn%ﬁﬁﬁﬁ’@ an rggq\}\%ergp SS ga bﬁ];Flrt}’{r% Biy 1Ch provi des
an interfagg, I bi |l e device
38 i s adapt ed’ to operg W&te}% ﬁgﬂh%’eméreglagéga%@] r@%@em@héeﬁ&e mai |
sender 30 Wd-ﬂﬁdffo?ﬁéar?qﬁ%% the system14 in Fig. 1, or it may be a

net wor k- connect ed conpute such as conputer 28. The e-mail sender 30 may

al so be a nobile de"[‘h@?ndﬁﬂe %12\/\” Ja r%?é?&ﬁlﬁﬂ@lo 89' CWC% and sent.

The WAN 32, wirel ess gateway ess ne bi1"e"devi ce 38

Sacorc Z”ﬁ?@%@éﬁéﬁe&%@ﬁa@?‘e@@ﬁ?'3""530’6"’0{ % o OB BN gH apart, %,

y 8I'gns a nessag

ey, A ai OREt RESAPEnRans, AR e‘é@mé'éﬁ’eﬁéﬁfesa i 8?%%@5% bk sum “a

Cyclic Redup ﬂggm(, Check (CRC) or sone other non-reversible operation,
such as a has

10 Perhaps the most common type of messaging currently in use is e-mall.

In a standard e-mall system, an e-mail message is sent by an e-mail sender,

possibly through a message server and/or a service provider system, and may then

be routed through the Internet to one or more message recelvers. E-mail messages

are normally sent in the clear and typically use Simple Mail Transfer Protocol (SMTP)

15 headers and Multi-purpose Internet Mail Extensions (MIME) body parts to define the
format of the e-mail message.

In recent years, secure messaging techniques have evolved to protect
both the content and integrity of messages, such as e-mail messages. S/MIME and
Pretty Good Privacy™ (PGF’TM) are two public key secure e-mail messaging

20  protocols that provide for both encryption, to protect data content, and signing, which
protects the integrity of a message and provides for sender authentication by a
message receiver, In addition to utilizing digital signatures and possibly enicryption,
secure messages may also or instead be encoded, compressed or otherwise

processed.



15 on the message. This di gest of the message is then digitally siggeg) %hu
the sender using the sender's private key. The private key may be use
performan encryption or sonme other transformation operation on the di gest
to generate a digest signature. A digital signature, including the digest
and the digest signature, is then appended to the outgoing nessage. In

addi tion, AMBYTER Certificate (Cert) of the 20 sendeey/Catioess i ncl udes t he
sender's public key and sender identity information that is bound to the

Gorts and’ Cor 11 car B9k iBreMekelBatefie e R RAAB . “Cor 1 “ane
cotur o o- niiq MRELIEE SR Tl HETRe Rh hafaa088 MuBESERE: ! 5006
Cort, Cor t ANy Bl SRREBogbll 34 Wy é%”ﬁ%ﬁé%ﬁ%%fﬁﬁ&yggfk@%Vﬁé@sZSQdﬁédi
a1 nat ur o¢® é@%@%@%@%ﬁ%@?%%iﬁﬁﬁ@ SHTaq DS o ' homn 1 n
gener ai B DYPBRHERGRES o mbssagi ng schemes may place  message conponont s
'CSnSoﬁ'eLI o For "exal £ray SaRkR afingl B a&?w‘*ﬁﬁg}ﬁé’% el aSOLr? g
|t or mat 1 ok B8 v BonneBleH colb i pudtEcns R RS e H S8 he o a1
descr i bed S0y sRphE & oYy ba hal nestoss Re) he EaRaBa:  oci 1y (o
computer - SyRReraVAR( Mgt aatAe ST PR Ny B8 a3amafle RER %ot o ¢ he
mobi | e evér%esugs%ntla Iy hsa%n%easvglm?arlyﬁébegeé comgonents in Fig. 1.
A secure e-mail message sender 30 typically signs a message by
taking a digest of the message and signing thé digest using the sender's private key.
A digest may for example be generated by performing a check-sum, a Cyclic
Redundancy Check (CRC), or some other non-reversible operation, such as a hash
15 on'the message. This digest of the message is then djgitally signed by the sender
using the sender's private key. The private key may be used to perform an
enctyption or some other transformation operation on the digest to generate a digest
signature. A digital signature, including the digest and the digest sighature, is then
appended to the outgoing message. In addition, a digital Certificate (Cert) of the
20  sender, which includes the sender’s public key and sender identity information that is
bound to the public key with one or more digital signatures, and possibly any chained
Certs and Certificate Revocation Lists (CF{L_s) aésociated with the Cert and any

chained Certs may also be included with the outgoing message.

The secure e-mail message 40 sent by the e-mail sender 30 may



15 Alternatively, the message may be routed or redirected to the nolj 1785 2008
device 38 through the wireless network 36 via a wireless VPN router. The
recei ver of such a signed nessage 40, nobile device 38, may verify a
digital signature 42 in the secure nessage 40 by generating a digest of the
message body 44, extracting the transmtted digest fromthe digital

si gnat ure 00PFSWonpari ng the generated digest wth PEECABHESE extracted
fromthe digital signature 42, and verifying the digest signature in the

T it e e T L e
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sender 30 DBt PR AT ahe T ERIR i, BB oBr b heSIETe: osi ng
its private, k then a receiver 38 would use the senders public key to
decr ypt th'ng%tg’é‘t signature to recover the original digest. The secure

Sender 18 “punl i keyPedirepeclkeriatatesaes e EPma e Rl By Al so be
retrieved it irs ?&tgd through the WAN 32 to the wireless gateway 34. As described above, the
e-mail sender 30 may send the message 40 directly to a wireless gateway 34, or the
message may instead be delivered to a computer system associated with the mobile
device 38 and then sent to the mobile device 38I through the wireless gateway. 34,
15 Alternatively, the message may be routed or redirected to the mobile device 38
through the wireless network 36 via a wireless VPN router.
The receiver of such a signed message 40, mobile device 38, may
' verify a digital signature 42 in the secure message 40 by generating a digest of the
message body 44, extracting the transmitted digest from the digital signature 42,
20 comparing the generated digest with the digest extracted from the digital sighature
42, and verifying the digest signature in the digital signature. The digest algorithm
used by a secure message receiver is the same as the algorithm used by the

message sender, and may be specified in a message header, or possibly in a digital

signature of the secure message. One commonly used digest algorithm is the



15 local store, for exanple where the public key was extracted f r?nﬁ %{UD 2008
earlier nessage fromthe sender 30 and stored. in a key store in thé"
receiver's local store. Alternatively, the public key nay be retrieved f
romthe sender's Cert stored in a local store, or froma Public Key Server
(PKS). APKSis a server that is nornmally associated with a Certificate

Aut hority WWOABHOTSYmM which a Cert for an entity, incluBgTiQA0028Hhe entity's
public key, is available. A PKS mght reside within a corporate LAN such
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message to any address messtaﬂ@ergg I yers ol f trd@ggﬁgetriév%t L gest
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generated at the re'[:feqr e il ssage Wll match

i gest si ghiaake o Bie. e B8 Benati bV BaPBbd e Bl Ry Rl OGP TSl
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fail. Theseencgy% nge %tdilg%% us? gei\trs%tri\ila Q Eeyc,i%epl%tre eri\;'ee\r/“s?é‘| \%roﬁcg }58& t?\egér?cigr’geei ng the
public key to decrypt the digest signature to recover the original digest. The secure
message 40 shown in Fig. 2 includes the sender’s Cert 42, from which the sender’s
public key can be extracted. The sender’s public key may also be retrieved from a
15 local store, for example where the public key was extracted from an earlier message
from the sender 30 and str;ured. in a key store in the receiver's local store.
Alternatively, the public key may be retrieved from the sender’s Cert stored in a local
store, or from a Public Key Server (PKS). A PKS is a server that is normally
associated with a Certificate Authority (CA) from which a Cert for an entity, including
20 the entity’s public key, is available. A PKS might reside within a corporate LAN such
as 18 (Fig. 1), or anywhere on the WAN 32, Internet or other network or system
through which message receivers may establish communications with the PKS.
A digest algorithm is generally a non-reversible function that produces a

unique output for eve}'y unique input. Thus, if an original message is changed or
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15 contents of the secure nessage 40, but do ensure that the nessage qhz\l%fm 2006
not been tanpered with after it was signed by the sender, and al so énsiiFe
that the nessage was signed by the person as indicated on the 'Fronm field
of the message. The Cert, Cert chain and CRI-s 42 are used by a receiver to
ensure that the sender's Cert is valid, i.e., that the Cert has not been
revoked or WEBIOTE®, and is 20 trusted. A Cert is oft2al/gsspeo2sf a Cert

chain, which includes a user's Cert as well as other Certs to verify that

hain, | . s other er 1
(e, USer” S bl DWIGI) forcEf BB RS ko 5 i o
sover ot o Barabiafngls? RN SBnbilfe, BHE lohatifY viicoldh W 9t Spedth BB LT S
whi ch Vi) . j . 30
e eas; o8k BBbH ARt Eno@id s oS AR ARen it U250

/ 00588 e )
P bt ypodéelle flssBY, Hierdt? & Mol didbsPBbing o8 Moshddet Bnflorfidieie. 25 1°! | 29

55U 8T A Rbleo s APBAERTSRERAB o TR I SRR Seser b

above. l"'ude” an expiry ro romwhich a

TeSS20L 19 bk e SRBSHEb g o Bl AR Gt 1 Y 7 0
(e 991 2oy WRRHEFoddhoR PERIRPRP ORI S oelle! TVt oL S
ressage | GekERhBBT e SRS SRR DR PE LRI 1St eY
resSate, | SRl iSSP MR e L 2,
Xt | ot o B b RE) e 1 R nd e o
found, t heé]en%ra% g r:]u%&rucfigeesg %Snélﬁrettﬁé{%%ﬁ ge vgﬁff:e um‘?it% tﬁg tsgnc}epg pﬁveart]ed Eéy and
Therefore, even though the digests in the altered message match, the digital
signature will not be verified since the digest signature verification will fail.
These mathemaﬁcal operations do not prevent anyoné from seeing the
15 contents of the secure message 40, but do ensure that the message has not been
Itampered with after it was signed by the sender, and also ensure that the message
was signed by the person as indicated on the ‘From’ field of the message. |
The Cert, Cert chain and CRLs 42 are used by a receiver to ensure that
the sender’s Cert is valid, i.e., that the Cert has not been revoked or expired, and is
20 trusted. A Certis often part of a Cert chain, which includes a user's Cert as well as
other Certs to verify that the user's Cert is authentic. For example, a Cert for any
particular entity typically includes the entity’s public key and identificafion information

that is bound to the public key with a digital signature. Several types of Cert currently

in use include, for example, X.509 Certs, which are typically used in S/MIME, and
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recei ver trust the source of the root Cert. In known secure nessagp % 57008
systens, the overall result of the above nmthematical operations an '%ijuslt
status check are presented to a user as a single valid/invalid signature

i ndication. This single indication does not provi de adequate 20 infornmation
to a recelver to determne why the verification of the digital signature
has fail e®OBOYs303 is a flow chart illustrating a nerbndadonsdi git al
signature status and trust status verification and indication for a secure

S gnatur o 2on by REr 8 Sudrly olfefrs PrddE P BREY BRI s
037075530 PCLCANS 002 AR08 JIESSRBLAL o6 icilh b WHeEly SUsh A Jwhpd | s

. U .
| erl enent eCF may a unsecure nmuni cat | ons. e steps

show 1 FBde P B CHRMAIINE Dl e o) e TIPS
R T AVIE R B A NN R
oL ent el PR el el e S L R T
U Y Deey RS chBleR BRI LI e ROHEENR IR M BB e T

si gnature %U@{gdd be verified. o Configuration settings may al so be
establ i she a nessaging client to automatically control signature

very L oation. For HRe i SRR B SR kR aReEe | Lo
PR A R T S G e
P 0CeSSh Nherdler™ bieh, Mg ufial JgRghrd 51 BR' %3 THRieA%y e"heldlge o not the
receiver. If the issuer of the Certis not trusted, then the message recelver may trace
a certification path through the Cert chain to verify that each Cert in the chain was
signed by its issuer, whose Cert is next in the Cert chain, until a Cert is found that
was signed by a root Cert from a trusted source, such as from a large PKS. Once a
15 root Cert is found, then a signature can be trusted, because both the sender and
receiver trust the source of the root Cert.
| In known secure messaging systems, the overall result of the above
mathematical operations and trust status check are presented to a useras a single
valid/invalid signature indication. This single indication does not provide adequate
20 information to a receiver to determine why the verification of the digital signature has
failed.
Fig. 3 is a flow chart illustrating a method for digital signature status and

trust status verification and indication for a secure message. Although the methodin

Fig. 3 shows operations for verifying signature and trust status of a secure message,
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message is to be verified, which is dependent upon a user selectionf 8 AUS 2008
configuration settings, or both. If the digital signature is not to be
verified, then the nessage is displayed or processed at stop 56. An
indication that the nessage is a secure nessage, but that its digital
signature was not verified or processed may al so be 20 provided at step 57.

Al t er nat i vé&¥Q030#5¥essagi ng client could be confi guredPCHCHISH9288 any di spl ay
and processing operations for a secure message unless its digital

si gnat ure h?‘ne\ég u&;{ &fdnt ih bunl 89 %P fﬁ%ﬁéﬁkhgle}etﬁg% diéd b%dena{akgﬁ fbr

mat hemat i cal ons an are pertor m;gS?,'(I)'hese
0 2 A 0 . évﬁ%ém%%.ﬁtsd%e%’fe? h
T oht - handots fBSL 'i%%g‘?"*éﬂ'?é‘%éé’?ﬁef%é‘ %@*e%ﬁ‘?é'*ﬁﬁai%*ﬁa%*‘ftdﬁﬁ&é"é%ta%'f‘eﬁﬁ“c?;.” ent

\ . i T
drep 0. o FunClitERtamelad MbPAYe Yo Bab S oY Eeedf e TPRRREE o The
ot ;%dgﬂb'e'xf o na g mlebl bEY A sie S&%'gg%eﬁé%ﬁﬂéﬂf?%%%fsof%ﬁ%ﬁ%&ﬁaclhed cert
E?Sﬁra? Breg EReb g B RE et %%gﬂe: FopileeehiBe gﬁ%ﬁﬁ'afa%t f%ﬁﬁ&gé’ WSEO@SMEES and the
i 13 g i i
i Gest 51 oRetly bR RlnSLy SR adions Snlh s BLBar Ry RS, Tl '
S A 5 o B gt ™ 1
Iblgt h % or | BiCERTaRD: d E:a%eiw &Pt b agtﬁﬁ“ea@@ba'éfSi’a”nslMSﬁﬂ“& Rt ES °
resengiRg. Lol Befingrme des B et %Ee?@tf@ﬂe%ﬁa&ngic e B s e o

sender secur.e, it signs, the

sender' s Cﬁqnﬁr%lpnatﬂ@\{g&cha@on Forrg(ample d|g|tarrglgna res on sae%:ure messages’

from certain senders may be verified every time such a secure message is selected

for display or processing on a messaging client, whereas a user would be prompted

when any other secure message is selected for display or processing. Atstep 54, a

15 determination is made as to whether or not the digital signature on the secure

message is to be verified, which is dependent upon a user selection, éonﬁguration

settings, or both. If the digital signature is not to be verified, then the message is

displayed or processed at step 56. An indication that the message is a secure

message, but that its digital signature was not verified or processed may also be

20 provided at step 57. Alternatively, a messaging client could be configured to abort

any display and processing operations for a secure messagé unless its digital
signature is vefified.

If the signature is to be verified, then mathematical operations and trust

check operations are performed. These operations may be performead in any order,
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be available to a nessaging client. If, however; the Cert is not at@arhed 7408
to the nessage or stored at the receiving nessaging client, and cannot be
retrieved from an external source, then trust between the sender and

recei ver cannot be 20 established and an indication that the Cert is not
trusted is provided at step 74. This indication is separate fromthe

I ndi cat i onWoreggrsgwed at step 68 or 70 and thereby all p@BCAOEREY tO

determ ne whether the mathenatical operations, trust status operations, or

oxpi ty- 11 n8! SpaEp B & Bk bt 8 sl BBl T ou 0r any
et or mi ne. ooty Bfincefos i 8 virdiFpifbive of s W s, < 21 co
br 1 ovoked MBERTTE FEatbrt it Shiinl o Bl Ebl S BRI BRI EeuR e 1 f e
Car! s egEa, e 3L BEE. 5o G0 30yl B ST BT LU . o
e ke S L
gg;:tess?r y],cc‘ter E‘aan;ee tnadié?qrc?’ﬁu?‘n@? Piﬁrib?&d'gﬁsﬁﬁ téﬁ:@ g@%{g%}%at%#)ﬁf‘??ﬁvérﬁgned
? ngn;t ure, P’\%ﬁs'ﬂ‘/gjﬁs@tﬁ‘a‘é’a?etwﬁﬁg“}?%{erdﬁé‘{%éh’%_cﬂ&{a' P*ﬁﬂfﬁ%ﬁ}* %#PL@-S agwwaeﬁ ot step
[k o ForBEkaf ok o s B B T o
7a. i a o 1 Bin G0te Fal AR YEAGShFEnatile e vaDefdbeith bARRIATE o Siep
ceparach ' N OBl S Rt sl reb g Drge Bl e teon a ot op

68 or 70 a&gnﬁu% I]CS];I%%E&] ItS drquclie%?g{ scigp 70. Each of these indications may be, for

example, text, an icon, or some combination of both, for display on-a disbiay screen
associaied with the messaging client.
Trust status checking operations begin at step 72, where the
15  messaging client determines if the sender’s Cert is available. Because a sender may
attach its Cert to any secﬁre messages that it signs, the sender’s Cert will normaliy
be available to a messaging client. If, however, the Cert is not attached to the
message or stored at the receiving messaging client, and cannot be retrieved from
an external source, then trust between the sender and receiver cannot be
20 established and an indication that the Cert is not trusted is provided at step 74. This
indication is separate from the indication provided at step 68 or 70 and thereby
allows a user to determine whether the mathematical operations, trust status
operations, or both, have failed.

If the sender’s Cert is available, however, then an expiry time, validity
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than would be provided at step 74. Thus, two separate indications gre ;J@ 7008
provi ded, one for signature status and one for trust status. Each o

i ndi cations may have one of multiple states, 20 dependent upon the resul ts
of the correspondi ng operations, as described in further detail below The
operations shown on Fig. 3 may be perfornmed in a different order. For
exanpl e, diWeBHFS® and B coul d be conpared before thePgUBABHREY S
retrieved. Also, although the digest conparison and di gest signature

verificati i A / 3 / 88 have
been s homB?rbc% erﬁ’@& 091;& g@@gge"[@fw&{ﬁgpﬁ%ﬂo\@rﬁﬁ 8%@3 g??@@:% 7%(elgper f or med
sequenti al t st S| S ifie igests A
and B mat Ch&egﬁﬁe ﬂ-ge %é’ggﬁ‘é’ t é\n 03’:' g%e%#rlh %F ‘iarqegaggg}s[etférgpgnat ure is
verified. be
per f or ned %*?@Egtg #Qf ?%?'HH‘% gﬁf;’j&l& Haibgérb%r‘f%%p d%’};g’fpﬁ.@ﬁg%ép‘@ﬁé@gﬁ
pref erence t. L Lbly t r i our ces
vai bl o ule 26 Bhfdieftion Bifatiy B%ﬁ?hpl%e%Wa@@ﬁ%%kggeﬁ%ﬁr a ned
msssagl cli erform a CRL ck until rap IS
founa. S¢ nsvbih 10 @P%ﬂ% P iehialils e e eRtl R 8 ofel BDINE R ng
operation | ess tion | ath oa.tr Cer t f ound.
S onat ure SHapeendfio;boiife bl 8 Bladatis By ¢@%SB@"4’ TrBeyeldient - "such
t hat one sgt ratl erf d on
Successt ul Ton i REREIROP RS wita A B gtk Fhedeo sten %ﬁ%f&w@w trust
status operations,li r d .abo st t her_ o tions, The nethod
shown' i " FngleaiBtepaline siarlis el Risted oo 28 %nﬁ 78BR% PRSP fgnat ur o
status and_trust tatu of .a re ecur. 15 essage was
encr ypt od BFCeSRHG) e Gt Catelip @ﬂﬁiﬁ@ﬁgh@e o g1 BRBRBCEMS BPmAS o der
after it s, si gned, the ei,Vvi nessa |ent erform
cor r espBndienlf Fﬁ%ﬁg\gs Qx‘ﬂ'ﬁgr%{trPW?de t?éPgF andp IS%PE UfR 11 f"'){'\{?htqag?\ per at i ons
are untrusted Cert indication is provided at step 74, or a root Cert is found. If the entire
Cernt chain has been processed and no root Cert has been found, as determined at
' step 80, then trL;ist cannot be established and an untrusted Cenrt indication is provided
at step 74. If a root Cert is found (stép 80}, then the method continues to step 82,
15 and an indication that the Cert Is trusted is provided.. This is a separate indication
from the digital signature status indication at step 68 or 70 and a different indication
than would be provided at step 74.
Thus, two separate indications are provided, one for signature status
and one for trust status. Each of the indications may have one of multiple staies,
20 dependent upon the results of the corresponding operations, as described in further .
detail below.
The operations shown on Fig. 3 may be performed in a different order.
For example, digests A énd B could be compared before the public key is retrieved.

Also, although the digest comparison and digest signature verification operations
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performed. Such further processing operations may al so be perforned fafiijér 2006
the operations in Fig. 3 are conpleted. 20 Any one of several alternative
schenmes may be inplenmented for displaying or processing a secure nessage
when it is determned at step 54 that a nessage signature is to be
verified. Since a valid signature is not required to view or process the
content of W B8&E0e nessage, nessage content may be dpepCavgedtssor ot herw se
processed while signature status and trust status operations shown in Fig.

<1 gnat ur o AR P Spoiopeel it iks Bran e Joesbbkealo®™ el BPRHC The

associ at ed. gpgpahl, %%%hﬁ%qg%?ggﬁ@ng;gy&ﬂeg MR R aResd Asa%% (Pr ocessing

mayal so be ayed until OO & TR |ca fion is
comp e Hectlblte AbRER T B gt ebagh VPl Apbhate i o °°
proceed, Jeal ety RAYBHAT BAPE MBIAREIS ARYSIEE G gt o1 Lot o
L e e N
oit us, 1.1 lpeal A B R AEENE ForbNRA Sro MRS 7. e
provt 9ed. SLABRIEN A hAFUSeR Bhafind B RO LAl o L, et 2
Pl 20yt g @%@%&%ﬁ-@@%@%@ BB b B e, o7 2
e AT B L
unt rusted %érétlong%a%!aél'sg bs mqar%epena%%t? 3581 %a% one set o? operatc}gr?s rsnay gt or a
performed only if the other is successfully completed, or a failure of either the
signature or trust status operations interrupts and aborts the other operations.
The method shown in Fig. 3 shows only the steps involved in
determining signature status and trust status of a secure message. If a secure
16 message was encrypted or otherwise processed by encoding, for example, by a
sender after it was signed, then a receiving messaging client will perform
corresponding inverse oberations hefore signature verification operations are
performed. Such further processing operations may also be performed after the
operations in Fig. 3 are complete_d.
20 Any one of several alternative schemes may be implemented for
displaying or processing a secure message when it is determined at step 54 that a
message signature is to be verified. Since a valid signature'is not required to view or

process the content of a secure message, message content may be displayed or

othetwise processed while signature status and trust status operations shown in Fig.
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Cert in a Cert chain. Another different indication may be provi dedivwhetifa 230§
conplete Cert chain has been processed without f inding a root Cert. In
each of these cases, a 20 user maybe pronpted to invoke a further

operation. For exanple, when no root Cert is found, a user may choose to
designate the sender's Cert or a Cert in a Cert chain as a trusted root
Cert, wher 845030755 Cert is missing, then the user nmyPElEM30028 command to
retrieve the mssing Cert. Fig. 4 is a diagramof a nmessaging client

di spl ay soegh poliaBRIEE e Wil A0S M ARLERITAY BTHEAO/ 00288

n
illustrates exanp progres i catlons. re nessage is

sel ected f a{splgﬁ%dﬁwae;?ﬁg% %ss%tcﬂ?egdl o%f’agirgﬁfii\ﬂg beln gcgrﬁ@bt% g@lgega?@ Sd%g{ﬁﬁn a

nmessagi ng C ear 0 thée represent in Fig..4.

and the o 4 Bpoasitheybsche R SRAREE AR DG BRISEHRARTE . o gnaturo

o vt S, HEhd o AR ol Bl B B S o,
o™ BRO8 S Rl AR g REb e bt el sl Fopel, Mg ght o et
provi de. 1 arv AR sqtefiee RadbBR GE ' Fegarding i he particular operati ons
ot 2, oury oty R A i T A o b e RSp Lo
seeure TR Bl oL a S by P AR A1 Sl PRudro3e 10
ot oo e e e B S B Al s AR an B P 2 01
"eSUIt 8007 indloBfsHs Ur proSitibd WHER LigatiE%arld St relild dperdiohd Bretofpits P! aved:
separate “in progress” indications may also be provided.
Althotigh a single step 74 is shown in Fig. 3 to indicate thata Cert‘is not
trusted, more than one type of untrusted Cert indication is preferably provided.
Different indications are preferably provided for a revoked Cert, an expired Cert, a
15 missing Cert and an invalid Cert (i.e., a Cert with an invalid signature), in order to
provide a user with even more detalled information regarding why a Cert is not
trusted. Such untrusted Cert indications may relate to either the sender’s Cert or a
Certin a Cert chain. Ano.ther different indication may be provided when a complete
Cert chain has been processed without finding a root Cert. In each of these cases, a
20  usermay be prompted to invoke a further operation. For example, when no root Cert
is found, a user may choose to designate the sender’s Gert or a Certin a Cert chain
as a trusted root Cert, whereas if a Cert is missing, then the user may submit a

command to retrieve the missing Cert.

Fig. 4 is a diagram of a messaging client display screen. This screen
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The signature status indicator and trust status indicator, |ike thedl 8 pii5 ZiGs
progress" indicators in Fig. 4, preferably include both an icon 102, 106

and text 104,108. The 20 icons 102, 106 allow a. user to quickly and easily
determ ne the signature status and trust status of a secure nessage, while
the text 104, 108 provides further information. In the exanple of Fig. 5,
the trust N®BETSMerification has f ail ed because thecvesdsnsCert was

found to be invalid. The nmessage text 110 may still be viewed by a user,

e BB b odSHTAE s oo SBBRARY e
was actually .sent by the sender. As described above, .when either of the
veri i cati SPRfERE" SIREe S cispiydaree Ry opa Mescadiht sUEM BRY BRKPAY ur ¢ ner
o, O I oy A E L L) O 2, TSl e
and trust verificatli R, 2 eralti s Si nee t hese oper tei ons N 0Irve
di fferent amounts of B? 8@%@5?@3 éﬂ\é' g pm{g,esrsg%ﬁg% gl ﬁpecft%#) anount s of
the- ope? at MRHE fisy b e loiinda Sn i oo febe B de ekt Bl $mifRs 1n”
Phe oper at FbhEistoris ceBfilfn sprafins o roese cuiree afrdfdrfer st of
and 1 oxt | WATERGAEP RS Be shedende Shafaravh Fabn Pilodite BRceBhose. shown
095, e b G5 e R B G AU B Bl ot or st ha
O o M e e M B b looae BB, (e
two- Wa% Coa,t naim%agtai ig rg"igc.j %Vdrg\ﬁdehﬁjyt;lenrqnfg}malui%% % a user regarding the particular
operations that are currentiy being executed. As also shown in Fig. 4, message text
100 may be displayed while the signature status and trust status of a secure
message are being verified.
Fig. 5 is a diagram of the messaging client display screen iliustrating
15  signature status and trust status indications. In Fig. 5, the signature status and trust
status operations for a secure message have been completed, and separate
indicators of the results of signature verification and trust verification are displayed.
The signature status indicator and trust status indicator, like the "-in progress”
indicators in Fig. 4, preferably include both an icon 102, 106 and text 104, 108. The
20 icons 102, 106 allow a user to quickly and easily determine the signature status and
trust status of a secure message, while the text 104, 108 provides further
information. In the example of Fig. 5, the trust status verification has failed because
the sender Cert was found to be invalid. The message text 110 may still be viewed

by a user, but the user is not assured that the message text 110 is actually what the
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voi ce and data communi cation capabilities. The device preferably ha$ g hej5 %
capability to comunicate with other conputer systens on the | nternet
Dependi ng on the 20 functionality provided by the device, the device may be
referred to as a data nessaging device, a two-way pager, a cellular

tel ephone with data nessaging capabilities, a wireless Internet appliance

or a data MMHIMSWati on device (with or without tel eptibayesgepmbilities).

The dual - node device 600 includes a transceiver 611, a .19 WO 03/075530
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text indications may be provided.

Othericons and text indicat_ors may be used in addition to or instead of
those shown in Figs. 4 and 5, which are illustrative examples of status indicators that
may be used.

15 Fig. 6 is a block diagram of a wireless mobile communication device on
which a messaging client which may implement the present invention may operate.
The mobile device 600 is preferably a two-way communication device having at least
voice and data communication capabilities. The device preferably has the capability
to communicate with other computer systems on the Internet. Depending on the

20 functionality provided by the device, the device may be referred to as a data
messaging device, a two-way pager, a cellular telephone with data messaging
capabilities, a wireless Internet appliance or a data communication device (with or
without telephony capabilities).

The dual-mode device 600 includes a transceiver 611, a
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1m0

be integrated into a single wireless network. 20 The conmunicationl & A5 7003
subsystem 611 is used to comunicate with the network 619. The DSP 620 is
used to send and receive conmunication signals to and fromthe transmtter

614 and receiver 612, and may al so exchange control information with the
transmtter 614 and receiver 612. If the voice and data comrunications
occur at aVrHErssof requency, or closely-spaced set of PCreguomss es, -20 0 B

2 006 W 03/075530 PCT/CA03/00288 then a single LO 613 may be used in
conj unct i ofyuhReblidy [gBISThihay Gb* kT whfGh] Kk AM et ahaRL vely, if

different freqlUencies aré utl forvoice ‘conmmruni catTdnsS Versus data
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. . . . o .
ant ennas 641@{31}0@%%936’3% éi?rEHrPrtaﬁ&eu ﬁg{?eigésg:orng?unﬁééﬂ?ﬁ?ﬁfb-s fgﬁéfllﬁﬁ%r‘%&ga ou €

used with a's e antenna s ure. ornati on, i s both

Lo "0, PR SERITED S04y P PR o7
det o o C5ahai okt 0B SAUITRE 8, FWBSNE ) St e BN Tl e Ve
conmu, <5 8 S8 koA R v BBy S RO I BT L,
A 20, TR, e B o24CTAORE 30 o AP ERAEN BT 2, ana
oo O3l ARRIRS Lo W BON o8 5 e Pl e Lo Do,
ot enced | i 8RR Nl A bOUDIEhRoRRAH R el TS, oot
of dat 'al oan%o%ﬂ'iuﬁ%a{?&% tWB&Llﬁg 624%3, taﬁd a plurality of other operational modules 624N for
carrying out a plurality of other functions.
The mobile communication device 600 is preferably a two-way
communication device having voice and data communication capabilities. Thus, for
example, the device may communicaie over a voice network, such as any of the
15  analog or digital cellular networks, and may also communicate over a data network.
The voice and data networks are depicted in Fig. 6 by the communication tower 619,
These voice and data networks may be separate communication networks using
separate infrastructure, such as base stations, network controllers, etc., or they may
be integrated into a single wireless network.
20 The communication subsystem 611 is used to communicate with the
network 619. The DSP 620 is used to send and receive communication signals to
and from the transmitter 614 and receiver 612, and may also exchange control

information with the transmitter 614 and receiver 612. If the voice and data

communications occur at a single frequency, or closely-spaced set of frequencies,
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separate and integrated, may also be utilized with the nobile devigd gy 2005
20 Dependi ng upon the type of network 619, the access requirenents for the
dual - nrode nobil e device 600 may al so vary. For exanple, in the Mbitex and
Dat aTAC dat a networ ks, nobile devices are registered on the network using a
uni que identification nunber associated with each device. In GPRS data

net wor ks, WHDRAET863, net work access is associ ated w t hPET/€ABALBE ber or user
of a nobile device _21 AUGM 6 WD 03/075530 PCUCA03/00288 600. A GPRS

o T on” IR 4 HrbB I 635 i b AL Yool L “%%%dfiér%a"@'&?‘i#@?mi < Local
R S
I gggl ly reqw&géfcg%@%%ﬁg%%s(@ﬁ}ﬁﬂﬁca WE@&@@&%?&S” R t er anyy
Conpl et gdnﬁ%'#) e gt A s 3{)”%%@"@%%bgﬁﬁ%r"?‘@@a”eiﬁ%BWW BT on
5161 o5 of BfafloR ted abtGEnesiy Bla Hir edias e B et BB ARERon necvior k.
ol 111 cat Poeech it el SEN e, BishebcR it RS T R e ect on,
S A N R B 5,

functi ons, ch as uI ation and COdI ng to be 15 perforned
usi ng the eé\%e t?'ﬁ%§p’iégﬂ?r}9 HEVHERO essis s to be transmitted to the

network 619 are prog sse cl udi nmodul atl on and n f or exanpl e,
by the  DSP 620 ond 85 Bopieh g fﬂ@%wwnw%ﬂw E89408en g’ or g1 ral to

anal og. co gg@@hgﬁ@i e s DG b o i B de&nderﬁm'ps; jrgation and
communication network 619 in which the mobile device 600 is intended to operate.
For example, a mobile device 600 intended to operate in a North American market
may include a communication subsystem 611 designed to operate with the Mobitex
or DataTAC mobile data communication networks and also designed to operated

15 with any of a variety of voice communication networks, such as AMPS, TDMA,
CDMA, PCS, etc., whereas a mobile device 600 intended for use in Europe may be
conflgured to operate with the GPRS data communication network and the GSM
voice communication network. Other types of data and voice networks, both
separate and integrated, may also be utilized with the mobile device 600.

20 Depending upon the type of network 619, the access requirements for
the dual-mode mobile device GQO may also vary. For example, in the Mobitex and
DataTAC data networks, mobile devices are registered on the network using a
unigue identification number associated with each device. In GPRS data networks,

however, network access is associated with a subscriber or user of a mobile device
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conmmuni cation network 619 via the antenna 618. Although a single { } ALS 7008
transceiver 611 20 is shown in Fig. 6 for both,voice and data

comuni cations, the nobile device 600 may include two distinct

transceivers, a first transceiver for transmtting and receiving voice
signals, and a second transceiver for transmtting and receiving data

signal s. | WaE®'S¥on to processi ng the conmmuni cati on sCTyO&I3®)288 he DSP 620

may al so provide for receiver and transmtter control. For exanple, the

3 onal o 1 nEeRRR R nenclBA e oo WAL g AR "

620. 0t nelolrfBrrlsh c%%‘%ﬁh%ﬁ‘o'ﬁf'%ﬁé"'{e%&s%b%ﬁ%ﬁéﬁ\s&ﬁ@ﬁ%ﬁﬁ £ any e o
011, he nneRBATebReRA Lo PRE 1 AUF Penbi fEarblbs Shabifnb over arl "
o cr ocont &OPLGJ"@@V%P@%@%&@%SF Oﬁ%w??ﬁ‘;%giay@?&@ﬁ“\@"‘érgﬁﬁ BGERS "2 si ngl e

635, Lo | Ditne BetiRe L R ek by sag RGP ent Bl T8 ana voi ce
comruni Catbﬁﬁ%&ﬂ‘%{%}fgﬁ performed -through the DSP 620 in the transceiver

611. O her -comuni cati on appl i cations, such as a voice
comuni cation appli t| on _624A comunj.cation application 624B
may be stored in th Ia3¥Irle%?r%F'%Wgﬂ(iegﬁgat'o&?é@ﬁqvﬁhw W?ce[dllfé&’maé’?opr ocessor

i gi- | evel COREFORIPERr EBLTONBIDIE GB FrkseRy & aﬁ%cei\'@ PR ce cal 1 <
the. not wor RORHS Pré d%ﬂﬂ%ﬁ " halhg hd‘é?ﬂ‘if o et sagelo Rt VB8R my *pr ov de
2O Bl St n?%waiﬁbﬁﬁifén?rtvﬁsESﬁh@ﬁeﬁhoner%W ot s, suer
\e“t g t hl;etn\g{e t h g@%ﬁerfeageu‘v’rh epr%\c}l o ocris:%n ampﬂlcatm\{n ;quén%?rrdo%ﬁt a devices
conversion, filtering, channel selection, etc., and may also provide analog to digital
conversion. Analog to digital conversion of the received signal allows more complex
communication functions, such as digital demodulation and decoding to be
15 performed using the DSP 620. In a similar manner, signals to be transmitted to the
network 619 are processed, including modulation and encoding, for example, by the
DSP 620 and are then provided to the tfransmitter 614 for digital to analog
coﬁversion, frequency up conversion, filtering, amplification and transmission to the
communication network 619 via the antenna 618. Although a single transceiver 611
20 is shown in Fig. 6 for both voice and data communications, the mobile device 600 ‘
may include two distinct transceivers, a first iransceiver for transmitting and receiving
voice signals, and a second transceiver for transmitting and receiving daia signals.

In addition to processing the communication signals, the DSP 620 may

also provide for receiver and transmitter control. For example, the gain levels applied
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20 nobile device 600, a secure nessagi ng software application may &peraie 05
in conjunction with the data comuni cation nodul e 624B in order to

i npl ement the signature and trust verification techni ques described above.
The m croprocessor 638 also interacts with other device subsystens, such

as the display 622, Flash nenory 624, random access nenory (RAM 626, -23

a AUG 21008V0 07358y 075530 PCT/ CA03/ 00288 auxiliary i nBar/cattopss (1/0)
subsystens 628, serial port 630, keyboard 632, speaker 634, m crophone

030, 2. SO e oA BTELAAE A hoRReRS Y ShARaRdfnand 4l soLhERmeioY o0

Ztrjgsg)s(;arjrf gener b nat ed gs or “eXanple, 't g,bb V2|24A-N

e K T p T

(il} SpIG% Gi?{ a{n% anwel npt}t?og?pﬁ@ colfrpon(e)_r?t %B@\B‘ ﬁé’g i&:ég%gnﬁsi?é‘t ﬁgxi liary
SRR oo BBy o L ORR08,

subsystens s rrorntcor _ C I'0 ‘tel ated functions,
e set e S T R oReg SSy kAPl Bl AR B P REL °02.
o0k ORI B8, DR S e S B e o0
Lunct L ons oo St o et Ak BnEb b B ARGl
storec o Pl by il e R, B0 HBRSE o BACT, | 25y
o 50, et ek AL el LGB S e o0 B MGOBRRR B2
privateggkey, ;3hdaoisign’ He D&Y '638 in the transceiver 611. Other, high-level
communication applications, suﬁh as a voice communication application 624A, and a
data communication application 6248 may be stored in the Flash memory 624 for
execution by the microprocessor 638. For example, the volce communication
module 824A may provide a high-level user interface operable to transmit and
15 receive voice calls between the mobile device 600 and a plurality of other voice
devices via the network 619. Similarly, the data communication modute' 6248 may
provide a high-level user interface operable for sending and receiving data, such as
e-mail messages, files, organizer information, short text messages, etc., between the
mobile device 800 and a plurality of other data devices via the network 619. On the
20 mobile device 600, a secure messaging software application may operate in
conjunction with the data communication module 624B in order to implement the
signature and trust verification techniqu'es described above.
The microprocessor 638 also interacts with other device subsystems,

such as the display 622, Flash memory 624, random access memory (RAM) 626,
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20 required for secure messaging. The operating system specific dg Qg5 7008
applications or nodules, or parts thereof, may be tenporarily Ioaded "I'nt o

a volatile store, such as RAM 626 for f ast er operation. Moreover, received
comuni cation signals may also be tenporarily stored to RAM 626 bef ore
permanently witing themto a file system located in the persistent store
624. -24 WWOBPFH530 PCT/ CA03/ 00288 An exenpl ary appCi/csasioess nodul e 624N
that may be | oaded onto the dual -npbde device 100 is a personal information

%‘Q‘gﬁ?g;eégé%['ﬁﬁf’*“h%@‘ﬂ“?t@@ SRt 6251-%“3%5%@??&%&6?% 'bs?'iea”'tdt e
mail s, et cgé& %’%8&@;}% 6 §od é|:Hr§ @%&Wﬁ'gﬁ@g&tﬁ hﬁ@ﬁ'&){%@ﬁ&mdul e 624B
Wt e?ﬁQ??'vé%y@e TPrrieRel a@ﬁ@%ﬁ‘f@%%%ﬁéi‘%fhe%%§1e g LT
modul 0. 100 8o BTN bR BGaBERE b (o FidhdiCe BT R o
et iig 5%@%%5@26@&25'@%3‘?%% SRR, T aEr R S Lo
624n 622&“&"3%%@%%%?8% Mm%efs ik ¥R PV i e
el oo NOPREHOE Zehegfed BBl kBRI EBen o0 A2BL R _é?%rlidt or
?if"ﬁg?tae?fpee%%ﬁ&"rﬁgfo ol ¢ aS%Z? Cleul ar user . The Pn%b?l  device 600
dovi co 600 11 an | neehy ALty hefin 4t o SPTREN FImBERRUT por t 630 of
the m)% | ere?a?é’d fu %ct?o%g, vtv erEaQs? ot?ler su%syﬁgr% mOer ptrgwde ‘Qeséudes S&r%w-devf?:(ea

functions. Notably, some subsystems, such as keyboard 632 and display 622 may be

used for both communication-related functions, such as entering a text message for

transmission over a data communication nhetwork, and device-resident functions such

as a calculator or task list or other PDA type functions.

15 : Operating system software used by the microprocessor 638 is

preferably stored in a persistent store such as Flash memory 624. in addition to the

operating system and communication modules 624A-N, the Flash memory 624 may

also include a file system for storing data. A storage area s also preferably provided

in the Flash memory 624 to store public keys, a private key, and other information

20  required for secure messaging. The operating system, specific device applications

or modules, or parts thereof, may be temporarily loaded into a volatile store, such as

RAM 626 for faster operation. Moreover, received communication signals may also

be temporarily stored to RAM 626 before permanently writing them 1o a file system

located in the persistent store 624,
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serial port 630 may al so be used to enable a user to set preferencdsf A5 7505
t hrough an external device or software application, to downl oad ot her
application nodules 624N for installation, and to | oad Certs, keys and
other information onto a device as described above. This w red downl oad
path may be used to | oad an encryption key -25 A U"'U G 2D0CS WO

03/ 075530 MOP3EXSH 00288 onto the device, which is a REFEABEEE e net hod

t han exchangi ng encryption information via the wireless network 619.

600 thr ough ne. net BRoRRBY ShpPEth PR o BRleE 0 5
EgL§§2[‘g?n“Ei%?fa%ﬁ;;g‘g?Egﬁ%@%ﬁ%ﬁ’ﬁ%ﬁﬁgﬁgﬂgg%ﬁii%ﬁ%&@g?Rit al I ed
appliggtirol}r? |Ans %t 'oR i ; Jf ' Yr%‘ ' AR - 2 t% Iiell%sl' B: Ine devi ce
Funct i ons. MSPUBAAR 87 30T el 9B o vk CabivBRr ok PRI BB 1 Cne ey
o be- per { SFRBANG SRHE ERES NohB oo Sude ot Histell B od el Co 600 i o
message or CamuRCHEARAT AP o FOBEe R sBERLERE A melHEle Ver 611
o0 210"t Oikifah,"SRGRANGE 3 R el ol BOREREH o e

ot d o D628 ol i obuhllelfl Rulselee gl RN TTR 600 may

al so corrpo?g\f]g}%tﬁ items, such as emnil nessages, using the keyboard 632,
which is p g’ley a conplete al phanuneric keyboard laid out in the

QERTY gty e, althogah et el mory 624 preferably provides a file system to facilitate

storage of PIM data items on the device. The PIM application preferably includes the

ability to send and receive data items, either by itself, or in conjunction with the voice

and data communication modules 624A, 624B, via the wirelless network 619. The

PIM data items are preferably seamlessly integrated, synchronized and updated, via

15  the wireless network 619, with a corresponding set of data items stored or associated

with 'a host computer system, thereby creating a mirrored system for data items
associated with a particular user.

The mobile device 600 may also be manually synchronized with a host

system by placing the mobile device 600 in an interface cradie, which couples the

20 serial port 630 of the mobile device 600 to the serial port of the host system. The

serial port 630 may also be used to enable a user to set preferences through an

external device ot goftware application, to download cther application moaules 624N

for inétallation, and to load Certs, keys and other information onto a device as

described above. This wired download path may be used to load an encryption key
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20 styles of conplete al phanuneric keyboards such as the known DVOBAK ,giggh@gﬁ
may al so be used. User input to the nobile device 600 is further enhance
with a plurality of auxiliary 1/0 devices 628, which may I|Include a

t humbwheel input device, a touchpad, a variety of switches, a rocker input
switch, etc. The conposed data itens input by the user may then be

transmit t edVOBPE7SSWhe communi cation network 6.19 via PRECKAIS ' 006 WO

03/ 075530 PCTI CA03/00288 the transceiver 611. Secure nessages received by

o o oo, PAEELE LR e R e Bt BRI o O
applicati thfé}ﬁwﬁﬂénd\'zi %et\&retlé% 'f?ﬁfoglgbﬁé’oes descri bed above. 5 Wien the nobile

devi ce 600 }s ﬁpera rng in nnunicationllnnde, fhe overﬁll |
. L e 6 ) Uhe ) N .
ﬁﬁgéf’“ evcept that T a0dferBfdediEaRR gt zsﬁiﬁéy'ﬁgo%qﬁdpéﬁw e eble s peaker 634
’ . g0 ' . 636.
Alter ES& S Re f*&ﬁﬂg&té}%ﬁ%lé%;@@s ?ir?l e?%@%ﬁara@%%@v%%ﬁﬁ& age
i : i i i 600.
E{E ﬁéu'ﬂEgx@?’@@ﬁ*ﬁee%a%%ﬁéﬁtﬁguﬁnFw%abc%%g%$oéﬁ?vé’{€at§n§%@8¥$ﬁ9%€é' ‘;gi mar iy
634, t. i : i
| nai ot i onoTPERH Shy 8 sytiBie bR BEZ. AR RuRH ovatvel Fome 3180\ o7 co”
et opr ocoleien G4ESr fAM g SeT ety FAtinicon e B DR eRses BR modul e
proce ;
?éiﬁé ?P?lcta&%st?fw%ﬁt?ééf;r}ﬂe?r%ﬂﬁfi’??%%\f%s ﬁ@f&“rﬁ%héheﬂa%ov?bégﬁ%aﬁc?%%%‘é%ﬁép: ay it or
i 22 A - I, [ i 40 |
{ncl uded + HnSERs. doRiRASNERR B8 BHBIoNRe oo balp  EB" CREMAGD SV 8 640 ey
incIungan infﬂﬁﬁﬁd devi ce and asiﬁciated circuits,and conponents, or a

Bl uet od?h 4T lop app ons may enable electronic commerce functions and other

such financial transactions to be performed using the mobile device 600.

When the mobile device 600 is operating in a data communication
mode, a received signal, such as a text message or a web page download, will be
processed by the transceiver 611 and provided to the microprocessor 638, which will

15 preferably further process the received signal for output to the display 622, or,
alternatively, to an auxiliary [/O device 628. A received secure messége would be
processed as described abové. A user of mobile device 600 may also compose data
items, such as email messages, using the keyboard 632, which is preferably a
complete alphanumeric keyboard laid out in the QWERTY style, although other

"~ 20 styles of complete alphanumeric keyboards such as the known DVORAK style may
also be used. Userinputto thé mobile device 600 is further enhanced with a plurality
of auxiliary /O devices 628, which may include a thumbwheel input device, a
touchpad, a variety of switches, a rocker input switch, etc. The composed data items

input by the user may then be transmitted over the communication network 619 via
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20 wirel ess comuni cation nodule to provide for conmmunication Wtk § AliG 7503
simlarly-enabled systens and devices. The above description relates to
one exanple of the present invention. Mny variations will be apparent to
t hose know edgeable in the field, and such variations are within the scope
of the application. -27 up 2006 WD 03/075530 PCT/ CA03/ 00288 For exanpl e,

al t hough a Wit ¥8r¥¥s nobil e comuni cation device is sHEWGAEMKE g. 6 and
descri bed as one possible nmessaging client, the invention nay also be

comput et syt SHRbAR TS RRGLE SRR SrotleBy MO LP RN TR R R 2, g
of I i cat T el tGamBfacial iy felle Aot B o e "ao)
o ocossi g aRidied S8ture TBRGhG Ron T BpoRiaNth aCuBbEH A el ' The

secure nes ol ing a digital signature (42) generated by a sender
(30) of th?egcg@hggbbn{%ésage (40); checking the digital signature (42) of the

vel ectod Secure, oS RN e SRR SO0 SRl 1S BB o BB Seoue
LT L 09, e oA e e R 403 SRR Rl 1R, O
I ndi cat or (dgi{&?mod]eg)gﬁ)ceB{ thit rtraga\}éldtsig%ls%Peeprgfte%'gly%futp%pt%%é s%%al%er? 634 and
voice signals for transmission are generated by a microphone 636. Alternative voice
or audio ¥/O subsystems, such as a voice message recording subsystem, may also
10 be implemented on the mobile device 600. Although voice or audio signal output is
preferably accomplished primarily through the speakerl 634, the display 622 may also
be used to provide an indication of the identity of a calling party, the duration of a
voice cait; or other voice call related information. For example, the microprocessor
638, in conjunction with the voice communication module 624A and the operating
15 system software, may detect the caller identification information of an incoming voice
call and display it on the display 622.
A short-range communications subsystem 640 may also be included in
the dual-mode device 600. For example, the subsystem 640 may inciude an infrared
device and associated circuits and components, or a Blustooth™ shori-range
20  wireless communication module to provide for communication with similarly-enabled
systems and devices.
The abqve description relates to one example of the present invention.
Many variations will be apparent to those knowledgeable in the field, and such

variations are within the scope of the application.
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i ndicator (106, 108) of a result of the step of checking trust status‘o
t he secure nessage (40), wherein the first and second indicator are

di spl ayed in association with the selected secure nessage (40), and the
secure nmessage (40) conprises textual wording. 2. The method of claiml,
wher ei n: t N B&3%%e nessage (40) includes a nessage bedpciusdzss and t he

met hod further conprises the step of processing the nmessage body (44). 3.

(42) "conpr i ses  det PRt ARG ApabefCe iRt ol Ehladiar @i, a1 o or
L A S
oy S0 il iieBERET 3 b siesRaide A, thedaing aédkop, S lgblp, 51 95
el Ses " arDhfiRy Bleydihg denibRel RS SaBr At Ohe. ey SLietBigng, ( no

messagi ng cti nt. 6. The nethod of claim3, wherein the first indicator
(102, 154)0@? ‘udes a valid signature indication and an invalid signature
indication. 7. The nethod of claim®6, wherein the second indicator (106,
108) includes a trusted indication and an untrusted indication. 8. The

nmet hod of claim7, wherein the first and second indicators (102, 104, 106,
108) conprise an icon (104, 108).

digital signature (42) of the secure nmessage (40); and displaying aﬁ%?@@?ﬁgmﬁ
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9. The nethod of claim7, wherein the first and second indicatorsﬁggggg 35
104, 106, 108) conprise text (102, 104). 10. The nethod of claimS8§,
wherein the first and second indicators (102, 104, 106, 108) further
conprise text (102, 104). 11. The nethod of claim 10, wherein the second

i ndi cator (106, 108) conprises a plurality of untrusted indications. 12.

The nethod of claim 11| wherein the El ural ity of untrusted indications
i ncl udes H | THE NV on, a revoked certificate
i ndication, a mssing certificate indication, and an expired certificate

I ndi catlon 13. The net hod of claim 3, wherein: the digital signature (42)
i ncl udes a 'di gey Maihgd &f #digaling giopauEastatus and tfuﬁhﬁa@’é@ga@?m@ﬁéﬁﬁsﬁget he

digital topr £mé ifgQUNBRt fhRéthed 84R rﬁé{t’n gef.ating a digest of a
nmessage bogm(44) o?s’ézghrg secure message oy ees%;?)r acting a digest fromthe

di gi tal si gnat ugleging) for rresRsaing iy S@%e geﬁ@rase d@0hplgrasxen e MEseRgRSt ;
checki ng achbrletb sebGaahedsags rhd'lJHPngdé qmg}.el s@h&n@ @Qﬁgéﬁe%atea gdaegéﬁd& ne if

t he di gest S|%ature|s valrd or invalid;, and -3 determ ning that the
digital si§Haohie sesve m%ssﬁaﬂ‘ﬂ})vvhen t he generat ed and extracted digests

mat ch and the dicggsdingthé G@‘itéﬂr a%m‘! 2) %fthejéelecfébese@ﬁltehﬁé’ss%p ¢@i m 3,

wherein: the secure nessage %ﬂea so'includes a certificate of the sender,
the certificaté ?%&%&Sﬁ@}ag@mﬁ selepied sgcyramaseeds GRkiand a public key

bound to the sepggfein tr@%bbﬁlb!g bthedi !9 néerea(49}3|hE|h3ésC@érﬁylﬁd tHediyitf
generat ed b:‘éngtﬂré (S4séutehrat \C:)vas createdctg/rtgkmg a dlgest ofn the secure message (40) and by
signing the digest;
displaying a first indicator (102, 104) of a result of the step of checking the
digital signature (42) of the secure message (40); and
displaying a second indicator (106, 108) of a result of the step of checking
trust status of the secure message (40),
wherein the first and second indicator are displayed in association with the
selected secure message (40), and the secure message (40) comprises textual

wording.

2. The method of claim 1, wherein:
the secure message (40) includes a message body (44); and
the method further comprises the step of processing the message body (44).

3. The method of claim 2, wherein:

the step of checking the digital signature (42) comprises determining whether
the digital signature (42) is valid or invalid; and

the step of checking trust status comprises determining whether the sender
(30) is trusted or entrusted.

4. The method of claim 3, wherein the step of processing is performed only if the
digital signature (42) is valid and the sender (30) is trusted.

5. The method of claim 2, wherein the step of processing the secure message
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the step of checking trust status of the sender (30) conprises thdl gteps a5
of :  checking the certificate signature to determne if the certificate
signature is valid or invalid; if the certificate signature is invalid,

then determ ning that the sender (30) is untrusted; and if the certificate
signature is valid, then determ ning whether the issuer of the certificate
is atrusted entity; if the issuer is a trusted entity, then determ ning
that the séHeponmBpsidisplaying thel megsage dodydé) onsa rdigplay seigsneen dhgity,

t hen repeah&gga$n§0@%gps of checking the certificate signature and
determ ni ng whether the issuer of the certificate is a trusted entity for
each certificate in a certificate chain associated with the certificate of

the sender (30) 1h it 8 iimi §, hetahifl AR ofchfRT10R 18] Mckeda¥alid d T oot

certificate froma trusted entity exists int chai n; a vall
certifi cat iStgnajyg indication ang andnyaligtsignature indicatien.exi sts in the chain, then
determ ning that the sender (30) is trusted. 15. The nethod of claim 14,
wherein: the step of checking trust status of the sender ;30)_ further
conpri ses the dhepretogd ofjelaist i whatgin the; sreope indigatet186.0108) Hecledasder ( 30)

s i ssingy{E@EIndiddoR SRYER URRSIEPRAICAMN and if so, deternining that the

sender (30) I1s untrusted; determning |r¥' the certificate of the sender
(30) is expired and if so, determning that the sender (30) is untrusted;

and -31 0g8 AUH 243R& of claim 7, wherein the first and second indicators (102, 104,
106, 108) comprise an icon (104, 108).

o The method of claim 7, wherein the first and second indicators (102, 104,
106, 108) comprise text (102, 104).

10. The method of claim 8, wherein the first and second indicators (102, 104, 106,
108) further comprise text (102, 104).

11. The method of claim 10, wherein the second indicator (106, 108) comprises a
plurality of untrusted indications.

12.  The method of claim 11, wherein the plurality of untrusted indications includes
an invalid certificate indication, a revoked certificate indication, a missing certificate
indication, and an expired certificate indication.

13. The method of claim 3, wherein:
the digital signature (42) includes a digest and a digest signature; and
the step of checking the digital signature (42) comprises the steps of:
generating a digest of a message body (44) of the secure message
(40);
extracting a digest from the digital signature (42);
comparing the generated and extracted digests;
checking a digest signature in the digital signature (42) to determine if
the digest signature is valid or invalid; and
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checking a Certificate Revocation List (CRL) to determne if the 8 AUS 7008

certificate of the sender (30) has been revoked and if so, determ ni n
that the sender (30) is untrusted; and the step of repeating the steps of
checking the certificate signature and determ ning whether the issuer of
the certificate is a trusted entity further corrprises the steps of:
determining if the certifjcate of the sender 6%1 is expired and if so,
det er mi ni ng that t he dgteRaBiNg(theY the figitat sigrateg; (4ahig velidk wkpndheagemerated i cat e

Revocation List ah&eﬁﬁé&éd“?ﬂ?@stéfnattéP'Par?bethé'dfg‘eﬁtaélﬁamretéWah)dse”der (30) has

been revoked and if so ermning that t'the sender has been revoked
and if so, determning that the sender (30) is untrusted. 16. The nethod of

claim1l, whagrei thfﬁ%tﬁ@ﬁ&%,m% GhefM: 1S operating on a wreless nobile
comuni cati on device (22, 600 17. The method of claim 1, wherein the

nessagi ng cl i enth§ §e@gserra9$&agedr40 alsgeinslydes acopgrtificate ofsthersende) thag. A
system f or ceAfleA8 i@y SHMAbHIIBNEY HrbttnaRDH ahd 'égﬁzbﬁé REYBo@id 1 1RE SaHder TESSage

(40), conprising; a nessaging client configured to recelve secure nessages
(40). each ipntityhinforgation ebyn@ssagréﬂcqtaogignaﬁ@reuaenegatsd dbyyianalissyergehttie e (42)
generated Ry¥rificg€ar (30) of the secure nessage (40); an input configured
to receive inputs froma user of the nessaging client; a data processor;
and an out put céhﬁ$tgmpfe@epﬁnwryvﬁ%uwttbatsgndem(wecomses hesteds®l: when a

recei ved secure messagéckiiOind S c&tti&td ahrlaflfre Rb fﬁéfﬂ‘gﬁ@ IPYhé h@ertiiShe Via

the input, the processor I's configured to check Igital signature (42)
on the select eé'%%’[ﬁ'é"ﬁ%@%!@‘éa"@élO) to check the trust status of the

secure nessage, andiftge FHe‘Pt\ﬂcQ@ Agridtirélis M M ddtdMining Wit thd sdfdfer r esul t
of the digital signature check
(30) is untrusted; and
if the certificate signature is valid, then determining whether the issuer
of the certificate is a trusted entity;
if the issuer is a trusted entity, then determining that the sender (30) is
trusted;
if the issuer is not a trusted entity, then
repeating the steps of checking the certificate signature and
determining whether the issuer of the certificate is a trusted entity for
each certificate in a certificate chain associated with the certificate of
the sender (30) to determine if a valid certification path to a valid root
certificate from a trusted entity exists in the chain; and
if a valid certification path to a valid root certificate exists in the
chain, then determining that the sender (30) is trusted.

15.  The method of claim 14, wherein:
the step of checking trust status of the sender (30) further comprises the
steps of:
determining if the certificate of the sender (30) is missing from
the secure message (40) and if so, determining that the sender (30) is
untrusted;
determining if the certificate of the sender (30) is expired and
if s0, determining that the sender (30) is untrusted; and
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and a second indicator (106, 108) of the result of the trust statu$ THeek 7005
of the secure nessage (40) on the output; wherein the check of the digital
signature (42) on the sel ected secure nessage (40) includes a verification
of the digital signature (42) that was created by taking a digest of the
secure nmessage (40) and by signing the digest, -32 0. a "'"wO 20L16 wherein
the first and second indicator are displayed in association with the

sel ected secure nessage (4bgckingiCeriicaie Rgvecatien Lisg(CRIY0Y deterpine #dke t ext ual

S o omar oY S erticdo o fleBohfer (307hES BeddRuBNel &0 S0 SEEHlffy 1T O

the group consisti ngjo persona uter system a networ nput er
system a handhel d &atthe samder @8Yiscwtrugtediandl ess nobi |l e conmuni cati on

device (22, 36, 4BQep & réb"e'ahﬁﬂd%e %Fépgg&ggfegki@gotﬂé‘d’éﬁ’ﬁficﬁf%gﬁgnatﬁret ¥Rg Wy

pager, a voice comuni cation ‘device, mruni cat1 on device, and a
dual - node dsterminingawhether e issuer 20 theTestificatetie m tosstes| entity fugherngastnsises t he

I nput corrprtﬁes§§p@ofl.<eyboard (632). 21. The system of claim 18, wherein the
out put conprises a display screen (6222. 22. The system of claim 18,
further conpri sidggr "afﬂmmﬁl the( gedificatpi efh the seadera(3Q)1 igr gxpiteg and sibfeonar e

modul es a”@e&%ﬁ\%rtﬁaﬂﬂé’kéﬁ@riﬂ% ultRGleddbl® @ data communi cation software

nodul e (624B) and™a secure ne ging software application, wherein the

processor (638) chsckingt a<Cartificata Rgrecaties 4is)ita getesming if dhe gppificatatafdhe t o
check the digh | qg;éé{gr ) : , to
check the g ?ﬁ%ﬁ?ﬁa&s 0 ?Hé@ean (rah; g?gdoe)?&hgﬁr?& c';ﬁ gfécj)%/?) gP mgigse%gg%te
out put i ndRveked angif sa.odetermiing thabthesgayler (38) is Phtiusted.hod of claim 1,

wherein the secure nessage (40) is a short text nessage. 24. The nethod of

claim1l1, wherein the secure nessage (40) is an e-mail. -33
1 The method of claim 1, wherein the messaging client is operating on a

wireless mobile communication device (22, 38, 600).

17.  The method of claim 1, wherein the messaging client is operating on a
personal computer system (14).

18. A system for indicating signature status and trust status of a secure message
(40), comprising:

a messaging client configured {o receive secure messages (40), each of the
secure messages {40) including a digital signature (42) generated by a sender (30) of
the secure message (40);

an input configured to receive inputs from a user of the messaging client;

a data processor; and

an output configured to provide outputs to the user,
wherein, when a received secure message (40) is selected for processing by the
user via the input, the processor is configured to check the digital signature (42) on
the selected secure message (40), to check the trust status of the secure message,
and to provide a first indicator (102, 104) of the result of the digital signature check
and a second indicator (106, 108) of the result of the trust status check of the secure
message (40) on the output;
wherein the check of the digital signature (42) on the selected secure message (40)
includes a verification of the digital signature (42) that was created by taking a digest
of the secure message (40) and by signing the digest,
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wherein the first and second indicator are displayed in association with the selected
secure message (40), and the secure message (40) comprises textual wording.

19.  The system of claim 18, wherein the system is selected from the group
consisting of: a personal computer system, a networked computer system, a
handheld electronic device, a wireless mobile communication device (22, 36, 680), a
cellular telephone, a one-way pager, a two-way pager, a voice communication
device, a data communication device, and a dual-mode communication device.

20. The system of claim 18, wherein the input comprises a keyboard (632).

21. The system of claim 18, wherein the output comprises a display screen (622).

22. The system of claim 18, further comprising a memory (624) which stores a
plurality of software modules and software applications, including a data
communication software module (624B) and a secure messaging software
application, wherein the processor (638) executes the secure messaging software
application to check the digital signature (42) on the selected secure message (40),
to check the trust status of the sender (30}, and to provide the separate output
indications (102, 104, 106, 108).

23. The method of claim 1, wherein the secure message (40) is a short text
message.

24, The method of claim 1, wherein the secure message (40) is an e-mail.
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