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ThHi.s invention rel atesggenerally to an authentigation technique for an
article _used in a host¥device. Mre specifical®¥, one particular
enbodi meMO B i s invention relates to an inprover®HUPH208H | nk cassette
or cartridge in a thermal marking apparatus wherein the ink cassette or
ribbon cartridge may be authenticate as being of a suitable type and

com ng froman authorized source. BACKGROUND O her approaches have been

tried for authenticating consumables in a host, but none of these have

proven satisfactory. In particular, the background approaches discussed

*bel ow do not provide an effective anti-piracy deterrent. These previously

known approaches do not provi de adequate authentication and can often be
defeated by copying, spoofing, or simlar techniques. One early technique

“to authenticate consumabl es relied on keyed shapes of the consunable. Such

keyed shapes can be designed so that only a consumable in the keyed shape
will fit into a given type of host. As one exanple, a particular brand of

razor can beMEIHUIEAND APPRRATVS FORIARTIBZRATIAGEICARIONY a particul ar
keyed shape. a_secon rinter can be adapted to

receive only raFiPyey %km@gfﬁfngﬁéé°ﬁ&@?ﬁﬁ“ﬁ&mbé§?WGW?&vaké9@& shape. The
use of ssithina Hostydestics h dMpe: s;mﬁq:anﬁmatpanmmr afitadipenodf thsdnsifi@bl es bet ween
differe f ... That a roac i,neffective for

ant i - pi ? %atwtg% rg‘:ﬂe?l-%é)tetgﬁrﬁise c'ti%ee dg?l%baet Srfnal kg‘éﬁgﬁf’r‘}% e can be

r eadi I y vchblsart‘hemk casscitee@gibbgn ctttpdlg'eoaayehh auflienticatensdicingfofl@tsoitablear e t he
"chall e o cation algorithns used in transponders
intendegﬁgor au:gﬁggp%“mgggﬁgg?§gsystens such as the Atnel TK556, and
equivalents Aut onot i ve securi t \BAYKGROENRer e desi gned for "one | ock, few
keys" appli C@tﬁepgﬁ)roa\eﬂghﬁre%e Jﬁ&l for 2kt tiﬂé‘%ﬂma{b&swg%@wd Into each
key and each_ | ock host devi ce, suc printer or 'a camera, is the
"1 ock, " fePepf é‘lﬁ%ﬁ’hh@’lﬁaﬂﬂ"@ﬂgséﬁsrf@@ﬁbnéé pagticghyr, F'EB bz@qss)uvbagrgpmmw

PCT/ Usoaésaﬁ@wbetdhaa@ RENEEYiSe ﬁr?gi‘i’écﬁ@e biBirad) [defehbnt K ebtdse( predlndly and | ocks

(prlntersg programed with
Wi approaches do not provide adequate authentication and can often be defeated by

‘copying, spoofing, or similar techniques.

One early technique to authenticate consumables relied on keyed shapes of the
consumable. Such keyed shapes can be designed so that only a consumable in the keyed
shape will fit into a given type of host. As one example, a particular brand of razor can
be adapted to receive only razor blades having a particular keyed shape. As a second
example, an ink jet printer can be adapted to receive only refill ink cartridges haviﬁg a
particular keyed shape. The use of such a keyed shape can prevent interchange of
consumables between different types of host. That approach is generally ineffective for
anti-piracy, however, because the keyed shape of the consumable can be readily observed
and easily duplicated.

Also unsatisfactory are the “challenge and response” authentication algorithms
used in transponders intended for automobile security systems, such as the Atmel TK556,
and equivalents. Automotive security systems were designed for “one lock, few keys”
applications, where a single secret number is programmed into each key and each lock. If '

a host device, such as a printer or a camera, is the “lock,” then such challenge-response




" transceliver 1S

~ the sane secret number. It is known to provide encodenments on condlfibBe8Es

- such as filmunits and/or hosts such as caneras, for identification
purposes and to cogeey i nformation about th& filmunit or camera. The term

"encode " very bt¥oadly describes a featue of physical pedia used to

c_omrunigg’pt’émlglr/fg or nore-pieces of information to a%&gﬁ?zg 7 " Encodenent "

i ncl udes al phanuneric text and ot her indicia, S{nbol s, and the like. An

encodefaMPondsss resyirg thapalt His|keyspimedial snduecksgniinters) ibp erogammyd itk not |inited to

opt i calhe sai®@@o®t ienbedand/ or punch readers. U.S. Patent No. 6, 106, 166

di scl oses a gev' ce having a transponder and a trapsceiver, An electrically

or el ect r oni Cdf 5PV 8 FFAREERTOSe PR M fon LB biesnncl 2t Bl Wit @e /o5 n t he
t r anspaodesuch gs tanteng) fok idtn@iidhicingehos@ Jad GO aGVERRIoematibh abdut @sponder “i s

capabl ¢, of . recei vi a first, RF frequen el ectromagnetjc. field and

deri vi %‘mﬂlgﬁﬁrrcagﬁa' igf'dﬁﬁgg N T g’ a‘ﬁ%‘éﬁs‘gﬁf% ea‘é{%d’?f’ ¥generating a

second niefiaf used uencymmingater cuagnahdre fieced df ihfdrmLBPORS L. mddhmesecond

el ect r opRARGLd.& dﬁén&deg afaﬁanﬁ{ﬂgzﬁca{é%tea% S Cin®hial DELGEL A ARG AN MEMOTY. A
_ I'sposed wthin the host WY ER T efina and support

‘conponerrodenfiant cqmobd deteptableclly variawspeasslaincludiee but gt limiteidtobgptisaicont rol | ogi ¢

pr oces{Rknest NGasod fudbisealeser can read manufacturing data fromthe

transponder and write usaggéand processing data to the transponder for

storage i n mkhbrEatenRA &.106.86fu diselgses dedevice iheving eriransrendssondler s are wi del y

avai | alhcdierany abdu§laMy 8f elect@hiBRly pfdpEantnbDreddfffe MEHody QoMSBined Nl QY
transponders” are identification transponders that have a substantially

flat shhibe transpendgis dyepsally sttachad torp wpsumablgs S waspanderiincapplle plor m of a

conducCirdc¥ing 268t HERGIdneH eRBireHMRetic ARAUSHA deving PBAEL and TRMredNt ENNa May have
t he shape of flat cqil and the like, Leads for the antenna are al so
deposi tERF™2RT ‘ﬁef ?f'—‘*(f’(’.’)‘g&l‘fﬂtgf*’%i’é"““$ ayerud ﬁﬁ%‘}“ﬁ'&%’é’&fcﬁ‘émﬁé‘&tlﬁ €ld v Menory
conponéntsSponRf Thersatohd aledtinfagnetit diekny ch&ayidris®d of the GlataOdGrediire provi ded by a
chip mounted on.the .support and erﬁt hvel‘f\ﬁ connected through the leads to
the ant®ARY: PhEPCHYHns FUPRGE- sy 4" 8% Witet AL, AASSUPRYT | denti fi cati on
t ags amodmpanbat for paling ech denspondad evBmtmcitdiat 2 @neoldsgiepsidstog, thd a di st ance- A
camer af.lhavéi\p caan rraa(;i!li I%Euflurfae uﬂ%nc tal rgnttLéri gl’%t ci)n%nr g.t(da\r;\lr'? I':‘.Ol?(geer a!tl at can be
accesse or witing and Tea Ing at a RPN sVl EP858% in U S. Patent
No. 6, Pi@esting dattocketemsjondanfortstppge ofmémomnsponder is a radi o. frequency
identificati o ! R, aish I r ypical ly
?ﬂdxélﬁll: eng{:jir £ %ﬂgg{spcér@@rg flx‘ev%? ét§ Mﬁ:ﬂ)ﬁwﬂ% vaﬁ&?o%

i ncl ude a uniqu rer 1ns e manufacturer’in non-volatile -
menory forpy Ot frreasiempd o asSodaytggsppnders” are identification transponders that :

have a substantially flat shape. The antenna for an inlay transponder is in the form of a

conductive trace deposited on a non-conductive support. The antenna may have the shape
~of a flat corl and the like. Leads for the antenna are also deposited, with non-conductive
layers interposed as necessary. Memory components, RF communications, and any
control functions are provided by a chip mounted on the support and operatively
~_connected through the leads to the antenna. Inlay transponders have been used as layers
of identification tags and labels to provide encodements that are accessible at a distance.
A camera having a radio-ﬁ‘equenéy identification transponder that can be accessed for .
writing and reading at a distance is disclosed in U.S. Patent No. 6,173,119,
Another known type of transponder is a radio frequency identification (RFID)

transponder. An RFID transponder can typically include a unique identifier installed by

the manufacturer in non-volatile memory.
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i nf ormation

Wth respect to host devices, it is known to provide a consunabl e (9 FES| %05
sdch .as a print cartridge, vmth a transponder._The host device, such as a
pri‘nter into which thegFcartridge is installedi# ncl udes a transceiver for
det ect i ngotower9tsype of nmedia on the print cartridge.rcivusizmeacei ver and
transponder of this general type are disclosed in U S. Patent No.

6,099,178 to Siqtﬂrrésp%t téthost dRResSR Y KnoRA k& Rbvidd §€dn9t§€a%leaar1§m& Rig{r adapted t o

sense the ﬂ] a installed and includes a radio frequency

tr anscela'\;/%f’r"¥£8‘?’1“8$%ﬁ‘§ atiapspgndgr.  The st deyicee such agpristsr antp which theand”  or

sensi ng cmrmgennﬁktﬁk@dhmmgnﬁtst@vei if? | detecting Weigpe, ofS@éﬂEh ordih8§m'ﬂ0t teach or

suggest artnr‘riean‘g for .aut h(ﬁntl ca g t he di a be ,;2 % l& é)r ansponder. The
e SEEFY S PHEPRoR e§8 Hitgegener t@ﬁﬂ?er QPR Yeh SPPY £ orged, thus

renderi Ny 6,09%178 yo Spurr brebf The Spuviepasent disclaed 4 prixitdradyprédastiise thel Nt er nat i onal

- PUbl I Caté)‘[’?%f HE@P %Ilﬂ.‘ygl a%§ l}%ﬁéé’it fgalg%'l 8.13 CE{ tlaal;}%ciﬁw%rjfer tf#l mit tmgral f%{hat . us.es an

RFID ta yeo anlnkjet
printer elemagﬂeamﬁle@aew iof pesing @Gmoaételeetmagmmmdcﬂowewrvﬁmh aread/wite
menmory tdbét t Rac U0 Shob? alnins doPKitheid: Jowever, does
not teach cl)"r0 s:ﬁg eglgg anaaut hent%ﬂ(t:attllgﬁllglrr%eﬁg@gb @ég*%gg ?’i&ds in accord W th
this di db¢ 6@5’&“@1‘3“/&“%@@51“(%‘9@! tgangponder By pies can bef espilyforsed. e rénderingnt i - pi r acy

- Measur e teSididn aeﬁ&{,mQQMpﬁlfa%ngegsu@nscel ver for sensing infoormation

encoded on a consunmble article for in a host device, such as nedia

for use in a pHsFRugRA P%CEP“@S@F&W@I%@W "-’I’F‘H*_DSER&WH&EBSBHP&GF $ha bel i eved t hat
t he i nvegks 2PRFW thg o QMY i the Wpd OF SupGaft i5'164ed MGin ifkidt PMBY ThEtESCI I ption

'vvhentakenl !unc'@lon with the cco anyi ng dravvln%| wherein: FIG | A .

is a toﬁpﬂ"é"fc

Y PR GAR it BF’éma‘r‘fttt“’é isadhed taghe) paded into a
host  dewik§erdlln TBanzamldanm,elmdwietrd‘ﬂ, db&enoeremhdi B0R@ést adufhentidRidrSmahddop front '
perspectlale ‘\ilrl eﬁ\;/\{naccord (r}ﬁl gla%e article loaded into a host device in
accor dafCe PRt '8 r’r‘ﬁ'o FERtOMEFrc 2Ais a program fl owchart depicting
one enbodi nentA méedae&stqué:eméar@ffor ogne effidction sinfi-pirgey e pagsercansiagitanent i cat abl e

SPnS e HalpBdkd b Sandelitie  Redofha BABALE LS AV oL Bl 00 TDOd! TNt

of -a.seq are an aut hen & cOnsunabl e
articl eUSﬂ:ih@hOSSMVIOS, ﬂclt@merha@nusmrasm@tcttl ve VI ew of a consumabl e article to
be authenticated and agRfSipEHFR G th one enbodi ment. FIG
3B is a top right perspectlve Vi ew o consuma e artlcle for

aut hent i cat i off i helieyed dat thej inyprtien fwilf bah@tt?enndecsapd dipnt the follewénst i on i n

accor dapegripoh Q/h%kenqmwnmtwﬁh the accompanying drawings, wherein:
' FIG. 1A is a top left perspective view of a consumable article being loaded into
a host device in accordance with one embodiment.
FIG. 1B is a top front perspective view of a consumable article loaded iﬁto a
host device in accordance with one embodiment.
FIG. 2A is a program flowchart depicting one embodiment of a sequence of
' operations to prepare an authenticatable consumable article.
FIG. 2B is a program flowchart depicting one embodiment .of a sequence of
operations to prepare an authenticatable consumable article,
FIG. 3A is a top right perspective view of a consumable article to be
authenticated and a host device in accordance with one embodiment.
FIG. 3B 1s a top right perspective view of a consumable art:cle for
authentlcatlon and a host device for authenticating the invention in accordance with one

embodiment,




-3 WD 03/019459 PCT/ US02/ 26617 FIG 4 is a systemflow chart ill ug9&EBri§a
sequence of operations and flow of data in one enbodi nent of .a nethod for
aut henticating a ¢ mable. FIG 5 is a cug@way top | eft perspective view
of a copgIpple artrcle loaded into a host device pddididedt; Ng the
pl acenent of authenticating conponents in accordance wth one enbodi nent.
FIG 6 is a’ ayay. t i gh r ctive view of a consymable article
Toaded i nto Honbae b de¥tmd EhRbFfe M-St stenlod 8 M Phent f cat i ng
conponelatasn ome embodimdutof & methpd for anendesbogh copswimablel G 7A is a perspective
view of a co J ri Ll | At icator circuit
- nounted on ar@g%l&: %c'gig:‘%:dgﬁgghe?eﬂeﬁ%%@%%lg*g}gnggé#%ﬁ?ga'it—!?%l&?%}i s an enl arged
vi ew ofintgg hasitdewes illegratingthe pleprmeanef avthemticatihs gemponegm uavedtacarticle. FI G
7C i 5 gfidiecpbddipgenal view of a consunmable article print cartridge with
an authenticator circuit nmounted on a side in accordance with one -
enmbodi ment . FilG 6 B sulawgy tprigdt peeRgetiva Ivie ey consupalle adighsdeaded articl e print
cartri dge aWoktie@be ilRstaARN b pREQKenC b futhedticAiRY RbBEbneRs # stslGakd accordance
with one enbodjnent. FIG 8 is a block diagramof a consunmable article,
host de¥fth@me emprfimenitt hent i cating circuitry in accordance with one
- enbodi ment. MG 74 id & paspeaivg Past ofvLconhmiable lahtidBtpriat tahgidgd areasent of a
circuit @p%rd in a hostd device fordauth%€ticabhﬁﬁ a consumable article in
accor d8H P& RFPHISHE "eRBB AT ™ FFECaFORt L sMPAUTFYr t hogonal vi ew of a
first enbodi rEaGt 7Bfis an enlarged viewadrad dithenticating Rbmpapestnmeunhsdsdén devi ce to
authen&%catelgalggsunable article. FIG IOBis a front orthogonal view of a
first enﬁ%g?%ent of a circuit board for nounting on a host device to
aut hent i cat e HGc'oh sumady @thofdnd vidvl of s camsypmblpecte primt vanengowitia consumabl e

articl b Qs Jqr . M hent i ircuit nounted on a
fl angeeafﬁﬁg%%%%%@gg%g%ﬁ&gﬁg Seng%éfﬁghﬁwlﬁ (%E E@%‘ﬁ esnfasi de orthogonal view
of a consunadiie. B isiadpreorphoenal dew off4 eppmalle erticle piintigazsideawithamt | cat or '

Ci T cul by RYREBACiRM ol @IS ddd iRECOUARDGRL Yelhb@iiBedTOOdi MENt.  FIG 12B is
a first end orthogonal view of a consumable article print cartridge spool

with an aut hdfiti Gaior Blpske Wiaerapp 9h t % gowpmebls |adislse Mot deviSr #8thce with one

enbodi "@ikenticating circuitry in accordance with one embodiment.

FIG. 9 is a perspective view illustrating placement of a circuit board in a host
device for authenticating a consumable article in accordance with one emboc!iment.

FIG. 10A is a rear orthogonal view of a first embodiment of a circuit board for
mounting on a host device to authenticate a consumable article.

FIG. 10B is a front orthogonal view of a first embodiment of a circuit board for
mounting on a host device to authenticate a consumable.

FIG. 11 is a perspective view of a consumable article print cartridge spool with
an authenticator circuit mounted on a flange in accordance with one embodiment.

FIG. 12A is side orthogonal view of a consumable article print cartridge spool
with an authenticator circuit mounted on a flange in accordance with one embodiment.

FIG. 12B is a first end orthogonal view of a consumable article print cartridge ;
spool with an authenticator circuit mounted on a flange in accordance with one
embodiment.

FIG. 12C 1s a second end orthogonal view of a2 consumable article print
cartridge spool with an authenticator circuit mounted on a flange in accordance with one

embodiment.




FIG 12Cis a second end orthogonal view of a consunmable article g% REDB 2005
cartri.dge spool with an_authenticator circuit nounted on a flange in
accordance with one e dinent. -4 QQFEB2006 103/ 0194%$9 PCT/ US02/ 26617
FIG 12Dweoesaa#ct i onal side orthogonal view of "a copsum@ilegsarticle print
cartridge spool with an authenticator circuit nounted on a flange in

accor dance \M tlﬂGo% 1@913%961{5?'& e oﬁlo?b a}'%lew ofaa ?C!nolJCIII§3b I ram Of a COﬂSUfT&b' €
article, host device aut hent | cat ng circui ih acc f8nce with an
enmbodi rre“ﬁttﬂ@@usmgl with & sutfierticaton piesit imonnted HETMIEED aaasmwwmahe pr esent
descri ptdnpadimen:di rected in particular to elenments formng part of, or
.cooperating nore directly with, the apparatus in accordance with the

i nvention- It H¢ d¢ pet b ﬁﬁlﬁé’r'@f*’&b&ftaha‘tﬂs@ﬁ@#ﬁePﬂﬂsle,néi@Sts‘#ﬁewpf eedal |y shown or
descri beglthe@itating kBcuitaf ih @6Srdafte Whith aKElﬁUUalrﬁfﬁt @8 Gerdlohd doffkcligh. the art. 1In
-this description the term"c%n ymabl e® refers to a conponent designed to
be used up and replaced in a as a host: Exanples of
consunabl es armaepiwanr ddrsﬁq:pemtsldﬁectémsbm:tdmltwdanénMofrﬂhg paser yoirs for use
in pri n_cangras, n, for use on typewiter,
it b oilsTaed bl Bl SR8, 0B RR Ao e pasi o R 5 B G A a
host dewindest¢dtiofit dlaneptsvol gercdidallyoshper ef \zl&cﬁbed cem sakaakatieusafoithsc| € (120). The
host de [ egl Iast ic card '
printer wfﬂor g%@%%lsﬁge({)@rt&c%g ﬁ”r"mes?r;%tagc car I %S‘slfn i, lreet‘netror?al transfer

pr ocess .compppnentcispigoadatl lee metlllmla@d(rﬂﬂ_@)edmf atdwnse esfrodli weat 2 imsgt. be a ri bbon-
cartri d%aﬁ@@@o@hsﬂﬁlalﬂes &H%ﬂ'r}esﬁxgégg h&%qnch?dﬁ ikl Ptrreg X! c?r s&id €si n thermal
transfer bon or e subl 1 mat X d ic card printer host
devi ce (PHowHs: Bafor e F’U@E‘%ﬁaﬁé’(bb@bfhtﬂ@nw s hyapwriteromndémererst ¢aidtizeshow) such as,
a print fhaaslinamBgact i c encoder station, power switch, control panel, card
feeder, card qutput hopper, and other onents. An openable printer
cover (162) cATEENBsPhE Fit ddn A h%@?’fé’ﬁl 0R) bF configuied BB derevarat ri dge

consu mah:bﬁumatﬂé hréitle (1209 OTheﬁlﬂﬂt &91:p10b) Mithis Sfakifiy eRbodiRB: nants, suc h as
dust and cover. rel ease button (160) is shomn on one

art i
side of ﬁl‘% Bf aPé’PfeEE’E B’f“&"’% F’?‘r‘ff’%ef O, Blastic gards ysive 2 theppn! RS prase nhodi ment . A
second cithe e@nsurﬁdmlé)@]m)mﬁ ﬁ(maﬁboﬂhﬁwayr&)é ridBorl &&ﬁﬂ@ﬂbcﬁﬁmﬂgﬁe opposite

B 2: gte Arlb&];n (1565tsuch 95 ﬁ‘)q'/a f!xlam[gl%6a7 re)Sm%permzﬁ tran& er rnblbgrtn %i Id?er sub mano 1678) define a

ribbon. A plastic card. printer host device (100) can include other conventional
components (not_ show) such as, a print head, magnetic encoder station, power switch,
control panel, card feeder, card output hopper, and other components. An openable
printer cover (162) conceals the internal mechanism of the ribbon cartridge consumable
article (120) and helps limit entry of contaminants, such as dust and particulate matter. A
cover release button (160) is shown on one side of the plastic card printer host device
(100) in this embodiment. A second cover release button (not shown) may be located on
the opposite side. A left inferior wall (167L) and a right interior wall (167R) define a siot
{165) in the plastic card printer host device (100) for receiving the rribbon cartridge.
consumable article (120) in this embodiment. The ribbon cariridge consumable article
{120) may be loaded into the plastic card printer host device by first pressing the cover
release button (160) on a side of the plastic card printer host device (100) to open the
printer cover (162) then inserting the ribbon cartridge consumable article.(120) vertically
into the slot (165) and pressing the ribbon cartridge consumable article (120) into place.




(165) in the plastic card printer host device (100) for receivinggHEEB 205
ri bbon cartridge. consumable article (120) in this enbodinent. The ribbon
cartridge consumable article (120) nay be |oaded into the plastic card
printer host device by first pressing the cover release button (160) on a
side of the plastic card printer host device (100) to open the printer
cover (162) then inserting the ribbon cartridge consumable article (120)
vert i cal Taetilg o aydibhe fesipack cag ;ydieatritht the sibhen eartridge isborwnebia atticlgé120)
consuna into place. -5 a9FEB2006 Tactile or audible
feedbac@%gggéhﬁkgﬂ% (%ilat the ribbon cartridge consunable article (120)

has been properdtiyl sdatiad. toSthicl tmbafigeni Bighwio id i}HGemUlehﬁeﬁﬁboslhsmdg@ FIG

1A the ribbon.cartri consupabl e article (120) nay include a saource
epool | 1AOTES s EET) roaRQe ycuroasSisel 61400 nd o ko papt rdhe

consumabigroal thi: ¢ibBod é%@dgb%oﬂﬁﬁgablé Qﬁcfe ®2ONs (dealine! ﬁ‘hb@h??ﬂﬁqg 8ng n%d'[ glel

wound about the source spool the 'ri bboh (150) i's use
ri bbon m@rmllummd@bnsuhamlgcaquod; I(h400 12@)th¢ sbbtun@ﬁﬁ)ad ustdhend thelrihbofi 150)

' he tak 145 ooI 14 nd .t he
ens ol et B RisEle MEZRERY i 2dRbined e 2ONAE T D0 Alet dinis itk
t dmegﬁa p{ 1asnt decd; ufsplo
O o il Eﬁ?‘?‘é Ao DHIA0P Ao tiketuiph E‘pﬁi‘ﬁ%ﬁﬁerﬁf%ﬁ mase
br ace ré’f?@ elatiquship in tha gitwred epmyrdinkn by adekidbeace meprtry (14gotand "pri se

f I h bb
(150" par e MbpbrlarRy, Aot ARG BORKE " ERIP LTS 140 Brlshcy
i dent i f imembar(14AB| &)d the aughtimadfma@baﬂ()mim) together ebatbrize folraideslitfifinace

nb 147 f the bbon. cariri.dge t hough in the 15 ctured
e e g e} SR hREh (gl e Tehei SO 1B P RrBABRR oot

(1471) . depickdd@sd IF9&. 1A, Cﬁri'aﬁlosﬁe %QG&QHQEH@HWRFHD} %ﬁ%ﬂh&&a 130).jsSuch as

on the right brace nenbe course, the transp eed not be
linited nr@Vld@sblp@ﬁferleﬁ@mynerebegrﬁhAIE) of e nbl}omamdge(bzw fAdthrugh msthet abl e

T g, - ARSPE o R RERETY WasfSon2LO0F o gisoreSion b 1ot Biéditbadi ment

' of FI G (RATLY, repribtido if é&&%ﬁﬁiﬂﬁced(&l&@ sUiRpleq6dktion, ﬂsu@h WAl U right brace
factory-programed seri al n. Certain commercially available RFID

transpo aeRier ol #RRY oA éPHrsﬁz ﬁlﬁ"l tﬁwpelqur dregd it tbe hﬁlﬁ% dAdadios Eequgncy
Identi figaliognd H‘[E?elftrhzg any $6h | g? shiffle gl@%ﬁe r{ﬁ%neﬁé aticRl WBACY VlFIEﬂ?I, S

prot ocol enab 'es Separation and unique 1 I on of "severa
transponﬂl@molsimdlmﬁa}mﬂjsgly apphmwmmuhaaQS the field of the RFID reader,

| -C| 0?@ may be ¢ “%S’o%r&’ %m&’lu the ﬂustrat %Semg uln(f::r?tsotb I*e{é‘.lglzflx,otﬁg tR% tlre[]ns;r)c()arlld(?a}'I vely

proxi mt
(130) may contain a unique, factory-programmed serial number #. Certain commercially

available RFID transponders each contain a unique 32 to 64-bit transponder serial
identification _numbér, ﬁ, used in the “anti-collision” protocol. This protocol enables
“separation and unique identification of several transponders simultaneously appearing in
25 = the field of the RFID reader, which may be caused by multiple host devices being located
in relatively close proximity.

An authentication number, x, is calculated using an encryption function, F,
selected by and confidential to the manufacturer of the ribbon cartridge consumable
article (120). The authentication number is permanently stored on the RFID transponder

30 (130). The encryption function F is made available to the printer host device (100) during

' operation thereof. For example, in one embodiment shown in FIG. 8, the confidential
encryption function F can be programmed into the printer host device ( 1'00) before during
manufacture. In another embodiment, the confidential encryption function F is made

available to 7the .printer host device (100) over a network. When the ribbon cartridge
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An aut hentication nunber, x, is calculated using an encryption furf9F&8, 20
sel ected by and confidential to the manufacturer of the ribbon cartridge
consunable. article (1 ). The aut henti cati on pber i s permanently stored
on.the RFID transpondek80 (130). The encryptid@ function F is nmade

avai | abl eyt asdisuss printer host device (100) during OFa/E0¥eMI%t her eof . For
exarrpl e, in one enbodi nent shown in FIG 8, the confidential encryption

functi on.f, ﬁ%ﬂlegﬁwﬁr(%f @m@j ihtoteR: ﬂnlﬂ@r ﬂfsi d%tneé (lb@Sﬂhe ﬁﬂmlcﬂn(eirﬁﬂ)) before
during nmanufacture. |n another enb n [ dentl aJO encryption

functi onRIFD; teansegiger (nof FRanAn I 14) "teﬂjé ﬂﬁr"?‘ﬁf"é’if ﬂ}"régf over a
ggtT )Nagg é7u\éﬁggﬂl‘b?a&em&ﬂb&b§ lrfrdﬁiiﬂ{& RIFUY &ansﬁorﬂerQlEEBta?,ﬁ)ﬁ&o w)o@ 3xe01®459 )

consymanl. e ti.c nt er ost
'devi ce (%RODy8e "tohsémﬁl??ﬂf"f—,l? (@6] At h?’h‘% erm%if ‘% {hﬁrgtﬁ%%ug%e\g{elér%“%ﬂg%rp%ﬁovvn in FIG
1A) reads mtatlaﬁes\mel RRYeE] noihbetr lveas SanisfamedbyTihe confidgntialnaicryptéon fpetisadt i cat i on

sunber, X, Lransponde IS defm& 103 ahhe ri bbon
cartridgh® o"ﬁ@ﬁ%ﬁe F dogn gl)r%!lfe Cclné %ﬁﬁ%ﬁﬂ%%?er ?ngnes whet her t he
aut hentlaaﬁmméummucttkatmts@hésnttmwml al nunber n as transfornmed by the

confidenti al c i.0 t{,ﬂg MAbb SSefddn®R, wiki@d the ri bbon
cartridge cons r%%?em%a %In %6{“ gemem gegan %’T hentic nedia

product talmtencrsptwsekbmém@nﬂleﬁwomrNl‘ft:feﬁhe “E?(Pér‘?m&gt* RSP Bl om a gi ven

manuf act o TG Fhii0h tafpolith usGRiPgaatk R aaerticgoni t hm at the
factory. ﬁ\%\ﬁ){a q?%élper%l g{g% gartrlud e@gonsuur?abl egartl (L ‘(é Eﬁ}) i S produced,
t he - sanmenanker provided i @@)Pﬁlftt?fm%'é@e fibbogeerdse corsHeells FHERLTTAE on  nunber

I's_provi ﬂﬁ{illéd“thﬁe@:%nsﬂéddgiﬁquu%&ﬁl hul¥bef, inbib @dad C BT 4 pneﬁged eobsiimenhl e article
(120) is ‘insfalled, the transponder's (I Bﬁval ) %‘r(l , is read. In
a pr ef er trawpenderochoiAsp perial RUTRES B dEsad %l"aﬁfi ﬁl&%‘ I , i s al ready
| ocked |g{eglog,rb?tﬁﬁ4,49u1taaa;@,sponder (130) nenory by the manufacturer. The
manuf act ur er

the ribbon_cartridge onsunma | so knows
the type of rrea"ﬁ%lme%*f%"%a&ﬁ‘ r{‘?{’ %“3 tREr QJN?? @El%ﬁﬂ?al&%%@w%sﬁues of both
n and al $R Rpe cAhfRdie @b Mald, st dn lamthmenﬂbodnndnh@ee'nbcmfthf’éw #9FEHON hm t o

calculate the a nt i atl on co Wk AGL WiBdntieftichREdd | bbon’
cartri dgéred’t?f‘?glﬁ‘ﬁ‘ilﬁfb t‘?cﬁe en‘ir{ relt-rlll;'mg?gg%ans and 1 ocks the val ues x

and y inko mhmaﬁufm@@ﬂd:embiédkeiar)trui@mrsymwﬂtl? ROy BeRPEEDSAY i s
DT oot vaehs TRAhee 80 Mo BE b bRAR AR cnflge RnAUIRALE @O © (12D) . AN

effectlv unber unique ' nedia rolls or es can be
produced plenmahdmtls rrrmntpdamn tombﬂwﬁﬂéﬁewpmméplwﬂ‘ﬁﬁ@? %feé d and | ocked

xal ue of Sgrhd numﬂ%?[ml&ue RS Biid o REssetflVIR 8E producedi thig tiahesntdactat i on nunber

containing a uniquely programmed and locked value of serial number #, media type

b}

number y, and authentication number x.

Although the serial number 7, media type number y, and the authentication
nmhber x are freely readable, the confidential encryption function, F, are preferably
selected fiom a known class of functions having no obvious inverse. Accordingly, such
functions are difficult to decode, thus providing secure authentication. A ribbon cartridge
consumable article {120} counterfeiter would have to reconstruct the algorithm F
available to the printer (100) in order to make a counterfeit ribbon cartridge consumable
article (120) work on a printer (100) accorﬂing to the embodiment depicted in FiG. 1.

If a value of x is calculated as some complicated function of the unique and
non-copyable transpohder serial number n, then the Qalues of n and x can both be stored
on tﬁe RFID transponder (130), where both numbers are unencrypted and readable by

anyone. Optionally, if a media type number, , is also used in the transformation, it can

.




Al t hough the serial nunber n, nmedia type nunber y, and the authentg$®&EBS
nunber. x are freely readable, the confidential encryption function, F, are
- preferably selected froma known class of functions having no obvious

i nverse. Accordingly, such functions are difficult to decode, thus
provi di ng secure authentication. A ribbon cartridge consunable article
(120) counterfeiter would have to reconstruct the aLgorithn1F available to

t he pri ritler bg s©O9d o thsy BEID tteanppeadern Wagmtherikbion 8f cergumaplggarticle
erbodi me Rl o s 0P o BirlicRh bl iokn B550H Ut gblorelS, )

conpl i cafr@d thetpmispaidepind hadidard thatethangd vahr-of e[y alire:t forahs paddelueséni al
nunber n hen the values of n and can bqoth be stored .,on the RFID
t r anspori@8d opHaEyly. 3 dpus .‘@g‘flﬁﬁ%%é‘% Oaﬁértuit%eqw@é cqcle bR dpethsy
anyonre. (Pl didYprintdr (Bodyedi @ type nunber, y, is also used in the
transfornmation, i_t‘can -7°0 9 FEB 2906 al so be stored on the RFID_
‘transponder. Wiadiciohe seleditvorpfaaralgdridlye foohR Suomm binong knowh etrofg @@Yyhtion

installed on,the print 100) , t printer can read.poth x.and n.(and, |
opt i ona goti SaR GiaRke ke breaRib sirdfs Sebitey syl Rl fiehophal Hardabie or «
I s corr ggbhibRivelyh&pefact. VBhdIgutBdntidatidntddde Hah ®8 halclatad) usidgét$ptegdaphiat i ng

the ribbon cartri dgie. consunabl e article (120) for the 5 correspondi ng
printer mabeds by aenlring semsdpretiandn @eryah”allgsrantn infparationiavaiibierimeknown
Strapg e@%@éﬁ%it&”i (49P bVeR TRobGA? tiE fonPeRRKI Redfect RIS E‘ﬁ/@ﬁ' 'sLhigf system
very difficult ané, I'n practice, prohi |t|vec1y expensi ve. Tfie

aut hent immmibepn. ddoe particaharbe tleadomuteafetter wil g kmo wpdrdgr dypdtocleammdtomotis by

appl yi ng sone. funct.ian encrypt pn. The only informatjion avail ablg to the
P epuntahioyas ebteined fo Sgivailr. Nopeth @8 odnierivifer Sindoriy BY GlLpoRibleor 1 ot

for a gi ks8N Bécaust b alsoliatd¥DFaBudl @ bl veilll ik bY knb@8 uRRNOHIR LBAAEIteM | | not
know or be able to I earn how the value of x was obtained for a given n.

Nor can hakebtrnadt vilel mediarah doving boitythat 1 apddkd etrecct gutheritcabén podehecause

t he ,assagi ated val.ues, of x wil.l .nqt be, knewn unl ess the counterfeiter has
obt ali%ned 1S P iCqHIHE lz%fﬁ’%ﬁ?mnﬁi\l}ll%g Bt .’lr?sf)ﬁg’txtr?qgﬁd the correct

aut hent i cat i-on Tthedems is trddfof kubhodini@tCiautiiel k & édculitad aoa lfyhctibiof Bethsanpl es
of n, x to test. The sane is true for enbodinents in which xis cal cul ated

as a furfbe isgalorunghee i andh theswedig) typeps@peiny ankdhe #ihertigation gode REABEE y. The
aut hent i ' ot- W11 | r. r i t by

appl yi ng&g%ﬂrfagébf gﬂggicﬁw?%aﬁ%r ypt&gn bgﬁlﬁﬂ)y‘ g R‘g‘&g rﬁﬂ? étt e %%ﬁ&pﬂ?logr}ﬁng}? i on
avai | abl &gdin, thee onlyuinf@nfationh eavailsblt hat the goungerfaifebborthst a2giverutribbob’scat i on
code, x is correct fqr a given.pait n, y. As a further defense against the
secal] + yRFBHEtHOBERHt T SriHIONToCad VR T &1 ity

As a further defense against the security system being compromised, a plurality

of functions defining acceptable relations among the test values can be stored on the host
device. The consumable article can then be programmed with a plurality of
 authentication codes, each of which satisfies a particular authentication functional
25  relationship. If it is learned that any particular authentication function has been
compromised, then media can be validated using one of the other authenticating functions
- and authentication values. The compromised authentication function can be disabled in
the host device to prevent authentication of pirated media made using the compromised
authentication function. For example, the compromised authentication function can be

30  disabled in response to a flag set in subsequent media or by updates to the host device .

software or firmware. |

~ As is known in the art, the host device or printer (100) includes suitable memory,
such as RAM, ROM, EEPROM and the like, input/output devices, computer or central

processor, optional disc storage and associated suppert devices, all of which are not
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of functions defining acceptable relations anong the teést val ues qp$FE8 2006
stored on the host device. The consumable article can then be programred
with a plurality of authentication codes, each of which satisfies a
particul ar authenticati@y  functional 25 relati ip. If it is |learned that
any partiwoloasiogdt hentication function has been  conpepgiss; t hen nedi a

~ can be validated using one of the other authenticating functions and

aut hent i 1,0 c om, sed t hentication functign can be
~ di sabl edg‘?ﬁ““- ?ﬁ%%‘g@?‘“dﬁﬁ’&e ??;agl@e\’/3Ir11t]ﬁgiuq[°ﬁ'8aﬁ'ltblec°§fnf'6tﬁr g, Rit ed nodi a
made usi §§Pie 2 EenismGherdetd familit ieropiasessirotitefaticly, tia cofipterengitpl e, t he
conpr oni a@ﬂLe@tceﬁp;abfe?;amggm&s%gaﬁ%mtc.fea@og&mﬁ'f&@}al,g%%@maﬁé&onse to a

flag set in subsequent nedia or | a o the host device software or
firmar e SEtRAPIRERSSN Ay berray gemputerh proaessor. etatdl peocessingunint(6PUY, 100) i ncl udes

sui t abl e niiRembkssor, IUBD ERudRiNVhstrREN: sﬁdﬁ@@eﬁ“ﬂaﬁ%é &Jﬁﬁutei‘,n\%&/ out put

devices, conputer or central processor, optional disc storage and

associ at 88" FPelp chigSompYer, digtriputest prpesion sves. strolleg gPERROTEN WO 03/ 019459
PCT/ US02dRG 6t Togicsdu0ios) renldie coapiiel] itérndRYmpbGr of b BRAIR. Ehe @EmdBM conpat i bl e
conput er _havi ng,,.for exanple, a P ntiun&;)_ or Intel famly m croprocessor.
Al t er nat f“\l/@ ryttﬂgtdf‘?% SE°5?'F5LﬁSSé’anﬁ%)W“Betﬁe FPRUE 19 cfapet FhMeRR$AY a Mtorol a
fam |y minstrgppwcepseantingHthaegerithnts hand Qoroqessing rstep® deseHdr lbeir {eRssor may be

any conp I 0 REral processin nit , M cr.oprocessor,

RI'SC (reglh)%;ag %ﬁs C?‘ﬁ%t %’%@e@@‘é"&%ﬁ ety dﬁgisgﬁgﬁngé({%%ﬂﬂ?ﬂf’lfm%r k station,

si ngl e chiepowosshtae ROMI RROM, HERREM,pmd alesidhe) or isrbeatownbadedrfadnt er

M Cr O CORlnlopl dofife viad G Eoh AU fimfIUlERyms STOL € COMputer, internet
conputer or web conputer. fie menory andlor the disk storage associ at ed

wi th the conmpuReferring new the emeadimant shown én PGoth, alrere is simwmute plasis r epr esent i ng

the al goEir PAeHAG dAIOCABEH) D riBllof RS RS ?(fsnhlpxgagleraﬁfcfe'(?m).sﬂcﬁ& pOgram

i nstructions may be "downl'gaded” fromd orage or ‘fromnon-vol atile
menory, HGaRbencapeige congmpbleamtietn (128) 8 showa lqefiednto ghe piassic deed pisml oaded from a

renpt e s@est @evivd £108). NGhRIbEonOEarfliRe EonGRIRBR N (120) Ld Bl pdReduetir I Ng now to
‘'t he enbodi nrent shown i.n Flg‘f 113, there is shown the qp_I astic card printer
‘host devFRRPIMBBE kG DeRKRrrwese dof tpamak wrk (16811 a8d dieht wegnal p2) . In FIG I B

ot Ihe ri bb@e7RRr Thd HED &ﬁﬁmﬁgm Shodnt .insdr@ed(olqasﬁ b}a%ebﬁlhﬁm (lmig,estti nto t hgl
plastic ca rinte st Vi ce 00). The ribbon cartridge consumabl e
article f%?gfnﬂ“qtﬁgseﬁlﬁ?rf S e rég#bg% SYBFEbeREN Bl ViR dhe BRPoBet ween | ef t
i nt er nal canaidge ¢ohEiblaplecanitier (12)tioaded, etien@ber\(Bd2) can be closed and the plastic

card printer host device (100) operated. '

For simplicity of description, the execution of the invention next described will
employ only the serial number » and the authentication number x. However, it is also
within the scope of the invention to use a media type number y in conjuriction with the
“serial number 7 to compute the authentication number x. The use of the serial number n
can differ from the use of the media type number y in that the serial number can be
permanently fixed in the RFID transponder when it is manufactured and can be unigue to
‘each transponder. On the other hand, the media type number y can be stored in the RFID
transponder at the facfory and is the same for each media of a given type. However, the
use of the serial number # in the authentication or encryption calculations described here
is the same as the use of the media type number y.

FIG. 2A is alprogram flow chart that illustrates one embodiment of a sequence
of operations for preparing an authenticatable consumable article to use in a host device.

First the manufacturer must choose a suitable authenticating function, which choice is
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‘-( 167R). The RFID transponder is shown nounted on |eft brace rrenbern'Q:'EEBl.mﬁ
but coul d be nount el sewhere such as the right brace nenber ,(147R). Wth
the ribbon cartrid consunabl e article (1 » | oaded, the cover (162) can
. be cl osedvamdisde plastic card printer host device $df0%28Rer at ed. For
simplicity of description, the execution of the invention next described
i LT ermloumanbyy it REec SithaticAUN R N%@)t Renkigation ;nunber x.
However, it js aylys_o W thin the 308%(21 %Eg‘i%sé??‘%\";e?ﬁ? %’H“f% Pﬁis?els a media type
number PYRRIS A& I idgntify givee onlyespinpirativelyifior vatues of corputAdiet he

aut hent ithatdiien aomeRREtox . fuldiBn US Gretbsst BO25Ghd 4k Rlaldaq RAfH di ffer from
the use ,of th di zﬁm%%ge nunbe‘r% Y ?sn@'?h)zt thethe i al “nunber can be

e
per rmane r%{aflipo?cﬁ& &4 "rEEPYSSY {29k p dhel Branufpraier of the aptentitatedtter ed and can
be uni quenstimable agialet man 320 RRE teriaCAudhbte POEBRMHORRD vhigolRdiAbd YPe nunmber y

can be f inthe RFID trangponder at the factory and is the sane for
each ne3§sga“§‘? mé%bel ‘\;?é'ﬁu"{aé’)ﬁea.mcﬁ%vxz F‘f“a[ Rwmbey, &is fgctqrp dastalled. nd dunber n in the

aut hent jwté on @ch enospppder.on Nest| ahd ahdnefswebe SEdy edorhehe catduind he sane as
the use ,g - |2 type nunber 2A is a programflow chart that
i 11 ustrat %g&%ﬁg@q ge i %E%t('go?m%e%gc?gts&e d%‘?““bﬁ%&‘ﬁttg’bﬁﬁ‘g“ o "8t eparing an
aut hent ilivatedd the s RE Wt |of npiird i |perticelalUs Qarl B AmBSiria8RLEGon af i ISt the

manuf acty S suj,t abl e aut henti cati ng function,. which choice
oo 0 Bl W Bk e ol BERPRIRREHPE By the sel ect
aut hent icglaulite authaptictibomntbep x 6@} pfa2eid 208) hiextfthenuttieMtivafon dunibsr pr ef er abl y

very diffiqult.to identify given only conparatively few values of x and n.
Aft er txﬁ%ﬁﬁcﬁtj E‘CIEG %{'g’ﬁﬁéaﬁi %Eaa?fiﬂiﬁirqﬂﬁﬂ?eﬁ‘irb‘ﬁ thegstosroauthentication numbpie next step is
a read RehBFID rans@moc@aicess €@lopl nunmber n process (204). The manufacturer of
t he authenti c%agl enat.consbugabl e article. nust read the serial nunber n from
the RFID transPonder Yo B TRE R EYUTC Oh LPEBIDS fb PEPAFNE ¥ e. The seri al
nunber ruthentitaableoysuimabit artitle th usaith hadt desite GUkustrleEiAEIG I ZEANG RRNder . Next ,

t he man : r for cal.cul at aut hepti cati on nupber x = F(n)
pr ocesslé%lg%éé ‘Fn%"l'ﬁe cr)l[r.l)r%lgur’\r%%?r s?rf%‘% ﬁﬁgtﬁug'ﬁ"tffa‘i‘c’é‘ getion) yith t”ei?ﬂ’tgb the set of
val ues @fthenticatinnl fanetigrary, ) quibcass (B0Z)an The aahentidation/ Aimkaddl 6, f, WTakd on as
.discussed is greater detail bel ow. Having cal cul ated authenticati on nunber

X Wi t h PFREess ehils Aliggnativg embedimprt 4% prsferablindelpssie one-pan Yunstiercessd in 208) , next

‘the aut keplopagty WRich HAPES baséd dnsthP hR&AE opdlatiol EndGbk FiciplAnAsiga of the
t ranspo%ge[ wi th the store authentication nunber
lois Field arithmetic, particularly with the one-way function ([M° mod 0], is widely

used in public key cqptography. As one example, Diffie-Hellman methods employ this

approach. The selection of the parameters M and ( uniquely determines the function
Fo(G)=M mod(Q . As an example, the “modulus” notation may be referred to in an

English language sentence in the following way, as is known in the art:
The value of the function of G is equal to the value of M raised to the
power of the value of G “modulo” the value of Q.
The parameters M and Q are two prime values, which are related by M being

the primitive element of a prime Galois Field GF(Q) of order (). After setfling on an ;
- encryption function in the select authentication function £y o process (202", the next step
is the fead RFID transponder serial number n process (204). The hext step in the

embodiment of FIG. 2B, is an identify consumable article type ¥ process {206). The

_mumber y is a part number selected by the manufacturer to identify a particular type of
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x on RFID transponder process (210). An alternative enbodi ment of gp9 FEB 2006
sequence of operations for preparing an authenticatable consumable article
to use in a host devicegdls illustrated in FIG In this enbodi nent,

the manufwotesmiesssfirst sel ects an authentication funggigmisih a sel ect

aut henti cati on function FMQ pr ocess (202'). The authentication function FMQ
of the &4 enbodl a cl assic

one- way %ﬁg?ﬁ%‘%éﬁég{’ﬁ‘“m’%%p ograp Sypa {m’fgﬁ%ﬂﬂ“ ‘{f gge 7t he nmodul o
oper at i offeRdheGslest premRratdry fumctiqnhit ¥) cproce@a(Res).s The rhgd ol Ktiet fudgibi C,

parti cul th t one- unct i is wdely used in
public kg{} )c{’ yfﬁoglasrg'pﬁomm m?%'ﬁtg’“&ti?arfgﬁleé& Iﬂ"fhfq“’é%qé’fpf‘wﬁweﬁét)‘r%ﬁs enpl oy this
approach £ b5 AleCoidnOdke Bhnclible I el eterm nes the
function . IV#Q? Y m > H.CE @?%ﬁ%ﬁn%aw%%bﬁ% qﬂ'ﬁ fxﬁ%clg ati on may be
-ref erred 3B nts PifefeE%}’l |“§H“'F aﬁﬂguﬂg%mhlénseemsmthetmgufaameowf neway, as is
known in f hefu don of. G to the value of M
rai sed tg&{{b%&mﬁlgv(\%%%mgﬁg E‘g\m\ga T hedPreppee Ay NBdE Glny L‘éa“\?% %bh()?’ab The

par anet etah piemgt t6a amwetmmltmuhaghvwhueﬁe-mvdﬁb fudppaipds ﬁ&h@éqﬂgleumht M being the

rimtiv of i oi.s F rder., Q After settlin
gn an eﬁ%&%ﬁ?&% ur@ %Feﬁammryt hmcné’gléé@t"g T?"E\gilg)ﬁ’t"?%‘ Y 8¥PY SF&IR on FMOD °

process (@eRirariye, tphlﬁolngxal valh@pf G spéchEalry,eshélﬁBEioDsﬁdu%&ﬁ&&E!ﬂ%ﬁv&@r' al nunber n
. process step in the enbodinent of FIG 2 is an identify

consurr:51b1(e angt"w‘ﬁi%esm &8P ocess (206). The nunber y is a part nunber

sel ected by th@srmnuf acturer to identify a particular type of -10 0 9 FEB
2005 WO 03/019&5% PCT/ US02/ 26617 medi a to which the manufacturer will affix
this particular RFID transponder. The next step is the select preparatory -
function G(n,y _p@ed:es% (208). The range of the function Q(h,y) becones
the domain of t'he Zunhtlion FMX G, such that the input values n, y are
mapped by the 0s te function F o Gto the authentication nunber X. The
function &)W&S bﬂef erably unique and preferably secret to the

manuf act ur e osts it n@owxaﬂ&rh@ma&%ﬁ%ﬁm&qn&%ﬂﬁ&l{cﬁon@@ {hﬁn.' S‘mduIQ?heQJ epar at ory

- function y) can preferably map each n, a unique result,

- alt hough""é'{fé [§ATCERTSR @ﬁée%‘ﬁh’pﬁ’fﬁbe $rsTYREN nﬁ’@qtﬁﬁg&néntapproﬁndthe i nvent i on.

The prepar neti preferably avoid certain
degener & |®ga?°%£'frﬁ g&cd’ﬁs(li?g’l"éé’ en ?eté@xed PRt SRl fhe eAEnFuAtt i on shoul d
pr ef er abbperativigsi towh &8 Wiel paiculad ¥BSIHAENL iMustrii8] [PRGEIR is a calculate

authentication number x=F, ,(G(n,y))) process (208). After being calculated, the

authentication number x is stored in the public data area on the RFID transponder of one
embodiment in the store authentication number x on RFID transponder process (210).
Additionally, the number y identifying the media type is stored on the transponder in a |
store consumable article type number y on RFID transponder process (212), after which
the sequence of operations depicted in the embodiment of FIG. 2 fér making the
consumable media authenticatable is complete.

FIGS. 3A and 3B illustrate another embodiment unloading and loading a
t:ons_umablc article (120A, 120B) out of and into a host device (100) in which the
consumable article (1204, 1201.3)'is a ribbon cartridge and the host device (100) is plastic
card printer. To unload a ribbon cartridge consumable article (120A, 120B) from a plastic
card printer host device (100) after-the consumable article has been used, the tid (162) is

_opened then the ribbon cartridge consumable article in the hosf device (120B) is lifted out
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<0, &G1, GRIIl, and GG(Q1) As is known from Galois Field ninEEB 2008
thReory, functions G that produce these values can conprom se the security
of the encryption f tion F,,,-. An appropr e preparatory function
G(n,y) hmdmogisheen sel ected, the next step in the sequenesef; operations
shown in the particul ar enbodi ment illustrated in FIG 28 is a calculate

aut hent el | QRoRMTRR n bR On?&% ﬁ”(’%gg?ﬁ%” t&'& r@gl ng cal cul at ed,

t he authentlcatlon nu er x% c>ﬁ%ore ¥ on the RFID

"t r ans porfai&tdge Fonsprablecartindai{121t it isrintefted wirdnally (@0 presatl o pheetber x on RFID

t ranspongigy process (210). Additionally, the nunmber y identifying the
media type is stored on the transponder in a store consunable article type
nunber y on REI® 4 Barrspeonfeycher st sencialy Bypictathe fiowwlfioptratianhend equencé of

oper at i amg fROPH Sdteot R @E@ﬁﬁjérﬂﬁﬂtméﬁ{ f(E cﬁ’cck%g tﬁ’é @ h£l Jfe consunebl e
nmedi a aut hent,i cat. b e i.s complete. FIGS at e anot her.

enbodi mEAFURATIGAHS ?1 aded ¢ 3 Bpstienige: aWh‘é'bﬁ%ﬁ‘H‘Eﬂb@ a&wﬂq reqdea l@ 1@@]@‘1 120B) out of

and int @na phﬁtst hodedoviee thelde)deiite 3l sehsel R ne® ﬂ@dd@@&:lnﬁm?a‘bfe'a&kcﬁ‘e (120A, 1208)
' the h plastic card printer.

is ari ¢ rtri dgg \d ‘ﬁ§ ewceg %

To unl oaofl eec F BRI ATE e aLees SHEh nEscensumelicarticl ia?@ﬂ\detﬁﬁﬁ)yafrom a plastic
card pr mmclamcatcsstsodbyrec@n(zn:gﬂ)e padirgity dfhaa m:mwmp&id& & Byl #a} ethbAs beeln used,
the lid th b bl t

Lhe hog P8 selsd: mOBERPthch AR AN RN e S O RG s 400 '
PCT| USO Zyep&i8ter's {n81i) RF emangieiver telds fronbisonpandertonithigestdied sietdalhe articl e
(1208 . \Jiged Pl ot rp?mr(.ggp,gth%a&w 498, .Consy éﬁ%?drr%b (tgp'fc 'B;% (1204), it is

i nserted vertica resse |rfto FIG 4is a
- system fl owchdhis is jskawngiaribe ambqﬁlrdepukbxssamdhen Flow ef tmesuadzemm and data

flow of pﬁ‘)c@SYétﬁr@leQflaIQﬁHEbe?H%ch%sls E41§T'J9gost ElmJb?ert f{kﬁ( rsﬁzgs aut hent i city

of a consunmable article |oade ev ce: consumabl e article
medi‘a i §2Phands eadjauthspticgtion qumberx mrerses (A29)i &"beordﬂ@fthe@topereww first senses

the newn :anﬁdﬂphnaemrﬁemr&e@rntal fr&ent L-éau@ncdﬁ.to%% eﬁwaﬁhﬂm%ﬁmg{t icle process

(410). 'Q[he co bI e article can be detected by a nechanic sensor, by
r ecogni ‘(')?FPPﬁ qfhegpvegtipnppAfter fading His sersimatde typg neper 3t her  sui t abl e

~ sensor maasmf;mmmhmde.ﬁacﬂmn th& ARty AE1he Ghris@mati fof BR pReMugONsuUMabl e
cart I c| ehost is tested in a check consumable type validity process (43
yp ty process (430). In this embodiment
valid types of media y for the particular host device are known. If the consumable is of a
type invalid for the particular host, the host will report the status of an incompatible -
cartridge using a report status process (480) and terminate. If the media type is
: incompatible with the particular host, it is unnecessary to check authenticity of the media.
Referring still to the embodiment of FIG. 4, authentication function data (490)
is available for use in checking the authenticity of the consumable media. The host
device may be programmed before it is sold with the same authentication function later
used to make consumable articles for use in the host device. The sequence of steps
 defining the authentication function can be stored in the host device as authentication.
function data (490). If the consumable is of a type y valid for the particular host, the
authentication number x is checked using the authéutication function data (490} in- a
" check authentication number process (440). The check authentication number pl;ocess

(440) executes the algorithm defining the authenticating relationship. using nand y as

input and compares its internally calculated value of x = For o(G(n, ) with the value of x
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"~ the printer's internal RFID transceiver reads from transponder on G#&EB 2006
installed media the values of the serial nunber n, authentication nunber
X, and consunable type y. This is shown in the enbodinent illustrated in
FIG 4 as three successive processes, a read serial nunber n process
(415), a read consunabl e type nunber y process (420), and a read

- aut henti cati.on nber X o] Teorder f t hese operations.is
T R i e SR, ity e e s P CeS e bRt

enbodi nasvﬁ§ yvmamtuseatﬂ@ RaT thatNEHrtEQ Mt H@oIB 6O ﬁﬁedm‘ ist diRedt@y Qtn! ANimALHGT

readi ng the consunabl e type nunber in the illustrated enbodi ment of

FIG 4, awhkenfiggtion wleom qmealbaﬁlschtméa&s qngk reaenipg madgay Paymterp gat rasel toest ed

'VQ| a dc[@%& @grggﬂag Xt 'pweegsv@ﬁg%g @&g&%elt 1t otﬁfzf%%eq eyt

e "par evice aré Kno
consmahhe prsitedf amd maﬂpmnhmbm fat 4y futdre gpplitdtion| @fce desdcted b sbiciag itsl | |
‘report the stq; @y gh inconpatible cartridge using a report status
process JF ¥minate. If the media type is inconpatible with the

- particular hOStA nbdd dohsHANREESS Wath @Qgﬂ%ﬁéae%mﬁﬂ& b ot dbi& HRHisa-

Referring still to the enbodi nent o , authentication function dat a
(490) . iwnboditnentdbecofifirm dlsas aimemhedkluﬂql theacdtidgeeistriot beyngahsdarted. ddbsunmabl e

dia. The h d .bef i h
ut hont 1SS e SRefcE Moty an ofREH B8 Theies SuBhS e Rorpea b ce
t he fostfodexdngsle, bihﬁllggeﬂﬁamec@ﬁqcfgbe@gnnd@%ﬂﬁutn% bhe embbdigitht, Geteh s

function can be stor in the host device as authentication function data

(490) . I9etarminedo it thp | @npumdile artigdpehds eani gompletalnieexpandadchy dhe Hisst, t he
h h dat
aut e”t'c%ﬁ&ﬁlﬂ 1@% au% Q‘ ?‘zg,[ﬁa%ﬁﬁﬂer“ &%&Q&ﬁ&&%g&@ﬁ%@gh@g%ﬂﬁg ata

(490) in a I on nunber process
aut hent isedal mnnbmnt)emllphsmsie&d in(Addd)l @xewnitds listhdata (470) iihdioatthef that the t he

aut henti c rel ati nshl usi n as_ input a onpares it
i nter nalﬂag %’ifgc%ﬂné‘ﬂ@ab @eo‘f"’ e q?—‘%ﬂ’dl%/"é( p&ﬁ ﬁ“&’ﬁé‘%t’u eofse
09FEB20Mohgafaté HQE‘ dalf!ﬁ(tib D%ﬁﬁ@l@@é an Héenhh@éﬁo@gff%ﬁ cohE\?rﬂaﬁIQ il lé’eﬂied

aut henti cated nedi a product of type y t is useable on that printer. If
a rol | dfitorthdhestidsvige rad thedevdontagaief ilemlreopanng mmbmnm%@mmdde The t hen

al | validi a ng. nedi a coy set zer.o and
ocked 1eh bbb I SETBER) 38 TRElinS Y B3 PR Hoahftnd 815l
det ect echuibeb of peeviiuslytBed cambniBiR suth 88 Fbeedaaipl@Mlist f WieladPI2 gk on
once detected by setting.its status as "fully used." A used consumabl es

list datearifidge)uspd lrhﬁabsfa%ardmn&ert & a ﬁbb%@ﬁse@@ﬂr@@bpn relh regppesibwiihnent to
Con e Y k95 Myt LG 0B IELAR DB bl
process thdpbstiasard prmter treats the reloaded ribbon cassette or ribbon roll as if it had an
' invalid authentication, and not only can refuse to use that media, but also can lock its
transponder into “fully used” status.
Referring next to the embodiment of FIGS. 5 and 6, there is shown in FIG. 5 a
25  top left perspective cut-away view of an embodiment of a host device containing an
authenticatable consumable. FIG. 6 shows a top right perspective cut-away view of an
embodiment of a host device containing an authenticatable consumable. The consumable
article (120) is shown loaded in the host device (100). A radio frequency identification
(“RFID”) transponder {130) is shown mounted on the consumable article (120). An
30  antenna (510) in the host device (100} enables it to read information stored in the RFID
transponder {130) on the consumable article (100).
Referring next to FIG. 7A-7D there are shown several views illustrating a

consumable atticle. A ribbon cartridge is shown in perspective view in FIG. 7A. The
ribbon cartridge consumable article (700) has a source spool (710) on one end, a take up

—-13 -




10 for .exanple, by using a ribbon cartridge to print product. In cmﬁi:FEB 2005
enbodi nent, when it j determ ned that the ggansumable article has been
conpl etel y expended B¥% the use consumabl e pEstess (460), an identifier of

the consdWBY43 ticle (such as the unique serial negisesozmgii | | be stored

in a used consumaeble list data (470) indicating that the particular
consunabipeol £720) oh enétbercodtheioricy spc @710} Bndrih ltdke fup &PEAFIIVF BLing t he used 15

consurmab, it dat 0) can | ude, an.identification of all consumabl e

articl eséo oégl ‘gcl]_y igr% oq)f%%ee)"ﬁglgfr t?g@g‘)cgndaﬁd’glhh Tafe M F%g@oﬁ?- |4fe remaining

i n each ©a¥Wuaneisne @mppishie (74Pheis dowd, cdivhumapl & la sididataudndy0) can

I nexpensyytiYaish LMD i gn [ a_large nunber reviously

used Consumsibalngs SUCLG%E‘FJE?%} %&'ﬁﬁ%ﬁ%"g (Zﬂp i’ sesol?(mtl A& fpggltmgiﬁigpri nt

cart ri dgBSO&rpo] (728) betvgen the brecermepnpeisi13E. 730R).a ri bbon cassette or ribbon

roll reappear sigi v is2 éﬁp'mdg;hﬁEw%?—'tﬂé%o:?linuﬁﬁmnpl:cﬂ@mg%ﬂSjlthgl}ﬂs than stored
rinte

in the pl astiqci i:ard printer rrem)r%/é _ the El astic car rtreats the
" r el oaded™PiPEBEH 1Rd Aee mmountisg of phpbpdinegnt.  Ahe transpanderen anlockted at i d
aut hent i eitadritiinsidtidl teQutsABbHIERA bFa8E MERbdr 0730B ForthiAiehiBdieAnedidt @l SO can

| ock its(7 &Réanépl%(lier into "ft‘_JiI |y used" status. Referring next to the
embodi mentorf £ Bl an Al be plaprd en jthe bregymenherfecnting, they BRI | ef t

per spectirapgpondet. - away vi ew of an enbodi nent of a host device containing an
aut henti cat abl sumable. FIG .6 shows a p right perspective cut-away
view of an enbod, rrésnatS'G%fmgo%ﬂggt“%@?%‘éméﬂ?ﬂt% N“r\ij(@ﬂfﬁ‘ﬁ?’ﬁ@ﬁﬁ? catabl e
consumalsine spetifie eabpduemb|The ribbdn @htaddeldumableshr(7b@Aded soliret he host
devi ce ( i cy, Laentificati "RFID') . transponder (130)
Y e b tmiofel Ay b LEAHEREN (25 U ahoefid @B)Sg‘“f-\% ool 2l ERTD (510) in
t he hostthetakeupepqol (189) keimglsbmisctid byt aobraceauknibef (B0yaMonnted botheracel t he RFID -

t ranspongl@ibed 139 ; . I (J0Q). Referri ext to FIG
7A-7D thereear%e )sHg&hkgﬁrgg@gﬁﬁgﬁgé\%ﬁpoﬁ%u@ﬁ)at\lv%cg) a aycté%saﬁng'gpye article. A
ribbon &APPPIdGe is shown in perspective viewin FIG 7A. The ribbon
cartridge consused g Aéob loBh&okal Wk F3S : . one end, a
take up -13 FEB2005 \(/)\E) 03 819439 PQT?O?DSS%%P%%%%L%GDQE%)O{CZ%Q%%?QOn anot her
end, t h@"SPGrEeeahagdErent of thy) invgdon Hée fikkan qapridgssensupnddoytidle (M) connected by
a left eageourcenbsyl ((1680A bneddid, Rtaki 9P kpddl 828) SEHRE: a3 BR)sourfe

~conmuni cat | Cc onent (7 I s.shown, which may be a radi o frequency
i denti f isﬁ%?i &gﬁ a(n%&?eﬁ ﬁ%éﬁi%@g”??&bl’%m&mmw byjadefb bragermenibes 489k% f r om one
spool  ( &idy righobraterenitienFBOR) FOdomimiAR)tidde borgRRAerk (10D WakE nXG BRSNS ( 730L,
730R). RFID transponder, is mounted on either the left brace member {730L) or the right brace
member (730R). '

Referring now to FIG. 8, a schematic diagram of a consumable article
authentication system for authenticating a consumable article in a host device is shown.
A consumable article (800) may include, for example, a print ribbon cartridge having a
source spool (805), a take-up spool (810}, and a brace member (815). The consumable
article (800) may inclﬁde a communications component (820, 835) for transmitting
information to a host device (850). The communications component (820, 835), may in
one embodiment, be low-cost RFID transponders, ha{ring two specific properties. First,

. the low-cost type of RFID transponders may preferably include a factory programmed
unique serial number n (830), which cannot be changed by a user or duplicated by
copying z public data area (825).of the transponder into another similar type transponder.

Thus each transponder is uniquely numbered, which is a requirement for most types of
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FIG 7B is an expanded view of the conmunications component (740) []Z&EFBB 2005
. transponder | abel and nmounting of an enbodi nent. The transponder can be

| ocated on  either the £mside or the outside of ghe left brace nenber
(730L) orwbheomisght brace menber (730R). A | abe¥ can also be placed on the
brace menber describing the RFID transponder. FIG TEWE246] de ort hogonal
view of ArgPRsM acecording to one specific enbodi nent.

. The ri bbon carté@gggﬂfggélaggan%b% "ngl'f'loﬁl%mt(’efﬂ)e‘)abl‘%smld“@eUmmndgpool (710) on
one end, “é’ef‘ﬁ@@nuﬁ%wmlaﬂ@?z&)ﬂlmthemml‘bederaiﬂéinaﬁél& sour ce SIOOOI (710) and

t he take up spseb z,%qg, hed gﬁi) e nenber (730). Munted on
t he brace g?enber" 0) i stgg(l:lgﬁ’?m& ?ng?irlslpo eéa%l? ahifity(t9 #pg-timahi ch may be
an RFI'D VEE4RE yatrden IOFH)datamlues atdp, oot ) pguoktaHir@Ws0S) & @ensunmabl e
articl e trahfidhdeC Cide Fhing y P thiOGiSRE c i mept of the i.nvention. The
Tibbon cartri dgg %nsurré elsgl%tllcﬁ g#‘% qug © e iype BERIBEEN. (710) on one
end, a tAKe "ThSHEYR NPILBPka dlesintes typen The nérezesndite ealuespeplhi¢ 710) and t he

t ake up 'l:-!'lm-'mi“'f’(lﬂdag)WI]IDBft mﬂfi)ﬂm%l%opb{f yaan!i &t Emﬁw.%:atgent: ?ber ngb730|‘)c h ?‘nr;d g‘e
“hi y

right brage, nenbe afe 3{.%) communi cati ons co %

an  RFID transpoﬁﬂ% Vﬁlﬂﬁﬁt"éﬁ“scﬂ?l"éieﬁH’@Fﬂpkh’eﬂlbefatctotbrlaoaamad)er (730L) or
the ri ght'tOUhta(tfeﬂsmei&betrthé #3@Rhe nRAfCHIhide HOW 1kQr Flilfe BieahsSENEMRLI C

di agramncpjnu@ctggp e article authentication system * aut henti cat i ng a
consumabl e artic "a host device is shown. A consumabl e artl cle (800)

may include, fhsth @mﬁbl:g o |ami eqmﬁbam; SR hefyl %ah%; rggqhga gsource spool

(805), « I ce nenber (815) e consumabl e
article (%ﬁ@ﬁw( | nzlsé?gjs%%%% ﬁosﬁémé%) 5B Bwspqnders ha@36) f or
transm %Cfcl'ﬁgpmﬂﬁm}eﬁmqn@np}table dSJflvusbmd @vinbee wii 5&) abnlnT)h% FeRHIRdM,cat i ons

conponeBiore Bedtres cost RFI'D

t r ansponder s, ha%%@lg?l\ﬁ%g&dgg?? ?rb"ﬁerf’mé@e Seﬁfﬁr%‘fn er) {midie B cost type of
'RFI D tr SAEBBAJSE §Scﬁg§ﬁ95F@F@F%WtW&thﬂwﬁmt Halfsﬁtmﬁﬂrsyallﬂfeﬁgd’n ﬂaﬂg/ uni que
serial m6abRUN uf SRaifier (OIS Nwig AR ser or duplicated by
copyi ng,a, %%:qc data area (825) g‘:‘i b‘? éﬁét}'?g'%@g r%’h& B EWETher sinilar
type tran% yrocturgf asfolloysh ¢ r ansponder is uni quel y numbered, which is a
-requi redMht for nost types of -14 p 9 FEB 2005 WD 03/019459 PCT/ US02/ 26617
RFI D tragsponders that have an "anti-collision" protocol enabling nultiple

trans on-ogleu. S
P 4 37136 49 | 48
]

‘B0’ hex  } IC mfr code - IC &mnufacturer serial number

The most significant byte shall be ‘EQ’ hex, followed by an 8-bit IC manufacturer
code which is assigned per ISO 7816-6/AMI. The 43-bit senial number shall be ass:gned
by the identified IC manufacturer. It is expected that various manufacturers will produce
compliant ISO 15693 transponders with factory programmed serial numbers and unique
manufacturers’ IDs registered under ISO 7816. The manufacturer’s unique 8-bit 1D, or a

- list of qualified manufacturers’ IDs, can be included as part of the authentication process.
Referring still to the specific embodiment of FIG. 8, a host device (850)
includes a communication compOQent (855, 860) for reading the values of n, x, and y
stored on the consumable article. A processor (865) can receive the information stored on
the consumable article and can use an authentication function (870)

F(M,0,x,y) avaxlable to the processor to confirm that an authenticating relationship
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to be differentiated when all are seen in the RFID reader antenna ﬁdeEe.zuus
-Second, the |owcost RFID transponders preferable has the ability to
one-time wite (og&wite and |ock) data v es, x and y, into a public

data arew (R2Rse of The transponder. The value y |rl,‘_11h{ﬁ,£%rt|cul ar
enbodi nent is the nedia‘type information, since not medi a types work

on all nter t The non-zer.o, data valuexfor this illustrative npde
will beeg gésggtr‘?'ﬁ "l%egﬁugnﬁmfcﬁ% mg‘ﬁ * Pryhesaup! preoes piagd ke mediatymeicedtt i on nunber n

of t hatv. t Tenpocssae (865 isepretatatily a(sdcﬁretdﬁb@pﬂe@k&t erhepris anotid | be factory

progra he, I AR der ti ia is made, or at | east
bef or eqlmti"l tgg\l}%%r%gﬁa% n@?\uﬁ P%tF“t'glt PRy Ibgqﬂfl'mgﬁﬁﬁr?f’dl“h@e BffS ps 1 *Code and
equi valf@ﬁpsromr afhe abtht:rmcutwmpmgaim Ghandaradd out(ﬁ'ogaﬂhb ;ﬂﬁtbr&ﬂ:r €an SO') 15693

o cory Ay b fherich Aol eclloh >rhs BISPRISSER RS miaf Hefoni Ty “store a
corres. ﬁé‘ﬁﬂﬁ“ﬁ'@g e t:qqeﬁwmatthe@nthem@oe dlspmthemlﬁqh@mlmlttes srizabdnunber) in the

- chi p. Sectl blel antal t transponder
- shal | [ de(l’alq[RF ﬁn&d&b;aﬁgéﬁéﬁﬁ?ﬁgﬁ%ﬁg&eﬁfg ent? ﬂg@ *%F’%m“ V\Hr ch shall be
set per° His Al W‘b?“cf‘ﬁépq'@sﬁﬁﬁh‘?%é’ﬁ@r@rfhe C%Wabhaiﬁlciﬂaéi@b ribbanur ed as

f ol | owsell MsBor Lt $75beABPorE) O Hdmoh HefehGriBabaRLL e ser i al
nunber . The StIC'B n|f| nt byte shall be hex, fo by an 8-bit IC
manuf alF@rEEk o S%ﬁl rgnaal %%‘F‘@ﬂ‘?e‘d’“?fe?la$58@hP8TBSPG?‘%M“eﬂWe 48-bit serial

nunber asfradet a:h&ocﬁﬁﬁds@it&dlmtbymbﬂﬂ@ypléiﬂflﬂ@—iS%)jof'tﬁt HRAM iAGkd! Shee |1 IS expected

t hat varj ous manu jurers.w| | 0 orrpl lant |1 SO 15693 transponders
with fSEYSETP ?ﬁﬁrﬁé’ @H“ﬁ m‘?‘i‘%rfﬁ'é "Sre}&’ﬁge ke fore oreptIstite thifr ers' | Ds
regi st tmahek rwseleffpattﬁ@ 78 Goresldn @assatas caimicatly uﬁatﬂvﬁ&:hﬁw&)l&obxls& theD, or a |ist
of qualgl, %fﬁﬂ@b%&ﬁioaiﬁélyfftg@fdegwedfugag?, le included as part of the

aut hent i cat1'on proce to the specific enbodi nent of FIG
8, a host de\Rle@EmG&EO')o the¢ mﬁosimt HustrateimFIGa B, there wmbm”tb tfeB55, 860) for
readi ngrécgls@o X%Sygﬁst%i'c&lsurﬁ(ablegrﬁge@(s%()zt Rr“gzgse?t ts% IC rrfbj he article. A
processor can recelve I'nt or mat'| or ed &" onsumabl e
articl éac"&ri’é}ﬂ@’arirbeé@ét Ha cagygettecsana! combenyy: mlrth@!r mmal@&EQ))mel Béuvk Qnx, y) avail abl e

to theppEaRAIS Shh E@melo "Sotifal A&kuARadbd Rl d fighe: Bt SF AldfRZNT P - 15

- 09FEB2005. WO 03/0

panel count than stored in the printer memory, the printer can treat the reloaded cassette
or ribbon rol§ as i_f it had an invalid authentication, and not only refuses to use that media
but may lock its transponder into “fully used” status, thus preventing “refilling” of the
- used media. |
Referring next to FIG. 9, there is shown a specific embodiment of a
~commurications component mounted on a host device for reading a communications
component on a consumable article. A host device frame (910) is shown. The particular
host device frame (910) here depicted is a plastic card printer frame with the exterior
plastic housing removed. A circuit board (920) is mounted on the particular host device .
-frame (910). The circuit board (920) includes an antenna (930) for reading a radio
frequency identification transponder (not shown). The antenna (930) on the circuit board
(920) is a transceiver for reading the transponder (not éhowu) on a consumable article to
be loaded in the host device frame (910). This transceiver is only one embodiment of a
communications component of a mode of reading information stored on a consumable
article. Other examples of communications components include electrical contacts for

completing a circuit, infrared or other light sensors for communicating with an LED or
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PCT/ US02/ 26617 exi sts between the authentication code x and the sqy$&ES 2006
nunber n and the nmedia _type code y. The procesgor (865) is preferably a
secure mi Groprocessor he printer's nedia aut@entication programis
hi dden f manspouenti al piracy by being stored in the saashgesi¥i Cr opr ocessor.
The aut hentication program cannot be read out fromthe printer nor can the
Program ey Sehsfthich shitth G guwr%eamw'eﬁecpg&&ﬁ 1 RGXCRI o POt Nt} @l
pirate from "determ ning or onst T Uk i cat rYaIgorlthm
whi ch cahicableapeans fﬁf@mmqﬁlcmsychwa‘consurrabl e artl cle preferably includes
flags (827) t Quk Relib6@enit & akmie%ard%tmmy fo? patmcmdar@ mdde beafe Panel s of

ri bbon used on the consumable article. Each roll core or cassette

‘can onl yrysatiqige ghopmda FIG Wéy andeilr {08e| %[ﬁieﬁ?& ‘fl 'i*ie Ph‘@fs? chHssHEder keep track

of medi BoldAREFIGAITB i SEREREBJATREAICQUTH is &maomet:il&%ntbaﬁaﬁponder menory
-are res%sand Iocked as each unit portion (typical 10-15% of that nedia

i's used.thispypglar gmbodiment for;ngiydingca ‘E‘S‘?&@Fesacﬁdﬁﬁfi@ﬁ%edﬁéﬁlfﬁpi%w be rel oaded

on the Gug @, Dlie @iates e'&ﬂeﬁl,a aithirRication lpesgraneld eefarhibly Rididnatdny pdiGmiallyc Or es or

- .cassettes _econom cal ¥ausnattractive O course, the flags may be used to
i ndi cat é’“ﬁ‘ﬁ’f}'yé’&&% garedn 4 AU M EIUPPP g still to the embodinent illustrated

in FIG 8, thdefemng sexaid Bli.d1} en tlrenatips ewiasizomt 086 Spmauditsionof consumabl es

used (8 t ach ter. The | ast

512 cas g:g%"(medb\étef&arﬁ?ﬁhm 9%§£umﬁﬂd§ %rhéié 'si%rﬁtg‘%r'ﬁ:/\% a""" 31 I'® rggn cPcan be

stored ifer waaha prisymnable artio uldons e@&scbamtehereuppehhe avucterpaabh,lfgher val ue of

" emai ni N ARNEhHRAUBkrihA b SLOTL Ad BECP i 1hRfnel BRI e e PY I NEET Can

treat the re casse ri bbon an Invalid
aut hent jcommmable artigle caohe, @ﬁl"—&&“wéf% & sdicoffigm forarse iatcamerai dhe fibon pay lock its

transpo ri'ﬁ’tﬂ[a lb RloBnd’ iﬂéhi the ldﬁ(ﬁ'ﬂj (135!6)atNSﬂan%eml'ﬁowr;seééﬁﬂta{e@gvnhrtﬁé Eﬂolol ng" of the
used nedia. Referri ng{&next to here' is shown _a specific enbodi ment

of a cAkGhi dht flanse (LI 6webr logwerhen ansosndfHBs troge(i3 LY o gt 2meadi ng a

conmuNi GRhveRidft loGAHP ARENEtedHitR tHePs TBNLE Ahithe MstradnABbbdigiem ce frame
(910) is shown. The Pﬁl’tl cul ar host _device frane §910) her e dep| cted is a
plasti c CaHEr FHPe (I PPRAEPRCE o e BXiE8r PoforeBi s P ABYR iR removed. A
circuit cbﬁﬁihﬁc(tﬁ&ﬁéorﬂpﬁndﬁﬂﬂﬁfaﬁdmﬂﬂf&rhﬁxoﬁaﬂ’otdd(bu|tl&l’coﬁwﬁlhbldﬁﬂblﬁﬁ) afranme (910).
The cir hoard (920) includes an antenna (930) for reading a radio
frequen(civ 59Kt i fi cation transponder (not shown)- The antenna (930) on the
~circuit board Refea@p)nekisto BIGH.r1aASICH)] thet adeoliovimesadtrah giehef apaafspsader  (not
shown) q i he. hqst ce frame
0507 M BopRARBALE, PId1EAS: | Gar BEERNAL, bPy bR BRHLCE, (17 |
corrponen%wulfdma dnnd@%ﬂ‘)wmerdﬁadgbwnmmmedi@nanﬂemuﬁ erchas giwsimabl e  article.

Qther exaplatfieRi ot QTR bEfk &2t SPARANE ik firtsd MdGaRbaC Afigl contacts for

(1415) is associated with the winding drum and can, for example, be attached to one end

of the winding drum. Other configurations are possible and are considered to be
equivalent. A communications component can be mounted on the flange for
communicating with a host device such as a printer or camera. |

FIG 12B is an end orthogonal view from the end opposite the flange (1415) on
the wmdmg drum (1410). In the particular embodiment shown, the winding drum (1410)
is hollow, having an interior surface {1420) deﬁnmg a cavnty. FIG. 12C is an end
orthogonal view from the end on which the flange (1415) is mounted. Again visible is
‘the interior surface (14_20) defining the hollow cylindrical cavity found in this particular.

embodiment.
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conpleting a circuit, infrared or other light sensors for conmuni @G:FEQ 2006
with an LED or -16 09FEB2005 WO 03/ 019459 PCTI US02/ 26617 the like, a
mechani cal swi tch by, for exanple, elecgRonechanical neans, or any

sui t abl gy s Or communi cating such a sigrmal . meP([elg&g phaent of a circuit
board suitable for practicing one node of the invention is shown in FIG
10A and FI G B., FIG i he_obverse of the circuit board and FI G
10B is the r ‘F"Erég.“%'tf’%gcgpl?ﬁcﬁa' © s1559%) 2 fectignrlis v elangot itfeA % rcui t board in
t hi s paofithectdvashoamtioBIGTETA. Thy spindiz! (LAHSYIgs @ wididgORta¢BESPWith A6 descri bed

W th respect .to MR .The printer's. nedia autheptication programis
prefer a%?ef;s ‘faa%gﬁﬂf’rg%°r‘f?"5‘b‘%'b’ﬁ?“ﬁaawn@“ “p'FQ"P%gf ?JV’%%ioﬁgf“é’f%?éad“ﬁ' a secure |
m cr oprac s soappedReAr intdriog sunfaxd (1820) i Bis elrbpdimintadefisgs natavineinahdbodi nent’” of a
conmuni ' . C 0 i_ng, on consumabl e article is shown. A
spool (IiﬁL)g%‘g?lﬂl réor'p(r}g@%gglt 415)0(5“ %&% ﬁargbeclg'ﬁ‘gﬁ)rr%%'f"g fArtTrere M one |
enbodi reemporehe woth g6 rabREDA tizpsppmdes aninban akesnate exdengiinent, a fiisbbon cartri dge
for useqopmAichfnt copbh&e (1450, NALOSH REFPAL I DRTBp!l e article can
-~ be, for e>_<arrlpl‘e, a roll (()f.?jfl m f or tI}ge_ ?ﬂkﬁﬁgghe_?g.begrﬁe ribbon or nedia

i s wourfie HBBIf surfiee 1430 whirB roypmupmcaiesamighethe hagGlevices by saears efied with the
Spool  dedodd Qdmmibiatibh ergBndnl B@Ohow A idEsell 2aAlSMAHRMO RGNV the spool
(1310) or &é}any convenient | ocation associated with the spool (1310). In
the i1 1958053y dhe intspydraftentie spogbnduct i ve strips (1330) di sposed on the

fl ange in cored#tifg Gowi OOEIGS QBY hefS isddisdhRBI Nichethdtio NBags@RANENt to transm t.
I nformati on the consumabl e article to a, host .device. Referring

glt or.elcfj- %‘H
next  t FORERaLIe IRC e sphentigalion system foyifhenticatingaponspmatle agiFledn 898 for use in a
consunalliee.aAtdosdumablEbificle {P580) Mayinsludte fod ekt @ phintviikdvh oirtridgsM ndi ng spool
. (1405) ... A w ndin r 1410) is_prqyide bout whi c dia can be wound,
such as'ha?quﬁt%gﬁurfengjgg (g@%tﬁé‘g‘r rSP%f’g&By@r “ﬁsag’r?cﬁ "z'fmé’ﬁri Qtﬁ g?‘ L(%‘i;e}"‘ifi Imin a roll
of fi | mohwmabiserticke @S5 mey anclulic fal @mgenicitibdl Smposena §50¢. BB&dfoni th the
W ndi NG AN Shelifion 36 X! Ruicl %1 8e) 2CNig ol ARSaad HL [he winding
drum O her cdnfigurations are possible and are consrdered 1o be
equi valemmunitatiansneempopent (1H38, S8Mpoae he 2 buwcdseRBUinerbnder havieg f | ange f or.
comuni GAtd | hes WS sSHSH i LesDloCRREA, FIG 12B is an
end ort.t&ggsgﬁbg?%%%ﬁ?roﬁt’tf imgﬁﬁ)so pos@??%ﬁ{es {' r?geg 2551:4%9 on the w nding
dr um ( 1fa%ey programags usigpe sexial masmbeivhdd 3 Grewiichstanngn be eivagedi hydi y8ef. dr um (1410)

~or.duplicated by copying a public data area (1525) of the transponder into another similar

£

type transponder. Thus each transponder is uniquely nimbered, which is a requirement
for most types of RFID transponders that have an “anti-collision” protocol enabling
multiple transponders to be differentiated when all are seen in the RFID reader antenna
field. '

' Second, the low-cost type of RFID transponders can preferably have the abil{ty
to one-time write (or write and lock) data values, x and y, into 2 public data area (1525} of
the transponder. The value y in this particular embodiment is the media type information,
stnce not all medias work on all printer tyi)es. The non-zero data value, x, for this
illustrative mode will be a complicated function of y and the unique identification number
n of that transponder. The value x in this depicted ethple can be factory programmed
into the transponder at the time the media is made, or at least before it leaves the
manufacturer’s waréhouse.

Also shown is a2 host device (1550), which includes a communication

- component (1555, 1560) for reading the values of n, x, and y stored on the consumable
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: aW|nd|n drum

is hollow, having an interior surface (.1420) defining a cavity. FI@'FEBQ(]']SS
an end orthogonal view fromthe end on which the flange (1415) is nounted.
Again visible is the terior surface (1420) i ning the holl ow

cyl i ndriwe@bsgawd ty found in this particular enbodi Fﬁﬂﬂsaz/zﬁ%% WO 03/ 019459
PCT/ US02/ 26617 Referring now to FIG 12D, there is shown a sectional view

| oib | RSl Yo kil ELC Th le (1405). h
o1 ok bl B AASLSSMR) B oSy BRATTAR 1007, o

ou fch media such
as a ri¥BEH peen autbqﬂilﬁﬂhelv fumetion; (1 F30) di(MaQoapmnalable amthberosesepped. An i nteri or

AT 1 angesmi i o bl B AT o8 ARGt APt e o
' conponethe serigluhibay ad thREiattyrregon dee prdesssa{1 Bb} @nbatemorntiadi ment, a first
o 2P ok o B RS T 2 e

_ nmount ed on e interfor surface
devi ce %‘9"'&%5%’) é‘FChésaﬂﬁ‘tY@fr‘fd’fétﬂmwnm@raﬁatlgmslmbrrponent ( not shown) di sposed

axially wit hihe hRubitid @4 bty HBLI0ERYsHIE LA hORl | Of the
S em

- spool 5ferr|n now to FI G , there i i sc ose a sc i ¢ di agram of
conshEk of me %%F‘éasa‘ﬁ{‘%?fﬂbé&‘l ugRd apyls eonsumeble attickie Fadhodbdbmg a consunabl e

articl eroll Bor@ ohedette daVoMTHEDe Ased QREUWBRE SeAbiyl didnfonts 1o ﬁ{é)uaﬂgﬁxndepc' ude, for
havi ng_a source spool (1505), a take-up

exarrpl'eitf [(Igff[lbbon C rtrldg
spool 5‘16%)" REUB8% 8% TEABEE Medig £aynt. in e HASPRIEE anemory cl e (1500) nay
i n](c:I udecam beomwmnﬁab‘tkeg&s @AINpEIHsH » O(tfpléiﬂfb IOQS%n%ffélﬁE meB:ﬁﬁQﬁxE@dt ting
i nfor ion tq a host de .. In_one enbodinent, the conmunications
conporrlrgén ca"fig'gb,a oy ‘%{ﬁ 6)& ag‘gﬁ‘%iw peds carpelondsd995hYEe Ravi ng  t wo
speci f i@ssgtepthsmiskesgeustof mittjally beed lcons &&SﬁsetREden&rﬁ@ﬂ@ﬁﬂﬂdﬂﬁSe can preferably

i ncl ud f b 530), _whi ch t
be. changed by bl AP TIT el WiaBE oSy MRESS 8505 & 8ot "ar ca ( 1505)

of the “rumsened (1580 Pan@@!hétﬁs wedfi lisars kepaypeaad:ir mispoTiddast sThus each
transpodete defalYNBHE ! adUERE m:Xé"b c?tm? o SO ?.m?, ! pnétgrf most types of

RFI D transponders that have an | ST R protocol “enabling nmultiple
© t r anspotae & casesttp Ecappepr wighehhigher éﬁuqmémﬁamhg panel cownt thai storefiin tRFI D r eader

~ anten Nprinfel Abfbry, IR AEs tr&ﬂ@thlﬁ R Qhsskad ngﬁonl?gl} Rif# ﬁ‘d&%ﬂ%@ dJ S can

preferably have the abil to one-tine wit or wite and | ock) data
- val ues a“S!‘e'H‘r‘iﬂ"’i} ang getpnly fﬁﬁl‘ﬁqslt‘é“%Eé‘ﬂaémﬁihéhm(@@%%tf@ﬁpmﬂqﬁent@ ffalisponder . The
val ue Yuséd sfatuk.s particul ar enbodinent is the nmedia type infornation,

Implementation of the above described method and apparatus includes repeated
operations of the form Af", where M and N are both large prime numbers. When M and N
are both large prime numbers, then A" can be theoretically become hundreds of digits (or
bits). To better implement the above described authentication algorithm, 2 method has
been derived that allows both A" to be quickly evaluated in a small microprocessor and
restrict the number of bits to twice thé length of 0.

As an example, assume that M<< ( and () is 64 bits, so that a 64-bit times 64-
bit multiply (128-bit result) is all that is required. This example is offered by way of -
illustration, and other embodiments are possible.

Let N be defined as a 64-bit binary number, Which is some function of # and y:

63
N(n,y)= 6‘020 + 6 2! +-..+053263 = Zc,-Zi Equation 1
=0
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since not all nedias work on all printer types. The non-zero data §/9F&8, 2086
for this illustratiye node wll be a conplicgated function ofy .and -t he
uni'que iidentificati @ nunber n of that tra nder. The value x in this
depi ct ed vexaspdse» can be factory progranmed into thedy@espenyder at the
time the nedia is made, or at |east before it |eaves the nmanufacturer's
war ehou : . | i . whaich includes a

comuni ?gﬂlﬁéﬁﬁggﬁ’%ﬁ%h re%fgg%&s%g%%% g‘%&?%tc)ﬁt%%n {flxg al?/oe‘{ ues of n, x, and y
stored oM t¥iddrzonsumabl e - 18 09FEB20M WO 03/ 019459 PCT/ US02126617 article.
A processor (1565) can receive the informatign stored on the consunable
article and can use an autM&mtireaei'orr? wnettBn (1570) F(M Q X, V)

avail able to the processor.to eonfirmthat an authenti cati Bguatieh2ti onship
exi sts between the authentiMatsi]d#&ode x and the serial nunmber n and the
medi a type code y. The processdr (1565) can be renote from the host device
and . may Qe ERicemMoh Br AMenc@ekiot 87 8 (b R @R BleCat | ons  channel
(1590), such as a network or a telecommunications |ink. The consumabl e
articlel¢mmdterably incl udes flags (1527) to indicate the nunber of units
of media, such as panel s;Qfy hdd onsunabl e |- . Each

ri bbon roll core or cas(sagtbgrgédgggtbo% 3?%39132%)@#%%%. O her %él}r?ltt)l?r%/?el enents
i n the tAnahvinechislemmalgéadds: t rack of nedi a usage, and remaining nedia count.
Flags in the transponder nenory an be reset and | ocked as each portion
(typically 10-15% of thai"medge=|i[qlMsefhod(Bacagse only a nmaxiaysm of 15% of
addi tional nedia can be reloaded ‘o the cord or cassette, this nmakes reuse
of partiL%{tin% used cores or cassettes economically unattractive. Referring
still FIG 13, there is available o the processor (1565) a |ist of
consunmebl es used (1580). A "casget Sfd&ﬁ‘g" list is kept inggagbnprinter.
The |l ast 512 cassette serial numbers’'n and their remaining panel count are
stored ithteach printer. Should a cassette reappear with a higher val ue of
remai ni ng panel count than stored ingtéhea‘ printer nmenory, the printer

treats the rel oaded cassetteMfimed®b ]1—[3? ibd@s i f it had anEguuiad 6 d
aut hentication, and not only refuses‘\b “se that nedia but locks its

t r anspongey tei¥;Ran Ad# ﬂ)é’evalﬂa%&ﬂjnsinéhétf&?thatleqm&ﬁ%m appop of the above
descri bed net hod and apparatus I ncludes repeat ecj3 operations of the form

Mn where Mand N are ifot 0 tewd; -pidfrmotgrdie? mod@ken M and %I are both
I(g;ge pri me nunbers, tll}e(r:::Al\t thgr‘;i% =b&45i91%8b§ﬁ49%|05& become huR#aEER’ of digits
The up to 64 values of 7; for ¢; = 1 can be either be previously calculated and stored in a

table or can be sequentially evaluated. Using this table or these calculated values for 7},
‘the value of M" modQcan be evaluated progressively. Let P; be the partial product at
each stage, /, from 1 to 63. Calculating in a recursive, pair-wise manner:

P, = (I, xT;)modQ

P, =(P,xT,)modQ Equation 8

B =(B,xT)modQ
until _
M*modQ = P, = (P, xT;)modQ Equation-Q
Using the fact that when ¢; = 0 then 7; = 1 cuts the number of 64x64 bit multiplication

operations by 50% on the average. In order to implement the security system described

-~ 20—




"~ bits). To better inplenent the above described authentication al gcggrnmzwﬁ
met hod has been derived that allows both At to be quickly evaluated in a
smal | m croprocessor restrict the nunber dfgibits to twice the length

of Q Asvanomxaspl e, assume that M 'Q and Qis 64 bijpSpuddsiiat a 64-bit
times 64- bit multiply (128-bit result) is all that is required. This

poss) bi et hofp e ikt % peed bt BHP Riop 7 B sfon St LAY T some
functi ormugbern and y: 63 N(n,y) = ca2 4-c¢,23 +...c63263 0 Ec 2; Equation |
;é&ﬁiﬁ?i"?&%ﬁgﬂ?ﬁéﬂ*ﬁﬁ?ﬁ FSHARRY 225 bolod A AN SECT i

‘yi el ds: 183eiinred.f Biviimaly, this 1sldoni:byldﬁlnﬂ%et' Ring dtvisﬁﬁlsdcp&raﬂ«ﬁi foGhdqhdVt , the

oot e e 0 YRR U B LETIR e Bl 0 2 (2 )
) m)dQ] nmoltii@lene t is wé order( IBSbigs, Jarppait @nm&menf dhifuatdi sobrra2t dpgtadibrisamsBbe Equat i on 4
Equat i Or])eéorﬁr%d.

To better implement the security system described herein, 2 method that is

approximately 20 times faster than long division has been developed. Assume that Qis

" chosen to be
‘Q=2"—k, wherek << 2" Equation 10
This includes the Mersenne Prime numbers, of form 2" —1. But, if (W divQ)
can be accurately estimated (that is, the integer quotient of thé division operation) then
the remainder can éasily be easily found by: .
WmodQ=W-0x (W div Q) Equation 11
The integer quotient of the division operation can be estimated as follows.

First, write the equivalence

WdivQ= int(znw k] Equation 12

Multiplying both the numerator and denominator of the right side by 2 yields
2°W

1-27"k

Because ) is typically larger (here on the order of 7 ~ 63 bits), then (2" k) << 1

W div(Q =int

Equation 13

and the denominator in Equation 14 can be expanded using the infinite series
s = Zui ' Eguation 14
1-u o .

Substituting Equation 14 into Equation 13 yields:

WdivQ = int(T" ) (2"’k)'] - Equation 15
i=0
Evaluating the first few terms of Equation 15 reveals that
W divQ = int (270 +w kW + 27" W +...) Equation 16
Knowing the maximum values of n, k, and ¥, one can evaluate the terms of

Equation 16 until the first term is found which is sufficiently small (such as less than 1)
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M mod Q = (n T.1 nodQ Equation 6 J Each termT, can now be eval tbagggg?mg
usi ng the fact that each c; i's either O or 1., if c;=0 then .

T, - =M 2npdQ=Mmod Q=1 ation 7 if c;=1 then@&h =M Y nodQ=My nodQ The up to
64 val uesvw@snidsf or c; = | can be either be previ oustgrasad/sdzat ed and
stored in a table or can be sequentially evaluated. Using this table or

these cal,qutk al@d t¥ﬁtlsl’bﬁﬁ n&piﬁ'e&'the ln&&? pé/lﬁ«])ﬂjﬁncgfall Ié{ms g‘h ¢ RefidfuPs, eval uat ed

progressively. Let P; be partial " product stage, 1, froml to
63. Cal el ri'c‘;i'eweﬁflSrfé@w@m@éafqumhﬁ Volpe ef thawmer pwtwmmakm%m P2 =(P,
XT2) modQafe éﬂdréarinalee%luatlm(&liquaﬁéﬂ-,lti)rmdQ until MNmDdQ = P63 = (P62 x T63
)m)dQEquatlon9 Usi the fact that when c; = 0 then T, = 1 cuts the
nunber of 64x6% PEEEcentil €iape e &2y he shosemndthal Hapdtien B@/“‘B‘E%%ﬁhffﬁé‘lyaverage I'n
or der’ t01feﬁmérﬁﬁelI‘tnxshﬁHﬁ:oﬂQﬁfHélbrIléﬁn@Wﬁa&f@ PRSVES inpeldtice2 ORERPRAGS WO 03/ 019459
PCT/ US02/ 26617 herein, however, there remains a need for a fast 64-bit
modul o CP¥gdeatindipe & Ay long deisndireciinber . For each of the steps above when

c; =1 a reductd @.atherfexiaﬂfﬂmo(fw BRehatd endbudilnent PBe B&sERLIBAL g3l |y, this is
done by an inte | on I Sion @Bieratlon to find the integer renainder.

In the cRRETHRY atWé‘ng‘t“i‘? coyplipes Oprersxpmplgs inglpdgeectsigal gontrectsandl  he  di vi dend
Wi s -of mdgdaic daBwhiet Beada grhe;amvmmber n@f lihitedf fo @i ofStubtpaartlaoper at i ons
nmust be erfor d To0 nt th secu it st em,descri bed

mor i vt B e orSmathitin heRed Betonsd fiadhs fok VRHREN ST org. o vi si on
has beerthldeim:hpqmd -and\slsu plgints higelowQare Snteded 3@ IToted e sttable2ihodek of Wher ek << 2"

F}gu%l o) o%%um-mioﬁ i ncl udes the Mersenne Prine nunbers, of form?2" -1. But,

Whereas the invention has been described as being preferably- appliéd to a
media processing system in the form of-a thermal transfer printer, the invention has equal
applicability to thermal printers, such as described in US patents 5,266,968 and
5,455,617, photqprocessing_ apparatus, such as described in US patent 6,106,166,
photographic cameras, such as described in US patent 6,173,119, X-ray cameras, such as
described in US patent 5,428,659, ink jet printers, laser printers, and the like. Whereas the
invention has been depicted as applied to a media processing system wherein the media
-assembly and media processing system communicate wirelessly, the invention is also.
readily adapted for use in systems wherein the media assembly and media processing
system communicate by a wired connection, as shown in US patents 5,266,968 and
5,455,617.

Specific embodiments of the presént method and apparatus have been described
for the purpose of illustrating the manner in which the invention may be made and used.
1t should be understood that implementation of other variations and modifications of the
invention and ité various aspects will be apparent to those skilled in the art, and that the
invention is not limited by the specific embodiments described. It is therefore
contemplated to cover by the present invention any and all modifications, variations, or
‘equivalents that fall within the true spirit and scope of the basic underlying pnncnples

- disclosed and claimed herein.
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can be accurately estimated (that is, the integer quotient of the &®VES 205

operation) then the remainder can easily be easily found by: Wnod Q= W-Q
X (WlivQ Equation 1 | The integer quotient of the division operation can

be estimated as follows. First, wite the equival ence WHivQ = int[ W

- Equation 12 2" - k) Nhltlplylng both the numerator and denominator of the

right side by 2-" yields WlivQ=int 2 "W 1-2-"k Equation 13 Because Qis

typically larger (here on the order of n - 63 bits), then (2-" k) <C1 and

~ the denonminator in Equation 14 canphepgXPpRfgd using the infinite series
.-=Zu Equation 14 |-u Substituting Equation 14 into Equation 13 yi el ds:

Wii vQ =1iGAIM2- WE (2'"k) | Equation 15 | :b 1 Evaluating the first few

~ternms of Equation 15 reveals that Wdiv Q ~ int(2-" W+w2nkW +2-""k2W +. . .)

Equat 16, K he JmBxi I .of . n, k. and one cgn eval uate
the torts of PERAPTe R T ALRENHE o SRt ot B e foRe wS" !
suf fi ci ent | ypparapld theSippdra@s colmssindian /]) -21 9FEB2006 WO 03/ 019459

PCT/ US02/ 26617 so tPat further terms will not affect the integer portion
“since all stERedefrentieyred fpsread aylegsbonegipiguedrptorerpaunbes ppdan hat wi | | not

affect the Vali@eRicalib® nhib & 38redPSH th QRickan then be safely ignored in the
eval uation of Equation 16. In practice, W Q and k can be chosen so that

Equation 16%@17?@@%@“&&09?1@6941@6@1@%@ @I@Hmlon'ﬁmosthmetomsmctm culating W
mod Q proves | ol rEfrdnfe REntB Mo bh gﬁi 1@@% (fo%n f'”gh”&;'% by |ong
P& ST an alterna

di vision direc I anot her exanp I'hren t he
consunmabl e andumhgmhmmhammaﬂmaGMHMﬂhM£ne by an optlcal coupling. Oher
exanpl es include electrical contracts and

2. Apparatus according to claim 1 configured to authenticate the article if the output

‘number corresponds to the authentication number.

. 3. The apparatus according to claim 1 wherein said at least one reference number

includes a serial number uniquely associated with the article.

4. The apparatus according to claim 3 wherein said serial number is the serial number

of an RFID transponder carried on the article.

5. The apparatus according to claim 1 whercin said at least one reference number

includes a second reference number.

6.  The apparatus according to claim 5 wherein said article comprises a consumable

media, and wherein said second reference number identifies the media type.

7. The apparatus according to claim 1 wherein said apparatus has a memory storing a

computer program including, said encryption' algorithm.

8.  The apparatus according to claim 1 wherein said apparatus'comprises a thermal or
thermal transfer printer, wherein said article comprises a consumable article for said
printer, and wherein said at least one reference number and said authentication

number are stored on said article in an RFID transponder. |
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- magnetic read-wite heads. This invention is not limted to any ofg QFEBQHB
‘particular exenplary nodes of communication between the consunable and t he
host enunerated in this description, and the clains below are intended to
cover any suitable node of comrunication. Wereas the invention has been
described as being preferably applied to a nedia processing systemin
the.formof a thermal transfer printer, the invention has equal
applicability to thermal printers, such as described in US patents

5, 266, 968 617 hot appar at us u scribed in
s pat et 6 aomRiEEn SEHEB T SO & SoRTRrauBRERE RetlneR tiotinn L  pat ent
6,173, 119 ainblaypmmgsnstﬂuam @pamdﬂ&Cd’ppﬁl@dlslaﬁd bSogiatee Merdwith?8, 659, i nk
jet printers, |aser printers and the | jke. Wereas_ the .invention has been
depi ct ed asTERESEYRURINES raPTRIsaliag e SxERLqiise ey mainiphifed it he nedi a
assenbl y ang,Edife RERRRSSI Ng system comuni cate wirel essly, the invention
is also readily adapted for use in systens wherein the nedia assenbly and
" medi a processing system conmunicate by a wired connection, as shown in US
pat ent s 18, ZEﬂ;aﬁﬁﬁamdeBdﬁéﬁoemﬁn9S@ﬁémﬁwdoaﬁbsddmdm@30dﬁmmheeﬂwesent

met hod -and a ratu en descri ed or the purpose of illustrating

- the manner ﬁﬁﬁ; ﬁ%vg i%ﬁ”%ﬁ@ %ﬁﬁgae and used. It should be
under st ood t hat |nplenentat|on of other variations and nodifications of the
i nvent i qn, amHe agparaviddced8in@ P 61ains | Whlei®e 2y i€ Altrah@elviOSButkd b ed in the
art, and that the inventionis not limted by the specific enbodi nents
descri bed. the apRargtHar ef ore  contenpl ated to cover by the present invention
any -and all nodifications, variations, or equivalents that fall within the

true spippit i i i nci i ed and

cl ai ned ergﬁﬂmﬁ%@ggﬁggﬁ%ﬁ@ﬁg%gﬁ &#ﬂ%%gcﬁ%pﬁ%@%%}nﬁat %%lggstsus ‘
configured ﬂn1émnﬁenmnmambmmmnnmmxmmnumb@ameM$e;|n or associated with the
apparatus, the apparatus conm i con read at | east
ohe i aue TP BRS e PR Pnaloh SR B HEER et ad on ¢ he
article; the auamfoamlasmbiabfegerﬁeﬁlﬁmgatﬁﬂd ah Gnteffddeye ameacr ypti on al gorit hm

~to transformthe _at | east one reference nupber into an outPut nunber and
to conpar e PUCECYDHON FOMBHFHPERSTHB 1t} Bemgnhb e apperadys souHswed to encrypt

the intermediate number to provide the output number; and

_ wherein the output number is compared to the authentication number to determine

the authenticity of the article in the apparatus.

13. The apparatus according to claim 12 in which the preparatory computer program
performs a one-to-one transform so that the intermediate number is equal to the first

reference number.

14. The apparatus according to claim [ wherein the reader is configured to read a media

type number stored on the article.

‘15, The apparatus according to claim 13 wherein the preparatory program uses a media

type number as input to calculate the intermediate number.

16. The apparatus actording to claim 12 wherein the encryption computer program is
~ contained in a computer readable medium that calculates (a) a second prime number

raised to the power of the intermediate value (b) modulo a first prime number.
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2. Apparatus according to claim1 configured to authenticate the g8 FEBe0dd
the out put nunber corresponds to the authentication nunber. 3. The
apparatus according to claim1l wherein said at |east one reference nunber

—includes a serial nunber uniquely associated with the article. The
apparatus according to claim3 wherein said serial nunber is the serial
~nunber of an RFID transponder carried on the article. 5. The apparatus
according to claim1 wherein said at | east one reference nunber includes a

second rief eTﬁQ%@gﬁﬂE@%&ord%gg{ gﬁin?l?@%@ﬁeﬁﬁtgé\%cghﬁ'PH&eh&gﬁ&% Egl%té{’f‘er ein said

article conpri a consu nedi a, a refn sald second reference
nunber i densuchitigs thcsecandgiriane iypeher Fyreagphared, tise secomitinngodntbee isaiom |

wherei-n said a rat has nenory.stori (of0) e r am i ncl udi ng,
sai d encr yp?ciu&ﬁ%a’ﬁ%(rﬁl? ﬁ?ﬁongpﬂﬁguﬁk?ﬁgﬁsgpﬂgqug‘ctggpg%%Oﬁﬁ%ﬁ)ﬂ’g{i?ﬁlﬁe wher ei n
sai d appar ahtusb&@ipid ses a thermal or thermal transfer printer, wherein
said article conprises a consumable article for said printer, and wherein

said at |east one reference nunber and said authentication nunber are
‘stored dR- sAheanparatusiascqrding o REnpl ¢ Whsrssdhe eRcryE®nGOmPEEOPSEERE appar at us

accor di ng U gofedifdth 3 6RARI:PHEAMIE Acdhl BrihdiSRiphI&! s of consumabl e

articles previously installed in a particular apparatus and associ ated
t her ewi faha coragpeqirogremaitigksition pedesseginemdhdthe ext ent of use or remaini ng

life.of said @on umagk. l.arti arﬁ%%ratus according to claim?9

. sets a_mu 1elr &'teﬁg 10%_'916 5 . .
configured to UsE Sdld val Jas 10 et ermlhE% falidity or authenticity of

sai d consunmabl @) adts thelpgsial grbduckRgua ppaifabeRagtepalfitemtditTtled ai m | wherein
the reader is a transceiver noynted on the apparatus. 12. The apparatus
accor di ng t ottfrgeriate nybceiseapMdo Sonput er program that transforns the

i denti ficati onginkeReke pdifid) prstiueHdRHI to METREKipEATREdutShe fifst @ﬁﬁﬁar atory
conputer programin a nmenory of the apparatus configured to transforma
first refer eneuberifibe teaptpignifieant bit ef e ditenmedistmpanber irequalde ypt i on conput er

. c i t .
progra ? Rcém ngerfn ptanﬁll AL Hiar cgl{]c{old% g%%)%gen{ %aﬁé(}%\{}\%{eé% g}er?qﬁﬁé out put

i ntermedi ate hunber”to "provide the ou er; a
nunber i s qoopatdatativelt fiem dlut leesn sigodichbitrofnieintetmedigt anmbereo tche

aut henti ci trXos%i g%il{?igan% li)}t io? {h% iliflt%rr;[xfbd?atg B\Er%{)é’j}tblffs '
| (i) doubling the multiplier;

(i} resetting the partial product equal to the prior partial product mbdulo the
first prime number if a next unevaluated bit of the intermediate number is equal to
0;

(iii) resetting the partial product equal to (a) the pr'ior-partial product times the
modulo of the multiplier over the second prime number (b) modulo the second
prime number, if said next unevaluated bit of the intermediate number is equal to
I;

c) terminates an iterative evaluation of the partial product after evaluating the partial
product corresponding to the most significant bit of the intermediate number; and

~ d) outputs the final partial product as the output number.

19. The apparatus according to claim 18 further comprising a memory for storing a
table with an entry for each bit of the intermediate number, the contents of the eni:ry
being equal to the multiplier corresponding to that bit, modulo the first prime

‘number.

25



13. The apparatus according to claim 12 in which the preparatory qpapEBe005
program perforns a one-to-one transformso that the internedi ate nunber is
equal to the first reference nunber. 14. The apparatus according to claim
| wherein the reader is configured to read a nmedia type nunber stored on
the article. 15. The apparatus according to claim 13 wherein the
preparatory programuses a nedia type nunber as input to calculate the

i nternedi ate nunber. 16. The apparatus according to claim 12 wherein the
encrypti.Qn uter programis, .contained i .copput er readabl g nmedi um
that  caPlul SREepeiusipeedtiBR e fim DRGSR 2 PREHES! PUPTHUMBSReribt t he

i nt er medi at @h¥aintBe bdidlciDslithéhtidatkd fohe Bf thEBLAMIP BT outgdk nhiberkhe appar at us
according to claim 16 wherein the second prinme nunber is selected such
that the seSUHEPds thothsapibenticeionpwalicsér t han 0, the second prime number is
not equal to 1, and the second prine nunber is not equal to one-half of,
the first prime nunmber mnus 1. 18. The apparatus according to claim16
wherein the encryption conputer program contained in a conputer readable
medi um further conprises: a) a conmputer programinitialization code segnent
that (i) sets a multiplier equal to the second prine nunber; (ii) sets the
partial product equal to |l if the |east significant bit of the
intermedi ate nunber is equal to O; (iii) sets the partial product equal to
the multiplier nodulo the first prime nunber if the |least significant bit
of the internedi ate nunber is equal to 1, b) a conmputer program parti al
product eval uation code segnent that evaluates the partial product
iteratively fromthe least significant bit of the internedi ate nunber to
the nost significant bit of the interraedi ate nunber by (i) doubling the
multiplier, (ii) resetting the partial product equal to the prior partial
product nodulo the first prinme nunber if a next unevaluated bit of the
intermedi ate nunber is equal to O; (iii) resetting the partial product
equal to (a) the prior partial product tines the nodulo of the multiplier
over the second prinme nunber (b) nodul o the second prinme nunber, if said
next.- unevaluated bit of the internediate nunber is equal to |
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c) ternminates an iterative evaluation of the partial product afterg9FEB 2005
evaluating the partial product corresponding to the nost significant bit
of the internediate nunber; and d) outputs the final partial product as
. the output nunber. 19. The apparatus according to claim18 further ‘
~conmprising a nmenory for storing a table with an entry for each bit of the
i nternmedi ate nunber, the contents of the entry being equal to the
mul tiplier corresponding to that bit, nodulo the first prime nunber. 25
20." The apparatus according to claim 1l producing a plurality of output
nunbers,;an [ . art :-:EE”E I.C [ ality
- of outpgg'ngﬁ%égghﬁ%gFéggﬁgégﬁ%gl e g&?ﬁ@%@f@%ﬁggkg%gﬁ%%@ﬁqégyggbﬁgzoo6
~ 21. The appesrdigusedac borwdil by tHeapphraiuswhefain thhesadenehdsdinngtide oogavane on t he

article, the counte configured to,be.read t he appar at.us erein the
ator -+ ennthelRullie fne BRILLIES Pl SfinetRE it el R el Rl
val ue refl egticleg an extent of usage or remaining life of the article. 22.

The apparatus according to claim 21 configured to determ ne whet her an
~article installed in the apparatus is valid by conmparing its usage val ue

wi th a pred&benparabys ageadias iatlam 2boonfipheeddp defeanine whetber o avdcle istalled m 1
further inc LR, c?ﬁb%}i L1l i J 'E]fﬁ Al nufxRer s
correspondi lr%ﬂ% g&%%gﬁ{%@ﬁ% alr{% ?gﬁ%ggg%lgé%gl%g%%% in aparticul ar

apparatus; and each of said identification nunbers having associ at ed

t her ew 2A. aThagiparatadiceorting keclusat furtheaingmdofg: each article used in the
appar atus, and wherein the apparatus determ nes that an article installed
in the apparatus is valid if_ its article usage value is |ess than_ the |ast
read arti clemMERAySrugiue fonfepying lﬂ@itélwm%ﬁlzﬁgwrrwqa e g yENhber in

t he 't ablyficl@brevibusBidst® ines ReRRERAphRall§ AUt henticated by a host apparat us,
the article Storing at | east one reference nunber and an authentication
nunber, the authentication nunber representing an encryption

t r ansf or matdacmoksaididentifinttidnanmberiavmgfagsasita thenyih a lgbread pdickaruspgd e

according to.cl ai 4 rein. saj reference.r r 1ncludes a
orial Aambar sl yASLEL FBRl R, Bbq bRk B Rl AL ARSI B
accor di mgstdlled @ ticapbatwhie validifs@iatickeusagd vahunio édss kg tilkelastecddadrticleindage of an

- RFID transponder carried an the article.. 27. e article according to claim
. 26 wher é’F“?’n‘eg‘érit e ngdfient lé?tweﬁlﬂfg‘épgrencl udes a

24. An article adapted to be authenticated by a host apparatus, the article storing at least one
reference number and an authentication number, the authentication number representing

an encryption transformation of said at least one reference number.

25. The article according to claim 24 wherein said at least one reference number includes a

serial number uniquely associated with the article.

26. The article according to claim 25 wherein said serial number is the serial number of an

RFID transponder carried on the article.

27. The article according to claim 26 wherein said at least one reference number includes a

second reference number.

28. The article according to claim 27 wherein said article comprises a consumable media,

and wherein said second reference number identifies a media type.
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second reference nunber. 28. The article according to claim27 whey&Fpesgssd
article conprises a consunable nedia, and wherein said second reference
‘nunber identifies a nedia type. 27 O 9 FEB 2005 29. The article according
to claim24 wherein said apparatus has a nenory storing a conputer program
i ncluding said encryption algorithm 30. The article according to claim 24"
wherein said apparatus conprises a thermal or thermal transfer printer,
wherein said article conprises a consunmable article for said printer, and
wherein,sai d at..| t_one ref.er n r i g$r1 [.cation nunber
are st orf2 g‘d ng}he mg(élgggcgf‘ﬁl%foecq?lﬁl %fn‘%ﬁﬁ‘—rf:%@?@éﬁg%%ﬁ%gé& 'g%{‘ hgdrgl%ﬁ cle
accordi ng t entutdrpraPare ddudinyg @it ¢rergition algodéini.i fi ers of consunmabl e
articles previously installed in a particular apparatus and to store in
association therewith respective values, representing the extent of use or
“remui ni AG | Thertgle agropding Ksdlarinol ™ belpipiseid apparas corpRITigs ?ﬁ@F&alaPE@_Eﬁ“BP%g to
clai m 22 whegrRfd plif@r, RARASE Sfidh/keR BHIPRSEs d dnSunkbliiEsle FGGhRIMFintdrtmidal | ed
seri.al nunber. 35 The article according to_claim24 wherein the
aut hent i cat Whercinsaidet least opg referiepgasthnbyer andhyair suihangjcationinpmbenite geradpitber , Q
provi di ng DI | the second prime nunber being a
primtive :?%ﬁﬁéﬁ@gé‘%‘iﬁgmgﬁgﬁgg‘l% ois Field of the first prine nunber; and
cal cul ating the out put nunber according to the formula: output nunber = M
MOD Q wher hdVirtisle acdordifg tolsite3teconifipadd te ftercddae fienswibarsumalle afivéesar t i cl e

according to claim 33 wherein_the second i me nunber .i s sel ect.ed such that
the second PFVRESIKRTHUFd fna %#@PPW&‘HSS‘EJPWQTQMWIWPZFW%H i s not

equal to 1, resiRffvd NBuRSGREEnINid INB RIS usé 8t ﬂ&ﬁlfainﬂ%_llﬁie of Qai@Rendkdlableof , the
first prime nunber mnus 1. 35. The article according to claim 33 wherein
the step ofatigleer mi ni ng the out put nunber further conprises the steps of:
a) initializing a partial product by: setting a nultiplier equal to the

secand 85| n’?h@%ﬂag raléco%(?mg %Fgga’l%wherein the predetermined number is a unique, factory

installed serial number.

33, The article according to claim 24 wherein the authentication number is calculated by:
| providing a first prime number, Q;
' iaroviding a second prime number, M;
the second prime number being a primitive element of the prime Galois Field of the first
prime number; and |
calculating the output number according to the formula:
output number = MN MOD Q, where N is a first predetermined reference

number,

34. The article according to claim 33 wherein the second prime number is selected such that
the second prime number is greater than 0, the second prime number is not equal to 1,

and the second prime mumber is not equal to one-half of, the first prime number minus 1.

35. The article according to claim 33 wherein the step of determining the output number
further comprises the steps of:
a) initializing a partial product by:

setting a multiplier equal to the second prime number;
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setting the partial product equal to 1 if the |east significant biggpeft2es
first predetermned reference nunber is equal to 0; setting the parti al
product equal to the multiplier nmodulo the first prime nunber if the |east
significant bit of the first predeterm ned reference nunber is equal to 1,
b) evaluating the partial product iteratively fromthe | east significant
bit of the first predeterm ned reference nunber to the nost significant
bit of the first predeterm ned reference nunber by: doubling the

mul tiplier; resettl j Cf ir Qi eYs i al
product nodul o tht(saét?%ﬁsi?%algir%{#gaé\%%%?% #1 a ngistttSI nitg\;a ttjn)réﬂtogéhegﬁsg of the
first predet pralbigedined faferemeaumbabis equa to @qual to 0; resetting the parti al

et e er ° Rl B PO LB et BB Bt ot
nunber, if safte Ratsignifidaad biodfbe Hist prefietéritndd refdreriot at@beriveqedto gf er ence
nunber is _equa termnpating the iteratively eval uation of the

| to 1; d
partial pr dﬁ%&%l%l{)géhe @Qﬁk}ﬁ%%bltﬁrﬁwaaﬁ?mﬂe lepst significagtdit afithe skt

- significant bitefftedfifed lefcddncP hEHBes MHeeslt SighiBCaN b/ MWLt prd@icriddaer mal
transfer, thermal or other printer, or photographic or X-ray canera, or

other nedia présewsnpmbstist em adapted to identify a counterfeit nedia

assenbly, said sy NG .Ag. a program configured to execute an
encryption al gori ?&%ﬁg t&o‘i‘}’é@b{}%’ validate a nedia assenbly. 37. The system
defined by cl ai m BSetihg ttei partih pbdadtgqudl tditheipsioepatialtpeotiuchmadide cher first

m croprocessor.. 38. .The system defined | ai m,36 wherei.n said stem
Tl odeaC e rtims agbEad ageRt Syl Corie BrfbEiRgmIRe GOTaEe "ON o redi a
processor. 3Qqual Reo;system defined by claim 36 wherein said systemincludes

a nedia processor and a_renpte processi n(q station, and wherein said
program resi des offsething thegrpiab pigductsgal fr)(a) trequriop partiplprodupt fimes s 40, The
system def i ngg 4t el ALBBHINRELHP s&BhE pHRE hyRibE blidh B GRESARES ON
data -stored on the rre[g}laga{ssenﬁhy.S 41.pTﬁe systlmglgg‘?lned% cl aIfH?n 40
wher ei n sai dndmber, ifseidungsisuncedleatehipieoithe firsapedetnoningd wferentgtrambberisved from

sai d '_r efer gn%(?uafilg(} la;'and
¢) terminating the iteratively evaluation of the partial product after evaluating the partial

product for the most significant bit of the first predetermined reference number.

36. A thermal transfer, thermal or other printer, or photographic or X-ray camera, or other
media processing system adapted to identify a counterfeit media assembly, said system
including a program configured to execute an encryption algorithm employed to validate

a media assembly.

37. The system defined by claim 36 wherein said algorithm is executed in a secure

microprocessor.

38. The system defined by claim 36 wherein said system includes a media processor, and

wherein said program resides on said media processor.

39. The system defined by claim 36 wherein said system includes a media processor and a
remote processing station, and wherein said program resides on said remote processing

station.
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42. The system defined by claim4l wherein said encrypted data is g@vebaoesd
enpl oying said encryption algorithm 43. The system defined by claim 36
wherein said encryption algorithmconprises a one-way function. 44. The
system defined by claim43 wherein said one-way function utilizes nodul o
arithnmetic in a Galois ‘Field. 30

40.

41.

42.

43.

44.

The system defined by claim 36 wherein said encryption algorithm operates on data

stored on the media assembly.

The system defined by claim 40 wherein said data includes reference data and encrypted

data derived from said reference data.

The system defined by claim 41 wherein said encrypted data is developed employing said

encryption algorithm.

The system defined by claim 36 wherein said encryption algorithm comprises a one-way

function.

The system defined by claim 43 wherein said one-way function utilizes modulo

arithmetic in a Galois Field.
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