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[ 0001] A portion of the disclosure of this patent docunent contains

mat eri al wetmam4ps subj ect to copyright protection. The cegyrisgbizeexner has
no objection to the facsimle reproduction by anyone of the patent
docunent or the patent disclosure, as it appears in the Patent and
Trademark O fice patent file or records, but otherw se reserves all
copyright rights whatsoever. FIELD OF THE | NVENTI ON &0002] The present
invention relates to a nmRIGEHT SMFRERINGAND GRANTING (i ght s managenent

and, nore particularly, to a method and systemfor automatically offering

and granting rights over a co f f rk or other channels.
BACKGROUND OF THE | NVENTI ON [%?$L%Hg?\é¢?ypage has greatly increased

concerns owner shi c n i i tion,
restrict eiﬁgﬁﬁbi cespojﬁa'ﬁ)b@maeué%ﬁ@?’}”%sgfutﬁ%&%tggagé%ﬁﬁgﬁ%‘?‘ﬂ%ﬁ%ﬁ%ﬁe\ﬂm&gﬁ |
depl oynentwhigh i9sehjeeee dopyrighPpiédtion, Trdcaphight elert hesird olsjettices such
as cellular Egones_, agers PDAs, and e-book readers, and these devices

are interdert é@‘éﬁ!lmi‘grr @n@d’ucti@mhyhawieo@f themadent@elimagt ehive PatERhet ,
i ntranets cﬂ%&oé&yﬁerasnft %% in Tﬁ@ﬁfatérg't% gé(?ﬁzggg%%ﬁ( @Hibéeﬁatéﬁtefilés&ec' ally

conduci ve p icatron'o content, services and availl ability
of resour cesorlsebut othieogiskyres¢ e84l copgriglit ridids mowtsoevsor t ant i ssues

i npedi ng the wi despread distribution of digital works (i.e. docunents or
other content in fornms readable by conputers), via electronic neans, and

the Internet in particular, FELDOF THE NVENTKINOf ability to enforce the
intellectual property rights of content owners during the distribution and
use of digital works. Efforts to resolve this problem have been terned

"I ntell ectjgab2fr opRet preBefhiryeiioAderRes to d N6/ dritl 494teRCToUBRRAAI 7662
("I'PRM"), "Digital Property Ri ghts Managenent" (DPRhI\q/Iq) "I'ntell ectual

Property Mighigenanagemenpand, mergHpatigiaRyetr A "methagh Endasyster def r oni ¢
automatically offering and granting rights over a communications network or

other channels.

BACKGROUND OF THE INVENTION

[0003] The digital age has greatly increased concerns about ownership,
access, and control of copyrighted information, restricted services and
valuable resources. Rapid evolution and wide deployment has occurred for
computers, and other electronic devices such as cellular phones, pagers,
PDAs, and e-book readers, and these devices are interconnected through
communication links including the Internet, intranets and other networks.
These interconnected devices are especially conducive to publication of

content, offering of services and availability of resources electronically.

[0004] One of the most important issues impeding the widespread
distribution of digital works (i.e. documents or other content in forms readable
by computers), via electronic means, and the Internet in particular, is the
current lack of ability to enforce the intellectual property rights of content
owners during the distribution and use of digital works. Efforts to resolve this

problem have been termed ‘Intellectual Property Rights Management”
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Copyri ght Managenent" ("ECM'), collectively referred to as "Digital R ghts
Managenent (DRM" herein. There are a nunber of issues to be considered in
ef fecti ngwa oDRM48lyst em For exanpl e, authentication, auth®Crasn?/ome2
accounting, paynent and financial clearing, rights specification, rights
verification, rights enforcenent, and docunent protection issues should be
addressed. U. S. patents 5,530, 235, 5,634,012, 5,715,403, 5,638,443, and

2 529, 980 ¢ichan ), SOigRT ﬁoﬁértygmﬁéehstér RIdrgeRRARel copRMY! MIiIEalar ence,

di scl ose syst ems” addr essi n e issues. [0005] Two basi ¢ DRM schenes
have been Ropedy ddanageroent” ¢ ORME), Rights Mahagenserdd (‘RMt)eand “Blectrenior e

container"_ (or.sinply an engry L, doc nt ffers a way.t. ep, docunent
contents e%é‘?vmw'i‘l%?gqmﬁn%e(tEE&W&UFW%%&r err %ﬁai"ﬁ o??ég'gﬂj ﬁﬁpﬁ{s and
some copyrighhgdRERB(DRIA)RERIEd Therdare AaWAIEr dfissudsSR) be BbhSitiekdie
various conditions and téerns are verified wth the docunent provider, the

docunent ii8 e#¢cingea DRMh8ystes. i froc|e@mpler euthentieatienalautirizatiens such

cecur o cortoneihdo e o B0 dosPiglel Prerhgy isih coBbdinafifamolis unent
during delvergication,efights sefforcentditn aedsdodumentopmtactionpissviedestiouwld beechani sm
to prevent |legitimate users fromobtaining the clear docunent and then

usi ng and a@e%&%-bM-SnQ'&\TQntﬁrﬁyﬁi’-”QJ?é@ (5@6 0¢dnb 0 Yhhe? $38i44%I1anCt ual
o 1 {8505l g ML e e e AT

responsi bl € "f'or preven g unaut hori ze 0 e
docunent . disclosk DRM systenst addregsingrthesaei@sbgs.ent ai | s i ntroduci ng new
har dwar e such as a secure processor, secure storage and secure rendering

devices. This also requires that all software applications that run on
trusted sye008p bFwoetadif IDRMt scHeened hagé bden\dmpleybdj securg ¢omtpiaerspr oof
trusted systens is a real challenge to '

exi sting technol ogi es, current

mar ket t r eHbirdsigg Systomat AJE@?PF&rﬁPrﬁ@if‘?G?P’éﬂmﬁy§f‘eﬁf’&°,ry%tgéHjso%mlﬁ@t)s and
re o) B8 N B RBE TRl SRR SalAea 4 CEl SPuibzanen
I n this seseltionsxaretmefandspute ocgpgightriemne ates henoredage.§C payneemd for
workstati ounsse).e %Ijté)rptﬁg various conditions and terms are verified with the document

provider, the document is released to the user in clear form. Commercial

products such as Cryptolopes™ and Digiboxes™ fall into this category.

Clearly, the secure container approach provides a solution to protecting the

document during delivery over insecure channels, but does not provide any

mechanism to prevent legitimate users from obtaining the clear document and

then using and redistributing it in violation of content owners’ intellectual

property.

[0006] In the “trusted system” approach, the entire system is responsible
for preventing unauthorized use and distribution of the document. Building a
trusted system usually entails introducing new hardware such as a secure
processor, secure storage and secure rendering devices. This also requires
that all software applications that run on trusted systems be certified to be
trusted. While building tamper-proof trusted systems is a real challenge to
existing technologies, current market trends suggest that open and untrusted
systems, such as PC’s and workstations using browsers to access the Web,



Wi th popul ar operating systens (e.g., Wndows TM LinuxTM and UN X) and
rendering applications, such as browsers, are not trusted systens and
cannot bworsadel4br ust ed wi t hout significantly altering thecT/sovkicsect ures.
O course, alteration of the architecture defeats a primary purpose of the
Wb, i.e. flexibility and conpatibility. [0007] Sone DRM systens all ow
content owners to specify usage rights and conditions, and associate them

wi th cont api. pJ Hes UMRERt SJSBAS GO tGlaccBOY didital isHkBI O tifidheb, can use
t he content. ually after content distributor or consuner has conpleted
sel ect i ng existing’ demipotjing pawirbhmeotmsaoh ,as PRE scend ewerkstatioos iagiipeedi t her

electronically from some.content reposifary or.. vi.a a,conventional

i St ri but (GH SRR SR eng BakiE he- Llipfods™ JHBrEre FREIBEAC i 2 o
common carfeh@erin&AppReRAING! SGcH RV bsNGEEES aks Ret HistblSystedts Bh@ Tannbpr
exanpl e the distributor or consumer, wl[ then interpret the rights and

condi t i onbagass kusiedwithoutrsigrifieantit altening their ardhitectire®nt@browse: t he

ori nt - ana ARl 4B BRARE S KEera bt A ety 38R e WEE PEbnt et
Associ at ecﬂe;mmytar@rksorﬁpa‘titjimy_l ude any term upon which the rights nmay be
contingent such as paynent, i1dentification, time period, or the I|ike.

[0008] U.S. patent 5,634,012, discloses a systemfor controlling the

di stribut :j[ooowj dswrﬁ@IDmcegAmm allbackoritentiewnees €evpesifinasage righesi t ory
associ ated therewith. A predeterm ned set of usage transaction steps define
a pr ot ocolangseendgjionsandceassaciaie ithems with eantanti ddessdifadei ohts cesdsti at ed
with ad HreRL- Ll rsiL.gt W d nt nie e usage
rights ca(r){?per Bngt rﬁ@gﬁhgh%ﬁﬁggg g%éut'g\g E’@Eﬁéﬁgs Q{/\Slﬂe nagﬁégn%y?(s'?}ggponce,

di stri but idistribatal drivenkuker hbls agmplételtselatinglamdconlering epecific qoayevent or
other conditions. 3 WO 02/101491 PCT/ US02/ 17662 [0009] However, there are
li mitati orffeeaéentiscleliverad eitergsgiEonically §REYSORE RNIGAE RRASHENNObNI v

e SRR RAEhY R RESEAR LHAS SOBLRCucRCS BRERIIhRRDY |
a consunersendrvia di somnmn @arriesf dootrespordinnORM fsystesns used by the
recipient, for example the distributor or consumer, will then interpret the rights
and conditions associated with the content, and use them to control how the
content is distributed and/or used. Examples of usage rights include view,
print and extract the content, and distribute, repackage and loan content.
Associated conditions may include any term upon which the rights may be

contingent such as payment, identification, time period, or the like.

[0008] U.S. patent 5,634,012, discloses a system for controlling the
distribution of digital documents. Each rendering device has a repository
associated therewith. A predetermined set of usage transaction steps define
a protocol used by the repositories for enforcing usage rights associated with
a document. Usage rights persist with the document content. The usage
rights can permit various manners of use such as, viewing only, use once,
distribution, and the like. Usage rights can be contingent on payment or other

conditions.



associ ated usage rights and conditions has no neans to be legally passed on
to a next recipient in a distribution chain. Further the associ ated usage
rights Mmaoe2net4pr ovi sion for specifying rights to derivePporhesn/ricght s,

i.e. rights to nodify, transfer, offer, grant, obtain, transfer, delegate,
track, surrender, exchange, transport, exercise, revoke, or the |ike.
Common content distribution nodels often include a multi-tier distribution
and usage Syt =1 0
prescribe[rlg ts aé@@ cdn tI%ﬁgﬁﬁﬁ?ﬁﬂf@ﬁ%g§@?%%%@ﬁg@a%ﬁ@Xngﬁggﬁfgnt

di stri but |parachgnd13ushgm|mImaly\usag'megbifsoaruj conditiengligssociated fvith condenit ent

W T cach SPRPDYSRRdNCSaNeRt PYTSRLAF el B GO\ RRHICr QPES PUEMICEN A

first aspeggt aﬁfeﬁ(ﬁ‘euéé?veé“tdo‘?\@uh%r of &4 htﬁ@krlf:)g’fort rGIngbieht rwor\gsamm filsght s
adapted to’be associated wth itenms. The method conprises generating, by a

fsuppl |h er, aasodiatest Léw lﬂghTStarﬁt ¢endiionsthdsnna gneangto be ipgally Pagse@a-ri ght s
t t d f
ot d et al® Bt So8pURR S A SAbHOT chahG o 108 sSPetgti Lifod Ml o™

net a- ri ghthgye & pRBYViside fcﬁrawb@ffyfr@r rigBtsatd idefiVe Cthgk Migghts, ! s elights dtoa
selection fromthe first consuner indicating desired usage ri ghts and

net a- r i ghteedityndrajesier, aeffag aramtr @taln,caﬁaéfergﬂ@mga{g fiFRCKe sstirmesdelisage

rights an%ﬁgﬁéﬁ% SQrtétnﬁpbﬂ t&?er&(s%“re%f@éurg?r thé® § g% ?ﬁi@t r‘gérlf'te

i nvention temror’transtetring Usage rig

associ at efdhsmmlitlc&n nhddals teftdre lmolmfaemulﬂh-tleuldla‘,tﬂbuﬁon amhmxsege ch‘aln.
distribution with downstreamrights and condit,jons aSSI ed aéts | east one

level . Th&noysy QRWofpstess do s Jpsiliate dhp orkil "o s e gahts @Bl i er
user interf g‘ﬁPHQ%P%ﬂ .@émepfaﬁfs %\F‘d?ugrét&fntéﬁ’td&%?r&ﬁlbngg lﬁbga%r@h of fer

cont ai ni ng at Teast usage rights an meta-ri g a rights conposer
nodul e foMheosfpoesi mgs ailfﬂcart tfort Bceordent awden to eqmsnnemlallyr expled ppintent s
rights, a upp i er .dat aba further c rises a
consuner 6 1%@5 eagB e'Ht (Sih%??%tf%qg%onsurrer

user i nterface m)dul e, an offer- consi deration nodule configured to anal yze

the of fers generated by thgUpMVRARY OF TORPRNVENTION! sel ect offers based on
the anal ysis, and a repository

A first aspect of the invention is a method for transferring usage rights
adapted to be associated with items. The method comprises generating, by a
supplier, at least one first offer containing usage rights and meta-rights for the
item, said usage rights defining a manner of use for the items, said meta-
rights specifying rights to derive usage rights or other meta-rights, presenting
said offer to a first consumer, receiving a selection from the first consumer
indicating desired usage rights and meta-rights, and generating a first license
granting the desired usage rights and meta-rights to the first consumer.

A second aspect of the invention is a system for transferring usage
rights adapted to be associated with an item to be licensed in multi-tier
channels of distribution with downstream rights and conditions assigned at
least one level. The system comprises a supplier component, comprising a
supplier user interface module, an offer generator module for generating an
offer containing at least usage rights and of meta-rights, a rights composer
module for composing a draft license, and a repository for supplier's rights, a

supplier management database. The system further comprises a consumer



for consuner's rights, a consuner managenent database. A third aspect of
the invention is a nethod for generating a license to digital content to
be used wolenomdsystem for at | east one of nanagi ng use Pam@Sd2/st662 buti on
of the digital content. The nmethod conprises presenting a consunmer with an
of fer including neta-rights, receiving a selection by the consunmer of at

| east one neta-right in the offer, generating a |icense based on the

sel ection, cyhigbcdnt t ﬂgiiéiﬁ s@ PsdrBuhfert MBef ONtEAEEe { PRI AE Cigke dfRg-at
| east one neta-right and permts the consuner to offer at |east one derived

ri ght dericersideration hmoduld canfiguored betanalyzaghthenefferengenerated (hycdhge

i ncl udi t he at | t der | i ght ., BRLEF DESCR| PTI DRAW NG
[0010]  ExesHHiHD CIERaeREANY St iiters Hatsr PBriam NS AP rBRoRTY det ai |
with refergpesns®nmbhs righiA & eshslinded Manddermbnicdttab898.1] Fig. | is a

schematic diagramof a three-tier nodel Tor content distribution; [0012]
Fig. 2 is a schirbird @speatphihe investionis agnethget for generating adigegsai? i ng

2 th Ei 100 : ; oA
of o =i ot WOUBEETIBRE o, Rl st v S RRler e oF st Pl FRARRG"u B, O
and exer ci shdglistlib@icH ofitige digityl domtents chiserahethiodi epnprised pressintinbea

supplier-consuner pull nodel for rights generating, 1ssuing and
exer ci si ngEoNByey] Withgan offef inciyding ”éﬁtaﬁkggﬁﬁ:o'fec&"g'ﬂ%fﬁ Seqliep [bﬁgﬂy? anti ng

hi t ect j i j i 01491
RCTT Usos) 1omsTherdgie RASE BnthBud Ao She dii BRRERAIER tioanslbAged |00
of of feringn ﬁmselgcﬁm,i wlgewéirg:ﬁueslib@tsmewnats[ﬁhghfmmmgng ﬁgeexaciele ghep iatyht fsI

th a pus ul | nodel. respectively: ig. 6.s,a flow
chart of aleaPaRd oRpaioT At ReBS Hiebcansimer Butiter chichstpf derise
preferred gabofRAtorh 0 3t 1ddsd oné métatarri]dd[t%d‘:@@ﬁéraﬁg adicEh8S frelRfing’

consideration process In accordance w he preferred enbodi nent;
the at least one derived right.

BRIEF DESCRIPTION OF THE DRAWING

[0010] Exemplary embodiments of this invention will be described in detail,

with reference to the attached drawing in which:

[0011] Fig. 1 is a schematic diagram of a three-tier model for content

distribution;

[0012] Fig. 2 is a schematic diagram illustrating rights offering and granting

processes in the model of Fig. 1;

[0013] Fig. 3(a) is a schematic diagram of a simple supplier-consumer

push model for rights generating, issuing and exercising;

[0014] Fig. 3(b) is a schematic diagram of a simple supplier-consumer pull

model for rights generating, issuing and exercising;

[0015] Fig. 4 is a block diagram of a rights offering-granting architecture in

accordance with the preferred embodiment;



[0019] Fig. 8 is a flow chart of a rights offer custom zation process in
accordance with the preferred enbodi nent; [0020] Fig. 9 is bl ock diagram of
a DRM sysweormtitiabl nay be utilized in connection wth thePprafSerimsa

enbodi ment; [0021] Fig. 10 is a bl ock diagram of an exenplary structure of
a license containing usage rights and neta-rights of the preferred

enbodi nent; and [0022] Fig. 11 is a schematic illustration of a rights

| abel of tj461BY ef £i¢eba SRPYEREork AdcFBRFSCRITHEN $QARFhcPater Lo
provi di ng eta | ed scrlptlon 0 t e appdaratus and nethod for offerlng
and gr ant igrgntinghrights aetvesarr apighis soppheDiRMd sysghgm donstimeanwvitie a push i zed to
specify and enforce e hts and neta-rights for specific content,
servi ces, CfB I qehjg%sg)ep@ve%y,r st described bel ow. [0024] Fig. 9
illustrates DRM System 10 t hat | ncl udes a user activation corrponent in

the formof activatio servr tha I SS blic an rivate

pairs, or I@Pﬂzi % Bf I%é’t Wrﬁ?@ﬂa s"?‘rs”tiﬁ% &g?ft Qﬁpe[?g@[?‘s PrRCesSp r?)t ected
f ashi on, ref¥ed @nbodieap @ user uses DRM system 10 for 6
VO 02/ 1014 102%%}7% 2/176%e E |rstl time, the user installs software
that works with, or includes, rendering application for a particular
content f The, sofitwar I [ ss3th a
conput er 3@?@?’ atIeFEQ' Py %V\?hfg) con agﬁpﬁréegggltée%f&f%&gl@%fﬁ%r?gj%@%e sof tware
is part ofadﬂ@l\uﬂélﬁl:eswiihﬁn‘e pradeired esdzbdimenat)f orce usage rights for protected
content. During the activation process, sonme information is exchanged

bet ween activation server 20 and client environnment 30. dient conponent
60 preferd0019] s F@gm&rlsr@sﬂotw amiartaofl ac dghts offet lcastoaizatidn prbtess and

private keys i sued activati erver 20 as well as other conponents,
such as r e W%WH%@?’%HE%GW% NENL[ 0025] Rights label 40 is
associated with content 42 and speC|f| es usage ri ghts and rreta ri ghts that
are available to a recipient, i.e. a consuner

cor r espondi®g0t ondig.i Bris block g@Qi”%’T‘l elya QR%ﬁ¥%te§thﬁgrm§M b%ﬁﬁ@% IR he
encrypt i on ke i WithShE refenetGfRBoditndt!  Protected content 42.

[0021] Fig. 10 is a block diagram of an exemplary structure of a license
containing usage rights and meta-rights of the preferred embodiment; and

[0022] Fig. 11 is a schematic illustration of a rights label of the preferred

embodiment.

DETAILED DESCRIPTION

[0023] Prior to providing detailed description of the apparatus and method
for offering and granting rights, a description of a DRM system that can be
utilized to specify and enforce usage rights and meta-rights for specific

content, services, or other items is first described below.

[0024] Fig. 9 illustrates DRM System 10 that includes a user activation
component, in the form of activation server 20, that issues public and private
key pairs, or other identification mechanisms, to content users in a protected

fashion, as is well known. Typically, when a user uses DRM system 10 for



Li censes 52 enbody the actual, granting of rights, including usage rights
and neta-rights, to an end user. For exanple, rights offer 40 may permt a
user to woaewiematent for a fee of five dollars and print PconiSent76bnr a fee
of ten dollars, or it nmay permt a user to offer rights to another user,
for exanple, by utilizing the concept of neta-rights described bel ow

Li cense 52 can be issued for the viewright when the five dollar fee has

been pai d.hel figRttiR@MAGEHeSthstalR! 8oRNEES tAAD VRSS! WRE, LheintudBssS a
i ncludi ng usage rights and neta-rights, that have been specified in the

| i cense. Regdesng abplicatraiod a particiger 6ententforoed.c rlinecepfiwargds instalirs ow.
[0026] Fig. 11 jllustrat ights label 4Q in a r dan it h . eferred
enboa mendh cibgheRv e s Fe TauBr Beapdrte FF 6 BBRGAL AR SRE MY 11 ohi <
option 44 dyaghpldesTHE afisftwdrBhisSpataf DRIdY i fyRterAddnd d dise@nbesriforce
specification 44c. Content specification 44c can include any nechani smfor

ref er enci ripagec sighisndor IRsetectart coptent: kA4IGs e peelvEliPRAgPIasRBEN SONE
Shown 1 Angrnggoh i eRcndds! belfieed At Ao S8R5 2B AL SARRemERES ] 25

si gnat ur e 3Rc Clientbdmpdhehn 60 ytteferaplnig campsagssistaghiand aodiams thed get ri ght s
selected from | abel. The structure of the grant al so_includes one or nore

princi pal <Of E@‘Wﬂ@ﬂﬁ’tﬂf@’_a@éﬁyﬁiié%iﬁ?s@@eaqtivéﬂ?g Wrogon?ft Auell gpiather e
grant ed, acin'lﬁéné?'fts Cﬁb@\'héé Fé?ﬁi’eriﬁg%oﬁ{r@tn%ni’@fdr%%\ |g.equired to enforce the
LI ghts

| i cense. € usage€ rights, acceSs and exercise of the granted neta-rights
are controlled by the condition list and state variables as descri bed

bel ow [ 0038hsfl ey inpal £ 1eINaSaeaNih ArBEDLEBANC ML dagpyrent

preparation appli ion I ns on conputer 70 assocCl a
content pighlis ey metagightenbatdast avbilgbhde toaa cecip@mt, ter ai cangunoen der, or

any other party. Preparation of coptent consists of specifyjng t usage
rights, neEtdUs; yHies Coérﬁap@B‘iin'BgtP%fgt‘%éremﬁ?W'e@ont%E?n% %%[ﬁe'b%sed and

distr | but Sflanades e éﬁ&rygﬁéﬁ Hgiah@%heéﬂc%éﬁ g@;ftgfpg}bt&?e@e&]t%f)h?ﬁ i ng

content 4Z wt sone crypto orithm Arig uage such as XrM.TM

can be usddcemsessp2eniyodyhther acihaisgranting orfidightsy riscluthmgensage tighis e

rights andme at-ralérﬁtlsg{(])t &n end user. For example, rights offer 40 may permit a user to

view content for a fee of five dollars and print content for a fee of ten dollars,
or it may permit a user to offer rights to another user, for example, by utilizing
the concept of meta-rights described below. License 52 can be issued for the
view right when the five dollar fee has been paid. Client component 60
interprets and enforces the rights, including usage rights and meta-rights, that
have been specified in the license. Rights label 40 and license 52 are

described in detail below.

[0026] Fig. 11 illustrates rights label 40 in accordance with the preferred
embodiment. Rights label 40 includes plural rights options 44. Each rights
option 44 includes usage rights 44a, conditions 44b, and content specification
44c. Content specification 44c can include any mechanism for referencing,
calling, locating, or otherwise specifying content 42 associated with rights
offer 44.



can be specified in any manner. Also, the rights can be in the formof a
pre- defined specification or tenplate that is nerely associated with the
content. wAseaoddbngly, the process of specifying rights r@eCersor/oreeny
process for associating rights with content. Ri ghts | abel 40 associ ated
with content 42 and the encryption key used to encrypt the content can be
transmtted to I|icense server 50. [0029] Rights can specify transfer

rights, su@ﬁ@ diast SHIWH irPRig! HBhicensaHd ineRdeB%itBhée BRANGIAMI 52b, andihts to

ot hers or derivation of rights. Such rights are referred to as

"net a- r i ghdigital signature cs GranttFed inclisdes granteconsagrsiohts angier poetat e,

nodi fy, or_.otherw se rive, ot h ta-righ or a ri -rights
can be thoﬂ%rllut? %Ieégdﬂg%{aelapgghﬁrgeﬁrldgg%goﬁ ﬁ%@g&%@sglbg@ﬁ? g OA(\:ég%Pi ncl ude
rights to gigrérpringipam, tooRhéithd &pciied usdge aggite, arld/ac knetavightndes ,
exchange, and revoke usage rights to/fromothers. Mta-rights can include

the rightgrantedodilisf ehyopditions, @sddsietenariablascireqweedsite neerrer the ght s.

For examp} =1 Y. ri : UE scope
of a5 oGP RoReTsRet atlS ad s Mo ofitioh & Bic Bhitel hepHis afe TO0

al so be t heontrglet Byothexdomditiodr list etid statehariabkesi akat esoribeer beidwof a ri ght.
[0030] Oten, conditions nust be satisfied in order to exercise the manner
of use in a specified right. For, exanple a condition may be the paynent of
a fee, sufp028}i oCIGér NE@hpRItELtedRt Bontent ashh dbdeprepaned r atbntdodasiened
before permtting exercise_of a manner of use_ Condif{ions can al so be
"access cBiRParatsmsapplisation J@pinstallgd caseorpper ' Daausostated yiina cgnignt

parti cul ar . t ' ' [ of a
ook ol ub, PR cotfSff Biion & GRLR: SchyRea ROVt oY anf IR TRREE, 2, &,
person or Pespzeatiof of copdenti corsists pfosgecififinghthe asdge oiglhits,i oeta-dghtsexi st as

separate entities or can  be ¢onbined. [0Q31l] State variables trac
potenti al | andy fefdiions df'%‘?rcéﬁ‘a“ﬁ?r?i QQ{SQH%A% é’la“v ah ad}‘Je qs}%FF'F’HWFjes
having val yes,diditly fi REsCRBR 40 AhtHScaitoA4b! D eﬁ#é%ﬁngrd:cﬂhéﬁb 4bi wgmse or

ot her dynam c conditfons. State variables can b trackT?Ad, by cl eari nghouse
90 | i censesomesaypter algorithmot harrighty ilanguagaseuthoas XrML

specify the rights and conditions. However, the usage rights and meta-rights

can be used to

can be specified in any manner. Also, the rights can be in the form of a pre-
defined specification or template that is merely associated with the content.
Accordingly, the process of specifying rights refers to any process for
associating rights with content. Rights label 40 associated with content 42
and the encryption key used to encrypt the content can be transmitted to

license server 50.

[0029] Rights can specify transfer rights, such as distribution rights, and
can permit granting of rights to others or the derivation of rights. Such rights
are referred to as “meta-rights”. Meta-rights are the rights that one has to
manipulate, modify, or otherwise derive other meta-rights or usage rights.
Meta-rights can be thought of as usage rights to usage rights. Meta-rights
can include rights to offer, grant, obtain, transfer, delegate, track, surrender,
exchange, and revoke usage rights to/from others. Meta-rights can include the
rights to modify any of the conditions associated with other rights. For

example, a meta-right may be the right to extend or reduce the scope of a



i dentification mechanisns in |icense 52. Further, the value of state
variables can be used in a condition. For exanple, a usage right can be
t he ri ghtwoe/1pupnt content 42 three tines. Each tine theprazagpe/ticght is
exerci sed, the value of the state variable "nunber of prints” is
increnmented. In this exanple, when the value of the state variable is
three, the condition is not |onger satisfied and content 42 cannot be
pri nted. ; I & | abligal i Hiyd f

Pl conce 52ty nar HEMEEIAE pitadioht Shdy 1550 88 tho rioph (Wtdhd BRTAULCOIO

st at e var i\widatioapeedwfadight. t rack the expiration of thirty days.
Further, the state of a right can be tracked as a collection of state
vari abl es.[0030% c@fiteat;tdonditiohs trhesicieapgtisfiedl inherdst &4 exerfcise theagmnneght
represents the usage histor gf that right. '0036{3 A typical workflow for
DRM syst er®fl4p8 & aspesfieddobts bor example Afenstitions ey besthe BaWPentYied at i ng
wi thin cligpt I; t ' I\t VA dEUegn
activati onﬁgérsggwléﬁagﬁfli %eorrgcengﬂl ?@ral’ \r??aﬁgut?}ﬁﬁ-%%?\%gwg%keylpgi Er)e‘?)(:l(?ld some
user / machi pernsftingi Ekercisef of maMmammer bafi use.doBohditides! oo alBowde 0'2ctedsi91

PCT/ US02/ 17662. cl,i.ent envjronnent 30d.hn t he forrp ff cli ntI softvvarq?
cormponent AP fRbGKEMPIEn REFESSTRPRAILERS 3P AP, %@e@@agﬁﬁr gEoup ©
acconpl i shegbrat sapysthdds ARl Alurliversie of HfdhBéersobf a bosierfis. [IROSBEr When a
user wishes to use protected content” 42, the, user nmakes a request for the
content 42vords; the nepidéionaisuibet the giser g ewpartigulps pessere orraribey Ara Web

di st ri but drargaengrounty Sals GrCtaiond b eNist dSheRvds ReSEl sn
attenpt t meélewmbarsy.protected content 42. During this process, the user may
go through a series of steps possibly including a fee transaction (as in

the sale [@})34])% Shte Oériéﬁl&?Ftrabk%tﬁéﬁﬁégﬂfnéyr(aﬁﬁféhstéﬁesc@bh@iﬁbh@.n Sfate

i nformati on). en the appropriate condi'tions and other prerequisites,
such as t heariabies st variakles having valdes Sratfrieprasesh status of e iterer upage been

et et o e Sor SR Kot S SR el bR BBl o2
Layer (SSby .clbheggissusteroericefiséhen semer ages ahbtiensdebidef obaddte @ont ent
and Vieb identification mechanisms in license 52. Further, the value of state variables

can be used in a condition. For example, a usage right can be the right to

print content 42 three times. Each time the usage right is exercised, the value

of the state variable “number of prints” is incremented. In this example, when

the value of the state variable is three, the condition is not longer satisfied and

content 42 cannot be printed. Another example of a state variable is time. A

condition of license 52 may require that content 42 is printed within thirty

days. A state variable can be used to track the expiration of thirty days.

Further, the state of a right can be tracked as a collection of state variables.

The collection of the change is the state of a usage right represents the usage

history of that right.

[0032] A typical workflow for DRM system 10 is described below. A
recipient, such as a user, operating within client environment 30 is activated
for receiving content by activation server 20. This results in a public-private
key pair (and some user/machine specific information) being downloaded to



server 80 causes both protected content 42 and |icense 52 to be downl oaded.
Li cense 52 can be downl oaded fromlicense server 50 or an associ ated

devi ce. Guotoeno14d2 can be downl oaded from conputer 70 ass@ciratsed1isi h a
publ i sher, distributor, or other party. [0034] Cient conponent 60 in
client environnment 30 will then proceed to interpret |license 52 and all ow
use of content 42 based on the rights and conditions specified in |icense

52. The '“élf’ern%ﬁh%hr%gﬁﬁé lﬁm@f&rﬁﬂsﬁélléhft soHRREE cOhfPdnentBe M@l kndwdwn
general ly. The steps above may take place sequentially or approxinately

si mul t aneomshgenr This activatios proctss cahdassgcamplishesk airamotimedqreséetheecurity

aspects of, protecting content 42. In particular, DRM system 10 may

aut heana‘?g uipg & §|§’%§§ €that has been issued by |icense server 50. One way

to acconplish such authentication is for application 60 to determne if
her wor.ds n 60 ha the

the Ii t ted. |

capabi | 1 ty{0833)er A e iakies q fee Brofpeisc abnrel 4R o M eses

PCT/ US02/ 1666ést fdrgthet eiritefi 44 gFénalexéthleatéJ USeP AighObraide Wé‘bnélté yi ng
characteristic o he acti vat | on step described above,

the 1license. Duri
bot h cl i entunaing ponWalt seBEradl aasoem% yéity @r gemtee ©fiNghta sish 8% Xeys in
a tanper-resista

Cuch bs. treomRuCBeRgolsing ABEOPEF mbba oo Aisrteon By e 8 EG

verify si gét@érhbﬁto%\ﬁhloaﬂl&@f&@e&@omt@nmzn@u‘rm@ﬂhﬁeproo@fsscmrmr rhzhrﬁ
exanpl e above is merely one way to effect a DRM system For exanp t he

| i cense angP diouehta sgfiepeol $ieps raassibby inalysingia f%‘? dransagtion (@ In ,ﬁﬁl%o

party prepiiprd PRTRD,BE A ERstbidhs FAIF B BANGAER bF IFOIRAIONT (oo

payment tr‘anmctth@napmﬁrmwldqndltmmnd ptherr pr@relqﬂaameeg suchi @snslee [ 0036]
For any set of ri ghts there are, rﬂ?ngi of entjti |nvo

"suppl i er "Calegtionof 8olesuapA" Verﬂ?@t'?rﬂj rhed‘Pset"hté""% N &c 'Yazeg’oafﬁfer ,
and  possi t)éﬂ%arWebt Q@NérgbbSCﬂﬁt%gtst h@ehé@%%ﬁ?@r a0 RPN S RIcuks tO

sel ect, an possi bl'y exercise the rights t he suppli'er and consuner

may act ual d:qmrmmm&usestchamebrsudnras ancharired using gefecure, Sackats playeent i ti es
may coll ecfééllsl. yLicense server 50 then generates license 52 for the content and Web
server 80 causes both protected content 42 and license 52 to be downloaded.
License 52 can be downloaded from license server 50 or an associated
device. Content 42 can be downloaded from computer 70 associated with a

publisher, distributor, or other party.

[0034] Client component 60 in client environment 30 will then proceed to
interpret license 52 and allow use of content 42 based on the rights and
conditions specified in license 52. The interpretation and enforcement of
usage rights are well known generally. The steps above hay take place

sequentially or approximately simultaneously or in various order.

[0035] DRM system 10 addresses security aspects of protecting content
42. In particular, DRM system 10 may authenticate license 52 that has been
issued by license server 50. One way to accomplish such authentication is for
application 60 to determine if the licenses can be trusted. In other words,
application 60 has the capability to verify and validate the cryptographic

10



make an offer and grant rights to nultiple entities. The supplier and
consuner represent any two entities in the content value chain that have a
direct rwpatitomship with each other regardi ng the granti mgrafSorimghts. At

t he beginning of the value chain, the supplier and consuner nay be author
and publisher. Going down al ong the value chain, the supplier and consuner
may be a publisher and anot her publisher (for content aggregation), a

publ i sher éip u‘f'éséfr(? H!él%i %ﬂfreCQQéGBF ot fd'eHHMriﬁ;)chaPadéﬁ:ﬁtfd bpttRe and

anot her dis utor I'ti-tier content distribution di stri butor
and a ret alildeﬂse(flaurnmg)m@actwaim Sﬁepgjescrlhedab@NBebOﬁ”hG“@tm@nme for

content co t.l on onsuner and,,another co f.o ent
supper - di 536ie\rST‘Et”C&H%%rseb\é?ra%ﬁﬁ?Cq'\é%alSr?é)Of kFM%éni]a "E‘\H‘ ggFt%}t &%?é
'rights of fpyckag¥PresS 8fsd1MMEIBAES HHERcdnfpdhent® 6QBH €48 Meshrecbwe@y or
user) can acquife a particular instance of content together with its

associ at edcermageentsglor saciivates alienh-envipemenh3lofe e\l‘er%y&@ﬁatuﬁ%ﬁ%@ﬁ

contain fi ss 11
w0 02/ 101482 Ren kB Rosh AR, T B e g SR e dheie O i o
of willingwagotefiegt @nlDRM sybnE Fdradsesplénties f(%nsmancﬂ)&:ommﬁmekiel n the
formof a rights | abel ‘consideration of rights" is a process as part

of ':1 he lr3 i gHis %&t%frpﬁbdiﬁﬁr‘?ml%ﬁ't'ﬁﬁe Alge.gighis @Hﬁé&ﬁe@anh‘é% aszanpiaswihe
| d d af d
191 ol 39 SHoPRARe P on ORGSR S SaRRR SO 1

associ at edclearinghcuss 60 m:hrt |bensséd don procesghpaymeht dranshtctiomsliaodt wﬂfy he
intent of the consumer .,to.acc these rights and the corresponding terns
and condi tP%Y@emFWI'O Q43RYIRg aj@?@é?l on can conprise selecting one option
44 from | abel 40. "Custom zation of rights" is a process as part of the

rights grantin whi ch the_rights supplier assenbles . .rights and  terns
and condi t[Qpr?@?baf@(ﬂ B §e1'(:ﬁf)f'98t3®fth g'fel ¥R Kindsnetgefitiesriiyob{fdy the of

this rocegg, NS surmer .
a2 PeoneSupplet dciid onslirihho THeOLABIGT EFME SUBNISTR fo GRS B e

accepted possiblgrgradt, dpermighys,tred |th|egMrmtlsnmjlthercmnsdrrmnsdqmeledtx and t he
oUDUL Of BOSiol] e e A OB R Sy R ERS ety o
di stributi pihreSntaRRt SNMAE entities. In general, multlple entities may collectively
make an offer and grant rights to multiple entities. The supplier and consumer
represent any two entities in the content value chain that have a direct
relationship with each other regarding the granting of rights. At the beginning
of the value chain, the supplier and consumer may be author and publisher.
Going down along the value chain, the supplier and consumer may be a
publisher and another publisher (for content aggregation), a publisher and
distributor (for content distribution), a distributor and another distributor (for
multi-tier content distribution), a distributor and a retailer (for content retailing),
a retailer and a consumer (for content consumption), and a consumer and

another consumer (for content supper-distribution or personal lending).

[0037] An “offer of rights” or “rights offer” expresses how a consumer (e.g.
a content distributor or user) can acquire a particular instance of content
together with its associated usage rights and/or meta-rights. An offer may or

may not contain financial terms. An offer is an expression of mere willingness
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other itenms. [0038] As described above, a rights | abel, such as rights

| abel 40, may contain a nunber of options 44 allow ng the consuner to make
a sel ectiwpo02amddronduct negotiation (if permtted), whil @Clriusezsmses?2
contains rights the consunmer has sel ected and accepted. Note that the
accepted rights may include a right to present offers to others or nake
sel ections of offers. [0039] An exanple of a distribution chain nodel is

i 11 ustrateg thmhidrce ]neg-ﬂﬁgtloﬁ'aﬁd la%ta@rexg isiori B¢ vuKlagness enigeait or ovi der
100, distributor 110, and end wuser 120 course content rra¥ be prepared
a

in the mantesmsdsiatad. béh offBowray be exprassashiny therderm 198 & sighishiabehs Al r eady

of cont ent BRISHAE Sights: § 3 Ridbesgasndttol B SR B MhifnihEn"
content t On%m%t icohstPer 1A8s Obxd@fiRidv ¢heCoigh@tbding offeisrl faram phssibly but or
110. Distributor 110 may in turn distribute content to user 120 or receive

returned coafgaied bem a@@@m@at%@rmﬁmm itionsyah 0@‘19%@5‘19""[5" s a
o ooy $988or S A St (R, St S 4 SobfioRe!

er%

conpl exities tier 'on chalrns provi can ‘aggregate
content frofferot handma’d;ssﬂfel intgrdrof tthcorcsmmefretoeaccmpd:cblmewtrlghtsoandtther
distributors for redistribution, f 120 <ian sha{le content with the

nd us
ot her user €0resPqrgiing ferms RRE eRAIUONS. e?’ﬂrlﬁ)‘é‘f’“p St SHESUPR GACRTRIERL ife
cycle and glidp@) 6%%&‘8@1 ﬁlégg@b\é?ao tg, Vcﬁﬁﬂz@ﬂén omghtsess Lpiicess se and

consi st ent speC| I cation ts at the I fferent st of the life
cycl e and agbattiairibairightd grantipgrin avhichatie nglutsmpptler m&mbleemghtq)aod ection

of content,in nul er distrjbuti on and sa 0040 | Lustrates
Che T ow cleegiicheandiidns b i a oIy BTG bPgiTbeteThe Sun
aggregat i Nghis bﬁc?dé's@ﬁbanrtfé anfteft3itense t6/beVAdtaptedl By thé HghtsSelrsRIfG | img,

del egating and exercising. The nodel of Fig. 2 includes the same entities,

provi der 1lisense of rights! ¢ aniexpresrion $& rightsoand poggiRiybeondiions aeegpted t h

respect to_the flo r

User 120 cﬁ'ﬁd 5‘?1‘?6,\,5% gggtgl%srigﬁg%pgwéro%oc?ﬁrﬁfrﬁgrtergqg tﬁ%%@@%ugsdfgﬁ Ied
" del e]gat | Ofig Pgtslc{ﬁéhhgfar@;(]@mhﬁg prof4sl] Ahieemaxdigla gifanftitg ex@raiseyhesrigraay
spectite Ct%gt egr:)vellr)rllJ thé Susla?ye (possibly including further distribution) of content or

other items.

[0038] As described above, a rights label, such as rights label 40, may
contain a number of options 44 allowing the consumer to make a selection
and cdnduct negotiation (if permitted), while license 52 contains rights the
consumer has selected and accepied. Note that the accepted rights may

include a right to present offers to others or make selections of offers.

[0039] An example of a distribution chain model is illustrated in Fig. 1. The
distribution chain includes a content provider 100, distributor 110, and end
user 120. Of course content may be prepared in the manner described
above. It is assumed that the content has already been prepared in the model
of Fig. 1. Fig. 1 is directed to the transfer of content and shows that, in this
example, provider 100 may publish content to distributor 110 or receive
content for reuse from distributor 110. Distributor 110 may in turn distribute
content to user 120 or receive returned content form user 120. User 100 can
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di stribution and use rel ationships. O her nodels can be derived from on
this nodel by a different consolidation or segregation of the parties. For
exanpl e, wewengi4pr ovi der can be a distributor. This is "dPceatSopuisbi shi ng”,
which allows individual authors to distribute/sell their content w thout
any intermedi ate publisher. Further, every consunmer can be a potential
distributor. This allows consuners to pass content to each other. This

i ncl udes SHQé’SEdrﬁérﬁUi'pd'f‘fhﬂﬂg ||ﬂj§tFeité'9lE1|ee Eﬁté?ﬁl Py Iéﬁﬂggn& nhultidier Vb

communi ty" everyone i s a Bute and consume
content. " dstritetionapginsgarovidet 180! amvsaggregatestbmrnent fromastpesss disiribelor from
(i se use

ot her publishers intq co I.te works ense nter

al | ows shal ?(ﬂ CRyApEiYe ﬁ%&d"t BHSUAERE déf'%’ﬁ@ﬁ Ml %@BH On dtuﬁgrrl ght s
rel ati onshypg c%\h%ré rboﬁtémr\ﬁnr? SR uSEB! ut @sicté\arttm gReTErS plural
suppller consuner nodels, as shown in Figs. 3(a) and 3(b). Fig 3(a) shows

a "push" netagesdndheiogntastdife siyclesand 'phurel Telatienships Betueen the vatous

nitiates ORQEE ghpiest o OSSRt GPRATbl i o i AT T LS o er
and grantipg théaifei §I6 4l relgionsBbSisC gnpon@tt aha. clutidihed pPérsistentel
shown in Figure 3 hts consunmer 210 initiates the process by

(b
request i ngPEteefiones f)C&WéB die eptlii-tigr diséributiogrand ¥saga-t he rights supplier 200.
[0043] An architecture of the preferred enbodi nent for rights offering and
granting is shown in Flﬁ 4. Architecture 400 can be inplenmented as a

conbi nat i ofP0#0] corfpgit 8rillustrateartbeafiew soff tighiseinathe sameumedali Heludiagippl i er

ki mg- nEgas: dARER e bERae REE RS Ding! Rt R o B o B
I nternet, gudéndsring; aakgaing and aReutisinge oMheahbdd, oB FIAN? includesities s ,
connectlon or the |'ike. Supplier conmponent 402 is associated with the

suppl i er, pam@e @miéleénprwd@fa&@%dmrw%r A98i paguser o1 9. cdhsamdie 889N s the

entity 9o 1 SARR oul d be
the contentwo\mré%g{e%?gmédg‘?w 05? Cod{%ct;gfarfy'd%ﬁ éf n?cj{égp Ac ?'ﬁ FightsS
" m ddl e- matsér s@0hcars grantr ehdi daoepbrrighte rfedrorothér aiseed) alnrecesa)rmaum;r

conponent 4 |s agsociated w th the consunmer who could be the ultimte
ooy (F e, ‘delogrtiont. BINE HarPlby

[0041] The model of Fig. 2 covers many specific content publishing,
distribution and use relationships. Other models can be derived from on this
model by a different consolidation or segregation of the parties. For example,
every provider can be a distributor. This is “direct publishing”, which allows
individual authors to distribute/sell their content without any intermediate
publisher. Further, every consumer can be a potential distributor. This allows
consumers to pass content to each other. This includes supper-distribution,
gifting, and personal lending. In a “Web community” and everyone is able to
publish, distribute and consume content. “Content aggregation” aliows
publishers o compose content from other publishers into composite works.

Site license and enterprise use allows sharing content among consumers.

[0042] In general, all the rights relationships shown in Figure 2 can be
captured by two generic supplier-consumer models, as shown in Figs. 3(a)
and 3(b). Fig 3(a) shows a “push” model and Fig. 3(b) shows a “pull” model.
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a "mddle-man," such as a retailer, whole-seller, or reseller. Keep in mnd
that the consuner consunes rights and does not necessarily use (i.e.
consune) wohe/1eant ent. Bot h supplier conponent 402 and com®€mmsn2/cwponent
438 can enbody any type of hardware devices, and or software nodul es, such
as a personal conputer, a handheld conputer, a nobile phone a server, a
networ k, or any conbi nation of the sanme. Supplier conponent 402 generates

rights |afglhdGiash Riddel ShoRhSRENES 3 htd SEHSIRY FOUindiA8S Shé irgaRse 52 to

ati
the consuner. ‘Consuner conponent 43gé)|’ s_gues requests, select choices of
opti ons 44ffering andybrantingoebsessOby generadingsarcofiien and granding, thantghie teept s

erbodt ed e HUTBae TR0 0y il R T gt 38, (BRE 5,
i nternal ciyeneter 210 WWRi&86 még@ce%?téepm{ebﬁﬁg?an bfi@4hd Seppplirey treonponent

402 contai ns user interface nodule 40 communi cation interface nodul e 420

i dentity righis Sonvthe dghisisupplierl200.f or supplier's rights (e.g., in the
formof issued |icenses) and database 414 for managenent rel ated

information. User interface 404 acconplishes (Fr esentation to the user of
t he conpor@A43} unéin architasttreof s areferred amtkediment &radghts mdferingzanchown

. Co i i i nt.erf. i h f ' d
b ot acol s Jraptng 35 Stubed 4 181 8 e ST 3000 fen UL IRRIEMRY a8 2"
conponent <bigbinhfen tof teonipider BardiQ@re isidr ssftvdrat andhéncludisntighitg sefpptieppl i er

conponent 402 can be authenticated by consuner conponent 438 and rrEy
contai n alkareRenNeHt402s rghiSoPIREUMAT qANRRONENE 4SS RIICHCOMBIIRAIPNGANEekeys or

bi onetric j [ f ' c : '

r eposi tory4%gﬁ@ﬁ%rt@§8ér)lhéé1{& g"gbr%g%{]fe%d ?glp?%éeﬁh?ér o? gﬁ%%ﬁ@gr%ha@g%%ent 402
and rrgy ! rnﬁmﬂell/rﬁaﬂemﬂ artﬁre:jwcommmfztl)%qnaﬁaecgbmgecam, ﬁupm_ ja ]Evg'reless_ rights
stored within. Managenent  database, is use _archive i nformgtion
gener at ed @fNesHoRhe" theHike. of§‘§?‘ﬁ'ﬁ§ comPeRet f"hg is) pgEied. “@Ggﬁ’e

rovers " Shefef 1% 58 BUAGTRLRD fcALSbtsichts Oblicpunf e o wOTTET

Consuner ogoipgite exendse,iirec) carssmesthe righter fldeesupplier eoulRighe the content
owner or provider, or could be a distributor or any “middle-man,” such as a
retailer or operator of a web site. Consumer component 438 is associated
with the consumer who could be the ultimate user (i.e., content consumer) or
a “middle-man,” such as a retailer, whole-seller, or reseller. Keep in mind that
the consumer consumes rights and does not necessarily use (i.e. consume)
the content. Both supplier component 402 and consumer component 438 can
embody any type of hardware devices, and or software modules, such as a
personal computer, a handheld computer, a mobile phone a server, a
network, or any combination of the same. Supplier component 402 generates
rights label 40 as offers, presents draft licenses and grants license 52 to the
consumer. Consumer component 438 issues requests, select choices of
options 44 from rights labels 40, generates counter offers, and accepts
licenses 52. Supplier component 402 and consumer component 438 can be
embodied in the same device(s) and communication channel 422 can be an

internal channel.
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communi cation interface nodul e 424, identity nodul e 426, repository 434 for
consuner's rights (e.g., in the formof issued |licenses), and database 436
for manayerenol4sel ated i nformation. User interface 424 deaergshansbes
presentation to the user of the conponent and acceptance of user

I nteractions. Comruni cation interface 422 provides the proper formatting
and protocols for rights offering and granting nessages between supplier

conmponent nd , 4 I- ITEs er
P fdyl?dgg d SERBHEFCoBERANC 024 Bnichienidery rfBdibe. ARAURNgIES  tha

the identi nsumer conponent 438 can be authenticated by
suppl i er coomonmitatiodinterfaceaadole 420 identity modalei 400 irepesiiady 4dR for ke a

" A . Jaen ! Rl
Fepos: t or ySubmlier it TeicEiin, Hs BALET fsstieHd GoaRoL ANY rttEne a3 Bhent 438
and may i ngldpdBefrientt irSBfed OmfbMeRidng. ©8aF Chitegaced 4apdaddddenglisRes | ght s

stored wi thin. "Managenent database 436 is used to archive information 15
WO 02/ 1014preseaiption0e/ theasser ofcthercarappnantifuactians angacsepteneeiaid!sghd

donsurer clioractons BEa BN aitey. oFelicalsRL iR 42 hrBB s,
Not e t hat ?ﬂip@b&éﬁnéltﬁﬁgcam pretbeolsnfopmeddages bétaeens siihysies asvengenent
4

different from dat abase 414 because the parties may . interact 'tr} ot her
parties anf02Rnd peReUeT cempeneat dkby elraniho meduld f0g §0§Bﬁ938h\1\4§bl her

corponent. #0273 59 LAShKFEE0ABbAERO%Ar REAT LaDdulhrtfbiod oy SERSIAEL NS

offers, ri S°cOo for conposi ng |icenses, er tenplates
modul e 418cHmpopentv43B madt ey conésin fauthedicatian iinfprmbtien dikeba padswordpr evi ous

transactions and co, n formali of offers, .and consuner profiles, nodul e
416 Tor cuSDBIRGRRRIC KRS G HIOTRITG iTatisa S dhe hisep QL SUBGRNgARPonent

characteri 'CSRW r '@@ﬁhh?ﬁ PO 1ightsCRPHHERT CWQ&%’FtOf‘l&%} lep O
I ncl udes ofa %'r ana ?/zelpar%r?tt) al e 435(5)0 foréuﬁe’d rstan_diong_ rights an l?‘heir
terms and comgpnéenind0@r esdnieay Vinclnde fuptliens fon iodexing, nsgesehingdané 432

for selecting favgrable. option ecifig,ed in_ off a pli r.ef erence
modul e 438”?&‘??‘%@% if %it@ Ay pWith}ré\qan@?dB??teng%ﬁgdigﬂ Ba %ecgrg
exi sting sHpipivee infdtaitiohergeriratedamtiringeliaé | AR Rsffergd ANDI ganfagt er ns
nodul e 440 for providing patterns and ) o

processes. Such information includes information related to initial offers,

consumer choices, possible counter-offers, agreements and final licenses.

[0045] Consumer component 438 includes user interface module 428,
communication interface module 424, identity module 426, repository 434 for
consumer’s rights (e.g., in the form of issued licenses), and database 436 for
management related information. User interface 424 deals handles
presentation to the user of the component and acceptance of user
interactions. Communication interface 422 provides the proper formatting and
protocols for rights offering and granting messages between supplier
component 402 and consumer component 438. ldentity module 426 ensures
that the identity of the consumer component 438 can be authenticated by
supplier component 402 and may contain authentication information like a
password, cryptographic keys or biometric information of the user. Rights
repository 434 stores rights granted to the user of consumer component 438
and may include functions for indexing, searching and updating the rights
stored within. Management database 436 is used to archive information
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interests in selection options in offers. For exanple, the choice pattern
nodul e 440 may include a list of preferred suppliers or a list of |owest
prices fwpoehelspbtem of interest to the consuner. Ofer amamyseri1mwoziul e 430
and choi ce nmaker nodul e 432, respectively, may be conbined into one
nmodul e. [ 0048] The process of offering and granting rights wthin
architecture 400 is based on protocols followed by supplier conponent 402

and consu nerﬁ%@@t)ﬁ&% tHS &t hﬂ‘%ﬁ%riﬁ?%ﬁp I'eﬁwtﬂt%nﬁﬂo@bbéﬂ cons isformbtiem of fer
and acceptance of that offér. SpeciTically, the protocols include an

of feri ng odhcludegthat refateddopmffers 44o cansumer chniteacpeggibleceowter-aligrsof f er by

the person to whomit is nad ffer, . .qn , . o that
[ rmy T oRRBEMET ane eBoBE B oNafe b At e R el Sl Ao PR rat i
cannot be fhay ket 8hmeddd oPdifftbiit fOGLIaeBabaI41AChEcuze! thecsstidsfmapabl e by
the offeror. An offer can 16 WD 02/ 101491 PCT/ US02/ 17662 al so expire in

vari ous wapterpel with giharoariessane s have diffesant @sehived injaBaion. | f  there is
no specified deadline, then the offer could expire in a predeterm ned
reasonabl e time, depending on the subject natter of the offer. For

peri odi cal [0p46¥ai [Sutpipiec companestudd2 adsaningiudeasceifer generater, maddlecd s

newspapers, a reasonable ti oul ' : cont ent
publi cati Oflqr qqﬂerﬁwlﬁe_rs, ﬁﬁ’%ﬁ%’gﬂ?ﬁ%rﬂﬁgé'@%&m éfgreggﬁ@rog&gg]é%érﬁ}geﬁf ent

such as _Séﬁf@(a'férﬁﬁla@émtrﬁcﬁt!uleMT@afaprlﬁbmirtg nempRiibsl foe generdting diekore the
availability of the content. The rights supplier can dictate otheg@éerms of

the acceppasrsh, on oPKENIQUS tIROSECHANS AAhserBMans fTounally pbr olisrgnp t he

of fer may ' cep ' ' | . i I & an
ormi 1 o eoath R AERARAGR P JAEELABARY 4 BBbRichts et

i | | ust r at egasdttoonsanidricharazteristics @ndl refdidnsehipa. push nodel for rights
granting. Supplier conponent 402 generates an offer of rights in the form
of rights |abel 40 for exanple, with possibly many options 44, and sends

it to consopa7]cogunierddBnidridht 438oalsunmsludespiicreanald2é modsledéd® the
offer and 1ts possible options, and responds fo sgﬁpl | er conpo enf . 402
with a chdiogeurdergianding telts@ndo gir (teghe <2 @@5@&%8?%&%&'@?

component oS, GUHORE kel MldLfe 232 %515d180tiRy fBrARE 21YEBAs SpeefiBaiee. and
offers, a supplier preference module 438 for describing any preferred
suppliers based on past and existing supplier characteristics and
relationships, and choice patterns module 440 for providing patterns and
interests in selection options in offers. For example, the choice pattern
module 440 may include a list of preferred suppliers or a list of lowest prices
for the item of interest to the consumer. Offer analyzer module 430 and

choice maker module 432, respectively, may be combined into one module.

[0048] The process of offering and granting rights within architecture 400 is
based on protocols followed by supplier component 402 and consumer
component 438. These protocols generally consist of an offer and
acceptance of that offer. Specifically, the protocols include an offering of
rights by one party to another and acceptance of that offer by the person to
whom it is made. An offer, once made, may be styled so that it may revoked
before acceptance or the offeror could styled it so that it cannot be revoked at
all or only under certain circumstances definable by the offeror. An offer can
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rights the user of consuner conmponent 432 (514) in the formof a draft

| i cense. [0050] Consuner conponent 438 then accepts the draft license if it
corresporm® o2ootbe choi ce nmade and is ot herwi se accept abl @CTAB6/1766pon
acceptance, supplier conponent 402 generates |icense 52 and transmts

| i cense 52 to consumer conponent(518). Keep in mnd that grant 52b of

li cense 52 can include usage ri ghts and/or neta-rights. Therefore |icense

>2 can pey %?(EHEIIH%QFIOHQ%\B (o ERER %ﬁdlﬂ%&o?gcﬁﬁﬁﬁcé?ﬂéﬁé‘s tip others

in a S|m rivable rights are controlled by
upst ream ’lﬂ)l&rG} nseeotslplecti@ki demillusetlwfn tinet eiferi eptld eXAt!I@lHtl ifopEadeiermined

prot ocol can inc ere su I|er 0 e sts make
payment th'fe@ﬁﬁﬁage g'r”é egg NG Otnhg lr'bjg&mz}ﬁﬁ@% g%é (gérrlbgnt Egg and
the user cosmaIEA awallmeow@érﬁ%ua%yswm fkﬂ&nal@pvamttset/ére

I nformati on and aut hori zes the charge. Both Sﬁg&ltler conmponent 402 and

consumer coewepRPRrs43geaanngilading e0ulddbe acee thepperied, o des captenti | ur e

ot ocess aistigelpt fo? Sxpnit: EGF a5 R ERNpRRLE of BiduAed BhmeitplEY (D)
shows a prg§ astpdaringpbhtemedel réayongbwmmn@rmnd rge dfiyr dime -

conponent 438 sends a request to suppli nponept 402 to |nd|$ te
i nt er est |ﬁVle§‘lbﬁltYn0ﬁ§"%é=PﬂErﬁ rTi’t‘?nE'thﬁrﬁ ?'éﬁf"n( s gesnes o g'i‘)?rponent

402 then rgs cfécﬂj ﬁcé""tbr\mﬁi'&hotfnﬁerrq’hté '&th@mfePrlg‘b%B Eablﬁ‘ér é)Qarh M e ghkHr al

of fer optio cover hts requeste consuner conmponent 438,

and sends iag @iquire :acce:pbammm sendmgnlwmk isa (;612@)1 formo%ia)] arcensailer

conmponent 438 then cons rs the (I)_%&er and its options, and responds to

supplier cHiRRRACERGN rPa&ec'Htﬁ €of one of the offer options (524).

Suppl i er conponent 402 customi zes rights according to the response, and
nse

Consurer cBfSlentacs@ s atped ekowamrolacebhdE of saRinadel BBl  er
(530 oncAots TEfla, SEINRr Ronicel B0 e ST T yjor e o agent 459
i 11 ustrat erinhef igHte lal A€ foriexampiey owiths péskiblyenaioy wptiony 44, and sends

it to consumer component 438 (510). Consumer component 438 considers

the offer and its possible options, and responds to supplier component 402

with a choice of any of the optional rights offer 44 (512). Supplier component

402 customizes rights according to the consumer’s response, and issues the

rights the user of consumer component 432 (514) in the form of a draft

license.

[0050] Consumer component 438 then accepts the draft license if it
corresponds to the choice made and is otherwise acceptable (516). Upon
acceptance, supplier component 402 generates license 52 and transmits
license 52 to consumer component(518). Keep in mind that grant 52b of
license 52 can include usage rights and/or meta-rights. Therefore license 52
can permit the user of consumer component 438 to grant rights to others in a
similar fashion. However, the derivable rights are controlied by upstream |
parties through the use of meta-rights. Additionally, the protocol can include
steps where supplier component 402 requests to make payment through a

credit card of the user of consumer component 438, and the user component

17



of fer generator nodule 408 in supplier conponent 402. In offer generation
process 600, available rights are first collected in block 602. Ri ghts may
be avai Iabloe/16xem a previ ous supplier by being derived fPomiuser/srest ght s
granted to the supplier or may be originally created rights. In step 604
it is determined whether supplier has a right to make an offer to the
consuner. For exanple, if the consuner is known to be a mnor and the

cont ent i S4p@Sbichesinie? IABmAMibh Laf ARz INd dHagsONBUTRTsugpiien a | i st

of those pro ited from recelving content, the supplier may not make an
of fer. In somponerste}02 éred cbfisumegenmpanéenid & caregeneraierstaiue separtserep 606.
If the supplier has the right to e.an offer, the process e

det er mi nesglé‘?qesﬁ!?é??'f%ﬁloé tlf’q]alfocgaﬁ.n?éﬁgpf,é:}a&es ¢y ?Hg%ggﬁgfﬁ’r%écrh ﬂthg{ ep 608
by par si ngdmﬁz‘g fHeObYore 89 bh8 Fhaiftdim abitrRMtieSon Nexligh theSp\¥ee2/ 101491

PCT/ US02/ 1766 In step 610, the process determ nes whet her the consuner

has requested any specific rights. If a request has been received, the

process f U@b@gn&%?ﬁ,@ té?m%wsdsgﬁéfacaﬁef bulthSddl et rights @?’arﬂfng.er Bfist, t aki ng

the receiv equest e I ghts into consideration and conparing
t hem t o t heomsunérmbbmponegh¥S8 Ferds at reguesh de ssuppdiee oeinmeenent etz to an

ffer tenplat ds t . lied i t 614. [ 0054 mle, th
cConsurer nIGEIBAbIREReY [y SRR CaNeD BN Hsentart ke Do piaEt “such
as printi nsor'hba_hilemt Tmz hh%h 'T'Qs%dlgibt witRtdh offér, tliheheCfoRhedit lablel 48rhaifigr

tenplate is avail able and needed, the offer tenplate is then applied in
st eps 616. pluralxaftgsopiess 44uaayering tevights seaursiethdYmopsHmEd COMPANGNt her

make adj us n (o) I I e rights that are
avai |l abl e %g& %r?df %%%5&?\{3 hJLﬁse?ft%trcgﬁgu@%&%‘?‘8@@%@%%@% estrictions can be
applied, through conditions and/or state variables. For exanple, a tine
restrictio b | ace on ' ' s.1n: Ei |y, a.digital
signature &@he&@lﬁ“ﬁéﬁt?ﬁﬁ%ﬁh%ﬁpﬁgbiC(?@gm%tﬁﬁh%ﬁge&gwgg(l%/%th&é\’f rights
to be of f gh@debporidsciv 8dBpisidcampanéitesn2 edthed cHdies ofiond be tiie@offesf
rights label 40 is nmade In step 624 and presented to consuner conponent

438 in steppiRus (5240 S3ppticg cogipanent tozt eustpmizass rghist 8aFIGINGD P thdcess

800 whi ch | spoigh ShdBfarbink! igHS t6 L BREUMBFH he'ifint Br 8RB iRESETPONEN
(526). Consumer component 438 then accepts the draft license (528) and
supplier component 402 issues license 52 granting rights to consumer

component 438 (530). Once again the rights can include meta-rights.

[0053] Fig. 6 illustrates the offer generation process 600 performed by
offer generator module 408 in supplier component 402. In offer generation
process 600, available rights are first collected in block 602. Rights may be
available from a previous supplier by being derived from meta-rights granted
to the supplier or may be originally created rights. In step 604 it is determined
whether supplier has a right to make an offer to the consumer. For example,
if the consumer is known to be a minor and the content is restricted o an
adult consumer or if the consumer is on a list of those prohibited from
receiving content, the supplier may not make an offer. In such case, the offer
generation process terminates in step 606. If the supplier has the right to
make an offer, the process then _determines all the rights that can be offered
to the consumer in step 608 by parsing the rights collected in step 602. Next,
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Initially, consuner's choices are received in step 802. Choices are rights
and conditions of an option 44 selected | abel 40 of step 624 (Fig. 6). The
process Wben/1dber m nes if supplier conmponent 402 has theCmiught/11662 gr ant
rights to consuner conponent 438 in step 804. For exanple, if the consuner
fails to neet a certain requirenent, such as m ni num age or proof of
residence in a |locale where content may be |licensed, for exanple, granting

a |1 cense o B, 18 dbeRS! defificaSuReiibt it datdsap gpesasing 00

termnates in step erw se, consuner selected choices are anal yzed

in step 8Gpeuific r@hier tl'éarreqﬂesths been secalveddhaipypeess fusthesifiters Swmponent

(inder st anduPENINgY BT/ ok Aot Ao ORbars 7 [BBseroulsy Elmet cess

det erm ”esrehﬁe%ﬂsﬁgﬁfs iirith Ok SFRYid e BLib S W'do@ﬁbaﬁm thér’hetb §R8. aveilabrxanpl e,
consuner profil be stored i n database 414 . I'f avail abl e,

t he consumights. nﬂmamﬁm@@rmcsessa@armln% vdiriberan & %rﬁemﬁlat@t@ﬁdBIQ Beor
further anal ysi,s ft égﬂtlmar choices. In step 812, dynamic information can
al so consi%h '38 N SYER Tbed bel ow. For exanpl e, the profile may include a
trust rating or address of the consurrer that renders it desirable of

undesi r abl vi de cert ai h 0 f the
choi ces ar@oﬁr;gla QBI EX§HP QGt %’ %"eg %@g ﬁg ?ﬁgo%?rﬁagﬁﬁéeﬁa‘cgﬁﬁtéed out
for exaﬁpllﬁclu@@mﬁﬁtﬁ%‘ fé?ﬁﬂ)lbté 0§ch é@ mmmag mgﬁteravaﬂt/mgmghtt did1eofc tigs onmer ' s
choi ces are deened unreasonable re-neqotiation of the custoner's choices

is then pertentrel am offles demplede is avaikalie randh agetied fhenotiel tamrlaty e

cust oner t. e S the usly
anal yoed  DRORPBEEEE Sl IeBE R At BlerPaTth Ay AF pRivIGE

choi ces oftbefugtler nadich abjesrm@m touhemﬁezaemmtemotesmyeﬁmmeggmts thghin in
step 802. O herw se, license including the se cted rlg{gts I S eated I n

step 818. 3fgoavailahie Lf}(Pr affering fius far ip,Hg; RIPCess- ﬁ’étuﬁ%‘?'t” UEHEAN
necessary adpiteBP thilign lcbnbifioRs RRNOEIAE Vaalieqs URBF ¢ é@weVIaewm@ step

ohsuner’ does. not agree wth terms in the license in step
824, re- megbictiahi ovayi bet plaoeion tdeataddl rights tie pstep 662Gwhi Eimalﬂké,- et digdital t he

: Ieglhte\?v b; usf é@ant]u%éa tolr %!Eheprraou(iﬁenstlcag)gn ?g %'rc?wc'ied WItﬁqhgoc%ﬂectlonSBre R gI?t%Qco Bg a
offered in step 622 and an authenticated offer, in the form of rights label 40 is

made in step 624 and presented to consumer component 438 in step 624.

[0055] Fig. 8 illustrates rights customization process 800 which is
performed by rights composer module 410 in supplier component 402.
Initially, consumer’s choices are received in step 802. Choices are rights and
conditions of an option 44 selected Iabel 40 of step 624 (Fig. 6). The process
then determines if supplier component 402 has the right to grant rights to
consumer component 438 in step 804. For example, if the consumer fails to
meet a certain requirement, such as minimum age or proof of residence in a
locale where content may be licensed, for example, granting a license may
not be proper, and the rights customization process 800 terminates in step
806. Otherwise, consumer selected choices are analyzed in step 808 to
ascertain if they are an discernible by supplier component 402. For example,
the choices can be parsed to see if they are understandable.
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consuner is not required, then the license is authenticated in step 826 to
create a conpleted license 52 in step 828 which is to be issued and

associ at esowetitn4gpont ent 42. [0058] Fig. 7 illustrates of f@cTasnyimer ati on
process 700 which is perforned by offer analyzer nodul e 430 and choice
maker nodul e 432 of consunmer conponent 438. Available offers are first
collected in step 702. In step 704, process 700 determ nes whether it has

a right t 35638 pt Nkt ehe [p)fﬁdS@éEstcﬁ?errﬁlHB ifl @nsubftr igfontatien is bvik@lepnsuner

certain restrittions on the purchase of content, such as an age
restricti cstepr8td. r Eor xempe, egasutser pefilast may beratered inf ﬁ@iﬂbéaeﬁwe an

enterprise,.th nsu not accept an.off. C

02/ 101491 B @r/‘ﬁsdglaﬁﬁtﬂe%%"“ﬁ%er %‘EP’%‘&’H gé@'?‘%‘?ﬂ s r“o'cdeei%' \pgr”m nat es
in step 70§epld12 6y ﬁﬂﬂ%#”ﬁﬁalyélésoft&ﬂwsfuln%ﬂ chéices.cept st@‘pf eng, tynamiche
supplier, the offers are then analyzed in step 708 to ascertain |[§th y

are di scerquasm@tlonfcantals@ capsigerachag deseribestipplpiver Foppxaraplenties PFQF'

or of or enc oy Rt et "5yt SEBALRRE o s Sorffub B, Mo R RUSRRDR 10,

ot herw se ¢f @fcﬁsnrﬁabﬂﬁﬁﬂem\mﬂ‘@ cetthin tigies. S'mmlpr@ressn’mea détetminebdf the
suppliers. Next, ste 14 determ nes if, consungr preferech]es ar.e val | abl e

and, if soChOlQQ%?rQaF%aSé?ﬁﬁmeetﬂ‘ sigpth This ¢efermmationdpay E%"'QP'P
offers ar efo%%ﬁgé*consBu@a%h&l]n%rw?\ehema% ﬁ*fter%ﬁﬂénm?"tﬁé‘l:uéﬂﬁ'né}’y ot her

desired | ogi C, en selects options 1n block 718 and
speci fies mmsemermaaed unbdasoinabR) re- n?égetlamjrecfthherm@tompw ohgiceais be done
automatical | y. hunman i nteryv desired, the @i{omar

o
i nt ervene H8A Ff rped ‘é‘p%'&’P'F)ﬁ"ggd‘n?{]hJ#]gq n%ﬂ%ﬁ'%t@@ B'Foceﬁ‘%’n et?‘b“r’i%mﬁéﬁ r ed.
Any pref erga Eﬁt’edr WiS a AEWCHRGSode@0bfef Haska BRethd Preibasly Zendjzed Sd o

[ 0059] Overal as can be seen in the description of Figures 6, 7,
above, t hechuicasitbe csistuisenisrgiveren, oppeduniy o submithew Ghoieasnefferad: ed.

Either the_s | or. the onsurrer [ t | i cense,
but in th@d B‘%W AsiRraiza 8“?&%?33@%0‘8 “§8‘53£ﬂ1§ Sﬁéé%@% (?tfsheg‘p‘sgﬁbset of
an of fer andeddecineldfiy {heSsl86ieaTighty i6 chdatiedria stdpe18uppl i er makes the
offer available to the consumer sending the request (and to other

consuners if that
[0057] After a license is created, if consumer acceptance is necessary

(step 820), it is presented to the consumer for review in step 822. If the
consumer does not agree with the terms in the license in step 824, re-
negotiation is then initiated in step 816, which re-starts the rights
customization process 800 again in step 802. In step 820, if a review by the
consumer is not required, then the license is authenticated in step 826 to
create a completed license 52 in step 828 which is to be issued and

associated with content 42.

[0058] Fig. 7 illustrates offer consideration process 700 which is performed
by offer analyzer module 430 and choice maker module 432 of consumer
component 438. Available offers are first collected in step 702. In step 704,
process 700 determines whether it has a right to accept offers from the
supplier. For example, if the consumer certain restrictions on the purchase of
content, such as an age restriction or a restriction against accepting content

from outside an enterprise, the consumer may not accept an offer. In such a
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I's the desire), and the consuner (including other consuners, if applicable)
makes choi ces. Then, the supplier analyzes the choices, and constructs the
| i cense (WoOe2/1eu4gr ant of rights). Note that the request ca&oTalSs11662
rejected, or a counter proposal could be nade and the sanme process could
then repeat for the counter proposal. [0060] Al so, when the supplier

anal yzes the request, the analysis may be done automatically, or wth

human ‘i nt eéé’s%“&h@@ﬁeﬁ\b&ﬁbnéé\%tléﬁfbwé@gs teﬁmmat&@rrﬁsttebaaa‘ f Bithe cbaseier ce or
acceptance nmay be done automatically, or wth human intervention. Either

the of fer ms the righdrie eiccept witem frqm;ih@@uprzlprmeaszeremgihmnws@wi 17662

Phe. consurpbe Qo aster it by RiFRm i, (U € PBHHred 4 et o™ ="

i nfornati Opsre@ﬁenb@@ brslgvairitye i stép 70, itthd effert arerfilierad detepgﬂmbaserht i on
related to pricin status of the network, the traffic of a_ web site at

each nonmen®n #ie pr renﬁﬁ%cg@ﬁ%am%ﬁhe@ﬁﬁﬁﬁ‘@r gavetiust h ePaalle ﬁgpp’dﬁr t he
consuner, how B . M‘Lﬂﬁg?e? tt%a%ﬁgﬁgg\;lthhﬁ%t l%ﬁﬁ[?l %}‘éﬁﬁfﬁftﬂ Bﬂ'}’érls%’ﬁgl ?rrshe

content wasS USed, use or th nam c ornmati on
can be tradkgi] step Ftdtdete@ninablibsorsumémhprefateness cdreteiuallabm and vifirsoabl es

b hecked d at ed 0062 i i nf t
hf or mat | oGy asaPREH TheleRg o BeugIes DnoRaldikaT s At PgbBes. Bhanged
or creat eg?@ara@p tRY légé%[)g@gﬁtm ?w%ﬂd%r@tétﬁer&éﬁf&ﬁrog|&qne%ﬁ§m>ﬂn@r the

dynam c i ion C al ned based’on a fornula, database, curve,
pr edet er ni thed selbtts, om@mselnt blgek Gf18aand1|apecmas dantingieoaiesrief Bipekd@0t o ot her

dat a, suc as t rate of interest . or change in.a stock.market
ndox, "andT8s BB SR et At AonS g Pmalicdly, “BRAG hienBhpt idno o
consumer’ Sdégn@& thé @06RImerheart PHeERE dhd RirPErBbEEIfy BBYItbAS diticéber mat i on
such as the age of the consuner, the credit history of the consuner, the

credit |ingendifionshdesiseshs vey prefieseneesofrulese of aibariogic aast bri weehtori ght s
or license t he password of the consumer, the key assigned to

t he consun%?gy%gﬁﬁgghenbershlp for access or dlscount the class of the
consuner based on a

[0059] Overall, as can be seen in the description of Figures 6, 7, and 8
above, the consumer sends a request, and then a license is constructed.
Either the supplier or the consumer could draft the content of the license, but
in the example above the supplier does so. The request is a subset of an
offer and the offer has one or more options. The supplier makes the offer
available to the consumer sending the request (and to other consumers if that
is the desire), and the consumer (including other consumers, if applicable)
makes choices. Then, the supplier analyzes the choices, and constructs the
license (i.e. a grant of rights). Note that the request can also be rejected, or a
counter proposal could be made and the same process could then repeat for

the counter proposal.

[0060] Also, when the supplier analyzes the request, the analysis may be
done automatically, or with human intervention. When the consumer
considers the offer, the choice or acceptance may be done automatically, or

with human intervention. Either the offer or a license, or both, may be
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predetermned criteria, or any other data, identification characteristics
and information. The supplier's information may include sone or all of the
subj ect s wh oenéwsrati on as the consuner's information, an®CFaSIAI62

i nclude, for exanple, available options or variations, suppliers, shipping
I nformation, and other information. [0064] The system and processes
disclosed in this invention support nulti- tier and super distributions of

content . gj}g&%&ﬂ d ét%il oF i &\@%n‘f&%é@&@%ﬁoﬁﬂﬂ%ongamﬁ%Q@ifo%&ﬂ&i and

PCT/ US02/ T S can ed and supported. l'ustrates the
process ofthefdomsunmgr'saedugstastchgs degtritsecbgbavemwi ng t he process of
transformng offered rights to a rights supplier (the content distributor
in this case) to granted rights to a rights consunmer (the end user in this
case). |t [9p6d] fi Gdlel yysdvoiss infomationofriayr inctudeyemamakindsf obinfarmatiorst i ng

| i cense, how this offer IS o |dered wth a c flnal

li cense i dnFlydlnggintanspatin P(ﬂﬂcdfég étmh%{]’ﬁ%§nﬁ“?twpak g‘@? It & he
transfer isgat veRatbYod V@gn}@h bit
di stri but 8&”6(: glaﬁ éé[%'%@fwe ugagtg?eét a‘%&g@%ggtegnt OVI gl golrrse

cont ent  C ofethescdrsunsgre dioly mangttinaeslitise cobtendrhabd !na@n seed,, fardﬁoamyommd user
within th f the UltdSt es (U at _a flat
rate of $%h§n OF%@? WRP nteGi YRE ! Wa%olﬁe)dof ihﬁeljk%opyh%bgyﬁ A% pai d
by D to P)mfoTH@thoaérdee ﬁlaérae@lalsomté %naﬁ@%t 8Ad tHbSHAlUET theostagsl its
own conditions to the " print" rights it issues to end users.

[0066] A |Vatiabies @armbetqh@cﬁmaed]upsam mneﬁeﬁaalﬁxe di stributor may resenble
the followi ng using the XrM.TM ri ghts | anguage. <license> <grant > <forAll
var Name="user"/> <forAl|l varNane="di stri butor Condi ti onFor Pl aP/

<pri nci pal[0062] di fyniamicdnformativn dsdnfermatjpartapable of being (although, it

need not actually be) changed or created by or by reference to a non-static
element. For example, the dynamic information can be obtained based on a
formula, database, curve, predetermined table, percentage of a value, a
function, reference to other data, such as the prime rate of interest or the
change in a stock market index, and/or by a human intervention of the user or

distributor, and/or consumer’s input.

[0063] The consumer’s information may include information such as the
age of the consumer, the credit history of the consumer, the credit limit of the
consumer, income of the consumer, what kind of rights or licenses obtained,
the password of the consumer, the key assigned to the consumer, club
membership for access or discount, the class of the consumer based on a
predetermined criteria, or any other data, identification characteristics and
information. The suppliers information may include some or all of the
subjects of information as the consumer’s information, and may also include,
for example, available options or variations, suppliers, shipping information,

and other information.

[0064] The system and processes disclosed in this invention support multi-

tier and super distributions of content. The following is a use case that shows



<principal varRef="user"/> <play/> <digital Resource

i censePart| d="book"/> <ail Condition> <region regi onCode="US"/> <condition
var Ref =" dwetoeittm4por Condi ti onFor Pl ay"! > </all Conditi on> <PgTresnt/¥e66xf ee>
<flat currencycode="USD'>1 </flat> <to |icensePartid="provider"/> </fee>
</grant> 23 WO 02/ 101491 PCT/ US02/ 17662 <grant> <forAll varName="user"/>
<forAll varName="distributorConditionForPrint"/> <principal

| d="di strifuh e c?ﬁn%é%lf‘dei’ed gﬂ%@gortfﬁ’r 'lﬂmhé‘@éte‘z‘,e{hg‘ﬁrocéﬁ%f bfferirig?! ay/ >

<di gital Resource |icensePartl <al | Condi ti1on> <region
r egi onCodeartdUgtantingaighds ﬂouycshomng{éhe:pmcmssudmmsmmdmg offeres fghtstto/a>

</al | Condirt irﬁsﬁéﬁﬁé%@ihe pgnten?dlstrftpu?or i this cA )?O%%nt8§ gﬁ?s § rrljﬁﬁ?f <to

| i censePar't9
consumer (the end user in this case). It specifically shows how an offer is

generated from an existing license, how this offer is considered with a choice,
and how a final license is issued. Meta-rights provide a mechanism for
permitting the transfer of rights from one party to the next party in a content

distribution chain.

[0065] Suppose that a content provider P of some content C wants to
specify that a distributor D may sell, to any end user within the region of the
United States (US), the “play” right at a flat rate of $1 and the “print” right at a
cost of $4 per copy (both are paid by D to P). The provider also allows the
content distributor to add its own conditions to the “play” and “print” rights it

issues to end users.

[0066] A license from the content provider to the distributor may resemble
the following using the XrML™ rights language.

<license>
<grant>
<forAll varName="user"/>
<forAll varName="distributorConditionForPlay"/>
<principal id="distributor"/>
<issue/>
<grant>
<principal varRef="user"/>
<play/>
<digitalResource licensePartld="book"/>
<allCondition>
<region regionCode="US"/>
<condition varRef="distributorConditionForPlay"/>
</allCondition>
</grant>
<fee>
<flat currencycode="USD">1</flat>
<to licensePartld="provider"/>
<[fee>
</grant>
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</[fee> <
di stri but

/grant> <issuer id="provider"/> </license> [0068] The
or may nake an offer to the end user based on the rights i

as expreswoed2iimsbhe |icense above. Note that usage rightsPam@Soromei

of each o
the follo
getting t

ption are set forth as XM.TM el enents between <grant> tags.

wing offer, note that the distributor adds a fee condition
he pI ay" right, chargi ng the end user $2 ($1 nore than it

t has
tions
In

f or
pays to

the provid
the end u
di stri but
December

di stri but
make t he

var Ref ="u
<digital R
02/ 101491
currencyd
</ grant >

g ad an0t her fee condition for the “print- right, cha
ser |§%r’9 i_qgg( {$1 nore than it pays to the p(rjow de
ora ce time period (u
W%?ﬁ j% %Pé Fgﬁ@cﬂﬁofﬁ&?ﬁh | stri but gr perm(t IOt
or tod '9%" 'sdf' |n the license, as described:above,
of f er<iS®¥#/Per> <grant> <forAll varName="user"/> <princip
ser " /sgraabbt ai n/ > <grant> <pri nci pal var Ref="user"/> <pla
esourcéWﬂlw@MRﬁgﬂHSW)’@k '/> <region regi onCode="US"/> 2
PCT/ US§aay/2662 </g ra nt> <fee> <flat
ode=" USHliigRalRidsaurce ktamskPartseBaok™x="di stri butor"/> </fe
<allCondition>
<region regionCode="US"/>
<condition varRef="distributorConditionForPrint"/>
</allCondition>
</grant>
<fee>
<perUse regionCode="USD">5</perUse>
<to licensePartld="provider"/>
</fee>
</grant>
<issuer id="provider"/>

</license>

r gi ng
r). The
[ O
he
and
al
y/ >
4 WO

e>

[0068] The distributor may make an offer to the end user based on the
rights it has as expressed in the license above. Note that usage rights and

L™ elements between <grant>

conditions of each option are set forth as XM
tags. In the following offer, note that the distributor adds a fee condition for
getting the “play” right, charging the end user $2 ($1 more than it pays to the
provider), and another fee condition for the “print” right, charging the end user
$6 per print copy ($1 more than it pays to the provider). The distributor also
limits the offer to an acceptance time period (up to December 31, 2002).
Meta rights granted to the distributor permit the distributor to modify the grant

in the license, as described above, and make the offer.

<offer>
<grant>

<forAll varName="user"/>

<principal varRef="user"/>

<obtain/>

<grant>
<principal varRef="user"/>
<play/>
<digitalResource licensePartld="book"/>

<region regionCode="US"/>
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<grant> <forAll varNanme="user"/> <principal varRef="user"/> <obtain/>
<grant> <principal varRef="user"/> <print/> <digital Resource

| i censePawoDlodaitdopk” /> <al | Condition> <regi on regi onCode®2CO®N2/1766f ee>
<per Use currencyCode="USD"'>6</ perUse> <to licensePartld="distributor"/>
</fee> </allCondition> </grant> </grant> <issuer id="distributor">
<validityinterval > <until>2002:12:31 </until> </validi tyI nt erval >

</ i ssuer > <f U|,I<]§r§nt>rUUbuT Wrenmthe offer 15 presented dto an end user, the

end user to get only the right to "play" for the flat fee of $2
and res onds to t tr| ut.or ., hQi ce set forth as an XM.TM
el enent IObet ween <ch§j{' %l! e'?ng d g ﬁb%‘?ylf/ﬁ t%chm ce> <grant> <principal
i d="anEndUser"/> <& S
</fee>
</grant>
<grant>

<forAll varName="user"/>
<principal varRef="user"/>
<obtain/>
<grant>
<principal varRef="user"/>
<print/>
<digitalResource licensePartid="book"/>
<allCondition>
<region regionCode="US"/>
<fee>
<perUse currencyCode="USD">6</perUse>
<to licensePartld="distributor"/>
<[fee>
</allCondition>
</grant>
</grant>
<issuer id="distributor">
<validitylnterval>
<until>2002:12:31</until>
</validitylnterval>

<[issuer>
</offer>
[0069] When the offer is presented to an end user, the end user may

choose to get only the right to “play” for the flat fee of $2 and responds to the
distributor with a choice set forth as an XML™ element between <choice>

tags as follows.

<choice>
<grant>

<principal id="anEndUser"/>

<obtain/>

<grant>
<principal id="anEndUser"/>
<play/>
<digitalResource licensePartld="book"/>
<region regionCode="US"/>

</grant>
<fee>
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<principal id="anEndUser"/> <play/> <digital Resource
i censePartl| d="book"/> <region regionCode="US"/> </grant> <fee> 25 WO
02/ 101491WwB@1husor/ 17662 <fl at currencyCode="USD"'>2</ f | alPETALS02/17662
| icensePartl| d="distributor"/> </fee> </grant> <issuer id="an End User'5
<validitylnterval > <until>2002:12: 31 </until> </validitylnterval >
</issuer> </choi ce> [0070] Note that the request can al so be rejected.
Not e al sg—that RS ucted—as a counter_offer for
rights ngt origi naI #’lc% é’:y%?_b. Ef@ «alr1butor. When the distributor
receives [the choi¢e oM the qe t then issues a license to the
user as shown beldG#” <l i cense> <grant> <pri nci pal i d="anEndUser"/ >
<obt ai n/ 3 <gF/@RM™> <principal id="anEndUser"/> <play/> <digital Resolir ce
IicensePartIE!ﬁSllé)%"o'RI @Ef@i’ijﬂroﬁ regi on Code="US"'/> </ g rant>
<validitylnterval>
<until>2002:12:31</until>
</validitylnterval>
<fissuer>
</choice>

[0070] Note that the request can also be rejected. Note also that a
response can also be constructed as a counter offer for rights not originally
offered by the distributor. When the distributor receives the choice from the

end user, it then issues a license to the user as shown below.

<license>
<grant>
<principal id="anEndUser"/>
<obtain/>
<grant>
<principal id="anEndUser"/>
<play/>
<digitalResource licensePartld="book"/>
<region regionCode="US"/>
</grant>
<fee>
<flat currencyCode="USD">2</flat>
<to licensePartld="distributor"/>
</fee>
</grant>
<issuer id="distributor">
<issuedTime>"
2002:05:06
</issuedTime>
<fissuer>
</license>

[0071] Note that in all the XML documents above, the issuers may choose
to digitally sign the documents using some digital signature algorithms. The
recipients of these documents have options to verify the validity of these
documents by checking the validity of the attached digital signatures. Access
to the various documents, and elements thereof, can be controlled using

known techniques.
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<fee> <flat currencyCode="USD'>2</flat> <to |licensePartld="distributor"/>
</fee> </grant> <issuer id="distributor"> <issuedTime> 2002: 05: 06

</i ssuedTWo®2/10K91 ssuer > </|icense> [0071] Note that in &CIr/uShz126bi
docunents above, the issuers may choose to digitally sign the docunents
using sone digital signature algorithns. The recipients of these docunents
have options to verify the validity of these docunents by checking the

validity ofpg7a§ at jiRehRf ﬁhfatfo;f\% éﬁ&r}@t éﬁcﬁ?ra ASultlifl & MBee WRHSa
docunents, "and el enents thereof, can Dbe control ["ed using known techni ques.
26 WO 02/ 10ad® stRETbLUSOMIELT AGage] 0AF2)nd atasisnte ekengise thesrighitsederigedind

i | in. i ] f. h f. As
Jtarts to Battspbfife s el dorBiptb Rl mibEhRetlandRn e oSG “5r "
net a- ri ght GaridBRY viaRfear 4dscRRAEQ WwithRkights Fbﬁbﬁam}‘)ﬁé,!vﬂi&rﬁoﬁé'ié@%rﬁé@om ated

with the rights. For eanPI e, when one is granted with the right to print
5 tinmes anwithdke right &pipsist 6ftirses@ndovakedtcopies of samecdpewsenmplineve t he

ot gi nal . _sonies T e, SadaCo B8t At pucsBd: i ol 6 hetfeltd ) e
t hen made, rigite) aftp\thartiginal giAf@lr tisaorigihbl hagbedeprinted? tilndd amé aatelv nake 2

nore new copies. [0073] The preferred enbodi nent can utilize various
devi ces, sEeit wasdhensnadmdhe comyanst arigial casy all tognthet piinkAdimesgand  t hin

clients an ikg(% .exanple, the client environnment can be a
handhel d dg‘\?ﬁ(ggz 'lg’t?c ng\éfé;{plér%bi | e phone or a PDA. Various channels for

communi cat t(ﬁ)’h‘fan l?ﬁeupsr%{‘je'rred embodiment can utilize various devices, such as a
personal computers, servers, workstations, PDA’s, thin clients and the like.
For example, the client environment can be a handheld device such as a
mobile phone or a PDA. Various channels for communication can be used.
Further, the various functions can be integrated in one device. For example,
the license server function can be accomplished by software within the client
environment. Further, the function of the license server or other modules for
making offers, selecting rights and granting licenses can be accomplished in
the same device. The disclosed functional modules are segregated by
function for clarity. However, the various functions can be combined or
segregated as hardware and/or software modules in any manner. The

various functions can be useful separately or in combination.

[0074] The various elements and portions thereof can be stored on the
same device or on different devices. For example, a license can be stored
together with, or separate from, content. Further, the various elements of a
license can be stored on separate devices. For example the values of state
variables can be stored in a state variable repository of a system that tracks
the current value of state variables. Various links, references, specifications,

and the like can be used to associate the elements.

[0075] The invention has been described through a preferred embodiment

and examples. However, various modifications can be made without
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Further, the various functions can be integrated in one device. For
exanple, the license server function can be acconplished by software

wi t hi n t wookilemp1r environnent. Further, the function of ®PRE/USIDERSE Server
or other nodules for making offers, selecting rights and granting |icenses
can be acconplished in the sane device. The disclosed functional nodul es
are segregated by function for clarity. However, the various functions can
be combi negbiting fSfAR RBp8DI AL HHRNFoR Ad/dRfing O theTsppeRdel ail any
manner. The " varlous tunctions can be usetul separately or in conbination.

[ 0074] TheandbepalsqueValerist s and portions thereof can be stored on the sane
device or on different devices. For exanple, a |license can be stored
together with, or separate from content. Further, the various el enents of
a |icense can be stored on separate devices. For exanple the val ues of
state variables can be stored in a state variable repository of a system
that tracks the current value of state variables. Various |inks,
references, specifications, and the |like can be used to associate the

el ements. [0075] The invention has been described through a preferred
enbodi mrent and exanpl es. However, various nodifications can be nade

w t hout 27 WD 02/ 101491 PCT/ US02/ 17662 departing fromthe scope of the
invention as define by the appended clains and |egal equivalents. 28 WO
02/ 101491 PCT/ US02/ 17662 What we claimis: 1. A nmethod for transferring
usage rights adapted to be associated with itens, said nethod conprising:
generating, by a supplier, at least one first offer containing usage rights
and neta-rights for the item said usage rights defining a manner of use
for the itens, said neta-rights specifying rights to derive usage rights
or other neta-rights; presenting said offer to a first consuner; receiving
a selection fromthe first consuner indicating desired usage
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rights and neta-rights; and, generating a first license granting the
desired usage rights and neta- rights to the first consuner. 2. The nethod
of claimwpoaherei n said |icense specifies one or nore ceadiusoonsexnhi ch
must be satisfied in order for said usage right to be exercised and one or
nore conditions which nust be satisfied in order for said neta-rights to
be exercised. 3. The nmethod of claim1l, further conprising the step of
recei ving Wr}e{twaéﬁnk‘?r a license fromthe first consuner. 4. The net hod
of claim1l urther conprising: receiving a request generated by a second

consuner for a license containing at |east one of usage rights and
net a- ri ght $. f or Atmhethodefos ; trangéersingt isage tighta adapied te lspppeeciatedswitiond

of fer contﬁénqisa%é.{ii&q%h{s)ﬂg%%ved fromsaid neta-rights contained in the

second of f Seehils! supplier is the firs consuner; and

generating, by gessrafing HraRUbPlier, At RRBPBAE Kirst TR contHinIng whge! rigHts
derived fromsard [reta-n&g:_s contained in the second offer, wherein the
second suppnd énetagightie for the: iteron saideusage rigiisodefining g1 MponeUSi Mse7ios2 5.

The nmet hod, of . i oLy, e Ty ’ i i gital t . The
met hod of t(bl%ait%n% g?'ajr %\gg r@h%p%?%r%@héﬂg@pgggyg L%Ira g\%l %@ﬂg @Q@é}e irst
| i cense asmetsyightyn zed draft license to the first consumer; accepting a

confirmati on of said _custpmf%e&d drfﬂ‘;\ft license fromthe first consuner; and
aut hent i cati ng RESENHIGFRIC oftes{Q@ st 6PRSWRLTan aut henti cated |icense. 7.

The met hod of clal.f; | | | | i ' ifad | e
i dentification, }%b!})."ng ta ;@éﬁ?ﬁaﬁép{gfﬁéaﬂ? g’? h?ﬁgf ngcﬁ(gﬁgirgZﬁ?’s@esda:ugﬁgf | east
one grant rigmslandi mgtaidglots; andht s, nmeta-rights, a named princi pal

et om0 g no SR TEbn i AR 489B s IR

of a rights to the first consumer.

2. The method of claim 1, wherein said license specifies one or more
conditions which must be satisfied in order for said usage right to be
exercised and one or more conditions which must be satisfied in order for said

meta-rights to be exercised.

3. The method of claim 1, further comprising the step of receiving a

request for a license from the first consumer.

4. The method of claim 1, further comprising:

receiving a request generated by a second consumer for a license
containing at least one of usage rights and meta-rights for the items;

generating, by a second supplier, a second offer containing rights
derived from said meta-rights contained in the second offer, wherein the
second supplier is the firs consumer; and

generating, by a second supplier, a second license containing rights
derived from said meta-rights contained in the second offer, wherein the

second supplier is the first consumer.

29



provider, distributor, retailer, consunmer, or a user. 9. The nethod of
claim1, wherein the first consuner is at |east one of a provider,

di stri butwo,02netai | er, consumer, or a user. 10. The et hoeCaofuSot/aionz 1,
wherein the step of generating at | east one offer conprises the steps of:
collecting usage rights and neta-rights available to be offered,
determning if the supplier has a right to offer the avail abl e usage rights

and et a-1g ot sind AffloRPdf ddint ewBBRAH §d Remlonforkstls digitaldoptent. [T a1 ght

to offer other usage and neta rights does not exist; conposing an offer
based on available rights if the supplier has the right to offer other

usage and ta_tights; aut heptjcating said, offer. 11. The nethod of
clarm 10, Sher NP @gﬁ@dié%dn%@ foftelr 85 copRRods'sits o 02 101491 |
PCT/ US02/ 17662epr5\_%91©msé‘iﬂnﬁkst flicBn§® EUBESUSGRiZBH R Alerdt @ ftRé firsic! udi ng

specific wusage rights and neta-rights; applying the specific usage rights
and net a- coghumerio the offer as a filter; and determning if an offer

Lompl at e as an pamd §£oroaliofifreRl bafite dprtiedtRUbAtRTA

gener at i nG¢oAstiegtand cense further conprises the steps of: determning if

t he suppl er has the right to q(]:]ran'_t the rights; term natin(g .the step of

custom zi ng a @unenticaingsaid draftlicense ipcreate apauthapticatad iCense.r i ght to

grant the rights; analyzing one or nore choices received fromthe consuner;

determining if the choices are acceptable; and creating a draft |icense

based on trhe chiiecathdd ohelaimmol cwhermie saatfispliabhse chfprifee articdresd of

| ai , . .

claim iz, ic\:iAQnetirﬁ%%Hor?,aaI\ ig?t%?&gﬁ;tugg,naerqf g{ Iggstf grqé grearnt, said at least one grant

including usage rights, meta-rights, a named principal designating the first

consumer to whom rights are granted, and a condition list.

8. The method of claim 1, wherein the first supplier is at lest one of a

provider, distributor, retailer, consumer, or a user.

9. The method of claim 1, wherein the first consumer is at least one of a

provider, distributor, retailer, consumer, or a user.

10. The method of claim 1, wherein the step of generating at least one
offer comprises the steps of:

collecting usage rights and meta-rights available to be offered;

determining if the supplier has a right to offer the available usage rights
and meta-rights;

terminating the generating of a set of offers, if a right to offer other
usage and meta rights does not exist;

composi'ng an offer based on available rights if the supplier has the
right to offer other usage and meta rights; and

authenticating said offer.

11.  The method of claim 10, wherein said composing step comprises:
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conprises; presenting the draft |license to the consuner; re-negotiating a
license if the first license if not approved by the consuner; and

aut hent i capioagotdbe draft |icense if the first consunmer appcowss2/itsez draft
| icense. 14. The method of claim 1, wherein said usage rights specify
rights to copy, transfer, |oan, play, print, back-up, restore, delete,
extract, enbed, edit, authorize, install, or un-install the item 15. A

system for t ranééi%?@irmg 4s g&ﬁéﬁ%ﬁﬂéyqepeést 8 A ARTARLRLRTY tw'ﬂéaﬁ@n

item to be licensed inm nulti-tier channel's of distribution w downstr eam
ri ghts andusageliightersdansiagrighisat | east one | evel, said system conpri sing:

31 WO 02/101491 PCT/ USD2/ 1766 a supplier c nent Qnpri si.ng:. a
suppl i er user i#fP V‘Péic@‘enﬁ%?ﬁ? U396t '%l?tsg@?fgﬁi‘%af”%ﬁﬁpe opﬁﬁgﬁgr%ti ng an
of fer cont@gidy geggat | east usage rights and of neta-rights; a rights

conposer nodul e for conposing a draft license; a repository for su_?pl ier's
rights; a suppl fletermining éramoffgaiemplete caraspendsoiesiheeiitarepitesand i

conprising,_ a nsu i ul e; an offer-consideration nodul e
confi gur ed>9 8@&51%/%59@%4@%? Lgéﬁéjr%?’ed by the supplier conponent and
select offers based on the analysis; a repository for consuner's rights; a
consuner nmanagenent dat abase;. and a conmunication |ink, coupling said

suppl i er cbéponéie raethod af rlaigbi s wherein siaid stai of Q@ert'ﬁgsﬁpéfﬁtg§ep§%i ted in
cl aim 15, W‘f‘ﬁr{e iC pﬁegwg{eﬁg dtomponent  further conprises offer-tenplates
and consuner profile rnformation, wherein said offer-tenplate contains one
or nore predet edeenaihing Kdlee sugples hasdhe right to grant the rights;

terminating the step of customizing a draft license, if the supplier does
not have the right to grant the rights;

analyzing one or more choices received from the consumer;

determining if the choices are acceptable; and

creating a draft license based on the choices if the choices are

acceptable.

13. The method of claim 12, wherein said step of generating further
comprises;

presenting the draft license to the consumer,;

re-negotiating a license if the first license if not approved by the
consumer; and

authenticating the draft license if the first consumer approves the draft

license.

14. The method of claim 1, wherein said usage rights specify rights to
copy, transfer, loan, play, print, back-up, restore, delete, extract, embed, edit,

authorize, install, or un-install the item.
15. A system for transferring usage rights adapted to be associated with an

item, to be licensed in multi-tier channels of distribution with downstream

rights and conditions assigned at least one level, said system comprising:
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meta-rights, and wherein said consuner profile informati on conprises at

| east one of consuner identity information, account information, purchase
hi story wofoenembi on, consuner preferences information, amdTarseziieer ati ng
information. 17. A systemas recited in claim15, wherein said consuner
conponent further conprises a supplier-preference nodule for providing
supplier information. 18. The system of claim 15, wherein said

of f er - consi deraéisﬁpplﬁg}%{rfporfémpédrﬁﬁ iingeans for determning if the
an offer;

consuner can accep means ftor applying selection logic to the
of fer; neans for speaistippliey usenintadace mexluleggnd 32 WO 02/ 101491

PCT/ US02/ 17662 f thenticatj hoi .and iding. the choi
to said  suppiier compGHEROSNEEIOTMOASIITeTETaINg aniafenFrdINNE Al d oans

for applyijggscQsmid ﬁ@’ﬂs and®FMaethQigmas sing the offer and sel ecting
preferred usage rights and neta-rights in the offer; neans for filtering

of fers based on supp# rightsprasnpesaidasdulerieaermposing pdraftligenseis uner

pref erences; and neans_f or ' Qpt1.ans based on the output of said
means for parsing, %z?‘%f’%ﬁtﬁ%kbgg?rlﬁé@ﬁ%g and said neans for applying
consuner prefer ence§sug@iermmd‘mﬁeﬁmatgm@;@ﬁng a license to digital
content to be used within a systemfor at |east one of nmanagi ng use and

di stribution of@CRBSWNGT EANPEBARLGRMPrisBY:d net hod conprising: presenting a
consumer with an offg%ohgl%?pbggr iﬁfetr%c%irﬁ&tilﬁe' receiving a selection by the
consuner of at |east one neta-rig Inthe "offer; generating a |license
based on the sel ectiam,offeheoasidetdtion] moenke copigured dot drealgzan shererffer

exercise the at | east one nmeta-right and pernmts the onsyner to offer at
| east one SRNSrated kY théa supplier sgmpppgant ard gglegtgﬁqrsmeg on the analysis;

a repository for consumer’s rights;
a consumer management database; and
a communication link coupling said supplier component and said

consumer component.

16. A system as recited in claim 15, wherein the supplier component
further comprises offer-templates and consumer profile information, wherein
said offer-template contains one or more predetermined usage rights and
meta-rights, and wherein said consumer profile information comprises at least
one of consumer identity information, account information, purchase history

information, consumer preferences information, and credit rating information.

17. A system as recited in claim 15, wherein said consumer component
further comprises a supplier-preference module for providing supplier

information.

18. The system of claim 15, wherein said offer-consideration module
comprises:

means for determining if the consumer can accept an offer;

means for applying selection logic to the offer;

means for specifying contingencies; and
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nmeta-right and generate a license including the at | east one derived right.
21. A nmethod as recited in claim15, wherein the at | east one derived right
in the |iwengaofsor t he second party includes usage rightsPCo/UsSe2/€x%62 ci sed
by the second party and neta-rights permtting derived rights to be offere
toa third party. 33

means for authenticating choices and providing the choices to said

supplier component.

19.  The system of claim 18, wherein said means for applying comprises:

means for parsing the offer and selecting preferred usage rights and
meta-rights in the offer;

means for filtering offers based on supplier preferences;

means for applying consumer preferences; and

means for selecting options based on the output of said means for
parsing, said means for filtering, and said means for applying consumer

preferences.

20. A method for generating a license to digital content to be used within a
system for at least one of managing use and distribution of the digital content,
said method comprising:

presenting a consumer with an offer including meta-rights;

receiving a selection by the consumer of at least one meta-right in the
offer;

generating a license based on the selection, wherein the license
permits the consumer to exercise the at least one meta-right and permits the
consumer to offer at least one derived right derived from the at least one

meta-right and generate a license including the at least one derived right.

21. A method as recited in claim 15, wherein the at least one derived right
in the license for the second party includes usage rights to be exercised by
the second party and meta-rights permitting derived rights to be offere to a
third party.
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