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FIRST RELAY SERVER AND SECOND RELAY SERVER

Technical Field
{0001] The present invention relates to a relay server that enables
client terminals connectedtolocal area networks {LANs) to communicate

with one another beyond a wide area network (WAN).

Background art

[0002] By using a virtual private network {(VPN), a client terminal
can communicate with another client terminal remotely located across
a WAN. However, it is difficult for the VPN to construct a network
that has expandability and flexibility.

[0003] A relay communication system disclosed in Patent Document
1 can construct a network that appears as if remote LANs are directly
connected to one anothexr, in a similar way to a VPN. This relay
communication system has better expandability and flexibility than
a general VPN in that it is possibie to dynamically change the group

relationship among the LANs, and so on.



[ G003] A rel ay comruni cati on system di scl osed in Patent Docunent | can
construct a network that appears as if renote LANs are directly
connected to one another, in a simlar way to a VPN. This relay
comuni cati on system has better expandability and flexibility than a
general VPN in that it is possible to dynam cally change the group
rel ati onship anong the LANs, and so on. Prior Art Docunent Patent
Docunment [0004][ Patent Docunent 1] Japanese Patent Lai d- Qpen

Publ i cat | on . .2008-129991 Surmmary of the Invention Problens to be
Sol ved by tHe A4tvERCPBAR"T

Patent Document

[0004] [Patent Document 1] Japanese Patent Laid-Open Publication

No. 2008-12%99%91

Summary ©f the Invention

Problems to be Solved by the Invention

[0005] In the relay communication system disclosed in Patent
Document 1, each relay server shares identification information of
theclient terminals connected toeach LAN, thus enabling communication
among the client terminals. Specifically, association information
between identification information of the relay servers and
identification information of the client terminals is shared by the
entire network, thus making it possible for the relay servers to relay
communication packets among the client terminals.

[0006] The present invention, a communication method and
communication systemprovide excellent flexibility and expandability
and include client terminals that communicate with one anothex through
a WAN.

Means for Solving the Problems

[0007] A first relay sexver according to a preferred embodiment



[ 0005] kn the relay comuni cation system di scl osed in Patent Docunent
1, each relay server shares identification information of the client
termnals connected to each LAN, thus enabling comuni cati on anong
the client termnals. Specifically, association information between
identification information of the relay servers and identification
information of the client termnals is shared by the entire network,
thus nmaking it possible for the relay servers to relay comrunication
packets appng the client term nals, [OOOGiThe present invention, a
conmmuni c%gpt&ﬁ% RETHOE LREERGARRS Gat 1 oM &§ REBEEV Y CREneREer | eng 'second
flexibility and expandability and include client termnals that
comuni cagkawi sdrwne vdrotherndehepeaghnat Wi . Mranstinst SdMdnGdkher is
Probl ens [0007] A first relay server according to a preferred

enbodi NneRbnn&ftdd€o Br &S LAV entd 1%1:'éon@mfm.rcﬁtu&ﬁlt%¥m$ﬁéygr on cted
connected to a second relay server VI a a w de area network ch First

relay server, | ed to a fi A first commnlcatlon
ter mynal Egs{%eonﬁé:ggnfaﬁi th W‘?Oﬁ ﬂ yﬁeervseé:céﬁdc?@eﬁj:eéieFQe? §egond
connect egA{To a second LAN.

The first relay server preferably includes: a setting unit;
a relay group information sharing unit; a network address information
registration unit; a routing session establishment unit; a routing
processing unit; and a routing session disconnection unit.

The settingunitactivatesordeactivatesaroutingfunction.
The relay group information sharing unit shares, with the second relay
server, relay group information including information to specify the
first relay server and the second relay server constituting the relay
group.

The network address information registrationunit registers
a network address information.
Upon receiving an instruction to route a communication packet between
the first relay server and the second relay server after the routing
function is activated by the setting unit, the routing session
establishment unit transmits anetwork address information of the first
LAN that routes a communication packet via the first relay server to
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Thefirstrel ayserverpreferabl yincl udes: asettingunit; a relay group
information sharing unit; a network address information registration
unit; a routing session establishnment unit; a routing processing
unit; and a routing session disconnection unit.

Thesetti nguni tacti vatesordeacti vatesarouti ngfunction. The relay group
information sharing unit shares, with the second relay server, relay
group information including information to specify the first relay
server and the second relay server constituting the relay group.

The net wotk S5G8F8sEetH GEFEEF ont SR VeSr &t ROW U POHEgF St BrEPmmatéoRork
address information. Upon receiving an instruction to route a

communi cidtd eacpad kel tistweeurtdse dommehicet byn perver vaadHehees@obndiay
relay server after the routing function is activated by the setting

unit, theefeut fRAch 888 HeRBn8Slalli SSUERM, U Ee%{m £%e BePRbMPLKAress

address information of the first LAN that routes a communi cati on

packet vija.t first_rel ay.se r.to. the second re]ay server,
recei vesirgfon%eav%ro %%d‘(r%ees lf?# mﬁlgnﬂbﬁ‘ nfaﬁgo”é]éca(?r%fe)éﬁl\??%martd@f‘e%f
a comuni cati on packet via the second relay server fromthe second
rel ay setvepecand [Adgigttéesneoteaddrgs adaiessatdroraal s oreifort heit.
first LAN and the network address information of the second LAN in

t he net wbuikladcoess thé orsmtingn seegish radi L iwhident Furiheldmnaishhs &
routing session establishnent unit establishes a routing session with
t he sec - r ; i i t n. the
rst LAN Ang T Sota i b Eold e SRR EELL DL BEITAS cclRMERR: O
comuni cat i,o acket fromthe first conmunication termnal , the
routing $99ﬁ§&égﬁﬁaeﬁﬂiFh% Bt ke Ret RS 15C9%6t LANnet wor k addr ess

i nformation corresponding to the destination address of the
conmuni cat i on pacKepnhaschévihng egi semedicatide petkwr kfaddress first
information registration unit, and specifies the second relay server

as a rel amserieticapabhengf , £abtb08i AHEr 6O8MINY Falit UL RAGKEEstRefher
net wor k address corresponding to the destination address.

Subseque t r I ocessing. unit transfers the co ni.cat i on
packet t rééaﬁlF%EwgﬂiF?gagé%égﬁgﬁﬁék%??fﬁ@r%%%%h nﬁéfé§g§gg%ﬁﬁ?atlon
The routing session disconnection unit receives an instruction to

deact i va%féﬂgﬁer?e‘i ?oGhPEPrERSdFBRSY BATKk Ak hasthaamgremiistergddet thraneswohk
routing session, and deletes the network address information fromthe

net wor k aditireessinidoratdionoregiegiratt ah ivdd tynddd specifies the second relay
server as a relay server capable of routing the communication packet

to a network address corresponding to the destination address.
Subsequently, the routing processing unit transfers the communication

packet through the routing session with the second relay server.
The routing session disconnection unit receives an

instruction to deactivate the routing session from the setting unit,
deactivates the routing session, and deletes the network address

information from the network address information registration unit.
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[ 0008] The first relay server may further include: a relay server
information sharing unit that shares relay server information to

regi ster |IF addresses of the first relay server and the second rel ay
server. [0009] A second relay server according to another preferred
enbodi nent of the present invention is a second relay server
connected to a first relay server via a wi de area network. The second
relay server is connectedto a second LAN. The first relay server is
connected to a first LAN. Afirst client termnal that routes a
comuni cBR9YH packbe Fizst Relay seEvREImRY SBFesT iigcévAnedt vellaw sehuver
first LAN The second relay server includes: a setting
unit; a iefayngrioup shatongathion St isgresi relayr stayeSel®rmation to
information sharing unit; a comrunication unit; a network address

i nfor mat} o 419G $Praid QR MBI 5 (Rl PHEd N385 S QR & éﬂﬁ)lth%hggggncygleﬁ_éy
a routing processing unit; and a routing session disconnection unit.
The settingunit activates or deactivates a routing function. The

rel ay gr% $™f or nat i on sharing unit shares, with the first relay
server, a relay group information including information used to

speci fy tHe0%] r st &r elepprdernedayarabvigs secondingl d&p sarotder preferred
constituting the relay group. The relay server information sharing

uni t shasfisodMdnt $he€he present invention is a second relay server connected

to a first relay server via a wide area network. The second relay
server is connectedtoasecondLAN. Thefirstrelayserver isconnected
to a first LAN. A first client terminal that routes a communication
packet via the first relay server is connected to the first LAN.

The second relay server includes: a setting unit; a relay
group information sharing unit; a relay server information sharing
unit; a communicationunit; a network address information registration
unit; a routing session establiishment unit; a routing processingunit;
and a routing session disconnection unit.

The settingunitactivatesordeactivatesarouting function.
The relay group information sharing unit shares, with the first relay
server, arelaygroup informationincluding informationused to specify
the first relay server and the second relay server constituting the
relay group.

The relay server information sharing unit shares, with the



firrst relay server and the first client termnal, a relay server
info/mation including information used to specify the first relay
server and the second relay server, and information used to specify
the first client term nal. The conmuni cation unit
specifies that the first client termnal is connected to the first
relay server based on the relay server information. Subsequently, the
comuni cation unit conmmunicates with the first client term nal

t hrough the {irs rel ay server, , . The network address

i nf or mat iF6h°T et ?%eﬁqﬁg?ruﬁpg F8§i §tEFs S IRwEPE™ 488t esd relay server
information. Upon receiving an instruction to route a conmuni cation
packet bénfiesratinn fincdtdéngetnfowmatiival uand themeddydthel fjrsemedny
after the routing function is activated by the setting unit, the

routing sesséOMRStAL $SIURNEUAY 106, VAS 3 WAL KoRdHe@SE0 specify
information of the first LANfromthe first client termnal through

t he conngﬂgﬁg$%%%(#%%$Fi%%gﬂf £§ a network address infornation of

t he secon st clrient term nal by using the

communi cation unit, and registers the network address information of
the first LAN and %ife GP8TWOLRahHeR €43l nRacidiesn thtt hlee sEwtid alAnNnt
in the network address information registration unit. Furthernore,

t he rout tagniesksiion ceshabtéshnenthe @bkt estlaly kshesr dasd bAgrise ISR
with the first client termnal to route the comrunication packet

bet ween theyftr stn ka1 .he S%ﬂ\(%gq}aé‘ﬁlt_ly, the. c mHPP&Etri%gxei \éf-nri%

a communi cati on packet fronthe comuni cation term nal connecte

t he second LAN , .the routin rocessing unit. deternm nes whether or

not a netRBFR RS Y PR DIarroh Coriis ORI (0 TPHER e FAET diplay
address has been registered in the network address registration unit,

and specPfFE8Tthe first client termnal as a term nal capabl e of
routing the comruni cati on packet to a network address correspondi ng

to the destinati orradskess:k fusequUetdia t t BE regib t ARGt RDGESSHAE dHYts
transfers the communi cati on packet through the routing session with

the first gLigiy LRIIPNR! 4nformation.

Upon receiving an instruction to route a communication packet between
the first client terminal and the second relay server after the routing
function is activated by the setting unit, the routing session
establishment unit receives a network address information of the first
LAN from the first client terminal through the communication unit,
transmits a network address information of the second LAN to the first
client terminal by using the communication unit, and registers the
network address information of the first LAN and th.e network address
information of the second LAN in the network address information

registration unit. Furthermore, the routing session establishment



The routing session disconnection unit receives an instruction to
deactivate the routing session fromthe setting unit, deactivates the
routing session, and deletes the network address information fromthe
network address information registration unit. [0010]

| Paddr essesofthe first relay server and the second relay server and
an | P address of the first client termnal connected to the first
relay server maybe registered in the relay server information.

[0011] A first relay server according to still another preferred
enbodi meRPLBESERELpPRIR M TPAVER iS6H SLen avifsly Bhe fdlrgy akyardr tevnintl &d
7 to a second relay server via a wide area network. The first relay
server i socoaraet edmtoncdtist phARet Adtivesh clomiiiiscatA Rnkiet g nRlcoha
connected to the first LAN. The second relay server is connected to a
second LANg. The first relay server includes: a setting
unit; a relay group information sharing unit; a network address

i nformation regisgfation yni.t; a routing session establishment unit;
a routing processi@SqﬁﬁqgfvéﬁaaéxWBHP?ﬁ8t§%%§?%%ﬁﬁ¥§@BEQ%E?W?HP%ﬁﬁ999n
The settingunit activates or deactivates a routing function. The

rel ay gréapuindloroeaneshedhe ithe grcendHates, thitouthegserondsslaynit
server, relay group information including information used to specify

the firstetetmyneEerNethandrtfde $ae0ndrk aHaye SSAUEHrRONSI EotI I ng
relay group. The network address information registration

unit registigrs r L.pfar [ O, . ivi.n n
st ruct For o e e o e e s R ERE e P Mg
server and the second relay server after the routing function is

act i vat ed®ByStHRFianiiidy i $Peg M ihfyl el G nddteaBiingh st taminal

transmts a network address information of the first LANto the

second r ekpgbbereokryovtEog vbe aonmtmbeikt addmesketntor raheowo ddiress

second LAN fromthe second relay server, and regi sters the network
corresponding to the destination address. Subsequently, the routing
processingunit transfers the communication packet through the routing
session with the first client terminal.

The zrouting session disconnection unit receives an
instruction to deactivate the routing session from the setting unit,
deactivates the routing session, and deletes the network address
information from the network address information registration unit.
[0010] IP addresses of the £irst relay server and the second relay
sexver and an IP address of the first client terminal connected to
thefirstrelayservermayberegisteredintherelayserverinformation.

[0011] A first relay server according to still another preferred

embodiment of the present invention is a first relay server connected



address information of the first LAN and the network address
information of the second LAN in the network address information
registration unit along with identification information of routing
patterns. Furthernore, the routing session establishnment unit
establishes, a routing session with the second relay server to route
t he communi cati on packet between the first LAN and the second LAN in
a case where the first relay server and the second relay server are

i nvol ved,_j.n_q routin attern, having sanme .ideptifjcation

i nfor rrtat1|:!8n'—’.1 SEeoid kay S%ﬁréa% E’éée?vvf%%e R TESNPERT i oh pabiett PRI
the first communication termnal, the routing processing unit

det er m nB8TVffetifeFORREHEID &onetiicisé &8Hr eds FiAfbravamushcedl o Ssomdingag
to the destination address of the conmuni cati on packet has been

regi st er bd damrickeetetovthk BtyteSaNL NfIreNBE tOM regh§t satvedn i gnidnnalteq
t he network addresses of the first and second LANs have been

associ atgd MihHachagther by the sane identification information,

and specifies the second relay server as a relay server capabl e of
routing the connu&%pa%lon packet to a network address,corresgondin

to the destination "&ddrEsk. TS i¥s EGHERT IR CHKESF oRtTHG iPRoBRESI Ry TGRRY
transfers the comuni cati on packet by using the routing session with
t he secoBdov| apfeergeion sharing unitThe rmritiomd se®iiess information
di sconnection unit receives an instruction to deactivate the routing
sessi on fegmatiheriset bhDg; Widoutidgagss P esthB1{ HMd I 18 Fi OhorAldy
further, deletes the network address informationandthe identification
i nf or nat | ! \\O information registration unit.
[o012] AP Pee e ST Db A ARG g BB R O Bk b STt B v e
enbodi nent of the present invention is a first relay server connected
to a second rel ay BEAFFIgAYNAtARTLYaERS ay dsasbbTatiAse oW igw Fired ion.
network. The first relay server is connected to a first LAN. A first
communi cdhe grlegrgriongl i o wantentset rtiagtdie of skssted, AN thTbige $@¢0nd relay
relay server is connected to a second LAN. The third relay server is
connect edetPed, tBEEH gAMb information iEB@u&hlilétinESJr@tﬁﬁf Y8Lq kRGeS,
a setting unit; a relay group information sharing unit; a het work
addr ess 'Héqﬁggkionlreggstration%ﬂgt' a %ou i ng session e
est abl i shRBRt 0T £513 Pt iCAg BT hes SPAGPUMSAYaRtr W7 GaTFhY TSk she
di sconnection unit. The setting unit activates or

deact i vaFes3®d ¥WH-ng function. The relay group information sharing
unit shares, with the second relay server and the third relay server,
a relay group i nf aheaid o rikneididisBd nifdi-as Fesh 88g UsEh i@ nSRAG fay i@ rs
first relay server, the second relay server and the third relay

server consLifiy NGB8 s &h AYr MO,

Upon receiving an instruction to route a communication packet between
the first relay server and the second relay server after the routing
function is activated by the setting unit, a routing session
establishment unit transmits anetworkaddress information of the first
LAN to the second relay server, receives a network address information

of the second LAN from the second relay server, and registers the network
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The network address information registration unit registers a network
address information. Upon receiving an instruction to route a

communi cati on packet anong the first relay server, the second rel ay
server and the third relay server after the routing function is
activated by the setting unit, the routing session establishnent unit
transmts a network address information of the first LAN that routes
a communi cati on packet via the first relay server to the second rel ay
server and the third relay server, receives a network address

i nf or mat3EH S IO rsaEsad of ARefrigwtiiie’ ayetmneteicayk skingss infecniabsn
a network address information of the third LAN fromthe third rel ay
server, afndheegicoharlaN he thetnseilsraddioesssiinfrration efitheafidshnit
LAN, the network address information of the second LAN and the
networ k Adfles s, Il ORhi98; ol ddle L Lalbhn the hglugrk addiess,
information Tegistration unit élong Wi th TdentiffcatTon i or et on
of routin atterns. Furthernore, the routjng session establishment
unit estBHTTGTEC S r R iR EdBgsP o 9P £5tabbIshnaRE ¥Bibi fEtadd skesnga
the first relay server, the second relay server and the third rel ay
server seoruthatg 4éss icomiil tae fenopdckity rayvee toouted throrgriuhe chit sh
LAN, the second LAN and the third LAN in a case where the first rel ay

server, giwksresendetsl@e FeLYerLANGnENEns NdbnietRY SELVELs@hfiere the
i nvol ved in one conmon routing pattern having the sanme identification

informatio Upo ceiving, a conmuni cation packet fr.om
the f1rst oomPSAREat PETET Gr FOT, STHaN SGCP RGBT Dicds &P RgURTRLved 1n one

determ nes whether or not a network address information

cor r espoffiiTRY FEUERBI dRAE F 9 SdvAaedr 8ame oidaid fdeatipn cinfarmasacket
has been registered in the network address information registration
unit after the netUwonk raddiessgsai rfcormmaticeniof bhekdt r sto@nehsecondt
LANs have been associated with each other by the sane identification
| nf or mat & QARG t3BAGerhefa t NEns 86APMNS BL e SB35 éfﬁ%ggsﬁﬁg¥ﬁér
capabl e of routing the conmuni cation packet to net wor kK address
corresponding to éhe degtinatLo addr ess. Subﬁgggentlg, if a roquting
sessi on U PR thBSEELOhACHERSS T2EPTBR FHAS CREERSRAUIEMY théhe dassination
routing processing unit transfers the conmunication packet through

t he rout@ddreesef ghewianmunheatbeopdcket dpsserareregimictretl irhehe avtivogk
session with the second relay server has not been established, the

routing pdoeassiAgotiMiidy a8si &% dike GRMMURLE AN PRFda! 24aF OU: 35
routing session with the third relay server associated by the sane

identifi i i LOon. The r.outi.n essi.on
di sconne%’?% 5298%:%{9{ ggfé{n\?é;%.}\gﬁ }llanvset Pﬁ% i%om %%%efiﬁ%tzleﬁ?}hﬁtﬁﬁftb% ghe
deactivate the routing session with the second relay server

deact i vat ¥ AR T oliGag cadadiogRat ann, aerspesifhes fbewerrnddalagserver
information and the identification information fromthe network

addr ess anfomebiyoneregt tapabiloncfintdutin@0iBe ¢oampdsetnbeneadiet o a
decided that it is possible to route the conmunication packet to the

second LaNiwand thesdaut i NG, $@88bRRIing to the destination address.
Subsequently, the routing processingunit transfers the communication

packet by using the routing session with the second relay server,

The routing session disconnection unit receives an

instructiocn to deactivate the routing session from the setting unit,
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is established with the second relay server, when an error occurs in
communi cation using the routing session with the second relay server,
the communi cati on packet may be transferred by using the routing
session with the third relay server associated by the sane
identification information. [0014]A first relay server according to
still another preferred enbodi mrent of the present invention is a
first relay server connected to a second relay server and a third
relay server via a wde area network. The first relay server is
connect ety atiEss thEARPURLHY S8 sdeRmuane af Y imerer Abhates sheomesbpel
to the first LAN. The second relay server is connected to a second
LAN. Theaddesh irefamasdonandithedaenet fedat Dorai d fodich tliAN.from the network
The first relay server includes : a setting unit; a relay group

| nf or mat 4 i SNALNIG AL L on B ABIARLK ;801258 fdH10nMat 0N rQQlgtration,
unit; a routing session establishnment unit; a routing processing
unit; and a routing.session disconnection_unit. ] The
setting TR TS RECTUAED 67 2 Gbadt APRLS* B TPSREFRY SFRAEITSR: oF fiaePapagnt
group information sharing unit shares, with the second relay server
and the inyentics 4y adivet, relavebayver coprented nut rosrdarc] vellay server
information used to specify the first relay server, the second relay

server, and 4 il rdisel Sorwer veh £ofsid bubhngetie-i €l ale GF O rela
The network address information registration unit registers a netmor%

addr ess | [ r.eceiMi instruction to route a .
comuni c%%‘g%]ﬁgtgc g?ngg’n%ér% t’? hg %/lﬁ?%t E&gl a?/h‘ Eé?%r‘ff’“%‘\%‘é‘ l%%{é%a%ra GeErAp et
server and the third relay_server after the routing function is
acti vat elfS GPIPRETER1 R rgeuht st LAY r JiE AgCRR JedAY c3q IS SR mASAnegRRd
transmts a network address information of the first LAN that routes
a conmuntca sFencopddadt. Vitee théerflireitayr sdagers dsvernter tiebet s acomtr-d ehay
server and the third relay server, receives a network address
information of thenseeppgk LAN A : Le efni £ ECE
a network address information 3¢g$%ggfﬁﬁgggﬁ%ﬁ f%gﬁ?ﬁﬁéxﬁﬂ?%%’%bféggy
server, agg re i§t§rstﬂﬂg ngtmprk addr ess infornﬁyio of the first .
LAN, t he®hetforR™ 2l esd" i RPFBT Tt i B of Phd S d IR SHTd YHermation
network address information of the third LAN in the network address
i nf or mat Fe9 FeFtsiOratnoh; uhitcvaistgsewaien ¢enebligndrdn unat oravatousnng
of routing patterns. Furthernore, the routing session establishnent
uni t estabbtsdEin unatit i AR S€ o ALnigN s8B8s 861 d T Ayohneerbination anong
the first relay server, the second relay server and the third rel ay
server so that th (oYparaFle] ks t he.
LANs of the reIayq?%rvergb%%%gﬁgggggéﬁé%?géag?%Iiéﬁaih%?%ﬁ%ﬁgﬁﬂﬁé%lon'
of the identification information

havi ng, ng.a pluraljt I
[ ndi cat i NS FEUEY g BRAMIRACIRE GHIBA HrierthHTocat Yo Fhe GeRard aRlay
server and the third relay server, a relay group information including
information used to specify the first relay server, the second relay
server and the third relay server constituting the relay group.
The network address information registrationunit registers
a network address information.

Upon receiving an instruction to route a communication packet among
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Upon receiving a comuni cation packet fromthe first conmunication
term nal, the routingprocessingunit determ nes whether or not a
networ k address infornmation corresponding to the destination address
of the comuni cation packet has been registered in the network
address information registration unit after the network addresses
information of the first and second LANs have been associated with
each other by the sane identification information anong the plurality
of identification information, and specifies the second relay server
as a rel B5° detPér TR MBAIRSE VEE - r B ISRGORR T IRYIRTERT i ShekEtindoralay
net wor k address corresponding to the destination address.
Subsequen¢tyer wiféerotie ngupiogeSsiatgonuni s datdrated ot RdeCcoamitticcahion
packet through the routing session with the second relay server.

The 1 OUt ERG £AS TGN EL SLANMAEELONs MR, LAGE! VES A dNS! RUCHLAD JLEQEL
the setting unit to deactivate the routing session wth the secon

rel ay server, deactiyat.es _the _routi session, and del etes the ,
ot vor kSRR BF rlta S SR AthG PR berr Has At O HGEARE ] BAF Heofi 2
the network address information registration unit. Effects of the

| nvent i obh ¢ GATSEI TR kaveseEVey toctheseqond mtilay sorven hodsher e brd edlay
enbodi nents of thepresent invention, thenetworkaddresses information

of the Lédbvér, wbtetves BaHWG K addid @i hsoMaltidat @f takes hakethy from
bet ween 15
the second relay server, receives a network address information of
the third LAN from the third relay server, and registers the network
address information of the first LAN, the network address information
of the second LAN and the network address information of the third
LAN in the network address information registration unit along with
identification information of routing patterns. Furthermore, the
routing session establishment unit establishes a routing session in
an arbitrary combination among the first relay server, the second relay
server and the third relay server so that the communication packet
may be routed among the first LAN, the second LAN and the third LAN
in a case where the first relay server, the second relay server and
the third relay sexver are involved in one common routing pattern having
the same identification information.
Upon receiving a communication packet from the first

communication terminal, the routingprocessingunit determines whether
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the relay servers. Then, the routing session is established between
the relay servers in which the routing function is validated. In such
a way, the communication packet transmtted fromthe client term nal
by directly designating the |IP address is routed through the WAN
Moreover, the | P addresses of the relay servers and the client
term nals connected to the respective LANs are shared. In such a way,
in a systemof network addresses in which routing is allowed, it may
be possible to refer to the address informati on and connecti on
information of the client termnals. [0016] Moreover, an arbitrary
client term nal connected to the LAN may be selected, and is all owed
to function as a routing device. In such a way, the routing control
i s fl exinbt y eerdor saedebd iaf orensiain deeragiondidg ootid gpatatatden [ 0017] 1 n
the relay server according to still another preferred enbodi nent of
t he presenits demherbinouhict tienpANBe Wi Chedperehdstrart éntbahietgprgont r ol
anong a plurality of relay servers included in the relay group are
manageddabasethfoandtien teattfdtdat iwontiafer nadel ogtwokh Sdebs=asway, at
the tinme of transferring the communi cati on packet between the
r enot ehyortnae adredt LANSE i vish eadddesttont | 10ak | loRe | bfeor ambrOnedswindf erred t o,
so as to decide a route. Mrreover, by using the identification
i nf or EAth @Bhe@bPkhE ahhd ydeaf i F ity ol llat ormetHdon ernpadpeet Niesmay be set
even within the same relay group. Brief Description of the Draw ngs
gecond relay server as a relay server capable of routing the

communication packet to a network address corresponding to the
destination address. Subsequently, if a routing session with the
second relay server has been established, the routing processing unit
transfers the communication packet through the routing session with
the second relay server, and if the routing session with the second
relay server has not been established, the routing processing unit
transfers the communication packet through a routing session with the
third relay sexrver associated by the same identification information.

The routing session disconnection unit receives an
instruction from the setting unit to deactivate the routing session
with the second relay server, deactivates the routing session, and
deletes the network address information and the identification
information from the network address information registration unit.
[0013] I'n a case where it is decided that it is possible to route

the communication packet to the second LAN, and the routing session

12



[0018] - FIG 1 is a view show ng an entire configuration
of a relay communication system FIG 2 is a view show ng constituent
el enents of a relay server. FIG 3 is a chart showing a
fl ow of a process regarding construction of a relay group.
FIG 4 is a view showing relay server information created up to Step
S2. FIG 5 is a view showng information created up to Step 54. FIG
6 is a view showng information created up to Step S? FIG 7 Is a
eated up to Step S11. Vi ew

h c
Chowi o L B OIS o TR BB Tk SRRVEE aheBaT 5teRetBie in

communication using the routing session with the second relay server,
the communicationpacket maybe transferredbyusingthe routing session
with the third relay server associated by the same identification
information.

[0014] A first relay server according to still another preferred
embodiment of the present invention is a first relay server connected
toasecondrelay serverandathirdrelayserverviaawide areanetwork.
The first relay server 1s connected to a first LAN. A first
communication terminal is connected tc the first LAN. The second relay
server isconnected toasecondLAN. Thethirdrelayserverisconnected
to a third LAN.

The first relay server includes: a setting unit; a relay
group information sharing unit; a network address information
registration unit; a routing session establishment unit; a routing
processing unit; and a routing session disconnection unit.

The settingunitactivatesordeactivatesarouting function.
The relay group information sharing unit shares, with the second relay
server and the third relay server, a relay group information including
information used to specify the first relay server, the second relay

server, and the third relay server constituting the relay group.
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FI.G 9-is a view showing information created up to Step 514. FIG 10
Is a view show ng relay server information exchanged in Step S15.
FIG 11 is a view showng information created up to Step S17.

FIG 12 is a flowhart regarding the construction of the routing
session. FIG 13 is a flowhart regarding routing process.

FIG 14 is a chart show ng a process for inplenenting a routing
function in the client termnal. FIG 15 is a view

showing a state where the routing function is inplenmented in the
client term nal s. Thenetwork address informationregistrationunit registers

a network address information. Upon receiving an instruction to route
a communication packet among the first relay sexver, the second relay
server andthe thirdrelayserveraftertherouting functionisactivated
by the setting unit, the routing session establishment unit transmits
a network address information of the first LAN that routes a
communication packet via the first relay server to the second relay
server and the third relay server, receives a network address
information of the second LAN from the second relay server, receives
a network address information of the third LAN from the third relay
sexrver, and registers the network address information of the first
LAN, the network address information of the second LAN and the network
address information of the third LAN in the network address information
registration unit along with identification information of routing
patterns. Furthermore, the routing session establishment unit
establishes a routing session in an arbitrary combination among the
first relay server, the second relay server and the third relay server
so that the communication packet may be routed between the LANs of
the relay servers which are involved in a routing pattern having, among
a plurality of the identification information indicating routing

patterns, one common identification information.
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FIG 16 is a view showing a state where the routing function is

i npl emented in the client termnals. FIG 17 is a view
showi ng an entire configuration of a relay comruni cation system
according to a second preferred enbodi nent of the present invention.
FIG 18 is a view show ng constituent elenments of a relay server.
FIG 19 is a view show ng setting contents of a routing session. FIG
20 is a view showing relay group information. FIG 21 is a view

showing relay group information. FIG 22 is a flowhart regarding
construction of the routing session.

Upon receiving a communication packet from the first
communicationterminal, the routingprocessingunit determines whether
or not a network address information corresponding to the destination
address of the communication packet has been registered in the network
address information registration unit after the network addresses
information of the first and second LANs have been associated with
each other by the same identification informaticn among the plurality
of identification information, and specifies the second relay server
as a relay server capable of routing the communication packet to a
network address corresponding to the destination address.
Subsequently, the routing processingunit transfers the communication
packet through the routing session with the second relay sexver.

The routing session disconnection unit receives an
instruction from the setting unit to deactivate the routing session
with the second relay server, deactivates the routing session, and
deletes the network address information and the identification
information from the network address information registration unit.
Effects of the Invention
[0015] In the relay server according to various preferred
embodiments of thepresent invention, thenetworkaddresses information

of the LANs in which a routing function is validated are shared between
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FIG 23 is a flowhart regarding routing process. Best Mdes for
Carrying out the Invention [0019) {First Preferred Embodiment} {1.
Entire configuration of relay comuni cation systen

description will be made bel ow of preferred enbodi nents of the
present invention with reference to the drawings. FIG 1 is a view
showi ng an entire configuration of a relay comuni cati on system The
relay communi cation systemincludes LANs 1 and 2, a WAN 3, and the
like. The WAN 3 is a wide area network such as, for exanple, the

I nternetgnd Q@i@]yps@ﬂx}e%%t. t-8idd N&he ]r%u%ﬂﬂgasés@i%h $8IMREbIZ2sRE® between

connect ed
the relay servers in which the routing funciion is validated. In such
a way, the communication packet transmitted from the client terminal
by directly designating the IP address i1s routed through the WAN.
Moreover, the IP addresses of the relay servers and the client terminals
connected to the respective LANs are shared. In suchaway, ina system
of network addresses in which routing is allowed, it may be possible
to refer to the address information and connection information of the
client terminals.
{0016] Moreover, an arbitrary client terminal connected to the LAN
may be selected, and is allowed to function as a routing device. In
such a way, the routing control is flexibly performed in a versatile
network configuration.
(0017] In the relay server according to still another preferred
embodiment of the present invention, the LANs which performthe routing
control among a plurality of relay servers included in the relay group
are managed based on the identification information. In such a way,
at the time of transferring the communication packet between the
remotely located LANs, the identification information is referred to,
so as to decide a route. Moreover, by using the identification

information, a plurality of individual routing patterns may be set
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to the LAN 1. Cient termnals 21 and 22 and a relay server 23 are
connected to the LAN 2. A session initiation protocol (SIP) server 31
is connected to the WAN 3. [0021] The client termnals 11, 21 and 22
are termnals such as personal computers, for exanple. The relay
servers 12 and 23 relay inter-client term nal comruni cati ons between
the LAN 1 and the LAN 2. The SIP server 31 relays conmunications
between the relay servers 12 and 23. In this preferred enbodi nent,
the SIP is preferably used as a comruni cati onprot ocol between the
rel ay sepvelr #ithianthke sampvieedéry, ggevbPeocol s ot her than SIP may al so
be used. [0022] {2. Constituent elenments of relay server}

FIG 2 is a view show ng constituent elenents of the relay server 12
(23). The relay server 12 (23) preferably includes an interface unit

121 (231ﬁr$§%§ﬂ%&ﬁﬂéF995tO%aﬁﬁg%ﬁ%l1“ d a database storage unit 123

(233) erence nuneral s |ch are not parenthesized are
reference nunerals directed to the relay server 12, and reference

numer al sLOP®h are par ent hesi zed are reference nunerals directed to
the relay server 23.

FIG. 1 is a view showing an entire configuration of a relay

communication system.

FIG. 2 is a view showing constituent elements of a relay
server.

FIG. 3 is a chart showing a flow of a process regarding
construction of a relay group.

FIG. 4 is a view showing relay server information created
up to Step S2.

FIG. 5 is a view showing information created up to Step 84.

FIG. 6 is a view showing information created up to Step 37.

FIG. 7 is a view showing information created up to Step S11i.

FIG. 8isaviewshowingaprocess flowregarding construction
of a routing session.

FIG. 9 is a view showing information created up to Step 514,

FIG. 10 is a view showing relay server information exchanged
in Step S515.

FIG. 11 is a view showing information created up to Step

17



[0023] The interface unit 121 (231) performnms conmunication with the
client terminal 11 (21, 22), which is connected to the LAN 1 (2), by
using a local |IP address. The interface unit 121 (231) perforns
conmuni cation with the SIP server 31 or the Iike, which is connected
to the WAN 3, by using a global |IP address. [0024] The control unit
122 (232) includes a LAN driver 151 (251), a LAN-side |IP packet
processing unit 152 (252), a WAN-side | P packet processing unit 153
(253), a routing control unit 154 (254), an inter-relay server
connect iqary.processing unit 155 (255), and a relay server X connection
unit 156 (256). [0025] The LAN driver 151 (251) includes driver
software that contiols 4 Li% % <§Jc%%%t“%éa%c¥ﬂn§g%%@ cOnTP&cLA’BFSb?etAéD
packet processing unit 1 2 processes a comruni cation packe
received fromthe LAN side, and outputs the communication packet to
the routiWG EenfedFiQmit 154 (254) . The routing control unit 154
(254) determ nes a routing destination of the comuni cation packet
based on i nfor mat Fo&. stdried a Hlbhehaat abaseditgr aget Uy tprkk@s6233)
Based on information stored in the database storage unit 123 (233) ,
the inter-relay spryensGRNSGHHUhRAAGEIHRG WMol 112 efi€RPIng a routing
determ nes a connection by which the ¢omuni cation packet is to be
rel ayed, . and .out puts. the co ni cati on packet to the relay server X
connect i BH U §§6§%% 1?522%95Wé9a erver X connection indicates a
connection actually constructed with a specific relay server X. The
relay server X coRf@ctlidohs ariiiewlSBoy BB} sFattguenehehe sarthig dunehion
packet to the WAN-side | P packet processing unit 153 (253)

[ 0026] Mo ovglembheeq o rtle Wliiknt22e£@AB2Y1Cr eates and updat es

FIG. 16 is a view showing a state where the routing function
is implemented in the client terminals.

FIG. 17 1s a view showing an entire configuration of a relay
communication system according Lo a second preferred embodiment of
the present inwvention.

FIG. 18 is a view showing constituent elements of a relay

server.

FIG, 19 is a view showing setting contents of a routing
session.

FIG. 20 is a view showing relay group information.

PIG. 21 is a view showing relay group information.

FIG. 22 is a flowchart regarding construction of the routing
session.

18



a variety of databases stored in the database storage unit 123 (233)
The dat abase storage unit 123 (233) preferably includes a rel ay
group information storage unit 124 (234) , a relay server information
storage unit 125 (235) , and a client term nal information storage
unit 126 (236) . [0027] {3. Flow of process} FIG 3 is a
chart show ng aprocess flow regarding the creation of a relay group
information, a relay server information, and a client term nal
information. Administrators of the relay servers 12 and 23 nmake an
agreenment to consfiaGet 23 iy cul Howchark et eye wbimuumooal honesystssm
between the LANs 1 and 2, and to validate a routing function between
the LANs 1 and 2. [0028] <3. 1 Step Si to Step S2> The
adm nistrators of the relay servers 12 and 23 create accounts for

users Olplle SldantoLebmAn.s, thiddfle2futlep, o, Step S2
Cr eat eAccount % . The controluni t's 122 an create relay server
information 51-1 and 51-2, and store the relay information 51-1 and
51-2 in tPeltkl ay server information storage units 125 and 235. The
relay server information 51-1 and 51-2 are information indicating
det ai | s OFitde helfeyrsdrBessdidngt conpose the relay conmuni cation
system and, as shown in FIG 4, are conposed of upper information
511-1 angy 511 Andoh@Wehir A H & B 1A a9 1odm@it 21212 systen}
A description will be made below of preferred smbodiments
of the present invention with reference to the drawings. FIG. 1 is
a view showing an entire configuration of a relay communication system.
The relay communication system includes LANs 1 and 2, a WAN 3, and
the like. The WAN 2 is a wide area network such as, for example, the
Internet.
[0020] A client terminal 11 and a relay server 12 are connected
to the LAN 1. Client terminals 21 and 22 and a relay server 23 are
connected to the LAN 2. A session initiation protocol (SIP} server
31 is connected to the WAN 3.
[0021)] The client terminals 11, 21 and 22 are terminals such as
personal computers, for example. The relay servers 12 and 23 relay
inter-client terminal communications between the ILAN 1 and the LAN

2. The SIP serxver 31 relays communications between the relay servers

12 and 23. In this preferred embodiment, the SIP is preferably used

19



[ 0029] Each of the upper information 511-1 and 511-2 is an information
regarding the relay server, which is |ocated at an upper 22 |evel.
"id" and "nanme" indicate identification information and nane of the
rel ay server. \When the relay servers are activated, relay server
activation information 513-1 and 513-2 are set to be "active". In
such a way, information as to whether or not the relay servers are
activated is shared by the entire relay comuni cation system [0030]
In the relay server information 51-1 shown in FIG 4, as "1d",

"rel ay- sesveionh@bea Hadn pt &t &Rl b cat henR Ry, s e itk AY 2QRRVER nbwelve r,
set. In the relay server information 51- 2 as "id",

"relay'5§%¥€6c%§?Qﬁjﬁﬁlthé§ S$E mAndqa a®aq. "RELAY SERVER 2" is

e relay server activation |n ornatlon 513-1 and 513-2,
"active" LS a whi ch indicates a state where both of the relay
servers 1394nb 23 are activated. [0031] Each of the | ower information
512-1 and 512-2 is an
{2. Constituent elements of relay server}

FIG. 2 is a view showing constituent elements of the relay
sexver 12 (23). The relay server 12 ({23) preferably includes an
interface unit 121 {(231), a control unit 122 (232), and a database
storage unit 123 (233). In FIG. 2, reference numerals which are not
parenthesized are reference numerals directed to the relay server 12,
and reference numerals which are parenthesized are reference numerals
directed to the relay server 23.

[0023] The interface unit 121 (231) performs communication with
the client terminal 11 (21, 22), which is connected to the TLAN 1 (2),
by using 2 local IP address. The interface unit 121 (231) performs
communication with the SIP server 31 or the like, which is connected
to the WAN 3, by using a glokal IP address.

[0024)] The control unit 122 (232) includes a LAN driver 151 (251),
a LAN-side IP packet processing unit 152 (252}, a WAN-side IP packet
processing unit 153 (253), a routing control unit 154 (254), an
inter~relay server connectlon processing unit 155 (255}, and a relay

server X connection unit 156 (256).
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information regarding the client termnal, which is |located at a

| ower tevel. "div", "id" and "nane" indicate the name of a division,
identification information and nane of the client termnal. "group"
indicates identification information of a relay group to which the
client termnal belongs. In client termnal site information 514-1
and 514-2, the identification information of the relay servers to
which the client termnals are |l ogged on are indicated. In such a
way, information as to whether or not the client termnals are | ogged
on to thel2%] ay SeevérS dsisbanredl bi2ilhe imwtflbdesr ek ayexx osiimiagat ithat
system [0032] In the relay server information 51-1 shown in FIG 4,

as controls S LIS Fdc® SBlit and ag319r.0UBhe LAN-side IP packet
"20070402133100@ el ay- server- 1. abc. net" Is set. Moreover, as

"client-] @el ay-server [

(ol Lot L el S SPLUEL e PRSI 3Bk o B0 OBME, ot SN
i s under st ood that the user of the client termnal 11 has not | ogged
on to thérPRItap I@é\}wﬁerlznd[%wrrsrrhqﬁ@om@ragﬁ@éwe?aqwto?@rﬁbﬁocqung

shown in FIG 4, as "software" is set, and as "group”

" 20070402&6&1@1)@et apg4sersaer.- | Tlaé:)@oﬁeiﬂg EonEesl ubbt agver2549sdétiemines
fclient-Z@?eIay server-2.abc.net" is set, and as "nane", "CLIENT 2"
is set. I@%u%lihﬁraestt%gwaﬁ otithe é&ﬁ:ﬁ{nrl%fabc%n%%kat sakiank; » Angh it o
i s understood that the user of the client term nal has not ogge8
on tot hetgn?é gﬁgec{at %as 0sot?za4 agé?’unlt %5%[3(25333 )t ° E??Else d 50?1>1nformat:|.on

stored in the database storage unit 123 (233), the inter-relay server
connection processing unit 155 (255) determines a connection by which
the communicationpacket istoberelayed, andoutputs the communication
packet to the relay server X connection unit 156 (256). A relay server
X connection indicates a connection actually constructed with a
specific relay server X. The relay sexver X connection unit 156 (256)
outputs the communication packet to the WAN-side IP packet processing
unit 153 (253).

[0026] Moxeover, the control unit 122 (232) creates and updates
a variety of databases stored in the database storage unit 123 (233).
The database storage unit 123 {233) preferably includes a relay group
information storage unit 124 (234}, a relay server information storage
unit 125 (235), and a client terminal information storage unit 126

(236} .
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In the follow ng description, the communication between the relay
servers 12 and 23 is relayed by the SIP server 31. The relay server
12 (23) transmts, to the SIP server 31, data in which the account of
the relay server 23 (12) is designated as the commrunication
destination, and the like. The SIP server 31 hol ds associ ation

bet ween the account and the global |IP address for each of the relay
servers 12 and 23, and relays the comruni cati on between the rel ay
servers using the global |IP addresses. [0035] The relay server 12
requestsiphgyyelay server 23 to construct the group for the relay
comuni cation system (Step S3: SetGoup () ) . The control units 122

and 232 e rel roup, i nformation 42, and store the relay group
infornat?%haﬁngﬁ”f%E F8F§§ group information storage units 124 and

234. [0036]A first frame in FIG 5 represents the relay group
information 42. THEG-&l &2 ghatpshef ornaptore %L I ot eqiad ingfihemusagh on
used to specify the relay group, information used to specify the

rel ay sesyer seldayrbaydnjfornedishe arellay g0y i anshdte dn, kénd Ihe ient
relay group information 42 preferably includes upper information 421

and |oweg.i.nf oI E%gm?ﬁ%oﬁngéﬁlJf&%@s SPLRLTRL AN 58246t 12 and 23

i nformation regardi

make an agreement to construct a group for a relay communication system
between the LANs 1 and 2, and to validate a routing function between
the LANs 1 and 2.
[0028]
<3. 1 Step S1 to Step S2>

The administrators of the relay servers 12 and 23 create
accounts for users of the client terminals 11 and 21 (Step S1, Step
S2: CreateBAccount()). Thecontrolunitsl22and?232createrelayserver
information 51-1 and 51-2, and store the relay information 51-1 and
51-2 in the relay server information storage units 125 and 235. The
relay server information 51-1 and 51-2 are information indicating
details of the relay servers which ccmpose the relay communication
system and, as shown in FIG. 4, are composed of upper information 511-1
and 311-2 and lower information 512-1 and 512-2,
[0029] Each of the upper information 51l1-1 and 511-2 is an

information regarding the relay sexrver, which is located at an upper
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group,-which is located at the upper level. "id" is identification
information of the relay group, and "20070402133100@ el ay-server-1
.abc.net" is set. "lastnod" is the |atest update tine of the rel ay
group information, and "20070402133100" is set. "nane" is the nanme of
the relay group, and "GROUP 1" is set. [0038]The |ower information
422 is informationregardingtherelay servers, which are |ocated at the
| oner level. "id" is identification information of the relay servers,

and "rel ay-server-| @bc. net" and "rel ay- server-Z@hbc net" are set for
the two +&YaY- serderand [perme)] RedicatsddeaEafi cairinar Lnbormafiiast and pene
relay server 23 to exchange the relay server information therewith

(Step S4ofdkehamigy sedbpy. Wienrglayelsor vearvel? dranshnivas ebhealeyaerver
server information 51-1 to the relay server 23. The relay server 23

transm t gctea Y ngBENEE 1 bR fOIIAL ban Sl3D oot Becred AL SQrYehed?2. 1n
In such a way, the relay servers 12 and 23 synt hesi zepi eces of t he

| .51-2
|t of ot FBA 52 "Sha L RE PRSI P & WATVBR AT B el O 49V ReTTRFS are

relay server |nfornat|on storage units 125 (235). [0040] A second
frane i naFf&rateq dr sbaned Prethelanfiger vetay rrormaticefisn. sYpmer-
information 521-1 and 521-2 are simlar to the upper information
511-1 an@0631012 i nMoFkGe felaesRackrVehyormddi@ dnoBer i siarmmani enc522- ks

and 522-2 are simlar to the lower information 512-1 and 512-2 in

FIG 4, regpeciiMelYserver-1@abe.net” is set, and as “name”, “RELAY SERVER
17 1is set. In the relay server information 51-2, as ™“id~”,
“relay-server-2@abc.net” is set, and as “name”, “RELAY SERVER 27 is
set. As the relay server activation information 513-1 and 513-2,
“factive” is set, which indicates a state where both of the relay servers
12 and 23 are activated.
[0031] Each of the lower information 512-1 and 512-2 is an
information regarding the client terminal, which is located at a lower
level. “div”, “id” and “name” indicate the name of a division,
identification information and name of the client terminal. “group”
indicates identification information of a relay group to which the
client terminal belongs. In client terminal site information 514-1
and 5142, the identification information of the relay servers to which
the client terminals are logged on are indicated. In such a way,

information as to whether or not the client terminals are logged on
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[ 0041] Moreover, the control unit 122 creates a client term nal
information 62, and stores the client termnal information 62 in the
client termnal information storage unit 126. The control unit 232 26
creates a client termnal information 72, and stores the client
termnal information 72 in the client term nal information storage
unit 236. Note that the creation process and the storing process for
the client termnal information 62 and 72 are executed in Steps S

and S2. [0042] Third and fourth franes in FIG 5 represent the client

t erm nalcd PHOEERLY 08r62r ARG sREred Biy\the ditiiGatRS bt c8ti8n systen.
division of the client termnal, and "group” indicates identification

| nfor mat g af they el ay. aLqup. Lo whi.ch e ohieny Lergnal bl opos,

I n each e cllen erm ornatlon and war e

set as "div", and "20070402133100@Eelay server-l abc.net" is set as
"group". wdiv P tware” set, nd as “group”,

“20070402133100@relay-server—1.abc.net” is set. Moxeover, as “id”,
“client-l@relay-server~l.abc.net” is set, and as “name”, “CLIENT 17
1s set. The client terminal site information 514-1 is blank, and it
is understood that the user of the client terminal 11 has not logged
on Lo the relay server 12.
[0033] In the relay servexr information 51-2 shown in FIG. 4, as
“div”, “software’” is set, and as “group”,
“20070402133100@relay~server-3,abc.net” is set. Moreover, as “id”,
“client-2@relay-server-2.abc.net” is set, and as “name”, “CLIENT 2¢
is set. The client terminal site information 514~2 is blank, and it
is understood that the user of the client terminal 21 has not logged
on to the relay server 23.
[0034]
<3. 2 Step 83 to Step 354>

In the following description, the communication between the
relay sexvers 12 and 23 is relayed by the SIP server 31. The relay
sexver 12 (23) transmits, to the SIP server 31, data inwhich the account

of the relay server 23 (12) is designated as the communication
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[0043] *id", "name" and "pass" indicate identification information,

nane and password of the client terminal. In the client term nal
information 62, "client-l @el ay-server-I|.abc.net" is set as "id",
"CLIENT 1" is set as "nane", and "client-1" is set as "pass". In the
client termnal information 72, "client-2@el ay-server-2.abc.net"is
set as "id", "CLIENT 2" is set as "nane", and "client-2" is set as

"pass". [0044]Cient term nal address information 621 and 721
i ndi cate | P addresses of the client termnals. Cient term nal
expl rati ®as b‘é’#a}fodmi TSt Hk | bhe 62 X hgd FERvied| 3(:1a1@%1¢9e@$%qq1@ttll@ﬁ between
expirationperiods 27 of the client termnals. Cient termnal port
i nf or mat tba HGRARvandad@3IHendilohbe OEKdrasbefer ebchhef alhieenélay servers
termnals. In FIG 5, the client term nal address information 621 and

721 and gbightad o5 Qéha?QEhe'd&fn&hﬁ%Ehﬁ)ﬂor@g@t@@Qﬂ {83 r%rlsy@e%%rs%'lﬁg

indicates a state where the users of the client termnal s 11 and

have not tgeggfgoaoln ITPOa g%eggésay servers 12 and 23.

[0035] The relay server 12 reguests the relay server 23 to construct
the group for the relay communication system (Step S3: SetGroup()).
The control units 122 and 232 create relay group information 42, and
store the relay group information 42 in the relay group information
storage units 124 and 234.

[0036] Afirstframe inFIG. 5 represents therelaygroup information
42. Therelaygroupinformation42includesinformationusedtospecify
the relay group, information used to specify the relay servers that
have joined the relay group, and the 1ike. The relay group information

42 preferably includes upper information 421 and lower information

422.

[0037] The upper information 421 is information regarding the relay
group, which is located at the upper level. ™“id” is identification
information of the relay group, and

"20070402133100@8relay~server-1.abc.net” is set. “lastmod” is the
latest update time of the relaygroup information, and “*20070402133100"
is set. ™“name” is the name of the relay group, and “GROUP 17 is set.
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[ 0045] Thr ough the above-described process flow, the relay group
information 42 and the relay server information 52 are shared between
the relay servers 12 and 23. Moreover, the relay server 12 owns the
client termnal information 62, and the relay server 23 owns the
client termnal information 72. [0046] <3. 3 Step S5 to Step S7>

The user of the client termnal 11 inputs the identification

I nformati on and password of the client termnal 11, and logs on to
the relay server 12 (Step S5: REG STER). The control unit 122

per f or ms{@agdent i eakilemelamrbhRatissk 498 16he rolrn8Bioh @EFL AR ngldnd¥elay
referring to the client term nal |nfornat|on 62. [0047] Upon accepting

the | Ogoﬁgzarrésj]qexuﬁ‘j_sc%ir ax?(g lgggt&i a%r{ Pfév%%er GES" %.%n:{ e%ltllfrjl_[:5>t/}grg

updat es server ornati on and y Creates rela

server |nfornat|on 53. Moreover, the control
information of the relay servers, and “relay-server-1@abc.net” and

“relay-server—-2@abc.net” are set for the two relay servers.

[0039] Next, the relay server 12 requests the relay server 23 to
exchange the relay server information therewith (Step $S4: exchange
(db)). The relay server 12 transmits the relay server information
51-1 to the relay server 23, The relay server 23 transmits the relay
server information 51-2 to the relay server 12. 1In such a way, the
relayserversl2and23 synthesizepiecescftherelayserverinformation
31~1 and 31-2 to create relay server information 52, and store the
relay server information 52 in the relay server information storage
units 125 (235).

(0040] A second frame in FIG. 5 represents the relay server
information 52. Upper information 521-1 and 521-2 are similar to the
upper information 511-1 and 511-2 in FIG. 4, respectively. The lower
information 522-1 and 522-2 are similar to the lower information 512-1
and 512-2 in FIG. 4, respectively.

[0041] Moreover, the control unit 122 creates a client terminal
information 62, and stores the client terminal information 62 in the

client terminal information storage unit 126. The control unit 232
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28 unit 122 updates the client termnal information 62, thereby
creates client termnal information 63. [0048] Subsequently, the
client termnal 11 requests the relay server 12 to provide it with
the relay group information and the relay server information (Step
S6: get ()). The relay server 12 transnmits the relay group
information 42 and the relay server information 53 to the client
termnal 11. The client termnal 11 stores the relay group
information 42 and the relay server information 53. [0049] Upon

confi r m a¥ca R a ebient sernyiaralarforpitdani’af endsttioos s538-A ieagdredinngal
the relay server 23 is "active" by referring to the relay server

i nf or mat i ofoAditildie72 o rak ¢Midntl28rdetLr MnFesmbbadn b8k ahiSeHYB!
23 should be notified that the relay server information 52 has been

updat ed. : LI t rela rver 23 that the

Upcet o0 nJRE chSk ShSBLYEE LJE0RLLL SRR SELPY PR SE 2 B Len

information 53 (Step S7;  NOTIFY Q%%S The control unit 232 updates the
t'or

rel ay sefSErRFY JPARETBR-82, OAarfh 8Eet HEeqios) 18epleps | fif emdaiton
53 in the relay server information storage unit 235. [0050] Through
t he abovEQGKEskri b&@#tipdoerdsfothih riteenesgrioupIG. 5 represent the client

terminal information 62 and 72. “div” indicates the name of a division
of the client terminal, and “group” indicates identification
information of the relay group to which the client terminal belongs.
In each of the client terminal information 62 and 72, “software” is
set as “div”, and “20070402133100@relay-server-1.abc.net” is set as
“group”.

[0043] “id”, “name” and “pass” indicate identificationinformation,
name and password of the client terminal. In the client terminal
information 62, “client-l@relay-server-l.abc.net” is set as “id”,
“CLIENT 17 is set as “name”, and “client-1” is set as “pass”. In the
client terminal information 72, “client-2@relay-server—2.abc.net” is
set as “id"”, “CLIENT 2 is set as “name”, and “client~2” is set as
“pass”.

[0044] Client terminal address information 621 and 721 indicate
IP addresses of the client terminals. Client terminal expiration

periodinformation622and722 indicateregistrationexpirationperiods
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information 42 and the relay server information 53 are shared between
the relay servers 12 and 23 and the client termnal 11. Moreover, the
relay server 12 owns the client termnal information 63, and the
relay server 23 owns the client termnal information 72. [0051] A
second frame in FIG 6 represents the relay server information 53.
The updated portion is underlined. The user of the client termnal 11
is | ogged on to the relay server 12. Therefore,

"rel ay-server-|l @bc.net" is registered in client termnal site

i nf or matd o341t ﬂé%M%hdl@f0rd¥ﬂéﬂ%”t§§ﬁlﬂal[ﬂHQQZLAWBPmééle’%QQ Ly
FIG 6 represents the client termnal information 63. Updated

portion Ilned Th user . th ent_ter naI 1 S
| ogged 2% SJFﬁ ?8|%9 serverer Hgﬁﬁeﬁén %ddress “%”Qﬁléf.tﬁﬁ
of the client termnal 11 is reglstered in client ternlnal addr ess

i nf or mat§brerE3 ferNbReb R res 2130356048452 1 dnfegt steddeal ientkitiesninal
termnal expiration period information 632, and "5070" is registered
in cliengodeiEoahapiod 62RfOAMES meGSBanWowEiémahd&hetéelaayt@treouaere

information 42 and the client termnal information 72 are not
uDdated'tﬂé“%é%Ls of the client terminals 11 and 21 have not logged on to the
relay servers 12 and 23.
[0045] Through the above-described process fiow, the relay group
information 42 and the relay server information 52 are shared between
the relay servers 12 and 23. Moreover, the relay server 12 owns the
client terminal information 62, and the relay server 23 owns the client
terminal information 72.
[0046]
<3. 3 Step 85 to Step 857>
The user of the client terminal 11 inputs the identification
information and password of the client terminal 11, and logs on to
the relay server 12 (Step 85: REGISTER). The control unit 122 performs
authentication for the user of the client terminal 11 by referring
to the client terminal information 62.
[00471 Upon accepting the logon of the user of the client terminal
11, the control unit 122 updates the relay server information 52, and

thereby creates relay sexver information 533. Moreover, the control
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c3. 4 Step S8 to Step Sl11> The user of the client

termnal 21 inputs the identification information and password of the
client termnal 21, and logs on to the relay server 23 (Step

S8: REG STER). Thecontrol uni t 232perforns aut hentication for the user
of the client termnal 21 by referring to client term nal

i nformati on 72. [0054] Upon accepting the | ogon of the user of the
client termnal 21, the control unit 232 updates the relay server

i nformation creates rel ay, server infaormation_ 54.

5%, t hereb \ K
Mor eover Wt he 30‘1‘@‘?%?‘*%?%?? SPenfpier il tnepraiioneb m (fiereby creates

i nformation 72, thereby creates client termnal information 74.
[ 0055] Thel&treritenmdm@lnahfgimnateipredt3s the rel ay server 23 toprovide
it with the relay group information and the relay server infornmation

(Step S9ro0ges; ()) .subkeqBhaYysernerc1a3nkr a8sfidsl tiRe reghaye 81 relay
information 42 and the relay server information 54 to the client

term nal JJz' gAi nt . ter.m nal. stqres the rela r.oup
i nf or mat F%%v% Egnt P%g"%‘é &y ‘%lernvgfrlleirr?fagfyngaﬁugnl% 2natidn’and the relay

server information (Step S6: get ()). The relay server 12 transmits
the relay group information 42 and the relay server information 53
to the client terminal 11. The client terminal 11 stores the relay
group information 42 and the relay server information 53.

[0049] Upon confirming that relay server activation information
5933-2 regarding the relay server 23 is “active” by referring to the
relay server information 53, the control unit 122 determines that the
relay server 23 should be notified that the relay sexrver information
52 has been updated. The relay server 12 ncotifies the relay server
23 that the relay server information 52 has been updated to the relay
server information 53 (Step S7: NOTIFY ()). The control unit 232
updates the relay server information 52, and stores the relay server
information 53 in the relay server information storage unit 235.
[00507 Through the above-described process, the relay group
information 42 and the relay server information 53 are shared between
the relay servers 12 and 23 and the client terminal 11. Moreover,

the relay server 12 owns the client terminal information 63, and the
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[ 0056] Upon confirm ng that relay server activation information 543-1
regarding the relay server 12 is "active" by referring to the rel ay
server information 54, the control unit 232 determnes that the relay
server 12 should be notified that the relay server information 53 has
been updated. The relay server 23 notifies the relay server 12 that
the relay server information 53 has been updated to the relay server
information 54 (Step S10: NOTIFY ()). The control unit 122 updates
the relay server information 53, and stores the relay server
information 54 in the relay server information storage unit 125.

[ 0057] Mor eover, the control unit 122 refers to the client term nal
information 63, and notifies the client termnal 11, which has a

regi strer®d setveants teemai @l chidar essmimfloingddmenid®312. t hat t he rel ay
server information 53 has been updated to the relay server

i nf or mabsan 54 (sStep: Skhne NOTIHR¥. (§ JYepredhresclthentellzgr penal 11 stores
the relay server information 54 by updating the relay server

i nf or matomacddh 5§ 0058 diaaug ot hienalrovsiege srord. batle prsee @$sthet he rel ay
group information 42 and the relay server information 54 are shared
bet weeniéhetsdiayl serielisggkd @ando 28 ardat herodd ent Trerpimal, s 11 and
21 . Moreover, the relay server 12 owns the client term nal

i nf or netioHn sbdseranehcheed eliay regfmere?3ioWiSiechhetetiienl 4irm nal
information 74. [0059] A second frane in FIG 7 represents the relay
Serverinformation 534-1 of lower information 532-1.

[0052] A third frame in FIG. 6 represents the client terminal
information 63. Updated portions are underlined. The user of the
client terminal 11 has logged on to the relay server 12, hence an address
*200.1.10.1" of the client terminal 11 is registered inclient terminal
address information 631. Moreover, “1213835960484” is registered in
client terminal expiration period information 632, and “5070" is
registered in cliient terminal port information 633. Note that the
relay group information 42 and the client terminal information 72 are
not updated.
fo053]
<3, 4 Step 58 to Step Sll>

The user of the client terminal 21 inputs the identification
information and password of the client terminal 21, and logs on to
the relay server 23 (Step S8: REGISTER) . The control unit 232 performs

authentication for the user of the client terminal 21 by referring
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information 54. The updated portion is underlined. The user of the
client termnal 21 has logged on to the relay server 23. Therefore,
"rel ay-server-2@bc. net" is registered in client termnal site
information 544-2 of lower information 542-2. [0060]A fourth frane in
FIG 7 represents the client terminal information 74. Updated
portions are underlined. The user of the client term nal 21 has
| ogged on to the relay server 23, hence an address "210.10.20.1" of
the client termnal 21 is registeredin client term nal address
i nf or mat FOFHALRT GEredpet  inHormedisn78484" is registered in client
termnal expiration period information 742, and "5070" is registered
in clienf0®®fIm nalUppordcdaptdngaticohodd3 ofNdHee ubbato ft tiee eelayt greawpnal
information 42 and the client termnal information 63 are not
updat ed. 21Ogﬁékoﬁgroﬁuéﬁ@?B§%§déﬁb§%ﬁgkéﬂéfserver1nLorma%EghS§ E%e@@ﬂ&
referred to. The rel ay server 12 transmts a routing comrand fo
relay server g 512: set Rou g routlng conman
transmi t‘fré%laJ?‘?soﬁ] ﬂ% Sreéflvﬁﬁ SErRP i? t%4t thF%?Vé?/r's P@&O%Olawlt 232
address of a network that routes an |IP packet via the relay server 12
i s includedateerde cheereli®rmdapleininadivasan iRyphvketeaird ngient
fromthe LAN 1 and, accordingly, the relay server 23 is notified of
t he net wosknatdr 6sFoR00:dn 11 0/ 24) of the LAN 1 (the 24 at the end
is a subnet mask). Upon receiving the routing command fromthe rel ay
server rel r N
notice of a%ygddrgié 0 é§%ﬁg%%6b§§gﬁqugéa?%%ggﬁgﬁagnggéngFg%rOVlde
rel ay server, 23. Here, the rela¥ server 23 roqutes_an | P packet com ng
from t het AN BRE red@yof R LPTOFRRt 1o apdsdiy ap1ayp SexvRstFiQeagaon
t he network address (210.10.20.0/24) of the LAN 2.

(Step S9: get (}). The relay server 23 transmits the relay group

information42andtherelayserverinformation54 totheclient terminal
21. The client terminal 21 stores the relay group information 42 and
the relay server information 54.

[0056] Upon confirming that relay server activation information
543-1 regarding the relay server 12 is “active” by referring to the
relay server information 54, the ceontrol unit 232 determines that the
relay server 12 should be notified that the relay server information
53 has been updated. The relay server 23 notifies the relay server
12 that the relay server information 53 has been updated to the relay
server information 54 ({Step $10: NOTIFY {()). The control unit 122
updates the relay server information 53, and stores the relay server

information 54 in the relay server information storage unit 125,
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[ 0062] The control units 122 and 232 update the relay group
information 42, thereby create relay group information 45, and store
33 the relay group information 45 in the relay group information
storage unit 124 (234). When the relay group information 45 is
updated in the relay servers 12 and 23, the relay servers 12 and 23
specify client termnals, which should be notified of such updated
information, by referring to the client termnal information 63 and
74. Then, the relay server 23 notifies the client termnal 21 of the

updat ed pgdorimati eRresStep, Shd cNIELE YinG)k)122Thesd e ey t88Meent Zerminal
notifies the client termnal 11 of the updated information (Step Sl14:

NOTI FY ( 0063]. ELG .9 .sho infarmatj.qn _stored.in the rel.a
servers %%F%#ﬁ#%ﬁ?kaﬁé’tﬁ@dcp?ﬁﬁfl%%NW%%uﬁ%%efi §ﬁam§TQ%f érw'ﬁgé gfi.a
In lower informatjon 452 of the relay group information 45, network
addr esseseobeisiEchwhi 8t | ferHigadi AgdRess Bedrreatbre 3 tar Ehrbdis arday
in association with the identification information of the respective
rel ay sesy¥evsc ihfostciicn BR%hasthennepdutrdd addhe sxas yhatmeen vhirela tiba
It' routing has been enabl ed are shared within the relay group. Note

that, iIngkl b er i I 4
sElStefeill %10&%93(5?.7 ik dl&%ﬁ&%&h@ﬂa?‘lﬁ%@%i]%é%g . éa‘i%% SevxsE

termnal 1nformation 63 an 4 are not updated.
to Step S20> , Subsequently, the control unit 122 creates
updat ed ?%$%§m§%¥VbP4iHVOPﬁéT? §%@1Fegﬂ3 FOTTHS S PRBAFLP Y Fer ver
23 of the updated

[0058] Through the above-described process, the relay group

information 42 and the relay server information 54 are shared between
therelayserverslZ2and23andtheclient terminalslland2l. Moreover,
the relay server 12 owns the client terminal information 63, and the
relay server 23 owns the client terminal information 74.

[0059] A second frame in FIG. 7 represents the relay server
information 54. The updated portion is underlined. The user of the
client terminal 21 has logged on to the relay server 23. Therefore,
“relay-server—-2@abc.net” is registered in client terminal site
information 544-2 of lower information 542-2.

[0060] A fourth frame in FIG. 7 represents the client terminal
information 74. Updated portions are underlined. The user of the
client terminal 21 has logged on to the relay server 23, hence an address
"210.10.20.1" of theclient terminal 21lisregisteredinclient terminal

address information 741. Moreowver, ™12139359878484" is registered in
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relay server information 56-1 (Step 515: NOTIFY) . Upon receiving
such a notice, the control unit 232 creates updated relay server
information 56-2, and notifies the relay server 12 of the updated
relay server information 56-2. [0065]FIG 10 shows the relay server
information 56-1 and 56-2 exchanged in Step S15. As shown in FIG 10,
in the relay server information 56-1, an |IP address (200.1.10.254) of
the relay server 12 andanl Paddress (200.1.10.1) of theclient term nal
| lareregistered. In the relay server information 56-2, an |P address
(210. 10. 2bL oy ) tgFingé PéPé?a’é%?Wé?e@?daﬁ&fQﬁmﬁm%d?‘b’ss and “5070” is
(210.10.20.1) of the client termnal 21 are regi stered. [0066] The
control uegistek2? andclB@ntsymatrhdsn? epdiie ingbapas s er4d .nf vst@mtihan the
56-1 and 56-2, to thereby create relay server information 57, and

store the.14) ?¥o§5rl\ﬁ%rhafc%mtzl 4 %Ke'cflz%@ﬁht&fmatrﬁﬁ LEh D STLUE3 are
i nformation s orage units 125 (235). Wien the relay server

|nformat|on updated in the reI ay servers 12 and 23, the relay

servers 1% a‘fﬁfﬂaf?dSpem fy client termnals, which should be notified

of such updated information, by referring to the client term nal

i nformat {9%eB13 and 74. Then, the relay server 23 notifies the client

termnal 21 of the updated information (Step S16: NOTIFY ()). The

rel ay seeyers I2opotsinbi es shep cdiient terminal 11 of the updated

information (Step Si?: NOTIFY ()).

FIG. 8 is now referred to. The relay server 12 transmits

a routing command to the relay server 23 (Step S12: setRouting). 1In
a routing command transmitted from the relay server 12 to the relay
server 23, an address of a network that routes an IP packet via the
relay server 12 is included. Here, the relay server 12 routes an IP
packet coming from the LAN 1 and, accordingly, the relay server 23
is notified of the network address {200.1.10.0/24) of the TAN 1 (the
24 at the end is a subnet mask). Upon receiving the routing command
from the relay server 12, the relay server 23 issues, as a response
thereto, a notice of an address of a network that routes an IP packet
via the relay server 23. Here, the relay server 23 routes an IP packet
coming from the LAN 2 and, accordingly, the relay server 12 is notified
of the network address (210.10.20.0/24) of the LAN 2.

[0062] The control units 122 and 232 update the relay group

information 42, thereby create relay group information 45, and store

33



[0067] FIG 11 shows information stored in the relay servers 12 and 23
and client terminals 11 and 21 after Step S17. It is understood that,
inthe relay server information 57, the |IP addresses of the
respective relay servers 12 and 23 and the | P addresses of the
respective client termnals 11 and 21 are regi stered. As described
above, the | P addresses of the relay servers and the | P addresses of
the client termnals are shared within the group in which the routing
function is validated. Note that the relay group infornmation 45 and

the cli eghe tr@n By NAloud OF $8d tABn685 AR A ral 8y RRbuPPdR Rdation storage
[ 0068] Thr ough t he above-descri bed procedure, the relay servers 12 and

23 have j 0j t rnela ro share the.netwoark dresses .in .
ahi o ¢ neEkEeia s JRE R 4R BRal e TReOR N APVS SRSy e
23 and the | P addresses of the relay servers 12 and 23. Moreover, the
rel ay sefYersliy sefyers H apdLiartd e helipsggupes désarst 23 woeeifpmliont
termnals which are | ogged on to the relay servers 12 and 23.

[ 0069] FI GerBinsl s efvat ek dsianlonbe morte. fiileieo £ Suleheqpeatdd/ indoshation, by
request for establishing a routing session is sent fromthe rel ay

server 12.£0-4iR; k8l BNeSEIVETt 43 LPheP B rmatN¥hTE andV@N arnen, }_:Ee

response is returned fromthe relay server 23 to the relay server
S10) . UpERITECBTEIy 24 nEo R off hELTelay Guripen 25, ofhe ol dpiated
server 23 establishes the routing session wth the relay server 12
(Step S20nfqewatinp $etep &P :. NOREUCH) a Whe rehay segvenglSassibheyithe
the WAN 3 is established between the relay servers 12 and 23.
client terminal 11 of the updated information (Step S14: NOTIFY ()).
[0063] FIG. 9 shows information stored in the relay servers 12 and
23 and the client terminals 11 and 21 after Step Si4. In lower
information 452 of the relay group information 45, network addresses,
betweenwhich IP routing hasbeenenabled, areregistered inassociation
with the identification information of the respective relay servers.
In such a way, the network addresses between which the IP routing has
been enabled are shared within the relay group. Note that, in FIG.
9, the relay server information 54 and the client terminal information
63 and 74 are not updated.
[0064]
<3. b6 Step S15 to Step 820>

Subsequently, the control unit 122 creates updated relay

server information 56-1, andnotifies the relay server 23 of theupdated
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[ 0070] The routing session is established between the relay servers 12
and 23, whereby the "conmunication term nals" connected to the LANs
havi ng the network addresses in which the routing has been
establ i shed are capabl e of perform ng communi cation with each other,
in which the I P addresses are directly designated. Here, the terns
"client term nals" are not used, and the terns "comrunication
termnal s" are used on purpose. The "client termnals" are termnals
connected to the relay servers, and neanwhile, the "communication
termnal s” indicate all termnals, which includes the "client
termnals". This is because comuni cati on packets com ng not only
fromthe "client term nals" connected to the relay servers but also

f r om &Pt 0 RE T EBAALIATCRE T SAT TRt AST &) coMAST SR Y P HETLAN 1 or
the LAN 2 nmay be routed by using the above-described routing session.
Upon Fé@@???Hﬁmfﬁﬁtﬁﬁﬁﬁﬁﬁ?é%??%%eﬁ33¥§F§I?+iﬁﬁ??ﬁ%fENN”EWH@P the rel ay
servers 12 and 23 acquire transm ssion source | P addresses and

dest i 747 0A"E POsYHEs s ToFN REEONMAURT CAEI B2 pat RELY ETREEr ned.
Then,,b¥ referring to the relay group information 45, the rel ay
server8t3?agher 28 tonfirm whether or not the transm ssion source |P
addresses and the destination | P addresses are those corresponding to
the LARESTIn whitth YhEPTBubihgetinésen 1 ¥oriiaat®®d: a1 1:ié case
where the routing function is validated, the communication packets
are t rERSTEFF eth %é?ﬂ\e‘féﬁ't HE PRy 8driPert’: R Wi ERIAYhESFTGGL i ng
session _has been established, while being encapsul ated. [0071] For
exanpl@oEESieR St hat 28 CofAFAFE dRP Bt B RréddtoF APSWARLN FRE'SEP addr ess
of the client termnal 21 is designated as the destination is

gener @A rF OMAERESTI3%8Nnt - el hihdi® c1ien By P e L 2R TG0 SEHE T el ay
group information 45, the relay server 12 determ nes whether or not
the cliPerite T $fAVeL FnEdat i EPi%ent™ LRPAPTRRS P0ate28re¥ent in the
LANs that allow routing. That is to say, the relay server 12

det er AfNEE WHEYHEEVeT 2AcdtFel T RAETESt @R aks- W 15%ak/le #1idite present
in the LANs that allow routing, based on the |IP address of the client
t er mi F&F™IPLad! t9HE ¥994R58THEsi on source and the | P address of the
client termnal 21 as the destination, and on the network addresses
and t h@%8tlbnet THraSRt*RhivCATar 82 SBE 2P A TREPTEFRFNEIGApY iSAT 6T mat i on 45.
In the relay group information 45, the network addresses of the LANs
1 and ‘2IREVE1BRER T &Y 2TE@r &@, CraRePY TYSPEC EBHTY F9RYET LRERTTEREPC] | ent
termnals 11 and 21 are present in the LAN which allows routing. At
this ti7me3nd ReCTCoRMUAR EH FRTYPatere tionoe t1 8360 & Bef apEy

encapsul ated between the relay servers 12 and 23 and, accordingly,

t he cOIRfiRT dREPOR e SheravadeibetReefPthe ERfRAbe (XeLAT FFSST11 and 21
w t hout concerning the WAN 3 interposed in-between. Then, by using

t he | OEEPrTIHigE 7 els WPFtedcin Bt TEENPHARTE AR MY €t F¥e EBMAFINI cat e
through the WAN 3 with another client term nal connected to the other
LAN. NstEe¥hat 2rfeferethy aeserisrroitthagyhbedephvadeavititiéisst ef erabl y
using the client termnals 11 and 21 as an exanpl e; however, as

ment i dtfeduab oPeatehdnEWRbHIT e aPY ITPEEKEPst? r'dfaflicaf fareinal

comuni cation termnals including the client termnals nmay be routed
in a sisferegtigpttRead 74. Then, the relay server 23 notifies the client

terminal 21 of the updated information (Step S$16: NOTIFY ()). The

relay sexrver 12 notifies the client terminal 11 of the updated
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[0072].<3. 7 Flow of entire process> Wth reference to
flowmcharts of FIG 12 and FIG 13, a description is nade of a process
flow up to the establishment of the routing session and a process
flow for the actual routing of the conmunicationpackets. First, with
reference to FIG 12, a description is made of the process related to
t he establishment of the routing session. [0073]First, an

adm nistrator of a relay server establishes the settings related to
anot her relay server (Step S101). That is to say, the adm nistrator
est abl i shesothet et t{istgy a%7t alouIEY Whjch relay server a relay group
Is to be conposed and with which relay server the routing function

I's to beryakyfat edord 0974INEX i nobRh BYod RS 1 616/ &1 DG VB 1N,

rel ay servers

and 23 and client terminals 11 and 21 after Step S17. It is understood
that, in the relay server informaticn 57, the IP addresses of the
respectiverelay servers 12 and 23 and the IP addresses of the respective
client terminals 11 and 21 are registered. As described above, the
1P addresses of the relay servers and the IP addresses of the client
terminals are shared within the group in which the routing function
is validated. Note that the relay group information 45 and the client
terminal information 63 and 74 are not updated.

[0068] Through the above-described procedure, the relay servers
12 and 23 have joined the relay group, and share the network addresses
in which the routing function is validated by the relay servers 12
and 23 and the IP addresses of the relay servers 12 and 23. Moreover,
the relay sexvers 12 and 23 also share the IP addresses of the client
terminals which are logged on to the relay servers 12 and 23.
[0069] FIG. 8 is referred to one more time. Subsequently, & start
request for establishing a routing sessionis sent fromthe relay server
12 totherelayserver 23 (StepS518: INVITE). Whenaresponse isreturned
from the relay server 23 to the relay server 12, the relay server 12

transmits an ACK to the relay server 23 (Step $19). Upon receiving
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(Step 5102) . This process corresponds to Steps S3 and S4 in FIG 3.
Subsequently, if the settings for validating the routing function
wth any relay server is present (YES in Step S103), the routing
command is transmtted to the other relay server (Step S104) . That
is to say, as shown in Step S12 in FIG 8, a notice of the network
address of the LAN for which the relay server itself perfornms the
routing is issued to the other-end relay server with which the
routing session is to be established. As a response to this notice,

t he net work agddiess tbé ndiayl ddFaar 12hittle thbapiskereemt et atyl Satasethe
performs the routing is acquired fromthe other-end relay server

(Step 31 sl B r h S@oliRi in
N A G g b )

relay server, the rel server updates re [0 i nfo tion (Ste
Sto6) T Skkb Divve Rbmitiad SHanrsterLs Hat paNay L5 AT LF B REEBRe
corresponds to the relay group information 45 in FIG 9. That is to
say, thetkxctrdiigedensenprk? gt @3ses are set so as to correspond to

the relay servers. [0076] Then, the routing session is established
bet ween the70el ay ToemeRis nSeep iS4 b)estabNi shpd BCEREcLONERSPARGS O s

Steps 518 to S20
12 and 23, whereby the “communication terminals” connected to the LANs
having the network addresses in which the routing has been established
are capable of performing communication with each other, in which the
IP addresses are directly designated. Here, the terms “client
terminals” are not used, and the terms “communication terminals” are
used on purpose. The “client terminals” are terminals connected to
the relay servers, and meanwhile, the “communication terminals”
indicate all terminals, which includes the “client terminals”. This
is because communication packets coming not only frqm the “client
terminals” connected to the relaf servers but also from all of the
“communication terminals” connected to the LAN 1 or the LAN 2 may be
routed by using the above-described routing session. Upon receiving
the communication packets from the LAN side, the relay servers 12 and
23 acquire transmission source IP addresses and destination IP
addresses of the communicaticon packets concerned. Then, by referring

to the relay group information 45, the relay servers 12 and 23 confirm
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in FIG 8. Through such a process, the routing is started (Step
S108). 40 As described above, the routing function according to this
preferred enbodi nent is validated by exchangi ng the network address
information, in which the routing is set by using the relay group

i nformation, between the relay servers which can conmunicate with
each other. Then, by using the routing session established for
routing, the routing control for the I P packets is perforned based on
a communi cation function of the relay comuni cation system As

descri beghaboyveor hibe thelldaigmi bt dakedrta 1bhiirbsetenad rerhadiimRt on
is executed in the application layer, and differs fromthe usual IP

routing. t routi tur sty
(VEs i & dotsrags® e BoettRe e ebdaisl PRI ab B ARCHE, Sl
and the relay group information is updated (Step S111) That is to
say, thef H’é‘t’{bﬁ’rk I drdddasedr e Welteas? oMeTife (SCaraubing hencdligp is
group information 45 in FIG 9, and the state returns again to a
state siwalbdatad,t tisd cofmbivecataloaypagriedtp dmf oramptficated Deicnefh Ghetelay
[0077]FIG 13 is a flowhart showi ng the process in which the rel ay

server rout-esri hen GRATEHRREAI AN nBAGKEY oh ri‘xatsh:?ee?ﬁ & &phehedl %1&8%@1&8

sessi on has been established. Upon receiving the conmni cafion packet
, the relﬁ¥ servercﬁnalyzes t he conmuni cati on packet (Step S201) ,
and det eFAFARE & Her or not the communication packet is a routing
packet (Step S202) . If the communication packet is not a routing
packet (M@O7Lh St dprSeaaypley pecehngi Hptpaocwwwirfigriine ragwasti catwhaeh
packet is perforned (Step S204).
the IPaddress of theclient terminal 21 isdesignatedas thedestination
is generated from the client terminal 11, By referring tec the relay
group information 45, the relay server 12 determines whether or not
the client terminal 11 and the client terminal 21 are present in the
LANs that allow routing. That is tosay, the relayserver 12 determines
whether or not the client terminals 11 and 21 are present in the LANs
that allow routing, based on the IP address of the client terminal
11 as the transmission source and the IP address of the client terminal
21 as the destination, and on the network addresses and the subnet
mask, which are set in the relay group information 45. In the relay
group information 45, the network addresses of the LaNs 1 and 2 have
been registered, and it is confirmed that the client terminals 11 and
21 are present in the LAN which allows routing. At this time, the

communication packets to be transierred are encapsulated between the
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[0078] If the communi cation packet is a routing packet (YES in Step
S202), the transm ssion source | P address and destination |IP address
of the communication packet are detected (Step S203) . Then, the
rel ay server determ nes whether or not it is possible to route the
comuni cati on packet based on the detected transm ssion source |I'P
address and destination |IP address. That is to say, the relay server
det erm nes whet herornot the network address information correspondi ng
to the transm ssion source |P address and the destination |IP address
has beenrglegi Skeeredsaks? ragut ZAgandf Glombt-bongly, the cehaynéOtion can be
information (Step S205). [0079]1n the case where the information

i ndi cat ifghd Rk et {00 d13 cak! PUBR: A1 d RE! Bdedhi Rt su£g+]a¥%%rn%e; the

i nformation, the comunication packet Is sent out throu

est abl i Quting session (Step S206). I n the case where the

ht or i tioh 3 MCEAPPRES CHABSEHEERng ekl PRWMILIS thor Pt utogorieshe
relay group information, the client termnal as the transm ssion

sour ce iBetliikhédietmitnalt cpg dinppoddivbtenmhwricaite thnerush chei 6aN Baskeh
to reach the destination (Step S207). [0080]Wth reference to the

bl ock di agsae0tl FHdE t3rmihgl haneeted thetHOUEhO8 IPKQCEES: d Shat, here,
nowdescri bed. The relay server 12 (23) receives the conmunication

packet t u i:nterfac i 1 ) driver 151
(250, 11 he R e o Eot e n 28 pRGFe ol WD it Bk e
communi cation packet is then outputted to the routing control unit
154 ( 2545SFMBUGh 1L RRG A 87 P SEERBL e hrivtedstngd fientigned aipve, Thie
routing control unit 154 (254) refers to the relay group information,
and conf¢omeunsitettieon packaos facmadliofghierfoommal cobi orst @reiserits. inalutheg
case where the routing information is present, the communi cation

packet isnoutDidtedct-Rihles iddElsd eha¥egelyel LANNGEt WO OCeSSi Ny
unit 155 (255). [0081] The inter-relay server connection processing

unit 155[6&$§?

<3. 7 Flow of entire process>

With reference to flowcharts of FIG. 12 and FIG. 13, a
description is made of a process flow up to the establishment of the
routing session and a process flow for the actual routing of the
communicationpackets. First, withreferencetoFIG. 12, adescription

is made of the process related to the establishment of the routing

session.
[0073] First, an administrator of a relay server establishes the
settings related to another relay server {Step S101). That is to say,

the administratorestabliishes the settingsastowithwhichrelayserver

a relay group is to be composed and with which relay server the routing
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determ nes a connection, through which the comuni cation packet is to
be rel ayed, corresponding to the destination |IP address of the
communi cati on packet, and delivers the communi cation packet to the
created relay server X connection unit 156 (256). The relay server X
connection unit 156 (256) is a connection actually constructed with a
specific relay server. [0082] The relay server X connection unit 156
(256) outputs the comruni cati on packet to the WAN-si de | P packet
processing unit 153 (253). In such a way, by using the routing

sessi on, sidre-iGRMUNtgabd OFy PRkl .i s transferred to the other rel ay
server through the LAN driver 151 (251) and the interface unit 121

(231). @ﬁﬁ The rel ay conqnnlcatlon syste t.hi s pL ferred
enbodi neﬁ d‘}]‘gterqunéi’l & NETWer K RAdd é:segg]e%hl THexre " ?/n%enll‘agarsle§vers
routed and, in addition, establishes the routing session required for

the rout |FegP FA03) mailhig PEOGRISSICBFESsRORBULE $HRPT SRR G4t i BFIG-

packet between the communication termnals through the WAN 3. The

net wor k ausheegsmaslef ifhehe sabtlgs FocabeddhANsy ane rehaleg rhetween wibr
relay servers. Accordingly, the routing session may be dynamcally

est abl i sheg Y Jlhe. Ll 2% SYSL &M« aRest e SRECELbE) NERWOLK, 2O %%ﬁlﬁﬁﬂd

| ocat ed renDter from each ot her can be connected so as to enable t

| P t I , he V I t
< 1 oqui 1 L5 EB LT CRhERG AN GE M AAAPERSTAntr S RLLLh on 1o hgstbray.

the termnals present on the network. However, in the relay

communi cas i vy dnefted I8 snpréferfed ewbodenehtthe nekwopbswidrdesst of
refer to the I P addresses and connection states of the relay servers
and the ghéent foeriHiRdl thd Feldies&eb@y i €08THPE S HRNLBY sbet fyesti@shike

sharing of the relay server information. [0084]

to the other-end relay server with which the routing session is to
be established. As a response to this notice, the network address
of the LAN for which the other-end relay server performs the routing
is acquired from the other-end relay sexrver (Step S105). This process
corresponds to the response in Step S12 in FIG. 8.

[0075] Upon acquiring the network address from the other-end relay
server, the relay server updates relay group information {Step S106}.
Intheabove-mentiocnedexample, therelaygroupinformationcorresponds
totherelaygroup informationd45inkFiG. 8. Thatistosay, theexchanged
network addresses are set so as to correspond to the relay servers.
[0076] Then, the routing session is established between the relay
servers (Step S8107). This process corresponds to Steps $S18 to S20

in FIG. 8. Through such a process, the routing is started (Step S108).
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<3. 8 Step S21 to Step S27> As descri bed above, the rel ay
servers preferably function as devices which performthe routing

bet ween the LANs; however, from here, a description will be nade of
a preferred enbodinment of inplenmenting the routing function in the
client termnals. FIG 14 is a flowhart of inplenmenting the routing
function in the client termnal 11. Note that it is assuned that
steps in FIG 14 are executed after Step S11 in FIG 3. That is to
say, it is assunmed that the steps in FIG 8 are not executed yet.

[ 0085] Fi astdesthebed iapatrel, efhd paht ddy HhaBS bh SackokQllhé @ ERIFRAL FEOred
the relay server 12 (Step S21: setRouting). In the routing commuand

transmt I (& ' t ] . t r\er .
addr ess % aJlr%lﬁv%%%%g rﬁ%né}?atr}%% o%*tel %egtv{/ol%ﬁ%%%cs?éﬁennét&ma%on’

term nal ,
inwhichthe routing is setbyusing the relaygroup infermation, between

the relay servers which can communicate with each other. Then, by

using the routing session established for routing, the routing control

for the IP packets is performed based on a communication function of

the relay communication system. As described above, the routing

validated in this preferred embodiment is executed in the application

layer, anddiffers fromthe usual IP routing. When the routing function
is turned OFF by the administrator (YES in Step S109), the routing
session is disconnected (Step S110), and the relay group information
is updated (Step S5111). That is to say, the network addresses are
deleted from the state of the relay group informaticn 45 in FIG. 9,

and the state returns again to a state similar to that of the relay
group information 42 in FIG. 7.

[06077] FIG. 13 is a flowchart showing the process in which the relay
server routes the communication packet in the state where the routing
sessionhasbeenestablished. Uponreceivingthe communicationpacket,
the relay server analyzes the communication packet (Step 5201), and
determines whether oxr not the communication packet is a routing packet

{Step 8202). If the communication packet is not a routing packet (NO
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11 is jncluded. Here, the client termnal 11 routes the |IP packet

com ngfront heLAN and, accordingly, the relay server 12 is notified of
the network address (200.1.10.0/24) of the LAN 1. The relay server 12
transfers the routing command to the relay server 23 (Step S21.

[ 0086] Upon receiving the routing command fromthe relay server 12,
the relay server 23 issues, as a response thereto, a notice of an
address of a network that perforns the routing via the relay server
23. Here, the relay server 23 routes an | P packet comng fromthe LAN

2 and, ateaghHNghy?2)| he feRlcayiseryedcasd iFsrnohé fdthuahicat Dot Wdket is
address (210.10.20.0/24) of the LAN 2. The relay server 12 notifies

t he Clieﬂérfﬁﬁﬂkpq%téﬁ Qﬁoéﬁ? net wor k address of the LAN 2.

[0078] If the communication packet is a xouting packet (YES in Step
5202), the transmission source IP address and destinaticn IP address
of the communication packet are detected {Step 5203). Then, the relay
server determines whether or not it is possible to route the
communication packet based on the detected transmission source IP
address and destination IP address. That is to say, the relay server
determines whetherornot thenetworkaddress information corresponding
to the transmission source IP address and the destination IP address
has been registered as routing information in the relay group
information (Step S205).

[00781] In the case where the information indicating that routing
is allowed is included in the relay group information, the
communication packet is sent out through the established routing
session (Step S5206}. In the case where the information indicating
that routing is allowed is not included in the relay group information,
the client terminal as the transmission scurce is notified that it
is impossible for the communication packet to reach the destination
{Step 5207).

[0080] With reference to the block diagram of FIG. 2, the flow of
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[0087] The control units 122 and 232 update the relay group
information 42, thereby create the relay group information 45 (refer
to the relay group information shown in FIG 9), and store the rel ay
group information 45 in the relay group infornmation storage units 124
and 234. Wen such an updated relay group information 45 is created
in the relay servers 12 and 23, the relay servers 12 and 23 notify
the client termnals 11 and 21 of the updated information of the
relay group information 45. [0088] Subsequently, the control unit 122

creates %les t fﬁ§§&663§9&§ﬁﬁﬁﬁés&§§ <ﬁatTﬂ@r%@é%sé£9£§ﬁ2R93FE§be19és

and not i e Tel ay server eupdate ref ayserver

i nformation56-1 522 on, recejving su a tice
e cont Vo COMTEN Sa9 P oRr 64T ﬁgYéb%ttga i G Gt L Ot | Bt the
56-2 (refer to FIG 10), and notifies the relay server 12 of the

updat ed ¥&f @rivervepl | i (7581 ratiorh§6commyrgG8I i Thepeorrly db vede¢vetRIrom
and 232 synthesize the relay server information 56-1 and 56-2, to

thereby exeahR dilke, r@ledyorERini@a thBh PRkt 0% Sed hef it ed 3 Ghe rblking
and store therelay server information 57 in each of the relay server

nfor mat j on. s$0%age 40) {525 (235)s WiensSuch. A MBIt 0 KEL S o

server of e |on 57 i s Create ay se vers 1
relay servers 12 and 23 notify the cllent terminals 11 and 21 of the

updat ed 9% ofFRdli-on™®F AW irgl g9nEERl eitni et nbd I bn IHESE St Bt Feday
S24) .

group information, and confirms whether or not a routing information
is present. In the case where the routing information is present,
the communication packet is outputted to the inter-relay sexver
connection processing unit 155 (255).

[008B1] The inter-relay server connecltion processing unit 155 (255)
determines a connection, through which the communication packet is
to be relaved, corresponding to the destination IP address of the
communication packet, and delivers the communication packet to the
created relay server X connection unit 156 (256). The relay server
X connection unit 156 (256) is a connection actually constructed with
a specific relay servex.

[0082] The relay server X connection unit 156 (256) outputs the
communication packet to the WAN-side IP packet processing unit 153
{253). 1In such away, by using the routing session, the communication

packet is transferred to the other relay server through the LAN driver
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[ 0090] Thr ough the above-described procedure, the client termnal 11
and the relay server 23 share the network addresses of the LANs |and
2, in which the routing function is validated, and the |IP addresses
of each other. Mdireover, the client termnal 11 and the relay server
23 share the I P addresses of the client termnals connected to the
LANs 1 and 2. [0091] Subsequently, a start request to establish the
routing session is sent fromthe client termnal 11 to the relay
server 12 (Step S25: INVITE). Wien a response is returned fromthe

rel ay SeIé’lertzjs%)tQn&h‘éh&'irﬁ.@rfta%'é”hﬂﬁk il | tz@%g@' ient termnal 11
transmts an ACK to the relay server 12 (Step S26).

003 St 8 ST I IR LS e g s
INVI TE). When a response is returned fromthe relay server 23 to the
rel ay setsfmrninest hee redtaiprkenderedses mwaashi axe gynagkcedly eouteldagnd,
server 23 (Step S26. 2). [0093] Upon receiving the ACK, the relay
server 28, eghabl dishestdbeishes the routing session required for the routing,
thus making it possible to route the communication packet between
the communication terminals through the WAN 3. The network addresses
of the remotely located LANs are shared between the relay servers.
Accordingly, the routing session may be dynamically established by
the relay system, and the specific network addresses located remotely
from each other can be connected so as Lo enable the IP routing only
when necessary. Usually, in the VPN, a special unit is required to
determine the IP addresses and connection states of the terminals
present on the network. However, in the relay communication system
of thispreferredembodiment, it ispossibletorefertotheIPaddresses
and connection states of the relay servers and the client terminals
in the relay communication systemdue to the sharing of the relay server
information.
[0084]
<3. 8 Step 821 to Step 827>
As described above, the relay servers preferably function

as devices which perform the routing between the LANs; however, from
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routing session with the relay server 12 (Step S27). The relay server
12 further establishes the routing session with the client term nal
47 11 (Step 327. 1). In such a way, the routing session via the WAN
3 is established between the client termnal 11 and the relay server
23. [0094] As descri bed above, in the relay comunication system of
this preferred enbodinent, the client term nal connected to the LAN
can be selected arbitrarily, and can serve as a routing device. In
such a way, the routing control between the renotely |ocated LANs can

be consthdied,eds f hexéblytidD0DD]IFose exaa®| 8f a8 RAleREke8O0RBMbBHIAEAONCE

as shown in FIG 15
implementing the routing function in the client terminals. FIG. 14
is a flowchart of implementing the routing function in the client
terminal 11. Note that it is assumed that steps in FIG. 14 are executed
after Step 811 in FIG. 3. That is to say, it is assumed that the steps
in FIG. 8 are not executed vyet.
{0085] First, the client terminal 11 transmits a routing command
to the relay server 12 (Step 521: setRouting). In the routing command
transmitted from the client terminal 11 to the relay server 12, an
address of a network that performs the routing via the client terminal
11 is included. BHere, the client terminal 11 routes the IP packet
coming from the LAN 1 and, accordingly, the relay sexrver 12 is notified
of the network address (200.1.10.0/24) of the LAN 1. The relay server
12 transfers the routing command to the relay server 23 {Step S21.
L.
[0086] Upon receiving the routing command from the relay server
12, the relay server 23 issues, as a response thereto, a notice of
an address of a network that performs the routing via the relay server
23. Here, the relay server 23 routes an IP packet coming from the
LAN 2 and, accordingly, the relay server 12 is notified of a network

address (210.10.20.0/24) of the LAN 2. The relay server 12 notifies
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is considered. Four LANs 81, 82, 83 and 84 are present, and the LAN
81 and the LAN 82 are connected to each other through relay servers
811 and 821. The relay servers 811 and 821 include simlar functions
to those of the relay servers 12 and 23 of the present preferred
enbodi nent. Moreover, the LAN 81 and the LAN 83 are connected to each
ot her through a general - purpose router 812, and the LAN 82 and the
LAN 84 are connected to each other through a general - purpose router
822. The general - purpose routers 812 and 822 are routers having a
general packet routing function. Moreover, a client termnal 831 is
connected to the LAN 83. [0096] I n the network configuration as
descri bed above, the routing function is inplenented in the client
term na¢ B3dnt Thatinkd 1i0osaghe netv®irkidddreopef atliecohA @.t hat of the
client termnal 11, which has been described in the process flow of
FI G 1d9s7ls pemborwomdoel anditishe2? outd 12g2 seskitenths mdbabiioshed bet ween
the client termnal 831 and the relay server 821. In such a way, it
i S possiddmacien epnshdreby cirieter gut T4igy Ieesy dnfewenion ¢t (meferher LAN
connected through the general -purpose router, and a highly flexible
net wortk tsysitcgny ganubhentomhi gur sthwn {r0087] Hur ddreprmreetheFt€3ay16 shows
anot her exanple. A LAN 91 and a LAN 94 are connected to each ot her
t hr oughod fecayasienwsrirDide adldyaroed ayfsenvien Sbtagandita U12AN 94 and a
LAN 92 are connected to each other through a relay server 941 and a
rel ay aserxzer 9R2dn sddreat ebdyreseraley $roddl inQdhawivth 941s haveregi m | ar
functions to those of the relay servers 12 and 23 of this preferred
enmbodiiffetde r&biveometers tirealddA\BR 94hanttlay lsAN&S ar endormectigd t o each
ot her through a general -purpose router 942, and the LAN 92 and a LAN
93 ar eneennect edriigal@athamt frept the opditea igenenaliorpof posesyagut er 922.
Furthernore, client termnals 931 and 951 are connected to the LANs
93 angirBhy imespectitvaly. [0098]1n the network configuration as
descri bed above, the routing

{ooss] Subsequently, the control unit 122 creates the updated relay

server information 56-1 (refer to FIG. 10), and notifies the relay
server 23 of theupdatedrelayserver information56-1 (Step S22 : NOTIFY) .
Upcn receiving such a notice, the control unit 232 creates the updated
relay server information 56-2 (refer to FIG. 10), and notifies the
relay server 12 of the updated relay server information 56-2.

[0089] The control units 122 and 232 synthesize the relay server
information 56-1 and 56-2, to thereby create the relay server
informations7 (refertoFIiG. 11), andstoretherelay server information
57 in each of the relay server information storage units 125 (235).
When such an updated relay server information 57 is created in the

relay servers 12 and 23, the relay servers 12 and 23 notify the client
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function is inplenented in the client termnal 951, and the routing
session is established between the client termnal 951 and the relay
server 911. Moreover, the routing function is inplenentedinthe client
terminal 931, and the routing session is established between the
client termnal 931 and the relay server 941. In such a way, in the
versatile network configuration, arbitrary LANs may be sel ected, and
the routing function may be inplenented in the client termnals
connected to each of the LANs, hence the routing session can be

freely ceashiiitedibghyeen A Bher@dadedNinrbPR9 od oFeeRRA RS ekkedr
Enbodi ment} (1. System configuration and setting contents of relay

group} . . t, de i ption,is made of a second preferred
enbodi rrejh?f%?mattﬁeonglr%és %?e?sn\slsgl ia(r)qu_ E%FET 17 is a view showi ng an

entire configuration of a relay conmunication systemaccording to the
second pFePred ERBodPRERe 29V Kiescpibedpredednbodihesliephdermigal
81, 82, 83 and 84 are additionally connected through the WAN 3.

[ 0100] Thel cdnderihet eebhpadesrv@l] 238243 r83heandt 844k antidirebeesebBythe LANS

1land 2, inwhich the routing function is validated, and the IP addresses
of each other. Moreover, the client terminal 11 and the relay sexrver
23 share the IP addresses of the client terminals connected to the
LANs 1 and 2.

[0091] Subsequently, a start request to establish the routing
session is sent from the client terminal 11 to the relay server 12
{Step 525: INVITE), When a response is returned from the relay server
12 to the client terminal 11, the client terminal 11 transmits an ACK
to the relay server 12 (Step S$526).

[00982] Subseguently, a stari reguest to establish the routing
session is sent from the relay server 12 to the relay server 23 {Step
S26. 1: INVITE). When a response is returned from the relay server
23 to the relay server 12, the relay server 12 ftransmits an ACK to
the relay server 23 (Step S526. 2).

[0093] Upon receiving the ACK, the relay server 23 establishes the
routing session with the relay server 12 (Step $27). The relay server

12 further establishes the routing session with the client terminal
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servers 812, 822, 832 and 842 are connected to the LANs 81, 82, 83
and 84, respectively. The relay servers 812, 822, 832 and 842 incl ude
simlar functions to those of the relay servers 12 and 23 descri bed
inthe first preferred enbodi nent. Hence, in the second preferred
enbodi ment, six LANs 1, 2, 81, 82, 83 and 84 are preferably included
in the relay communication system and the routing control is
performed anong six LANs. [O0101]FIG 18 is a view show ng
constituent elenments of the relay server 12. The secondpreferred
enbodi nelt (Ssegi £2¢r eént. f Eomneddie af wawt Yhreefrent bog evdmzdionent a ithet HAN 2
rel ay server 23 connection unit 153-1 and a relay server 812
connect i O détiab1198ed W BiRmetRE D] Yortd @ALRAEnANG 1 RELUERE. Qﬂ¥¥13b§vé§
say, in the first preferred enbodinent, the LANs 1 and 2 estab i sh

t he routéyg session in a one-to-one relatlonshlp, and neanwhile, in
the present preferred enbodi ment, six LANs establish routing sessions
in arbitrary conbinations, Then, FIG 18 shows a state where the

rel ay seEQ/%%“lZ hds essapinashalovhe ¥oiihiengebas IBHENAFRRLOh S ssrRyOf
server 23 and the relay server 812, such that two connection units
153-1 anthilbdr2rhaved hetwdimeat edthd @1A2h&11Grmifal Sconndc@WdsboOWHRYLAN
rel ationshi ps between the relay groups which the relay server 12 has
j oi ned, @mﬂeogaggt@@tatr%rﬁarIg? £l I EYaB el IR e L w&ﬁﬁgodéfi@ey. n
groups, nanely GROUP Is a relay group ftormed
anong three re servers 12, 23 and 812, is arela

or oup 1 OF ik Safihg CrB oy S wS et Bhe Tty Skt Ry A
GROUP 1, a routing pattern between the relay servers 12 and 23 and a
routi ng pateensidietadeflehibIel ay servers 12 and 812 have been set.
In GROUP 2, a routing pattern anong the relay servers 12, 822 and 832

and a roubdoe) pat reEkNeRehween ot RetwetRyamiverstidn & shown in FIG. 15
is considered. Four LANs 81, 82, 83 and 84 are present, and the LAN
81 and the LAN 82 are connected to each other through relay servers
811 and 821. The relay servers 811 and 821 include similar functions
to those of the relay servers 12 and 23 of the present preferred
embodiment. Moreover, the LAN 81 and the LAN 83 are connected to each
other through a general-purpose router 812, and the LAN 82 and the
LAN 84 are connected to each other through a general-purpose router
822. The general-purpose routers 812 and 822 are routers having a
general packet routing function. Moreover, a client terminal 831 is
connected to the LAN 33.

{00961 In the network configuration as described above, the routing

function is implemented in the client terminal 831. That is to say,
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842 have been set. [0104] As descri bedabove, in each of CGROUP 1
andGROUP 2, two routing patterns independent of each other preferably
have been set. For exanple, in GROUP 1, the routing is not perforned
between the relay servers 23 and 812. Mreover, in GROUP 2, the
routing is not perfornmed between the relay servers 822 and 842. In
this way, a plurality of independent routing patterns can be
individually forned even within one relay group and, accordingly, a
rel ay communi cation systemw th higher flexibility can be

construgt e@mwfl%b&@m@%aeﬁaflo@ 1l 3 NOME I3y ndli OUP, ,R{ oK% MRk zsman

regarding two relay groups whi ch the relay server 12 has joined. FIG
20 is rela formation 46 r d FlI 21 is,
rel ay gr&oﬁéﬁ%?g i oﬁrﬁ‘?e?%é‘cé?ﬁl ng 2° Reﬁfl%—;lrﬁegﬂ?ng%mhﬁﬁltﬂg
information which is newy added in conparison with the first

pr ef er r & SEHEBH Trestahl bshpd detiaed. ti{e0 b6 b temaipal HRlgpedFhe relay
information 46 shown in FIG 20, in upper information 461,

" 2007040233100 el ay- seeN el wWayabit nef poksiseé AS cohetidenttita eatit iy

information "id", and "GROUP 1" is set as the group nanme "nane".
session even with another LAN connected thrcugh the general-purpose
router, and a highly flexible network system can ke configured.
[0097] Furthermore, FIG. 16 shows another example. A LAN 81 and
a LAN 94 are connected to each other through a relay sexrver 911 and
a relay server 241, and a LaN 94 and a LAN 92 are connected to each
other through a relay server 941 and a relay server 921. The relay
servers 911, 921 and 941 have similar functions to those of the relay
servers 12 and 23 of this preferred embodiment. Moreover, the LAN
94 and a LAN 95 are connected to each other through a general-purpose
router 942, and the LAN 92 and a LAN 93 are connected to each other
through a general-purpose router 922. Furthermore, client terminals
931 and 951 are connected to the LANs 93 and 95, respectively.
[00%8] Inthe network configuraticon as described above, the routing
function is implemented in the client terminal 951, and the routing
session is established between the client terminal 951 and the relay
server911. Moreover, therouting functionisimplementedintheclient

terminal 931, and the xrouting session is established between the client
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[0107] I n l ower information 462, information of the relay server 812
is added in addition to those of the relay servers 12 and 23. As 52
the information of the relay server 812, "rel ay-server-3@bc.net" is
set in "id", and "220.0.100.0/24" is set as the network address.
[0108] Mbreover, subsequent to the network address, a routing ID 463
is set. In the exanple of FIG 20, "0001" is set as the routing ID
463 for the relay servers 12 and 23, and "0002" is set as the routing
| D 463 for the relay servers 12 and 812. As shown in FIG 19, the
routing 4mikRQ1531 RHHGHLSe LNEsEBHE + D1 PatieLDEtIEE N 4 REe MR @Y tile
servers 12 and 23 in GROUP 1. The routing I D "0002" indicates the
routing ef. . r s 12 .and 812 i 1. ..
[ot00] 1 RS e s SR e B S RS PR AT P g
information 471, "20070402567800@ el ay-server-1.abc.net" is set as
the i denfHFican BRY PRf BRMRMeSFed It tharfd tepRdAgprpmails eemeagdeghie each
group nane "nane". [0110]In |ower information 472, information of the
rel ay ses¥ensL8R82, h832eahd 142 ianescadded dan adft dd Igncdros irhesedoktwvben
relay server 12. As the information of the relay server 822,

"rel ay- sgryerrA@bgyget” is set in "id", and "230.10.5.0/24" is set
as the network address. As the information of the relay server 832,
"relay-sgéq£§15@bbc.net" is set in "id", and "240.10.10.0/24" is set
as the n k address. As the information of the relay server 842,

"rel ay-server-6@bc.net” is set in "id", and "250.0.10.0/24" is set
{Second Preferred Embodiment}

{1. System configuration and setting contents of relay group)
Next, adescription is made of a second preferred embodiment
of the present invention. FIG. 17 is a view showing an entire
configuration of a relay communication system according to the second
preferred embodiment. In this preferred embodiment, the LANs 81, 82,
83 and 84 are additionally connected through the WAN 3.
[0100] The client terminals 811, 821, 831 and 841 and the relay
servers 812, 822, 832 and 842 are connected to the LANs 81, 82, 83
and B4, respectively. The relay servers 812, 822, 832 and 842 include
similar functions to those of the relay servers 12 and 23 described
in the first preferred embodiment. Hence, in the second preferred
embodiment, six LANs 1, 2, 81, 82, 83 and 84 are preferably included
in the relay communication system, and the routing control is performed

among six LANs.
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as the.network address. [0111] Then, for the relay servers 12, 822 and
832, "0003" is set as a routing ID 473, and for the relay servers 12
and 842, "0004" is set as the routing ID 473. As also shown in FIG
19, the routing ID "0003" indicates the routing session anong the
relay servers 12, 822 and 832 in GROUP 2 . The routing ID '0004"

i ndi cates the routing session between the relay servers 12 and 842 in
GROUP 2. [0112] For exanple, the routing session anong the rel ay
servers 12, 822 and 832 with the routing ID "0003" shows that the
comuni cB@1®@i packes.il$ iout edeasbpygitdecnstayusetr véeseils cd22hamdlay
832, but does not include information as to between which rel ay

Servers $de,d0ut | NgngeeshLan 642@%&«9?@@ eRBLABhd S ed leEér&%@ffP&rﬁthé Rerst
setting of the routing ID" may be satisfied based on an

establ i shed_rout ssi gl en vers 12 .and 822 d
o oot anft Sher o B R B T Rl B S e S P e 185wy 939
Alternatively, a routing session may be further established between
the rel a§n@ex \;f@iiéysszezf‘r@ﬁdﬂ%zoqn@frspn{@lﬂ:ﬂéﬁrafaqﬂ peefeyably created
Wth reference to flowharts of FIG 22 and FIG 23, a description is
now nmadeamd idcpnas@ss Thik@w sifotsait,heneasicabl + shpeatepfed BabbOMMENY, the

session and a process flow for the actual routing of the
LANs 1 and 2 establish the routing sessioninaone-to-one relationship,
and meanwhile, in the present preferred embodiment, six LANs establish
routing sessions in arbitrary combinations. Then, FIG. 18 shows a
state where the relay server 12 has established the routing sessions
with the relay server 23 and the relay server 812, such that two
connection units 153-1 and 153-2 have been created.
{0102] ﬁ‘IG. 19 is a view showing relationships between the relay
groups which the relay server 12 has joined, and routing patterns.
The relay server 12 joins two relay groups, namely GROUP 1 and GROUP
2. GROUP 1 is a relay group formed among three relay servers 12, 23
and 812, and GROUP 2 is a relay group formed among four relay servers
12, 822, 832 and B42.
[G103)] In GROUP 1, a routing pattern between the relay servers 12
and 23 and a routing pattern between the relay servers 12 and 812 have

been set. In GROUP 2, a routing pattern among the relay servers 12,

822 and 832 and a routing pattern between the relay servers 12 and
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cQmuni cation packets . First, with reference to FIG 22, a
description is made of the process related to the establishnment of
the routing session. [0114]First, an adm nistrator of a relay server
establishes the settings for a routing configuration (Step S1101)
That is to say, the adm nistrator establishes the settings as to with
which relay server a relay group is to be constituted, with which
relay server a routing group is to be fornmed, and with which rel ay
server the routing function is to be validated. For exanple, in the
exanpl e shpwmkdad Heea 529, the administrator of the relay server 12
est abli shes the settings to forma relay group anong the relay

servers an P_1, . Q up..anong .

t he reIaégé%%ﬁersqu%%ggé?ggggog%ﬂl@%%%ﬁf%ég@%?aggkg¥ggégfEwpﬁxﬁg&ﬁg

1, the adm nistrator of the relay server 12 establishes the settings

to formPRECFOR i MglepaPEerhsOhetierthReE PEPEGT R drye1beands o a%@r

between the relay servers 12 and 812. Mreover, in Goup 2, the

admi ni st esdmplef inh@ROEP dy skevierutigess ablt peesothed ettivengsti® dedm

the routing patterns anong the relay servers 12, 822 and 832 and

bet ween thevsed 2y SQIVESS hdradsk842n Glfi@wzermelf Bout {18y §g'ﬂ'o;3'h;§5trr@r%red
e

establishes the settings as to between which relay servers

routing sion. s to.be caonstru d._i ch of .the routin atrerns.
[0115] NeSEETTRA T 551 R e o Fe o eh oiRe rBUErRg LoesPORLTEELEY £
be constructed, are extracted (Step 51102) . Then, a routing conmmand

i s transifferRRndent Keubiny retEarpelen berintisidsadpy Scu®d evamatithdn
to say, as shown in Step 512 of FIG 8, a notice of the network

addr ess ofethE dyAirbop addi,chctdedimeilay aeralely cbaebii@edifodr Bgstde with
routing is issued to the other relay server with which the routing

sessi on {,$.49. be £staRkik hg€n1§§ @lgshepsg to this notice, the
N for whic

net wor k ad%ress of the L the ot her relay server performs
t he routig E acgyireg fromthe other relay server (Step S1104) .
This proé 205 Lor ntl A6 THe: Pespbts &5 AY SopPspt Ypagien gegarding
[0116] Upon acquiring, fromthe other relay server, the network

addr ess for yhiah dreapsorbicly e pelhprsedyen HE hebajoigmdier Fipdailes s
the relay group information (Step S1105) . That is to say, as

descri bedene{ hyrRferafeentidhe g ekadr8i A BROMRON MBiAPF R 0f H Ge1@y
the network addresses in which the routing function is validated are

added to P rg% i,Af ormat i on, ver, routing,\Ds_ ar
it vi audF §Pse #fodetel o ﬁgﬁ%ré‘aﬁﬁ?e‘%@%‘?,f \Aﬁflcﬁ&{shezéo%rfc?ngm' 21,
function is validated, Then, the routing session is established
bet ween £RECFRPEIPHER IR §3 papdl 239206 COmRTiTd SpRItESsheof FedprriEe ned
Steps 518 to 820 in FIG 8. As described above, the routing function
accor di ngmbodiherst pref endedl endddi nent i s val i dated by exchangi ng the
net wor k address i nformation,
[(01086] In the relay group information 46 shown in FIG. 20, in upper
information 461, “200704021331008relay-server—-1.abc.net” is set as
the identification information “id”, and “GROUP 1” is set as the group
name “name’,

[0107] In lowexr information 462, information of the relay server

812 is added in addition to those of the relay servers 12 and 23. As
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in which the routing is set by using the relay group information,
between the relay servers which can conmuni cate with each other.

Then, by using the routing session established for routing, the
routing control for the IP packets is perforned based on a

comuni cation function of the relay comuni cation system As

descri bed above, the routing validated in this preferred enbodi nent
is one that is executed in the application |layer, and differs from
the usual IP routing. [0117]Next, it is determ ned whether or not

t he establishnment of the routing sessions with all of the relay
servers extracted in Step S1102 has been conpleted (Step S1107) . In
the case where the establishnment has been conpleted, the routing is
st art ede (5t@maSld08) the YWty d<hreer 6UL.I Nplbynsiriven-3egbt urehedsOFF by t he
adm nistrator (YES in Step S1109) , the routing session is

di scopaecinedid"St epd S21d0). 1and /ehe isedety agridwpnetvook reitikess.i s updat ed
(Step S1111) . That is to say, the network address information set in
t he rdbaysigr oupresfear, mabisenens tetlet echwol® 288tdslsGa 231Higg apf | owchart
showi ng the process in which the relay server routes the

comunrieg atsi gyt . pamkete exunphe oStEice Mher@othe sreut anghsesstiog has been
est abl i shed. Upon receiving the communi cati on packet, the relay

ser vermamalipz ese thtaycormyns Cakhdns paskeioopStiepeSh2aLe rouaimg

det ermi nes whether or not the conmunication packet is a routing
packetp {ddOrbin tBk efe151 202yersalr eo@ ¥ing 43r sigegsid LGt he, cdrnuni cati on
packet is perforned (Step S1204).

routing ID “0001” indicates the routing pattern between the relay
servers 12 and 23 in GROUP 1. The routing ID “0002” indicates the
routing pattern between the relay servers 12 and 812 in GROUP 1.
[0109] In the relay group information 47 shown in FIG. 21, in upper
information 471, *20070402567800@relay-sexrver-i.abc.net” is set as
the identification information “id”, and “GROUP 2” is set as the group
name “name” .

[0110] In lower information 472, information of the relay servers
822, 832 and 842 are added in addition to those of the relay server
12. As the information of the relay sexrver 822,
“relay-server-4@abc.net” is set in *id”, and *230.10.5.0/24” is set
as the network address. As the information of the relay server 832,
*relay-server-5@abc.net” ig set in “id”, and *240.10.10.0/24" is set
as the network address. As the information of the relay server 842,

“relay-server-6@abe.net” is set in *id"”, and *250.0.10.0/24" is set
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[0119]1f the conmmuni cation packet is a routing packet (YES in Step
S1202), the transm ssion source | P address and destination |IP address
of the communi cation packet are detected (Step S1203) . Then, the

rel ay server determ nes whether or not it is possible to route the
comuni cati on packet based on the detected transm ssion source |P
address and destination |IP address. That is to say, the relay server
det er m nes whet herornot thenetworkaddress information correspondi ng
to the transm ssion source |P address and the destination |IP address
has beeresetheagsietgorkngddndoy.mati on having the sane routing IDin the
relay group information (Step S1205). [0120]In the case where the

i nfor mat  @m 1ndi C&hbﬂ? fmtché%gﬂaggseﬁv@%sl Quedd POSskbe £ | Sobpgh udeder
in the relay group information (YES in Step é1205), it is determ ned

whet her or not the rauting session.is directly establis with the.
oot | nat Lo EARELSE d 813065 P2 WS Fned i aesld on 1 B eciqhpd’ is
established with the destination LAN (YES in Step S1206), the

comuni cidt &F phekentingséRtdut Bharadwghshaen dot 66 stod theutduigng 1D
session (Step S1207). [0121] A description is now nade of an exanpl e
with refesereihaithees ableerdut dGsedfioFamoayaify eslas wrvagstimt g22
the relay server 58 12 receives, fromthe client termnal 11, a
comuni cat i Rjupdest i : Hanants r.a.pal

addr esse%rl%f@ g% ﬁg LANsPd%' agg@%*g&%??h%{d% cﬁnltdgtr?tg]t t@ grtr%%n%glu}g%f%%%g@é?
are connected are associated with eac g%ﬁg{ g%%the sanme routing |D,
and al so”ar'&Eettien *ehaYr BFRYP G ddp APHf B SiRHE EcrouP 1).
Accordingly, in Step S1205, the relay server 12 determ nes that the
routing [&ibdlmat i dori sxprebenttheTheuting isegsibn" 8091 thedrebdeserNers
one-to-one routing settingbetweenthe relay servers 12 and 23 and,

accor di nghy g2bhevd o3t vl gh @SSt ihgsiDeeno eskablh Thad hrt vesmidike tion
relay servers 12 and 23. Specifically, the inter-relay server

connecti PLOGESSI nj %ti detects the rel S er 2% onnect. on
ani t - 153000 R i 2e00ed Mhont? RS HEELY Jekeed, X S Sl P 5%
S1206, it is determned that the routing session wth the relay ‘
server 28°%F dngludentnipiaatian qsepe bergreniid chotr 1aiySebyRFolhe gouting
directly performed for the LAN 2. [0122] On the other hand, if the
routi ng sessianhas beeh abtraddtikjiedst ablri sheglw, tihd et digs) oNahieavultANg
(NOin Step S1206), the communication packet is sent out through a
routing $gSSdEyB Mkl Be DYPAST 168l BYsSE P an( SR SIAY routing session

between the relay servers 12 and 822 and an established routing session

between the relay servers 12 and 832. Alternatively, aroutingsession

may be further established between the relay servers 822 and 832.

(01131

{2. Flow of proccess}

With reference to flowcharts of FIG. 22 and FIG. 23, a

description is now made of a process f£low up to the establishment of

the routing session and a process flow for the actual routing of the

54



[0123] A description is now nade of an exanple with reference to the
table in FIG 19. For exanple, assumng that the relay server 12
receives, fromthe client termnal 11, a comrunication packet 59
destined for the client term nal 831. The network addresses of the
LANs 1 and 83 to which the client termnals 11 and 831 are connected
are associated with each other by the same routing ID, and also are
set in the relay group information 47 (GROUP 2). Accordingly, in Step
S1205, the relay server 12 determnes that the routing information is

pr esent . céhithd|ddmienenckehe . r @itrstg Wibh'@Fe3dencadbFate 2t heddsuttibAgon
setting anong the relay servers 12, 822 and 832, and the routing

sessi on PetMeen Jehey L 6l ay- S8 %@ﬁ%té@ ﬂqcti.hé?’g%ébﬁ WS¢ the routing

establ i shed, and sonetines not. In the case ere the routing sessio
is established between the relay servers 12 and 832, it is determ ned
in Step Ti296°that the routing session is present, and the routing
control is directly perforned for the LAN 83 in Step S1207.

Speci fi caPli4] t he Himsér - 3w lagipisés ezt @onfiet tiedryps ocess eagabhi shelbBhe
detects whether or not the relay server 832 connection unit, which
correspogdstinyd Ferr &l @yntSelyvesnBiAirtasnbesres1caabed. Motz thato skl

FIG 18, the relay server X connection unit 153 that corresponds to

GrOUP 2 i:ﬁeQ%iﬂiéé@gt{oq:te?sdcablishesthe settingsastowithwhichrelayserver
a relay group is to be constituted, with which relay server a routing
group is to be formed, and with which relay server the routing function
is to be validated. For example, in the example shown in FIG. 19,
the administrator of the relay server 12 establishes the settings to
form a relay group among the relay servers 12, 23 and 812 as GROUP
1, and to form a relay group among the relay servers 12, 822, 832 and
842 as GROUP 2. Moreover, in Group 1, the administrator of the relay
server 12 establishes the settings to formthe routing patterns between
the relay servers 12 and 23 and between the relay servers 12 and 812.
Moreover, in Group 2, the administrator of the relay server 12
establishes the settings to form the routing patterns among the relay
servers 12, 822 and B32 and between the relay servers 12 and 842.
Furthermore, the administrator establishes the settings as to between
which relay servers the routing session is to be constructed in each

of the routing patterns.
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[0125]) n the case where the routing session is not established
between the relay servers 12 and 832, it is determned in Step S1206
that the routing session is not present and, in Step 51209, the
comuni cati on packet is sent out through the routing session with the
relay server 822 as a bypass relay server. This comuni cati on packet
is then delivered to the client term nal 831 through the routing
session between the relay servers 822 and 832. [01261lIn the case
where a communi cation error occurs after the comruni cati on packet has
been sentoig] i n Beep, RO Tl XESsbhvstHp iH1408Yh e re QBT RAlSiQR is
packet is sent out through the bypass relay server. [0127] A

descri ptJd ISt pe:Tel a Lt h e to t

Fla 15 4 o e R A et R PA o b ﬁt%
assuned that the relay server 12 receives, fromthe cllent term

11, the TIHAM &ét?’&?r?%l?@fi BR SN BYTFRF L ¢h &S LRY SHRT VISP HelP §§103P n
Step 51205, it is determned that the routing information is present.
Then, thehaodsingskph "GOBSwH Adi Sdres1E e FOGL Brga seticagpatbagetikeork
relay servers 12, 822 and 832. Accordingly, three routing sessions
may be SouBtdJESE £86 alkirsheti ch-the Ltlﬁtages%}vtelﬁ%.trs%llﬁbe&@'b\.‘ﬁg%hé%o@@gng
822, between the relay servers 12 and 832, and between the rel ay
servers 822 and 3 n this ca t he.

server 15 Ak £6; shOehek SR EY 1 B uloh SRRERS relfufy¥eston
servers 12 and 832 to transmt the communi cati on packet. In the case
where a tdiFAAH *BA0r SBPLor Zece UPEPORFR TP SHEFAGLIESsitHR Nrdtips&nddness
relay servers 12 and 822 is used instead, in Step S1209. The

conmmuni caf ite mamkfﬁriwaitheﬂhéidﬁﬂdryréLawuﬁgﬁVQdeéffdﬂms ¢heefduting is
term nal 831 through the routing session between the relay servers

822 and §§<%u Mefxto?@tth a%tﬁék%e%?cé’éévéxs RLOTRE4} N 1HE LR cess

where the Dypass relay server is not present

corresponds teo the response in Step 512 of FIG. 8.

[(0116] Upon acguiring, from the other relay server, the network
address for which the routing is performed, the relay server updates
the relay group information {Step $1105). That is to say, as described
with reference to the relay group information 45 of FIG. 9, the network
addresses in which the routing function is validated are added to the
relay group information. Moreover, routing IDs are individually set
for the network addresses in which the routing function is validated.
Then, the routing session is established between the relay servers
{Step 51106). This process corresponds to Steps S18 to 520 in FIG.
8. Asdescribedabove, the routing functionaccoxdingtothispreferred

embodiment is validated by exchanging the network address information,
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[0128]In Step S1205, in the case where the information indicating
that routing is allowed/ possible is not included in the relay group
information, the client term nal as the transm ssion source is
notified that it is inpossible for the comunicati on packet to reach
the destination (Step 31210) . [0129]Wth reference to the bl ock
diagramof FIG 18, the flow of the routing process in the relay
server 12 is now described. Basically, the process here is simlar to
that described with reference to FIG 2 in the above-nenti oned
preferred enbodi nent. The process here is different fromthat in the
above-nentioned preferred enbodinent in that, since the relay server
12 has established the routing sessions with two relay servers 23 and
812, tihehidl @y roufingris23t bpnpestthonelmi arors Soipraneiomhéeteleay server
812 connection unit 153-2 have been created. [0130] In a simlar way
t o t hehabvey desveisheisirefay cetierbd nert satthetksrnmitierativon packet
received fromthe LAN side is processed sequentially by the interface
unit 121ing threrqualngisgspden ¢S5EbLE fHed IANTrSivEiagl Phpaekerd groeedsi ng uni t
152, the routing control unit 154 and the relay server connection

pr ocesok rige Uit pack§ss ib peréxpeAdestd or ecdenni st Podivrigddfess of the
communi cati on packet, the relay server connection processing unit
155 ouwhpurslay heowswrvieatiicatdvehepacketdesor Bieghabovehetelraytigor ver 23
connection unit 153-1 or the relay server 812 connection unit 153-2.
A f| owadfdatise iguirsequefrript cobsdinert 45 1Pk &2t &5 ehatutddsiariised wit h
reference to FIG 2 in the above-nentioned preferred enbodi nent.

[ 0131]=Asldesdrt Bedeabeve dif hers 8t@y thomsunal d&t Frorrisystem of this
preferred enbodi nent can set a plurality of relay groups in each of

t he reloay’lser vigrs, iand édhersited widkvddonlot bt ientpgarheanh dfn each of
the relay groups. In such a way, in the plurality of LANs which form
t he relhayrogtbupsestdiens outh agl edribpcleleanebergerforsred imsSErvari ety of
patterns. Al so, based on the update of the relay group information,
it is 93483 e hendynartietad | yStehaRgeo 1 he Irelthy epssupdeandtitthe routi ng
roups.

J P establishment has been completed, the routing is started (Step $1108) .

When the routing function is turned OFF by the administrator (YES in

Step 51109), the routing session is disconnected (Step $1110), and

the relay group information is updated (Step $1111}. That is to say,

the network address information set in the relay group information
ig deleted.

[0118] FIG. 23 is a flowchart showing the process in which the relay
server routes the communication packet in the state where the routing
seggionhasbeenestakblished. Uponreceiving the communicationpacket,
the relay server analyzes the communication packet (Step 81201), and

determines whether or not the communication packet ig a routing packet
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Expl anati on of Reference Nunerals [0132] 1, 3 11, 12, 31 2 21, 23

(NC in Step 81202), a receiving process for the communicaticn packet
is performed {(Step S$1204).

[0119] If the communication packet is a routing packet (YES in Step
51202), the transmission source IP address and destination IP address
of the communicationpacket are detected (Step 81203} . Then, the relay
server determines whether or mnot 1t 1s possible to zroute the
communication packet based on the detected transmission source IP
address and destination IP address. That is to say, the relay server
determines whether ornot thenetworkaddressinformationcorresponding
to the transmission source IP address and the destination IP address
has been set as routing information having the same routing ID in the
relay group information (Step S$1205).

(0120] In the case where the information indicating that routing
is allowed/possible is included in the relay group information (YES
in Step S1205}, it is determined whethexr or not the routing session
is directly established with the destination LAN (Step S1206). If
the routing session is directly established with the destination LAN
(YES in Step S1206), the communicaticn packet is sent out through the
established routing session (Step S51207}.

[0121] A description is now made of an example with reference to

the table in FIG. 19. For example, assuming that the relay server
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12 receives, from the client terminal 11, a communication packet
destined for the client terminal 21. The network addresses of the
LANs 1 and 2 to which the ciient terminals 11 and 21 are connected
are associated with each other by the same routing ID, and also are
set in the relay group information 46 (GROUP 1) . Accordingly, in Step
51205, the relay server 12 determines that the routing information
is present. The routing ID “0001” indicates the one-to-one routing
settingbetweenthe relayserversl2and23and, accordingly, the routing
session has been established between the relay servers 12 and 23.
Specifically, the inter-relay server connection processing unit 155
detects the relay server 23 connection unit 153-1, which corresponds
to the relay server 23. Also, in Step 851206, it is determined that
the routing session with the relay server 23 is present and, in Step
51207, the routing control is directly performed for the LAN 2.
[0122] On the other hand, if the routing session is not directly
established with the destination LAN (NO in Step $1206), the
communication packet is sent out through a routing sessionwith a bypass
relay server (Step $1209).

[0123] A description is now made of an example with reference to
the table in FIG. 19. For example, assuming that the relay server

12 receives, from the client terminal 11, a communication packet
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destined for the client terminal 831. The network addresses of the
LANs 1 and 83 to which the client terminals 11 and 831 are connected
are associated with each other by the same routing ID, and also are
set in the relay group information 47 (GROUP 2) . Accordingly, in Step
51205, the relay server 12 determines that the routing information
is present.

[0124}] However, the routing ID“0003” indicates the routing setting
among the relay servers 12, 822 and 832, and the routing session between
the relay servers 12 and 832 is sometimes established, and sometimes
not. In the case where the routing session is established between
the relay servers 12 and 832, it is determined in Step 81206 that the
routing session is present, and the routing control is directly
performed for the LAN 83 in Step 51207. Specifically, the inter-relay
server connection processing unit 155 detects whether or not the relay
server 832 connection unit, which corresponds to the relay server 832,
has been created. Note that, in FIG. 1B, the relay server X connection
unit 153 that corresponds to GROUP 2 is not illustrated.

[0125] In the case where the routing session is not established
between the relay servers 12 and 832, it is determined in Step S1206
that the routing session is not present and, in Step $1209, the

communication packet is sent out through the routing session with the
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relay server 822 as a bypass relay server. This communication packet is
then delivered to the client terminal 831 through the routing session between
the relay servers 822 and 832.

[o126] In the case where a comwunication error occurs after the
communication packet has been sent out in Step S1207 (YES in Step S1208),
the communication packet is sent out through the bypass relay server.
[0127] A description is now made of an example with reference to the
table of FIG. 19. In a similar way to the above-mentioned examples, it is
assumed that the relay server 12 receives, from the client terminal 11,
the communicationpacket destined for the client terminal 831. InStepS1205,
it is determined that the routing information is present. Then, the routing
ID “0002” indicates the routing setting among the relay servers 12, 822
and 832. Accordingly, three routing sessions may be sometimes established,
i.e. between the relay servers 12 and 822, between the relay servers 12
and 832, and between the relay servers 822 and 832. In this case, first
in Step 51207, the relay server 12 attempts to use the routing session between
the relay serverg 12 and 832 to transmit the communication packet. In the
cage where a communication error cccurs, the routing session between the
relay servers 12 and 822 is used instead, in Step S1209. The communication
packet is then finally transferred to the client terminal 831 through

the routing session between the relay servers 822 and 832. Note that
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236 CL| ENT TERM NAL | NFORVATI ON STORAGE UNIT CLAIMS 1. A first relay
server connected to a to a communication termnal via a first LAN and
connected to a second relay server via a wi de area network, the
second relay server being connected to a second LAN, the first relay
server conpri sing: a setting unit configured to activate or
deactivate a routing function; a relay group information sharing unit
configured to share, with the second relay server, a relay group

i nformation including information used to specify the first relay

server afl ether $200Rd sria) Py r SRS 1€ 8RS tdalsBtiiit o fige HobaYs §eHPiserver
is not present.
[0128] In Step 51205, in the case where the information indicating
that routing is allowed/possible is not included in the relay group
information, theclient terminal as the transmission source isnotified
that it is impossible for the communication packet to reach the
destination (Step S1210).
[0129] With reference to the block diagram of FIG. 18, the flow
of the routing process in the relay server 12 is now described.
Basically, the process here is similar to that describedwith reference
to FIG. 2 in the above-mentioned preferred embodiment. The process
hereisdifferent fromthat in the above-mentionedpreferred embodiment
in that, since the relay server 12 has established the routing sessions
with two relay servers 23 and 812, the relay server 23 connection unit
153~1 and the relay server 812 connectionunit 153-2 have been created.
[0130] Inasimilarwaytothe above-describedpreferredembodiment,
the communication packet received from the LAN side is processed
sequentiallyby the intexrfaceunit 121, the LANdriver 151, the LAN-side
IP packet processing unit 152, the routing control unit 154 and the
relay server connection processing unit 155, In response to the

destination IP address of the communication packet, the relay server
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a netwprk address information registration unit configured to

regi ster a network address information; a routing session
establ i shnent unit configured to, upon receiving an instruction to
route a comuni cati on packet between the first relay server and the
second relay server after the routing function is activatedby the
setting unit, transmt a network address information of the first LAN
that routes a communi cation packet via the first relay server to the
second relay server, receive a network address information of the

second LAbhddati dnoPtE6e Ss LAMIHALCALS UL RREKEeEnY i A 1S8E 098 pdBledY to
server fromthe second relay server, register the network ad&?ess

informatjo e fir d_the network. r.ess _information of

t he seco%ﬁ{}t%\lt%% % leayf]%{e %%%da?%%%qln nolrﬂrlrﬁgidlgjr%i “redt rs]:tl“reaf? Y GRTeT
and establish a routing session with the second relay server to route
t he commird EaRRRMEiRatRett BeBueen A RHoW ¢ shesaksanderhprgeedndsisArilar
a routing processing unit configured to, upon receiving a

conmuni cad i deipacseribednvitie wofueneniceatb orrd eraminakhe dgh &Fdimd@tioned
whet her or not a network address information corresponding to the
desti nat} oo addi£e518h1 LB cOMuni cation packet has been registered
in the network address information registration unit, specify the

second r server as a relay serv capabl e of routing the ,
communi ¢ ‘%f%]rﬂ pac%@tg‘?%cralbr‘?é]t ‘?Y(e'agé? aé’o‘?‘?%‘%’o‘ﬁ&itﬁagtwsttﬁé‘ of this
destination address, and transfer the comuni cation packet through

t he routbyefsessd snboflikentheasesehd pélhaglsey wdr reday groups im each of
routi ng session disconnection unit configured to receive an

i nstructtpd HeQ ageastaiat,eahledrodbi NthELSSuaN fd@ﬁnbhfa‘@@ﬁﬂ RY &HUH of
deactivate the routing session, and delete the network address

deact va and d e netvork address -
2 The 11 AT oy  SOer  Bheorch AT o e 1 O P s uf iy g

relay server information sharing unit configured to share a rel ay
the relay group, the routing control can be performed in a variety

of patterns. Also, based on the update of the relay group information,
it is possible to dynamically change the relay groups and the routing

groups.

Explanation of Reference Numerals

[0132]
1, 2 LAN
3 WAN

11, 21, 22 CLIENT TERMINAL

12, 23 RELAY SERVER

31 SIP SERVER
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66 server information to register |IP addresses of the first relay
server and the second relay server. 3. A second relay server connected
to a second communi cation termnal via a second LAN and connected to
a first relay server via a wide area network, the first relay server
bei ng connected to a first LAN that includes a first client term nal
connected thereto, the first client term nal routing a comrunication
packet via the first relay server, and the second LAN i ncluding a
comuni cation term nal connected thereto, the second relay server
conpri sikgt, 231 a set tINTGREACE @WHTf i gured to activate or
deactivate a routing function; a relay group information sharing unit

configuregth taxhare, wthdhheotl igtrrelay server, a relay group
information including information used to specify the first relay

server t second rel e i ing the relay group;

a relayag%%vg?% nfornati5%&§%§$¥néT§#%$éé%ﬁﬁigured to share, with the
first relay server and the first client termnal, a relay server

i nf or mat+®h i3%4 udi ng i nfRFLAEt FBAVESE¥FQRYATION BYORME fUNISt rel ay
server and the second relay server and information used to specify

the firsi2g) i238t term nalRELAY SERVER INFORMATION STORAGE UNIT

126, 236 CLIENT TERMINAL INFORMATION STORAGE UNIT



a comuni cation unit configured to specify that the first client
termnal is connected to the first relay server based on the relay
server information and to communicate with the first client termna

through the first relay server; - a network address infornmation
registration unit configured to register a network address
i nformation; a routing session establishment unit configured

to, upon receiving an instruction to route a conmuni cati on packet
between the first client termnal and the second relay server after
the routing function is activated byrhsssetting unit, receive a
networ k address information of the first LAN fromthe first client
termnal through the conmunication unit, transmt a network address
information of the second LANto the first client term nal through

the co nication unit, register the networkaddress inforngationofthe
first LAN andPhesih fEFRY BaVEE SRS TRAL KOR o *(HSBE GRBLAN SPATE R

network address information registration unit, andestablish a routing
sessi onwrthat et EBN agld epanaeched hala secomiireleescoommunicatwigle area
packet between the first LAN and the second LAN, a routing

processiNgrubtld, tdisicgvhad-diQy $@0Fey BEShYiddnaceoaT sk Glccan mackehe
fromthe communication termnal , determ ne whether or not a network

addr ess f{gégryg&ggnsgﬁgégs QEggn 0 the destination address of the
communi cat’ion packet has been registered in the network address

information registration unit, specify the first client termnal as a
terninal capafy éeBJFl‘P%d’tnilﬁgC?%%ﬂ%#caact‘iWﬁtﬁaﬁké%eatcélﬁa*ﬁ%t%ﬂétlng
address corresponding to the destination address, and transfer the
comuni ctunariquacket through the routing session with the first

client termnal; and a routing session disconnection unit

confi gurgd:ch@y @EQlY &n@Brh&StdliGhh Ping Qndeacd #ahs ein€o ls@UkENGei th the
sessi on fron1¥he setting unit, deactivate the routing session, and

del et e th@gg%mg%k a%g%egs ingggnagggnzﬂgpn1th nelmqy 1,add,re:tss 1
i nfor mat Ton 1 egrstf &S on-arft £5+3Y group intormation lncluding intormation

used to specify the first relay server and the second relay server
constituting the relay group:;

a network address information registration unit configured to
register a network address information:;

a routing session establishment unit configured to, upon
receiving an instruction to route a communication packet between the
firstrelayserverandthe secondrelayserver afterthe routing function
isactivatedbythe settingunit, transmit anetworkaddress information
of the first LAN that routes a communication packet via the first relay
server tothe secondrelaysexrver, receive anetworkaddressinformation

of the second LAN that routes & communication packet via the second
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4. The. second relay server according to claim 3, wherein I P
addresses of the first relay server and the second relay server and
an | P address of the first client term nal connected to the first
rel ay server are registeredinthe relay server information . 5. A
first relay server connected to a first LAN via a first comunication
term nal and connected to a second relay server via a wide area
network, the second relay server being connected to a second LAN, the
first relay server conprising: a setting unit configured to activate
or deact Febdtesarventicay thewnsondre layrerye rgraeags sitet dheatd tolerdlvaldneg s
unit configured to share, with the second relay server, a relay group

i nf or mat i eRotmecd i BY t1Hd FiFBLI DAY WSAdthe FRfRirkyaddeadd EsForBi@Yon of
server and the second relay server constituting the relay group;

a networ ky address 4,04 gam%é o E:S%ié t%fdgi%gismmrha%%kirgetgi%@rgeion unit,

regi ster a network address

and establish a routing session with the second relay server to route
the communication packet between the first LAN and the second LAN;

a routing processing unit configured to, upon receiving a
communication packet from the communication terminal, determine
whether or not a network address information corresponding to the
destination address of the communication packet has been registered
in the network address information registration unit, specify the
second relay server as a relay server capable of routing the
communication packet to a network address corresponding to the
destination address, and transfer the communication packet through
the routing session with the second relay server; and

a routing session disconnection unit configured to receive an
instruction to deactivate the routing session from the setting unit,
deactivate the routing session, and delete the network address

information from the network address information registration unit.

2. The first relay server according to claim 1, further comprising

a relay server information sharing unit configured to share a relay
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a routjng session establishnent unit configured to, upon receiving an
instruction to route a conmuni cation packet between the first relay
server and the second relay server after the routing function is
activated, transmt to the second relay server a network address
information of the first LAN that routes the conmmunication packet via
the first relay server, receive fromthe second relay server a
networ k address information of the second LAN that routes the

comuni cati on packet via the second relay server, register the

net wor kK shelFes sn o tiRd 08 relyikher fip sdatNands tthe netorkl addeessr
informati on of the second LAN in the network address infornmation

regi st raéljlcg)nt %nistec kgnﬁey\% hs%rql%r}t_i fication information of routing
patterns, an&lesta I'sh a Touting session with the second rel ay
server to route the comuni cati on packet between the first LAN and
the second LAN in a case where the first relay server and the second
relay server are involved in one common routing pattern, having

i denti cab. i demt iskicoatli palanfrmelri oonnected to @& Keubhdge@PMMoBESSIThgn
unit configured to, upon receiving a comunication packet fromthe
first coppui At k98 4 &JdidRl 1afelRl PbifeMhal NeY 20k AL 11861 YOy via
address information corresponding to the destination address of the
conmmruni cati.on packet, has, been registered in the network address _.
o of £ SHAPeASA PAEV O AGTE s I RBE Y At Cobeetrh o ikt o
of the first and second LANs have been associated with each other by
t he sanebR¥é&nerfincdtden a4 At berat iont tspetndl coneeceednbieretay thediapt
as a relay server capable of routing the conmunication packet to a
net wor k autldses seaalihes ponet itgy kocbheutiesidinat paskaddriessheafflrst relay
transfer the communication packet through the routing session with
the Secoggrégw},aé{néféﬁé/ %Ei:oﬁé!‘i',mincludiﬁ? Et%}n}nﬂgiégéféxf’?e '%%qnéb%{%te'c%@d
unit confrgured to recelive an instruction to deactivate the rou I'ng
session fromthe setting unit, deactivate the routing session, and
del ete tEEeFﬁﬁ%anpeaSBFggg FREDY mEEV8R SABPTHE MY ent i fi cati on
information f romthe network address information registration unit.
6. A first rel sy ssttyveyg wormech&igtoed thi asti commoni deddonvater amalting
via a first LAN and connected to a second relay server and a third 71

function;

a relay group information sharing unit configured to share, with the
filirst relay server, a relay greup information including information
used to specify the first relay server and the second relay server
constituting the relay group:

a relay server information sharing unit configured to share,
with the first relay server and the first client terminal, a relay
server information including information used to specify the first
relay server and the second relay server and information used to specify

the first client terminal;
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relay server via a wide area network, the second relay server being
connected to a second LAN, the third relay server being connected to
a third LAN, the first relay server conpri sing: a setting unit
configured to activate or deactivate a routing function; a relay
group information sharing unit configured to share, with the
secondrel ay server andthe third relay server, a relaygroup
information including information used to specify the first relay
server, the second relay server, and the third relay server
constituting theommimcagriodpinit confighr-Retiwosks @ity esst tRé @ikBtiAlent
registration unit configured to register a network address
informtighninal is coflnbQthd NG $RESEPRE5LA0LI ShARN Wil 89“&}(@%%%
to, upon recelving an instruction to route a comruni cati on packet
anong the first relay server, the second relay server and the third
felay serGEFSRAPEPIRHELYDAPING FARBET TS PACH| W8 EUF B CHitENEdaiHgal
unit, transmt a network address of the first LAN that routes a
comuni chhrowgipddicetfiviss tabayigsestveargl ay server to the second rel ay
server and the third relay server, receive a network address

information ofz haewsee bireAN {iipntdia ones drRltaA¥nSEIMELonF 868 &E +3
networ k address information of the third LAN fromthe third relay

server, Egglgééﬁ éIH%tQ%Eﬁ”Q%d@QQJgﬁ%;%&ggigﬁtiOn of the first LAN,

t he networ ess 1 nrormaiion e secohd LAN and the network
address information of the third LAN in the network address

i nformation reyiEAPPoASERT PN A TP LaichACT Bt 1T iCREL IR ERT BF Mt
of routing patterns , and establish a routing session in an arbitrary
conbi nat rensanomy ahhindtimsit ivel &y reeteer cohten secart petleyt berwesn ahe
the third relay server so that the comrunication packet nmay be routed

among the;{Lfsdi e AR SECARE LN ARGnkhee14Y LA LAN if A cRse: S

the first relay server, the second relay server and the third relay

server ape Lnvol ved L ofle £ommon, LopL10g LAt oL 0, 1YL AL 800N £l

information of the first LAN from the first client terminal through
the communication unit, transmit a network address information of the
second LAN to the first client terminal through the communicationunit,
register thenetworkaddressinformationofthe first LANandthenetwork
address informationof the second LAN in the network address information
registrationunit, andestablisharouting sessionwiththe firstclient
terminal to route the communication packet between the first LAN and
the second LAN;
a routing processing unit configured to, upon receiving a

communication packet from the communication terminal , determine

whether or not a network address information corresponding to the
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a routjng processing unit configured to, upon receiving a

comuni cati on packet fromthe first conmunication term nal, determ ne
whet her or not a network address information corresponding to the
destinati on address of the conmuni cation packet has been registered
in the network address information registration unit after the
networ k addresses information of the first and second LANs have been
associ ated with each other by the sanme identification information,
specify the second relay server as a relay server capable of routing

the conmaed gialdARnPadhedsd oracneiconikinadal 856 peoks€3RENEEEE Ayilhered
destination address, and, if a routing session wth the second rel ay

server h . i o] .
o ver AR sRERR:RaLRULBIELs o EL AN LB OTIVALSLLOTBBEKGLp cips
routlng sessi on mnth the second rel ay server has not been
establ|sﬁ%&Fn§|ﬁﬁﬁ§ﬁéﬁlt¢ﬁeQ:6ﬁﬁﬁhF%%19%ﬂ?H&§cR§trqqﬁ%ﬂﬁgﬁha FYTIHgation
session with the third relay server associ ated by the sane

i denti f i patkentord Detmttlonddanss correspordimutd npesksdiioation address,
di sconnection unit configured to receive an instruction fromthe
setting s krhRsd8RACHL \RERuhDEaf O bROKSESALONyn BhaCONRERY stegga.on with
routing session, and del ete the network address information and the
|dent|f|gat| n_i.nf % n fr the net wor k address registration
unit. %ﬁﬁ' 1?8 §e§%& &Eording to claimé,

wherein, in a case where it is determned that it is possible to
route the comﬁjﬁpé‘&w%rﬁ%ﬁ@td%@@%@é@@n@lmmoaﬁégw @got hecelve an
routi ng session has been established with the second relay server,
when an ensoru@ecl SoideaeaARHde aald obut hiPugbsibe freut iy s&ﬁﬁSh@rﬂmit,
with the second relay server, the comunication packet is transferred
through phge {ﬂgﬂmhﬁe%heww 1.4 L ALBOAL FLAY RF YRE,8RR ORAMAR PY
t he sane | Ication In mat 1 on. Irst relay server
connected to a first conmmunication termnal via a first LAN and
connect ed?t R ST AGCR ity RE B S aﬁlﬁlﬁeéstlrﬁﬂo&mﬁﬁ% EGlpEragign gnit.

w de area network, the second relay server being 74

4. The second relay server according to claim 3,
wherein IP addresses of the first relay server and the second
relay server and an IP address of the first client terminal connected

tothefirstrelayserverarereglisteredintherelayserver information.

3. A first relay server connected to a first LAN via a first
communication terminal and connected to a second relay server via a
wide area network, the second relay server being connected to a second
LAN, the first relay server comprising:

a setting unit configured to activate or deactivate a routing
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connected to a second LAN, the third relay server being connected to
athird LAN, the first relay server conprising: a setting unit
configured to activate or deactivate a routing function; a relay
group information sharing unit configured to share, with the second
relay server andthe third relay server, a relay group infornmation
including information used to specify the first relay server, the
second relay server, and the third relay server constituting the
relay group; a network address information registration unit
confi gur&shdid.anegi ster a network address information; a
routi ng session establishnent unit configured to, upon receiving an

i nstructl ; i.cati t the first rel.
server. 1 e econd ot Sy Rty Sha e PRRIE cATRIDLENCE0 FiBvat it e
routing functjon is activated by the setting unit, transmt a network
addr ess PHUIIRET BN S5 VERe F FRLRY GANIPHERE - 8tden al ncdmriAp detfiogmation
packet via the first relay server to the second relay server, and the
third rehsgd der vpecifpcBivdiashetabak ssddreessnd nflor matbod ofldsheerver
second LAN fronthe second relay server, receive a network address
infornai&@ﬁggﬂ{dﬂyggtahédréfgyfgﬂﬁ%ﬁhe third relay server, register
the network address information of the first LAN, the network address
i nformation OE,EQE ggﬁo%%r%AN a th%.netwonktad ress quor tion pL
the third LANT ATEH2 hECWOFR® adth €8 “RF or TS "6 = 8Bi ¥t at PRR I G
along with jdentification information of routing patterns, and

est abl | SEEE FTAR iPn§ WSS o4 4R SEn tadbrratt§conbi nati on anong t he
first relay server, the second relay server and the third rel ay
server so thata tetdéognuesciadn ertpatkehnemy e o eohedgbeiaesn hen
LANs of the relay servers which are involved in a routing pattern
havi ng, @@Péhgriqlgpkﬂ Haldiic@f oh N LE8RL If b%ﬁ%ﬁ%étﬁ%ﬂr I]inefotnbetween the

i ndi cati ng routing patterns, one conmbn I lcatlo ormat i on;
firstrelayserverandthesecondrelayserverafterthe routing function
is activated, transmit to the second relay server a network address
information of the first LAN that routes the communication packet via
the first relay server, receive from the second relay server a network
address information of the second LAN that routes the communication
packet via the second relay server, register the network address
information of the first LAN and the network address information of
the second LAN in the network address information registration unit
along with identification information of routing patterns, and
establish a routing session with the second relay server to route the
communication packet between the first LAN and the second LAN in a

casewherethe first relayserverandthesecondrelayserverareinvolved
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a.routing processing unit configured to, upon receiving a

comuni cati on packet fromthe first conmunication term nal, determ ne
whet her or not a network address information corresponding to the
destinati on address of the conmuni cation packet has been registered
in the network address information registration unit after the
networ k addresses information of the first and second LANs have been
associ ated with each other by the sanme identification information
anong the plurality of identification information, specify the second

rel ay seiwesneasommbal ayuseny asataapabl Raeing olddntg chhe: gompimiatican
packet to a network address corresponding to the destination address,
and trangf e5-{N8 HOMUNi cation packet through the routing session
with the second relay server; and a routing session disconnection
unit configured to receive an, instruction fromthe setting unit to

deactivate thé FOULTRY REQTUH WeHBL FvaPRt 1 5% Gy ngPLR sEF%H Viagda

del ete the network address

i nf or mat ¢ oneuditdediidama dkiedafiamni g & net comfinmixtdismet wonkiaddr, ekt ermine

information registration unit.
whether or not a network address information corresponding to the
destination address of the communication packet has been registered
in the network address information registration unit after the network
addresses information of the first and second LANs have been associated
with each other by the same identification information, specify the
second relay server as a relay server capable of routing the
communication packet to a network address corresponding to the
destination address, and transfer the communication packet through
the routing session with the second relay server; and

a routing session disconnection unit configured to receive an

instruction to deactivate the routing session from the setting unit,
deactivate the routing session, and delete the network address

informationandthe identificationinformation fromthenetworkaddress

information registration unit.

6. A first relay server connected to a first communication terminal

via a first LAN and connected to a second relay server and a third
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relay server via a wide area network, the second relay server being
connected to a second LAN, the third relay server being connected to
a third LAN, the first relay server comprising:

a setting unit configured to activate or deactivate a routing

function;
a relay group information sharing unit configured to share, with the
secondrelayserver andthethirdrelayserver, arelaygroupinformation
including informationusedtospecifythe first relay server, the second
relay server, and the third relay server constituting the relay group:;

a network address information registration unit configured to
register a network address information ;

a routing session establishment unit configured to, upon
receiving an instruction to route a communication packet among the
first relay server, the second relay server and the third relay server
after the routing function is activated by the setting unit, transmit
a network address of the first LAN that routes a communication packet
via the first relay server to the second relay server and the thizd
relay server, receive a network address information of the second LAN
from the second relay server, receive a network address information
of the third LAN from the third relay server, register the network

address information of the first LAN, the network address information
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of the second LAN and the network address information of the third
LAN in the network address information registration unit along with
identificationinformationofroutingpatterns, andestablisharouting
session in an arbitrary combination among the first relay server, the
second relay server and the thirxd relay server so that the communication
packet may be routed among the first LAN, the second LAN and the thirxd
LAN in a case where the first relay server, the second relay server
and the third relay server are involved in one common routing pattern,
having identical identification information;

a routing processing unit configured to, upon receiving a
communication packet fromthe first communication terminal, determine
whether or not a network address information corresponding to the
destination address of the communication packet has been registered
in the network address information registration unit after the network
addresses information of the first and second LANs have been associated
with each other by the same identification information, specify the
second relay server as a relay server capable of routing the
communication packet to a network address corresponding to the
destination address, and, if a routing session with the second relay
serverhas been established, transfer the communication packet through

the routing session with the second relay server, and if the routing
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sessionwith the second relay server has not been established, transfer
the communication packet through a routing sessionwith the third relay
server associated by the same identification information; and

a routing session disconnection unit configured to receive an
instruction from the setting unit to deactivate the routing session,
disconnect the routing session, and delete the network address
informationandtheidentificationinformation fromthenetworkaddress

registration unit.

7. The first relay server according to claim 6,

wherein, in a case where it is5 determined that it is possible
toroute the communicationpacket tothe second LAN and where the routing
session has been established with the second relay server, when an
error occurs in cemmunication through the routing session with the
second relay server, the communication packet is transferred through
the routing session with the third relay server associated by the same

identification information.

8. A first relay server connected to a first communication terminal
via a first LAN and connected to a second relay server and a third

relay server via a wide area network, the second relay server being
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connected to a second LAN, the third relay server being connected to
a third LAN, the first relay server comprising:

a setting unit configured to activate or deactivate a routing

function;
a relay group information sharing unit configured to share, with the
secondrelayserver andthethirdrelayserver, arelaygroup information
including informationusedto specifythe first relay server, the second
relay server, and the third relay server constituting the relay group;

a network address information registration unit configured to
register a network address information;

a routing session establishment unit configured to, upon
receiving an instruction to route a communication packet among the
first relay server, the second relay server and the third relay server
after the routing function is activated by the setting unit, transmit
a network address information of the first LAN that routes a
communication packet via the first relay server to the second relay
servey andthethirdrelayserver, receive anetworkaddress information
of the second LAN from the second relay server, receive a network address
information of the third LAN from the third relay server, register
the network address information of the first LAN, the network address

information of the second LAN and the network address information of
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the third LAN in the network address information registration unit
along with identification information of routing patterns, and
establisharouting sessioninanarbitrary combination among the first
relay server, the second relay server and the third relay server so
that the communication packet may be routed between the LANs of the
relay servers which are involved in a routing pattern having, among
a plurality of the identification information indicating routing
patterns, one common identification information;

a routing processing unit configured to, upon receiving a
communication packet from the first communication terminal, determine
whether or not a network address information corresponding to the
destination address of the communication packet has been registered
in the network address information registration unit after the network
addresses information of the first and second LANs have been associated
with each other by the same identification information among the
plurality of identification information, specify the second relay
server as a relay server capable of routing the communication packet
to a network address corresponding to the destination address, and
transfer the communication packet through the routing session with
the second relay server; and

a routing session disconnection unit configured to receive an
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instruction from the setting unit to deactivate the routing session
deactivate the routing session, and delete the network address
informationandtheidentificationinformation fromthenetworkaddress

information registration unit.
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