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Appl i cat i wo 0361006891, 744, filed 17 May 2001. BACKGROUND 1(pClimesopnesment
invention relates to renotely executable conputer prograns. Mre
specifically, the present invention relates to the creation and use of
custom zed renote-access, database-backed applications. Present systens and
t echni ques for devel opnment of renotely accessible applications suffer from
15 imtations in power and 1$%ﬁq Eﬁ@g i hus a need for further
contributions and inprovenenggﬁﬁgfi% e té% noF@Sﬁ%g of renote application
generation and use. WO 03/100609 PCT/US03/ 14968 2 SUVMARY It is an object
of the present invention to provide an inproved system and nethod for
generating and usi ng dat abase- backed applications, ' bj ect and ot hers
are achi eved by vari ousREEEMNﬁEtT@Rﬁlgérgﬁ'p AgPiﬁggﬁhﬁgﬁ as di scl osed
herein, and as would occur to one skilled in the art given the present

di scl osure. One formof the present invention provides an network-based
user ingerface (U) for generating an application. The application
configuration infornpgéqgid Saisiedr ©doipendingdl.sbEerisidriahPathet Applatised by
the application itself. 10 Links to the application can be generated for

renot e acces®/291,14He fitag HoVlap20Qk-hers, and configuration information for
t he generated application can be exported for

BACKGROUND

10
The present invention relates to remotely executable computer

programs. More specifically, the present invention relates to the creation and use
of customized remote-access, database-backed applications. Present systems and
techniques for development of remotely accessible applications suffer from

15 limitations in power and ease of use.
There is thus a need for further contributions and improvements to

the technologies of remote application generation and use.



renmote execution on a variety of client platforns using a script
interpreter (engine) for converting the configuration file into user

i nt er f acewooospom®nt s, busi ness rules, and mappi ngs from tH@E/Wo3aewponent s
to back-end (server-side) database fields. WO 03/100609 PCT/US03/ 14968 3
BRI EF DESCRI PTI ON OF THE DRAWNGS Fig. 1 is a block diagramof a renotely
accessi bl e application generation and yse system according to one

enbodi ment of the present invention. 5 Fig. 2 is a block diagram of
conponents in a representative client, application generator server, and
dat abase server in one enbodi nent of the present invention. Fig. 3 is a
signal map of conmmuni cations bet weeSUMMAMR¥sentative client device and
t he application generator serve C i ] i t he
present invention. Fi sape éecg OE fh%v&cfzggg?{ l%g%%t(%rnl ﬁ’ﬁ‘g‘;@%@r {e{i?ﬁ;}g‘r]l&i;?‘ysi%

appl i cati on QEARRSGRS®for eSRErNETg ARARIH dagbace-bavked apyittatienst of the present
invention. Fig. 5is a block diagramof a systemfor renot et usi ng, host ed

productivity applicatTlinobjeat axhpthamtareAckiptad Bnsagpus {BrRs gh e Beset
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of the presgegen't@maagdran, reference will now be made to the enbodi ment
illustrated in 5 the draw ngs and st?eci fic |lan

ill b d t
descri be the same. |tOuf fprm [Ethe preasnt davengign 8@3%6‘?&%“@5?"%%% 'ilsr?ft ation
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of the scopg Uslp\c/}?pt %eg&ggg%réxh%gﬁ%éubﬁi engg a;tnﬁfé){uéﬂ t@hfiisn an

further rmdilpl%zl:%%?o t I be illustrated enbodi nents, and any

further applinfaiatios io§tordieine idembpdeewitbfthe deta wseddnt therapaication iselfat ed
therein 18 re fl(l?llrg teo L:%%)glgcaitaign \é\g)null)edge%%gartr&{ 1lo¥ i racée%s 8}0 fhe author or others,
- and configuration information for the generated application can be exported for
remote execution on a variety of client platforms using a script interpreter (engine)
for converting the configuration file into user interface components, business rules,

and mappings from the UI components to back-end (server-side) database fields.



10 skilled in the art to which the invention relates. Generally, the
application generation and use system and nethods described in relation to
Figs. 1l-4worovoa®oa sinple and efficient way for users to PCIresaBa4968

dat abase- backed applications (i.e., applications that allow one or nore
users to enter, nodify, view, and delete data that is stored in a database
renote fromthe 15 client device). Thesg applications can be used as hosted
applications by the author and others With access to the application
generator ("APPCEN') server. To facilitate this access, the system may
enerate a uniformresource |ocator (URL), hyperlink r other |ink usable
gy such users to acces&WW@%&émhmTﬁQMw{[% configuration

i nformation can be exported to a configuration file readable 20 by a
scripting engine or qther, client-side softwar AL VAL Pf
client devices to p%ég'eljlt 1% ﬁeﬁﬁﬁ]bl %gé?linoﬂy\% ﬁ%@&eﬁg&(’%}’%@g, Qﬁgrll?%‘[!r{%e
busi ness rul ﬁelgﬂgn aYPhdedbeRAMhcE Qs 18 BROEBbbdimeanbfahe fradattanveptioer at e
out put reports for data in the application, manage synchroni zat Eon, and
the likes These for neFigi 2lis beblotks diggrsar of FompRcatsyid: 4 TePIERONEYe S5 9. 1
illustrates an.overall block dia : 2 1oPthe F8sent
appl i cation a@ghcéarngp&engrg{o\;g?w%?gcga%%?g 3%1‘2&?@031%6 ,HH% net wgrll% 50. and
client devijgesitionc! udi ng workstati on 60a, server 60b, handhel d device 60c,
and internet- enabled cellular telephone 60d _Et he qtl i ent devi cestggre bei ng
generical ly referred ¥ig 348 a"signs swaPnelaeqnymmupiLataps oepyeenct fafesCadlte” 60) .
In this illusgtrated e ' i ' e tBQn6 3MbBEMEMS of
application Cg@ﬂﬁ%%’f%ri@gt%gﬁﬁ t1§‘1?§&%§%t§\%)$e 561. [ nﬁl%t hi s enbodi nent, these
connect i@ns A& ra3@it imemeissarily constant (or even al nost WO 03/ 100609

PCT/ US03/ 14968 5 constant). For exanpl.e, access vi.a_ inter - | ed
cel lular tel ephone teﬁlﬁn‘ﬂ)%gﬁowf:%ar%a?ﬁéﬂﬁ]&tg %?goﬁggtaﬁ?p?]ﬁ%?ﬁgﬁglgaﬁoﬁe
connecti Ons’seWer%&%(JrBﬁlngrto EROAR6SdiRBS: JFlike présesidveénti®fe and kept only as
needed. The connecti on~between application generator server 30 and

dat abase server 40, OFigt l5eisot fhbackhdingrami of pr sfstenm Bery remeiplyausing hosted

productivity applications in conjunction with one or more generated applications.




5 highly reliable nmedium as is well known in the art. Cenerally, however,
network 50 can be in the formof a Local Area Network (LAN), Wde Area
Net wor k (WONN)j10ewweh as the Internet, or other network typec@susesuimdsoccur
to those skilled in the art. Generally speaking, client devices 60 connect
via network 50 to 10 application server 30, which creates an application
using configuration information providgd by the users of the client

devi ces 60. The application configuration information is stored in

dat abase server 40 for future use. The author or other wusers of client
devices 60 then access the application on APPCEN server 30, addi ng, using,

and del eting appl i BESCRIPFAON QF HIE ILIUSTRATELEMBODIMENTS { or es’ 15

this data for later editing, viewng, and deleting, as directed by users.

Turning nowto Fig. 2. wth continuing reference to.Fi . nts of
representative cli entF%rOEheﬁﬂBﬁZ%f'\l O_Eé’ﬂf?/‘g?u%?n gHé“ﬁﬁ?%B%%é t%eepglg(gﬁggg?ar e

shown. Repr egenfabhMigv&lticaNtef&@Bhcel WAL dbwE b&¥RED tcethe RaHoineae Silatra®d in one or
more i nput conponents 62, random access nenory ( one or_nore out put

. . RAM 63,
20 conpofient tedtawingadndrapycifie danrgragROW henwsedrtoedeseribe dg) saineer Ksubh e,

progranmmabl e read-only nenpr PBCM. . St e re

net wor ki ng aﬁﬂ’eﬁtgﬂﬁﬁni}(’ga‘mrggﬁg?@gﬁﬂoﬁg nl{@%%@% &{ ﬁ%h%(% g (%entﬂ %g?geéﬁ? ﬁg?
represent ati ygrepli i@fnde® HANaltedstond CandDfuethth aibddfivatipho of siso deseribéPorand one
or nore types of storage, where nmenories 63, 65, and 67 are repregent ative

of the one 2Blusiratedresnhoglyaents, Prsk arss dirtiger ARRHCHEONS opfp hes pangipled R B nor e
cormponent s ﬁ&?rflti uéﬁeﬁlu"élt?atgd Hengh Ziiéj gglﬁerﬁgfa{eﬂr fRakbyg! D)bfmw B 18 one

mul ti - conponent processor ve one or nore conponents | ocated
renot el yor el giilad®intthe b €o whichehsinvétéonaelarsr e conponents of processor 61
can be,of the electronic variety [

circuitry, or both. | ﬁ}eﬁﬁéllbnﬁbﬁcﬁpﬁé‘?ﬁ%ggngﬁ%ggég‘iélhﬁdsé(l:slyfgtggjoit’ﬁ%mea%%lsOg
o vers S IPISH RN, 1 Siamcr i gl ks 0 oo,
PCT/ US03/ 1496@ate database-backed applications (i.e., applications that allow one or more users

to enter, modify, view, and delete data that is stored in a database remote from the

15 client device). These applications can be used as hosted applications by the author
and others with access to the application generator (“APPGEN”) server. To
facilitate this access, the system may generate a uniform resource locator (URL),
hyperlink, or other link usable by such users to access the application. In some
forms, configuration information can be exported to a configuration file readable

20 by a scripting engine or other client-side software on any of a variety of client
devices to present the application’s user interface, enforce business rules and
validation requirements for entered data, generate output reports for data in the
application, manage synchronization, and the like. These forms will be discussed
in more detail below.

25 Fig. 1 illustrates an overall block diagram of system 20, comprising
an application generator server 30, a database server 40, a network 50, and client
deviqes including workstation 60a, server 60b, handheld device 60c, and internet-
enabled cellular telephone 60d (the client devices are being generically referred to
as “representative client” or “client device” 60). In this illustrated embodiment,

30  any client device 60 can access application generator server 30 via network 50. In

this embodiment, these connections are not necessarily constant (or even almost



6 Corporation, or one or nore 680x0 m croprocessors supplied by MOTOROLA,
Inc. Menmory components 63, 65, and 67 can include one or nore types of

sol i d- st av® Bleadop oni ¢ nenory, nagnetic nmenory, or opti calPaTerseBA4968uUSt toO
name 5 a few. By way of non-limting exanple, menmories 63, 65 and 67 can
include solid-state electronic RAM Sequentially Accessible Menory (SAM
(such as the First-In, First-Qut (FIFQ, variety or the Last-In First-CQut
(LIFO variety), Programable Read-ChIé/ Menory (PROM), Electrically
Programmabl e Read- Only Menory (EPROV), or EEPROM an optical disc nenory
(such as a DVD or 10 CD- ROM; a magnetically encoded hard disk, floppy

di sk, tape, consteat).t Forgeampledicaessgia mierpeiinabled sallyar telgphgre EeRRACHE mor y
types. Al so,. nenorie
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_ non e varieties. One or nore
operator | nnuhalgﬂmemw@ oy dendoded.UdElk comedtias befvbeea &Eplioataond,

nouse, track ball, light pen, and/or m crophone, to nane | ust f
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i ncl ude sSuc i - Lew V¢ s). One
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APPCGEN server 30,k ncl udes processor 31, RAM 33, ROM 35, storage 37, and
one or nore networking/ conmuni cations conponents 39, which provide the

same functionality asGewralbsppeattingg chisntcdemiensef sosect g3 ngwork 50 #hd 69
respectively, ’

correspdfidi nP ggtijcglh%%v%@n‘ggﬂfﬁg%ﬁfeg%%h’ gcr?fib’gggtn‘lg E?I:?f%?%go?ﬂggbt a gé)%t 2 gr ver

40 includes RLORBEY tiftluseRAM fid clRAM dtdices160r aUke 4pplication configuration
. information is stored in database server 40 for future use. The author or other
users of client devices 60 then access the application on APPGEN server 30,
adding, using, and deleting application data as desired. Database server 40 stores

15  this data for later editing, viewing, and deleting, as directed by users.
Turning now to Fig. 2, with continuing reference to Fig. 1,
components of representative client 60, APPGEN server 30, and database server
40 are shown. Representative client 60, in this example, has processor 61, one or
more input components 62, random access memory (RAM) 63, one or more output
20 components 64, read-only memory (ROM) and/or electrically erasable,
programmable read-only memory (EEPROM) 64, storage 67, and one or more
networking and communications components 69. It should be noted that
representative client 60 can include more than one processor or CPU and one or
more types of storage, where memories 63, 65, and 67 are representative of the one
25  or more types. Processor 61 can be comprised of one or more components
configured as a single unit. Alternatively, when of a multi-component form,
processor 61 can have one or more components located remotely relative to the
others. One or more components of processor 61 can be of the electronic variety
comprising digital circuitry, analog circuitry, or both. In one embodiment,
30  processor 61 is of a conventional, integrated circuit microprocessor arrangement,

such as one or more PENTIUM IIT or PENTIUM 4 processors supplied by INTEL



and one or nore networking/ communi cations conmponents 49, which al so provide
anal ogous functionality to correspondi ng conponents 61, 63, 65, 67, and 69,
30 respecwniovBlgosobut may or may not conprise identical corpuameswa4968 t he
correspondi ng portions of representative client 60 or APPCGEN server 30. WO
03/ 100609 PCT/ US03/14968 7 One exenplary series of signals sent between
representative client device 60 and APRPCGEN server 30 is illustrated as a
non-limting exanple in Fig. 3, and wil'l now be discussed with conti nui ng
reference to elenents of Fig. 1. In this exanple, configuration

information signal 70 fromthe client 60 to the APPGEN rver
i ndi cat es udBorpemtien; erdonsoe Myt 4BVXh DEEPRIAEEBPS &U@Ph%%é{éﬁpﬁgﬁ&gﬁ’ t hat
t he user deg[ipcr:es to have generated. This information is entered by the user

usi ng one nmor e net hods known in the art, such as by using a client-side

application or a senyemoffcdiipdneh®3565, Bhe 6Usen iichiderdnace mdratypes opr ovi ded
inthis exanple for entry of configuration information is @gﬁ erably

adapt ed for solid-stajpelegifori¢ MEMOrLONAEFLiE AP He FYCAIHBCBERN SBF DR g
preferably prevides th WhitfeS i @Plgs0nsd 69rcananéiugsr ati on
of data #i. eI2'dge“f'o?%'ewt‘%}geogShg)%/1 llYJHSutéllgg e%%ﬁ?ﬂéé app r|i cation, and nani pul ati ons
of that dat adliiataté BRcesHARATY, Se@rentialihAscdssibiel MemorO($%M) (sushfasghe at i on
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nodi fy, and glel lo e tiem M) easkiMEdIlyEPREERESIble R&dcond

group of usgrgﬁgagﬁeﬁgéqiorﬁagggrg?v%g&gﬁyO% be) perm tt%’g I(?r%gl y to \c/i ew the data

(read-only @slyadshoryu@PROM),an ERPR@dnfn gpficat fisn memesy (Riichgs aS¥D okt er f ace

el ements such_as _buttons, l.ists, |abels nd i . is Lt Lheir
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makes avail a Fe a new application having the requested,  confi 93”%?51'}18“ That
cat
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i rovi n response..signal 71.
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One or more operator input components 62 may be included, such as

15 a keyboard, mouse, track ball, light pen, and/or microphone, to name just a few

representative examples. Also, one or more output components 64 can be

included, such as a monitor or other viewing device, or loudspeaker(s). One or

more networking/communications components 69 may include one or more

network interface cards (NICs), other cards, interfaces, or other devices capable of

20  providing connectivity through one or more wired or wireless networks, including
network 50, as known in the art.

In this embodiment, APPGEN server 30 includes processor 31, RAM

33, ROM 35, storage 37, and one or more networking/communications

components 39, which provide the same functionality as corresponding

25  components 61, 63, 65, 67, and 69, respectively, though they may not comprise

identical components to the corresponding parts of any particular client 60.

Likewise, database server 40 includes processor 41, RAM 43, ROM 45, storage 47,

and one or more networking/communications components 49, which also provide

analogous functionality to corresponding components 61, 63, 65, 67, and 69,

30 respectively, but may or may not comprise identical components to the

corresponding portions of representative client 60 or APPGEN server 30.



The creator, or owner, of the new application submts a new authenticated
managenment function request on signal 72. This function may 25 include,
for exanmph® o3adododng, revising, expanding, or-deleting allpawupansoesf the
configuration information that was provided in signal 70. The

aut hentication of this request m ght include or use any suitable user-
and/ or device-authentication technique,known in the art, such as

HTTP- based "basic" or "digest" aut hentizati on, formbased

user nanme/ password i nput, bionmetric techniques, and the like. If 30 APPGEN
server 30 determ nes that the request for performng a rrana(tzjerren . _function

\gglslgggggbé a/ ldger/zil@ﬁmﬂxmaﬁyos%@foérsiﬁqa afenb PEEER JRPTESMIAtVE Fi8M\D

_ | oper " i-Ng; G Bt f
the aut hor | SEMFBA0SEHARBOLY PG 10 R Tlusb 9 Ak SRalpEMRE S Y 2
managenent -;pfiuRAtiodnbd diReatéd@itd 2badasey #leremeaorettinmyks/)f Figdl.phothides t he
result of that performance and a U wupdate to the .client an s IN73. 5
Sti | : |b iat er ,6Xtﬁmeleomleflgtﬁ%ﬂ%mf¢@ﬂ1@§ sknak €9 1oz} Hﬁe%m 58 6 ?‘}ng"a’ﬁ?;%
avai |l abl g techni qye (. g ' i j | an? plic S

ogi nsi Gnareh PanREes WG PRAKE SRARHRRLE PulneORR an iR I 2
aut hori zed UgENisersRSizéson. hadvsigegerarkn Ghtlie thfemeion 55 gntated 715y, the aiseevsi®D

acknow edges to client device 60 that th | qgi n .
APPCEN ser vemedy mare et sAPYE et yAteh o533 51ia 1 SRPCHE0 FBERABT & gnal 76
communi cat es, LerHeQr()g?-gf‘l%E/, %0&1&&' HEBtustetterfice Gt 1OpRIRIRH 8 RIS eRAMpleifon of a

user interface usabl user to performviewing, editing, reporting,
and del et i ngenoyesfatonfigirationt indomption ciat profierablyl adeptedifen thehiype (afeflient

i_nt erface, the authentjcated user. sends n ata t. P
signal 1§7. dayge Lem Pf&&n?fﬁlegeﬁ?‘gafeg%va P’ipgﬂ‘flae e\;]fe((:%e gﬁ%}\r/%?gr%gblog

enf orces busi iRshiidRs fPQbhfiguth®sh SddtARets ebeused byfierd e theeapiptication; . These
may i ncl ude, dglor%%exanpl e, %resent ation rules, uséjtry i nterfa?e fields that

p{ eisent dval uesl asipdlatipon of hatydaty thaji therrredsingunes wishest WerlloW-e| Q€T gj spl ay
styltes epenéjo% itgur% 1or(ii ai}lPorIIfaﬁ!)r(lj it m%9 ! e b?etsgﬁ in this exemplary embodiment

includes: a first group of usernames for users who should be permitted to view,

15  modify, and delete the application’s data (read-write access), a second group of

usernames for users who should be permitted only to view the data (read-only

access), user interface configuration (including user interface elements such as

buttons, lists, labels, and input elements, with their appearance, characteristics, and

positions), and the like. This configuration information is stored in database 42,

20  which effectively makes available a new application having the requested

configuration. That creation event (702) is acknowledged, and a list of available
applications is provided on response signal 71.

The creator, or owner, of the new application submits a new

authenticated management function request on signal 72. This function may

25  include, for example, editing, revising, expanding, or-deleting all or part of the

configuration information that was provided in signal 70. The authentication of

this request might include or use any suitable user- and/or device-authentication

technique known in the art, such as HI'TP-based “basic” or “di gest” authentication,

form-based username/password input, biometric techniques, and the like. If

30 APPGEN server 30 determines that the request for performing a management

function was made by a user authorized to perform that operation (or “those



values, and the like), forms entry rules (size linmts for fields, data
formatting, requirements, and the like), database update rules, and data
val i dat i owarasliees09\VWhen 20 it receives the new data, APPGENCI@US0814988
updates (77a) database 42 via database server 40, then acknow edges the
change, updating the user interface on client device 60 via signal 78. In
anot her operation, the user of client dgvice 60 -nodifies existing
application data. Wen the nodifications have passed the validation and
update 25 criteria applied by the user interface, client device 60 sends a
“nodified data" signal 79 to APPCEN server 30. Again, APPGEN server 30

val i dat es t haperations’s depeniding ciniie graaiasisy pfrthe pudaiizBipnschome)e € SEHPITR] v.

APPGEN serve 0., responds wi t.h .si i . i /
Mterface o201 i TeBenes SpCafi Minablipenfihiei Ao upudiPbamb o]
anot her tranga&di ) :Inﬂepﬂ-iﬁi@lés die akulenf tithe \pecformdhcdeindtae bl upsats tto ige

application data. Follow ng the usual validity and update checking, client
WO 03/ 10060 lromiuge®l Y3968 9 device 60 sends signal 81 as a request for

s Sl 30 0, “sliptmefohd SRR AfRLARARE Aseifldiehobdip B4 Ay | dati on

process successfully CTonpl server 30 updates (77a) the
dat abase 42 gnatablespbnidac (deehhs bgnal dig2ssiomoksigndl 5@y segding e logiarsignabnd

updating the user interface on ent deyi 60. 5 | d .
validity or Uptthe esreekal an’l,’(%E regﬁr" o eé‘s“%ﬂﬁf}?gﬁ“owgﬁinﬁ%gr&sré?
corrections fmy,be @giﬁgﬁgﬁgcht&@%ﬁﬁt USRh] Y5 as&hieBl LRYdwed&R wWsSiigt means

and net hods known 1n en the user's nodifications are conplete,
he or she |deyicediftthaf the servepluigimcwes succeasfiil.c ARRGEEN senver 30 thepiiragewitie 60

2190 S4be ARCe 3t B SOB RO AR ARpmARn SRR BELY S 20
shown) the Ugefy enable§rdsRAtiON of h udHtintdfideCBaBl blyhé ader @8 berfdren wawissf ul
term nation of the session. Wwen a user in the group of users who are only
permtted reeditimgkgporting, and deleting operations on the application’s data. With this user
interface, the authenticated user sends new data to APPGEN server 30 on signal
77. The user interface presented on client device 60 preferably enforces business
15  logic rules on input data as the user enters it. These may include, for example,
presentation rules, user interface fields that present values based upon applying
given formulas to other fields, display styles dependent on data fields or calculated
values, and the like), forms entry rules (size limits for fields, data formatting,
requirements, and the like), database update rules, and data validation rules. When
20 it receives the new data, APPGEN server 30 updates (77a) database 42 via
database server 40, then acknowledges the change, updating the user interface on
client device 60 via signal 78.
In another operation, the user of client device 60 modifies existing
application data. When the modifications have passed the validation and update
25  criteria applied by the user interface, client device 60 sends a “modified data”
signal 79 to APPGEN server 30. Again, APPGEN server 30 validates the
modification and updates (77a) database 42 accordingly. APPGEN server 30
responds with signal 80, which again updates the user interface on client device 60
and acknowledges the change.

30 In still another transaction, the user of client device 60 deletes

existing application data. Following the usual validity and update checking, client



access |logs into APPGEN server 30 via user login signal 84, APPGEN server
30 begins (84a) an authenticated user session, acknow edging the same via
si gnal 85woO @Hoewd presenting a user interface (different HoTowsSiBhessser
interface described by signal 76) for read-only use of the application via
signal 86. This user interface provides a means for the user to view
(perhaps a limted portion of) the data, associated with the application.
Wth this user interface, the user of c?i ent device 60 can submit a query
to retrieve a particular view of all or selected portion of the 20

application's data via search query signal 87. APPGEN server go, in
communi cat | alevige 6A sdadsatgn 84 es\aciequest for ARRGEEN servse 3P &9 dglgie da fran r om

dat abase 42 d provides .inforoati ted
AN e O L R S o A
vi ewi ng t he sdaka, 30 hepdatse (772 gshed Watadbset 2 apdl irespbhdn, witlausigmay 8Rj ent

device 60 to send user |ogout signal 25 89 to APPGEN server. 30 which end
(zrsrtszaéI “the auckeowledging theydenzasaskindatingrihe usdps BEr IbeHRIG dpNce e enes
enbodi ment s of the presept. favent| L I RS lfgt¢ i on to
erood et Sop R TR PLIAGNE TP ol by MoPReARSE! ol promosiat o0 L
poi nt 101, ajpereaicBIMRYy beSpreseintedatol thedisatt vial dickt d0dce 60hiseng mieansatnidzat i on

prepares the se f i Vi [ o] [
DD o e e inchin o Wt BENSE ORGSR B FRN o,
for storing 1%%%.%(9%# F;g}ﬁt)@gc?fi?ﬂ' WwhRhieQB5 RO dliaRRIevBtd006 e8¢ & ARRGEDET f Or NB

ot her WD 03_/ 4968 10 1nitialization tasks as would be done
by those skiseted 30n by hendmi. IoEoet signaleB3.t hARPGE servep0i predsn{d3g) the

connections fromrenpte devices. The server acce i i igpal at

i nput bl&ck al‘@?f’?lu?‘ﬁ%d’ﬁ?’bﬁgsm%kél | BRY @X’BB@&@RE%@ &‘Eﬁt sﬁﬁg’g}]ﬁ H%isligsggl nay

take the f O,rimefffac@!?n TR dERBAI66 fo reflacttBdRicEesSfud G2 ahitiagion F the sassyorchr onous

nmessage arrival, or other signal as will occur to one skil]ed ila ttls]e art.
il

Then, generally, the Waewerusgemethprigrayp effisersypleo afe aiily Rermitted, 5
arrived, then Lakes: SRPABBCEN Serdel S0 0iatRE! RlpinPLigd 495 APPCGHRPLARE 56 ©
begins (84a) an authenticated user session, acknowledging the same via signal 85,
15  and presenting a user interface (different from the user interface described by
signal 76) for read-only use of the application via signal 86. This user interface
provides a means for the user to view (perhaps a limited portion of) the data
associated with the application. With this user interface, the user of client device
60 can submit a query to retrieve a particular view of all or selected portion of the
20  application’s data via search query signal 8&7. APPGEN server 30, in
communication with database server 40, retrieves the relevant data from database
42 and provides information needed to construct the requested view via search
result signal 88. When the user has finished querying and viewing the data, the
user logs out of the application, causing client device 60 to send user logout signal
25 89 to APPGEN server 30 which ends (89a) the authenticated user session.
The steps performed by some embodiments of the present invention
will now be described in relation to Fig. 4 with reference to elements of Fig. 2.
Process 100 begins at START point 101, and a server is initialized at block 103.
This initialization prepares the server for receiving connections from remote
30  devices, checks connectivity with one or more databases to be used by the server

for storing and retrieving applications and application data, and performs other



response as will be discussed below. In various enbodi ments, each incomni ng
signal may be processed in a separate thread of execution of processor 31
in a 10 swogsaocedwead in an event or polling | oop, or usi RETOUSYEMN4968 ’
techni ques as would occur to one skilled in the art. At decision block
110, it is determ ned whether the incom ng signal indicates a request by
the user of a rempte device for authentjicated access to one or nore
applications at the server. If so (affirmative result at decision bl ock
110), the 15 server authenticates the user as discussed above at block 111.

| f the authorization process fails (negative result at ci si on bl ock
113), 'Ejhe s émitielization (iasks as ovandd be dgne ]ijgh%ﬁ skifledrinrife aftgniie eIl st at e
proceedi ng bl

pr ot _ ock 105). . optional i ith a signal (not shown
i ndi cati ng évafﬂé:%?rela?éﬁ?’ﬁecﬁpf‘%czi?#%fﬁoéﬁglg@r%gieo%glwng t echni ques( known in %he
art. |If the authenti cafeiserver accepsondsdorhing afghil arenputel@dk 108s Uhtvadousdeci si on

bl ock 113), the server begins a new user sessjo bl ack is k

P Ehe 1 v sobeb b 8 ST Bl © 7O
identifiger that is store v S AT ' ' t
fromth _cIrFlgﬁepéﬁ%dﬁ%e %Algta?éﬂlsagrlogﬁﬁs SeS géeir ver rnto%]rggfé? gghglnﬁgﬁth odcf@ﬁl:es
][Rcom ng ?l 45 dne gkilled ¢ the akfl 7Then, [generaltly, nige ey eyr degering sstgfﬁ fypeiodsigneb show

e user (via an output component 25 of client .60) a list of i_Labl

appl i cat i onghatt psnariyedy Hient Gkes aPREGPHAIE (A5HE! q%%ro?llrﬁl:‘?%r?‘fl(r)@)pg(i\’lpglﬁg i g not
a request T qrefen Al NRNKIsCALES ERRS! 0 vafidRg aibbginisylebclAlincdnsisi on

bl ock 110), server ermnes whether the incomng signal _is a request
to end that ss@mbimery, booprockssgdn 2 separateethead\afrexegedins Phprosessek31.1809 . 1f so

(affirmative resylt at decisjon block 120)..th [VEL I 30
resour ctd t |Sé%gei‘f ﬂ’r? n atﬁ‘seé’lems%rs%q%brfg 108® 9T e (ﬁ%?fég&}%%%l{eggggﬁ%gﬁi (lgéggrnt ifier
at bl ock 123, o JbBG1IS@INV@E afthen returns to its wait state. WO 03/100609

PCT/ US03/ 14968 11 If the incom ng signal is not a request to end the |ogin
session (negative resufecision blogk dilBnit bt deigrmiped whether g@r‘%ﬁ‘m&gtségnﬁ'r nes

whet her the .incomn . .
1n81cates a 9equest by the-user of a remote device for authenticated access to one or

more applications at the server. If so (affirmative result at decision block 110), the
15 server authenticates the user as discussed above at block 111. If the authorization
process fails (negative result at decision block 113), the server returns to waiting
for an incoming signal (a “wait state” proceeding block 105), optionally
responding with a signal (not shown) indicating a failed authentication attempt
using techniques known in the art. If the authentication is successful (affirmative
20 result at decision block 113), the server begins a new user session at block 115, as
is known in the art. This process typically involves assignment of a session
identifier that is stored at the server and submitted with each request from the
client during the session. The server then responds to the incoming signal at block
117 by providing information sufficient to show the user (via an output component

25  of client 60) a list of available applications, then returns to its wait state.
If the incoming signal is not a request for a new authenticated session
(negative result at decision block 110), the server determines whether the incoming
signal is a request to end that session, or “logout” of the server (decision block
120). If so (affirmative result at decision block 120), the server releases the
30  resources tied to the user session and invalidates the session identifier at block 125.

The server then returns to its wait state.



signal is a request to create a new application (decision block 130). If so
(affirmative result at decision block 130), the server pronpts the user at
bl ock 131w® @3awoc@enfi gurati on information for the new applrayarsoondse§he
server accepts that configuration information at input block 133 and
stores it in the system database 42 at block 135. As discussed above, this
pronpt/accept/store procedure may corrpﬁ se providing one or nore HTM
forms, iteratively validating and accepting additional configuration
information, limting input to valid characters and the |ike. 10 The
configuration acquisition process (blocks 131, 133, ang t§351) W

typi cal ly obtain froniftthe insepingnsigedl HoRY HARPESHHY CBGLIC 'OBFBSSFYPIf i el ds
to be estab)ished i [ i &Pﬂ% i i

val i dation r{?F%%lvfegﬁ&é%{{gle&gﬁ%ﬁ@kég )’?lﬂée I g?teﬁﬂsegr‘?}éﬁgﬂn%g%ilnent gg t he
confi gurati ofghdlfier amaeim@et & IPeatd ex péw capplivatom (deeisiai block $¥vci 1f es
default values for new records, dis Ia% formats 15 cuyrency lda%%lti me,
exponent i al (imdtiya reskct daeisiop pgck 130}, theserye RAmpPRhaHest b ploc

particul gr f{ Lc%g rafi6n SHOEESidNY FUSEBE Srew ARG, defiRUdclvy Tact Prénifiapr  user s

in each ~of nirstrative, nanager, a user groups. The configuration
i nformation corgutatiohunfermaticer = mges blosk dA3 and stomesdt iprtke systenh daiatede dat a

types, customdata _types, qQr a conpinatjon of e two. It may be ipitially
derived as aatdﬁ%ﬂcl(c%ﬁ% c%bydol%‘s APPVEx S H@“ﬂ%ﬁ"@ﬁ%‘%@n pgggﬁ?t}rau}ng?i on, or
may be creat gcqn%ﬁs% rSififehe CPHERe HTML GOMS, BbFa8LEI9ValiBitipmidiactephiag been
accepted and stored, the server returns to its wait state. If the Input

si gnal is noadditiomdoesiguraiogentormaton limstinginpht leatalid shareeferaanf e ikesul t at
deci si on, bl ock 130), e server. det er.nm.nes_whet i AU Lgnal is
a requegp to add dat aIrF‘B 12 AUoR; 4N PEXE ?So@?%gégsls’i 1??1” %)Ifdolczz%) ?ig) f
so (af firmat jypReall§Dtdin FHontl @l B BndbP lord Alkhes bite daertygss foafitldatedeand
stores the néw data at bl ock 145, updating the user int_erfafe on .t he

client devi cestaldished incthe apali@%i@pai%@?@ﬁ fickblenaths angryalidaiiaperules fen ditét ur ns
a0, By oDl ROR ity ot
t he incom ng(exipB&idly drSmplicitly) specifies default values for new records, display formats
15 (currency, date, time, exponential notation, and the like), a flag indicating whether
a particular field may be edited by users, and/or a default UT form for users in each
of the administrative, manager, and user groups. The configuration information
may include references to one or more pre-configured data types, custom data
types, or a combination of the two. It may be initially derived as a duplicate copy
20  of an existing application configuration, or may be created from scratch. Once the
configuration information has been accepted and stored, the server returns to its
wait state.
If the input signal is not a request to generate a new application
(negative result at decision block 130), the server determines whether the input
25  signalis a request to add data to an existing application (decision block 140). If so
(affirmative result at decision block 140), the server validates and stores the new
data at block 145, updating the user interface on the client device to reflect
acceptance of the data. The server then returns to its wait state.
If the incoming signal is not a request to add new data (negative
30  result at decision block 140), the server determines whether the incoming signal is

a request to export the configuration information for an application (decision block



a request to export the configuration information for an application

(deci sion block WD 03/100609 PCT/ US03/14968 12 150). If so (affirmative
resul t atwéewiwo@n bl ock 150), the server generates a corfdmgusvatiws file
and transmts that file to the client device. The server then returns to
its wait state. In this enbodiment, the configuration file can be '
-interpreted by a client-side scriptin 2engi ne to present a user interface
tailored to.5 the exported application, "enabling users of client devices to
"execute" the application while disconnected fromthe server, including
authentication, U, and adding to, deleting, editing, and view hg the

appl i cati on' ¥0dat ¥, soTfaffimativei reswlt fahclecisignsBlogl | 150 tgﬁegeﬁ"seérgemra e client

device to synchroni.ze chqr i.fi b t [ [
data on the €& l_gléﬁakl?%é@géﬁggctga{sﬁgﬁjg%%%% gi oﬂgﬁﬂi%%hggwév Tlrlhg %ﬁ\;& théh ! on
confi gurati oudfrid € MRy wakeatthe Iif ahis @hbalintahtaibs ecohfiperatiotvfilé aran abe

extension thereof) file, a script executable by a general.-pur.pos
Z ? {i p'lt :c nggheﬂgt%léf?t_eérbYo? B T‘Sfd(?r%PEl%Fn&%F%P@é%ﬁra‘? T Get Eil{?lfoéﬁéef% t he
. e c S PR T e : ré h
application ﬂl?n%ggggﬁgg/e Ig)ggutﬁné %tgf)lgggciug%gn&bl%%ﬁt tfggl)cgg(Fﬁe eggéu\‘;éer The
det er ni nes wipplibstfont While EBcommeoted ipns ilgnservirsingludingiashenticatindased a | i nk

to the applicati deci si qn. bl ock .160) .| f af fi '
daci St on bl otkingD) QEIERRE, saiipgr THEEPHELLe BPRIAOY > Gt b ltieR

data file coglabping i bidkof e BN edht G REAGHATLE hRh reiidlhIhedified a
speci fied connection, or other forns as would occur to one skilled in the

?r t. 2'(I)'he | i ndtatarswjthctbe applivatipm data csribe detyenfseq Wiseutsiadol blogk 14h belpdvk i fi er
or t he specified appl.icati n.identifi f t .ating the
o 20, 4B, SBaraoRRR ST Y0, B0 APHEA Kbl PG b ORRLSA | N9
appl i cation geaohhglel hnkript atdchiRblel ki RAefbpariBicsGiptiagangas, ar oter or
group identifier, specific password to use, and acceptabl e authentication
pr ot ocol ('s))foims thas weyld epsut fordae skilled fbtheiafk t or  usage count limt on the

[ink, and/or other el gEnt g b L gl [ o ALhBENBH inkehiobr B8 agslialibenal |y,

one or nore of these nts may' be stored in the t abase
(negative results at decision block 150), the server determines whether the

15  incoming signal is a request to generate a link to the application (decision block
160). If so (affirmative result at decision block 160), the server generates a link,
such as a text URL, a data file containing a URL, an executable program that
establishes a specified connection, or other forms as would occur to one skilled in
the art. The link may contain, in an encoded or unencoded form, an identifier for

20  the specified application, an identifier for the user generating the link, the level or
bounds of access to be permitted to those using the application via the link,
authentication parameters (such as a user or group identifier, specific password to
use, and acceptable authentication protocol(s)) for using the link, a time limit or
usage count limit on the link, and/or other elements in the link. Alternatively or

25 additionally, one or more of these link data elements may be stored in the database
42 and be referred to by a database key in the generated link. Once the link is
generated and made available or sent to the client device, the server returns to its
wait state.

If the incoming signal is not a request to generate an application link

30 (negative result at decision block 160), the server determines whether the incoming

signal is a request to synchronize remote data with the application data stored at



42 and be referred to by a database key in the generated |ink. Once the
link is generated and nade avail able or sent to the client device, the
server remarossiona9its wait state. If the incom ng signhal RCI/USHB/14068 equest
to generate an application link 30 (negative result at decision block
160), the server deternines whether the incomng signal is a request to
synchroni ze renote data with the applicaiion data stored at WO 03/ 100609
PCT/ US03/ 14968 13 the server (decisionblock 170). If so (affirmative
result at decision block 170), the server proceeds to synchronize data at

the renote device with the server-side application data %tl I %l)< 75.
Syncﬂr oni zat thesenver/(dprisiondiocksi7RYy g (affipnaipys Bewt atASEIRioR. ‘%lffeﬁ » the

synchroni zatjon is conpl et . e t e LRy [ 2¢ If the
i ncom ng si gital i WG égrsga%ﬁerg’?lzg ﬁayasétngﬁr oni z%tcﬁé(\)]ir?g ?ﬁ%@é?? 3%@?125813% at

deci si on bl oglplidiidn, datdh& BIEEVETS. dBehoniratomhey ipesceedesing enyrapmopiigaal is a
shut down command (deci sion block 180). If ( ative result at decision

bl ptck 180) ,m_mheldsx\(hrérsyn%m@%%ﬁ@éﬁ gempleteet %E)Sﬁl,'vgg HR L HSVEf APtg to its
walt state, @l ayi . r .
ke, i @B ﬁé(dn'?ﬁfg dﬁgna‘i’rﬁ Yot rﬁegéﬂggsg fgtisw@]e é&ﬂlh@cﬂfn ARYMHR Rk a8hown),

or ot_her~ aptlon as wou ccur to 1 Iin the art. If the
i ncomi ng si gaddisidrs biockhUI@0we cenvarddtefrainkes rwistthorether msoringasiga@cission

bl ock 180), th h ds d . . j
Furt her oot Grmpal (e SEbl DT Srnai FrEvgts outal StuebRlodf, >
relation to fé@%@@s&ggr tiaﬂesF 4 @famlt aonCiilch 26 FetAHGHRSRAR \ﬁaihﬁﬁtb,e&is?@ﬁh'gCat i on

(such 15 as, exanpl e, a word processing or spreadsheet application) on
appl i cati on seeverm@age atthetlicns doper @otshowin) s0r cilpgylarden aowowd ogeurdo

provi der (ASP S is known in.the art. | icati 220 is
in conmifli caP‘%‘%ﬁ_“l&ﬁd?lﬂ th%ﬁﬁrﬁi%la?%‘&ﬁé@f‘h&ﬁ as%’%%@ﬁﬁ@ﬁ | sa(ﬁgfso
operated by ASH:2d&cididh bldkR 186)TaRrieRi tshuts @oka ddeprpeesy 0B endsart BNIR2 owner s
and/ or users of generated 20 applications to create data entry forns that

are |inked tpoinht®%pplication, but usable
A further embodiment of the present invention will now be discussed

in relation to system 200 in Fig. 5. Client 260 accesses a hosted application (such
15 as, for example, a word processing or spreadsheet application) on application
server 220, which is operated by an application service provider (ASP) 210 as is
well known in the art. Application server 220 is in communication with
application generator server 230, which is also operated by ASP 210. In this
embodiment, tools are provided for the owners and/or users of generated
20  applications to create data entry forms that are linked to the application, but usable
via applications hosted on application server 220 to add, edit, view, and/or delete
live data (and/or an off-line copy thereof) for the generated application. Likewise,
tools are provided to generate reports of data from the generated application in a
form directly usable, viewable, and manipulatable in the hosted application. Data
25 entered and/or modified using forms on a hosted application may be stored locally
(on the client) and later synchronized with the generated application database, or
may operate in a pass-through manner to update the generated application data in

real time as revisions are made using the form.
In an alternative to the system shown in Fig. 5, the productivity
30 application(s) and/or the documents they operate upon are resident on the client,

but include links to the data of the generated application. [In some such



via applications hosted on application server 220 to add, edit, view

and/or delete live data (and/or an off-line copy thereof) for the 1

gener at edwapplioe@di on. Li kewi se, tools are provided to gearesos/1smports of
data fromthe generated application in a formdirectly usable, viewable
and mani pul atabl e in the hosted application. Data 25 entered and/or ’
nodi fied using forms on a hosted appliqgtion may be stored locally (on the
client) and later synchronized wth the generated application database, or
may operate in a pass-through manner to update the generated application
data in real tinme as revisions are nade using the _form rnative

| \ ' I In an alt

to the systembodmwnts,nnativg. networkiag pansid daiepset sapagpitigs oty &t Fﬁﬂ?‘sg)‘feand/ or
the document %(&%{éﬁ%f ORShRLE: ﬁpa(}g 18 S adefSiod6 iR NednldBetidyefdfl the Rieraidac] ude
links to th& %¥8Pﬂé_gg eTatred #pplication. In somd such 03/ 100609
PCT/ US03/ _149&? licalibn®naedi MaAt sthenabitly entteidimerits, ntheankiendaideb pawuctiyitibi | i ti es
of the client-side productivity applicatjon are |everaged to provide
connect i vi t epplicatina igemhaneadda englp Recest i0dhatdafat a. I n ot her such

enbodi meats, the cli gy i ggp%gg(/@ﬁpstpie%ﬁaﬁnvaﬁﬁhilﬁ% ibedh BscephBRcasd o

enabl e atcess to that _ e aspects of the present invention have
been di scusskehil, it $AMbe dedenitbod iby thbdel skiBedu i éhes adliathy wides@rieki Pf ed i n

the art that a wide variety of  variations are avail abl ' .
experi nent atﬂmﬁtlo%ﬂee&@#ﬁg]é,wvléﬂt tpgue &WW%?I‘E@' ng‘%rteeé(\é\‘/}entpia%g\t};gﬁ? gsggeof
one or nore e:?{l]botdﬂﬁeﬁt‘é’hla %ﬁ};@%d@ﬁﬂag% bPBS ordfidre OFithEfdMoRERE Ohristions:abhye for

t he dev! ces a syste T e used, and additional 10 networks and/or
connect i ons wiry pheogs] osuitelele; fobatiea berieesf inne sywena I ay, be vsed| ad lditiqnal

dat abase 40 (Figs. 1 and 2) my be ,conbi.ned \w .1 onpal it i bed i
relati oh0to W@Nagg%%?nn)ﬁ@l?%@aé'xbee&fw@%&# tgg)'&g% ﬁ%ﬁé&g%l it?t%lraqgﬁlg(% Ieme olr "
the functi opgliatey 466@6sd Dedn@RyURay 88 dolidseddwith claactimplitye daicsbed but ed
anong several —conputing devices; a proxy server can be inserted between
network 50 aethtids tARRBEREN sexver 3860t exepwnT @ f Sigo RIHBMELSSITY %éﬁ%d on

t heir sour . . o
Cefungt?orhtaﬁpyt desfibed above for those devices may be distributed among several

computing devices; a proxy server can be inserted between network 50 and

15 APPGEN server 30 to redirect incoming queries based on their source, content, or
other characteristics, or circumstances; load balancing techniques may be applied
to the server-side processing and/or routing of signals through the system; user
and/or device identities may be exchanged explicitly (as discussed above) or
implicitly based on network addresses, application identifiers, or other data

20  elements; and provisions can be made for importing user data from external files
and/or databases using methods well known in the art.

In another embodiment, the exported configuration file is stored on
the server (or generated in real time), but is executed on the client upon request
using a browser plug-in or other agent. Such user agents often provide additional

25 input/output and/or processing capabilities not natively present in a given user
environment, and can be leveraged in the present invention to remove some of the
resource load from the client device relative to the script-reading embodiment
described above.

In still another embodiment, data can be exchanged between

30  generated applications. For example, with reference to Fig. 5, an “address book”

application 232 might be linked with a “product shipments” application 234 on



ot her characteristics, or circunstances; |oad bal ancing techni ques nmay be
applied to the server-side processing and/or routing of signals through
t he syst ewO ass180609 and/ or devi ce identities nmay be exchangatTexgBiiedes| y (as
di scussed above) or inplicitly based on network addresses, application
identifiers, or other data 20 el enments; and provisions can be nade for
i nporting user data from external fileslsand/or dat abases usi ng net hods
well known in the art. |In another enbodifrent, the exported configuration
file is stored on the server (or generated in real tine), but is executed
on the client upon request_ using a browser plugbgﬁ or ot her. agen Such

t

user agents OPPEENrsede?HUdi Ineirss ad shipoieo C’%Q_ﬁ@fiolmb% OQIQé‘llﬁtng
capabiliti ess}ﬁﬁ%elggtggélﬁgioﬂ 8% R rétile® @A dbSEind t:hs% HBRRtiondRsncan be

| everaged in Irnventron to renove sone o e resource |oad
fromthe cligidresdewosie applicdtione23ny likewiser adutressebabkn@38ntrndidisplaty dafescri bed
above. In still another enbodi nent, datlﬁ can be _exchanged between 30

gener at ed apisieaeing e datestshipgeahin aparjeulyr coatash L¥EEABE g. 5, an "address

book" application 23 1.gh I'ﬁ?&ﬁim%tt Rvith ‘tOeRAUE tio SR PTE KPGEN
appl i cat |Bon 234 on V\D%%)@O%%%@erP%T uso3/ 3L49168r 15 APP(C);_ENgse(ver 230.
| nvoi ces andsahérl noyl et adwehtsed/iced i ingrfpecftuatse byrdlignedevicea ¥l idtat i on

234 can retrieve current na nd address informati fro addr book
appl i cation presently; |beifgs é?nﬁmﬁeg¥ BOWI'ZBZA“H%‘??M&?SB‘I%W E'f‘%ge_ ?’3{3‘2@%& ng the
lat est shi p”\%ﬂél'c‘éﬁ’oﬁ RPEdnt dbREesC@R R Ghainthited SaidRL Bser Mtéivestidnl thraugat her
enbodi nent }1 reference to Fig. 1, APPGEN server 30 may present a "web

servi ce" int entbmetedfdata exdbabge aid ether wely sarwise euethesds uspizaiseliiqyes fkaprwg
controlled bé_g%suser. Aut omat ed dat a exchange between applications on
client Vi cB5YE3H- be mai ntained without user intervention thr ough

aut omat ed data exchanggl gillicetiiil pi&itupplications, didtdiedslousihags tisahidrejues

known 101 naIFeh %er%lro; ' incorporated by reference in their entirety as if each had been
individually incorporated by reference and fully set forth.

While the invention has been illustrated and described in detail in the

15  drawings and foregoing description, the same is to be considered as illustrative and

not restrictive in character, it being understood that only the preferred

embodiments have been shown and described and that all changes and

modifications that would occur to one skilled in the relevant art are desired to be

protected.



Al'l publications, prior applications, and other docunents cited herein are
hereby incorporated by reference in their entirety as if each had been
i ndi vi duamoyosimess por at ed by reference and fully set fortrCViSoBR49cRE
invention has been illustrated and described in detail in the 15 draw ngs
and foregoing description, the same is to be considered as il]ustrative and
not restrictive in character, it being derstood that only the preferred
enbodi ments have been shown and descri bed and that all changes and
nodi fications that would occur to one skilled in the relevant art are
desired to be protected. WO 03/100609 PCT/US03/14968 16 What is clained
is: 1. A net Wt sfclajesdint i ng conputer applications, conprising: providing
a server; receiving at the server froma first renote device a first set of
one or nore 5 related request signals that together indicate a request for
generation of a First Aducthpdhebginariias COBRPGE epPISAINMScEAMRIFINE he one or
nore related request.signals _.conprising first application configuration
i nformation,; creaP]ioﬁtfﬁ%%%.s%%%rfi guring a first conputer application based on
the first applicaki@mganhé guvatiian aifiboemotd dsvicelDfirseseti ofiang catmarhe
server a data subm ssion signal that indjcates a reﬁest tQq add first data
to the fPrst reddehueaiestappnale st dpgetherdndigaterdy TeaHest {OF Fengrapgn 94 & HESf j r st
conput er appli.cation HE HatRe GURRES SR8 SeGRA! sighals The
met hod of cl %%t%%%aﬁ%e@e§(ﬁﬁﬁ%§$§%%l%a{éé}gat?ngeand configuring corrf;;ri ses
storing at | easpri@npfirst applicafiorseondigufitios infappatianat i on configuration data in
a first database; and sal ad%ji r}g conf'Pri ses stori qg sai% fiorst data.in said
first database. creatmg and connguring a rst computer app afion based on the first
application configuration information;
10 receiving at the server a data submission signal that indicates a request to
add first data to the first computer application; and
adding the first data to the first computer application in response to the data

submission signal.

2. The method of claim 1, wherein:
15 said creating and configuring comprises storing at least a portion of said
first application configuration data in a first database; and

said adding comprises storing said first data in said first database.

3. The method of claim 1, further comprising:
receiving at the server from a second remote device a second set of one or
20 more related reqﬁest signals that together indicate a request for generation of a
second database-backed computer application, the one or more related request
signals comprising second application configuration information;
creating and configuring a second computer application based on the
second application configuration information;
25 receiving at the server a data submission signal that indicates a request to
add second data to the second computer application; and
adding the second data to the second computer application in response to

the data submission signal.



3. The method of claim1l, further conprising: receiving at the server from
a second renote device a second set of one or 20 nore related request
si gnal s twatostiog®b her i ndicate a request for generati on ofPGa/useaess
dat abase- backed conputer application, the one or nore rel ated request
signals conprising second application configuration information; creating
and configuring a second conputer appliggtion based on the second
application configuration information; receiving at the server a data
subm ssion signal that indicates a request to add second data to the
second conputer application; and adding the second data to the second
conputer applicafion iﬁh¢§§95w§€0kwnlfhe data subm ssion signal. WO
03/ 100609 PCT/ USO34, 14868 i cof oMM BFinlonc | AlrBl: 4SRN &k
configuration information turt er conprises access information for each of
a plurality afformssiongooesph of apihrility hesergompsiaidng | i miting access to the
first conputer application, based. 5 on the_access infornat.iaqgn or .users
in at |east one of'ihse C%‘F‘HF%%P%'?WH% acssss i hagast ?mwt%@?i}lﬁ@ld@oﬁ?ﬂsfeﬂsi ng: a
dat abase 5conpy, ks ReLMFoRhatTTY, CortRbls 85 at 182 Bnd 6the phANItY f a8k @rétpshOr €
records, containing configuration information for a firsSt application
conprises a first set of one or nore records in said one or nore tables,
and 10 configuration infarppt i-gR-figh.a second application conprises a
second set of onhe or nore récordts |%'said one or nore tables; and an
appl i cati on gener atdatabaseeamsprisirg oreaati mgrepables,caakhatabdo hivigg zeroi ayrmore
i nformation for sel ected a PIicatLo fromane ar nore records in said
dat abase, aff#OF®r COMRILER ?Cﬁg g4raliop N W@V?‘hg(g T)gg%cﬁpgﬁczfur%’ AR Par
confi gur ati of,cl3ed dFoRE BRIHoR reckag ifidld 87 6 HERtablBY, ahd ace perforns at | east
one of displayling data

10 configuration information for a second application comprises a second set

of one or more records in said one or more tables; and
an application generating means for reading particular configuration
information for a selected application from one or more records in said database,
and for presenting a user interface based on the particular configuration
15  information, wherein said user interface performs at least one of displaying data
associated with said selected application, and

accepting new data for storage associated with said selected application.

6. The system of claim .3, further comprising an application
management means for providing one or more authenticated users the ability to

20  modify said particular configuration information.

7. The system of claim 6, wherein:
a first group of users can be authenticated for management of said first
application,
a second group of users can be authenticated for management of said
25 second application, and

said first group and said second group are different.



associ ated with said selected application, and accepting new data for
storage associated with said selected application. 6. The system of claim
.3, furtheo @aepdsi ng an application nanagenent neans f @CcTpusesildicag one
or nore authenticated users-the ability to 20 nodify said particul ar
configuration information. 7. The systemof claim®6, wherein: a first group
of users can be authenticated for manag nt of said first application, a
second group of users can be authenticated for nanagenent of said 25
second application, and said first group and said second group are
different. WO 03/100609 PCT/ US03/ 14968 18_8.,13& systemof claim7,

wherein said first grotkpe shirnof slaigp T vt said (igst growp copsistssQist YRSlEf ¢l ai m
3, further 08§¥rising a nmeans for exporting at |east a portion of said
particul ar .configuration information to a file. 5 10. A system conprising:
a first conputer providing access via a user interface to at |east one of a
word processing,appli i . i Qn: cond
conput er connect?%bl e tgﬁéolS%ﬁ?@%gggﬁ%gﬁgﬁ?%ggpgﬂﬁgtaer dgggorc%{%??l es a data
form that enphbesporon pildaad paticulbr cobfigdation infoswitdndatdiase. 11. The system
of claim 10, wherein said first conputer is said second conputer. 12. The
system of claim 10, wherein said access is read-only. 13. The system of

cl ai m 105 wher ei [y, sai d AaBeRES cbmpfisiag-Wwite. 15 14. A system conpri sing:
a first computer providing access via a user interface to at least one of a word
processing application and a spreadsheet application; and
a second computer connectable to a database;
wherein said interface comprises a data form that enables manipulation of

10 data in said database.

11. The system of claim 10, wherein said first computer is said second
computer. A
12. The system of claim 10, wherein said access is read-only.
13. The system of claim 10, wherein said access is read-write.
15 14. A system, comprising:

a server in communication with a database having at least one table with at
least two fields;
a processor in communication with said server; and
a storage medium in comrhunication with said processor and encoded with
20  programming instructions executable by said processor to:
provide a user interface;
accept user-input data through said user interface;
apply business rules to said user-input data;
define a relationship between at least a first portion of said user-

25 input data and said at least two fields;



a server in conmunication with a database having at | east one table wth at
| east two fields; a processor in comunication with said server; and a

st orage madi asmodde9 conmuni cation with said processor and errcadesvsmidsk 20
programm ng instructions executable by said processor to: provide a user
interface; accept user-input data through said user interface; apply

busi ness rules to said user-input dat a;lgjefi ne a relationship between at

| east a first portion of said user- 25 I'nput data and said at |east two
fields; WO 03/100609 PCT/US03/14968 19 wherein a configuration file

i ncludes information usable by said _prqacessor in accordanc ith said
progranm.ng i nstruct i oWaereiy %éppﬁh@fé%?rhflf%é@fuqeﬁtlg glgon §§§D&e éfs%affgss
rules, and said r ' [ : %?élﬂ{ni Al ' id
configuration fi l@h?&gbé@ﬂé%&:@cﬁdﬁeb\%}lﬁgg@%% ver %@kﬁﬁygﬁﬁiﬁﬁaﬁl aim
14, wherein at | aastinkerfpeceail poitesomlasf askdatt] relssionshipput data is stored in
non-vol atile nmenory local to said processor while said processor is not in
comuni cation with said database. 17. The system of claim 16, wherein said
second portion dfs, sai dTis8fstend Of chipnit 14 adh@reis ssifohfigmiatien fitd isherebsed i n
said at |least two fields of said database. 18. The system of claim 14,
wher ei n $ai dYdsidh#saed- shares menory and processing resources of said
server: 19. The system of claim 14, wherein said database uses nenory and
processi ng resources not accessible to said _server.

16. The system of claim 14, wherein at least a second portion of said
user-input data is stored in non-volatile memory local to said processor while said

processor is not in communication with said database.

17. The system of claim 16, wherein said second portion of said user-

10  input data is synchronized with data in said at least two fields of said database.

18. The system of claim 14, wherein said database shares memory and

processing resources of said server.

19. The system of claim 14, wherein said database uses memory and

processing resources not accessible to said server.



