; €3eJ889\ >?1 61 TID METHOD AND SYSTEM FOR ONLI NE PAYMENTS FI ELD OF
| NVENTI ON The present invention relates generally to nmethods) systens and

appar at usyd 93/4498% er acti n nput ers. More particul aptyAavbhessnventi on
relates to making onI mﬂmmmﬂ m utilizing such 5 nethods) systens and
apparatus. The i nvent devel” o1p'ed prinmarily to allow a large
nunber of distributed usefr@mo’o Interact with networked information via

printed matter and optical sensors, thereby to obtain interactive printed

matter on demand vi a hMETHODR ANDSYSPEMROR GNLINERAYMENTSAI t hough t he
i nvention wl| Iargely be described herein with reference to this use, it

w il be agngqy ¥ h-? nthe 10 invention is not thereby limted.
CO- PENDI N A'PP é’%@ | ON Varlou netho %’FPe‘K‘f'% and paratus relating to
the present inv ffﬁenéflﬁfe'éﬂ@éf %%e“F aaeﬂm@r Interactin
applicati Qi cﬁmbﬂ&s MotetartRERIY, mevafuoasaammgtdaﬁn@p@mﬁ& utilX@NEcAN

si mul taneous wWith the present invention:

NPA0608S !éleéﬁmsms AnBaRpE2lISA082US, NPPO ous

NPP013US, NPPOL5US, NPPO20US, NPP021US, NPPO22US, NPP023US)

NPS014US, NPS015 (e fipentioniss kpansievalapet primaniydo allasn iargeauumber of distributed users

NPS028US, NPE%U%@'W&M%MM RARGAHS opfical Bénsbrs ShEEY [ Sbisth

these co-pendi ng applications are incorporated herein by cross reference.

Each appl Mﬁ@qudﬁ pristed cmpttsr soni femand evia ihighesgeady natwerketh eler printetse AAlthqughsthaj | |
be repl acg& efftdon Wi laﬁge[li ﬁf@&&%eﬂgxenléﬁh%hﬁ’\ﬁ?éﬂen@é’ ] thARsE it w)/ﬂrﬂe%gx ofik A 3dSthe

systens and apparat u atrng to the present Invention are osed In
t he fdQ oiivenionds e theieby limiged.i cati ons filed by the applicant or assignee of
the present invention on 25 20 Cctober 2000: NPAOL1US, NPAO31US, NPA040US,
NPA064US, NPBO0O6US, NPS004US, UPA US, UPO2US, UPO3US, NPA046US, NPA0O53US,
NPAO59US, CO-RENDING ARPIICATIONSIPS024US, UP04US, UPOSUS 30 The discl osures

of these co- pendingusiethédspiys@ms arl SHpirafd fehing iclle PiREcAt Mvétifiol bRUCREARNCE.
Each application is terrporari*m [ dent | fi ed b its docket nunber, This wll

be repl ac&¢ TBlowing cepp f emasgignog ithe Bresent myention

systens ag&mﬁg}twﬁhﬂﬁlp%éﬂagwg&&he present i nvention are disclosed’in
the follow ng co-pending applications filed by the applicant or assignee of

the prieseRipAGRNeIli pAQBIS, 1NERRBIGSDONPAGRRDS, NEPOLOUSAORERGISHEA025US,
NPA047US sl so RO PRIPOTMISIPPINPRB ]S ar e

| ncor Pgragtg se' n owssrsm g@@ P! 'rm%ﬁf S NSRS 1Y
identifie u rep
correspondin %sggN en %S\1Ial I ?é)qqe ar| ous e hods systens and appar at us

rel at '2%9 to the Tk e(ﬁ?fﬁdsufeg ?rﬁlésg nco-%eﬁthﬂé sdﬂ)]ﬂ:%&(ﬂls' dle incorporated herein by cross-

reference. Each application is temporarily identified by its docket number. This will be replaced by
the corresponding USSN when available.

Various methods, systems and apparatus relating to the present invention are disclosed in
the following co-pending applications filed by the applicant or assignee of the present invention on
25 20 October 2000:
NPAO11US, NPAO31US, NPAO40US, NPA046US, NPAO53US, NPAO59US,
NPAOG64US, NPBOO6US, NPS004US, NPS008US, NPS013US, NPS024US,
UPO1US, UP02US, UPQ3US, UPM4US, UPOSUS
30 The disclosures of these co-pending applications are incorporated herein by cross-
reference. Bach application is temporarily identified by its docket number. This will be replaced by
the corresponding USSN when available.

Various methods, systems and apparatus relating to the present invention are disclosed in

the following co-pending applications filed by the applicant or assignee of the present invention on
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*159159*



the follow ng co-pending applications filed by the applicant or assignee of
the present invention on 30 June 2000: .

N PA014USydlighiadss)S, NPA022US) NPAO26US) NPAO38BUS, NPAO41US, . pOT/AU01/01530

N PACSQUS, NPAO51US, NPA052US, NPA063US, NPAO65US, N PA067US, NPAO68US, NPAO69US, N
PA071US, NPAO72US, NPBO03US) NPB004US, NPBO0&HIS, NPPO19US, PEC04US, PECO5US) PECO6U
S, PECO7US . The disclosures of these co-pending applications are

i ncor por atNngghg28U8, N NBARSUSS 1 NPAT4FUSNCcaNpAGOUsSappl i cation is tenporarily
identified by its docket nunber. This will be replaced by the correspondi ng

USSN when avai | apleedisiadutelUst {KBdehes? ?a dﬁnF%p?H&h@ﬁHjm@ﬁB@drﬁ&rhﬁd 'h@ieﬁtt by &rdse t he
present invention are disclosed in_the OW ng co- pendi ng%ﬁ | cat I ons

filed by treferengsn Eachagpli c@ﬁoraesqweelbﬂetqﬁ@dﬁwgémketmﬁt i1 lossd B¥000:
20
NPACO U5, MSsstaendine 3SR vAaIe: \pA006US, NPAOO7US, NPAOOSUS, NPAOOSUS, NPA

A OUS, NPA012US, S ) 030
Us, NPAOSSUS, NPADY A%@@%é%%%é’ﬂ?ﬁ%%‘%%&?kﬂ% R R B B Us)
NPKOO05US) eolibwisg kperaigappliteiosfiledBMbe diplic@® or assignee of the present invention on
NPNOO1US, Bi?P%%]# NPP0O03US, NPPOO5US, NPPO0O6US, NPPO07US, NPPOO8US) NPPO16US) NPP
017US, NPP g 001US, NPS003US, NPS020US, NPTOA US, NPTO02US, NPTOO3US, NPT004

US, NPXOA xnQ3U us, %%EJS W NWA&,’%SI JEI@ILJM,ZL_JS, MI10

us, M S ™M Bd4U

M 15US, g:‘A 7USSAES, “m AKO7US, P
AKO8US) PECIIATEY 92U s<:| ‘
applicati SHBUPYS, 1y ' 35 ’nce '

application is t i | nt i f | ed d_ocket nunber hi s be
repl aced by the ﬁlﬁ'ﬁ'@éﬁ%‘% ?fd "381‘5 are m°°‘P%’“‘E%M [5FOsk
bill) 18 atreferiée. Eﬁchl awmiaﬁ@n is%emwidynﬁﬂ%aew@dodk&mef This Wwill bé'feplagdd Byhe
nmai | system To mak, aymen paynent section on the bill is typically

t
filled i anﬁfamn%msﬂlﬁ ’éél"allgb]?he biller by mail. Alternatively a bill
may be paid usi 9 a tel ephone payrrent S tem all owi ng paynent 5 by credit
card, or other pYwiows methedy sysiemand apparas delatingip the pResgat iventiqgearg difclosgd,in

gi vi ng thqhé)fohb@fngewpmmﬂgta\bpﬁ&u&srmed t;;vthel%ﬂhtaﬁ opﬁsaﬁn&%%aﬁestﬁrm\teheonfdﬂ |
due anount on the due date. Bill paynment is also possible using an online
bi |l paymedtMa200&m on the Internet, utilizing a conventional screen- and

keyboar d- based conput er Séstem and Internet browser ' 10 software. OBJECT

1t is 2h NHAWIUSS (NRAWRESentNRARMES; oriNRANOSHSLi MIPAQOSHS: a PIRAGKTUS,

paper - bas ¥PAMWBHS, aNPAIPURe BARIAUS, NRAHRYSOF NRABIGPSON NBAGITESpr esent

i nvent i on NRABIBHEs, NRAGISUS, stNRAGOUS) NPG2DE, of NBARIOUSHg NBAGSHS, of -

bills, theNBAMBUYY, i MPALTSHS, t NPBA0RPS, of NPBH03USdi nyPRON3ESs o INRKGIFUS, bi | |

cont ai ni ngNEKAO4URat iNFKG0SUS! | igPMO0IVS; e (NBMORVUS) ayNBMO03UShe IWPMDO4UK; | udi ng

coded 2t NENOHIUS: | WPROD1ES, | AFRO0OBYS,0f NPROOBUS, NRPOOSUS: | NRROO7USe

r ef er ence NRROOSUS)f t(NRPOIGUS, 2MPROAZES,yi n§YPA1AUS, c PLN0US sy SNBSA03URMI cat i ng

dat a fr omNPSO20ES,ng NREG0IES; e NPTO02YSt heNPTOAUBS y NPTAOMUShI | NPX001US,

posi ti on AVPX003USenINPXP08ES] c aNPX01AUSy e NEX0I4EShi | NPXQI68)Ss e n352US, devi ce)

when pl acdiMb2USIn oMIWUSYye pQditliusy relMII2US,t 0 tMEIZWS, |, SMIBIUSY t he

i ndi caB0 ngMHSUS, usi NGI3MUS| eastMMMIS, of tMES8TISHed ddig2USand i M#6BUS{ yi ng, in

t he conmputPAKGHIS, e BAKDSUS)M tPAKO6US, cat PAKOTUS, a, PAKOSLIS;t OPECQiRISanet er
PECO02US, PECO3US

The disclosures of these co-pending applications are incorporated herein by cross-
35 reference. Each application is temporarily identified by its docket number. This will be replaced by
the corresponding USSN when available.



25 relating to the requested paynent. ' Preferably, at |east one paraneter
relating to the requested paynent is associated with at J | east one zone of
the bill vadpe2i29s8vhi ch the nethod includes identifying, inpthRusHEBSE er
system and fromthe zone relative to which the sensing device is |ocated,
said at |east one parameter. Preferably 3he method further includes
receiving) in the conputer system data regarding 30 novenent of the
sensing device relative to the bill, the sensing device sensing its
novenent BAGKGROUND the bill using at | east sone of the coded dat a.
Preferably al so I : - ] iyl ! ﬁﬁfm

system and . f ron{%t tB ﬁé%@g’%@h#g lggﬁgo%oﬂgéeséf gg@a{rntq];g%r?%mwﬂ%#;ﬂr@gt e&set%'one
zone, at [Teaske apeyment,appymentséctionen thedhild isttypicaliy filledhin byl mnd aretimedds thect |

t he i nventi.pn, praoyi d_of,._enahl in nment of hi ]l he od
el udi ng PUREPETEY AifaByliEh Bl be 9R3 VainR d PR VavBine sl VBl

i nfor md3 i &P credit adrd, g other preamrapged potheparyiethet., t he form i ncl udi ng coded data
i ndi cative of at |east one paraneter of the requested paynent; receiving,
in a corrpu{ er syﬁbﬁm yigﬁcﬁbd‘lmegl&tﬁglﬂiferb?lﬁdmh&Rytoanﬁbd u&Mitamadsi t;ﬁ:‘coﬁ:fﬁmzh
one paranete nd regardin venent o e sensing device relative to the
bill, thg?l?et{%awgﬁ‘t"eé‘e ved relative to the bill, sensing the data
regardi ng said at, | east one parangier  using at least 10 sone of the coded
Gata and gener adhHgpasment it s porRbl: ips o Coltl D vaMmRRt Sp, iR, e Biefive

bi I'l; and yiilisy R EdnvertionalNscrdeh- GAITHE}KardSbASEdE BbmSitér dsydieie BRI Intérhet! BRwser
sensing device as it relates to said at |east one paraneter. In a third
aspect! t §eftWat®ent i on provi des a nethod of enabling paynent of bills, the

met hod including the steps of: 15 providing a person with a bill including
coded datii ndicative of an identity of the bill; receiving, in a conputer
system d BJEGHm a sensi ng device regarding an identity of the person and

regardi ng t he i deistantopjeof ofithepiesdnt inveition $ecrmbing adeaitages olpaper-hasedcfotrseandat a
regar di ng %]ﬁqe identity of the person and sensing the data regarding the
identity SPUREPRYRFS-  Usi ng at |east sone of the coded data; and 20
identifying, in the conputer systemand fromthe data regardi'ng the
identity 1he identity of the bill, a requested paynent.
Pref er abl $qm@mﬁm€gﬁdﬁal so indicative of at |east one paraneter of
the retfuest ed palhechsesentipventiopprasidesoin 2 fivst afpecs, a wethod o pppbling payreent ehbills.cr
system i'ﬂﬁﬁﬁéﬁ%&ﬂﬂa&ﬁﬁ@éé@ dihe sensing device regarding said at |east one
paraméter of the requeste %eaymant, t he sensing device 25 sensing the

i ndi cating data S| : hinind SnfG s ; t he
met hod i ncl udes ‘?@:‘e. %?h%ﬂf&?‘?\lwﬁﬁemggnput gr systﬁgnngﬁg‘g%gaiﬁ%%g?hﬁg%g’feng
devi ce r eddl tichidinggodeduiata indicative o amidentity dbthe bl and|of at least oue referenoe point afhe
sensi ng d?ﬂ(étﬁﬁ- generating data regarding its own novenent relative to the
bill. ’ :

20 receiving, in a computer system, indicating data from a sensing device regarding the
identity of the bill and a position of the sensing device relative to the bill, the sensing device, when
placed in an operative position relative to the bill, sensing the indicating data using at least some of
the coded data; and

identifying, in the computer system and from the indicating data, at least one parameter
25 relating to the requested payment.

Preferably, at least one parameter relating to the requested payment is associated with at
least one zone of the bill and in which the method includes identifying, in the computer system and

from the zone relative to which the sensing device is located, said at least one parameter.

Preferably the method further includes receiving, in the computer system, data regarding
30 movement of the sensing device relative to the bill, the sensing device sensing its movement
relative to the bill using at least some of the coded data. Preferably also the method includes



Preferably, in any of these aspects, the paraneter is an action paraneter
of the requested 30 paynent, the nethod including effecting, in the

conmput er wplkAMssan operation in respect of the action paperauei/is3o
Preferably the action paraneter of the rﬁquested paynent is selected from

the group conprising requesting that pa nt be made, specifying a paynent
anount or resetting the -5 bill to an original state. 1In a fourth

aspect, t hdentifyirgnin the computérdgstera asd fromthd movearabbeinpoat feaytpardallp fwithin dtdeast he
system i ncl udi ng:

a bill containing inf rrratlon relating to a requested
paynent , tOH%zcﬁ‘let"r“qaﬂ@PﬁB qﬁ'o?f@b”gq‘ﬁgt?‘g PPYREMcati ve of an identity of the
« bill and of at ast o refe ence point f theb id a co stem
for receiving i i TP sB%ft"aé‘W'Hﬁ? D Rrpides ?%8}? %W%rhjﬁ tﬂy
| east one np@icATRIIing thé stépstg: t 0 the requested paynent, the indicating data
being indicative of the identity of the bill and a position of the sensing

device gel ative ﬁr@vn&nﬁ]ga?bﬂsbn witlh@bﬁl% gdﬁ\ﬂm‘ﬁoﬁ EHItﬁinEQo 4 Rgudsidd ipaphdnf Ghedlat a
using at |east some o he ,coded data. 10 In a fifth aspect, the invention

provi des fomyiselading ended Aatp indicgtiveof AElatst epe Rapameter of e reqyested pRYTRIY di ng: a
bill containing information relating to a requested paynent, the bill
i ncl udi ng coded re%anang,ndwaepw ftent; data fom agiasing device regarding wiatleastieny ed

paynment ; gmngﬁambwf theS&eRbiNg ﬂalét%ﬁuta R bR seasuft%vfce
regard| ng ‘sail d at ne 15 parameter and regarding nmovenent of

sensi ng dexhies moved ratawemttbe blhesemmg the dateiregayding said ptleast onepampaeter nmatémt of
the sefigi ngnd Sf’ﬂlggodﬂff dhth ad %eﬂ%, é/tﬂe ?ﬁi Qﬁﬁ&%# FrTaéJvn dvenkat 1% bElothd BIf; and

sensi ng devi C en ane sensi ng e data regarding

said at |least o Hﬁhﬁl

generating the gﬁé gér e s&hﬁ%@%nﬁ%ﬁ%ﬁgxﬁf%l ve l@gﬂgt'\%aa%?tl‘?ggf
sixth aspsaitl,atbhn&omerpnmatﬂn pI’OVI des a system for enabling paynent of
bills, the 20 systemincluding: a bill including coded data indicative of

an identity of thea thitdl qspam,dtba imventiont providessa atifodrofrenatdingi pagmeént oof bills diesi ng
devi ce data r | ntity of the person and the identity of the
bill) and [?ecsl?(’%qff dt“f%%f#ﬁp rom said received data, a requested paynent,

t he sepsing deV|ce talnln da Je. i dent..t person
and se?‘ilt Rg thg o ?QA'F’% ﬁ‘b"?ﬁi@’?%%ﬁ#é”\%?ﬂ%‘ ﬁgt ﬂ‘fi'ﬁ@t df'eglfﬂH east
sonme o e coded data.. Accor resent inventio

system and a netHEA"HHiCAC B?P‘ﬂ?ffgg‘x%h{ﬁ %rsfénsfn@r ‘°%§§&‘Bt“§ &ﬁnﬁtyeq?é%etl ng
Wi th a corfersbsandiegiraig thhidesity biithe Bl dhe seBdiROdbvRS Gomyiningthedatd fb@arﬂﬁl@&lﬁtl’lt
|nvent|onrra be used 1 n ¢onjuncti V\nthasmle co er sglg%] |n

parti cul ar‘F";F ifyy Qfithe peztpnragd sersingtie éﬁ@‘ﬂgflﬁ Fya? using
net wor k, Su¢dbdedddidiand nternet. 30 Physically, the formis disposed on a
surface nedi um of any suitable structure. However) in a preferred

arrangggrent, t hejdémiying,sn e THAHREr s9fterh hﬁtﬁﬁoﬁme%taabgaaﬁﬁﬁtm fde@f of the perbdie

| i ke which has the coded data printed on it and which allows interaction
with the caffhsddentigynfthehil ?H%ﬂueﬁ%l&yment

Preferably the coded data is also indicative of at least one parameter of the requested
payment, and the method includes receiving, in the computer system, indicating data from the
sensing device regarding said at least one parameter of the requested payment, the sensing device

25 sensing the indicating data using at least some of the coded data. Preferably also, the method
includes receiving, in the computer system, data from the sensing device regarding movement of
the sensing device relative to the bill, the sensing device generating data regarding its own

movement relative to the bill.

Preferably, in any of these aspects, the parameter is an action parameter of the requested

30 payment, the method including effecting, in the computer system, an operation in respect of the
action parameter. Preferably the action parameter of the requested payment is selected from the
group comprising requesting that payment be made, specifying a payment amount or resetting the



-6 data is detectable preferably, but not exclusively, outside the visible
spectrum thereby enabling it to be machi ne-readabl e Gut substantially

i nvi si bl awyd@2/443v8s human eye. The form may al so incl ude vi spbraudBbBss al

whi ch provides information to a user, such as the application or purpose of
the form and which visible information %8y be registered or correlate in
position with the relevant 5 hidden coded data. The system al so includes a
sensi ng deili oanbfigiaaltiaey data fromthe formto the conputer system and in
sonme instances) to contribute additional data. Again, the sensing device
may take a vari eghya folth QEpEst, el invéntipi fRided a)syQanTacCénabliy Faymmkhtyof(1ills, & €.
In a particularly preferred arrangenent, the sensing device is configured
as a pen ﬁﬁ*ﬁh“?édﬂgéigned to be able to physically 10 mark the form as
well as to selectjvely enable the coded data fromthe formto be read_ and

transmitted to theillonaining infarmation relpting io2 quesiad-payment. fie Sl isliding sodad)
| nfor Mg | Qb infdAfibeOdHaR feki bf i AR 9 1Blst Ot rbBRRENout bf the YL nd AUSES

instructions to be applied’to the software running on the conputer system
or network. The Ngiiuer MfstdnlMfor rddefy %&igﬁn BhiRom 4 Lsih HéV’érfgritszﬁxl'ﬁﬁ & N9
device and the data thgt%s.lS eécﬁgcg%tri utgs to %e'c%n%utér syste n%y

vary. | n dest enerparanetes melatingite theowgauestad payrasnt, tthecinflisating data bringcindicative of thehe

identity e of : i . . N
anot her e%g é|Slnc1)i=fnttﬁ§ %Pﬂgﬁf g}?nﬁ%‘%dcﬁﬂ%%ssg%gl e&d‘é"%tEE gﬁ%ﬁ)chalé gﬁjl?rtll;ci"lh %Ea]#%gmé a
par anet er serfsingltle ihdicating dhte nsipg attlérst weeof thg cadedidata. i s operative to provide
data regarding its own novenent relative to that formto the conputer

syst erh@ oget her Inia fifth cdpedt, dbe fnventiom prondddscr systepm foy enaldling t fapmerd rof doiltpe thent |,
the form ngtei nfnlcfﬁgﬁ?- the coded data which at |east identifies the form and
the sensi MY device Fs desi gned to provide, to the conputer system data
based on the form.coded. data. and al op data ich ideptifies, the user of
the device. In aa"klﬁleqog ’&F°r‘"£ﬁ'b°é’rf8ﬁﬁ?g F%%@%#%rﬁ%’?&&n@‘f’ ﬁg!jm&}"g’(?gé’ oys
speci al | y data sidisacive ¢hat lehstiofe padamisteriof teiequbaedpaymenit] &i@r t hese printers
constitute or formpart of the conmputer systemand ~5 are designed to

recei ve data fr aihedolipute® @fsténd Gordessiving dafis fromdi RAdisldevive tegardifpCsaid/ stleRt amed
nmet ho f the invention, is ideallé sui ted o,ogégate oveg_ a gﬁlewprk. [n
this art aRFRMEST 20q Jearfing moyproent of the jepsing drvicg relativg tp fhe,bifland for ftrpretingy

al I ow f or sgid initfveriéht of the iéhsin@ ldBWce4s iERIEE do sHidlatdbasOore Paradietel, theidhdiipeice,t he
forms using a mxture of multicast and poi ntcast _communi cati on protocols.

Accor di nglWpen moved sslativeto the bkl sepsing the.dgts regerding said atjeashenearmetes usingat legets

and syst engm3f thbkddd $aF al RARENN, o @R fs bh Rbléfet feRlivéro GBIl €T
system This provides many significant benefits over traditional conputer

systens. The advani g ﬁﬁeo?,atﬁgrim‘eﬁﬁénhﬁr%viﬁés & Systintl $drVendBifiig ﬂa?mgdtséﬂlﬁl}'s fid
record information. Further) printed information is easier to read than

i nf orr?&ié?ﬁm@ﬁ]“é’yéd on a conputer screen. Moreover, paper does not run on
batteries, can be read in bright light, or robustly accepts coffee spills
or the like and &%ulljnsluding cededrigtadndieative pf an identitn ofdhehilliand t he 7 system
al lows for hand-drawi ng and hand-writing to be captured which affords
greater richness® esmpaiessystem fy receiving fromy e senising sleviemfaia raganding |90 ddegtityred the
mouse. Th ' i r L desea N : gqugsg od
for enabl %ﬁsfﬁg&%y%ﬁ&o‘?q‘éé E’lﬂ{lea&lgnﬁ ﬁ%%%?hgaﬁs%yﬁbc%‘%ﬁ&%ﬁ? ace &

i nt er f acePayigent, the sensing device containing the data regarding the identity of the person and sensing the

25 data regarding the identity of the bill using at least some of the coded data.

Accordingly, the present invention provides a system and a method which utilizes one or
more forms capable of interacting with a computer system. Whilst the novel method and system of
the present invention may be used in conjunction with a single computer system, in a particularly

preferred form it is designed to operate over a computer network, such as the Internet.

30 Physically, the form is disposed on a surface medium of any suitable structure. However,
in a preferred arrangement, the form is disposed on sheet material such as paper or the like which
has the coded data printed on it and which allows interaction with the computer system. The coded



8 BRI EF DESCRI PTI ON OF DRAWNGS Preferred and ot her enbodi nents of the
i nvention will now be described, by way of non limting exanple only, with
r ef er encewb@z2lab@sacconpanyi ng drawi ngs, in which: Figure pcrawismshenatic
of a the relationship between a sanple printed netpage and its online page
5 description; Figure 2 is a schematic vfew of a interaction between a

net page pen, a netpage printer, a netpage page server) and a netpage

apgl | cat | @iataSe dstedtabldprefersbl 33 binl ot S)tdlﬁiveﬁ', dut§idd 1he Gisibie)spottrnids ikaehy eBaBlME itS
and printe Vi a

i nt erconnect e a et wo ure 4 is chematic VI ew of
a hi gh- Ie\F‘éf’eﬂ“F hjps-trpdablss bug suhstapg %Ef‘b‘ﬁgj% %H‘“PAP§Y%nFﬁ“nE’“Bé'&§ alsg include

- descri pti Gikibl&nfhisial Which %rcﬁndé& fforvaB¥n B9 \MeP Cush a8 fid Gpplicati orPpuRfdsP 36 thet 20,
Figure 5b is a pI an vi ew showi ng a rel atlonshlp bet ween a set of the tags

shown i n Hpguraad séhichnvisible finfarmation may bg registered, of prrepdate; i pasition vt the releyapthe
N formof5ahg®e agedRgR; Figure 6a is a plan view showing an alternative
structure a netpage tag; 15 Figure 6b Is a plan view showi ng a

rel ationship bl Yl IRb iRfudlE dnfl3 AN ohive i onlie AR SpbLBbAd

vi ew of a net page s nsi ng Ice in t or mo net page pen;
a pl an vi eystehoand igyscore instangesy tngontribyte addlnenad)ﬂata hégtinghe snsinpdévicemayake a6a

Showi no- t NBPA, U ToRC L i R, PRbREE fiq kD pcksBt’ Cn°F e Bly Bkt

20 of the araggesdentthei sandﬁaggiame Goconfiguyed as & panswhiclf isclesipedito bé atde teaphysivailye

proce decodi n ri Fi gur e er tiye VI w of. a

et pag p ok i G Sa0tal pEs iCHRyeLE e, g doded OB RS el f5Fm o P gty ;
a per specttasemitadptontie dorupwaﬁssaiten& I'The Rodqdalga then providesttontiol r&fgmaﬁoﬁ cotfighesde 10
5 B oo o et PR e RSO ! it oS et
net page prthm@ipme[:k)gtéhﬁoﬁ;&wo&a section through the Iength of the netpage

printer of Figure |' |; Figure 12a is an enlarged portion of Figure 12

showi ng a sect i ofheGfatukd16f tHo! HréR¥ctidn BEtwabn BB JorRLEnd AR selbite dViRind ASARE I
-9 F|1g$re I3 is_a detailed view of the ink cartridge) |nk) air and gl ue

pat hs, TRincragh ontribiies fa1he copputer aystsr payyearr Inane Arrgngeinei, the.eoded datgen tho form
Figure 14 ﬁld&aéwwlu nlgl &kfe Mqﬁ@m @ieaa oaé k&ér@x{ce%eﬂt sﬁlhht%nﬁ% ah&ﬁer

net page printer shown in ures 11 and 5 Figure 15 is schematic

bl ock di agmbedigient ehslfmclp mpd@r@t&mmﬂnd@qahm of aepmmmhoétthm whereas

the sensing device is operative to provide data regarding its own movement relative to that form to

the computer system together with coded data from the form. In yet another arrangement, the form
20 includes the coded data which at least identifies the form, and the sensing device is designed to
provide, to the computer system, data based on the form coded data, and also on data which

identifies the user of the device.

In a preferred arrangement, the system and method also employs specially designed

printers to print the form. Further these printers constitute or form part of the computer system and

25 are designed to receive data from the sensing device. As indicated above, the system and method
of the invention is ideally suited to operate over a network. In this arrangement, the printers are

fully integrated into the network and allow for printing of the forms on demand and also for

distributing of the forms using a mixture of multicast and pointcast communication protocols.

Accordingly, in a preferred form, the present invention provides methods and systems

30 which use a paper and pen based interface for a computer system. This provides many significant
benefits over traditional computer systems. The advantage of paper is that it is widely used to
display and record information. Further, printed information is easier to read than information
displayed on a computer screen. Moreover, paper does not run on batteries, can be read in bright

light, or robustly accepts coffee spills or the like and is portable and disposable. Furthermore, the



print heads associated with the printer controller shown in Figure 14,
Figure 16 is a schematic bl ock diagram of the print engine controller shown
in Figuregobdussg 15; Figure 17 is a perspective view of @cgiAighsidyen] et T™M
printing elenment, as used in, for exanple, the netpage printer of Figures
10 to 12; 10 Figure 18 is a perspective'zreM/of a small part of an array of
Mem et TM printing elenents; Figure 19 is a series of perspective views
i |1 ustr at ispgerh Blovsfer RindAgawidg kil Hahd-twfieind/Ryhecdaptitearv Hidh AFtbrdy ewis trichieey\oE | N
Figure 13; Figure 2Q is a perspective view of a short segnent of a
pagew dt h© ﬁ%&?fﬁpﬁmﬂﬁPﬁééﬂ?mgﬁéﬁﬂ§m§¥mﬁ§“8“§chenatic view of a user class
- diagram 15 Figure 22 is,a schematic view of a printer class diagram
Figure 23 is a stifcPfaicptnysniipn (S‘Fe‘%f“ﬁé}‘im(!‘{leéé‘smﬁ?gﬂ'ﬁt&ﬁ% and; ig¢thed oy epabligg the
schemat i ¢ puy:RMit 6f 2 Bill oRlR d I RO oGl SR Yidfdced | QUre 25 is a schematic
vi ew of a document and page description class diagram Figure 26 is a
schematg c view of a docunent and page ownership class diagram 20 Figure 27
is a schematic view of a term nal el enment specialization class diagram
Figure 28 is a schematic view of a static el enent specialization class
diagram Figure 29 is a schematic view of a hyperlink el enent class
diagram Figure 30 is a schematic view of a hyperlink el enent
specialization class diagram Figure 31 is a schematic view of a
hyper|inked group class diagram 25 Figure 32 is a schematic view of a form
class diagram Figure 33 is a schematic view of a digital ink class
diagram Figure 34 is a schematic view of a field el enent specialization
class diagram Figure 35 is a schematic view of a checkbox field class
di agram -10 Figure 36 is a schematic view of a text field class
diagram Figure 37 is a schematic view of a signature field class diagram
Figure 38 is a flowhart of an input processing algorithm Figure 38a is a
detailed flowhart of one step of the flowhart of Figure 38; 5 Figure 39
is a schematic view of a page server command el enent cl ass diagram Figure
40 is a schematic view of a resource description class diagram Figure 41
is a schematic view of a favorites list class diagram Figure 42 is a
schematic view of a history list class diagram Figure 43 is a schenmatic
vi ew of a subscription delivery protocol; 10 Figure 44. is a schematic view
of a hyperlink request class diagram Figure 45 is a schematic view of a
hyperlink activation protocol; Figure 46 is a schematic view of a form
submi ssion protocol; Figure 47 is a schematic view of a conm ssion paynent
protocol; Figure 48 is a schemati-c view of a set of user interface flow
docunent icons; 15 Figure 49 is a schematic view of a set of user interface
page | ayout elenent icons; Figure 50 is a schematic view of a bill paynents
class diagram Figure 51 is a schematic view of a user interface flow for a
bill paynent; Figure 52 is a schematic view of a bill front page; Figure 53
is a schematic view of a bill paynment nethod page being the back page of
the docunent 20 of figure 52; and Figure 54 is a schematic view of a bil
paynent receipt.



- the present invén

11 DETAI LED DESCRI PTI ON OF PREFERRED AND OTHER EMBODI MENTS Note: Menj et TM
is a trade mark of Silverbrook Research Pty Ltd, Australia. In the

pref erredygghessgent, the invention is configured to worKkpapfaloi/pgsget page
net wor ked conputer systen) a detailed overview of which follows. It will be
appreciated that not 5 every inplenentat8on will necessarily enbody all or
even nost of the specific details and extensions di scussed below in
relation to the basic system However, the systemis described in its nost

conpl et e BRIEFIDESCRIPTIONOF DRAWINGS external reference when attenpting to
understand the t i ' e, ' ctes of
IRtk oy S bt ol WRP OB biaold FYOBSFA3%: 1
net page s \intitup exapple yaly awitlorefenénee td the sxchapayib@ drawindacinfwhidle of a mapped
surface, that is, a physical surface whi.ch contains references to a map of
t he surf a®igumeal ix fschataticrof a theopslatibmshiphedieenia sdmsle prited aétpage atdRs Orline page
queri ﬁg.’nby an a&)l{;)ropri ate sensing device. Dependi ng upon the specific

i mpl encht A5HRE% he map references may be encoded visibly or invisibly, and

defined in_ such, a that, a Local query on the mapped surface yields an
unanbi guoﬁ‘ég%g%?@%/ Vighh Pha WigTAqion bRRveRm B n%lﬁ%ﬁeéﬁ&@mﬂ?aﬂ? BHURR 20gPage The
conput er ¥gd River; andafetFuge hpdlidationfseverat i on about features on the mapped
surface, and such information can be retrieved based on nap references

suppl i ed Ipjgufe $BMStHG a¢BNectin biEREbayé defvels 1Rd PRRRR Untsdbind6ited vid B Betwdfi@r mat i on

thus retrieved can take the formof actions which are initiated by the

conput er FakEMiPA sttt v e hiphgél Qfuctite bEE PARRE nE@aéehﬁldQE%e&ﬁihQ?'a@

interaction with the surface features. In its preferred form the netpage

systerﬂq elde¥EPEOR t he production of, and hunan 20 interaction with)

net pages. These are pages of_ text) graphics and i mages printed on ordinary

paper, butFigys 2ais gplar viewsbowing a steatyre ef aRatpagees. | nfornation is encoded on
k which is substantially invisible to the unai ded human

each page using in

oye. The iHigure Huisepien viesshowing atsiationsbincistnasn a setof theggsisbovsindhgnr Sa nd
optically 4 i Fq&?ﬁ,\',{cg H&k%@ .system Substrates
oltoher. t hgrgeg(gg%q{ng?rﬁg%g%s%ﬁ. e eﬁ%g%g’ghi%ﬁ?or ?gl}i !yn the preferred
enmbodi Mentg . Se ngbp%ﬁweﬂgmgWH%ﬁgé%ﬁméﬁ’g%m rared sensitive

opti cal sensor e use desired er wave s may be used or

sensi t gghnl i Malole l.ier | V&l e
gt s opiee GRS Vi LA ielofinn 3 3RBURE s sNUP R o FeBBl) e bt
hyper | i nk ieblhofeieshofpagtpagessansing device indbie formliof & hetpageper;o r equest i nformati on
fromthe network or to signal preferences to a network server. In one 30
enbodi nentFRigwre f¢ isvw plat giewhshoWwingdnoarrangenenpofiying of thettagseshowem in Figure Gagrliemed
and converted t Q er text 1n the netpage system allowing forns to be
filled in. 2 %I?ﬁﬂe: égéblr%%%eﬁflﬁ@ﬁ?eg%&%ﬁ’gnatures recorded on a netpage are

aut omati call rified. allow .e- Conmer c ransactions.t o be securel

Ut hor | zedgate 863 e i e I s6HAVHE AT B 3P 60 pRR o ol Sdont
repr es2int of thendgeshawh infigdre6an whi ch can . be filled in by the user both
physically, on the printed page, and "electronically", via comunication
bet ween t Rguyehisarfibwichat ofaitppinags potasing Adalecodimglgorithimws a ~ Request™ form
cont ai ni ng nane and address fields and a submt button. The netpage

consi st s dHiguye &jshapersgertise Yiew of 4 hetpagd persanddts\associbled tagrknsing fibldsofddslv chaka 3
printed as a collection of tags 4 using invisible ink. The correspondi ng
page descrHigir¢ iz aperspéctiveekploded viewof the agtpageqienshidwn ifl Fipare §3es t he i ndi vi dual
el ements of the netpage. In particular it describes the type and spati al
extent (z@igure 00 iseschenatic ®loak diag@anrdfarpea ortioller fob themetfpagy ptn Slowalin Rigurds'8 t he
exanpl,g), t@ al | ow the netpage systemto correctly interpret input via the
net pade®® TR 9%Subnit button 6, for exanple, has a zone 7 which corresponds

to the 10 at | ext ent, of the carrespondin raphic 8. As illustrated in
' Figure 2, E?E'Ee iugjisﬂéfﬁ‘épﬁﬁté??‘ﬂm?te%\wb‘;'@ ‘t?‘b’EF‘R”g? T which is shown in
Figures 8 and 9 and describ i.n re detail bel ow._. works in conjunction
with a netfgﬂﬁ%?ﬂsi“ﬁ?‘é‘f‘m qu gt?‘?l?‘?ﬁgg?fﬁlé?’?%ﬁ%‘l@&\e’gfgufﬁﬁhg appl i ance for
hone, office or.nobile use. The nis wreless and_co i cates securely
with the rfaSpagE Har Flarged postion o higre f%ﬂg&mgmwm@%ﬂmmr engtpes prd 15
pen nmay begnheoitelds@shblyy the systemutilizing wires or an infrared
transmtter, although both alternatives limt usability. The netpage
printer 601, a preferred formof which is showm in Figures 11 to 13 and
described in nore detail below, is able to deliver, periodically or on
dermand, personalized newspapers, magazi nes, catal ogs, brochures and ot her
publications, all printed at high quality as 20 interactive netpages.
Unli ke a personal conputer, the netpage printer is an appliance which can

e o o N o




printer 60l sends the interaction to the rel evant netpage page server 10

for interpretation. |In appropriate circunstances, the page server sends a

correspongipgspmssage to application conputer 30 softwarepggAvog18n a

net page application server 13. The application server may in turn send a

response which is printed on the originafi-ng printer. The netpage systemis

made consi derably nore convenient in the preferred enbodi nent by being used

I N conj UnGijn@e 13Vist 41 déthiltd vidRe 6EIhB ik aatkigsd, Waﬂlglﬁabatﬁy&ﬁ@ﬁﬁdt@@s draped

inkjet (MenpetTM printers. In the preferred formof this technol ogy,

rel ati vel yemagherayofFignes bl 9d 122 - 13 quality printing is nade nore

. affordable to consuners. In its preferred form a netpage publication has
the physi cEigure 34 isa sehematic block diagrapy ofys pmﬁraosonﬁeugrfﬁg@nzme@rgeswtprééow bt

of letter-gmhgg @433y, Pages printed in full color on both sides, bound

t oget her for easy navigation and confortable handling. 5 The netpage

printergex it h B i: i et ™
Cabl o sor g 13 i f splehe BIRKlsehlh of dipficd b HRRE SR-BIAClpd MeERAY:
cabl e nodemintieadsiasseciafefl evithrige frintea dorotled shown indfigme t4ss i s al ready avail abl e
to 20% of these. The netpage printer can also operate with sl ower

connect i orRigurb U6 isaistleamtinblotk diegrama of the [primtengine controllarshdvavinrFiguasdd andi 8551 t y
or both. Indeed, the netpage system can be enabl ed usi ng exi sting consuner
i nkj et andrif@se &7 isp pefspedtive vibW oflatstglegVierhjet™ pyintingreleshent, adpsed ad, forreRirbpls, thev y
and will therefore ?’ﬁ | ess cc%ptabl e froma consunmer's point of view In
ot her .enbdRftRIgsprinterof Eignees 10012y st em i s hosted on a private intranet. In
still “tzlher_ enbodi ments, the netpage systemis host,egM on a sjngle conputer
or corﬂo) t HISWRADIS@PersRtrtive View of & siall partafian prxgy of Mamjetft prnfine elementsn server s
14 on the net page network are configured to deliver print 15 quality
publ i cat i oFigure 39 jfet jezigtofiperspective views illustiating thapnsrating eyclaef the Memjet™ nsinting

aut omat i Catlléﬂ(ﬁniﬁlo@ﬂ%ﬁirgp%ilgg net page printers via pointcasting and

mul ticasting Internet tocols. Personalized publications are filtered and

o3 ARSIt oy S SPGBk o oo ©°

configure . nuanber . \ Wth any
o BEEAPS Bt e s A RHEAREEE’ oy hore L T 200 et Pa0°
i1 v BacriBHEE RS A o taraet RE AR | o wi th respect to a netpage
bty used gt RemacBteaB ven R h3m SR B o ucver . ae explal ned bel o,
Fegi st or o EFEH B A150aRgs Vet PirBictS BB Dna | nked to one or more
Bt hor 1 2o PERE 26 e reiemalt Y o5 8 AECorkal R PR PRl PE PR B or ver  conpar es
e O e SR e B A R B Rl el B oS Lered
the. 302Re HEte 24 B reklip dEv et A FmER Snet itr Rl b AReE o & Similar way
per odi ol EHE A hEhermte YEp A A e SEPE BB IR cr vent  on, 11
Form it cHERe AL pehgmagt Pt o Yyeeriomtt SES s, ot her i se-aut hor| zed

sources.

| ﬁgltxrg i38 is a schematic view of a hyperlink element specialization class diagram;
Figure 31 is a schematic view of a hyperlinked group class diagram;

25 Figure 32 is a schematic view of a form class diagram;

Figure 33 is a schematic view of a digital ink class diagram;

Figure 34 is a schematic view of a field element specialization class diagram;

Figure 35 is a schematic view of a checkbox field class diagram;



- 14 respect, the netpage printer is unlike a fax machi ne or e-nmail
account which is visible to any junk mail er who knows the tel ephone nunber
or enui |l vaglgs/emss Al ternatively the entire system nmay be pegRuvi/eisiy € to
out si de users or each user may be provided with the ability to expose their
printers) to outside users. This may be1Qy way of selecting outside users
allowed too send junk 5 mail. 1. NETPAGE SYSTEM ARCH TECTURE Each obj ect
nmodel in FiareDess £ehématitatsw bftasktfizidigasadibltai ed Model i ng Language (UM.)
class diagram A class diagramconsists of a set of object classes

connect edFipird 3ig4h ichaEitichfew aMkigndRrdfidMidlakidiaghinat | onshi ps are of interest

here: associations and generalizations. An association 10 represents sone

kind of r ejgatd 38NSHGwdME OB inPRipPscbsiingialg@rithift ween instances of classes. A
generalization relates actual classes, and can be understood in the

f ol I owi ng Fae 38k ks Alefile® Aowehalt dP bk HepF iR FloWoRarb&tiFighke 39;| Obj ects of that

class, and class Ais a generalization of class B, then Bis sinply a

subset gof Fl‘%meE.'}@(i@aQh@ﬁﬁﬁdﬁg@é%g@&r&r&&ﬁﬁm&eh@&&kaﬂﬁémh the nane of

the class. 1t contains a list of 15 the attributes of the class, separated

fromthe RpR 4)s AsROHAFIMWRDS 4 felifirce Ariptidnl s Bbgdde Operations of the
class, separated fromthe attribute list by a horizontal line. In the class

di agr ans Mrgleemlg%&cﬂ%a&ww&fa%ﬁés%i%dﬁ ever nodel ed. An

association Is drawn as a line joining two classes, optionally | abel ed at

ei t her eng.-i 'e_tzﬁiw&hé‘ﬂdi ci\@g‘,{,gfgmstg,&ﬁs{@asg pation. The default

t
mul tiplicity is one. An asterisk (*) indicates a 20 multiplicity of "many")

i.e. zero I cﬁ%hf b o i i .labeled with its nane,

and is als oe{out%ilg?lg y cg‘ﬁéfgfdﬁgtb&gp?ﬁe@ﬁgéﬁg%k&tcﬁl’the role of the

corre N | . i Lndl : regati on associ ation
0T Sy g8 i P o ARA LG ghag 0"

("is-part- ) . . { regator end of the association line.
A Goner ol i ¥l GhELRL) B S @RS 2, 5011 0 11 e oining o
gener 2 |2 gl b pdaigiten, up 1o uliiple
where i ¢ PRy SRRt iRk Gl BN pebmert prdckofl 10, UL o on whi o 4
el P20° SURLS A ok B0 B LS BABREL BB IR 11t ace (o

Pt or i od kg s BhotEhd ieR6F {70t BEhinbRe D iy PBRE B " 7! e on
O 0 B0 0 1 B8 PR A0 gl 2 S0 Tever of the page or
escr | bes TS {1 b tkimbuchien?of E4 RS RBTRnP Y Y Bl palleoc TOF, 700" Bt

el udt ng Toeire S8 Scherhaciey of  BURRRERER®T, C1'Gs. "The page descriptins of
net pages. (P Ths » aebePae of SFRP AR malel b vdls 6B pol brlpl lublit

page @Gcrof fipwrefi2;faad each net page may include references to these comon
conponents. A netpage allows markings nmade with a netpage pen on its
surface t Fignee $4 isnbdhamatordéw of abill paymenaredeipr ocessed by t he net page system
10 Multiple netpages can share the sane page description. However, to allow
i nput through




ot herw se identical pages to be distinguished, each netpage is assigned a
uni que page identifier. This page ID has sufficient precision to

di st i nguiwd opgtoseen all netpages envi saged to be used in pogAgoVrsemnnent of
use. If the environnment is small then ”iﬁ preci sion need not be as Beat as
where the environnent is |large. 15 Each 'réference to the page description
I's encoded) in a printed tag. The tag identifies the uni que page on which
it appears, and thereby indirectly identifies the page description. In the
pr ef er r ed DEMASLEDDESCRIPFION QRPREFERRED AND-OTHER EMBQDIMENTS on the page.

Charact eri stics Qdte. NiémibAa % ?&ﬁcﬂﬁﬂ&df'ﬁ@&bﬁoﬂkﬂe&cﬂ%t% AHEMM: Tags are

- printed in infrared- absorptlve I nk on any substrate

i nfrared-refl ecty\ C | AL e

are invisible to]ht ﬁ&rrrgejr(li ée1131/ B ?gat?ég“}e%a yfssceo%%gﬂtf/g ggfskgql%qgfat@tg rrage

sensor wu mptwerked ppnmpcn sastanf 4 {etailed OAers'@wsaf rwhicinfollows, & will helappreciptad thabnot

wavel eng =I h C

r equi red &%&uer wgl\?e engt S mngl%%dy ﬂw}’h %ﬁ%?%%tr ?gttféé s%‘giglt%ram:ng %{lr(lld

sensors. Axtessipns shsmmlehéldwmaalaamm thenbegie sgeers.cHowener| the symanpaglesqmbed in its

decoded and the ta 25 en tran ed.to t net e

system praELEORR %&nﬁ% g?é’@%/di?éteﬁ ﬁ’glrﬁf Eenl’h" }Suq%e @% and

communi calcomterslin Whiththe preifqrfed @mbodimbsts and adpedtsif dretprersem meﬁt&ﬁh operateNk. Tags

are sufficiently small and densely arranged that the pen can reliably inage

aL | east one taglnébriﬁiﬂsuﬁﬂmﬂy , Hiepidferredl foﬁlk?]ﬂlhe ﬁdnmaa,gﬁemddmpld,)& alcompitérififerfaceat

t he pe rec ize the ta extract _the e >D an i on on every

i ntera a&n 8 Frégat‘%éﬂh?ﬁ‘@llg‘gg‘f’% E\ ¥° %ﬂceﬁta@sm@r%f

error 30 wgm@ﬁmﬁ&pﬁmmewﬁ@kemt TR Mnfprefdréticésycah Bk Ghickidll by &n &%ﬂ- ]
or eac

damage The net page ge_server nmmintalns a uni que page | nstance
printed nétusigdevigs. |E§wqﬁ’gna ypop thesppificyimplementatipn, {he map refesencessimay b gnspdedy

val ues for ke R e.
1 e o B B o e e R

the print emam'@gwg@ap seferprngrbothriwighin the anap and gmemg-differentanaps mb@antmawstemhe
page 'ﬁt%%%oﬁtﬁiﬁ%ﬁﬁarﬂ,h%ow egwﬁegt& fnd %&?ac?rhdatﬁfch"iﬁfo d%g. JAP%O”

known e net page user (0} request t IS not esse
t he wor ki mejrieped tbhsed | pn mp réfemandes supplieddbysa senfing davick aised: with the gpepped sarface£THee

associ ate C. h

corr espong?jﬁ%[ﬁa%ﬁym ca %Jé‘gé“o'i‘“{]ﬁléi)%&%gé%&g% %ﬁu@%@& cftt’fn?u%rrsyf%lrn
whom t he padehalixs theropetitod in réspAndelfd thé GherdtdSinferdtticn Withy theatufiacEfratusest | N a
preferred form each tag identifies the region in which it appears, and the

| ocation of 10 thaits preferredi fotm.nthe hetpageisgstem Aeliea oty @bdwetiooof,adnd hunegs

whi ch |ate to th s a whol e rto het One .e flag bits
mmy. (5T Sacmibe wiGh fiecs This elled o Pinpe el g pipary paper,

i nduh cati vgmo%lah ﬁvUﬂkqﬂcbﬁnleraafJeWeabegis \nnﬂofhmtﬂaﬁ is emmédd oh eao&rpage aingtlﬂewhlagls

W t hout the sen n VI C tore ESCI’I 0 i on.
A net page B Wﬂi‘b ‘g‘flﬁg eé?(ﬁ’ﬁb‘?‘ ;‘&qﬁ ?ﬁ Qﬁ,hogrqur\p@d ﬂl"’[:eﬁa%rf’@f?’ ! the
zone of a vayeRed byue oplicaliSimaging péifandRafsniitt@Piolthe Mﬁh@é}@&&. Betistdves dtherdhan

preferred enbodi nent, each tag.contains an easily recognjzed invariant
st ruct ur e RRPRF QMY 2P yeed; The eng wbgaf@aapemm et obRdipesy s o ufpared abs WEAPRYS t he

;af f ect2®f RNIMdRIA ihRHLE SasiBve bitRalbSdéhdorafly Be ubed. IR sifNsthed fvaPelHpfiR Smay THee
ags
J used or sensing techniques other than optical sensing; one alternative is to use magnetic inks and

Sensors.

In the preferred form, active buttons and hyperlinks on each page can be clicked with the
pen to request information from the network or to signal preferences to a network server. In one
30 embodiment, text written by hand on a netpage is automatically recognized and converted to
computer text in the netpage system, allowing forms to be filled in. In other embodiments,
signatures recorded on a netpage are automatically verified, allowing e-commerce transactions to

be securely authorized.



preferably tile the entire page) and are sufficiently small and densely
arranged that the pen can reliably inmage at | east one tag even on a single

click onwdewpee. It is inportant that the pen 20 recognpegAubgoBage | D
and position on every interaction with the page, since the interaction is

stateless. In a preferred enbodi nent, t'H@'regi on to which a tag refers
coincides with an entire page, and the region mencoded in the tag is

t her ef ore synonyA@illistitedin Fip@rePia @ Prihied _ﬁétﬂiéaq R Sépréabnt Wihtelactive ora@hiclp P S -
In ot her enbodi nents, the region tq which a tag refers can _he an grbltrary

25 subr egbenfilsd i Bygtheopsen: both physicallye onrthe printed, nage.; and. sglectignigallyde Vig t hn

the zone @bm@lnitdtoR 'bafheby SheSpen il ithe héipafl isfdlers. 2R dxifiple@HoWa *Rdqued™ form
directly identify the interactive elenent.” Each tag typically contains 16
bits of t gepthiming samé end addyess fields apd arsabypip duttqn. The acthagesepdists of gmphie dpp s
Assum . ' Jead ' . ] _hi.t.. |
Suppor 1 SrELhEHEYBE LR LitcRbyBd prlR oS BLlcRidn U fared g HslethBihic Fhe
mapped cowrbirespondiigypage déscrigtioB 6, stored em Hiemgtpageanetwayk,| desquibescthe individviahghéngenksy

usi ng abutti.ng regians and, maps. Th i stinction. n_a, reqion nd a
P P17 | o WSt R ps R T oS -5k 54 el SR oy E Mo RN
of the twelegrit (& texadiidisrbatornin the elample),|ty allow the@etpage syklem @ coreedyeinyerpret

may al so be convenient tq introduce structure i.nto the,t 1D, for, ex l e
Lo def 1 ne WANEVER th peTRPec: DheTticution O f Sxdigpie, 136§ zon 7 Whiph copresppids i 19
al | owsi®s spatibDekfenPéf the édMRmsontig faphic8on trillion) different regions to be
uniquely identified. Tags may al so contain type information, and a region

may be’'tagged wiAdiillastiatedt Fogueé 2] e nbipiRSpen 01, £)@feped form sfagichis Shywdih
tagged with one set of tags encoding X c!ongr'di nates and another set,
i nt er | eav &#BustSAnd Peand; des¢r m:@aferf%my belst- cvorks ia conjppetign Withiacnetpage prigter o g

the regi ogol,RnInRAEt-donflectdd fHinGhE ahpliAnddBYr RéindTRffRe O nioBAS ude'The penSk wireless

descri bed dependi ng on the environnent in which the systemw |1 _be used.

1. 2. 2 Tag andhremmpreams fgcurely ovith thorpeprgednintes xiap shoy-rangsradio dink Jolf Jesired he
i nf i 1 ' t ; ' 5,
5y Ree sqin i e nfled i the e Shhalif bt ALRaII RGAERE, YEhd Bols'

codewor ds aliémdtiyvesilimit usabilihol s each. The (15, 5) code allows up to 5 synbol

errors to be corrected per codeword) i.e. it is tolerant of a symbol error.
rate of up to 33Dhepstpage grinter 601, BEqutfertedoform of whidh is showspincEigwres 4l fnl%hand
spatially t i .t )..1.8N Y. . f | fs; are
i nterl eavedgéj %gé‘f?“a y Vd\ngt?%igr%?({%gigtagge. %Th?%eér%%i%g h%ri ggd%{?éns %gl%\%?l an
error af f eetspapgersquhdgazihes, sgialbgsa btoghwrelj andeatber lpubkicatioesyrald peinted ati Wiglgualiguaber

of sy | s _overall and L2 mnimum nunber of svnbols.in _any one.cod rd,
g T LR e R e ST R
Any sui t alfbeexaimplies walbmeaitedgijenteo an dea odhareliire memihgi newp lisofiret cofhsumed,Isuch &
Reed- Sol onon code, for exanple a,K Reed- Sol n c Wit re or.les

r edundancy®™ 2 %< ﬁ?‘ft?@“s“aeﬁﬁa B‘lg‘l%f‘sltfagfeeﬂ'i n?&ﬁ‘ﬁngP“s&ﬁ‘gg’E Dot of dgparfuse for ﬁ'ﬁﬁiﬁ’f for

bl ock codeilso@bmss ifl kdbletdps Béskicp/ yoriable a@inishite hersionsa 20 convol utional code
(see, for exanple, Stephen B. Wcker, Error Control Systens for Digital

Communi cat i on anNetfiges pitted dL1tkvi goirft of dnsurhftidn coinbine GRRARAIfFUsEIf paper Githahe
her ei Q%Eirnc,or orated by cross reference). t.2.3 Physical Tag Structure The
physi r ess ARPIRS Uy ofjan mtepagtive n Figure 5, includes fixed
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netpage 1 and communicates, via a short-range radio link 9, the interaction to a netpage printer. The
printer 601 sends the interaction to the relevant netpage page server 10 for interpretation. In
appropriate circumstances, the page server sends a corresponding message to application computer

30 software running on a netpage application server 13. The application server may in turn send a

response which is printed on the originating printer.

The netpage system is made considerably more convenient in the preferred embodiment
by being used in conjunction with high-speed microelectromechanical system (MEMS) based inkjet
(Memjet™) printers. In the preferred form of this technology, relatively high-speed and high-



net page pen to detect the tag and infer its three-di nmensional orientation
relative to the sensor. The data areas contain representations of the

i ndi vi duayobramsof the encoded tag data. To achi eve propepct/ago1/01530
reproduction, the tag is rendered at a resolution of 256x256 dots. When
printed at 1600 dots per inch this yi erds -a tag with a dianmeter of about 4
mm At this 30 resolution the tag is designed to be surrounded by a "qui et
area" of gadlityprirting GOiade Midre affordhisle thdoffunitschn itsSpréfefied fonf] o nefpape publdigation

adj acent i‘ag , it'?:ill%/ adds .16 dots.to the effective di amat%r of the tag.
The tag i AeY the@bysica) chasactrristics; of ctraditianal newgmpgazine.qiych asg setzpl detiegize glossy
sensi ng d@ydes rihdd in foll olok Bhitol kidlesd BHRA! tofdliRr tdTeasy BBvipatidtd dnd BASoHtabR
detect because it is rotationally invariant and because a sinple correction
of its aspaling.atio renmoves nost of the effects of perspective distortion.
An orientation axis 16 allows the sensing device to determnine the

appr oxidmat e pl ankhe ngtppgerprintar sxplpits thygrowing ayailabiliy efihsoadhanddntempicaceesy Lable The

or i ent at | o2y Isavhifubkf3 3% bithotkdbhids fn 1ABTUAHES SaletHa chIE! molih Service offering

perspective targets 17 allow the sensing ce to Infer an accurate

t wo- di menbicadiand buerngsaceess/ie already gvadlable tof 207%hef thesg Theametpageqeinten candsgroperate

t hr ee- di A b1 r. | . .ne t '
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I mruni ty fwleed)ithe netplige sysematdn beaenabled pring existing womnmerTinkjet s pasert printers,

anong ot her | ngs, opti.mal tag 10 Ki ng an . rregul ar trigngul ar

grid, S@uc ﬁ&é(’é’yit’ Qi’er g%ﬁﬁ"f‘ e"ﬂht??eﬁ&'l gx’ n31§€’§'i ?I}r&a?@pﬁlbe Qf%?a%af“ss ffcpRiaRe % ags

\Anzy) howe ¢edsumbres puoititaf gizoh. i otlien emamnaﬁsd , tHe mtpygmkwxgﬁeghdma ong pﬁvzﬂtﬁihmt.
ere n ran rom3.to infinity, as desired. In conmbination with t

o Col ar FoEbeheabdiynt, e Rtk afbleet s hoited on & el PO o1 forile sbabied |

W thin thgeﬁags@atagmpﬁnmﬁs shown in Figure 48, to naximze its size) each

data bit is represented by a radial wedge 510 in the formof an area

bounded by two INetpapsipablicatibl@tvedsl £4 ofthe aeipagd netwétRfe @nGigidd}tordelivér print-
radial ]y outer arc 516. Each wedge 510 has a i ni mum di nension of 8 dots at

1600 dift SRty publicationsely ustpagt printerss Perdical publications gre, delivered automeficalystoy
| east eq U%ﬁbs&‘gtl;iﬁ%] gét?%ﬂee”bﬂﬂéﬁ did"piiatcafing The g\xztﬁ.‘a%{ng hiategtdt pRitocolie lI’Wi%‘Gsmﬁzeralo

is always equ m ni mum di mensi on. Eac it data symbo

r epr esent @ublipptions aerfilteyedsng foymatpedacopedingte imdividual yseg profileshown in 1 figure
48. 20 The 15 4-bit data synbols of each of the six codewords are all ocated
to the four conchnetpage priptepen b eenSzurghtotsupppgichny aeber of pers; apdracpes can work

codewnr g5 o83 JuBeESE IR ki, B IR Splol ilienelFOD ScBlocptde’ion Be3, 1

the taf Thigque identifiensA hongeliold nieyhayn @ goliestionoficolored netpagepens, Rpeassigoed tajeach

di st ance lﬁp% E]ﬁpﬂa? ]ﬁxm% E Qﬁ . .

arrangenen éﬁ@%'?&t e codewor ds org‘lfhrs]ues?ljrto a éﬁ@%@&gﬁmyed%%hq& | tlt‘z)gc??tpaﬁ?e
physi cal |pablinatiom Servéreort applicasion t serves rageningn thad theaassignegiepenis aily aisadaby yhebol s
w thin each t re.nor _essential to the king of the invention,,lt.is
mer el y nod@REdy Hofily Bamper Haeven a5 daptaled el e meanh ey B et 5 ety s

i ntended wse&t. The use of redundancy in the tag is preferred 30 but, at its
basic level, not truly essential to the working of the invention. As such

ot her 289 arr anglnetphge pen\cab also be tegisteced Witbamdyrge odgisahliar setvag1 b frd lidked w6
are described in US Patenté 5,625,412 661, 506

S 5,477,012 d 5,852,434,
and PCT- B L BRIV S omte TS Alla™ SHOAIRSe B I° BY iHelifulpgeet
i ncor por atugiilg iy RétPage)peh TRY Betpige registrafiGh sérier WollPhret theSsigiatid captured by the

"single-click"” interactiaqn th a tagged region via sensing devjce, . the
. sensing d&¥iPaE RW&‘W%BP@H’G%’@@&%&‘E‘SS&%M lte'i?ﬁ“ﬁs{lqca'g therPspE SIPREY B of
Vi ew nNo Myt fonirPELserver! Ohef BidhRRicS carR hls¥Mbe tus@d o> Wrify lidudtityD A $&516h B the
device_is positioned. The required dianmeter of the field of view of the
+ sensi P dagtpage pep inpludessfingerpant spaaning yerfied; inaa similar Wy by, thechetnage registrationg gs

server.

-

Although a netpage printer may deliver periodicals such as the morning newspaper
without user intervention, it can be configured never to deliver unsolicited junk mail. In its
preferred form, it only delivers periodicals from subscribed or otherwise authorized sources. In this



5 Assuming a circular tag shape, the mninmum di aneter of the sensor field
of viewis obtained-when the tags are tiled on a equilateral triangular
grid, as wbeama9s® Figure 6. 1.2.4 Tag | mage Processi ng angcBaaedoisgeo The tag
i mge processing and decoding of a tag of figure 5 perfornmed by a sensing
devi ce such as the netpage pen is showl T Fi gure 7. Wiile a captured inmage
is being acquired from 10 the i nage sensor, the dynam c range of the inage
iﬁ det1 elr(rjn']c ébt,(tﬁé nél‘@égepﬁ?&rﬂs&ﬁhﬁéaﬁﬁcﬁd&h&éﬂ@ﬂaﬁ&c%ﬁb&ﬁ@?ﬂﬂétddﬁ@]hidmary
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- small to rlﬁa%e\ﬁm& td WitsidRI $i6fs Gl dablle tubkir &Biaybé peivited vARL the TAWRILP itd %xﬁﬁ@ their
centroid of each shape is also conputed. Binary shape nonents 25 are then

conput ed (Raintex(s)) tofaussideusprss Faip anay b by Weu 9E selpcsing utsids usere allowed Jog gand junk
« subsequgntly | ocating target structures. Central shape nonents are by their
nat ur e |nvar| ant of position, and can be easily.nmade invariant of scale,
aspect ratio and rotation. The ring target structure 15 is the first to be

|l ocated (af 26).NErpal %%\&ﬁ alpengeRiHga0e of being very well behaved when
perspective-distorte EIE‘E roce lpéi ec izl

rot at i on- nor mal |%h l?ﬁtclﬂ° d@a% ‘ﬂ‘f‘éﬂ g@g {ng%g‘i% ?ﬁ)m)
are nor nmaldlagediagra. KQ:Msh dihgtata @aﬁyts bba k& ©P Gbjedte 14258 Ronrdectod) by RititiRsis) ¥l
distortion was significant. The ri s origi nal ect and ro;&él on 27

toget her pPBHe 'ﬂ%‘%ﬁ”ﬁhlp%\b‘ﬁr‘tfﬁ i s &F“E"ﬁ@mﬁeq“g (EsRqrplizations. AR pgsopiation, o
axis teng Gbprédehty Cstoﬁfeeklilg of Srelaﬂ@nsﬁﬁ?( betiveen? Bbjes, 2.8 C*Jef\?éen Zﬁltancwrof heldages. A

proceeds by applying the ring's nornalizations to each shape's rmrrents and

rotation rmmtzqm@latq'feam elatspsa @nénsar ke yndegyiend ingthe §@l9&m wexidf a e it s
are nor malyziad Jfrﬁﬁfué)&btsoftaﬁ%gﬁlcts b n%:@@c’i’dsé ¥nd as&qmszaeg@nerﬁi%&o@& claddB, BB ish' rd
order nonent Is required di'sanbi guat'e the two possible orientations

the axis. shhplyabubset of 4. deI i beratel y skewed to one side to make this

possible. Note also that it is only possible to rotation-nornoalize the
axis target aft eEach_tclahas draych atsheemmg ' 1abetedrwith th«z mecnfsthrwiylst Ipepntaigsradist ofhe
perspegdi v, glﬁ S
ori gi na tﬁ a |oér;t£E %‘t@gl‘: Jz} usett‘ﬁl%ﬁ“g%%ari%i@na on. of anquls%;f'ﬂ?e&% letrt]s due
to pen yavmthBe clag, I&paraieduﬁroq)ehes;t&diutevkst ﬂaaraghmzemtaluhxteuﬁeﬂ:ejc‘rasadmgmhm whigt to
be | ocat e\%ﬂﬁat 30 esti mat es heir positions are conputed based on

their knowl & A‘PYV \[er.rogfng?ngﬁge}ﬂe&rng ie ring and axis targets) the aspect

and rotation of he rin t he ratati.aqn f the axi Qce

by appl yi ng.t he PP Agrocianan Ralrmune b ud o fro At Solomalitipeed & Blue a7
second- or dgith mEiﬁﬁltip&cﬂ)V 6f the assdiationOTHeedefanitdmilfyslicity isCotleaAn psterBR @Otihdicates a
targets,are e recqani ze, and the tar et cl osest t h, estl mat ed
oo t1 29 Bl of shaicker o o B0t Bash asseiaton s SRRty Bpfigf vish

perspecti vle als8 opEInallPIaBeltd @ eithérena wtlm thtﬁroteh@f tReEGRESUNIME cliksS Mrob&ddﬁﬁﬁrme rs
31 of a squ‘%re of known size in ta an ei ght - degr ee- of ‘\;Né’ edom

per spect i VBAiEtes Ay aggreaation asspejptin, tf‘ 325‘““2&3@3‘”&#5@& ¢ for &n

under st 000,sQfdiaRbn PRES reI ating the four tag space and i mage- space poi nt
pairs (see Heckbert, P., Fundanentals of Texture Mapping and | mage Warpi ng,
Masters Thesi s, R%@ﬁeral&fau&ﬁ%quAmS%-%lls draih aa fdlidBRE k&ﬁ:ﬁ%two'r&&wa' Wit an
Report _No. UCB/CS 89/ S16, June Z98 t he contents of which are herein
|ncorp%$at%¥9“ﬂ}ﬂ‘é?mqfé$%ﬁefﬁfﬁle)ﬂtﬁ@ﬂeﬂ?f 1dg- space to i mage- space
perspective transformis used to project (at 30”% 10 each known data bit
position in tag Mheea class dagram iscbrekenaip intp spitiph am any.eless whishds dypbigateds

used 10 DIgIsRER bitha 3200 il BiR ke fifn' ikl &3 S hol XAl 1 1
. the input 1 mge. e preV|ous conput ed | nage t1resho| 21 i s use to
t hr eshol d 4@@“@%@1&]!?’11@9%? the final bit value 37. Once all 360 data

bits 37 have been obtained in this way, each of the six 60-bit Reed Sol onon
codewords is decoded (at 38) to yield 20 decoded bits 39, or 120 decoded
bits in toldl. 1MEFRAGES: hat the codeword symbols are sanpled in codeword

order, 300 that cNepugesdfe thé foundatioh &h tvhichAenetpagendteark doibuiltr Theg piobide agaperi Ng

rocess. . . . . .
P based user interface to published information and interactive services.

A netpage consists of a printed page (or other surface region) invisibly tagged with



As mentioned above) the physical tag structure or encoding systemis not
essential to the invention and ot her physical arrangenents of each tag nmay
be used. wo onsddss be understood that the process for recogpcTiAvgl/engo
decoding the tag image to retrieve the data encoded depends on the 20

physi cal structure of the tag and the Sﬂg’t'em used for redundantly encodi ng
the data. The ring target 15 is only sought in a subarea of the inage whose

rel alt i ons héfpreh@lef tdn dnlmigﬁes&ﬁlﬁfoﬁﬂfﬁeﬁagehfﬁe thgsemrygﬁ@hnieﬂ ol ?Mlaﬁ’ ,thd sixrm?rcgtms‘ ha
conp ete ta a,co not oung ana successt u code t hen
no pen podPEs Gy e in & hya ofthe a8 oF BRY D Phggise ipcneppral %@éﬁ page. The

© processi NGnRW\BiIpe ABRriptihak |rﬂﬁlrﬁa1ﬁ‘6a"pef§idﬂénﬂ§|byfa'tﬁl:ﬁg@f>ag¥'s&%rl‘@l?\a pa3® description
alternative strat egy 1 nvol ves 25 seeking another tag in the current 1mage.

The obt ai rfeteribesthel Yisible lagow and sontens of Gemag@,yn@vdms] text, @EApbies awhiunges. Mepliche
35
tag andt Hr]@sholﬁfbléd thé APudierhddts drPrle NV%H: gﬁﬁtﬁﬂs qgg?rﬁacsﬁﬁfgﬁgg‘{: ?8@9??‘3' aEk. 35

of the pe I n the region, e ove
pen) is t hleseriptidns of diffe¢eat n@pages momhateecompmsc sichas am mﬁmiﬂwl&h theeetpagesd o n

the tag a td | S
and the 33 pengg‘(’1§ %‘%%@%é%%é& sp&%sg& 9%ﬁ@erna .}‘@gﬁ%g@gﬁe ?J"r@gx%h%{p %‘x
struct ur e maysinclddesrefarénees tosthesesiogned mmpaliehtswAbmtﬁage aljoﬂsammnngs npde ofith a

pl anar surf ces and.ir filings.of non: anar Re Iar
Filings are ﬁ%‘-‘tpe“ﬂ‘%é'ﬂ‘g‘gﬁ*ﬂ”ﬁ (i o S BRGHesh B B8 Bonghriiel. |

t he usual anar ces wher filin of. t are
possi 1% T, R ncegan Shis, B8 e poeh Sitibn Ho e .ﬂii‘lt’wa?@%

eL fici Ient &t&gwﬁé lfddﬁﬁddI Péges 8 bd Qistisipaithetl) iesch Rigape st asglbﬁtdrfﬂﬂﬁtﬁrpagaidéhiﬂi@f
the tiling,_ .An a natjve tag, structure, suited to ar ar. tilipng is
Shown i 1 FEnt PR 8 Bt ot oecishin b GlstpaaPibePecst ) Feipege guTiaded e vsed

per spect i Re drivirtifthént éffuse. It the envitolinemis srihilthén thé piefisiof néed hidt LS GrdabRCyiRYe
Bennett et al. in US Patent 5051746. The tag represents sixty 4-bit

Reed- Sol orﬁB@rP“é’yPﬂi’éﬂ“&ISA“FSefor a total of 240 bits. The tag represents each

one bit_as a dot_48) and each zero bit by the_ absence of the corre%&c;ndl ng
dot. THe perspecEachacterpepdpdhepage sijeas encoded in |4 prigted fag: Weectag idep

d 16
tags, as i (Sia%bo 51? g}é!\%(glﬁld ¢ GBpeARJ afif thefeby ‘xﬁd‘i‘re@tﬂ RIBRAYERS Fhes rd%f]cfnhuéx{‘ Gn Qe

tags and t ing mnimumfield of view 193, st span

t he di agormfsrr@f embodimentssthe Rg@iso ddeptilienits @wmpesificaran the p#anChmctﬁmecsﬁghc
containin | ke rati on purposes. Using a (15, 7)
Reed- Sol an%% co %Q&b?qﬁér? ML#% data are redundantly encoded to produce
240 encoded bi = qg%\ggf 'E?lllf»&'
tag to maxim ze ré%%nce‘% ursiﬁ)§ r%r%ﬂgﬁs%sﬁ%%%éw%gbg%'%%%} as’
bef or e20t tsuch ad brdmryapatpengsar -ifftared wayelengthd arel Hvisiblesto thibuniant eyeliew areregsiljot s
48 of the t 3 e ’ [ S
of tags cAnes thsaiEamaby vhRY ¥ in APk mide ARk SediRe ol SSBHEC
i nk. The peavelesgth oy watedsngiht snay be nekipinewlicH case deﬁhem |amrteq1ﬁretl Hathéraggvelengths
further tar I r Ta e processing proceeds as
descri bed ‘f‘%’etéeé‘é?aqr S’HEEPPPEPg S(B‘gsgx ”ﬁ\f‘%nseﬁ? except ion that steps 26 and 20
28 are omtted. Al thqu t contain, a ent at | f.eat u t
211 ow di sabi guati BR b oty of rcibesp strabr e eleaRk sy e SE it el s v e
t o t he28ermosdedi rby thetagistansinieted 0l the hetpageoyeny) preferhlbily mnhdﬁaasﬂ' retpafeprinedy.
data. For X2 t.he fgur codeworcl%htil n be arry %1 39 t hat en ana[%
orientati nﬁt‘“a?"ﬁ ess and communicates with the netpage prinfer via a s ort-range radi gs
are sufficiently small and densely arranged that the pen can reliably image at least one tag even on
a single click on the page. It is important that the pen recognize the tag and extract the page ID and
position on every interaction with the page, since the interaction is stateless. Tags are error-
30 correctably encoded to make them partially tolerant to surface damage.

The netpage page server maintains a unique page instance for each printed netpage,
allowing it to maintain a distinct set of user-supplied values for input fields in the page description
for each printed netpage.



one codeword placed at that orientation, as shown in Figure 6d, where each
synbol is labelled with 25 the nunber of its codeword (1-4) and the

posi ti on w ob/p®ssynbol within the codeword (A O. Tag decpdrAagoi/fBso

consi sts of decoding one codeword at each orientation. Perch codeword can
either contain a single bit indicati ng'vlﬁe‘ther it is the first codeword, or
two bits indicating which codeword it is. The latter approach has the
advant age t hat iThe relationship detsie@tmithe pagealescripfion) the)pagdtipstantd cand tlst printed @etpagecd,

t hen at nmpst, twq cpdewords need to b ecoded to .obtain the, desired data.
S0 e i shouhan SRS, Taihe Fsters FRRORIBE Lo, BB ST BSOS 1
- stroke anghefpage!phinter Which peifieed HMd,AF kildWa, fhe Ablpagdfusér WJ refiRsted\t! B ishoPessdntiak ©

only the codeword contajning the tag IDis then desired. Furthernore, since
t he r ot at it e Sorkingofthe,nvention in,itshasis formybat the pARe instance berasteciated mith eitharithen o
* stroke,g0 infe? GBIMRG i ﬁ}ﬁﬁ‘éﬂﬁl : q&d&@p mg I
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on the datoafor whomile pagepeeprintedat i on bei ng sel f registering. In this case
each bit value (or nmulti-bit value) is typically represented by an explicit
glyph, i.e. no bit value is represented by the absence of a glyph. This
ensures tHa# thdNEFRAGEJABS i s wel | - popul ated, and thus allows the grid to
be reliably identified and its perspective distortion detected and
subsequenttl2.1 corTarrDath Comtent) data sanpling. To allow tag 5 boundaries to

e 1 odundant |y ohadad ol ah GEbAts e RGN BliaE Bl 1At GaGafH!
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One such S L4 aL.i int.s. Lelat, j
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(see Anot dndieatiinof fpnctidesassacitadonith the dmmediate iatea 2 (i) tag,i withoilt the fendiag) déviqe
Decodi ng t.ag. results i,n a reaqgi | D, a,tag 1D _and a_tag-relative pen
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t r ansl at edfadtive areaNLEID svbbniinghd Zone bf Ohypedlinki n t he tagged region, the |ocation
of the tag within the region nust be known. This is given by a tag map, a

}‘ unct i 18 W[’]I_ ihc h WWﬂBBﬁglofela@eaﬂ? g@xplaiaed Bg@Rdn hqgéﬁﬁedlzﬁnﬁbdﬁﬁgf, @sdhangii:di@insf
ocati on. e fag nmap, .class diagram s shown .in Figure , .aS part o
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i nt er 3@ e increasing the tag ID precision simply by using abutting regions and maps. The distinction between

(@)

a region ID and a tag ID is mostly one of convenience. For most purposes the concatenation of the
two can be considered as a globally unique tag ID. Conversely, it may also be convenient to
introduce structure into the tag ID, for example to define the x and y coordinates of the tag. A 90-



-23 element. An object-indicating tag contains a tag mwhich directly
identifies a user interface elenent in the page description associated with
t he regi ago odlyposshe tags in the zone of the user interfacecelatogoiszodentify
the user interface elenment, naking themall identical and therefore 5

I ndi stingui shable. Qbject-indicating tag‘g Yo not, therefore, support the
capture of an absolute pen path. They do, however) support the capture of a

rﬁl ative pﬁnre@igﬂhb aﬁfbwiscz’fb(-ao”tdi% met_isiahcli uﬂﬁsmuﬂli?n)gﬁﬁéraﬂuegimsl texlseeﬁd@xd elywi ce
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AND PAGE DESdRhesysemsvill bpmesder red enbodi ment of a document and page
description class diagramis shown in 15 Figures 25 and 26. In the netpage
system a docunent is described at three levels. At the nost abstract |evel
t he docunmdhi?.2836TagData Emeodinghi cal structure whose termnal el ements 839

are associ at ed Vinldie ebédmént @jhass confattd 130/Bis ESnfbuation Tjhe ¢2(bitslof teg dataites
objects, inmnge objects, etc. Once the document is printed on a printer with

a parti culredungantdy eagoded gsing & (15 PlRerg-Solpmpn sode. This yiglds 360 encoded bits.consisting 20

pref er fmces ¢ BReWRAYBEDS 4l BaboRh&s TRE d15 1550 ARws A8 5 §RibolFGdiRid B
termnal elenments 835 will in sone cases be associated with content objects
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el ements, particularly where the content objects are style-related. Each
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separately frominput capture ) 5 nstances e sanme page
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page sfgvel 4 r. ool ) 98 Enm']ﬁ Q? '
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request i ngrar canfbg follycogéted printer with a different page size, for

exanpl e. Conversely, the presence of the formatted docunent description on
t he page server Ahy suitablleeropemecti(y code vwle cawbetised dn pladel of ai(15, S) Reat-Salanon

actions on articul ar, prigni ed page... A formtted docune 834 consi.sts of
et of _resRamlonsatipls goRepi splorign Bftciid moicl e RlpReBReY Wil eamt B SirBisRe o
formatted syrbsli Al codeNoRl tsizes] SimothenBibck Ododed bed aiffereat kindasf dodepandiilas a
extent,0or zone 58 on the page. This defines the active ar of input. .

o enarRy. SORHuon, Fel ok Qo eptmbl, SiEphinh o W ieRasy Haor Cattis Suneme i Disieb e
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I nstances 830, each_of which corresponds to a page description 5 of the

f or mat t ed ASETREIERCE) -Each page i nstance 830 describes a single unique
printed netpage 1, and records the page ID 50 of

D!

1.2.3 Physlcal Tag Structure
The physical representation of the tag, shown in Figure 5, includes fixed target structures

25 15, 16, 17 and variable data areas 18. The fixed target structures allow a sensing device such as the
netpage pen to detect the tag and infer its three-dimensional orientation relative to the sensor. The
data areas contain representations of the individual bits of the encoded tag data.

To achieve proper tag reproduction, the tag is rendered at a resolution of 256x256 dots.

When printed at 1600 dots per inch this yields a tag with a diameter of about 4 mm. At this

30 resolution the tag is designed to be surrounded by a “quiet area” of radius 16 dots. Since the quiet
area is also contributed by adjacent tags, it only adds 16 dots to the effective diameter of the tag.

The tag includes six target structures. A detection ring 15 allows the sensing device to



5 the netpage. A page instance is not part of a docunent instance if it
represents a copy of a page requested in isolation. A page instance

consi stsvwHoymed of termnal elenment instances 832. An epernbi/i’sd ance
only exists if it records instance-specific information. Thus, a hyperlink

I nstance exists for a hyperlink el enent 18ecause it records a transaction )D
55 which is specific to the page instance, and 10 a field instance exists
for a fi elmidly@eRed thd g Meaidglis 4G Gétedt BRdalseSiPRGbthfidhally invitanp AgFbecast ance.
An el enent_, i nstance does not exist, however, for _static elenen{s such as

t ext f | ows StmRler garieption ofolthAtpRet Talig, ramoves Biog; of the effeth Of mecgwenélagm%én

el ement  84fentflioh afk 96 SHAIERRL seBdBs @vicd 10 @IGmIRINSAppr AT plakh 8AGRtoR D thedS
shown in Figure 27. A static el enent 843 can be a style elenent 847 wth an
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- styledgte J: [ . ' Al ' .

el gment5 S&Sﬁgﬁ‘ge?@ﬁglégqe@gﬁe%&gggé \?\AQ‘?% %’ﬁiﬂ%gsﬁ%tg%g%ged grap %’?sg&glb# egt §v§7,
vi deo cl i pamsfameoftth8&g anl thancesin asourate shreeidiniensionat positiontzind orie8&@®n ofrtheitagi o

clip ele t. 852 Wi th an associated audio clip object 859, or a script
el enent g%gmv‘\'ne?%the 0§

AN associ at ed scri pt object 860, as shown in Figure 28. A

page instance have a backgroun Leld 833 leh 1S use record any
digital ink 20%?%@%‘“8@‘? ’%&]a“ag‘m&‘%?%%e ‘82‘8%‘%% °%-5‘B1“‘§/““?g°%°qss°peci fic

i nput elenment. L the preferred form of..the invention t map. 811 | s

associated with 12’30%"”%@9%&8 alﬁccérc'tl;?ar' aWsog\'/Jquléss ”6‘??“%%%@%&53%“%% QBgmal {ag

t r ans|{@t e gadkitigonl adcifregulartriaipulai grid) ageh aslis feqiirfd NEIEACArbdai)/ Mddkplanar surface.

preferredg,gnbodi ne?{?@?ilﬁf et page .net wor k cot?si sts of a distributed set of
11 ,

net page 25Higerak Ahbe ppexes, ohany polysenhaying 1 apgxes, yhepsn ranges

servers 1Zom® @ afiRiti el desiddl B corfbiaRios with) the Qirpdgedepiehbn giag 16, thisemnes s | 4,
and netpage printers 601 connected via a network 19 such as the Internet,

as shown FHculargrrapgement ofdajehits yyithin hgitag prtimab sy in Figurest, tosmpximize i ch
records rgiald.@Nafth Bt iP RprE&RedUSIEL Sadial WRge PIV i1itBY fokrmazRhiafadlHoRARedAYdtwo
publications, and thereby authorizes various network activities. |t 30

aut heritd c sadiad ling F 12, Ankadigly domex ars S g riyragially putsh atsehi®t Bagy wedge idfthag at ed
users in %@g&%&g%&u g&ebg-dg indab SQigREPYS MRSt BARINE. ids ifhidr £ESPHNst | On

services i escri ove, a netpage page server 10 mai'ntains
per si st entat keast equabtoithis miimum dimeysiondheradialihsight of the wedgeS10+s almapscegualto the

net page network i.ncl ude . er . ers i subset
o 9% 5 S GBS B M s PRSPl Sira STY of 2R el St
val ues f obest sliowniaFigure¥st ance, clients such as netpage printers send

net page i nput -directly to the appropriate page server. The page server

I nter@0ts any sThehlS Abitt date sphbole of eadhhef the ssix icpdewotids odre tallecatedr ivethe dodi Ng

. A net 1D A 2 t t | d d,. and
e aee RS S o SR B R ek st e oM
net page pudnioesi. Syabolshef firdt &5 Bixth ChdeiviotdsUs20ch2blodre affycated malteliE]y D circular

simlar, to resolve et page page >D 50 into the network address of the
net page pXPEFLSUPRYP R¥8ng the correspondi ng page i nstance.

The interleaving is designed to maximize the average spatial distance between any two
25 symbols of the same codeword. Other arrangements of the codewords or their data symbols may be
utilized.

The physical layout of the tags or the shape and/or arrangement of data symbols within
each tag are nor essential to the working of the invention. It is merely necessary that each tag
encode sufficient information for the intended use. The use of redundancy in the tag is preferred

30 but, at its basic level, not truly essential to the working of the invention. As such other tag
arrangements may be utilized. Examples of other tag structures are described in US Patents
5,625,412, 5,661,506, 5,477,012 and 5,852,434, and PCT application PCT/US98/20597, the

contents of each of which are incorporated herein by reference.



A net page application server 13 is a server which hosts interactive netpage
applications. 10 A netpage publication server 14 is an application server
whi ch pubyoebhgmsset page docunents to netpage printers. ThegTAue1aeser i bed
in detail in Section 2. Netpage servers can be hosted on a variety of
network server platforms from manufactad®s such as I1BM Hew ett - Packard,
and Sun. Ml tiple netpage servers can run concurrently on a single host,

and a single sermefdesensupportsiglé-HIitke dhraeion avithulagsed bgibiosih 9. semRigRdelfoe ar
all of the functionality provided by netpage servers, .and in particular the
f unct i onafterssnsedieyige puphberable to sep a8 leasond safire fagdn Kudd gbrigymo ‘malier Whes e
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printed® has a urﬁsqluém&ﬂ gitcalar G gmpe, muyme@r\chmterdofttbe sensomBeld of eviaveisnwor k

via a net nnecti on.
Apart from en |ty angpggé%?l ngéaﬂae?ﬁgéin%m n: %%Fatlﬁ%%grrgry, t he

netpage printer HEEd not contaln any per5|stent storage. As far as a user

i's concerg Net pages funct i on
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net page page ser"(}‘értég Wgelmmm Pt‘?ﬂ: 3‘“?1 t Bm'ﬂr he SPSIEThe
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publicgtion servers 14. Each docunent 1s dlstrlbuted in_tw parts: the page
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t he appr opitp gennegtedypixeliegions (iveshapes?d) (aragk Shamee mh agentop tsmald threpresept dag ar e

typically goatatwidahe 8&%?&%%%%59&6&&0@6@'&%& E)gls%tcb to al |

subscri bers® printers an e appropri ate page ers - The net page
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page I165yOlthesbasls tfer mbsemlmﬂyldpcnmsg Mgﬁrstmmm dCeptral, shage moments arel iysthein nature
Once the prin

rece th | et.e e, | ayout ects that
define thé™ gmalgg iﬁ pr| ﬁlﬁ' l?vag%nﬁ%g%aﬁtasg?fgmgg ‘rﬂ@% "The pr| nt er
rasteri zes and nts od a on.bo
the sheet 1t colle %?fge‘i’@avl&lfﬁfqﬁ%?he"ﬁe%%f@ﬁ#@e%en&eet&ﬁafvamaﬁ%
engi nes Uutbeing Xéry gvell!lbﬂ]lﬂbd' héar pendpbetivel distivfdd fMistchihg prowdm&epecil:hammimg andg
process consLsts of.. two ecou | ed st ag raster tion of
descripti & Sefatonormalizing E g’t“ﬁ&sﬁ?c ‘iiﬁ'ge g@ﬁ@%@e
| mage 20 0Giag SQéaSQRbE‘écogﬁB& eadnslmme Peispettivendistortion amlargdlﬂaﬁi?sw&ﬁng sldfigRg i n
parallel. The d Iexe%aprl t engi,ne cgﬁtrollersnd)g si st of, cust
processor?RRfﬁaB togg pVide,juss APPIEEaNg QEQCTSH"‘:P&\F“P%
synchroni zed with the operation qof the print He ds In the it engl nes
Printers not enatiectkis Breet sctyrs |18 if ghehext iq by log é%(‘ftk?@)oﬁﬁc

t ags usi N@pplfAng the ring’s normalizations to each shape’s moments, and rotation-normalizing the resultmg
moments. Once its second-order moments are normalized the axis target is easily recognized. Note
25 that one third order moment is required to disambiguate the two possible orientations of the axis.
The shape is deliberately skewed to one side to make this possible. Note also that it is only possible
to rotation-normalize the axis target after it has had the ring’s normalizations applied, since the
perspective distortion can hide the axis target’s axis. The axis target’s original rotation provides a
useful approximation of the tag’s rotation due to pen yaw 29.

30 The four perspective target structures 17 are the last to be located (at 30). Good estimates
of their positions are computed based on their known spatial relationships to the ring and axis
targets, the aspect and rotation of the ring, and the rotation of the axis. Matching proceeds by

applying the ring’'s normalizations to each shape’s moments. Once their second-order moments are



15 absorptive black ink, although this restricts tags to otherw se enpty
areas of the page. Al though such pages have nore limted functionality than
i nvi si bl evd B/osnt ed pages, they are still classed as netpegage1/dissor mal

net page printer prints netpages on sheets of paper. Mre specialized

net page printers may print onto nore sp@@i'al I zed surfaces, such as gl obes
or sheets of plastics. Each printer 20 supports at |east one surface type,
and supponérinalited| the sirculiyepekspective ltirgeds arehaseto wosknizenad the targad Rlosésdto emchh

surface type. The t.ag.nmap 811 whi descri pes the iling schene
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wal | pritnt Ste; thit she,eadswerd sypabels gre spmplef i codeward prder. 9 hat God s%qwc%i

pagew dt haglindrRyved duitheihe sabiplihg Bfocésser si nul t aneously prints cyan, magenta,
20 yellow) black, and i1nfrared 1 nks as well as paper conditioner and ink

fixative. The PrAdyhinfiondd 0% the3MPsitat ta3RBENE BRERbYing dfite & nOERsen@fldo ¥ 32
m crons wde. Arrays of these printing elenents are fTornmed on a silicon

subst r at einyentionipad other physispl-arangemenss of gephdag way be wsed.Jt will be wndegstogd thap the

drive cirgui gﬁﬂ.ﬂig@n &’Pd'dﬂf @.%q% f [ [ gmﬁh are
the nozzl gwg%)sg,f&{]ﬁéeo nozZl edri m 353‘,ﬁét e de %orgﬁziege gﬁggn%eérﬁ 304?%&%8 ﬁ?ﬁlledi c
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beam pair 308, the passive actuator beam pair 309, the active actuator
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active ac ' ' ' .Gl '
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t heir r especessinly alecdded, then mo pes Positionl is recorded for the current frame. Given adequate
processing power and ideally a non-minimal field of view 193, an alternative strategy involves

25 seeking another tag in the current image.

The obtained tag data indicates the identity of the region containing the tag and the
position of the tag within the region. An accurate position 35 of the pen nib in the region, as well as
the overall orientation 35 of the pen, is then inferred (at 34) from the perspective transform 33
observed on the tag and the known spatial relationship between the pen’s physical axis and the
30 pen’s optical axis.

1.2.5 Alternative Tag Structures
The tag structure just described is designed to allow both regular tilings of planar

surfaces and irregular tilings of non-planar surfaces. Regular tilings are not, in general, possible on



30 311. The conbination of elenents 308, 309, 310, 311, and 319 forma
cantil evered el ectrothernal 28  bend actuator 320. Figure 18 shows a

smal | panyooiames array of printing el enments 300, includi ngcaAGIRGIS3IEECE | ON
315 of a printing el enent 300. The cross section 315 is shown w thout ink,

to clearly show the ink inlet 312 that -Bdsses through the silicon wafer
301. 5 Figures 19(a)) 19(b) and 19(c) show the operating cycle of a
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chanmber, as shown in Figure 19(c). The nozzle chanber is refilled by the

action15)f bithe surface 25 tension at the meni scus 316. Fi gure 20 shows a
segnent of a printhead 350. In a netpage printer, the |ength of the

printhead is thelleata-heprmedats 48 plthp tagcare designpd t noy oyerlsp their neighbers, so that
direction gﬁﬁés\hgg 5 S GBI proditeV\rubttire? - WhibrdsBBle { GI3ON! 'Iﬁtsza?% elved ifkOTRL E1 ©

print head). inting, the paper is noved past “the fixed printhead in
t he di r ecperspecti®targrtsctherefors alloxd deteption of dhestagfsoi fiarthar dargets atecupt gequired. igg

| e 2 g i Y . j .
i i i ot g proceRilgrbddfssp floclibed 10}l £3.4WRET W b Bcopiihs Sl 6 B
oper at3ln 28 aremmitéde guard wafer 330 is attached to the printhead substrate

301. For each nozzle 302 there is a correspondi ng nozzle guard hole 331
t hr ough whi ch t halthough the dag mayscontain 4n origdtatidipfepiueto ntlow [dsambigudtion gfitee dounol es

At i's pulSEePRERS el eiae BB, 3R Bophieth dibot (ithialon deba "

duri ng pr ithettagidata. For pramplen theifoie c8d@:ivofds@an ble arranged sohlmt pachzagorigutatich dontainsal ed
whi e the ofie ci:orzitevevardi p:iacie&i :lateihat orientation, as shown in Figure 6d, where each symbol is labelled with
25 the number of its codeword (1-4) and the position of the symbol within the codeword (A-O). Tag
decoding then consists of decoding one codeword at each orientation. Bach codeword can either

contain a single bit indicating whether it is the first codeword, or two bits indicating which
codeword it is. The latter approach has the advantagé that if, say, the data content of only one
codeword is required, then at most two codewords need to be decoded to obtain the desired data.

30 This may be the case if the region ID is not expected to change within a stroke and is thus only
decoded at the start of a stroke. Within a stroke only the codeword containing the tag ID is then
desired. Furthermore, since the rotation of the sensing device changes slowly and predictably
within a stroke, only one codeword typically needs to be decoded per frame.

It is possible to dispense with perspective targets altogether and instead rely on the data



1.6 The Netpage Pen 5 The active sensing device of the netpage systemis
typically a pen 101, which, using its enbedded controller 134, is able to

capture apngosiewesie | R position tags froma page via an i NnpOgpAgenNe@se The

i mage sensor is a solid-state device prévi ded with an appropriate filter to
permt sensing at only near-infrared wa gl'engt hs. As described in nore
detail below, the systemis able to sense when the nib is in contact with
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mai nt ai neq.ec%ol% Bgcﬁéﬁﬁ%tﬁﬁﬁiimf‘i‘” 1 on the netpage network. 20 Wen

ei t her n|b|S| con the pen determnes its position
and orlentatlon relative to the page. The nib is attached to a force
Sensoryq aqch 'Ifaﬁ]lﬁ on the n|b IS |nterpreted relative to a threshold to
i ndi cate vvh er s%en is "up" or _"down". This allows, a interactive
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with the page I D 50 of the netpage 5 whenever the.page |ID changes, which,
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tagged wth the current nib style. Wen the strokes are subsequently
reproduced, they are reproduced in the nib style with which they are

t agged. 2APo'\Migseeyer the pen is within range of a printer petfApshombpit can
communi cate, the pen slowy flashes its "online" LED. Wen the pen fails to
decode a stroke relative to the page, i'123n'orrentarily activates its "error"
LED. When the pen succeeds in decoding a stroke relative to the page) it
nonent ari klémest i vates its "ok" LED. A sequence of captured strokes is
referred to as digital ink. Digital ink forms the basis for 25 the digital

exchange of dr ammgsjemﬁulmgw&g t:ms:)s ﬁaag oD | vHiéh Bieseyidéntifiés Hluser interface
handwitin and for on|line verifica of signatures. The pen is wireless

" and t r ans AEmentda ghe RpES Rcrpame Resogh the regtony All; the sags i the_Zoag, gthe weto
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Section 6_hel ow, with 5 ref ence NETPAGE

NTERACT! SRR L inmBieb s s AP Bre Bt EirdhE e o ot pod By s sfpybe o osmd S oy
t he pen l@pprugiiace refponao bé gendfated ik the netpageagétens t h a net page 1. The coded
data 3 of the tags 4 is read by the pen when it is used to execute a
novenent) such as a stroke. The data allows the identity of the particular
page and 1@ assDOCUMENT ANDRAGE DESCRTIONSNt to be determi ned and an

i ndi cation of tg«‘épfél Cate)&ﬁ:oﬁ’n?.% £ 13 ddmB aL&‘?egg‘?ﬂschﬁh&I éle‘E dﬁa {8 sHAALin!

be obtai ned. Th Ing data i s transmt wher e |t
resol viés, FiguesRhend®@G, t he page | D 50 of the stroke |nto the netvvork
address of the netpage page server 10 which maintains the correspondi ng
page instance 830 thd metpabesvﬂenamémmtihéessﬁbedlaeﬂm letels. ptithe nwost abstract leaVelt he

page was rgecent | fied | t hen rint.er

al r eady 1!§heh§ um? { éi% re'shslg?)r ﬁfﬁe rgﬁev:l%’fg “;'" ele g#eiu'??soﬁ tﬁ% WBach
net page cmmembbjeaﬁ 840 swolpsiett gbjegis, tbﬁ)sg«l:tohjmtsmmgelebjeqmbm eioemd dpcdizyenms

net page page, server. (see below) . The page |a refers t gcts su
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net wor2Q ‘ﬁmeﬂcb,ethaggalnﬁsﬁf isq:hgmaeemhﬁmhhérhgse Formaited. [Fbﬁmtﬁeﬂll _ &nﬁﬁﬁldeldarhents 835
retrieves the e des ti.on . tQ i C e strqke | and det efmi nes
whi ch el er‘P@ﬂtm g‘? g“g?pﬂ%‘gﬂwﬁ{‘ icapfent Abects i a&?&‘ 3@ those, gssqciatedy o
able to i Ml&rtﬂdiﬁéon*ebﬁn&fng ede@inalelémihts; pattiQildrlyObheld e botitéht Bbjedtd e kigleqiiarl.

el enent. A "cl Lck IS tyP| cally a stroke where the distance_and tine
bet ween t H@ctherp Rtendpagssis Blse dercrbed eparaiply o 2llew spubqagtugrs: h
| ess than gueigh xgermmncé\asmm&comu@spawelﬁ&bm\ﬁg@eapwe@mﬁgwmer

typic éy reqw res a click to be activated) and accordi ngly a Ionger
strok s“isb"ﬁ@qsé’ﬁ thesprme pagedescEDM. 3 pen action, such as a "sl oppy cI i ck,
to register is indicated by the 25 |lack of response fromthe pen's "ok"
LED. However, whEiegresencstobzieanostabstrac dogumsnt deseription on thejpege server allows a user

to request a copy of a document without being forced to accept the source document’s specific

format. The user may be requesting a copy through a printer with a different page size, for example.

Conversely, the presence of the formatted document description on the page server allows the page
30 server to efficiently interpret user actions on a particular printed page.

A formatted document 834 consists of a set of formatted page descriptions 5, each of
which consists of a set of formatted terminal elements 835. Each formatted element has a spatial
extent or zone 58 on the page. This defines the active area of input elements such as hyperlinks and



can be regi stered when both the pen down and pen up positions are both
within the area of the button. There are two kinds of input elenents in a
net page ppg@ezanssri ption: hyperlinks and formfields. |npptTflgogegh a f orm
field can also trigger the activation of an associated hyperlink 30 1.7.1
Hyperlinks A hyperlink is a means of se?&kng a nessage to a renote
application, and typically elicits a printed response in the netpage
system  inpuBfleldsh -hyperlink el ement 844 identifies the application 71 which
handl es activation of the hyperlink, a link ID 54 which identifies the

hyperlink to thea asbdesfihitice 83Ncor@ipoads thaqormateld ddclnient 8B4, TitodsiitSofta Wt of
systemto include the user's application alias, ID 65 in_the hyperlink

act i vat i oRecIn¥ances; 830, pach of whichspresponds to.a pasgidescriptien 3 ohthe formptted dopupeat-qeq

as a favomhiifpdat nARAEAEID defbrbbiCa 45AE m\ﬁ/\%& ﬂﬂn%qebbaFeTﬂ @ndYee61ds tHa'pag BRGE
* class diagramis shown in Figure 29. en a hypérTink is activated, the
page s& véhe nemage; A prgednsiance ionak pask of R ideenmenh instoneeif ifrepresents Becoprplmpage The

applicati o bged i Satakibh €d by an application ID 64) and the application 1D
is resol ve uﬁ tlﬂe normal way via the DNS. There are three types of

hyper|inks: gene YRSk i f | taﬁ% '
hyper |l i nks 864, é?kgsehovm |h%?8§?gs§t§? %%%“?gi ypg??{)%ka%eﬁg%“%p éement
a request oflyxexistd ifnit accodscinstancespesificniformatiqul. \Thus, g hypetlinkr igtance registst for a

server. A [N N | ' t i A { j.cati on.
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t he application return a singl e-page docunment .giving the word' s neaning
wi thi n t hECESRBSHCD foqyRpteris HouRyE stas elompetls syehiastaxtiosn o o di 11 er ont
15 | anguage. Each hyperlink type is characterized Ry at _1nfor lon is
subit fed Lo t e IRAL sl eshe ek At B0 & B oot Har s Fid olgene
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pendi NG PpuyfytdaasasSobjirt 8551 ancithaby/ el8mBid 330 aGtheh AREidtsP im0 eRmeRESSsl b gedphiche
user. 20 The szstem i ncludes the pen's current selection 826 in a selection

hyper | i nk eleept,/30 with amrpeodisted emphin Obiaetcls7¢ ideo sliR Hlement 853 avithompssogiated
form i nst a0e i Bojebs £56] & Fdi RS bieflint U801 Wif! Pksochlrdd Aas ol ot 850/ Rl 1 Nk
has its "submt delta" attribute set, ing@l nput since the [fast form

subni ssi oncrips elepent §§2 avith n essegiatedseriptrbiestiead, agshewn indfigwre28.et urn path in al |
hyperlink activations. A hyperlinked group 866 is a group el ement 838 which
has an associ at edl phgejustarice knay haveathackemound finldr83g whichdy used\paerecard past digitad inks

t hrou aYndide§ I %g&gl | | 844 associated with

t he ggé(?up%%{% ac'%’?\t}lgtpg ﬁ%/%g%ﬁﬁr?g@g%gar?up %gﬁ éél{lje?g'd to associate
hyper | i nk behavigQrg.uw f 4 . a1l , in
conjunction wt hﬁttﬁgp&égu mf{oﬁh%{%&fﬂgﬁﬁoﬁbg?@c@ﬁ;@l% c}gr %&E%g&r I%‘{&Hkk)egd?gg&
provi de cdnstanoeiouadiownags on the page tabp transkatddinto locatiomion theqragd.or e be used to
support a "bl ackboard” interaction nodel, i.e. where input is captured and
therefore shared as 30 soon as it occurs. 1.7.2 Forms A formdefines a

col | ecti orl.f reTléﬁUETF!AmElNETWOBde used to capture a related set of inputs
through one or nRrEpRferad @MboRNARIL SetpsielMREWErR bR 6F 4/8iSkibhted S dFinbtpaRe Or

nor e pfsramaters to . L.
page servers 10, netpage registration servers 11, netpage ID servers 12, netpage application servers

13, netpage publication servers 14, and netpage printers 601 connected via a network 19 such as the

Internet, as shown in Figure 3.

The netpage registration server 11 is a server which records relationships between users,

pens, printers, applications and publications, and thereby authorizes various network activities. It

30 authenticates users and acts as a signing proxy on behalf of authenticated users in application
transactions. It also provides handwriting recognition services if desired. As described above, a
netpage page server 10 maintains persistent information about page descriptions and page

instances. The netpage network includes any number of page servers, each handling a subset of



-33 an application software programrunning on a server. A form867 is a
group elenent 838 in the docunent hierarchy. It ultinmately contains a set
of term Redob/yksl el enents 839. A forminstance 868 reprepenavorose nt ed
instance of a form It includes a set of field instances 870 which
correspond to the field el enents 845 of 2ite form Each 5 field instance has
an associ ated val ue 871, whose type depends on the type of the

COr r espon@agedinftartbs] Sice Aphge. seivaCdlsd ingihing et énphevaiied $orl eagh pag Insanaclients
parti cul arq(ﬁl(r; nted forminsf{ance, .i.e.. through one .or nore r%rgted

net pages. SYHeSPEPIReArntTs SRApatRage mputdivssily tothie-nprapsats PagessTvEr- FHG PRSP S¥eince
has a st atmsrpfelslmyponchiingud fblatiné Rtho\périftion bi@e totfddpdndingphgeve, frozen,
submtted, void or expired. Aformis active when first printed. A form
beconmes frozen ORGRipafe TS séiers i B ABEbated doBiirBnp IO 58 SonS8dMHnY,! Hd HOFi@esORd-Of
" its subm ssion hyperlinks has been activated, unless the hyperlink has its
"subni © dbplepcingefipagargrversyiits IR aflgeationscheme s voi d when the user invokes a
void form reset formor duplicate_form page command. A form expires when
the time the forinigpsgepenferanses he IteraetoRistributed dYamesSysiear (PN or jsinilar,nte,

Wil e the i Y&, ' ' %gq,q E&#Hg gqq@hich
I S not actrlés\%vg}as&it%g% gg% I(I:jaf)q Eﬂrt%ggﬁ]etv'{@éqg&arg ar (gllljén |ee}pgéeg%g}&{)? m{dﬂé "' 5
rel evant pexesppndingpageinstgdieen the formis active or frozen, form subnission
is allowed. Any attenpt to submt a formwhen the formis not active or

frozen is rejecthaetpagecepplicatiomseresk i13 iis & sezvef wihich ipsts interactipe netpage apiications

from 10 ¢hilbfe Hbllalof 5804 2 an oBpicilen Wi wih ABEMTES REHAR Bt 47
ver si on ofnetpageqprinmters) Theyrae dascribed in dfaik inSectjpa2i od t 0 be excl uded from a

search. Al input is captured as digital ink. Digital ink 873 consists of a
set of time-stanjapaget sevkees guwhes héstedl, orax hvadéty Wbl abtworkn sersérs platformss fbmof |

styled strokes '875. FEach e .consi st.s 0 S f. tinme-stanped pen

031 £ 1 ons PR, st i TR HSSERRRGHS 238 ofhoo Mruifle 4eBiHES SEVRE LERoRBe.
The gi‘ gi t&ﬁnduli(i‘énﬂ?}' c}ftﬁs?igg'lgggsarmas sm@m}a_erv%bagi;ugms&ibg&d o¥ér aq?inbell ' | d@f t%te.rsﬂme 845
can be,a che x field 877, .a text fie ,, & draw n i el , Qr a
si gnat Wt e F AR the fnctionplit rayideddniptanes srvess aid 'ggm‘;mas&g FesHoTaltyRrgided 34,
Any di gi t 3y thé¥D et biidafle pdpe BerbérCésl alsobe PRoviIed Uivectl§ S Hidiphgh appliaftelshét 4.2 A
checkbox field has an associ ated Bool ean val ue 881, as shown 'in Figure 35.
Any nark (D§tPagegeintes, ip g gamputer workstatign, og on p jqcalnetyvosky et c.) captured in a
checkbox field s zone causes a true value 30 to be assigned to the field's
value. A text field has an associated text value 882, as shown in Figure

36. Any ditPtal THRNEERAGEPRINTER o text field' s zone is automatically
converted to texThemetpageprinte Godadiaw appliange whivh dnrepistered withth¢ hetpdpe xystensand

assig to the field s val ue. |l ine handwr.iti recognitian is.
el | e POl atopescigcomtenton Gmagd midVin ARG son. Eh PTG & iy sipter D €2
Wakahar a) and iscohiieted t@the nbipaglrretwark G alnetwrk-imoh we thé InvamdReidenlin iviai abzbadbardEE
Transactions on Pattern Anal ysis and Machine Intelligence, Vol.12, No.B,
August 199’65‘“efﬂ‘§"contents of which are herein incorporated by
cross-reference), Specializations of text fields include date and number
T el 5 A o grapt Bopr e nEl Ser iy a5ihes tacponvpiatia SeRaNElte Biiber s
as shown inged-inGticdntadn .any persistent storage. As far as a user is concemned, “the metwork is the
25 computer”. Netpages function interactively across space and time with the help of the distributed

netpage page servers 10, independently of particular netpage printers.

The netpage printer receives subscribed netpage documents from netpage publication
servers 14. Bach document is distributed in two parts: the page layouts, and the actual text and
image objects which populate the pages. Because of personalization, page layouts are typically

30 specific to a particular subscriber and so are pointcast to the subscriber’s printer via the appropriate
page server. Text and image objects, on the other hand, are typically shared with other subscribers,
and so are multicast to all subscribers’ printers and the appropriate page servers.



Any digital ink captured in a signature field s zone is automatically
verified with respect to the identity of the owner of the pen, and a
digital sygopiese of the content of the form of which thep¢T/abodies3part is
generated and assigned to the field s value. The digital signature is
generated using the pen user's private'?ﬁgnature key specific to the
application which owns the form Online signature 10 verification is

vel | - under st ood Tieefipafe pulslicatigll Serverloptiitizethe sBgifiifation Gf doovrfknt €ontent into -
"Automatic Signature Verification and Witer identification - The State of
the Art" DPRIcHEY FROHBREEHS, AGRE rogRNing she pointost ofcdpcument's JaRE Lows: e ALY

- are her ei pudCRRBPIMatiOMtsPIf aky, @SBsténdber ence) . A field el ement is hidden if
its "hidden" attribute is set. A hidden field el enent does not have an

i nput zone on a (RYGhEPANEORSs RELiveICHE RompRRUbage ldyofits tind BBRcE thal Rehifd elecd
- field value which 15 i5s included in the formdata when the form containing
the fi & ddpepmentiaibe parfed, itcan pripfghe daswmentds, such as stri ke-t hroughs

i ndi cating deletion, can also be recognized in formfields. Because the

handwri ti ng reccthsiprintsnrastetjensiand prigie pddandeven pages fimulianeqyslyrpnchothesidesof theh e
dynam cs t rat.nher "offlines (L. i onl
o b ¢ ratpeb i sBRoF BB, i BLRE colRls Too! ara Yiine cheiiey Wbb LRI Y

char act er printhedds 850 fot thisqpugpdse.gh accuracy, w thout a witer-dependent
trai ning phase. A witer-dependent nodel of handwiting is automatically

gener ated over tThemprinting\proesss cansigts ©f twdidecopgpledrstapest rasierization bf page desceptions,y
Digit ink, as alre .Sstated, consis of a, sequence 0 trokes. . An

ot £ okl Quniaih eEpnon, it dintng o phas EpEss; Dife Rete g proccoor (R FoR 15, of Pk or

el ement ' s nibirgistapdard WISPS 757 &ifningeimdyardllel. The dupleRedd prritadngine cotrollesst donkist ¢fot
appended to an object' s, digital .ink streamis appended.to the background
O O o iogH DR PRhRos pbish SRp g G Pl bt e e o SR PIBAR | s
i nt er pr et erd§ontof AR pRiathe I3 WS phifittengiabd. CUNECT i ption of one or nore objects
is generally interpreted as a selection of the circunscribed objects,

al t hough the actpifitert Bbtcénabled Fbr BRisible B PrintiatHa0d tieP&iftioh it6 pridOtaga Bdify TR-
summarj zes these various pen interactions wth a netpage. Table 2 - Sunmmary
of penld ntebsomptive binsk ik plthough thigrestricts fags) tp okhepviss empty afersab e Pagsa dithoughy
licationF g6 408 bubre10itH o cRiohdlifAb PG B TR inted USR] theySfib 80 iifled & 2
licati oanﬁéﬁﬁhgﬁhﬁgo% rrafglf(csagi ntrue tso fniRgﬂIHéll. e??%lnd%si ti ngConvert

di gi tal i metpagest ext; assign text to fieldrawinD ital inkssi n di ital ink
to fieldlgnatureignatureerify digital ink signature; generate igital

si gnat ure of forMnoayéingmasﬁgimgnrmnanemagesmw%m:-mgpqcmgmfmagm di
ital ink . Gldr® Beciilifed | 0 L RBELS r . .on for
each pen. %&ge t?gllﬁtgcons%etms SI %%ﬁ%cgd tﬁgtgmstor?lé%gn(gf%ghtg?%ﬁgﬁgkgtm&fed
i n t he2backppoos atledst ehelsurfibetypel and isipports at ledst amectdg tifing-scheme, iandberice tagymap,

timeout tq.e [ redi I P Of . . r.aw.«li gi i r i n
cvery 11 o g aAgt Stobt G, T e ueB 31 hith aestled o it tpbe A e
t ransm t t eldcwndnh bedoeef assovistad avithhehat ddcemém rson thas thel Joduirnent’s tags tduebe correctly

applicatian,. Tgei&s allows the application to interrogate the raw digital ink
shoul d it BH®FYEt the original conversion) such as the conversion of

handwritten text. Thi.s.can), for exanpl e, involve n interventi. at. t he
application | eveﬁ;”g\’r&'2 sfhg}v e FiRage Pgﬁfr %@P@éﬂ%ﬁ%ﬁ&@% Pwrgﬁblgtgﬁ f“%grmabon
consi s28nayuainthiaedisy. a Bgistbation Sereaftld pa il@metpagd detwork.t he entire background area
of a formcan be designated as a drawing field. The

A preferred embodiment of the netpage printer is described in greater detail in Section 6

&

below, with reference to Figures 11 to 16.

1.5.1 Memjet™ Printheads
The netpage system can operate using printers made with a wide range of digital printing

30 technologies, including thermal inkjet, piezoelectric inkjet, laser electrophotographic, and others.
However, for wide consumer acceptance, it is desirable that a netpage printer have the following

characteristics:



application can then decide, on the basis of the presence of digital ink
outside the explicit fields of the form to route the formto a human

oper at or yw@02/449€s assunpti on that the user may have i ndi capegagopodsents to
the filled-in fields outside of those f|2§I ds. Figure 38 shows a flowchart
of the process of handling pen input r él<dti ve to a netpage. 15 The process
consists of receiving (at 884) a' stroke fromthe pen; identifying (at 885)
the page instance 83pRotbgraplic galityeloppgaringD 50 in the stroke refers;
retrieving (at 886) the page description 5; identifying (at 887) a
formatted el enent B3GnWaARE tekPp@ntE t he stroke intersects; determ ning (at

- 888) whether the formatted el enent corresponds to a field elenent, and if

so appendi ng (ate 89gntrbipibiiRgei ved stroke to the digital ink of the field
value 871, interpreting (at 893) the accunulated digital 20 . ink of the

- field, and detersm niQ@pfigtr 834) whether the field is part of a hyperlinked
group 866 and if so acP| vating (at 895) the associated hyperli nk;
alternaively de.terng‘p*lﬂg:ogtat 889) whether the formatted el enent
corresponds to a hyperlink element and if so activating (at 895) the
correspondi ng hy,perlbvpé egé% rnatively, in the absence of an input field or
hyperli nk, appendi ng ( rp ? the received stroke to the digital ink of the
background field 83 ing (at 891) the 25 received stroke to the
current selection 8%%I #%eﬁéemgurrent pen, as naintained by the registration

server. Figure 38a . i]ed flowhart of step 893 in the process
shown in Figure 38,%81%&%“&\% 49 the accunul ated digital ink of a field is

interpreted accoydi t 0. 1.he e of the field. The process consists of
determ ning (at 896%&?&% "%‘*e) fiel d is a checkbox and (at 897) whet her
the dig{tal ink represents a clk .and if so assigning (at 898) a true
val ue ﬁjo the field &gnlﬁtgneogﬂ%q%ﬁeaﬁﬁ M08t er mi ni ng (at 899) whether the
field is a text fleld acg convertlng (at 900) the 5 digital ink to
conputer text, with the appropriate registration server, and
assigning (at 901) the converted .conputer text to the field val ue;
alternatively deterPhPRETCORSUBBYIE whet her the field is a signature field
ouner . wi th 1 Lfeytt&&ﬁ-‘eaéyem%g"?’ ool e wbfelors el erseeeqa@a"f e E?Qts
904) a digital 5| gna f the_caontents of tggqrcorres gs% for

with the hel p of '¢ F# yetign jof prioters, with these ntoqmg%:ang as

privats sigeaied raenelﬁeﬁndt abanbogy, trefefrbBE t6° &Y M%ﬁ&lﬂdteﬂﬂmﬁig?' Mejet®Nis a2ddp-on-
assigning (at 905 ital sigpature to the field value. 1.7.3 Page

Server Coémares 0%y Bwshmincarpomtes eesTEdd \Rringheadss fobriemtedy wsiRgal |y

by the pagﬁm%@lééﬁ%inwﬁahlcﬂpﬁkéﬁﬁm{@%éhﬁowgy fPtHuPB 170%% A GnglOPritiIRB lelement
I nstances. 15 A Bage server conmmand can a void formcommand 908, a

dupl i cat e 308 ke HﬂmbeadaThee@&agqs wmremmawml §969enrmfles plements 300
SN ¢ orﬁlglmic? gﬁ?gga dup&?ca e te?lﬁns @%}Eﬁnﬂrm?]ﬁa

page status conma docune comm réset ocunent
conmmari 9Jysll0\mblaak,gedMn@lﬁtaswummpemmmmmdmhﬁx@mm in Figure 39.
20 A void formcomand voids the corresponding forminstance. A duplicate

f orm command voi Hynrhenzdpmeyéaﬁmangrmmly hiraiarons long by ﬁ%mlqmsdu@eeénays

active pri §tf3fk (ﬁ%@ﬁ
preserved.oqg‘ltﬁge@op g&%rg%ﬂ?f:%‘sf& Blé%‘tgni!tia1 yper [ ﬁf’ teﬁr%rntlsca I on ?ct%ta
ori gi nal , tensfers tming, anddlrise cirayits Globdhlown).r om t he original to an application.

A reset form command voids the corresponding forminstance and then
produces an act i Majopelemtmtsl of tye\priofing ¢lem@i 30® am thesazale G62,whe hozfz]eerird303althees

O e g oo The BB 860 Ak i SRSl bt ARSREIA PR B, e
of the COI’aE:ﬁquf)dem‘lgalf Bmsnthmﬁdsﬁncectuzitmcﬁeudlpag amptbpubdwesdmdtorhnchmem |t1te was
- printed, for whomit was 2 é a%%@eformstatus of the forminstance.

Since a f GPIYRASUPPE angher 3L 1. and the dnk, a transaction I D, the application

bas to be

The active actuator beam pair 308 is mechanically joined to the passive actuator beam
pair 309 at the join 319. Both beams pairs are anchored at their respective anchor points 310 and
30 311. The combination of elements 308, 309, 310, 311, and 319 form a cantilevered electrothermal



30 involved in producing a new forminstance. A button requesting a new
forminstance is therefore typically inplenented as a hyperlink. A
dupl i cat aypagges9mand produces a printed copy of the corpespendoizgo page
i nstance with the background field val ue preserved. If the page contains a
formor is part of a form then the - duplicate page command is
interpreted as a duplicate formcommand. A reset page command produces a
printed copyd ®Rfuatodf820;0r r espondi ng page i nstance with the background field
val ue discarded. If the page contains a formor is part of a form then the
reset page commeFigure 98ishbws RIs@ial Ghaft Sof Anla@a of peifitiigCAemnd300Aighidingageross
- status conmand r&duces_ a @ri nted report on the 5 status of, the
corresponamnai‘g 4 PraYting lemept300, The rosiARspR Bl 18 glaapn yith 1p Flegghg show
printed, i inkh@iB13 thiesasdes inpdugH thedilidot WRfeS3At Us of any forms it contains
or is part of. The netpage | ogo which appears on every netpage is usually
associ gged with ﬂg&U@iQ(&)?iﬂbPﬁﬂelﬁ)Wihe'oPgﬁtﬁ}% £181of & Mshjbt M PhRIRB RN Of
the invention. Wén a page instancé is duplicated with fiéld val ues
preserved;308.i el d values are printed in 10 their native form i.e. a
checkmar k appears as a standard checkmark graphic, and text appears as
typeset text. Ofigureld%ar shgws thequissegntnosition ofthpiskmeniscust3d6 priento printing ap k)
with a si r r AGSR Q@E'E_F: r i yels g&ﬁ# ) a
standard g]?@?o%]%k?n IC%?PJH%GSUCC;;SBS u q%?‘éir'lagl?ﬁe}lée}&%gtrl .cﬁﬁ'%%‘f.s%?\& up itﬁ(%te
docunent dhitdiaseal 305 dotmed betwegn the hedlecbaybep 804 dnd thedink ehapuel dimdP6document 15
I nstance with background field val ues preserved. |If the docunent contains
any fotOs, then While gripling: dhee piubeadeCMOS crincuitryt distpbutesadats fiomethé @rint enginet he

r 1t e’ o Byt i bR oot BRI Sl e’ B8 ooy a5 Wi AR oo RO W7
\éal ues di wieatrotizesl 318 fofttheadﬁe;wmator bednh ﬁhinsoarmhii O&usBs) arf bbc?tdlem‘raﬁetb pgss

t t 1 t
o A qaouctinbere b 1 or Sonbantmtronhebih ceotlits i fofedteatgy, Bhe et
status of jidieas€REulEEHPROE Jotle HedtingRMised B Wi‘“ 303ab efpaind. Ad1be passive aétaudor t

when | s printed, fox whomit was printe and the status of any forns
i t con{%}l\ﬁ%‘?mlpf‘“?ﬂ%“p%@ o Bk pRRd. resylfing B o tfestyditizrepee Dstiveenithe Gy |

then the, vaﬂﬁ*gmdmee&@s BitfeRitcd 13 PalBalEreb SRty ftheSnidéverttEend SRS elebtiétRddnal

sel ection rather than on the page containing the 25 command, This allows a

menu of pawed acyatar 320 beadingtowards the sybstiateci9l. The leves aym Bgbtransmiie thifyaayement

contain a 1p3Een Lk Chhmba OB e hSIR Vnalber J085nélES WERR4HE nREBE BShY Pbsition
command, then the conmand is i1gnored. An application can provide

appl i cat i showpindfigure 19 MMhisigersasesiip dnkopresgure Hiorcing inks 321k oys f the aezzlec302¢ andnand

| i . : o T . i . i
ec0oiaR e R BE A AR B8 R plgl 182 HER ! 0o FRARHEUR3nk HEnUR 31 Kok
server corspeading dresathe sudaceof theanzrigvhamber38ét is hidden if its "hidden"

attribute is set. A hidden command el enent does not have an input zone on a
page and so cannés thisdermperituretof thechieans pairs 308yand 302 equalizes, theactuaten 30 esturmnpto

activat ed i & 8 RAGR0S FYFhiasih W e R HaHk hidpR: SH7 ddtl 8 ink B9 %n thb hodafl2t
chamber, as shown in Figure 19(c). The nozzle chamber is refilled by the action of the surface
-+ 25 tension at the meniscus 316.

Figure 20 shows a segment of a printhead 350. In a netpage printer, the length of the
printhead is the full width of the paper (typically 210 mm) in the direction 351. The segment shown
is 0.4 mm long (about 0.2% of a complete printhead). When printing, the paper is moved past the
fixed printhead in the direction 352. The printhead has 6 rows of interdigitated printing elements

30 300, printing the six colors or types of ink supplied by the ink inlets 312.

To protect the fragile surface of the printhead during operation, a nozzle guard wafer 330
is attached to the printhead substrate 301. For each nozzle 302 there is a corresponding nozzle
guard hole 331 through which the ink droplets are fired. To prevent the nozzle guard holes 331



- 38 page server command has its "on selected” attribute set. 1.8 STANDARD
FEATURES OF NETPAGES In the preferred form each netpage is printed with

t he net pag@obamesat the bottomto indicate that it is a netpayge1/eisdo
therefore has interactive properties. The |logo also acts as a copy 5

button. In nost cases "clicking" the | 69 produces a copy of the page. In
the case of a form the button produces a copy of the entire formAnd in

the case dfontbegcdiip blddﬁmh}ﬁﬁpér fibessfor atherrdebiis; ittered hirdOpipged thrbiugh lthel divinlets

Copy. § unc.SPRAb GHeE A gt blos Gy REhl 10 Bisyem ko 1o B bt

. SpeC| al ccga&dfimggdﬁﬁﬁemegnﬁaﬁgﬂ@g by I|nk| ng the logo button to an
application. 1 O 1.9 USER HELP SYSTEM In a preferred enbodi nent, the

net page prygter h?eSNétp%'ng*e?l but t on Iabel ed "Hel p". Wen pr essed it elicits

" a single page of information, includin status of printer conpection
status Df pri nt eFhecastiea seneipg devias of thapefnage sysiea is Y a@er L% hich, wsing; it

menu 1 op- hﬁxﬁedesﬁn%&eme{svmelio digtie bt JecdEIRSYsitioN BigY B adE 9iadn image

hi erarchi cal manual on how to use 't he net pagem&/ste he docunent function
menu i ncl weser. t’IFhe ifmagd mmlsfmmhdrmdem prpvided with pomapprebriate didiex) too permit

print a cl t

function |s§'?s|§h Ygéarby SI rrp ‘Qf h&hsséﬁgﬁg&bﬁégﬁ%u ({on t%ﬁ%‘l'ﬁ%e @(s)t%x%ﬁ%‘&%@%n
page of trsensdadmrﬂmtmbmacgnmmethahe mrﬂ@mmemnﬁdﬂ&memMgsuthMnut
andV\/n.E(p to \/\homl 25 0 n

subse entrf"f/ 1 Gty @‘8‘6“’%&@"’%@?#‘ e ?)gé °V@€%da@a&? é%%é}vgfqma % he
user to nasptget Ebytt]h?phl Bracrypted ahd: mﬁalessbah-mnﬁttdrtd thee printere®r dasetstation)s theor k.
As an alternati user can cal.l net twork "900" punber

Vel T ow patBie o e sfon BB 58 fore yaB 24 1 e pebed bare o P BeREEP
desired dogibotifientshsinittihithe inférmaﬁdﬁetoumeupage sBWbﬂfoﬁihtqu&ﬁl@diﬂl ng on the
docurment type, the publisher or the user pays the 30 small "yellow pages”

service fee. TitDrefthed GEUInRADE! the nedfige PUSbperdidtbotti dsalih@king inlkfpen Rid 4t er

is unaple to print. In this case the "error” light is |lit, and the user can
req ues{)é r érﬂ?Pgﬂ”d'F‘%P%'é‘F <, ipg, e50eiE AReE, is mok mcessary for using the nefpage system

as a browsing system, such as when it is used as an Internet interface. Bach netpage pen is
registered with the netpage system and has a inique pen ID 61. Figure 23 shows the netpage pen
class diagram, reflecting pen-related information maintained by a registration server 11 on the
netpage network.

20 When either nib is in contact with a netpage, the pen determines its position and
orientation relative to the page. The nib is attached to a force sensor, and the force on the nib is
interpreted relative to a threshold to indicate whether the pen is “up” or “down”. This allows a
interactive element on the page to be ‘clicked’ by pressing with the pen nib, in order to request, say,
information from a network. Furthermore, the force is captured as a continuous value to allow, say,

25  the full dynamics of a signature to be verified. The nib may be movable when subject to a specified
force which is greater than that normally applied when writing. To “click” the user applies a force
sufficient to move the nib. This may provide more desirable feedback to the user compared to that
provided by a non-moving nib.

The pen determines the position and orientation of its nib on the netpage by imaging, in

30 the infrared spectrum, an area 193 of the page in the vicinity of the nib. It decodes the nearest tag
and computes the position of the nib relative to the tag from the observed perspective distortion on

the imaged tag and the known geometry of the pen optics. Although the position resolution of the

tag may be low, because the tag density on the page is inversely proportional to the tag size, the
adjusted position resolution is quite high, exceeding the minimum resolution required for accurate



- and edite

2. PERSONALI ZED PUBLI CATION MODEL In the foll ow ng description) news is
used as a canonical publication exanple to illustrate 5 personali zation
mechani sRgph/ihokéie net page system Al though news is often pggdvbioishe
limted sense of newspaper and newsnagazi ne news, the intended scope in the
present context is wider. In the netpag80system the editorial content and
the advertising content of a news publication are personalized using

di fferent hwiﬁﬂ%fdas itidhe editorial content is personalized according to
the reader's exp ici%nlly stated and inplicitly captured interest profile.

The advertising P%Qaem&eenﬁvbsopﬁ‘é%%ﬂeic e GEDEHENEF stiBkdsN& strdk8 dBisists of a
| ocal ity and denpgraphic. 2.1 EDI | AL 'PERSONALI ZATI ON A subscri ber can

~ draw on t sesiuRicA@E e-staeped Ben positions arhbe pagenisitiated | by\icten e eysEbn ,
and thoseg&hﬁé tsﬁogé%lg,gﬂrgegh revaﬁtr 92 5Boke Wb als6 vRHPHE ‘iﬁ%é ﬁﬁ%oaaqu@a%s'@at ed

by , hews streans are aggregated elither by a news
publ i ser wheneyer the. pggedDahingesi whishnander noggaleironnstancei it thelspmmencement of the
typi cal | Y ot e’ espond to traditional newspapers and newsnagazi nes, while
news screans can be many and varied: a "raw' news feed froma news service)

I p, f I [ ' l ' S ' ,
Tho roader s owP B e o lithotlies Reddiftbiel yohonthe el 6 ©f

publ i cat i perfarin cogy hrelpasie\wperptidnk etcaThecmlection i2 fimevetatnpedtotatiew dggysgata discandf

mul tiple pews streans. By. | i ng the agagregation .and. hence the .
formart i nd Aer  aspoed Rine reiods e ey s B RS HRSs 1Reof BLAvaRS Deliet ponsions <
abl e t1® pbafR nidtesdnt digitgd iﬁmw&gummm thb péd refitibe torthsbackgoumdaraadif tier i al
control. The subscriber builds a daily newspaper. b el ecti ng ope .or nore
Cont r i bt PRS- HrdnBtesRrees iy applicatoprspecific Janney cocis FCREIHed in P Lsatiam ¥ &
each. The sé18dHoh hipealintkctivatigfli ti ons are printed 25 and bound together into a
si ngl e newspaper. The various nenbers of a household typically express

their different jidoh@EfRis citkint @5 RS ThY i5 Bk A lattGobiiéd B/ 188 berOithe/system. In
publications and then custom zing them For each publication, the reader

opti onal | yhesapeeefithe dofel§ nefrage vy deggiibed ahoive, eitherithe;marking jelemib grthe pon-yrrking
ot her sygap Qﬁ,gIs oS ot nt.Tﬁh%% ??‘{J %jlgo RRGIAGR nfY @Y1k 888, This'i0 Be TiPst) e st @REdtiatdd s

30 online, "tor exanple, | "Page One Plus", "National",

" | nt er nat ivdthethe pen by, i pppltcationBe; g indesponse ta\thesyser selesting a calerftiem laceplette. Hhred

"Sports". t . L | ' [ 1 | [ IS
(o der au ‘P bl s WA Ele3anEhley B TR Srokdh Al thib «3n o0
creating caggedmwithethei auent eic stylen &Vhen dthesitrokes oare asbsequently rreprbducedastheyt meeans.
Cust om sections i ght . reated for e-mpil, and friends' announcenents

(" Personalm‘)r?&g?ﬂflgheq‘rﬁ%?@c%‘@r@%”e@?%@%wfor specific topics ("Alerts" or
"Cippgs”). 5 . each secti g [ OD&d O L.y ifi. [ | ze,
eit he%d(;ual itativ T’li?vfre. %p&sﬁo\ﬁﬂ@n %raegg‘? ét%agﬁ;terl @%Yﬂ‘ (Lirlt cr%%?e%?%’ "%“TSP% as
alimt onlowlg flashebits “odling’a (ED) Wiandhd pen fiils to datofe apooke rhitivd toathe page, $t ng,

either qualitatiyely (e..g..high, mal. | ow nope) ., or. nuneri call . €.
as a percé‘?ﬂ“&b‘ﬁ'j./y afﬁﬁét?se@dgfm’gw ?%ea?wh%?ﬁgé%gﬁcé’d'&gﬁgg?%fglﬁ%ét%&e a
| ar ge nunipage, @fmoddeatatiBractivdtésdis¢sk"dEDL.0 a smal | nunber of |onger articles.
Each article is ideally witten (or edited) in both short and long fornms to
3”??0” this p_reAeéqheﬁ&.ofe«:]pt&ﬁd stekes iﬁw!%rﬁ&liw?]d_mgim idk_tmgitﬂ?ﬁkﬁﬂimbdgasisrforf
i ffergnt versjqns to the expected s i gtication of the reader,. for
xanpl 25 1 A GRchEREq o GAvLSSp TGRS, (8, Soogpon g5 B R A0 3P | on
I s sel ect ellifeveificdtiofl of Sighdiges. €ader ' s age. The reader can specify a
“headi ng age" which 15 takes precedence over their biological age.

The pen is wireless and transmits digital ink to the netpage printer via a short-range radio

link. The transmitted digital ink is encrypted for privacy and security and packetized for efficient

transmission, but is always flushed on a pen-up event to ensure timely handling in the printer.

30 When the pen is out of range of a printer it buffers digital ink in internal memory, which
has a capacity of over ten minutes of continuous handwriting. When the pen is once again within
range of a printer, it transfers any buffered digital ink. The buffer may provide more or less buffer

capacity.



The articles which nake up, each section are selected and prioritized by
the editors, and each is assigned a useful lifetinme. By default they are
del i ver edyb@2addssr el evant subscribers, in priority order, pegvativiss® space
constraints in the subscribers' editions. In sections where it is
appropriate, the reader may optionally-édabl e col | aborative 20 filtering.
This is then applied to articles which have a sufficiently long lifetine.

Each article whi gheslba tefregistede® with @hy MRAHeRbf préntdrs, buEbdcitBe kB stifeidata @6kidds i
rating buttons at the end of the article., The buttons can provide an easy

choi ce ( e.ngtpages;hoghyon peger andson fheqgnetwork, jpis; laggelyt imppptesial jwhighy printer a pemydter s
w Il both mhﬂn% : ' icles with high priorities and short
lifeti nes%gre t g&rn%f o@%ﬁ%ﬁ@%ﬁﬁgconsi dered 25 essential reading by the
editors and are | %ﬁé&m cribe® L eI S . :

- optional ly speci gﬁ%dsf&ggd% endl pi t;ﬂefeﬂaegt“ﬁgdry,’s el t%&%ﬁﬁwgﬁgﬁ‘s@%?%’.wﬁho or
don't <ur pefersecete Figums 8tad®rical ly. A high serendipity factor |owers the

t hreshol d used for matching during collaborative filtering. A high factor
makes it nore likely that the corresponding section will be filled to the
reader' s skéci f i NETRAQEINTBRACTIONGi f f er ent serendi pity factor can be

speci fied for 30TKH debap® phinteho603 rétkives \datd RRking (0 HEstHoRAEEI the Sef 10P WhéH b bdh
specifies topics, of particular interest within a section, and this nodifies
the priorilt peed t%@??ﬁjﬁﬂ&h Byetpage loThe Gofied data 3 of the tagsphjis f%"ﬂé’@élhecPPanH@“Fé‘d’d@’r' S

| nternet GERR&Gf LMoRindeRE isichl 3% MR ITHE MaRNlloWs el idnt®) oAb ﬁﬁﬁhﬂﬁ%ﬁe e be
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are position and the subsequent pen up position are both less than some small maximum. An object

which is activated by a click typically requires a click to be activated, and accordingly, a longer

stroke is ignored. The failure of a pen action, such as a “sloppy” click, to register is indicated by the .
25 lack of response from the pen’s “ok” LED. However, where a netpage includes a button a “click”

can be registered when both the pen down and pen up positions are both within the area of the

button.

There are two kinds of input elements in a netpage page description: hyperlinks and form
fields. Input through a form field can also trigger the activation of an associated hyperlink.

30 1.7.1 Hyperlinks
A hyperlink is a means of sending a message to a remote application, and typically elicits

a printed response in the netpage system.
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net page publication server |ays out each user's .
: attribute of a form hyperlink, to provide continuous input to an application. It can therefore be used

to support a “blackboard” interaction model, i.e. where input is captured and therefore shared as

30 soon as it occurs.

172 Forms
A form defines a collection of related input fields used to capture a related set of inputs

through one or more printed netpages. A form allows a user to submit one or more parameters to
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Figures 21, 22, Eashform ipstancedy prefergblyiassociated (35 JPhwitlany farm instapces dorived frgm
speci al - kiin R ihr@iithd £ ekiOR hidforP TR ditoWvs a1 BEt the R V@l 6K fofin tn & PRfibiAr
kind of applicadtion.” Each user "800 may be authorized to use any nunber of

print 2@ gom petinditodgerclpded frorra searghal | ow any nunber of users to use it.

Each user has a single default printer S&}t 66), to which
All input is captured as digital ink. Digital ink 873 consists of a set of time-stamped

stroke groups 874, each of which consists of a set of.styled strokes ‘875. Each stroke consists of a

set of time-stamped pen positions 876, each of which also includes pen orientation and nib force.
The digital ink class diagram is shown in Figure 33.

25 A field element 845 can be a checkbox field 877, a text field 878, a drawing field 879, or
a signature field 880. The field element class diagram is shown in Figure 34. Any digital ink
captured in a field’s zone 58 is assigned to the field.

A checkbox field has an associated Boolean value 881, as shown in Figure 35. Any mark
(a tick, a cross, a stroke, a fill zigzag, etc.) captured in a checkbox field’s zone causes a true value
30 to be assigned to the field’s value.

A text field has an associated text value 882, as shown in Figure 36. Any digital ink
captured in a text field’s zone is automatically converted to text via online handwriting recognition,
and the text is assigned to the field’s value. Online handwriting recognition is well-understood (see,
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30 2.3.3 Fﬂlﬁrﬁl‘ﬁeldsl st The system preferably maintains a history list 929 on
each user's behalf, containing links to docunents etc. accessed by the user
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The entire process, including the selection of ads and the sel ection of
editorial contenPigital ink captured in the background field is interpreted as a selection gesture.

L

Circumscription of one or more objects is generally interpreted as a selection of the circumscribed

objects, although the actual interpretation is application-specific.

30 Table 2 summarizes these various pen interactions with a netpage.

Table 2 - Summary of pen interactions with a netpage
[ Object | Type [ Peninput [ Action |
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Figure 38 shows a flowchart of the process of handling pen input relative to a netpage.

15 The process consists of receiving (at 884) a stroke from the pen; identifying (at 885) the page
instance 830 to which the page ID 50 in the stroke refers; tetrieving (at 886) the page description 5;
identifying (at 887) a formatted element 839 whose zone 58 the stroke intersects; determining (at

888) whether the formatted element corresponds to a field element, and if so appending (at 892) the
received stroke to the digital ink of the field value 871, interpreting (at 893) the accumulated digital

20. ink of the field, and determining (at 894) whether the field is part of a hyperlinked group 866 and if
so activating (at 895) the associated hyperlink; alternatively determining (at 889) whether the
formatted element corresponds to a hyperlink element and if so activating (at 895) the
corresponding hyperlink; alternatively, in the absence of an input field or hyperlink, appending (at

890) the received stroke to the digital ink of the background field 833; and copying (at 891) the

25 received stroke to the current selection 826 of the current pen, as maintained by the registration

server.

Figure 38a shows a detailed flowchart of step 893 in the process shown in Figure 38,
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printer will be unabl e to make use of a multicast when it first occurs. The

net page p catlon serve there ore allows printers to submt requests for
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net page printer and the netpage page
the original. A get form status command produces a printed report on the status of the

corresponding form instance, including who published it, when it was printed, for whom it was
printed, and the form status of the form instance.

Since a form hyperlink instance contains a transaction ID, the application has to be
30 involved in producing a new form instance. A button requesting a new form instance is therefore
typically implemented as a hyperlink.

A duplicate page command produces a printed copy of the corresponding page instance
with the background field value preserved. If the page contains a form or is part of a form, then the



server, and hi des know edge of the netpage systemfrom Wb servers. -48
3. SECURITY 3.'1l CRYPTOGRAPHY Cryptography is used to protect sensitive
i nformat ivpgh2/lsskh in storage and in transit, and to aut heptraabgoBdsties to
a transaction. There are two cl asses of :,}rypt ography in w despread use: 5
secret-key cryptography and publi c-key‘@ ypt ography. The net page network
uses both classes of cryptography. Secret key cryptography, also referred
to as symndeplicate papy pomguapByinterigetsd ahia duplioatek fyymt conemnd.y At resen pagecomppinda

nmessage. Two parties w shing to exchange nessages st, first ar eto
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verify both,that the nessage is genuine and that it has not been altered in
transit. J8WepHO}pLe publ i c-key cryptography work, there has to be a way to

di stribute publig¢ keys i ch prevents i.npersgnation. .-This is narmally done
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key and sonmeone's identity. The certificate authority verifies the person's
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key. Anyone who trusts the certificate authority can use the public key in

the certi Mithabaskground Sielfi vphnes cliscardedsfIf dher dequment eoptaing any formenthemdhe ety
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If the page server command’s “on selected” attribute is set, then the.command operates

on the page identified by the pen’s current selection rather than on the page containing the

25 command. This allows a menu of page server commands to be printed. If the target page doesn’t
contain a page server command element for the designated page server command, then the

command is ignored.

An application can provide application-specific handling by embedding the relevant page
server command element in a hyperlinked group. The page server activates the hyperlink associated
30  with the hyperlinked group rather than executing the page server command.

A page server command element is hidden if its “hidden™ attribute is set. A hidden
command element does not have an input zone on a page and so cannot be activated directly by a

user. It can, however, be activated via a page server command embedded in a different page, if that



i nformati on between a netpage printer and a server, what actually happens
is that the printer obtains 5 the server's certificate, authenticates it
with ref ayeasgose the certificate authority, uses the pubpcteaieyesschange
key in the certificate to exchange a se%ret session key with the server,
and then uses the secret session key to¥rcrypt the nessage data. A session
key) by definition, can have an arbitrarily short lifetinme. 3.2 NETPAQE
PRI NTER SipagdReriver chfhniaad hasiest‘on gelecead!’ attribute ®t.assi gned a pair of uni que
identifiers at time of manufacture which are stored in read-only nenory in
the printer and in the netpage registration server database. The first ID
- 62 is pubMi& andwanDgBe FEATURESIOFFNETPAGE® printer on the netpage network.

The second ID i i % bided With ' [ tEIbsHoR( on

t he networKk. W?ﬁﬁgﬁ%ﬁ%ﬂpﬁggﬁﬁ%ﬁgﬁ%bt he %@%g&f}agﬂgﬁa&t@? t he ﬁjr st
* time aftehndigats thit ibisi onstpage andstherefone bas interictiyeoprapestigsuBhe logp also aete ak@ gonyai r .
It tra i “ d L
rogi o1 mat Pitors BF Bl Chigh -LINBRC ol e By f By S el bt Bl P DG e
printer' s betarmoduce a @py ofithd entire fare. Aad inthsease affiseaure dptumenty such agja ticketor on
if the IDs _snateh t then creates and signs.a certificate containing the
printer's °8‘HB’P1‘§°P‘I_‘>€°§E%°‘§&BF’|‘ |°&h%?qﬁ?readlg%r§§m%%a(§e'st ores the certificate in
the regi stration.,dat abase. ,20 The netpadge reagisty.atio erver acts as_a
certificate auth Iciegauﬁospgheéqasségpypﬁpﬁ{ogrlg ?’“@‘ﬁc‘é’e‘r“b Q?'aélegﬁlg‘éasn HRPSE RAGCo ¢
i nformat i aerverl Spelah¢ppy furictionsard Haydlpd bylirking tHelogo bytton'\th emapplicksien. subscr i bes
to-a publication, a record is created in the netpage registration server
dat abase authorizing the publisher to print the publication .to the user's
def aul10 priigt er UsereHeEyprSYSTERd printer. Every docunent sent to a printer
via a page serv i f@rﬂéﬁl‘&ﬁb’%&ﬂ:e I f i 31_1912 Gy t he
publ i sher usi ngej'Elha publ i sher" shgglﬁvrgﬁ%éds%%thﬁﬁﬁﬁ%iﬁu@%gaﬂg%e sérver
verifies, pessediitaliciteqsingle page ofinfumationsimcludingt t he publisher is authorized
to deliver the publication to the specified user. The page server verifies
t he signature usi ng status of ptintersioreciorpubl i ¢ key, obtained fromthe
publisher's certificate stored in the registration database. The netpage
regi strati on server sabsefpsntergposmtables 0 add printing authorizations to the
30 dat abase, so long as those requests are initiated via a pen registered
to thelfprinter. 8.3 tdjlERAGEIpREen SECURI TY Each net page pen is assigned a
unique identifier at time of manufacture which is stored -50 in
read-only nenorye i n dobengnefunetivh memut he net page regi stration server
dat abase. The pen ID 61 uniquely identifies the pen on the netpage network.
A net page pen can " koplvelaectpageirtwork difetgppge printers, and a printer can
"know' a nunber of pens. A pen communicates with a printer via : a radio
frequency si gnal Thdtelpavienu prévides a hievdréHidahmamialién 6w foluge the netpape sysidse a pen
and printer are registered, they regularly exchange session keys. Wenever
the pen transm t Fheiogurheit fnbtion Merulisclyaes thie ésllowidpefutdtiphd:al i nk i s al ways
encrypted using the appropriate session key. Digital ink is never
transm@0ted in the griabscophopetocumeites a session key for every printer it
knows, indexed by printer ID) and a printer stores a session key for every
pen it knows, i ndexgginbycleg@itopfofd¥eith have a large but finite storage ') O
capacity for session keys, and will forget a session key on a | east
recently-used baei S grint he 6R&S of ¥dochedt a pen conmes within range of a
printer, the pen and printer discover whether they

A document function is initiated by simply pressing the button and then touching any

page of the document. The status of a document indicates who published it and when, to whom it

25 was delivered, and to whom and when it was subsequently submitted as a form.

The netpage network directory allows the user to navigate the hierarchy of publications
and services on the network. As an alternative, the user can call the netpage network “900” number
*“yellow pages” and speak to a human operator. The operator can locate the desired document and
route it to the user’s printer. Depending on the document type, the publisher or the user pays the

30 small “yellow pages” service fee.



know each other. If they don't know each other, then the printer determ nes
whet her it is supposed to know the pen. This m ght be, for exanple, because
t he pen bgbangmsso a user who is registered to use the prporauo1/bfs3e he
printer is neant to know the pen but doeaaft, then it initiates the
automatic 15 pen registration procedure®T the printer isn't neant to know
the pen, then it agrees with the pen to ignore it until the pen is placed
in a chargi ng cufhe lelp pidgedhobvionslyi unavailable ift the ptifiter isamalsie toapting in his case tinee .
1n additiqQn_tgq ubli.c 113, the tain ecret .key-exchange key.

The key ex 8‘5%6#5}@%@ qnd the user %E%Pﬁg%%o%oﬁﬂoﬁé?%’é &0t T ati on server

- database at tinme of manufacture. 20 During registration, the pen transmts
its pen mjo the i h ) r transmts the pen mto the

net page r istra?%#@g%gﬁﬁgﬁ'héﬁggwﬁgener ates a session key for the

- printer and pen Inghefolowingdescaptinnenswstis used as 2 eanppigal publication exapple ¢p illnstrate
printerg | sk '&Pﬁm‘ Sﬁﬁtﬁb. <] -tﬁi&nfté&e
pen's k%y-%&s%%&eohkey. e %r?ﬁ%?%et%%?t e @gsﬁs%ia%ﬁgilfe%/ﬁl?gﬁt&g?\r% Y,

i ndexed bysenseof pevspapley angd s whmagagine hewst the intended sropelindhsspresent destgxttiowidee pen.
The pen stores the session key 25 internally, indexed by the printer ID.
Al t hough a f ake Imethe cmtpagepystan nthe edioriad contentt dvd the radvertjsisg canténd rof pr oewcol |
only a real,pen can decrypt .the seasign key.transn t.ted. by the printer
Tnen a pr QplGEeS U PRI oag AR It BiibhE HHF S Rnbl Sy fefsBlefed,
use until dctording ko thk echderds explicitly staed aed) implieityccaputed intarestvprefilé. The ndvertising v

al l owegdsto be used tao.reques ng fill i t 30 user and pen

regi st Hat i GRS Wﬁfm%)]bug g‘bclogj%’@?to g‘%&%ﬁ%&@?ﬁ%@ﬁﬁ@ﬂ%ﬁﬂc-new pen is
automatically linked) or to add a new pen to an existing ‘user. The pen uses
secret key, rathe L C- cryption because of hardware
performan(f?éIi cons%PﬁsﬁlgbﬂéﬁgéWP% -51 3.4 SECURE DOCUMENTS The

net page system sépgrbseriber (¢an (lsaw vasy ywoyrkindscefr Bewip soureast shose dhat adeliverc Rewss

and coupo : ' ' L . i ,
it i || uplcns Sh el Bikr bils Utkms WhAF bl ot Buefthl Be MBRUETRAE. |
The publ i sidised byntdie pulilisher] nesvs suitansrard aggtegatpd either by Snewst pmblisheiar biya specialized

certifijgate i C he intak. i b) e. j cate, . " rmar k"

o nt 1 15 gRee keithaloc” N, pilicheind CivBiob HoepRhd, B, Fucsdll)  bRRER Bng,
regi ons ofneiwsmagagiges, while ltewo stoaanls qan de Snamgrund i varied: rar ‘Gaw’ nesgeferd fromns néws
regi ons which coincide.wh rinted., The dither, riges us i n, qdd_and
ven’ page e ke: SHIRPRSHHE R Throts Vs ot » farnd s Phin A s e ui &

ef fect whemail.he regi ons are viewed together, achieved by 10 | ooki ng through
the printed sheet. The effect is simlar to a watermark in that it is,not

vi si bl e when | oofrhé'getpdge Pabljcaticiesevedl Suppbrts e publication bfledited n&ws publicatiohdas

age i s.copi.ed nor na| ans.. Pages of secure docupgents cagnnot,6 be copied
P . B0 Rif i hf pbseeaion ot SBEIR SN, et DY e R SEgesana and Boncg dhe,
Thi s ext endgmdtngCoM¥wve reafb Bt dirdctiiyRtBORadAhE sePlRPisABRAb flade adl&tisIRES €

docunents are typically generated as part qf e-commerce transactions. They
can t her ef RAges Qv Yiighit ptherwisedas go edligrig) PBEM whi ch was captured when the
user registered bionetric informatjon with the netpage registratiaqn server,

as described in Ebesehseriber bygdsa dailysravispapen by selectiag Oof Or miors,cQprbyHRg Bews |
the reci pi Giblicdtidfs, Wed EdbdinglaSpeRiohalRBd vékibl oP¥achSPARINE dall§ editidisUfe printéd1e

usual way. The unique 1D of ‘a secure docunent is only valid for the 20

. . : b .
|ifetif® omdtbeandtegethesinto a single sewspaper JHhe vations embersof @ hansehald typigally express
non-cont i gyey P NS Ma A& by Ri&HhE iR PMW LB hrld ChdrP QB2
secure dog%ineﬁtfye\r/égrfuﬁcati on pen )z:an begdevelnope i thdﬁgtslgl t-1n feed 51(1:%? on
.verificatitbemfailure, to support easy point-of presentation docunent
verification.

For each publication, the reader optionally selects specific sections. Some sections

appear daily, while others appear weekly. The daily sections available from The New York Times

30 online, for example, include “Page One Plus”, *National”, “International”, “Opinion”, “Business”,

“Arts/Living”, “Technology”, and “Sports”. The set of available sections is specific to a
publication, as is the default subset.



Clearly neither the watermark nor the user's photograph are secure in a
crypt ographic 25 sense. They sinply provide a significant obstacle to
casual foxgapm2esénl i ne docunent verification, particul arl yceausgoss3o
verification pen, provides an added |evel of security where it is needed,
but is still not entirely immne to ford@ries. 3.5 NON- REPUDI ATION In the
net page system fornms submtted by users are delivered reliably to forns

hﬁndl fers 30 and 'ﬂf)elerea?d&Sdaﬁtﬁr&nhnhaﬂﬁm \nadspﬁjébr@t ﬁgﬁlﬁxgp«ﬁ@ﬁnsaercu@fss eacht oneS

t herefore j npossi bl e r recipients to repudi ate ivery. E-cQ rge
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« i npossi bl @nidihcdniftsPEPESodal), B H6H &bﬁmﬁngr newsd feedsERSECHRSHE GofildViviatRorks MoDEL
4.1 SECURE ELECTRONI C TRANSACTI ON (SET) The net page system uses the Secure

El ect roni CCHPRIPZS3Xt i on (SET) system as one of its paynent systems. SET,
* havi ng been devel oped by MasterCard and Visa, is organized around 5 paynment

cards, @nd this Fos epelx segtiane thej rpadeneptioaslly spetibepyits sigpneither qualitatively e.ghsbort,

systemis Jj | =T [ e,

Syat s iRl 8P ER) oftymieCaly 0 00X AR 3 imbR oP ol 3 el ||
certificatof aduertising,t sithem qualitatively s(eegd hight mowmsls low, ceane)s or omugricallyg(iehes ra
public si %@1%'&%{5% keys. The certificate authority verifies a cardholder's
regi strati‘on eﬁ?iils with the card issuer as appropriate, and verifies a
merchant's 10 regis [,on I 1S W LLer. 8 [QPr J .

Car dhol ders andergrrt\'e?r%{i‘g;nélgo %q%géa?yteﬁgfasrsgr]aeérg%&e? ?e\c;fér fgfalr ea%g%gllioog glg%&ﬁ?%rﬁﬁlécsi/%r
secur 1y arsniallmumbercofjloriger articléd Eachoprtidle ispidsaiip miritien (areedited) tihbale sloer andflompat es
are used to wt ual | y_ aut henti cate a nmerchant and cardhol der, and to

aut henticef?’énst?n%“rﬂ’ﬁ%fhffqtﬁe'feﬂ?‘ paynent gateway. SET has not yet been adopt ed

wi dely, partly becayse cardhol der. mai nt enance ,of keys and 15 certificates
s consi der ed busHaREIBY HIAY b PRRER (OB T ARTSRe PO 19 BAF I STRFRECy

ﬁnd certi fsbptﬁﬁtiah Sﬁdﬂ%f&w&éﬁd&ﬁfoz@i&in;ﬂésérwgg(\k;‘% chamdiirs | ehﬁtﬁidh uR€ GeRiony, Tae ApppéEiawOr d
ave nmet with sone success, 4. ) n the netpage systemthe

net page ré’ﬁFéoPr‘éts‘?l‘Eﬁﬁedsaé‘F?FQF‘géeg’%e teader's 9o, Lherepder can W@?&agg‘%‘g@a&ei ."g‘.“’ht he
car dhojglerikel pres¥aéndedyerendir Bibisgeaagd. ons. 20 The net page system uses
bionetrics to authenticate the user and authorize SET paynents. Because the
systemis pen- bapgiaridifiowhtiPiRke ufead® Stib® ark REle &P AndSpridRrized Dy R QfiveEsU i)
consi sting of tine-varying pen position and pressure.” A fingérprint ]

bi onet ri ¢ eaethisaassigneden usyég Igtinere Ryodafany ey precdeliveredito albmelevant subecribpis, fsen)
al t hough ghiofin i} ShbEQ%S spaddonttiils RlndbuBERbid Gatgll Onl y affects the

capture of t I onetric, not the authorization aspects of the system 25

The first step tgp beidy ke il § ﬁé?@awt% Sptiddaliy GhadleSbollaBbratins” * S

bionmetric with the netpage registration server. s'1s done In a

cont r 020 ediligring. Thisrie then applied toartiglesovhictbhayk a syficient!y long lifetimetHack artighe vhich

captured a}.@faﬂ-iﬂ | . Bl Qrgﬁ'ﬂ ' LTl heuQbOfRI ri €
is capture ang fgflg@lg érﬁvefﬁlé&i?gglggﬁtg?%ﬂ atgta%%es?éf X‘Ie{bhlfg‘g%{ 6h-l;t eah'ser S
record. THuttossesah pravidean gasyphoits(eg Yikedhanddidisliked’ ) mpking édnanlikely thitodades t he
record. T r I regi stration process is 30 conpleted, and the
resul ti ngugipi%\g;ag ’g‘géﬁgﬁ‘sgﬁ"’e"' key and certificate are stored in the database.
The user's paynept. carg.i r .on_| S tored, .diyin pet.page
fegistration Serg%t},cfegn\%uthg Efgg ;g%;'xhes ad> stdrt ety gl% thé&¥eford gfféclﬁsely ctogm&red

25 essential reading by the editors and are delivered to most relevant subscribers.

-

The reader optionally specifies a serendipity factor, either qualitatively (e.g. do or don’t
surprise me), or numerically. A high serendipity factor lowers the threshold used for matching
during collaborative filtering. A high factor makes it more likely that the corresponding section will
be filled to the reader’s specified capacity. A different serendipity factor can be specified for

30 different days of the week.

The reader also optionally specifies topics of particular interest within a section, and this
modifies the priorities assigned by the editors.



information to act as the user's proxy in any SET paynent transaction. Wen
the user eventually supplies the bionetric to conplete a paynent, for
exanpl e by 02/42938 Signing a netpage order form the prinper/AvBLOI580 Yy
transmts the order information, the pen_ ID and the bionetric data to the
net page regi stration server. The serverlerifies the bionetric with respect
to the user identified by the pen ID, and fromthen on acts as the user's

proxy in conpl eftTmlgspééaBofEiEB'rcfiﬁeﬂﬂﬁtenﬁet m_eﬂiohmffectEthé.q’iaﬂﬂtﬁml clihﬁmﬂﬂh Mhickhe
netpage SySt6ﬁ1InC es C nism m CL O-pa nts 0O a ow t he ser
Lo Bads onyBARES i b SAINPTER JUe GFacer PHOPAY SPERTIES SRR (on fevep ITAgEn o aliny
for copyi RfiagedRY bt thEORHABRE bf sizPOimASGSE Rbtyredhced, théh Mdab@Vndy e dukOéred @t e

rei mbursed for expenses incurred in printing advertising material. The
latter depewersualify (e at loywsr regplution,er With geaterepmpression) Ademativelyeall these of thy
CWien the Uskfied, Sk lduilidy OF inkigt CBIRECEmaPbd Uik account is establ i shed

whi ch aggregates m cro-paynents. The user reCelves a statenent on a regul ar

basi s, and can S&Mgﬁb@wvee%éﬁm s RS Bbvy ggﬂggeg S itis b mBhiy Fakdes

payment nechani sm The network account can ten ed to aggregate
subscri pt iapnlotadized. {Tbis ipenives dpesifying whetherrimite atedmperiad ovmpisic v koeal imepone etk ed

17,0 S el Bl el T Sl U1

appl i cat i aonotgtionbThesd preferdnest aee desived foge the r¢aderf s lacadifycliyi defaujtD 55 i n t he page.
Subsequent input through the page is tagged with the transaction ID) and
the apii cati on Teredixerreidmgdiffecultios emsadihyi pdor eyesightp thereddat eptionailyespecifisra t he
user's inpuyt.. 20. Wien_i nput occurs.through a page which . s not..

User - apeciHesl PRSIEAG for Sl Bon Bt igCnf Sleh drldued aSiTdinglye pdlem 1 ¢
t o est abl iisformation i aeédmmdiates joh eadh pageanpl e i nvol ves adding itens froma pre
printed catal og page to the user's virtual "shopping cart”. To protect the
user' sf pri \é?cy, Tﬁué\hug{age ik @vhighi ﬂlmewu@elslichﬁbrﬁﬁ pubtishied end hecaeéspa?]@gsmﬁ em
is prefera .hot divul ged to pl.ications. This is to.prevent different
ool i cat 1 SReginy s aarapert ohite QubRStcnzan apth Gt BNy Sny: HOVeHHIR od
behavi 18 alnefRbesystdit@ar e ddafifuréL@ pfviddlaufdhati S fritBlatibmshAedd i Wiribdsguies. an
anonynous rel ationship between a user and an application via a unique alias
m 65, as shown in Figure 24. \Wenever the user activates a hyperlink tagged

with E het 2291 st AbvisknsiNd LOCALIZATION MNDTRARGETINGDag e se_rve[_ asks t he4net page
registrati on ser [ . ¢ .
together with t h%ﬁepgéﬁgoféﬁ%g%%% %l";n?%togi%ls gﬁ@é%yf#’%e{hgﬁdgéﬁf% icgntflf%’en

submi t t ed Hecausaivinyigiag ks typicallygyiqrkd wedxploit theléditorigdgbntextt Travel ads, for @kampls,tasd e

I nformation i xed by alias | and.is abl.e to . retrie user.-specific
state nf GPoreEREH pmkatie adtsl s G e ofvgre, Buf Tl Be YRl Rkl lfen
-54 T2 sdsedrtiser ¢ind thereforett@ the publisher) tleyia id abilityteratttati largt aumbets ¢ff readetsowith
signatureéﬁe‘g fﬁr each.. of a user's applications, to allowit to sign
appl i cat i e HEhEAYMOETAPBICS on behal f of the user using only

application-specific inforpation., TqQ assist th rem | routi,n rocduct
oo ode CUPe S hisstive (iAo blaed g they fests G, R Pt BrpSbtipid, Dhril
appl i cat i qistepiinbe prdkimifyf tot pheticuke rserfvides, aetyilersl 8ieS rand fpaRicolat iiterdsysPafd. condérhs

application is gssqciated with an application_provider) and the system
ol nt i ns HHPCREEIM o6 ook RIS o8 ERVIOBEPTtc BeosmeRRcs drtgEmne gger PR to

cr edi t 28N thnd pRbtcubdtRnPaOWIRBNIKEN spéabing batteisough fees etc.

A news publisher’s most profitable product is advertising *“space”, a2 multi-dimensional
entity determined by the publication’s geographic coverage, the size of its readership, its readership
demographics, and the page area available for advertising.

In the netpage system, the netpage publication server computes the approximate multi-
30 dimensional size of a publication’s saleable advertising space on a per-section basis, taking into
account the publication’s geographic coverage, the section’s readership, the size of each reader’s

section edition, each reader’s advertising proportion, and each reader’s demographic.



An application provider can be a publisher of periodical subscribed
content. The system 10 records the user's wllingness to receive the
subscri begoplplossat i on, as well as the expected frequencypof/Apohbiss@t i on.
4.5 RESOURCE DESCRI PTI ONS AND COPYRI QHT A preferred enbodi ment of a
resource description class diagramis sh&wn in Figure 40. Each docunent and
content object may be descri bed by one or nore resource 15 descriptions
842. Resource dd8sseimparisomvithraglier mediay thgaetpageesySigh allowethecadnertisiog space fochrent

set, whichyi ' . Pt | f Al i -
Dbl i 1 Corghiedi BEREPAal? andlols'safler HBEEHT] ¢ 18 o BRRLAP LSRRG SR
Resour ce Debesalduticlnserffe sewsovakue( RDF) . Ot her net adata el ement sets may be
used. A resource description nmay identify rights holders 920. The net page
system 20 aut oneFdr eairhple,tthe saficcadventisiny “slgfitcah de solfirim nanying psoponions ¢hieveral
- hol ders. when users. print.c ri ght content. 5... | CATI ONS PROT S A
c ommniZ aHseg SitB sivicyal fobies e AP IREINERHE YT RSuEN oo AR
entities. okﬁhdtﬁb?,oﬂ&h}l’ﬁﬂ@eﬁiﬁ%tHé@‘rop@ﬂiohbfﬁﬁc@Mo%ﬁcMﬂ&tiseﬁri nters and
servers utilize a set of defined protocols to 25 cooperatively handl e user
i nteraction W t hrHeh Getpapl PABRNS WBSWINad velising) 6 1o CRikell Sditeblly! 36 Ideiaded Rifodtay Of
a sequence diagramin _which the horizontal dinmension is _used to represent
message f wefmn%en fndeonline pyrehasing; Ihibarefoe raises the intrinsis yalus ofthe advertising spacsch
entity is represented by a rectangle _containing the nane of ,the entity and

a vertical col unBeepissy a&eenalizaior ngnd lecalizatign e handled; pytgmatially by methags ne
an ent{Qg y paliclién sérf&s,! ad ﬁ&\}e&ﬁtﬂlg]csaeﬁﬁiﬂ%%r 3 ProvidedabiRaSly! lbrlaﬁ- cdvefalsd Bf tHoth

time an entity is active, the e i s shown as a double |ine. Because
t he prot ocePgsanhymad demestaphics cThpsubsaquent disageregation: istefBisient heqapsedst is qutqredticnes

o ot ool . e/ mtts i i SRR, B AIERY ARV R BB e W B

of a subsdlitegtly captude ladvegtisingp Byew ¢hwlugh thes idvertising aggrggater i 3akifg k gproporiiemblr

of users r scr i . |, Qelis cal | icatian. . jod | may
be laid Otr}?y %‘lﬁ#‘fﬁerrggéﬁp ?f‘l&bsﬁ?lg%k% Eg%rcggﬁ%?f @?g‘ﬁ%&\}m Jsgﬁg?ng gf:%ten?rgf#cgg%t ent
such akb t exftaggregdtjonc The adderiising aggrbgatort &cts 3 @n sintesoedigny ibetweeke latdvertisers and
protocol therefore delii/er docu n%iﬁstr ctureﬁ t‘g).i dividual printers via
boi nt cast PR By placs, G by aserisainent o s Ple PUbLGHORY ot The

docurent 1 om art FEFEL GRlRe st Plaeatel o pelodBE SHPRBYR 30 e B PRI than

i ncl udi ng adt slacdmentniarthe bﬁbmﬁomgedidam cOuRitérpdits betadsd the publicutios \advertiding
ol | Cat | GHACE B SFDIesy BAe Jorng te il Gopplottes of eOhos P apsh peEpeRy
nul ti @t sabetidied agprdghtors dnd pubBshers| B piereSEIfort Of TRE hdtSagh sysedi Brovides adnl €
key. The- pag);}aserver uses the application 1D and_alias I'D tqg obtain from

the regi stauiomaa suppoptdler thete negptiatiops eluding suppon for swomgtebayetions of adyqriising 4

printer |[3phe. AWdiatiod RYpaafeutXly! desikdbleyfo? %eeﬁh&ﬁnﬁpéﬂ AdNErtigeRiRnds Gl Banefie MBY
be the user's default printer)) and the app 15 The

. I dcation's certificate.
appl i cat i ¢Hall amaynts ¢fiincome, sach highlydocalizedadvertiseqents.f y t he nessage

signature. The page server's request to the registration server fails if
the application Puseplrsementhas beon gegotiated. Sharaagegatprieantures wnd edits thecadyertisesen 08
The pase SEH Y& | 808 SerdaCONRAbordi bEbREABESRdS hg ds
t he page (?gscri pt ?ﬁdr%s?ﬁ%t%gl up?Qng page ?ODS d',p&tggmt%g pri nt e&acfﬁﬂ?efrllﬁcbu es
t he rel evdhe relavantaptpage publication seryern Whep thenretpage pablication sprvemlays out gadhi useds
to.

%
=

personalized publication, it picks the relevant advertisements from the netpage ad server.

2.3 USER PROFILES

23.1 Information Filtering
30 The personalization of news and other publications relies on an assortment of user-

specific profile information, including:

. publication customizations



It then returns the newy allocated page IDs to the application for future
reference. Once the application has distributed all of .the docunent
struct ur o ogsdohe subscribers' selected printers via the peravenéisprge
servers) it nulticasts the various subsets of the shared objects on the
previously selected nulticast channel s™™B0th page servers and printers
noni tor the 25 appropriate nulticast channels and receive their required
content obj ect s.e TheyllsbomtivdBermplvectérd popul ate t he previ ously poi nt cast
docunent structures. This allows the page servers to add conpl ete docunents
to their databases, catactidétaitd | oOws the printers to print the docunents. 5.2
- HYPERLI NK ACTI VATI ON PROTOCOL A preferred enbodi ment of a hyperlink
activation protacol préefitinfpréféteddegur e 4S. 30 When a user clicks on a
net page with a netpage pen, the pen conmmunicates the click to the nearest

"~ netpage printer ffl custdifization Cbf |adgﬁlilic5tidi5 is' iypidaBg epubhéhtion-speiic) QAd Odd tHee
page. The printer al read_y knows t 61 of the pen_ fromthe pen

connectd orfusietsiegiiog information isgnaintaiaed;by the ekvemflelmerpéel}cawaswe DNS, the
networ k address of the page server 10a handling the partl cul ar page |1 D 50.
The address may A collabasptiveefiltesing vactercopssts of the aser]s s3tingnef & winhet phnewsdtemact ed
with the gp e I er
%cogggtg H}fct{l'&? usk} 'ihtérgs{)@"@{l rdfie gﬁl?oﬁg of &kni &I‘.Mienﬁﬁt‘idﬁ%

I D 62, the page | ocation t server. e page server

| oads t he Adthgeghdtbere afephenefits to ingiataining & single co lpweﬁlmna N@Ict@ren@pmdq@tb' qtm ch

i nput el eng f e cﬂ%a:h
i nput el emeﬂ%’ I s a garnl011 Q‘@@&w@ﬁ“@?ﬁfg’?@e@%@ erver t tal ns the
associ ¥l edectppior eagh pwbhchlimnﬁ thererisl hkaly]to He[ndye pveslapl betweanrthe vestors of| sabactlbrﬂds

t he network addr i

i 0 The ﬁge%mgé’}l &F us s %ggcﬁetﬁ B?g?gﬁob%ob?gﬁf}}etnﬂé’ coaﬁlrogg%%dnggé\%h% ser | D
EO fr ;)_m L hehketsguosﬁalnatol pgeseﬂgts\use_rrs (chb)lalmrmive ﬁftmrflvbcmmaeparggfghm}r:ﬁid of its bralqdl.ek
yperlink reques n S,.a per | i req rlin
request oLt B Toynd aepBerS  Chllpborhuth SiRBE pser S oo ke Rl BF 20 s
the 1Ds ofreltviat defagepibliogiod séiverand printer, and |dent| fies the clicked
hyperlink instance 862. The page server then sends its own server |ID 53,

the hyt@rlink regsiftst detailsidcludifg bamb, stieed hAdceds,! TP e&al istate icouhiry,l Rephone
applicatio oduces a_response document . accor di n to application-specific
| ogi c, and‘“ﬁ’gﬁrél%gla bal; By pavire+ and preaintaiged by nefpagefegisiratiph sever. ¢ hap sends t he

docurrent to the age server 10b responsible for the docunent's new,

al l ocated ID, oy preferences, incliding thasp {on guaniifies, dates, andhtimery afen ikewise

hyper | i nklgl SHAHER imalntAinedd thEREmS 84 fnd page server sends the hyperlink
request and application IDto the first page server to obtain the

correspondi Nng USgHe b@uﬁnﬁtm%f BdvRftisinl felfes Jthﬁlef!oézﬂfty RGGe8 Sh BE uledisCohfact he
request if the hyger i nk request has expired o for a different

appl i R i dlgtails; cthe targeting of pdvertising, reliss: an @srsemé mf@lma“%ﬂféri’éeh%@f bihe
| Ds 50, r Smdrg ity et Lol géplﬁn e
conpl ete %%ergent to Itsﬁgﬁﬂ#%&@&%&gﬁ&ﬁ%ﬂg@gﬁ@aﬁyﬁ%S sg%tgvgg%lﬁg’a%age éeh
descri pti cand income range.equest i ng printer. The hyperlink instance may include

a nmeani ngful transaction ID 55, in which case the first page server
i ncl udes the tranyatbqspamm whophposh@m@abmnslénfom@mtf@r adyestisingapurpeses, e s

Il t he,f) Y
hyper | |or¥9ﬂ'ﬁ£ﬁ hyper%‘?ﬁkﬁre i u%OEQ&%r ]tncth‘é%Eé?féé 0}%"& ©

hyperlink activ user a
"al i as29 eciuformaﬁbnatdtvelhblug cani tx tangeted ointhe bamoﬁthq @amdxﬁppagssosmd/mth slvmder ot h

t he pen mﬁg,o%_l_&wyperl ink's application m64 to the registration
server )

Each user, pen, printer, application provider and application is assigned its own unique
identifier, and the netpage registration server maintains the relationships between them, as shown in
Figures 21, 22, 23 and 24. For registration purposes, a publisher is a special kind of application

30 provider, and a publication is a special kind of application.

Each user 800 may be authorized to use any number of printers 802, and each printer
may allow any number of users to use it. Each user has a single default printer (at 6'6), to which



| I to obtain not just the user ID corresponding to the pen ID but also the
alias ID 65 corresponding to the application’|D and the user ID. It
i ncl udes wha2abdsas I D in the nessage sent to the applicatipgmamhbmssong t he
application to establish a user-specific, context for the hyperlink
activati on. -57 5.3 HANDWRI TI NG RECHANI TI ON PROTOCOL When a user draws
a stroke on a netpage with a netpage pen, the pen conmmuni cates the stroke
t 0 t he negrsdedical phiplicgtions rarsdalivered be defaulg keehilstopages primta] drhdenmad areadediverep &t h
on the pagge. The printer. fgrwards, the.pep,ID 61) it rionter. | D 62, the
page S0 o0t ol Wich e U5t B mlerglie Toe Rrier koeps Tack o P lioness a et
- page ser Vdias haBéiized 1€ pANOR tHe useris ef20l phiniefl 04 publisBel dbgs aberepid ehe IR 6fl any
determ nes which input elenment's zone 58, .if any, the stroke intersects.
Assumi ng tR¥EICHaT BRRY tbqtﬂﬂﬁﬁggﬁs%lﬁ@ﬁ‘?eIPsWh&nt“é%’Eeq‘F‘F“é‘rd 878, the page server
~appends_the stroke to the text field' s digital _ink. After a period of .
i nacti vty in th¥hemaases subperibes 898 to @ puglication 8017, thespybligher 885, fe. application 1D
10 and t heypgadigng) 3¢ htkGided Qo tpiiat (9 pedifidal PrineéiCorV @b vkdr'd @&fanlt printer. This
interpretation. The registration server identifies the user corresponding
to the perputhgrigntign ean be seuoked at any tipacbiihe asesEash neprmay ibave seweral| pege 801, but a
Ler R et JeiSs SRUAKES: SReRA o sGTs bithdriza? R ol palRSaf BAEH IRH vl Frincer
strokes to text, the rengtratlon server returns the text to the reguesting
page ser veaecogiizes apy gbthe user'epesppends the text to the text value of the text
field. 15 5.4 SI GNATURE VERI FI CATI ON PROTOCOL Assum ng the input el enent
whose ¥One the sTheopea IDhisarsedbtot locatestha coireppertdingeuses profileggditaineibby a garticalay er
10 appends . i ur ' ‘s digital ink. After a period
neEﬁ)E/lEel %&%@%ﬁggég%&b a?ﬁ%lﬁﬂ?elmlﬁ k}fls/

of inactivi € signature tield, the page server sends the
pen 117 61 and t endi.n rokes_t.o regi strati.on server 11 f .
verification. | tkgvlvébo@'s' | %sgiﬁﬁgn Seoa“;lbop | c%’tP?%#]OleB&C'Q%ISI% et B W @Low[

form of wWelhpigee ari nptmigel decuimests @n¢anntpred tduring Wb [brovesingt th de feconveniexdtlybfrimed
the current data conh’ent of the form The registration server identifies
the user cO'PLRBENACHIEITI Y e pen, and uses the user's dynanic signature

bi ometi)'%c 818 to. verify the strokes as tq& ?ser.' S sivaiaa'é%]re. Once. it has
verifi &l the si ghthRftReEe pysiem cagceliect, pp Brhali of g BrintErreviflef fees and commissions 63 64
and user liktdpid dathell dBOUSH publibRions printed o fHei eevideds pripRes. Such PEdMAEM include

signature key. It 25 then uses the key to generate a digital signature_ of
the form Bréetsiagiges él“il‘rﬁtl@“%éeﬂ PHPRRPICE Hens, W?WF%%&F&F@%@

server. TWQf@@g&gﬁe@ﬁgﬁ&pﬁtﬁéﬁn@}Pj,og,ﬁ[ar_si gnature to the signature
field and sets the associated forms status to frozen. The digital

si gnature incl udgghtdi§ Mo 12§ a hetphse REcubh0GAEER R ABculitfike mithd-Sebil hihVs a
single formto capture nultiple users' signatures. 30 5.5 FORM SUBM SSI ON

PROTOCEY. ristite (wrh axjthespdsserived in Be peecedingwasigstahy soatctsiewils 857, inclndingaigrmei n
fﬁ)gggﬁs 4 ?hagﬁﬁ%sg‘tag%‘ gtlmeﬁﬁdne Nm@fiterd; Sgibal FrefefthéBs NYRET inkRling Chrividy, | @dfivery! addUS
localization settings; any number of biometric records 817, containing the user’s encoded signature

818, fingerprint 819 etc; a handwriting model 819 automatically maintained by the system; and
SET payment card accounts 821 with which e-commerce payments can be made.

25 23.2 Favorites List
A netpage user can maintain a list 922 of “favarites” - links to useful documents etc. on

the netpage network. The list is maintained by the system on the user’s behalf. It is organized as a
hierarchy of folders 924, a preferred embodiment of which is shown in the class diagram in Figure
41.

30 23.3 History List
The system preferably maintains a history list 929 on each user’s behalf, containing links

to documents etc. accessed by the user through the netpage system. It is organized as a date-ordered



- 58 defined in Section 5.2, with some formspecific additions. |In the
case of a form hyperlink, the hyperlink activation nessage sent by the page
server 1Qyb@zidsesapplication 71 also contains the form | DpEpazotoishe
current data content of the form If the formcontains any signature
fields, then the application verifies e48T one by extracting the alias ID5
65 associated with the corresponding digital signature and obtaining the
Cor r espondist) @ prefeied EmbedimerdtiofWhich & shew mithedlass diagam/ia Fighie 425. 6 COVM SSI ON
PAYMENT PROTOCOL A preferred enmbodi nent of a comm ssion paynent protocol is
shown in Figure 47. In an e-commerce environment, fees and conm ssions may
. be payabl @.4 r omisreLLiGENTRAGELAYODT provi der to a publisher on click

t hroughs, trans [ n ) ] SS1 e QIMYE Sl n
conmi ssi ons rrayagtesg&gae@pggb;%%@f ?eom t he pu@b?llyggEl r (?13 @Egpn%r ovi ?éérﬂpgl?er%he
- printer. Tewsoraligedrpublidation quie sectiaiEbyssction hasis Bince mastadvertisdmaentsare in therforzofon

credit Fraomithe target | i.cathon L der, 170 ATEL nt) to the
sour ce gapﬁfei'(?a .Tugﬁr%ﬁgsﬁgg?e&%lﬁqgﬁ&éa%%ibgﬂogeﬁh?ggm duafl%nfepgm t he source
application provder. 70b to.the printer proyider .72 .Th ar get | igation
receives the hyp |ﬁdﬁﬁ{g%ﬁgg?°r§|§°ﬁ°8ﬁﬁ 4 eb’ee‘{‘glél?z Wgaiyi’ﬁ';y\‘/ﬁ%%ﬁ"?ﬁ@& rafiéh
hyper | i nk ondndividal pages iwithircttle settion] @ad thelad dayiont figarithmn exgloifs thidlEie dlgweitimisget
application nheeds to creditlthe SQr e a.pd'hc i.on .F]rovi er, it sends the
2Dl i cat | GG Efenta: Byseriops SR gl Rl S HPoE onia3Y spdbees BRFDR oisne
hyper | i nk foiefiofifd niakriall bseciiR@ity Sithiethe Yablicatie bedapsr bf i lspécidl (fesire ront @o-20
identi{d:1 t he é-gﬁ%éf aEpI | cation, and sends the credit on to the rel evant
regi st rat iYGps & ERaSoget her with the source application ID 64) its own
server m 53, and the_hyperlink request m The registration server credits

the correspondi nEheagsiiorialagqnicat sglectad for the usex, dpglpding text and agscipted, imagesand; o

appl i cat i Qpaphice)Yd MeH laid dut hdt8rdBizRb Vb ARtheiOMleder needs to credit the
printer provider, it sends the printer 25 provider credit to the original

page server togeffiCinti %Bcésnen R thb Bectiohl WEAds ahP thelRcRGDE RGN CoMSRS
the hyperlink request IDto identify the printer, and sends the credit on

to the relmishbriterased ance theileyputlhas gorvergod,de pitsmphia moreislosgly pehieve thpyserjséated
regl SUML i 8iof Sk Grerbiefitt] frhe bikfioff Bzt HRAGEHLL X, Fowabé! b@ﬁ:?l}éié%e%r% BfeF i tver

81. 4. e source application provi ler 1s optionally noti
i dentity dime; dlowing signifi@ot dgypno-dasonariationsr ovi der, and the printer provider of
the identity of the source application provider. -59 6. NETPACE PEN

DESCRI PTION 6.1 PEN MECHANI CS Referring to Figures 8 and 9) the pen,
gener al | y 2i®si gnBOCUMENT FRAMATence nuneral 101, includes a housing 102 in

the formof a pl@ofdel 6 dsBiminde RaV bitgitViglehdoddd Tordetfitivit Nlistiabution tagd ipersistent
space 104 for nbunting the pin conponents. The pen top 105 is in operation
rot at abl y StR5HS8 thepetpage networ

20 The primary efficiency mechanism is the separation of information specific to a single
user’s edition and information shared between multiple users’ editions. The specific information
consists of the page layout. The shared information consists of the objects to which the page layout

refers, including images, graphics, and pieces of text.

A text object contains fully-formatted text, preferably represented in the Extensible

25 Markup Language (XML) using the Extensible Stylesheet Language (XSL). XSL provides precise

control over text formatting independently of the region into which the text is being set, which in

this case is being provided by the layout. The text object contains embedded language codes to
enable automatic translation, and embedded hyphenation hints to aid with paragraph formatting.

An image object encodes an image, preferably in the JPEG 2000 wavelet-based
30 compressed image format. A graphic object encodes a 2D graphic, preferably in Scalable Vector
Graphics (SVG) format. Other formats may be used for text, images and graphics.

The layout itself consists of a series of placed image and graphic objects, linked textflow



one end 106 of the housing 102. A sem -transparent cover 107 is secured to
the opposite end 108 of the housing 102. The cover 107 is al so of nol ded
pl asti cs,wamdipessf orned from sem -transparent material inperd@oinssenabl e
the user to view the status LED 116 nounted w thin the housing 102. The
cover 107 includes a main part 109 whi cH&ubst anti al | y surrounds the end

| 08 of the housing 10 102 and a projecting portion 110 which projects back
fromthe robjedtshrough hichnedxi bisjectsviloR] hyperlinks ragd (inpudifielils s alesclibdd bsvepand n

the walls 103 of the hqusi 102.. A radi o antenn 12 | unt ed behind the
bt 0] bot | g ARk JhE Gy Tt IfycHt Shieethra e " Sape . T S upssp Compaet
+ surroundi Fem@absEbe ferefficichd disebutidhng sisfage. 107 are arranged to receive a

metal end piece 114, including correspondi ng screw threads 115. The netal
end piece 114 is renovable to enable ink cartridge 15 repl acenent. Al so

mounted within the cover 107 is a tricolor status LED 116 on a flex PCB

117. The 2yHpRe82 néfpadelafot®d gted on the flex PCB 117. The status LED

116 is noUMERont tn&ﬂ%ﬁ%ﬁw all-around visibility.
The pen can géﬁte bot h as a nor nal gﬁk&ggléggk pen and as a non-mar ki ng
styl us. Ap=—28-t—Ers: ; i and a stylus 120 with
stylus ni h"@? are i ) : i 5 =t he housing 102. Either the
ink cartri } é@g&o“w SHyHs—R-P—t2t—ean—pe brought forward through

0 la¥l I’\
open end 12BPBIE ¢ h %‘mti on of the pen top 105.
Respect i ve—sLi-der HERPhIc object H to the ink cartridge 118

.
and styl ugrexfiow r ed] oWy A rotatable cambafrel 175 is secured to the

pen top 135 in operg@n _ to 25 rotafe therewith. The cam
barrel 125 _jncl udegOpti pet | f ot within the walls 181 of
t he cam bagdyperlinkCar |lowers 127 and 128 projecting fromslider blocks 123

and 124 fijt within Zére cam sl ot 126.}- On rotation| of the cambarrel 125, the
slider blgcks 123 dApplicdtioroie etee! at ifve to each of her to project either the
pen nib 118ejl@r stylfmypeni b 121 out though the hole 122 in the netal end

pi ece 114.| The pen g3 fes of operafion. By fumng the top 105
through 9Q steps, 3Fodd B are. oStyrus 120 nib 121 out; Ink
cartridge Wﬁﬁr?ﬁ;b Bshd Ut anmd—NeTtfrer_Tmk cartyidge 118 nib 119 out nor
stylus 120Tmro—Izt out: —60—A—secomd—ftexPEB 129, is nounted on an

el ectronics chassis 130 which sits within the housing 102. The second fl ex
PCB 129 nounts an infrared LED 131 for providing infrared radiation for

projectio nto image sensor 132 is provided nounted on the
second flng'RPCB ?gguﬁg'ﬁ'?%?%?%ﬁ}d reflec%gd_ radi ation fromthe surface, The

second flex PCB A8deseribed aboye, for Burppspsef efticipnt OB fRd,perejsient Fforage on the
i ncl udes  afygRke fetwotk dskRipedifie pige 14yo6ta ¥Phrated HnthE ittell Objets toiHieh it ferd. OF

controlling operation of the pen 101. An optics block 135 (forned from

ol ded{@l ear pl apthes 2 )subscfibedYublidafion {3e4d9\t6 be tidtfibaied, (A MitFigt publitatidn§ sedeed
beam onto the surface and receives inmages onto the image sensor 132. Power
suppl y wi rallecatese with the belp 1of thecrninsee 7 servernl, iapunique dBigr £ach pagespageyinstanse,
battery copbafidm, ahd dociefitindiRe.OUNt ed Within the cambarrel 125. A 10
term nal 138 connects to the battery contacts 137 and the cam barrel 125. A

thr ee vol t T echaggeabls Gl P9, Spdaist hibls o el bbb Sk o

contact with the battery contacts. An induction charging coi
mount ed ab@wlticashehagpel faieach awbseiCand)then tags eprhiyser-specifialayout gvithfthe names-oftthe y

139 vi ggi ' CRarkd % j nf 43
and infr a;}g@ﬁ%ﬁg%ﬁ%}geﬁ@z%%@%ﬂéctl ng c@?{ggfg%g#gi\‘?a?%y{“ﬁe%gn&#éﬁg ee
12S when epditenststeach wser/s layout® @ that uskrls frintérmiia the mpprophipte pags serveryandowlhienrthe
.witing, ipn.order . I det.er n ' h i .i.ed..t 0
the surt adRiie Safbaey FyleS SR Fhpfkiatly ) oh Wecisdh Gl AhsPRBsliGE
det ect s | i ppfivitcasy, eaoht gage kdrvel ahd piidtér subscribed tocthe amulticast @hamméle spekifiend im the pagen
- the slider, bl ocks .123 and .124. bber grip pads 141 and 142 are.proyided
towar ds ¢ HEVfR DVERE The"PHLSHs, e oo ad Bl el Bmg o e Rpp s
6.2 PEN OONTEOLLER, Thp por. A0 e or s anobtE T o determ ne. L h poei L} on of i (s
nib (styl YWE%%&OBW%WM%%%W?M&W ‘the infrared
spectrum an area of the surface j he vicinity of the nib. It _regords the
| ocation data fr g’ﬁf’t ?\B“’Ff%’aha%‘?cell"ﬁi:‘g{ é’&ﬁblf’%t@,w ‘S‘t‘féh jis;page laypufs gefarythe priptes 5; o
the 25 distance of the nib 121 or 119 fromthe Location tab utilizing
optics 135 and controller chip 134. The controller chip 134 cal cul ates the

orientation of the pen and the nib-to-tag di stance fromthe perspective
di storti on observed on the inmaged tag.




Utilizing the RF chip 133 and antenna 112 the pen Z01 can transmt the
digital ink data (which is encrypted for security and packaged for

ef fici entwoiaemssssion) to the conputing system 30 Wien pO®/AReNeisse i n
range of a receiver, the digital ink datg is transmtted as it is forned.
When the pen 101 noves out of range, dl"d1t'al ink data is buffered within
the pen 101 (the pen 101 circuitry includes a buffer arranged to store

di gi tal i efeadatha filllyrpopplated iyoutiaed shed Pasweiizestand pririts the pen notion on the
surface) and can be transmtted |ater. -61 The controller chip 134 is
mount ed on the s@sdenfloridabirditadcds, the pliditer ints pddds fabtenthae tht)) can besdedivired.Ck

diagramillustrating in m){le detail the architecture of tge C | er chip

I ontrql
| 34. Fi gqui\SSupgng,p hgfeach apgeds eovered; vihsimages, e avgraga page ,S‘%"rﬁci?ﬁ%é‘&é‘

sensor 13300KBETHe  prinfe® k& therefrd/Bold Eextdd of 0@ sdck pages wirit Bkdrsl 6488 metory,t he
" IR force sensor LED 143, and the force sensor photodi ode 144. 5 The pen

cont r ol9 epllewing fersemporary budlers £te, Srhe mointer pgnts ab agats A one pageres sacopd. cthihises

the exchapggvddn Q@M@O@tdff‘a‘ﬁﬂutcmpﬂﬁpﬁﬁi Bita pdrCeCM! Hilich §¢ st tol 8 - higHe@S D
menory 147 and a 512 KB DRAM 148 are  al so i ncluded. An anal og-to-digital

convert er expegtel sateiofipagedata dedivery overatbreadbandmetwerk-si gnal fromthe force
sensor photodiode 144 to a digital signal. An image sensor interface 152
i nterfaces w th Even undexcpbn eircusgiances, such ps whew the printes gvnsrayt bEpapes 3t isnd

i a1 el el et il b o R R b sl RS ol st § Tl dfind >
conneckld storage hapacityt ieextmudtdd?. The control | ing processor 145 captures and

decodes |l ocation data fromtags fromthe surface via the i nage sensor 132,
noni tors the forBeweyen ifche piims¢rtdintecha] théddorydoest filb b, thdnchd privger Will be 18dbleatod

143, and handl es short..ra radi o comupi cation Vi .he radi,o transgcei ver
Tos o0 GRe pE of ARG Pl ekt G2, AhS BhbiiR bbby sb36h Betfofl Beial !
The pr ocegpgintersltd subrbik gequests for asmaleicasest Whefijaiitiodl ufrberasfyequeste is received @k laer
153 and baseband circuit 154),.inmage sensor,,i n&g‘_ﬁég‘ge 152, flash nmenory 147

and 51 2KB UBERARY OpsuEs, theserver ey coprespengng s Pi%r ASIC. Anal og RF
conpongnts (RF circuit 155 and RF.resqnators apd inductaqrs, 156) are

orovi At it he Qe decumen 8 ripied S PAEF FToRjtie 10 ract SuBlielesst ARy fing by
appr oxi Wﬁtr@:iéﬁ%ﬁ'tiﬂagé)ﬁy&ftsm%&&&gﬁbﬁiﬂ{e&elé_ﬁﬂﬁﬁhgéﬁer?éfﬁge_ sensor is produced
by Matsushita El ectronic Corporation, and is described in a paper by

Itakura) K T Nobusada) N Okusenya, R Nagayoshi, and M- Ozaki) "A | nm 50k
Pixel 1T @GP | megr-DetiANDDdcUMENY®i at ure Canera Systent, | EEB Transactions

El i j | . ' Iy Syqe
"ncor por at edhes Wiy hetifte dofhukin 1 ERaEs e gotBR A don ot bsthol Belpyerea . o
s ens;)r s nuy nipeh thesaine slyauchs za?rﬁdm Hywpever, m;xgetbmnfm: Meilwentmtrﬂet(l;wryrﬁ male
coun n re or SS, . | 0 esol uti on required. e
dllor (o] % e%lﬁ%c_ﬁéxg gr%tglp v%%up tgen {.IS% c{f g{%ét{ st 9

controfler guiesc S “Ptrer a period of inactivity

when the pen 101g4s not in c with a surface .lf.incorporates a. .
dedi cat ed' ci rcui t' "Z5H 2% é(}%aggr@%ﬁfn%eptswtr%eg%é’!g%ﬁggwgé} lsplhog?gg?%g? 198 %y
wakes up tdeBvessintis aldesignated Aetpage folnmttinpvvervenwhiah esforhdats iDas @negage dovymeR0A

event. The radi transcei ver comupi.cates iin the unljcensed 900 band
hor mai |y GEBAET, IPrmREAE ST s & SHAMLATSHae of Achoiaags \Pupliration sqrier MY neiRege
2. 4GHz | ndorsiattingserverctias Rhigwledpe o vhrivasiinceaet Gbciient orshts, RicThdisg Aslobe” SEGHRBRY

hoppi % a%jocﬁr%lallltif‘%i'xgaq (ﬁg ?gtu ﬁ)tlpeztgxt %a%\c/tllp v iglrllz;[gg W?(ig _tlIercgs% of HTML, it can
make use of the higher resolution of the printed page to present Web pages in a multi-column
format, with a table of contents. It can automatically include all Web pages directly linked to the
requested page. The user can tune this behavior via a preference.

The netpage formatting server makes standard netpage behavior, including interactivity
30 and persistence, available on any Internet document, no matter what its origin and format. It hides
knowledge of different document formats from both the netpage printer and the netpage page

server, and hides knowledge of the netpage system from Web servers.



-62 communi cation. In an alternative enbodi nent, the pen incorporates an
Infrared Data Association (IrDA) interface for short-range comruni cation
with a baggeslymlsson or netpage printer. The pen nay be copgeayegeidgo W r es
to a printer, but this does limt is usefulness. 5 In a further enbodinent,
the pen 101 includes a pair of orthogonéla'accel eroneters nounted in the
normal plane of the pen 101 axis. The accel eroneters 190 are shown in

Fi gures 9#\nd 10Sgeurmyost outline. The provision of the accel eroneters
enabl es thus enbodi nent of the pen 101 to sense notion w thout reference to
surface logatio bW ng the location tags to be sanpled at a 10

- lower rate.” Each_location tag |D can then jdentify an,object qf interest
rather than a poglin'i"S'i‘}P’E}HsI“FFgtgafqteé&é?ns‘%‘?mgw&‘ﬁtb‘?newtﬂfn §t{>|t@ge0 dp fransit, and g o

i nterface th AHEntiBAtE PRkibs fofh Bansiti6R MHRRCard Whd Slasses & @fptodisphly 3 widéssrbadane:n

*location tag within the area of the m@ut el enrent can directly identify the

i nput & erfadet-keyseypiageaphy aed publickey stypograply. (The ngipags nepwork uasscbothh classes ofo f
the x and cyl[?ng;@ﬁ;,l ons is 15 integrated with respect to tine to produce an
i nstant aneous velocity and position. Since the starting position of the

stroke is not kn k%gés t{)%lri]]ﬁls'i m&%&&ék&%g{%aﬁ&&%@%@%sameke

cal cul ated. Al thoug nt egration ac at es s In the ser?sed
accel er at itoencrypt ord decoypb & messagey Fiwoiatties wishingo grchange miessagesrmustifitst arrange tore

duration qof [ V. ,ch errors accunulate, is short. 20 7. NETPACE
PRI NTER D%&%@%J‘c%%?.ﬂ%sgﬁf% R MECHANI CS The vertical |l y-nount ed net page
wal | prygter 601 §3..sl s gd in Fi o | ' PAQES
on Lettd]er/A4 Si Zfé%hﬁg%r{})gégk%ﬁhgu%ﬁgyg%ﬁga %P ZW%@%%%AW@Q%QP%ES 02
and 603, amcrypiinankeys. Fhe) uwe keyis? ammrmiathépatichlly wdsed in sichaa gray thatpeny masshgeni t h
t he paper 604 passing through th 5 d exed. print ,engi nes. 602 .and. 603

wht ch pr 1 oA SEpgdut B s o Speriated, fRUGE R AR 18F Bl °F Shise ks ibeh,
one. cage. o] Gach AL AL oA Shetry AL om ALt o adhere Lo e or eyt ous. Shoe
when pr ess{%ﬁ‘r’iéﬁl‘ﬁﬁPPhe.P“Yﬁth‘e%:r@%ffe%‘c‘ag‘F‘%‘ sipe ﬁ‘&ﬂ@hﬁl&%ﬁeﬂ?ss%fé’ h°%can
range 1% tdet§hiee asing b R l&?leﬂiusttﬂo_%ﬂﬁ@.ﬁ 8in dielyaitclife ndssagtd whlhout first
repl aceabl e i nk cartridge 627) _shown in Figure |3 coupled wt h@g% | exed
print engil4¥8e tazxchanes afored ket Te gasipctbat theprivatsdey ifgequre, dfip wmﬂ'afta R ﬁyr and
cyan) mg%%pﬁ%wg@ﬁéﬁgmgggydﬁﬂrar ed inks. The cartridge al so contains

a mcro air filter i'n a base nol'ding. The mcro air -63 filter

interfaces with pigixe gRBRy caShdGsdit® didatd h Rgitkl A SPheOibler bRtk
provides filtered air ¥o he printheads to prevent ingress of mcro

particl es Briveie ke eaniisentecs Imovprliash ofcraiessaps g ROGEYRY Fhe hasthusing the-prévaiskeyhe

Pher ooer AR St FY YRl R Bkichied I pfistinis the idthlolt o NFpAR o 5

t he cart rimiyete ke ovithntespeat tor thatopartioylag n¥sfage by deayptigcthe enquypted bash wising the

capacity fﬁl’i)litp Hy%h Q&@&Q ﬂ%l ﬂﬁkﬂlgga.ﬁlgplﬂe Qﬁ&gée. ff]tﬁé) leﬁnﬁgfsalopended to the message,
then the recipient of the message can verify both that the message is genuine and that it has not
been altered in transit.

25 To make public-key cryptography work, there has to be a way to distribute public keys
which prevents impersonation. This is normally done using certificates and certificate authorities.
A certificate authority is a trusted third party which authenticates the connection between a public
key and someone’s identity. The certificate authority verifies the person’s identity by examining
identity documents, and then creates and signs a digital certificate containing the person’s identity

30 details and public key. Anyone who trusts the certificate authority can use the public key in the
certificate with a high degree of certainty that it is genuine. They just have to verify that the
certificate has indeed been signed by the certificate authority, whose public key is well-known.

In most transaction environments, public-key cryptography is only used to create digital



Referring to Figure 12, the notorized nedia pick-up roller assenbly 626
pushes the top sheet directly fromthe nedia tray past a paper sensor on
tbie firsyopsisssengi ne 602 into the dupl exed Menj et TM pr pgthtadosssenbl y.
The two MenjetT"' print engi nes 602 and 603 are nounted in an opposing

I n-1ine sequential configuration along "t strai ght paper path The paper
604. is drawn into 'J O the first print engine 602 by integral, powered

pi ck- up r cighstares GRAbto sEbrelyoxklidngd) seztet session keys. Staetpkap erypiigéaphys isswsed éat #lind
full bleed printing comences. Fixative is printed sinultaneously to aid
dryi ng i n HHEPERYPYest possible tine. The paper eX|ts the first MenjetTM

. print engine 602 t h.a set of po exit, s eels (aligned al ong
the straight pa tgb%u]?ﬁ m%\ﬁ]‘sﬁ‘l‘Fs’é’E’tw ﬁnaf“ﬁgrf neg is r'P B F‘Eﬁré g"ﬁ‘? of
spi ke 15 Woﬁmg&taﬁegﬁgewmaaawém ﬁwﬁ gmapbeﬁp@maameph@teiamnst he
* sheet 65(1)4 into the seco etTMprint en 03. Referring to Figures
12 and J24he R 5& C%&usba%%cé@s ftywith Fefrgengs, @2 Eartificate puthorify.fises the pu
603 into f@ee e PRSBIRRIEEEOI0 eXéifing d %ﬁ@se@ﬁ&? iffthe SleMERA tenRRUET €d
spi ke vvheeI axl e 67 wth a fibrous support roller and anot her novabl e axle
wi th spi kdhenkreret Sesaionl kay 20 enerytribempessage dasa 4| setsionhleey| by Hefinition, bt bave an
axl e/ gl uei@ﬁ?&ﬂgﬂ q{ nmounted to a netal support bracket and it is
transporte or g o Interface with the powered axle 670 via gears by
action of a canshaft. A separate notor powers this canshaft. The gl ue wheel
assenbly G/s Corﬁﬁ%EEgRINTEﬁ I Iy hollow axle 679 with a rotating

coupl i for th ue sup 1fro the k cartrid e 627. Thi.s axle
679 cofthects toeﬁbf‘%agf§%e&ass‘ él‘?‘“éB @%’F aptrewhich ; on
through r agi dbred &l REd-odly TRIALin R Frinter £83n mér&%EBjﬁgEMOﬁ|séﬁeﬂMB£m Thd h

an opening at_the front. Piyvotin H% side, nol di ngs_and sprung outer doors_ are
attached tBstIRS2Ziepablicing vpigpely identifics fhe mtersqnde?masﬁgaamewoelﬁé‘ p &eqond D is o

assenbl y QZé}et'aﬁdfs%éﬁhefn%é’ﬁ{n%ns:rﬁ}kﬁe%&&e@en%B&%&.the gl ue wheel through
the front of the nol ded hou3|ng 682 ension springs close the assenbly and

effectively cap yhg ﬂnl:‘[bﬁnl@f'@ \M%Ed fhe nel?ﬁée%ﬁvd?f: foriRCHitsY tibo¥ afté%ﬁﬁ{aﬁ&? it

sheet 604 passes Into 73, adhesive Is red to
one vel i cxdates egunmemubhq/prome ke geir.(Ihipansmits thg secx¢tdDrand the pyblwekey@ecueply to

772" Pra N ek B AR o et Rlfakd O 19 GIAT R o seere IO,

of a cont rmedokdeddn jis database and 3&epta tlimgleura}lon n‘élhalﬂl)emamh It theh dreates aud signs a
networ k i nt f 6 con
753) base%ﬁ %E%HW5§% P%%Erm Lt @ %‘{5@,&% ‘Lﬁf&%é" Ona(féjf”'\ése{e'{'n h % {nor S

756), dualthe agisteation dstgleasés pr ocessor (R P) DSPs 757, dupl exed pri nt eng| ne
controllers 760a and 760b, flash nenory 658, and 64MB of DRAM 657, as
illust2@&ted in I'—'I‘lymeq»agaregfﬁnmon@ewerdctsiang cetificates anttioriafor hetpage printen] siaefion
with the network 19 apd.with L rel pens 101, senses the
hel p buttg’ﬂs%cf?s“%?fﬁ P‘(B’fe":{mﬁtﬁ%‘ mﬁf’é?ﬁ ‘E‘E‘Bﬁ'ﬁgym 616 and feeds and
synchroni zes th | P DSPs /517, a t..en |ne ont r . opnsi sts
o7 e 10" redt um pBBrLP e Osghea e n RubBisth S Piard B talee 5 e defres SRRSER g
Er Oﬁ essor dsZﬁer mml Nduthotigifg mﬁtﬂmbhéher for print ﬂﬁ@bﬁtﬁnﬁﬂﬁé the bse’s defatld piintar ¢ a

I gh-speed seLia 659, The RIP DSPs rasterize an ress p

descr i pt i GRS B AP GG LIS AR S A oD AGE TS SERRBr o
engi ne2% onind @ sighed By fhe Piiblisheki dstirite gmﬂsuaf'b plitategRNId BFOThd fage bdived vardfidsAt ed

Mem et TM printhead 350 jn.real tine (i . .at over 30 _pages per _.m nute The
dug]I exed pvna the registratlon database, that the pu hsher is authorized to d hv%r theppubhcatlon to )the

specified user. The page server verifies the signature using the publisher’s public key, obtained
from the publisher’s certificate stored in the registration database.

The netpage registration server accepts requests to add printing authorizations to the
30 database, so long as those requests are initiated via a pen registered to the printer.

3.3 NETPAGE PEN SECURITY
Each netpage pen is assigned a unique identifier at time of manufacture which is stored



+ 658 and the 2x256Mit 25 DRAM b5

15 print engine controllers print both sides of a sheet sinultaneously. The
master print engine controller 760a controls the paper transport and

moni t or s wolgy/gmege in conjunction with the master QA chi ppepavaneisshe i nk
cartridge QA chip 761. The printer contrgller's flash nenory 658 hol ds the
software for both the processor 750 and 80 DSPs 75?) as well as
configuration data. This is copied to nain menory 657 at boot tinme. 20 The
processor iy pdd-obfpREenidry in @iRdpeili it tia Ithe! ficdpuge LdgvbrhticHOMPRR Aiithbast. ITHe Tes EDVEIT
control l er 753 and, baseband CI rcuit 754) are integrated in a single

cont r ol | efniguely wdegtifies the-pen gp themetpaga itk s (RF circuit 755 and RF

. resonators and .inductors 756) are provided in a separate RF chip 762, The
networ k i nt er f ach DEBARR BENGAD “Kaove op Apmgber)of apthage pridtesh Jad ﬁrﬂq‘ﬁeét"%“ Moy 2t he

net work CopRgG!drQRnd A éa’ﬁ&iﬁﬂﬁd&tﬁ HihC gﬁkll tEH vid. h?idib ﬁ%&ufeﬁé ﬂ%paf’wﬁéﬂ%véﬁmr y

s also off-Chip. The print engine

control§ ervgtbmnmqf tlpﬁrpmt@e p,e@pﬁaﬂ priptepme mgistered, éhev é«ts}da@w exebepgsr gssion

i nterface
interface 1 an vglgttﬁ? E&ﬂ(ﬁ Sthe terigﬂ}e n tvvor I nt erﬁ&gﬁ%éng
Net page nehwappiopnatesasmmkwnmglthlaubxsnemmmmmmmm Hybri d Fi ber - Coax

(HFC) cabl e nodens, | SDN nodens) DSL nodens, satellite transceivers,
current and nextA gemsioras a mssnomkdylfpmvetyabr'mph trkeoeQ indcmdsbw@'mer B, asdhalprinter

WI reless L trans | Ver al ces ncI EEE 1284
(baral b ol P seiRaey torkvir BO2 R0, BigetsB0 oo 1D, B aSe o b e reade

1394 (1O r ewpacity for seasion Reyisoind wallforgit ngesmmmmmweu@ﬂymhﬁﬁaﬁc Haecekfaryan

| nt ernet connection is available on the |ocal network, then the | ocal

net wor k i nt erfacwhaammecomdnmm tah@ ofed privge, the peird printee idiseever whether-they

normai |y URH P Q5 df 8% o Eisret et thep 58 ffer e ien WERbeR e uERe

2. 4G 3z i nelksdw tha pon. Msmgmtmepfoamn@ﬁdb&a&se (HePh bélaid to Risér wﬁeﬁ; régdifeeeRC Y

hoppi ng and col | isiqp detection to pr owége i nterference-free communication.

5 The pri M6 theggnterJf thePrigist isomemmt (P knqwohe Bimafut dossh 't the 1, iniiptes Jhe, automatic

AssocCi 8 | Gn fegfstMonl ﬂi&&&ﬁx@% tlfe%nfe?féﬁ"t‘ﬂieﬂﬂ 16/ Riodv the péti, n{eﬁ@t agfewmtmwe@
such as netpage caneras. |n an alternative enbodi rrent) Erl nter uses the

| r DA i nt erignoseitfuntil heopen isaplaced 4B rintharging rems ahiwbichstime Abe ERgistration
net page p edufe 2- 7 RASTERI ZATI ON AND PRI NTI NG 10 Once the main processor
750 has r celved and verified the docunent s page | ayouts and page objects,

it runs the apprg Jddgioﬁ 5 i ﬁﬁih&vﬁ he? tat & sderet: ke Qﬁc@?% 2 fhe key-

rasteri ze each page descri pt on and co ress the rasterize I mage. The
mai n proc@sdmngeskewneslsea@nrded)m@m@&mmqurm@mmymn manufadtere.t

1L 25 o e e A, B i i

r ast er i zedo fmgetpageangistratiog emwraThe ferves genentts A nessiomkeyyfor theipsintst andipen)io wa) vy

a2, 154 Sl R CHiuc ) 6 0 P bR B oS

on are rasterl ze
contone-r &ncﬂypted withlﬂnelbemselteybmlmngb kelyi The prmtdr(s&sdsehtsdeysmmqurmmelw ﬁmlexed

negligi ble sjze ch forns t of th c0 ess 20. The
Pt ated (VS FayiDy o) e epBEA S P RS Lt BBt Uiy
densi t25 ofintainailyf, ilexed(bgthd pifditer Iach tag encodes the page 1D, tag >D, and.
control bits, and the data content of each tag is generated during

rastsrization anglitsdugh @dakerpehiten dnpesof®s & e iOhe péb@gistration protocol, only a real
pen can decrypt the session key transmitted by the printer.

When a previously unregistered pen is first registered, it is of limited use until it is linked
to a user. A registered but “un-owned” pen is only allowed to be used to request and fill in netpage
30 user and pen registration forms, to register a new user to which the new pen is automatically linked,

or to add a new pen to an existing user.

The pen uses secret-key rather than public-key encryption because of hardware
performance constraints in the pen.



The mai n processor 750 passes back to-back page i mages to the dupl exed
print engine controllers 760. Each print engine controller 760 stores the

conpressegomdsssmage in its local 25 nenory, and starts phg/AegeIsdypansi on
and printing pipeline. Page expansion and printing is pipelined because it
is inpractical to store an entire 114MB9i~ 1 evel CMYK+ R page image in
menory. 7.2.2 PRINT ENG NE CONTROLLER The page expansi on and printing

pi pel i ne @4t he $ucure DoguMmeNTSsONtrol l er 760 consists of a 30 high speed >E

1394 serial | Nt ofafity 30 Yyman ShpRAA" o WEG 6P 0ASH: dEdmerts ShANERTE Gl 4

Fax decoder 764, a c npositor unit a customtag
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* 769 Vi & t heatdtimarks Brigeertifieste, avhichitheprimeaés bbXo atithentioatevi ousl y | oaded page is
read from DRAM 769 and passed through the print engine controller pipeline.
Once the page héaphef Fwatshnek D prittingn grocéss cuspaiga gltesative alithel inmatrpo i tspetifiddi | e
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net page tag | ayer according ,to the tag format defined . in section 1.2, all
i n paral | e desigaedstogmprince pi iterferani effect whenzbe yegions agepyiewsdctogsther achigyed byng

conposi@ eodkig #dngn thl primbd dieMe!l bl ack layer over the resulting bi Ievel
CWK | ayer. The resultant bi-level CMYK+IR dot data is buffered 10 and

formatted (at 76¥je difaks iR Sidibt 3% wilerinh® it/Bidt £1s ¥l PisibRIWIRATookRR al/buily &e%?&eMOf

line buffers. Mdst of these |ine buffers are stored in the off-chip DRA
The final ofthegaggpandis lost weendhepagn isivapipd biorormpl meaye| dot data (i ncl udi ng
fixative) to the MenjetTM printhead 350 via the printhead interface 768.
When several priRageeefyecise desyments cannet tragwpisd asing thy built-inmetpage) copy glgchanismn g

B! CEor, BB Nl 1.4 15, B (RURSS O et Bn AUPE dwpde BiotBlMer | 01

pin 77 gener at | . Si i rint
engi ne‘ﬂ%ont roll e%"%gﬁg%%gsi %és( B@l@ﬁ%ﬁﬁeﬁqﬁ?g&gﬂ%&%@% ﬁgurSLéstféﬁ%ﬁ;rE nf&z&l ng
t he page dhgefomiiocludenthe rusertiephotmgraph pdlidhnwas eaptufedgwhannthe tuber registered bindhe8is0
via a Iowr{.ls&[%ﬁ%%gs%&lﬂ? b S 77% nﬁ cor}tars%l | i. ﬁllﬁ Bhepper notors 675,
676. 20 | 1 el}eﬁ’l B 8?%0 i} paasemg%l ntg?,o the two print engines
(i1 7 i ving a WEREPRRRE ub seCiephéeioe? sahheyfoe riled s (s Shiepfiipl
t he nét pads rpduestinglits stahr ik e usual Riay.cThg ivnigne ARo6fa @ idecuhdent 8 ohlgrvalidifpe sheper
m nut e, Al .th hort dinmension of th age (8'[z" ‘giving aline rate
ot "1 0. 20 ks 515 et secire, it P fi aioanisd s otielni 8 prrrtd el
the Menj etpiddidtioh Octuniviic Gbrge. Aheciiel docifdenlegifigitionSpe *af de levilopettiavithS.
PAYMENTS 'IPh net r‘Mﬁg@system prgpvi es effici eﬁt rrechar);sps for Iehe secure
and audi téﬁ‘ﬁﬁmd(g&ag@}‘y%f"m"ee iluge, {0 AHARPE | easy JPAIRtoiPresetation) Joqumept,

user's netyeagatigal nter. Such docunments may include regular bills from
utility conpanies for services such as electricity, gas) and tel ephone. 30

The bill can incEleaidy Aeitier thd Watdkmh@ nok R wieed pldtogiihtaré! sdeade iR Al orypléRaphice
can sgijggct from previously established paynent nethods or enter a new

pay ment c ieRsp- Bheg fimmle PEvide a significantinbsipcle Fcapnp) fRsgrey- Online document verification,

particularly using a verification pen, provides an added level of security where it is needed, but is

still not entirely immune to forgeries.

3.5 NON-REPUDIATION
In the netpage system, forms submitted by users are delivered reliably to forms handlers

30 and are persistently archived on netpage page servers. It is therefore impossible for recipients to
repudiate delivery.

B-commerce payments made through the system, as described in Section 4, are also
impossible for the payee to repudiate.
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-67 8.1 APPLI CATI ON DI AGRAM NOTATI ON Each application user interface flow
Is illustrated as a collection of docunents |inked by command arrows. A
command a§6@eysioRéli cates that the target docunment is printpgragoforsseul t of
the user pressing the correspondi ng command button on the source page. Sone
command arrows are 5 | abelled with mul tﬁgl'e commands separated by sl ashes
("1"s), indicating that any one of the specified commands causes the target

docurent @9 be [BuettrroNic SovMirel MODEL pl e commands nmay | abel the sane
command arrow, they typically have different side-effects. In application

terns, it411s iw&F%LE&Qﬁ%zwﬁ}%mn net page docunents and net page
‘Sﬁ 1

aln prin as well as conmand buttans
whi ch can be 10 Thedaebage yytempses the Seeuse Elegtionis Tragsactien (NET) systam popnesf ione

ot her act b@fnent @Ysteins. ISBTAHsVild B&nt &y&@ﬁbﬁ%ﬁﬁa&&kﬁ:@%@isa&l{%&ﬁﬁﬁiﬁm&mo
*contain input fields which can be filled i'n by the user. They provide the
syst emdni Pryment| sards,i psh thisrds meflected, in) the j terminoejogyy Figwevery gnushsefi thgusystem is

contain i SSRGS ot B Ete PEEAD BERTHE Ol BHEM GReAal RINRRLE 10" Lo

contain in matl on S IcC to a partic n the user

and an appl i cat i ﬁ%&l&&%ﬁ:@%&m’@&%@wﬂﬁ% &E&fmaﬁd:}u&ri 4! aQ@Esis&HS

such as mmgazi nes sofd at news stands or-advertising posters-encountered in
publ i ¢ pl avitbscertifivates coatainings thefre pyhlie - gignahtre keys. ritieuchrtifidate eutheritpnypkifies a

subscripti fOr 418 nt Is [ e-Qrint blications. .They may,  pof
cour se. " aPEESh T ERERIR GREE it B S5 iskE i Bibtonrt, oBF Vet pifbam
user ri@guespistratidds detaidg avithf the abquirsveast sppeoptiafeo ICurdhalders nandmadetchiante Slereatieit on
the fly by a netpa rinter in response.to user requests. Figure 48 shows
2 genet i o BN FRvARHEnatis keys, Spcutelf on Befy couppuiess. Dirina s daymenk PipGessnBRe
992, and gertifiitesepeGiedl ite mutaally Afientitdtd P a@RBandand Bardivldeir,Cinf 30 Sutheiticatd ek

I nterface flbow are further described by abstract page | ayouts. A page

| ayout mayPRENthE PRYMERf BUSH2YKi nds of el ements, each of which has a uni que
style to differeptiate it fromthe athers. As shown_in Figure 49, these

i nclude . fixed iTHHTAPE Yhbasy adopfedryidely.partyiberavss castholigrmaintepance pf keyspnd
996, : agMRaHfitiidst RNEonfiderid DuASLRREC Lt BB HWhick Hhhisain NM4RBOIAEN KSR dn@XT

or hypertext |inks 999. Wien a user interface flow is broken up into
nul tipl e @Gertifeaieson aspryernnd give the cardhelderagcess yip p passwerdihgvasmenith somp suegeste d

outlines in all but the main diagramwhich defines it. ' 8.2 PAYMENTS
OBJECT MODE! The paynents object nodel revolves around a tiller, custoners)
bills and4# 11 AYMENTS30 Each tiller 500 has a unique identifier and a

name. Each cust dmtlie defihge system thd nepdge regispratidn servepactd asld @oxyfodthe aetfageaseran

I dentifier, 65 whi | S. Wy que within the scope of the particular tiller.
The custoﬁleeraﬂeﬁugg‘%??m?Tﬁamti %%-he application user 805) as

al | oc d by a rggistration seryer. Each custo 501 repr.ese a

parti @ ar net pag® BGPAase e UEFs P?énemcff(’equ.%’e ':“f"i‘ggt3 %&%“H?@E‘ M%W on
t he ot her Bacuask theaystdie is ped-babkd] theBionitkricuigd /b QerBfonine |siphfture, Eudfibting of
custoner 501 has a histor oJ l%sagzrrrew nmet h_odg, 504, with tlgg biller., The name
and time-varying pen position and p e. A fingerprint biometric can also be used by designing a

fingerprint sensor into the pen, although at a higher cost. The type -of biometric used only affects

the capture of the biometric, not the authorization aspects of the system.

25 The first Qtep to being able to make SET payments is to register the user’s biometric with
the netpage registration server. This is done in a controlled environment, for example a bank, where
the biometric can be captured at the same time as the user’s identity is verified. The biometric is
captured and stored in the registration database, linked to the user’s record. The user’s photograph
is also optionally captured and linked to the record. The SET cardholder registration process is

30 completed, and the resulting private signature key and certificate are stored in the database. The
user’s payment card information is also stored, giving the netpage registration server enough
information to act as the user’s proxy in any SET payment transaction.

When the user eventually supplies the biometric to complete a payment, for example by



description of a custoner derives fromthe details of the correspondi ng

net page user 800. Each bill 502 is associated with one custoner and one
biller, axdobamse unique bill 5 nunber, a due date, and apdwau@ioisld. Each
bill paynent 503 has a uni que paynent nunber, the date and tinme of the
paynent, the anount paid) and a receipt er. Each bill paynment S03 has
associated with it a paynent nethod 504. Wen the SET paynent nethod 506 is
used, kt he sip@ing asdefpage g@e&hﬁ&%pﬁm& mftd’slgﬁﬂmm thé &‘ld&dnfoﬁnittbﬁ, the §én iBaxNBedd
to make payment gccgor di to the norm rotocol , en, t he, paynment car
payment iemeste dita tm@%asmmée&ﬂ@ew PCYPT pERPrAETYET tegaﬁesvrbe bipemetric Witthigrmect

- paynent ags tHediseridértified By MY pEa! IDP ikt R6:A theR GnVIRA s ithensei’s pRky ANEbnkpiing the
acquiring bank or institution whi-ch handles the particular paynent card
type. The SBT|paymens trapsactior; ass di agramis shown in Figure 50. 15 8.3

* PAYMENTS USER | NTERFACE A bill may be delivered to a user directly to their
net page printer, or may be delivered through the normal postal service. A
typi cal® bi%3d SoMIEBPPAYMENT8es a section expl aining the detail ed charges
509 naki ng up t HMEhehiekpage systent imttiescamiiehanicn dformmnitrd-paynenty,nerllow ke aket & beThe

bill also includes list of. the 20 custoner's previously_used .paynment

met hods . ACTBPRSY <Brod oy ristng, Loviodh Sambipapisep dPesd nd i copyibe febvebt

sel ectts a decuhien ?}1 aﬁa;sf dﬂéibl@_ratlsgrt? ﬁll(_&‘w meﬁfw oy mmbmﬁs'ﬂrdfdr ExXpehies wtéaeledfh igrpﬁntli\lnog

paynent, signs.,the formw eir netpa en,..an resses e <Pay Now>
but t on. ' THEVERGRE Tterial Thei ateg depeyes R dhe eves abubiidy alwady prRdgedsp ety and

t he siﬂgature Is_verified fromnetpage records 818. 25 If the user clicks

<ResetWor m> t heWhFn [the User registers; fon S-Sqmumereen PetyyAtkn Recpwnt cis rpstablished, whighrent
Recei pt  5Q8prbgatddl hidéoSshymesits. SIHRWider fcdived W Satéiflent SR Bhuldr U2SY, A lcad Séi)
interfacqu%rogvst.i s shown in Fi gurg 51.l CO\ICLUSInE']\l Thrggdpl)resent inventieC)?lnyhas
been descrouisiaading debithalappeysing thestandard ppyrpent meehapis®i nent and 30 nunber of

specific alternative enbodi nents. However, it will be appreciated by those
skilled in the The mworkeqcequahray b extgnded 4o 2geragals sybseription fess fevrperifidieals: s,
di ffering kb by Nt 85 b b ' 511519,1- t J%n}g% n the
spirit an(ﬁ s%(%%ﬂg tﬁg&g?sesg telsi nvenﬁeogﬁ%Atg%\%dr%ogg y,cfulﬁitétawﬂ he
understood that the invention is not intended to be limted to the specific
enbodi {gnigy desoﬂmcirﬁpghe present specification, including docunments

I ncor porated by oss-rererence as approptiate. .The scope of the 5 |,
nvent i on i s onl YU fteEepapRstaa e aes lnta papicufas piplication conb dhomapication 6 4hIA o
of enabl i ngemBadPRbr-Qeciit trufsactio D36 i@ phgecSutieduentliby Sk Gh tRfpalid 8 vighéd - a

person with a bill containing inforpation relating to a requested paynent,
the 5 bi | IWifbfbe trassaefiandle gndhe apRlicefonds fgeeby pblg fo Penblieh f,2Rproprigfe coptext fam g
of at | eaghke ®B8Ls mpdter ence point of the bill; receiving, in a conmputer

system indicating data froma sensing device regarding the identity of the

bill el a positwhen fHpul &RwSWdhglla PRI wARCH 8 Indit iR shebific owdhvér the laBflicaBdsSi N

devi ce, ergur;t use the user’s unique identity to establish a context. A typical example involves adding items
from a pre-printed catalog page to the user’s virtual “shopping cart”. To protect the user’s privacy,
however, the unique user ID 60 known to the netpage system is preferably not divulged to
applications. This is to prevent different application providers from easily correlating

25 independently accumnlated behavioral data.

The netpage registration server instead maintains an anonymous relationship between a
user and an application via a unique alias ID 65, as shown in Figure 24. Whenever the user
activates a hyperlink tagged with the “registered” attribute, the netpage page server asks the
netpage registration server to translate the associated application ID 64, together with the pen ID

30 61, into an alias ID 65. The alias ID is then submitted to the hyperlink’s application.

The application maintains state information indexed by alias ID, and is able to retrieve
user-specific state information without knowledge of the global identity of the user.



pl aced in an operative position relative to the bill, sensing the
I ndi cating data using at |east sone of 10 the coded data; and identifying,
in the comput/erossystem and fromthe indicating data, at | pesivonelspar anet er
relating to the requested paynent. 2. T%g method of claim1 in which said
at | east one paraneter relating to the P&quested 15 paynment is associ ated
with at | east one zone of the bill and in which the nethod includes
i dentifying, in Thesysemalsbanairaias smindependenteartifivatezzand privae signanee key funieadh t he
sensing deyice js lpcate aid at. least on ar anet er,. he et hod of
a3 Wi B s epRRRonscjo alp 45 e BPon P raRREAITR o8 petullaf I sttt oufy
- regardi ngawﬁ@mpe@ﬁcinM@hsi ng device relative .. to the bill, the
sensing device sensing its novenent relative to the bill using at |east
sone of the coderb daist thedsidteimd@Nioning Pradudt 'bai BEleCQIADY By peslitkt QbHvARGNS BRM
* said vement being at | east partially within said at_|east one zone, said
at | east &riemrecordps favorse aemlsaq@cfaéwﬁ%ofawﬁgrf?r. anymumberof prodpct YP8S: enabl i ng
payment of bills, the nmethod including the steps of: providing a person
with a bill contiachrprlicatigngs assecisted Mish a» Application providencaad the sysism aMntains Ao
form i ncl ydigagk dﬁ%ﬁﬁf&ﬁa&;iﬂi&ﬁéaﬁi@ﬁ pMRides, tPdiloWaPR crIR Andd ASHY TR ﬁ‘eri@ér 5 ick-
requested paynent; receiving, Iin a conputer system data froma sensing
devi ce redkreaghfeestt d at | east one 30 paraneter and regardi ng novenent of

t he sensing device relative to the bill, the sensing device, when noved

rel ative to the 4 ppplicationgironider han broa publishes piipesigdical; sybsgribadeopntentohke system

par amgfr ' astu: =7 0, t enerabicg t he
dat a regarr%l:l%#ldégﬁhgts‘m%&maﬁlﬁn Fr'iasnttl’ rreg?igétrlﬁ]\?egutb %)cgt% ﬁigg?ﬂfg&éﬁa%ﬂt %ri[i)&rgee'ii ng, in
t he conputfequenyy ofpuplicationl novenent of the sensing device as it relates to
said at | east one paraneter. 5 5. A nethod of enabling payment of bills,
the nmethod including the steps of: providing a person with a bill including
coded dat #&.5 ndi cBESOURCEDESCRIPTIONSIAND GOPYRIGHThI | | ; receiving, in a conputer

system data frofpRfeRESIMBEdIMEMIOE . rdsEdad dbsdtiption clastikptdnyis Shown 18 FizafesOn and
regarding the identity of the bill) the sensing device containing the data

regarding the idehi dotumént! A1 ROt otjérd rﬁ%n%brkﬂ:sérﬂﬁdc@t 3né U néke NidsdudR
|dent|% of the bill using at |east sone of 10 the coded data; and

i dent i ¥i gseriptions 342 Bagourcerdescriptians preterablyonset the Dyblin Gosy metarsty element set,

I dentit : B fate Escl ' ; | do?&ﬂ%ﬂafadc (g
6. The ?/reﬁ]bé%mg? &%gﬂ% 51n Wiﬁcgﬁﬁfea%gg%%}%gﬁrg&i ﬂs)ubé? so Indicative o E’at
| east one theaWarld Wide Web Gonsortinm SY3esResourpDescriptiondinemevosk (R (thenadtadatas

receiving,.d r system indicating data fromthe sensing device
regar di ng eéeﬁa{%ﬁnﬁﬂggg;&%he paranmeter of the requested paynent, the sensing

devi ce sensing tRe_i.ndi \isqg_ t 'ldE]ﬁifft' f e d a.
7. The net hod ofncréesl{i%bééa& | Hg]?ngfﬁgles rece W%}@P’?ﬁ'e%nﬁiﬁg ss)g%.nem
dat a' f2®mantomatically draosfeny adpytight fees gromiiuseys tpvighte holdefs wiken ysers qumint wopydighti ce

rel ative tgé{l}e bill, the sensing device generating data regarding its own
movement el ative to the bill.

5. COMMUNICATIONS PROTOCOLS
A commmications protocol defines an ordered exchange of messages between entities.

In the netpage system, entities such as pens, printers and servers utilize a set of defined protocols to
25 cooperatively handle user interaction with the netpage system.

Each protocol is illustrated by way of a sequence diagram in which the horizontal

dimension is used to represent message flow and the vertical dimension is used to represent time.

Each entity is represented by a rectangle containing the name of the entity and a vertical column
representing the lifeline of the entity. During the time an entity exists, the lifeline is shown as a

30 dashed line. During the time an entity is active, the lifeline is shown as a double line. Because the
protocols considered here do not create or destroy entities, lifelines are generally cut short as soon

as an entity ceases to participate in a protocol.



8. The nmethod of any one of clains 2, 4 or 6 in which the paraneter is an
action paraneter of the requested paynent, the nethod including effecting,
in the cevpui/ossystem) an operation in 25 respect of thepemAuemnigsy anet er.
9. The nethod of claim8 in which the agtion paraneter of the requested
paynent is selected fromthe group conp Psi ng: requesting that paynent be
made, specifying a paynent anount or resetting the bill to an 30 original
st at e. 5:172 SussthenontDmuveal Proyocoe of clains 3, 4 or 7 in which the

t i } . A . hod
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conputer 5 system an oOperation assocl ate araneter.
The met hodapfbedhidi ont Hifferentlyhbut manyeuserst editionsawilinghiarer consnonscontentasuel asitext at

* | east e pf. cardhol der.n ment t.hod or credit card.type, 10 12.
The: ehodtiess i BReS Ghiely The RSMTRIo BRRY Riakhl HheetfR S8 faaclmepty
par amet er swictiréso indiMidal grihtgasyiapoibicast,bat dstivére chardicdon@dhtthjecd edtmilticasy, i n
the conputer system that the person has entered handwitten text data by
means of the serfhelagplitationqRe.pablishér) fifst bbigins 4 dociuent D 5D fdr@achsdotiimbent frai an

oper ati on_associ gt e ith the tex araneter. 15 13. The nethod of claim 12
ot ch 1 noMBceet 3o b, et Jends each clop SR (anciuys faehdien i RGP P cAPd, Bise
data to cassRHptins,t6 e pagé servie? A0 FBpbiREble for Eed ddurheht s eyl dHdcdtd¥eID. ®shcludes

parameter is associated wth at | east one of: a cardholder name, an anmpunt
pai d dO0 aite QW agpljsation B464 thereubsasiberiy, ahiag D 05 qands the Frevantcset of mplticastchannel o
7 in " Wiihthest RS SRistge dsthg 8 pAvHid GEdatRd keyn paraneter of the requested
paynent, the method including identifyrng, in the conputer system that the

person has ent ergg tpangeﬂ%'b; {hE BppHcStdR TH'aRd Rias 5 8\Sbeddh ﬁsﬁﬁhé@%&ﬁ'&teﬂs’et“rﬁééce

and effecting) in the conputer system an operation associate

aut hor i zathecorpspending wser IID 60,1the uspre seleatedoprinter 1P| 62i (which mulyi betexplivitlyusttested
verifyin i ] kSt t he
perso%. %orﬂ%hay}%gtaﬁdg %‘ggﬁiﬂrﬁ% di&%ﬁ{ o He g%@ﬁ@ﬁtﬁc%r aneter is

associqgf ed with « 30 @wﬁgﬂ i L Q. - J one
of cl a1?>tns 1, 4 ﬁgé%%% Theru etzs&@ﬁ'% ip%e ¥ ef’boergi%{ﬂp(;ﬁeg@%@n@&{aﬁ%mwl on
demand. 5 pdg® seivemds weguekitd thefregistyation sepver fdilsiifthe dpplidation ID anhalizk I dod’ Udgether

printing the.bill. on face and, at the sanme tine that the bill is
printed, b&'ﬁ%@iaﬁabsgﬂ%&g?ggd data on the surface. 20. The nethod of claim 19

whi ch i ncl udes inting the coded.data to,be, substantiaglly.i.nvisihle to an
aver age unai ded%rpﬁﬁe %F’ee.r%fa ”gﬁf‘.’atefﬁf@c'ﬁﬁnﬁ%d Weé?sgalnﬁ’? So%dgoweﬂdé G PePudes
ret ai ni ng descriptiank, eichinlivy page IDIS0) fo the pintot. I ingadee tiw! reldyant ket obinhkicdsectagnel

retri bl e ustjrrr:tg its idﬁntity as contained in its coded data. 22. The
met hod of "4 IBHES Bt IR ' 4 or 5 which includes distributing a

plurality of th St then returns the newly allocated page IDs to the application for future reference.

Once the application has distributed all of .the document structures to the subscribers’
selected printers via the relevant page servers, it multicasts the various subsets of the shared objects
on the previously selected multicast channels. Both page servers and printers monitor the

25 appropriate multicast channels and receive their required content objects. They are then able to
populate the previously pointcast document structures. This allows the page servers to add
complete documents to their databases, and it allows the printers to print the documents.

5.2 HYPERLINK ACTIVATION PROTOCOL
A preferred embodiment of a hyperlink activation protocol is shown in Figure 45.

30 When a user clicks on a netpage with a netpage pen, the pen communicates the click to
the nearest netpage printer 601. The click identifies the page and a location on the page. The printer
already knows the ID 61 of the pen from the pen connection protocol.



15 bills using a mxture of nulticast and poi ntcast conmuni cations
protocols. 23. The nethod of claim1 or 4 in which the sensing device

cont ai ns Ww@enldesy data which inparts a unique identity top¢hRauepessing
device and identifies it as being associated with a particul ar person and

I n which the nethod includes nonitori ng)56i‘n the conputer system said
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11 to obtain not just the user ID corresponding to the pen ID but also the alias ID 65 corresponding

to the application ID and the user ID. It includes the alias ID in the message sent to the application,
allowing the application to establish a user-specific context for the hyperlink activation.
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(which is encrypted for security and packaged for efficient transmission) to the computing system.

30 When the pen is in range of a receiver, the digital ink data is transmitted as it is formed.
When the pen 101 moves out of range, digital ink data is buffered within the pen 101 (the pen 101
circuitry includes a buffer arranged to store digital ink data for approximately 12 minutes of the pen
motion on the surface) and can be transmitted later.
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Image Sensor for Miniature Camera System”, IEEE Transactions on Electronic Devices, Volume
47, Number 1, January 2000, which is incorporated herein by reference) with an IR filter. Other
25 types of image sensors may be used, such as CMOS type image sensors. The minimum pixel count

can be more or less, depending on the resolution required.

The controller ASIC 134 enters a quiescent state after a period of inactivity when the pen
101 is not in contact with a surface. It incorporates a dedicated circuit 150 which monitors the force
sensor photodiode 144 and wakes up the controller 134 via the power manager 151 on a pen-down

30 event.

The radio transceiver communicates in the unlicensed 900MHz band normally used by
cordless telephones, or alternatively in the unlicensed 2.4GHz industrial, scientific and medical
(ISM) band, and uses frequency hopping and collision detection to provide interference-free
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20 7. NETPAGE PRINTER DESCRIPTION

7.1 PRINTER MECHANICS
The vertically-mounted netpage wallprinter 601 is shown fully assembled in Figure 11. It

prints netpages on Letter/A4 sized media using duplexed 8%2” Memjet™ print engines 602 and 603,
as shown in Figures 12 and 12a. It uses a straight paper path with the paper 604 passing through the

25 duplexed print engines 602 and 603 which print both sides of a sheet simultaneously, in full color
and with full bleed.

An integral binding assembly 605 applies a strip of glue along one edge of each printed
sheet, allowing it to adhere to the previous sheet when pressed against it. This creates a final bound
document 618 which can range in thickness from one sheet to several hundred sheets.

30 The replaceable ink cartridge 627, shown in Figure 13 coupled with the duplexed print
engines, has bladders or chambers for storing fixative, adhesive, and cyan, magenta, yellow, black
and infrared inks. The cartridge also contains a micro air filter in a base molding. The micro air
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1 $10% & ( )paper 604 is sensed and full bleed printing commences. Fixative is printed simultaneously to aid
drying in the shortest possible time.

The paper exits the first Memjet™ print engine 602 through a set of powered exit spike

wheels (aligned along the straight paper path), which act. against a rubberized roller. These spike

15 wheels contact the ‘wet’ printed surface and continue to feed the sheet 604 into the second
Memjet™ print engine 603.

Referring to Figures 12 and 12a, the paper 604 passes from the duplexed print engines

602 and 603 into the binder assembly 605. The printed page passes between a powered spike wheel

axle 670 with a fibrous support roller and another movable axle with spike wheels and a

20 momentary action glue wheel. The movable axle/glue assembly 673 is mounted to a metal support

bracket and it is transported forward to interface with the powered axle 670 via gears by action of a
camshaft. A separate motor powers this camshaft.

The glue wheel assembly 673 consists of .a-partially hollow axle 679 with a rotating

coupling for the glue supply hose 641 from the ink cartridge 627. This axle 679 connects to a glue

25 wheel, which absorbs adhesive by capillary action through radial holes. A molded housing 682

surrounds the glue wheel, with an opening at the front. Pivoting side moldings and sprung outer

doors are attached to the metal bracket and hinge out sideways when the rest of the assembly 673 is

thrust forward. This action exposes the glue wheel through the front of the molded housing 682.
Tension springs close the assembly and effectively cap the glue wheel during periods of inactivity.

30 As the sheet 604 passes into the glue wheel assembly 673, adhesive is applied to one
vertical edge on the front side (apart from the first sheet of a document) as it is transported down
into the binding assembly 605.
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The printer controller’s flash memory 658 holds the software for both the processor 750

and the DSPs 757, as well as configuration data. This is copied to main memory 657 at boot time.

20 The processor 750, DSPs 757, and digital transceiver components (transceiver controller
753 and baseband circuit 754) are integrated in a single controller ASIC 656. Analog RF
components (RF circuit 755 and RF resonators and inductors 756) are provided in a separate RF
chip 762. The network interface module 625 is separate, since netpage printers allow the network
connection to be factory-selected or field-selected. Flash memory 658 and the 2x256Mbit (64MB)

25 DRAM 657 is also off-chip. The print engine controllers 760 are provided in separate ASICs.

A variety of network interface modules 625 are provided, each providing a netpage
network interface 751 and optionally a local computer or network interface 752. Netpage network
Internet interfaces include POTS modems, Hybrid Fiber-Coax (HFC) cable modems, ISDN
modems, DSL modems, satellite transceivers, current and next-generation cellular telephone

30 transceivers, and wireless local loop (WLL) transceivers. Local interfaces include IEEE 1284
(parallel port), 10Base-T and 100Base-T Ethernet, USB and USB 2.0, IEEE 1394 (Firewire), and
various emerging home networking interfaces. If an Internet connection is available on the local

network, then the local network interface can be used as the netpage network interface.
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loader/formatter unit 767, and a custom interface 768 to the Memjet™ printhead 350.
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selected via the external masterlslave pin 771, generates the line sync signal 770 onto the shared
line.

The print engine controller 760 contains a low-speed processor 772 for synchronizing the
‘page expansion and rendering pipeline, configuring the printhead 350 via a low-speed serial bus
773, and controlling the stepper motors 675, 676.

20 In the 8%” versions of the netpage printer, the two print engines each prints 30 Letter
pages per minute along the long dimension of the page (11”), giving a line rate of 8.8 kHz at 1600
dpi. In the 12” versions of the netpage printer, the two print engines each prints 45 Letter pages per
minute along the short dimension of the page (8Y2”), giving a line rate of 10.2 kHz. These line rates
are well within the operating frequency of the Memjet™ printhead, which in the current design

25 exceeds 30 kHz.

8. PAYMENTS
The netpage system provides efficient mechanisms for the secure and auditable delivery

of invoices, statements, and bills directly to the user’s netpage printer. Such documents may

include regular bills from utility companies for services such as electricity, gas, and telephone.

30 The bill can include a mechanism for the user to make a payment. The user can select
from previously established payment methods or enter a new payment card, sign the bill, and

submit the payment.
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contam generic mformatlon and documents which contain information specific to a

particular interaction between the user and an application. Generic documents may be pre-printed
15 publications such as magazines sold at news stands or advertising posters encountered in public
places. Forms may also be pre-printed, including, for example, subscription forms encountered in
pre-printed publications. They may, of course, also be generated on-the-fly by a netpage printer in
response to user requests. User-specific documents and forms are normally generated on the fly by
a netpage printer in response to user requests. Figure 48 shows a generic document 990, a generic

20 form 991, a user-specific document 992, and a user-specific form 993.

Netpages which participate in a user interface flow are further described by abstract page
layouts. A page layout may contain various kinds of elements, each of which has a unique style to
differentiate it from the others. As shown in Figure 49, these include fixed information 994,
variable information 995, input fields 996,:command buttons 997, draggable commands 998, and

25 hyperlinked text or hypertext links 999.

When a user interface flow is broken up into multiple diagrams, any document which is
duplicated is shown with dashed outlines in all but the main diagram which defines it.

8.2 PAYMENTS OBJECT MODEL
The payments object model revolves around a biller, customers, bills and bill payments.

30 Each biller 500 has a unique identifier and a name. Bach customer 501 is related to a
particular biller 500, and has an identifier 65 which is unique within the scope of the particular

biller. The customer id 65 is the alias id for the application user 805, as allocated by a registration
server. Bach customer 501 represents a particular netpage user 800 to the biller. A netpage user



GLOY$&' ()- ,109& ()-, , "1098& ()- 033 "10%& ()-- ,33 "10%& ()--
,Ps:110% & ()-?@][:bU410 ,F'10%& ()- , 3GLOMB& ()-, ,F, :109& ()- ,
Z10%8& ()wo 02/42699%& () - ,3"1098& ()- @[ bWA10 | ($10%&rfuo1/01530
, YY&L1098&' ()-, OF#"10%$& ()-- , F#" 10%& %) F 1096& ()-
., 3$109%8& ()-~j | [:bUs10 , Y2"109& ()- - 85‘0$10°/$& ()-, , .F109%& ()-
F-1096& ()- , F+ 109%& ()- , Y*"1098& ()--9|[:-410% , <Fl09%%& ()- , |
: mMLO%&' (860, on@bﬂm&d&mbeﬂ?&h&%&df)an aoéiber $09s.() -, Y3" 10968 () - bA410$
, FF MLO%& ()- , F3"10%& ()-vy , slo%s& ()- , @O%BE& () -
. S10968& ()- 10$1(&%ﬂ.¢38@6iﬂ&%01hasamst of aymentmethods 504 with the biller. The name and
. 410988 ()-4109%6& () - 41098& () - 410088 410988 ()- , @O0Y%& ()
DEFHW L, 441%%'&’"( A£PHOmL denives £rppy %ﬂs&iﬁ%@f{syonﬂmmma@usewaj st uvi K/ 441
0%8&' () - )410%5&( 10%5& () 410988 ()-' 410%8& () -vel +4' - 41098& () - 410%$&
v ()-410988& () - 1 602 4is oaogiated with que1oustpmer pnd) ow)/fsitler, pndi haogs gnigye. bill1 094

& ()-4 0 J & 410988 410988 () -410%&' () - 410%
&'8 gﬁ%’i‘%@ﬁ&%&%%%ig 3‘%1%%5&)() 410%5&)() 410%5&)() i M4 %10%&

AD4420088: {) - 4 20 savib LR i & Aebihvingt npmbe, the dete pnd i of the paypinte, oo
0Y@*" 1096 e gmountaish 4 Fgre¢oipt, pamrdes Bagh bill (pasipeds §03 hasidssecheed WitlSit | pagrbent

@. " 10%8& d@ F10%$& () @+1098& ()- @)"109%B& ()- @D $10%B& () -
@&m' 109 ?’[NA410$10$10$ @, ; 310%& ()- @9910%& () - @@7$10‘V$&' ()-

@ 10%5 6 )- RIS i 0 B s 12 By ot BN ey
f"10%19 &lipked t@HE1BEHISUsEL @mal@mﬁenisaaab(d)ng tihle ndAfdl SER pfotecol®  $10% $' &' () -
@9"10% $' & ()-1=|[: NM10 @$10% $' & ()- @BL0% $' & ()- @"10% $' & () -

@l "10% $' & () - @amaf(pwn(oad@/m%ﬂwsosm ﬁseumaq;e@édﬁ@%eﬁt odid i} use@®

Q1050 s’ & i PORRALTgBa o g b (éﬁf’kg‘%%"ﬁ% e s ng ok o

@D $10% $'intifution @ich hMdles 't gayticuldBgaymk ) - $%& | obL4

@G10%& ()-10'$'10'$' 10'$' O :10% $' & () 8" 10%$ & ()- @7%$10% $' & ()-
@5410% $' & () - (THE:Bill [Phyndés cfakOhiagraf ¥shotn in BiEurd 86%& () -- @ 10%&' () - -
@s109%8& ()- @FFL0%& ()- @S10%& ()- jxOR [:bW4 @ @ $109%8& () -

@y 109658 () @' 10%& ()- @f410%& ()- @ 10%& ()- @$L0%BE& () - |e|[ bU4 @
@'$" 10Bb&'8(J - QOPAMENTSUSER INDERFACEBE () - @ 1098B& () - @BLOWBE (

g@l‘ii’ﬁé‘&( N iy AR o A M0 b

: 31098& ( throyg@h8hel s¥ipal foptal s@vice:! 10988&' () - @R$1098& ()-CS|[:bUs @
@BL"10% $' & ()- @ Z10% $' & ()- @BS10% $' & ()- @B3"10% $' & () -
@s10% $' & () - @maaisbl&soys lidel bidec@inEBXplRdifg /s’ detailgd charfes mﬁﬂmﬁg&t( -,

SHELS i Ul 8 Wt e T B o e

@ 10205 M@mr@'p&éﬁ&%ﬁisé’d payndeki foéthéalsVA @pia) GIllLSIH 07 Rdis(shown in Flgures 52 and
~$10%6,8" & () -f @+ 1065 & ()- @L*GLO% S & ()- @Y(10%$ & ()-
@$10% $' &) - 2TUVW [ NA410$10$10$ 0Y9" 1006& ()-- @9"10%' & ()-

@6t10% $' & F5G1006 $' & 3109 $
e () Vep Rl BEYER o Gphabiony 5 s @é&@% e W}W@w
@L0% $ & signOpk E@M&e@ﬂbﬂg@%ﬁi'aﬁﬂ f)l)esse Kow> bﬁtton@ﬂél%ﬁs &lefitified by

e T 2o.

@10% & ()-6A NA41 % $ 0% $' & ()-y g$$109XEX& () -
@As$$1dN $' & () - G fﬂ%&%“’&%ﬁq r|[: NA410

. L6$10% $' & 4" 10‘V‘
@L6s 5% 0)- en the pa}a)ment 18 ggmple% a Payment Receipt 508 is printed, as shown in Figure 54.

The Bill Payment user interface flow is shown in Figure 51.

CONCLUSION
The present invention has been described with reference to a preferred embodiment and

30 number of specific alternative embodiments. However, it will be appreciated by those skilled in the
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CLAIMS

1. A method of enabling payment of bills, the method including the steps of

providing a person with a bill containing information relating to a requested payment, the
5 bill including coded data indicative of an identity of the bill and of at least one reference point of
the bill;

receiving, in a computer system, indicating data from a sensing device regarding the
identity of the bill and a position of the sensing device relative to the bill, the sensing device, when
placed in an operative position relative to the bill, sensing the indicating data using at least some of

10 the coded data; and

identifying, in the computer system and from the indicating data, at least one parameter
relating to the requested payment.

2. The method of claim 1 in which said at least one parameter relating to the requested
15 payment is associated with at least one zone of the bill and in which the method includes
identifying, in the computer system and from the zone relative to which the sensing device is

located, said at least one parameter.

3. The method of claim 2 which includes

20 . receiving, in the.computer system, data regarding movement of the.sensing device relative
- to the bill, the sensing device sensing its movement relative to the bill using at least some of the
coded data; and

identifying, in the computer system and from said movement being at least partially
within said at least one zone, said at least one parameter of the requested payment.

25
4. A method of enabling payment of bills, the method including the steps of:

providing a person with a bill containing information relating to a requested payment, the
form including coded data indicative of at least one parameter of the requested payment;

receiving, in a computer system, data from a sensing device regarding said at least one
30 parameter and regarding movement of the sensing device relative to the bill, the sensing device,

when moved relative to the bill, sensing the data regarding said at least one parameter using at least
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7. The method of claim 6 which includes receiving, in the computer system, data from the
20 sensing device regarding movement of the .sensing device relative to the bill, the sensing device

generating data regarding its own movement relative to the bill.

8. The method of any one of claims 2, 4 or 6 in which the parameter is an action parameter
of the requested payment, the method including effecting, in the computer system, an operation in

25 respect of the action parameter.

0. The method of claim 8 in which the action parameter of the requested payment is selected
from the group comprising:

requesting that payment be made, specifying a payment amount or resetting the bill to an
30 original state.
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a cardholder name, an amount paid or a card expiry date.
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15. The method of any one of claims 3, 4 or 7 in-which the parameter is an authorization
parameter of the requested payment, the method including identifying, in the computer system, that
the person has entered a handwritten signature by means of the sensing device and effecting, in the

computer system, an operation associated with the authorization parameter.

25
16. The method of claim 15 which includes verifying, in the computer system, that the
signature is that of the person.
17. The method of claim 16 in which the authorization parameter is associated with payment

30 authorization.
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24. The method of any one of claims 1, 4-or 5 ‘which includes providing all required
information relating to the requested payment in the bill to eliminate the need for a separate display

device.

25 25. The method of any one of claims 1, 4 or 5 in which the bill is printed on multiple pages
and in which the method includes binding the pages.

26. The method of any of claims 1, 4 or 5 wherein:

providing the person with a bill is done by sending the bill by mail.
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identity of the bill and a position of the sensing device relative to the bill, the sensing device
16 sensing the indicating data using at least some of the coded data.

30. The system of claim 29 in which said at least one parameter relating to the requested

payment is associated with at least one zone of the bill.

20 31 The system of claim 29 which includes the sensing device, the sensing device sensing its

movement relative to the bill using at least some of the coded data.

32. A system for enabling payment of bills, the system including:

a bill containing information relating to a requested payment, the bill including coded
25 data indicative of at least one parameter of the requested payment; and

a computer system for receiving data from a sensing device regarding said at least one
parameter and regarding movement of the sensing device relative to the bill, and for interpreting
said movement of the sensing device as it relates to said at least one parameter, the sensing device,
when moved relative to the bill, sensing the data regarding said at least one parameter using at least

30 some of the coded data and generating the data regarding its own movement relative to the bill.
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selected from the group comprising:

requesting that payment be made, specifying a payment amount, or resetting the bill to an
25 original state.

38. The system of claim 36 in which the option parameter is associated with at least one of:

cardholder name, payment method, or credit card type.

30 39. The system of claim 36 in which the text parameter is associated with at least one of:
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a cardholder name, an amount paid, or a card expiry date.

40. The system of claim 36 in which the authorization paraméter is associated with payment

authorization.

41. The system of any one of claims 31, 32 or 35 in which the sensing device includes a

marking nib.

42, The system of claim 31 or 32 in which the sensing device contains identity data which
imparts a unique identity to the sensing device and identifies it as being associated with a particular

person.

43, The system of any one of claims 29, 32 or 33 in which the bill is printed on a surface and
in which the system includes a printer for printing the bill on demand.

44, The system of claim 43 in which the printer prints the coded data at the same time as
printing the bill or payment receipt.

45. The system of any one of claims 29, 32 or 33 in which the coded data is substantially
invisible.
46. The system of claim 29 or 33 which includes a database for keeping a retrievable record

of each bill generated, each bill being retrievable by using its identity as included in its coded data.

47. The system of claim 43 in which, to cater for a bill printed on multiple pages, the printer
includes a binder for binding the pages.



