*WD 2004/ 068820 PCT/ US2004/ 000408 NMETHOD AND APPARATUS FOR A NON- REVEALI NG
DO NOT- CONTACT LI ST SYSTEM BACKGROUND OF THE | NVENTI ON Rel at ed
Applications [0001] This application clains the benefit of U S. Provisional
Appl i ca¥P3RHS88280/ 442, 273 filed January 23, 2003. FPET/HSYNI/PI408 nventi on
[ 0002] The invention relates to the field of comunications. Mre
specifically, the invention relates to security of comrunication

i nf or mat METHOD ANDALPPARODATS FOTOANNON-REVEEL N G as0-NGTKeONTA ApSOci at i on
(DMA), in 2001 telemarketing accounted for $660 billion in sales. Consuner
advocates estimate that more tREATEXSKEM on calls are nade daily by

tel emarketers (sone households receive as many as 21 calls a week). In

spite o I Mﬂmesses, t he tel ephone calls, which often
interr nopportune tines, are near the top of

many consuners' lists of conplaints. [0004] In response to these
conpl ai tlsfedtwe t - seven state governnents (Al abama, Al aska, Arkansas,
Cali forgrﬁg—ém > Connecticut, Florida, Georgia, Idaho, Illinois,

| ndi anag - UCkY: | S| chuset,ts,. i ta,

W ssour PVCROEES speasgl e e DB U RRAGTURT bl B ol 275,

Ver nont filed W@, 000Aand Womi ng) have passed | egislation creating so-called
"do-not-call" lists. The lists, which have been extrenely popul ar anong
consuners | low citizens of a state to register their phone nunber as
off-Ii@ﬁ@—Q_éh&Jél‘i@&&leting calls. Marketers who do not respect the lists
face substantial liability. According to the DMA, being on the list can

- reduce nmbher of tel enprket.i calls a cons r receives by as nuch as
80% | Ogggﬁlngéeéﬁﬁ?’g‘owgﬁﬁgﬁtﬁ% hgjrcag)sf§?mr‘?8‘§]fca&°ni' ﬁgg%%l?ﬁ'lﬁ?ﬂ@, Beates are

consi defnkeflionSeldiel &) seb @ty D 8éhARnichflofH@brhi@0n, current Federal |aw requires

telemarketers to maintain an internal do-not-call list for custoners who

ask to not receive phone calls, and the Federal Trade Comm ssion (FTQ
recent | Brigraposed creating a national do-not-call list. |

[0003] According to the Direct Marketing Association (DMA), in 2001
telemarketing accounted for $660 billion in sales. Consumer advocates estimate that more
than 24 million calls are made daily by telemarketers (some households receive as many
as 21 calls a week). In spite of their popularity with businesses, the telephone calls, which
often interrupt people in their homes at inopportune times, are near the top of many
consumers’ lists of complaints.

[0004] In response to these complaints, twenty-seven state governments
(Alabama, Alaska, Arkansas, California, Colorado, Connecticut, Florida, Georgia, Idaho,
Illinois, Indiana, Kansas, Kentucky, Louisiana, Massachusetts, Maine, Minnesota,
Missouri, New York, Oklahoma, Oregon, Pennsylvania, Tennessee, Texas, Vermont,
Wisconsin, and Wyoming) have passed legislation creating so-called “do-not-call” lists.
The lists, which have been extremely popular among consumers, allow citizens of a state
to register their phone number as off-limits to telemarketing calls. Marketers who do not
respect the lists face substantial liability. According to the DMA, being on the list can
reduce the number of telemarketing calls a consumer receives by as much as 80%.

[0005] Because of their success, most of the remaining states are considering
similar legislation. In addition, current Federal law requires telemarketers to maintain an
internal do-not-call list for customers who ask to not receive phone calls, and the Federal

Trade Commission (FTC) recently proposed creating a national do-not-call list.
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WO 20 0110 68 8 2 0 PCTI US20041000408 [0006] In response to the need to
limt liability faced by tel emarketers who violate the various state- and
Federal | y-mandat ed do-not-call |ists, several technol ogi es have been

i nvent ed t voressamessthhe out-going calls and ensure conpl i aREEUVRRAOWORHES | aw.
For exanple, U S. Pat. No. 6,330,317, to Garfinkel, entitled "Call Bl ocking

System " de jbes a _ systemthat auytomati,cally bl qcks .outgoin alls to
consuner s V\@@B ppear Iﬁﬁgﬁ’lofl??etph@e g g&%ﬁﬁ‘%‘@#ﬁ?éﬁﬁﬁ’ﬂ?lﬁ"{“& ﬁfg‘-"’ﬁ%ﬁtﬁ%t%d
external donBQissalstatd-i 5l FeddBBy-8a0R6 BOhEL ALL 1Ssts, BbvdRaldeSHABRAE havd Bigphone
system and automatically stops calls to phone nunbers in a do-not-call

dat abase behwpered toeyarmge thai mit-gding[c@ioFd ansurgddimplience witlstheRfaw. Fpexample,

6, 130, 937, otta, iLtled tem P ss . fqor Aut,pmati.c Storage,
Enf or cemsntég'nga'oélgr ?Sgégyf twﬁa{fﬁféﬁ C@T%otd%ﬁpaﬂgagé’???: "ge%%‘éeérai bes a
system and RLQEARS Ju?&mé’tic%ﬁ?gﬁ)g%(? éag&ﬁge&g td Qo flvho labSd=$ on\gﬂgﬁsayst em

descri bed al'l ows conpani es icrently store, update, and,

appr opr i at esonpasysiinternal odlegaliytmewrdated ax¢anal Thendticsll lisen e ngstethenttrbisphone
nunber s of in]gi vi dual § 0, have exg{es ed a Hesi re r“)t t?] be co[glt acted. The
syst em i nt ek SSMBYIAS FPDERHPAINR LG RYWRIEALY FOPRERISIR PRoRS WMOSR NG | a5

any externajy htSh dabedt fedork ARSSSBARAl ed by various state laws. [0008]
The various solutions to creating and managi ng do-not-call lists currently

go a | ong wWA90Tjowar d Incidditivg, Ulte Ppt: dlol 430,93 Unodintiedntided {eyskem ambPmatdss,
but do not _transl ate well ot her, ¢ ni cati.ons nedia rrent,,
embod nent. BF ASRIS S1GREE HiforerREr S8 CHABI Gy GRREPER TN R e

tel ephone nyxhes.s _a%pstmeanhlp%&ss 0 awﬁﬁﬂ{)ﬂé%ﬁﬁnagé BB-not-E41l Bsth STRO§ysfenPr Obl em
for do-not-call lists because 1) tel ephone nunbéers are already wdely

publ i shed i desclitred adlowis ssmpaibs tesffidientiyhitere, yridgtss andirvheR)appropiialg, evaradephone
call is currently.faitly.expensive. t el enar ket er. t pa andw dt h fees
to a tel eph‘iﬂiﬂ&‘c ﬁr}ﬁgn@}}yﬁlsgﬁg%mgsﬁgltggﬂ%%g “IUP’FPS‘,’S qﬁgﬁﬁagﬂog}?@ﬁt, and
staff a cal dxpe@tdded dédstre QbFRMDelcdntabRAATRE stk NRS&atel BotAdHE EdApanytSTRRESNT tO
the nmedium only one tel ephone call can be nmade per (fhone | ine"at any given

time, neces&anotiopll|lists asiwajl astaay suiemnat Ligs, speloarethesd menaatesk by varipubstateddws.by a

tel emar ket er L&y any riod. Joi.ni o-~not-call list therefore does not
sk subj eclOPH) o pnofs TRine o Rt BRe b B b NGB ey

t el emar ket egsa 10hQ Y] to WM Bling thePldbiem BeyenshtpheNen4Rét iy e, Huede Bl ket er s,
the current stens and technol o%y for creating and nanagi ng do-not-call

S . -
lists will tmns?;wml teother comsmuyeftiogs medigs Tag sursnteanboggnent of il dpat-call
cormuni cat ph ?acHR&be inherently reveals the telephone numbers on the lists. At the present time,

this 1s not a problem for do-not-call lists because 1) telephone numbers are already widely

published in directories such as the white pages, and 2) making a telephone call is

currently fairly expensive. A telemarketer must pay bandwidth fees to a telephone °
company, lease a telephone line, install equipment, and staff a call center in order to

conduct business. In addition, inherent to the medium, only one telephone call can be

made per phone line at any given time, necessarily limiting the number of phone calls that

can be made by a telemarketer in any period. Joining a do-not-call list therefore does not

risk subjecting a phone number to more phone calls from “rogue” telemarketers.

[0009] However, looking beyond phone calls and telemarketers, the current

systems and technology for creating and managing do-not-call lists will not suffice for

emerging, less-expensive, more-efficient communications media.
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nmet hod and apparatus for a non-revealing do-not-contact list systemis
described. According to one aspect of the invention, a do-not-contact |ist
of oneWMPHAEEHLd consunmer contact information is pP&HHRAMHWINSset of one
or nore entities. The set of entities determ ne whether certain consuners
wish to be contacted with the do-not- contact list wthout discovering
actual consuner contact information. [00111 These and ot her aspects of the

pr esentBRIBFSTIMOAARY IGF BEEIBIMENTI§8Scri bed with reference to the Detail ed

Descri nt} and t CGO nyi i_gures, 3 EE SCRI PTIL. OF THE DRAW NGS
[0012] p[%lgﬂl nvent‘?%‘ﬁ%?ﬂn%gpﬁar%gs ﬁﬁgé’%'{%‘g& 1%&}-55%?%‘[%@1%)/%@ ¥ ol | owi ng
descri plekdbheand cos6REPRBYE fgediofMd18eridal a @d-BotRthct RstidibHStagt €

enbodi mrents of the I1nvention. In the drawi ngs: [0013] Figure is an

exenpl deghdgd|coviungir ggrtachinfpriaatingris provetedite g setef 9o ovomtawtities yElieset accor di ng
to one enbodi t _of the invention. [00141 Fi gur iS..,a xenpl ary bl ock
o agr arft SROes gy it R Rt i SPGB Be G of the.
i nvent i @ftact 840 ¥itholtl GdebRerhgl apnANcESERBY &n¥act Ingwynfafient of a client returning
a do-not-contact |ist according to one enbodi nent of the invention. [00161

Fi gure 8014 an exidws aad piifer aspeetiad thegiresshbioemipnanilldmstheter deseritbd- not -
contact_.l.i st _accaordi t. e enbodi ment of the.invention. [00171 Figure 5
is an e‘?i*h{ﬁ&%{%ceg? @539551%8&2%0%9@0& aegﬁé%?ccgﬁml}yé% ‘S osted on a renotely

according to one enbodi rent of the invention. [00181 Figure 6 is a flow

chart GRIBFADESORIKNESKORTHE DRAVINGSUltiple files of entries and
perform ng the appropriate operation according to one enbodi nent of the
i nvent i[0612}[ 0019 I'heiimpeniorvmiayg best bk aaderstbadbpmfafing né dredolivwingbet ween a

Mast er - Not - ntact Server and Cient plication illustrating add and
dot et & FHTRIB ﬁgcga@eawa@sﬂ@g S Aot Lo FOP RIS G e [0020]

Fi gure j§vdmiof il QWaehasds: of a. dient Do-Not-Contact List Appl ication

[0013] Figure 1 is an exemplary block diagram of a non-revealing do-not-contact
system according to one embodiment of the invention.

[0014] Figure 2 is an exemplary block diagram of a One-Way Hashing Engine
according to one embodiment of the mvention.

[0015] Figure 3 is an exemplary flow chart of a client returning a do-not-contact
list according to one embodiment of the invention.

[0016] Figure 4 is an exemplary flow chart of checking an entry in a do-not-
contact list according to one embodiment of the invention.

{0017] Figure 5 is an exemplary block diagram of a Client Application hosted on a
remotely accordiﬂg to one embodiment of the invention.

[0018] Figure 6 is a flow chart diagram for checking a file or multiple files of
entries and performing the appropriate operation according to one embodiment of the
invention.

[0019] Figure 7 is a block diagram of interaction between a Master Do-Not-
Contact Server and a Client Application illustrating add and delete functions according to
one embodiment of the invention.

[0020] Figure 8 is a flow chart of a Client Do-Not-Contact List Application
adding or deleting entries to a Client Do-Not-Contact List according to one embodiment |

of the invention.



adding or deleting entries to a Cient Do-Not-Contact List according to one -
enbodi nent of the invention. WO 2004/ 068820 PCT/ U S2004/ 000408 [0021]
Figure 9 is a flow chart for generating a do-not-contact |ist of e-mail

addr esses awagbrodsy/m3s20 one enbodi nent of the invention. [OPQRPSHOYHK0408L0 is
a flow chart for generating a do-not-contact list of e-mail addresses of

m nors according to one enbodi ment of the invention. [0023] Figure | 1is a
fl ow chart f0621)r enoviRiguertt isiadow chor far Stnstating RodaNast-coatiat bet of Bineail accor di ng
to one enbodj nment of the invent hg{p QTO%%@% Figure 12 is a bl ock diagram

i |1 ustrati nfdrasess peer1gmerg PEa SR B VPt ds to protect a

do- nPt-ConF@ﬁﬁz]' i st fEQm:De R %W%%ﬁ%r?%ﬁe?&@iﬁ radioshticen@peist efbagiinent of

t he invention. ‘DETAI LED DESCRI PTI ON OF THE | NTI ON [0025] In the follow ng
descri pt i omddrsssrodusinepectdriingdetns ¢nbahwtent ofghemyantzan. ons are set forth to
provi de a thaorough unger st andi of the invention. wever, It |

under st ood 423] the | B]f‘r'tﬁdﬁaﬁgyw PHIEMOYEE %t??fﬁmﬁﬁ\g&%ﬁ'&?ﬂ%&' details
of some of &gkgadtrﬂ?é SEERUALI9 BRe SNtbRHRANMBNSentidh, Ot her i nstances,

wel | - known an unéerstoo circuit, structures, and techni ques have not been
descri bed i 0024t ai | sPBigas iics a blask algram diushratingithenist ohfalsoaddiesseor [ 0026] A
nmet hod and apparatus for .creating,,.inplementing, and adm nj.stering

non- r eveal i’f‘?@jor%torﬂff’teébﬁfl%'@f’t'w‘g%E llﬁtgg)(a’égg‘rng%&m%lég GBI PR PES ng

do- not - cont g dil stiSor tBd inQ¥htddae benefits of do-not-call lists to be brought

to nore-efficient communications nedia. In addition, the non-revealing

do-not-contact list provides notice to entities to not send comuni cations
to entries on the non-revealing do-not-contact list without revealing 'the

identiti t ley] i d ts, t act nmb ,

e o SR RS e 3 A BRI, Lo Vol bl o el e, bor are @
c. . Conmu g HEdh UHEI"slibh 1572 W8y be val usbi e incl ude, bu

omai ' yat I0ES! o 13 GRARIATRE gesBafin hombfths 0t AERaa 8 12 qure 1 i

an exenpl ar inflbmedtatiRgrase: éritetopeovidey tokduph wWdentindingrif dot invaynem

according to one enbodi nent of the invention. The ngn-revealing, i
do- not - cont Hewever, it 1s understood that the invention may be practiced without the specific details

of some of the implementations and embodiments. In other instances, well-known and
understood circuit, structures, and techniques have not been described in detail so as not

to obscure the invention.

QOverview

{0026} A method and apparatus for creating, implementing, and administering
non-revealing do-not-contact lists is described. These non-revealing do-not-contact lists
allow the benefits of do-not-call lists to be brought to more-efficient communications
media. In addition, the non-revealing do-not-contact list provides notice to entities to not
send communications to entries on the non-revealing do-not-contact list without revealing
the identities of the devices, their addresses, user accounts, contact numbers, etc.
Communications media where such lists may be valuable include, but are not limited to,
electronic mail (e-mail), instant messaging, web sites, domain systems, mobile phones,
facsimile machines, etc.

{00271 Figure 1 is an exemplary block diagram of a non-revealing do-not-contact
system according to one embodiment of the invention. The non-revealing do-not-contact
system illustrated in Figure | includes a Data Collection System 100, One-Way Hash
Engine 200, Master Do-Not-Contact (DNC) List Server 300, a Master DNC Database
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‘'systemillustrated in Figure 1 includes a Data Coll ection System 100,
One-\Way Hash Engi ne 200, Master Do-Not-Contact (DNC) List Server 300, a
Mast er DNC Dat abase 4 WO 2004/ 068820 PCT/ US2004/ 000408 350, and a DNC Li st
appl i cat’PIAMAE852° The publ i c-facing Data Col | ection SyBE€B#SI080)040% 0l | ect s
entries for the do-not-contact |list and any associ ated denographi c or

I denti fyin i nfarmation. Wi ILh one. epbodi_ren f the inventjon, the Data
Col | ect% ngﬂéﬁﬁ‘éﬁ%%ﬁ@m 15“%9”\/@@' é&f@%ﬁé&glﬁg%‘[‘ éoﬁ?cé‘ioflgﬁ’ge’?“cfllb ata t hrough
a si ngl @[1BAYEntAEs Br BRIdoLSotUonRBURS and hy AL RHOREN S RO ; L%i“%f the

i nvention the Data Collection System 100 is a systemthat takés entries via

t el ephanformeteaei Wode anenei eagboglanent of theynyension| the Patel @dtecon Systen 100 r et ri eves
entries fro ocal or renote d ase, uplpads themfrom a disk or other
nedi a, @8%5133? h@ﬁ?rpp’c?rtﬁ BEhEp ?‘?rdg%?gtgmgg%&ﬁﬁﬁg%aﬁa%ﬁr Bfe‘%{aﬁf%?getgﬂé‘ above, etc.
Exanpl egteffari 0 dimeRs batle ihVdhiof Me'DAS CRNEHARTRARL AN i§3 sPref 1hR |

addresses, user identifiers, domain nanes, instant nessage’ identifiers,
t el ephonkesrentrise vi, telophaneyregeives eritmdssemtan by posthaber dlebnonicimal rerievdsndi vi dual

[ ti devi t it tacted. The additi I
cermogr s o & 45aL TGt e CRl I HR ToRG S PLLSY ot PEGPCRRBh hat
appl i esthé: foREpapdPlodRs, éonibiBatitR-dTahy 6PINEABSVY, bt ERREHIYs oftaeidier the hol der

of the do-not-contact list entry is a mnor or adult, specific types of
mess agesontandlist anteienae hathedwepies of bamag addressssi user Wontifiars, dovniramamds| st entry,

the type of one-wa sh e or other restrictions.that apply to the

par t1 LS st S, ML ERReR e ey b Bl Geue Po Mt Bve ar e
provi degddiefsl dmmdeedh devgbbeackoin® saft @X88RbAGLYD! PhKadiimghpg of a One-Vay
Hashi ng Engi ne according to one enbodi nent of the invention. The One-Way

Hashi ngdemrograpbic(infoonation ¢alieeted cevdd iba thei Iggal gurisdiction thabpprdieatd al schene t hat

t akes ri f charact.er Q. anumesk c .character al phabeti c
char ace e obfhedo e b RGHAIT e, SeneRrg BABAERE b g Bl At Bt BB new
uni que, is himkeet-draae, Rpsadifit Bgel bhResshasied amadatalidwedbeapthethe/@-ue bears

seem ngly no resenbl ance to the original string. The nature of a one-way
hash i snoteprifct lighentey, Bredype of gncorayshash psegner eiheragstrietipns tporpr)y o 8w t he

origin ' ) - eldacl ' ible to go from
e naareip e Bede JREAER, MaNGs ofbleh REShovt STBRIREALERT  Bngi ne
200 encjogps]s an a@hgiry 2hehoesniplady iRk distarh 0f & DheNRaY HasHigr Eijghe Cont act
List. In particular, the One-Way Hashi gﬁéEngi ne 200 receives an entry in the
f or m of 2c§ording;ip gne pmbpmgrt hthe yention. dive Qpst Way Flesling FAging 64499 a hashi ng

schem® fedibled in Figure 2 is a mathematical scheme that takes a string of characters (e.g.,
alphanumeric characters, alphabetic characters, numerals, symbols, etc.) processes them,
and returns a new, unique, fixed-length string (the “hashed value”). The hashed value
bears scemingly no resemblance to the original string. The nature of a one-way hash is
that, while easy to process in one direction — going from the original string to the hashed
value — it is nearly impossible to go from the hashed value back to the original string.
The One-Way Hashing Engine 200 encrypts an entry before it is stored in the Master Do-
Not-Contact List. In particular, the One-Way Hashing Engine 200 receives an entry in the
form of a string of characters (201), encrypts the string using a hashing scheme (211),
outputs the resulting hashed value (221), and then passes the hashed value that results to
the Master Do-Not-Contact List Server (231). There are several industry standard one-
way hashing schemes that include, but are not limited to, SHA-0, SHA-1, SHA-256,
SHA-384, SHA-512, MD2, MD4, MD5, RIPEMD-160, RIPEMD-128/256/320, HAS160,
HAS-V, HAVAL, Tiger, Panama, Snefru-2, GOST-Hash, BRS-H1/H20, and Whirpool. It
is to be appreciated that other encryption schemes can be used to encrypt the string of
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outputs the resulting hashed value (22 1), and then passes the hashed val ue
that results to the Master Do-Not-Contact List Server (231). There are
several industry standard one- way hashing schenes that include, but are not
limted to, wertbo@eesSA- 1, SHA- 256, SHA- 384, SHA-512, ND2, pVDHS200DB00408

Rl PEMD- 160, RI PEMD- 128/ 256/ 320, HAS160, HAS-V, HAVAL, Tiger, Panana,
Snefru-2, GOST-Hash, BRS-HI /H20, and Wiirpool. It is to be appreciated that
ot her encr yphiresters ¢h@lessteadpf B anseway brshmgrsgheme peths disied fagtingsapemes

2004/ 068820, PCT/ US2Q04/ 00040 { 201) .1 -
hashi ng sch&f&T Hﬁteﬂ“@s‘{‘q%s‘faﬁucﬁ% Lfs:)ﬂlﬁr 53 % %’zarﬁ(a%‘“ ﬁé%@%‘%ﬁﬁ%ﬁ%@ﬁfe%%\%%ﬁg (211)

thus can be cafyeRGs SCRERE oMt then ERCEnePl ShAWIRNehARE or BB kit hasing sdhenmes ot her
t han t he one-way hashlgg schenme or the |isted hashing schemes herein. In
o

one enbodi ninateimofIntone embodintenbef the iievenben, the perl-Tavgalg-d9oR0t CORtAEYSIETEREM

di f f t - hash,sch . di f f t 212)
Feonni cal | - HETRET PG e SEpee o g eniisers Pt ERhRed mhR<ifb e
i nvention, ©hRGdaY RAses. MRehe SRPRIIMcHSSEUhE SveSHAL ifd t9pe HYhdshecHamteuse@ld ect i on

System in whatever its form and a key representing it is included in an
entry recor dpesfieiddi the Batd CollecbemBystem. Inavhpdevenlits foms And & Keyeepmsgniieg ibised

i f th hashj h [ t speci.f.ied duri dat tion. ,[00291
Ret ar ni ng. ¢ dRtsd 4 gy egprn ao BRBRY h ol of ghhf o el Wiy S
Engi ne (200)f arohiRr h&shitlel dcREmO RS SpetaiddedurmgRRGSRUestnt he Master

Do- Not - Cont act Li st erver (300). The Master Do-Not-Contact List Server

stores the HeE9%d val Rstiming feFighe brafEothRenirginpraesssed &y thedinebWer Haghk0) .

Whil e in one _enbodi ments of.the inventi.on rheina nepcr.ypt cont act
't or mat i on Cepyd 0 s FesBleskdfet el Gl iR Paat S BEAGRER NOFCSINR SE ®
alternative sgmxegﬁow?nrﬁe PastthBo NBtaDErt&vd L3¢ Sefvel Mok eechdshedvdlid pripat i on for
a period of tine. The new entry is associated in the database 350 with any

addi ti onal dfastad BeodjpappniectilastdPatehase 3 X0hatVhikgdn ent emberimgnisiag thfainyention

between ¢ he agtpeipeREb e Pl HRRAAAEE TRy RREEENed Wbk IHBaE 52,
can be i npl emeipeesltartitivg cabydisieanosibe fatatiaseculeBCdidre diue $nfongiontfbea SQL

structured database | anguage). Typical functions as Eart_ of a% enbodi nment
i ncl ude i ns®exiod pidime.e Ve nave PREY s astpeiatedin thdatabase 350 Withsay edtrganstent of

e et g BRGSO e e L R Lo

sorted by chiambgseananagtruan and ghdre functions between the Master Do-Not-Contact List
Server (300) and the database (350) can be implemented using any standard database
technigues (e.g. the SQL structured database language). Typical functions as part of any
embodiment include insert, retrieve (select), delete, and sort. In one embodiment of the
invention, the database is sorted based on the additional information that is associated
with each record. Within each category, the records are sorted by character values of the
hashes (e.g., alphabetical order). In an alternative embodiment, if the particular do-not-
contact list contains substantially similar additional information for each record, the
database is sorted based on only the values of the hashes. Other standard data
management schemes can be used to keep the data efficiently organized for quick
insertion of new data, sorting, and retrieval. While in one embodiment of the invention,
the Data Collection System (100), the One-Way Hashing Engine (200), the Master Do-
Not-Contact List Server (300), and the database (350) are hosted on a single device, in an

alternative embodiment of the invention, they are implemented in a distributed scheme

(e.g., implemented on multiple devices in a local area network).




-hashes (e.g., alphabetical order). In an alternative enbodinent, if the
particul ar do-not- contact list contains substantially simlar additional
information for each record, the database is sorted based on only the

val ues WP 240H€68836hes. Ot her standard data nanagenentPGRIReeE00088 be used to
keep the data efficiently organized for quick insertion of new data,

ol | ecttPefbls, st e AiE g DSt GrRAy S ABR SR fite N BBBF.| Fhe Nhster Do
NOU - CONfElo b B Rl S0 @B B1 1y 4 B ARSOL AL A OB SGPN @ ST ngl e

device, In"an I'ternative enbodi nent of the invention, y are 1 nplenented
in a disselidied edmswheatons(aa otherwiserploenenitse donactnuforiplien. dewnees in a | ocal

t k). 6 .2004/ 068820 PCT/ US2004/ 0Q0408 00301 The.C.i ent
Roe o aitiment Bf i IRRPRIE S EoGBOE e oL LaLAPHIEHo®N mul t i pl o
rendt e @oMAHEAEwah Hd s A NGt Clonkis] RESSSS: GOS) Ji8RhStwortt Nede Send

unsolicited communi cations or ot herwi se store or ‘use contact Iinformation. In
one emsztworkem boéstathshédiedransfondata hetwsen tierteroafvet the gkinendr ddeetflipt - Cont act

Li st i t] 400) i t . with the. Do- -Contact List S
(300) " kg s sk ot BBt ek Ch P BN RN rEan Db CORSRES daca
bet weengih@ord® LAY Apphi&Rioh _rezugj_) @fﬁuleﬁ%ﬁ néivleffrles )fl%onpﬁl%‘@%%%rt]jlﬁl\lﬁﬂ-tglﬂtactmc hi ne

and the client server. Periodic y certain of the i ent Do- Not - Cont act

Li st Aplpbti Seater §30004 00§ newe ereostsgemevedfiomiths MastenDoRéotNBsttat LRoSéivtr Cont act
Li st Se r (300).. The new records retrigved from.t t er Do-.Not - Cont act
L: st Se(%@rar E%%ye%wghggﬁvglidﬁéx&%apﬂs %f%lc$%%? ﬁ*@%ﬁ%k@?‘ﬁ% ¥ create a
aient mhgeohp Gﬁ&ﬁ@&hm&%ﬂm pBQiQﬁBE'ivE&Qio‘ﬂrbftt}lﬂ;'eCIi&{ttﬂoﬂl%t—@&nt%é@%is‘?arti cul ar

version of the dient Not - Contact List Application(s) (400), the

i nf or nedproitatsan(s) (FEQnihe hefovha toarsemo ovo theCulastacPo N 1Costact/bist S¢r8@0) to the
Client Do-Not-Contact Li i catl 40 i cul t | d
be. 11 RDRLO T Taent Pac S o Are PR AU Lo RE e B 51 e ¢ e

| ast  CliRidd toNRW re&Rld Rlles td @e Wester DENOE-Aon SO LiedhiRY ket Rnaddi ti onal or
denographi c information, records sorted by the type of hash used, records

sort ed hpEwdtians mauest.gesnsds wilgd Hy ceriis eidisional ot dpmpgraphie infemmzationansf er r ed,
o1 OB RGP EPARLTER, B 6, NSRS 8o ) OLPLIR L oo be
nmedi a apdingelhe iefetnvieaed,past al mail or some ot her physical means. The
Cient [%8.‘; 1[\]IOt ) Cor};%ﬁéthléri e%boﬁ?n%rit%%h‘ileoigvcnﬁon, the information can be stored on a

compact disc (CD), digital video disc (DVD), or other storage media and delivered via

postal mail or some other physical means. The Client Do-Not-Contact List Application

(400) can incorporate new information into the Client Do-Not-Contact List whether it is

received via the network or some other means.

[0032] Figure 3 is an exemplary flow chart of a client retumning a do-not-contact

list according to one embodiment of the invention. As illustrated in Figure 3, an update is

requested from the Master DNC List Server (410). The Client DNC lst is sorted (420).

For example, the Client DNC list is sorted into categories by the Client Do-Not-Contact

List Application according to any additional or demographic information and then, within

the categories, alphabetically by the alphanumeric hashed value contained in each record.

0033} Once the latest version of the Client Do-Not-Contact List is downloaded

and sorted by the Client Do-Not-Contact List Application, the Client Do-Not-Contact List

Application can check any contact information stored on the client’s machine against the

Client Do-Not-Contact List. The entries to be checked can be stored on the client’s

machine in files or other forms of existing lists, or they can be entered and checked in real

\
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(400) can incorporate new information into the dient Do-Not-Contact List
whether it is received via the network or sone other neans. (00321 Figure 3
is an exenplary flow chart of a client returning a do-not-contact |ist
accordi ng t ovep@4eedspdi nent of the invention. As illustratedTius:de4guies 3, an
update is requested fromthe Master DNC List Server (410). The Cient DNC
list is sorted (420). For exanple, the Cient DNC list is sorted into

cat egori es hiynd. s dHoivarit Fignretxﬁ),ten@imtsatred o hetcliaps ineghine arcarctroavad ae ata any

ddi | d h ti th thip the cat
Al phabet | caltiy GYOY RETEFBEASRE T o R YRl EEon EalEL 1 GLH P or o

100331 Once SomtaChe §brliniba
downl oaded hgﬁ Sjsrgéct?le(f %% ﬁ‘{ﬁe%héﬁ ﬁ{%@nﬁ?u’t@r?&é@ﬁ%:gﬁt Li st Apep‘}:klb CGTI otr?h t he

d i ent Do- Nahodepeiteaking Ialﬁs}d: or Apptiple &ilésocontamngstskofadgresenstabione iime.oilhegei on

stored on the client's chi ne ,agai nst the.. dient Do-Not-Contact List. The

entries to B&ORAPRIERGYS aL% eﬁ%%@b’?é@“&%ﬁ‘W@F@Pr%ﬁtﬁggarﬂlﬁﬁ%‘?f&g) ¥ %s or

ot her forns S G w |7
gg%. g@g@)@gggkly %}%)hcgﬁoﬁ e &ﬁt@l?@n&%@a ki e Qﬁi@ lbaelwah nagd

WO 2004/ 068 time. AS showh in Fi ure 3, entriés stored
on the cli esthangmochisnsedtoenceipt tl’E\MBIStOT@O-hiOt-ﬁontaChﬁm(ﬂﬁO})(44'DD1I 4 refzrenbe done

|n r eal , checkjng entri e re.entered on,th client's chi ne
as massgg@¥ I5ept é)éﬁ’te (ﬂ ﬁP(ﬁi‘?tt({:@téti {APPgFatiqn tEéﬂean’gy HWGPWYB"&HH
"Dde checkidig ghd id tein heaaédt e @néiyb 83 cliS R Uny 1k fdnlchti®d AbaiagidneERGSs at

one tinme. Thes two approaches are scribed 1n Figure 4 and Figure 6
Regar dl ess af thedWidnhBy- MoteComat List(4&d)by the Cient Application, each entry

is encrypte usi ng t one ash sch e as S,.use 0 encrypt the
Vaster Dor NADOENt act TLRERPL TS Abe NerraRel S B REasRe BN | @
Cient Do- Nghg (gﬁéﬁt% Nl: Bméaﬁmtc‘r@édr@@ar& Qo EHERY {HeYyhd\6F HESE DLV RdqBen &RAT Y

that is being ecked he encrypted client entry s then checked agai nst
t he hashes dliantteney@ camrbtptdﬂoermotfemnh heth andshe¢le8CgainsOB8 portion afithe Claéns

one-way hashes re used in one enbodinment f t he ventjon e Cient

Do Not > Cont dee NeFEpriAEgraBet3rs SEpled B eRe siryeaiiramshfft Lafdn e dian

each cli entmapd e dcht8NEEWPIAHo W), fiRlan AREMaNRS EmBoHmehesiRd irgatidts thet he
portion of the i ent Do-Not-Contact List that was encrypted using the sane

hashi ng schédpient DING he iendt soiest. 14 thenmis@imateihbetaisan thsl enchpbed elisnbénstkandz0. | n

oD oL 1A PRl 1 B AU O DSy P B
up the unencrypted client entry using the reference key and reports that the entry appears
on the Client Do-Not-Contact List (460). The Client Do-Not-Contact List Application
can issue this report on the screen of the client’s computer, in a file that is generated as
soon as the check is done, by returning a value that the check failed to the application that
called the Client Application, or by automatically purging the entry from the file or files
on the client’s machine. If there are additional client entries to be checked, then control
flows from block 470 to 430 and the process is repeated. If there are no additional client
enfries to be checked, the Client Application exits (480).
[0035)] While the flow diagram shows a particular order of operations performed
by certain embodiments of the invention, it should be understood that such order is
exemplary (e.g., alternative embodiments may perform the operations in a different order,
combine certain operations, overlap certain operations, etc.). Some alternative
embodiments of the Client Application are described in greater detail herein.
[0036} Figure 4 is an exemplary block diagram of an alternative embodiment of
the Client Do-Not-Contact Application according to one embodiment of the invention. In

Figure 4, the Client Do-Not-Contact Application is hosted remotely and accessed by the
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-Client Do-Not-Contact List hash then the Cient Do-Not-Contact List
Application | ooks wup the unencrypted client entry using the reference key
and reports that the entry appears on the dient Do-Not-Contact List (460).
The C Mht00PBESRRI - Cont act Li st Application can i ssuePQIWNR0¢EIDI8 on t he
screen of the client's conputer, in a file that is generated as soon as the

check is. done, by returni a value that the check fajled to the application
t hat c‘%’leﬂéﬁ’e’f ﬁ&gﬂofﬁ%ﬁfh%@%m %]e\%%io_g OIS [Re é}ﬁfltﬁﬁleﬁgﬁﬁléﬁ *“?gﬁ“ﬁpb?%ait he entry
from t he: bieltRnderd 1PBe r@dibté Uﬁeﬁ'D@%i-@oHﬁEﬂ#\ icalibn [OWREE PleSradd} t i onal

client entries to be checked, then control ows fromblock 470 to 430 and

t he pr odfedentiegtrics peathedccdntiplished wa ametwok sduleaciionatmeil,i disk, scapned i es to be
checked, the ient Application.exits (480)..[00351 i fl.ow di agram
hows. ol £1c Oner snsiEae LS Fhich R sReehER kg Be Dorspectifed B2kt ments o
the i nvepdnt DR.NotCRy hdpheaivn drEckt endh HBRId S hetingahe CRent¥&MRLary (e.g.,
alternative enbodi nents may performthe operations in a different order,

conbi neCardact &ish(@§3pr Qnéeorkthe olient lentpics eretchicekedplbe atrhon $lieat Bo-Not-Sone

al ternative, ,enbodi nents of the | ent |ication are .described in greater
et o | il AP RORE 2oty atepSr SO0 2hg aims S insPBedicd R dinearts

al ter naéliem%nﬁﬁmgbémh £ Clido ®oNbteNénthd ANplic st (@04a) ARPbicat i on accordi ng
to one enbodi ment of the invention. In Figure 4, thé Cient Do-Not-Contact

Appl i caamipdimentbe remapte EhontddarNahBonieetedpmigatign tehngalibe 20ent/c088820

PCT/ US2004/ 000408 _cl i ent .. The client'.s i f entries to b
Checked B InEr PR a8 o TET RENPECHIE 1 dS R8P of R8P T oBne remote
Cient fDeri¥abe SApddAMent MRIrbGaiR{BOID:-CohfRt WhpR&HBh ret@fns Shd @fdht entri es

. may be acconplished via a network connection, e-mail, disk, scanned forns,
et c. Ompéneshngtiappear on B (ivat RedNeirlontsch hist-eltshenld ha undmgoedsthehe, hashed

(602), the Lent Doi Not - Cont-act | A.cat 0 cks.each_ hashed entry

agai nst>t ?‘f%] agef[gﬁ?’e p!ﬁ\%?l-e 5%8?1 aecr?lﬁ\ﬁt‘r%sqhe ESB@{N&' %ngacéﬁpp[{%aémglafeent entries
are chesdsgble. tThese ibpldanddid @nld 10eiNobr proodt alitntApRlcs SRdifRrengeary ates a
report (604) and returns its information indicating which client entries
appear 62-t¥EIVIRg difnt eRtsiD-2esREN R Arp) retumingsnesdiespbselspidiee  enbodi nent
the re oy ~ P - ' i h lient entries
e L e e e T AR T
In an alternative enbodi ment, the renote Cient Do-Not-Contact Application

returns_the_clien entries }_hat %pr)lpear on the Cient Do-Not-Contact List.
It sho O 1. 1 £ 1cation Dlementatlons

[6037} Figure 5 is an exemplary flow chart of checking an entry in a do-not-

contact list according to one embodiment of the invention. This implementation could be
used, for example, by a web site that registers new user accounts or to monitor messages
and verify none appear on the Client Do-Not-Contact List as they are sent by the client’s
machine. When new registrants enter their personal information or messages are sent
from the client’s machine, any communications device entries, such as e-mail addresses,
instant messenger addresses, facsinnle numbers, or mobile phone numbers, can be fed to
the Client Do-Not-Contact List Application (401). Each of the registrants’ entries is then
mn through a one-way hash as part of the Client Do-Not-Contact List Application for
each hash scheme that was used to encrypt the Client Do-Not-Contact List (411).

[0038] The resulting hashed entries are compared against the Client Do-Not-
Contact List (421). If a match is found, the Client Do-Not-Contact List Application
returns a value indicating the newly entered information is restricted (451). In that case,
in the example of a web site that registers users, the web site can then alert the attempted
registrant that he or she is not allowed to register or take other approprnate action. This
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several alternative enbodinents of the renote Cient Do-Not-Contact
Application are possible. These enbodi nents coul d receive or process client
entries in different ways (e.g., receiving client entries in an encrypted
form returwiomosesBeiof i c subsets of the resulting data, rRETEANGYOOKE dat a
in different formof files or streans of output, etc.). Cient

Do- Not - Contact List Application | nplenmentations. 10037] Figure LS .an
exenpl ary fF@W@H&F’WoéﬁatéhrgéE?‘%Plﬁngoéﬂf{‘] _?tf?n}ft]&‘_gg?l_{)fi St?:roﬁf ﬁ(‘,"fe?lsiltgtthat
according t g 4G, REBAIAEN, o DS s IMAAL @nord ik helcTBhCIRYRAIAR Sau be
used, for exanpl'e, by a web site that regi'sters new user accounts or to
noni t or nes seyes quanditivat addthaohentappledr Ifohere endiatshi 1fDee Cbent@mNatt Li st
SRS CHTIRHCICIRRETNE I RN R R AT S
conmuni cati gia, é&%@%&? dhlefire (4 5HC I?Ea_@? iR haddd "tl?e%%%%]parédrbﬁﬂ?ﬁ%aiﬁ‘ﬁ?ﬁ@ nger
addresses, facsimle nunbers, "or 'nobi| e phohe nunbers, can be Ted to the
C i ent Do- Nebrticanifaiod Cliéms DoANpt-Contattnisi ehOyptedFeitththefsamnb echeays. sSTheablisit
entries is then run through a one-way hash as.part. of the I ent

Do- Not - Cont IR No-GPnAgiHFARRIGAUFL 21 16 A FESA T IERFAURE LB Sy dass qoteprear
encrypt the (g eptie oty MR- istd431). () castORS 8edoishPRioh®% WdsbA18 dBRwdr§d
entries areoggir]r%gfrwe@gal F}g@gﬂ%ﬁgﬁéﬂ en)t DoﬂiNg% C;on%gell%:t I(_)i st (42%? I?é}g
mat ch i s fouwnshld bdelldehddentcomimudo tFhéoetsimt oflths Cliggpdd-Nat-Contact bistiApplicatioal ue
indicating the newWly_entered . information.is restricted (451). In that case,

in the exanpleerrded 3 fighresd ¢an Renupittenoigy A Vide yady oL COPRYei2pe4aees 834 t hen
alert the at ' ] icamely ' t; Lsker or
ake ot hor dEpPRaron s hERbS e e he R, Ja P s e OGPt ™
coul d be appseprhaighutface natiantEdg, ey sites ahd vdb a¢rvenspoaihgrden dategngyer for a
web site that .sqld adult materials..In the case of the nessage-nonitoring
ol ient, the BTYEA PSS SAB R IyAines PRE (ET Re ol A o SRR EREIRN (e I £
there is no JuBicElnidel, skre G ient Do-Not- Contact List were created using

mul tiple hash schenes then the client entry is hashed one tine for each
hash schene [(08391). Eadhigure$us en expriplety flow etarforehnshingd folaloy madtipla Siestafe
portion of te%%i c ig_\nt Do-.Noh— Contact, Li st .encrc?/?%.edtvmgeh thed.sarre?‘rzﬁhene.
The dient ieRGRI PLTRTRHEE MeAPPREGRICOPEIAGRR ASHTY RS [ e Rt i at i ng
the entry doggenfieh. BPPGafe 6, B8t dritGesCrt ERdckEDadist HRtiagt Dolig6t-Cétddt Lidtin t hi s
case, the registration or nessage delivery would be allowed to continue.

The ver si on bafchtrhedeC Thertliemp DraYotcloontag dist iAppliggsionireaisiona or more files (402).

The files contain multiple list entries in a format that can include, but is not limited to,

comma-delimitated, tab-delimitated, or carriage return-delimitated as well as databases
such as MySQL, dBase, Sybase, Oracle, mSQL, Microsoft SQL Server, etc. The Client
Do-Not-Contact List Application reads each file and extracts the list entries (403). Before

processing, a key is stored as a reference to the entry’s location in the file being processed
in case the original, unencrypted list entry needs to be retnieved (404). Each list entry is
then run through the Client Do-Not-Contact List Application’s one-way hash engine
(412). The hashed entry is then matched against the Client Do-Not-Contact List (422). If
there is a match then a reference key to the matched entry is stored to be reported later
(452) and the control flows to block 434. Ifthere is no match to the Client Do-Not-
Contact List then the control flows to block 432. If block 432 finds there are additional
hash schemes used in the Client Do-Not-Contact list then control is passed back to block
412 and the original entry is encrypted with the next hash scheme. If there are no more
hash schemes used in the Client Do-Not-Contact List then flow is passed to block 434, If
at this point the Client Application has come to the end of the current file being checked,
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‘described in Figure 4 can be witten in a wide variety of conputer |anguages
and depl oyed on a nunber of different platforns. The types of platforns
where it may be of use include, but are not limted to, web sites and web
server YOaH[06%28er data entry terninals, tel ephone dBEBUSHOHQ00MChi nes,
ot her devices that accept comruni cations device entries, etc. 100391 Figure

6 is an exenplary fl ow clh rt. for checking a file or nmultiple files of
ent ri esthathepiyel flBVRTIRE RIPRK w3d0e Sk dee. é%@?fﬁtafwd&‘%lr%t‘ﬁ%f le8 iphe enbodi nent

of the g i , Fl i j; in the dient
Do Mot - L TRESRbl {hes BATS PIGEE 462 ald BE pIRERS € EerRiBg FRTFE B BARL T,
Appl i cdilbckdIsefadis tiane agraddmineal ffilésats be4B2)ked thEneohirdldovesdrchitn40drdd pl e | i st

tri i f t that i | , toi t . |.i.m t
o B PRCESS I FPCA D IS el BEiio I hard 7 Bo s9ieiiah Sfsite B  at ed as wel |
d ' ft S
as dat afiasiey t}%é@%lﬁéﬂé\fy% re%%?anyzeﬁﬂqfsethatq)&g%rgd oM %59@(9— t SQ

Server, etc. T Do- Not - Cont | st Ication reads each file and
ext r act Gonténe Lt ahd sporis tem((463) ThBeépriecanirean dssfony of a fikeYisplysd onied as a

reference to the entry's location in file being processed in case the
ori gi nd ?S?I?Féhé\‘@ﬁ’@%‘myipé‘fgeg%f%&ﬁé’é@y}ﬁﬁﬁ BE retrieved (404). Each list
entry imoagihen runotRrougBickl 8iabldneht infRadMeh bERRELAG Mg tDARBL cation' s
one- vvayl%has]h engi n% (412) .0 Thlea%ashelg earllt ry is tﬁetrllvlna%?&ed ggai nst the
dient Cmtdotfli€and a€lichsi [3¢-NotLaptact Kist Apydicetiorsillastmaingtadt had deleteef er ence key

to the tched entry is stqred to reported | ater 52) and_the control
fl ows tggﬁtll%’é REAPE .ng (9 OQWF@F%@%PE‘:I“BP%&E’&‘EPW‘B“T ﬁ‘e&@nf Qﬂ%ﬁ o= MR Lﬁﬁr_\t act List
. then t hg,00Rfi5Pkan Qe ﬁ&io@ﬂc%?at%%{%ﬁ%s{él&%ﬁ%kN&%@orftéd?‘ﬂ%tﬁop% c&fify addi tional

hash schenes used in the Cien ) -Contact list then con(ﬁrol i s passed
back t othbindoim the¢Masterda-Net-Cpntgétdast Serter wiad snatworky(3@ ). Whe hpddtes next hash

h A foth ! h d,.in the.d| . Do- Not - Cont act
oF ot heh g eru el BTt Maseb R NS LT e asetoined FemLaE o
Appl i Ca&érﬂ%r%ﬂl% &R by hdiBoeeredt. Fhexarpletle dlicheDBAIRLHheekad, 10 WO
2004/ 06882 CT/ US2004/000408 then control flows fromblock 434 to bl ock

435. | f Applsebomemildrgiaest prshthosameedrds on gfet Masiert e Not-Coatactclost that have ows back

to bl ock 40 nd t [.0C i repeat ed..for, the next,entry. |f. block 435
P nas e 2ainds 6 REOGRRE, dr3ud FRSRLSHiol Ml Rl b ehberdobiss "back ¢ o
402 andinfdrh@tidh. ogasetwdrk cepraiiclis hof avallgbleettthdahetht bf ifa td be t here are no
additional files to be checked, the Cient Application retrieves any

ent ri esdawdeadgg Mpb}@itbfﬁiytlh@eda't%gﬁn pFengpthe client on a CD, DVD, or other
media (301c). In this case, the Client Do-Not-Contact List Application can upload the

data from the media and automatically incorporate it into the Client Do-Not-Contact List
{477).

[0041] New records retrieved for the Client Do-Not-Contact List, whether
delivered via the network or manually through some other media, are added to any
previously existing Client Do-Not-Contact List records. The records are sorted within
categories by the additional or demographic information, and then sorted alphabetically
by the alphanumeric value of each record’s hash (497). In one embodiment of the
invention, the sorting is accomplished using an industry standard sorting scheme (e.g.,
bubble sort, selection sort, merge sort, quick sort, etc). Altemative data organization or
sorting schemes could be used to speed up matching, sorting, or additions within the
Client Do-Not-Contact List. In the same way that records can be downloaded and added,
entries that have been marked to be removed are downloaded at the time the Client Do-

Not-Contact List Application requests an update and purged from the Client Do-Not-



Contact List and reports them (462). The report can be in the formof a
file, displayed on the screen, automatically purged fromthe batch files,
etc. [0040] Figure 7 is a block diagramof interaction between a Master
Do- Not - Contveeooiesszand a Cl i ent Do- Not - Contact List Appl PCEUS204/000408
illustrating add and delete functions according to one enbodi nent of the

invention. A Cient Do-Not-Contact _List A&?I i.cation c nc{ecel ve periodic
updat es to iGogtacy Lighi8Pb- Nest DIesest £EFeriqval agrPrding (Rers sigbodiment 9tm t he

Mast er La §fe Mia a network (301 a). The updates (301b)
can cont ain %hgﬁé}fﬁ?sf{ruél%s g‘rep eNot-Cont act List and any associ at ed :

addi tional ge042flenogr apidittordbteaords cambsaduod to the Clivat BofNotHounta dngplleally he

Cli ent Do- Not - Cont act Li st I?l i cati on coul d rg_gggst ust those records on
the Master DoisNgRY eHaRPEeRnate SelengKesRDEr oyadpfe eroef-sRidadt Het | ast updat e,

or just recga@@} y)v'nth @:?Lﬁ@ens élflﬁiwtdhgﬁ%lfa@heﬂ%w %&3t Lfm mgéa'nego It a

net wor Kk connect t aval [ abl e, or the anount ata wnl oaded
i s prohi bitiadéihy of delgng elaties toanClent HerNott@orttine Ladtiaceirdiap tmoﬁﬂ}mlﬁl\dﬁmemr

other media (301lc). In this case, the i ent Not - Cont act St .
Appl i cati on o lmﬂneaa Prdlingiaied in Faghre ﬁ'@ chisat e?dodaﬁawa{a@qs%w% |C;hent Do-

i ncor por at e pNg._dy ot LEFH%%FH& CIiRR NOUN Gk Lhdk ﬁfpg%léﬁmﬁ) The 4

12
records retri eve ent Do- Not - Cont act her 1?1 |vered Vi a
t he networ k ﬁq:lphaamuaicbeypti Aie@a) grospireusetster mddtha] edtries, atd&Histcan dadone

Dort ed i 1 hiMi I SO AGHITS SR h TGS L FOF RGO and
then sorted gk ng&g{ Lfé?hbg?ca@bntrﬂl% aw@.ﬁgspmt{'aradx@h&l&l fa &4 S0 ﬂa?sghaSh

(497). In one e I ment I nventi he sorti I's acconpli's
usi ng an i nd4/&) thengtassed aootraldo biach 4§&h&rbéoc@<€l7§ ﬂndslauhddt}ebaween thedlastedi on

t t Kk dat ] i t] .
sor 1 ng. senenis e Tia® foator i it s s Wnefefoos B S she Giithans
within the NdricemtacPRisNet740RERE e Hagted ehify Ishﬁdé@'ﬁlﬂﬁymﬁtlaﬁtls foﬁﬁ&’rc%ﬁtrﬁlan be

downl oaded and added, entfies that have been marked to be renoved are
downl oaded dlowsheblockd78 hE tbreart adﬁ@ilombfthe@bmtac& toltiesddeih pbnteatfloovs taek test s

RO RS ST 05 Dl B e 02900988026 o e

one enbodi MaH-RhtadchBist bR\EAEd B catbforly hhdifheh alpabdtiRally GHhR chdh category
(499) and the process is completed.
[0044]} Also illustrated in Figure 8, the same process can be used to locally purge
records from the Client Do-Not-Contact List (481). For example, if an individual has
opted-in to receiving messages from a marketer, the marketer can remove the records
matching the individual’s data from the Client Do-Not-Contact List. Again, just as with
addittons, entries to be deleted may be entered individually or may be loaded from a file
with multiple entries (481). Each entry is run through each one-way hash used in the
Client Do-Not-Contact List (482) then passed to block 483. The hashed value is
compared against the appropriate records from the Client Do-Not-Contact List (483), If
there is a match then the record is deleted from the file (484) and flow passes to block
486. If there 1s no match then control flows to block 485. In block 4835, if there are
additional hashing schemes used in the Client Do-Not-Contact List then control flows
back to block 482 and the process is repeated for the next hash scheme. If there are no
additional hashing schemes in the Client Do-Not-Contact List then control flows to block

486. If there are more entries to be deleted then control returns to block 481, otherwise




‘[ 00421 Additional records can be added to the Cient Do-Not-Contact List

| ocally. This nay be appropriate if clients keep their own internal
do-not-contact list. 100431 Figure 8 is a flow chart of a Cient

Do- Not -WO#P868820 st Appl i cati on adding or del eti ng eRETUSHH/000408C] | ent
Do- Not - Cont act List according to one enbodi nent of the invention. As
illustrated in Figure 8 a client adds new records into the Cient Do-

Not - CortheEtientjR2e-Nak Captastidstas pertad tDocargserCHNttben alphabetiggblyl withie eeoh.  The
Client i 1 LlL.e(s), pronpts users for individual

entri esé,gm ??{A@%@aggﬁﬁge ggér)\ée&né%\%l&vi dually or in batch node by | oading a
file wwth multiple,lists (471). The dient Do- Not-Contact List Application

runs each_entry ,Eo, be Edded through a default one-way hash (472) then

passes ‘oot L & atens piock 473 finds a match between the hashed
entry he C i = = 1.Sh+: the I . 1s added to
the O ia@ﬁ‘t‘g]m- Ng?[a%}%ﬁ{?%}??'%{@@&?ﬁ‘ﬁ}ﬁﬁﬁhﬁr@?ﬂ?ﬁg?ﬁglﬁ{;@ﬁgﬁqﬁ%ﬁ;ég %dded, or
i f no nixtedi-dostatidishdf e-amiltaddiesseh) ©weeatad. [H-mai ivdtbvided ad fiet@niple addi ti onal

client entries to be added, control flows back to 471 and the process is
r epeat WWEYEr thagampiechagiss Wesabrd hefegecoulde wad 19 @8atr a dotwt-contagtlisDo-

Not - Co ; ed: j y wthin each
cat egop{?Fl ’ﬁ‘?&f&’%nd‘% Pﬁgﬁ%%?@gg& ?gﬁgggn% @ga&F%BQ%Eﬁgéhﬁq?{ﬂastrat ed in

Fi gur e ghont letc.p e epmeid @sslemantabien e¥@ds individuahlid plapeithgir addeess da af rom t he
Cient - Not - tact List (481). For exanple, if an individual has

opt ed- ilﬁﬁpdlsﬁéggﬂ\?ﬁﬁbtor@ﬁ%éééeﬁfﬂuéﬁ?lﬁ Yieriisof thejadividuals: addresses r enove t he
recor dsy.;iBlehiidg the individual's data fromthe Cient Do-Not-Contact List.
Again, ju as wth additions, entries to be deleted may be entered

i ndi vi di@eddly or rfaycelrembid adidrdsses amishdrértly differedt frarh tdlgghenemnimbes, (481) . Each
entry is run rough _each .ane-way hash used in the Cdient. Do- Not- Contact

Li st (4%&21}“(@‘?}&:‘1?9"&%%?@ ‘SP(WB&E)@'I? Sﬁ%ﬁ?_.ss HHRECHE ReepakaisT }S(éfmlé‘-’(ﬁlrﬁi’glg‘zéd agai nst
the appéx?@ﬁée%@ FRGeERd i AL BBn&hd &MdolRt P&f&@%&a@amdc& Hiorfifigy- 1T there
is a mtch then the record is deleted fromthe file (484) and flow passes to
bl ock s8Bas ¢-mailladdresies. Adulne-arilehwarkeegnen obingle pasona competer &85. |1 n bl ock

485, if t!ﬂﬂfe Rr e . addi tf otnal. h%shi n\%;\glscgenest used_i nﬂtg% Client _
Do- Not - EBA TR Pillions of Sletuomie BiesyargRil anfiQuiata STV ACARY #3se S¥PESE process i s
r epeat eflard PhorkReUNENEs MFns€ BIENS %K&ﬁwm@a@emn PRGHE h@Rglevgshi ng

schenes in the Cient Do-Not-Contact List then control flows to block 486.
| f t herghoas gupberen Srrqoneisy vethpet the nembers beig ovwheloredrbottelepione galid, ock 481,

ot herw Bt thlezequivalent of the white pages will never exist for e-mail addresses. Ifit did, those

e-mail addresses couid be so overwhelmed by bulk e-mail as to become unusable.

[0047] DNE lists are a way to reduce or eliminate unwanted unsolicited e-mail in
that they could serve to alert online marketers which e-mail addrésses are off-limits, the
same way do-not-call lists alert telemarketers which phone numbers are off-limits.
However, a DNE list must be secure and require a fundamentally different
implementation than do-not-call lists, because publishing a DNE list in the clear, the way
do-not-call lists currently are, would provide the addresses to rogue marketers, thus
exposing all of the contact information for abuse.

[0048} Figure 9 is a flow chart for generating a do-not-contact list of e-mail
addresses according to one embodiment of the invention. A consumer is prompted for the -
jurisdictions that apply to them (101). The jurisdiction can be as general as the country or
countries where the e-mail address is checked, or, if different laws regarding the sending
of unsolicited e-muail apply to smaller entities within the country (i.e., states, provinces,
counties, cities, or towns), then more-specific jurisdictional information can be collected
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WO 2004/ 068820 PCT/ US2004/ 000408 the dient Do-Not-Contact List is sorted
by category and then al phabetically within each category (499) and the
process is conpleted. Do-Not-E-nmail List |Inplenmentations [0045] In one

i mpl ement at Warnzood/odskm® i nventi on, a do-not-e-nmail (DNE) | i SRCTAIS2804/008408
do-not-contact list of e-mail addresses) is created. E-nmail is provided as

Croat o B doVHOTOE LT MFCREtPL: BERLRLBY M BReE bR BT ale” Rabm

(e.g., onlipngy %Fﬁ&g?ﬂ’tbc £ ShBPIARGs iCRht o RN AASnseBire nktwolker StheBinkdium

i npl ementation al'lows individuals to place their addresses on a DNE |ist,
and the | i swhich risks pvbdlingtibeladsinéss) the yranimission maydie eptrypred Witlhld steodeat s'
addresses being rev ed. 046 i nce e-mail. addresses.are i.nherently

di f f erent f?%ﬁ?‘?é?épgghea%&r%ééé‘ec AIEREfa A t%ISQSt%ett-%ﬁétPF eﬂ@[]%‘ﬁf\?ﬁsd% are
successf ul el ik Sorthifth b H@Ysidhd RXPROS@nBAGaky M
required topﬁgwgr%ﬁgﬁde&glf%ﬁ do gnlotop;[rlot ect@;tsﬁéeﬂr] coﬁéact i r?f or?m){ lon such
as e-mai | apkhitsteéshardcteng) @ 2¢). nifithecmtered kddrgssamnat opaglyefopeattadntie conput er
can send literally mllions of electronic ssages,in _an ur .at a.

TN 11 cant PP TEEL P B LR RONESs ol TS LouP P Bk CLOSARTG why
the white pagRsm,EARsRiRliSh tARRshY SNAEY keyRRGHE NUAKES idehtifidtq1SDUNt Iy

Wi thout the nunbers bei ng overwhel'med Dy tel ephone calls, but the

equi val ent aftemnhgvermplenpagemswiiihin thesembediinent fllow for pualicies ool providsd byf i t
did, those  e-mail address coy d .be_so.overwhel med b |k e-mail as to
become unusHBEPAYEDETRS H\E’%‘frf‘%tt Wd?eeplﬁwﬁé? Ctogs‘i‘r@?flﬁ‘éu%lﬁ& I‘T‘?rﬁ#ﬁ@n%%%nt ed
unsol i cit eds@n B forh 8 enfdiatict hey coul d serve to alert online marketers which

e-mai | addresses are off-fimts, the same way do-not-call lists alert
t el emar ket ef®4%hi ch phoremaliisrenido dhawadsitéss thativeas enterqgio weder taveE the st nust

do- not -cal | s delosg & o SRR RindotoEarf by of PR ERLMELG W0, g0

do- not - cal | oh kRtSNEWSt @61 ). VIf Bleton¥itdrdions Axti rdepont o BRALESEARNOMEN SHIn

mar ket ers, thus expom.ngf_all of the contact information for abuse. [0048]
i\

Fi gure 9 i saapacifing nehiad of fime (Gdhe exampe 24 kparpothe sefarmetion) thajtwasfentererhis|
addr esses aggordi.n Q i t .| I . ris
pronpt ed fog'a ?tﬁg fmjgﬂugrelm?g&g)( ?tg%%gt(@? ' é%%?%ﬂﬁ%ﬂ ?%@%C%geﬂﬁ%d%ﬁgﬁ#% sdi ction
can be as geggeifd pafiod betigeUht infodiationdiipissédm thb efie@wahBaghrdiigire (29Drp8s i s

checked, or, if different |aws regarding the sending _ L
then deleted from temporary storage {181).” The entry continues as described in Figure 1
and ends up stored on the Master Do-Not-Contact List and eventually on individual Client
Do-Not-Contact Lists. With a non-revealing do-not-contact list system, consumers can
put bulk e-mailers on notice that they do not want to receive unsolicited e-mail. Since

actual contact information (e.g., e-mail addresses) is not stored in long-term storage and is

not revealed and in some embodiments not stored in long term storage, the list remains
secure and cannot be compromised by rogue marketers even if it is stolen or intercepted
when sent to the Client Do-Not-Contact List Application.

(0050} An alternative embodiment of the DNE list allows parents to indicate the e-
matl addresses that belong to their children and should not be targeted by marketers.
[0051] Figure 10 is a flow chart for generating a do-not-contact list of e-mail
addresses of minors according to one embodiment of the invention. First, parents are
prompted for the jurisdiction that applies to their children (102). They are then asked to
enter the e-mail address of their children (112). If the e-mail address is sent over an
insecure network or other medium which risks revealing the address, the transmission
n.y be encrypted with a standard scheme {e.g., SSL, etc). Standard checks are performed
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*of unsolicited e-mail apply to smaller entities within the country (i.e.,
states, provinces, counties, cities, or towns), then nore-specific
jurisdictional information can be collected 13 WO 2004/ 068820

PCT/ USM02903008808 and stored. After a jurisdiction i BCEPEWHEHS t he
consuner is pronpted for their e-nmail address (111). If the e-nmmil|l address

i's sent_over an insecure network ar er_nmedium which risks revealing the
addr esst© SPHEE e SASHRASTEH aﬁ%ﬁsﬁé"%f‘k@;g}e}é IWPHLQO%‘W&%@&’P@“ ‘é’ﬁ)é‘??é (e.g.,
SSL, et £ anotalar &R Ak SRl 1R FEEREREr ERIEL SIS RAhe e, S5l ho@ddress is
properly formatted (e.g., ensuring it contains an "@ sign and does not

cont ai ntodck 132 ehictsi the darchtds pommted fof iginchildfs itk detat éf thelbathdiatsis i s not

pr oper | ormatted, th onsuner i.s pr ted to correct .their address. The
Byt om bR Cp RS e BTGP LT GIF o S RS DR eChEm 115t enpor ary

st or ageyrkRmediontdy 1R éﬂ@fg?téﬁ vhifleNdthridagy s&éﬁ@k%g.,ébt?étg)géﬁl‘ggﬁad(%b gent at 1 ons

within this enbodi nent | ow for entries to be provi a third party

(e.g., wswstearchbcksevhstter Serohild és Pmoningd @, miponsuthe furgdiotipn that whs entérad t el ephone,
via scanne r il. etc...100491 An _e-majl i.s sent to the address that
wae ent QRGEKIAZ0 ot SHE % BpTaepiHaT d 0P b o8 BeEHIIED FHECEBHSRer  viho
ent er edardtexfld 61E OthesliSe, icbntfAlowsad bRk 939 @ HeRCtht #5@nt i9BrdnljRedME 11 st
(161). If the consunmer does not respond to the verification e-mail within a

speci f i tdir penicodil efdressrd  there-minbadsvessps ssnt 9vermpunsspyremigavarkboothet i on t hat
was entered is. . deleted fromt orary storage (181). 1f the e-mail address
i's veriW@WﬁP?‘h ks pgvea %t@]efaﬁ Sspﬂ.ﬂﬁi){ms%fsmt f E,‘yat“t%eémp’r?fegrm?on i s passed
to the gifmMaxhdask. £Me8Net(191) and then deleted from t enporary storage
(181). The entry continues as described in Figure 1 and ends up stored on

t he Mast0852]Do- Notln Go embedimient ofdhpiinsentionua phgnnaddrens s soretl a® i ent

consumetoqdn it et RoPERLE Ry PRl (R0 A8 il o ece ve

unsol i Cintteéifu@re@hdre isSi F&g@est ackthale therhiets addfeas ffakhithMastefDo-Notimai |
addresses) is not stored in long-term stor ag‘e and is not revealed and in
sone enbowgintipt Shasystenspralse AutPuatcallychpdt Bedigeof miners and fempevedhtis  secure

"t or conrd SRR AR SR i A AP SR R e phE SR O [ 00501

An al t eAnatd pegereRladiiiediresefis proeidBiistanidsdd chktlovise pafenies td enstrdheat e the e-
eI R FIC R S TR R
mar ket efgal

flows back to block 133 where the parent is asked to re-enter the address. Otherwise, the

information entered is stored and a confirmation message is sent to the parent’s address

(172). If confirmation is received within a specified period of time then the information is

retrieved from storage and sent to the One-Way Hash Engine (192) and down the chain of

control specified in Figure 1. After that, or if confirmation is not received within the

specified time period, the unencrypted information s purged from temporary storage on

the system (182). In an alternative embodiment of the invention, a parent specifies a

period of time for their child’s address to be on a DNC list instead of defaulting with a

certain age.

[0053] Figure 11 is a flow chart for removing entries from a Master Do-Not-

Contact List according to one embodiment of the invention. If individuals want to be

removed from the Master Do-Not-Contact list they provide their e-mail address (501).

The entered e-mail address are passed through the one-way hash engine (511). The

resulting hashed entries are matched by the Master Do-Not-Contact List Server against

the records stored in the database (521). If there is no match then the request to remove
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100511 Figure 10 is a flow chart for generating a do-not-contact |ist of
e-mai|l addresses of mnors according to one enbodi nent of the invention.
First, parents are pronpted for the jurisdiction that applies to their
children (120 200lh0&2Rre then asked to enter the e-mail addraessovbodshei r
children (112). If the e-mail address is sent over an insecure network or
ot her nmedi um which risks revealing the address, the transm ssion n.. y be
encrypt ed Witkdudr&t andanelies ¢heie Orethg otheBiind, Hlthdre 1S antkhr thedVieaksDaNDL-
performed 14 WO 2004/068820 PCT/ US2004/ 000408 to. epsure.the, ent er ed e-nail
address is \fé)lniaét L@QS{)wem‘Ptﬂ.eyeq yrpgitionakfir dgmoLraphie 45‘&{?3%3‘51 grarol flews and

the parent E)r ggf V\ﬁ the ad{dﬁlo%gf ko %bﬁ 1rfﬂl?da asve?lg(réﬁt?ﬁ‘ge—rrgﬂhﬁldgﬁ% control

flows to bIoc aren npt ed Ir S birth
date. If thesddclatdd with Bieinfatcied Récopd (afbr awnampi@ ef:uhe eddetybsldngsto atrligbr) MR 41m
whi ch risks revealing the address, the ransm ssion_ may be encrypted with a

standard scheficationg-maiki|sentdp ghe quﬁcﬁﬁl%%ﬂdﬁ"’? (53lne If thpierig pp yRREAIOMERt her
the child i | aqg)@gkeggﬁ%gc&em thd pecbgaemmhe%@hhﬁgém%ﬁa 1Y G B 8Fays' n

bl ock 102. 'S no consi e systemd

error nessagashcadRddeyd (552X 10 tjther@absifwdthin £pmbdrided pefivs oft)mb|(§)@1|9 thdr iwher e
the parent is pronpted for  their_own email address. If the e-nail address
i s sent ovemoarply KatheverigrsioRGrRalbFORITHERE thaSETIiONRMENE Fhesaﬁgrqsgt}@gpq%t t he

address, th S r g.,
SSL, et c) F‘bg@g’? ﬁn%ﬁﬂﬁf c%ﬁr@ﬂ? Xf&?% IM}%}eﬁf?Igﬁnrﬁﬂgﬁ ar eﬁ&g{sﬁgré reess S
stored and efs$ mn&ﬂc@@ioﬁ\Mahtei' De-WbisCeritaddd-i340d bEeomiaat fians thalt tieraind Clienor der
to provide verjficationif, in the future, there is a reqlléest to renove the

child' s addResNotEompetldstbsiZer ThiLe timecrlien ©a-Net-Conget LisksApphicatian aI so
aut omat i cal I, u%gtgﬁﬁ HE%Q? etk I8-REE-8oREd Ll?t@%gmtaﬁ'&l d«? gﬁ@ssthgin

those who have teac 'he age of mgjority in specil jurirsdict |
After a par entry andremives dddisess o the Qlientdd-Not-GhdtactLisheitslcalie dpee:hbﬁbmed

to ensure the email address is valid (143). If_ an address.is found to have
an invalid F&ReS the REROELAT b6 ) asleesp Absoresations desorpsd it et FHCCRrent is

asked to regp éﬁlkmeggrgﬂéﬁ&teﬁmm s PSR [REARLIGN entered Is stored

and a conflr tron mes IS sent to e parent's ress (172). If
confirmati o004} r ecei Vediimihywithahe Ped hist egampgle] thel C&i‘ent DosNdgtHemtad &ist

i nf ormati on retrieyed fro storaeand sent .to the eV\a Enlne
(192) "and dARPIEHETAAAR KB PO EIOP e GE PFG e ViTFr GuPe) Tori by Thhat

i f confirmat)PRetbrd cBPhise t8E EHYRDINORICnBEList Application to periodically check thelr
bulk e-mail lists to ensure addresses they send e-mail to have not requested to be kept free
of so called “spam.” Additionaily, web sites selling adult products can use the Client Do-
Not-Contact List Application to check to see if an e-mail address belongs to a minor
before granting access to their sites. Or, in an alternative embodiment, the Client
Application may integrate with a client’s mail server and check messages as they are sent
by the client. If the address of one of the outgoing messages appears on the Client Do-
Not-Contact List then the Client Application can stop the message from being sent and
issue a report to the client. DNC lists may also be used to keep others from making on-
line purchases (of any type), avoid selling to people with bad credit, etc. by checking
before granting access to a site and before soliciting.

[0055] Figure 12 is a block diagram illustrating the use of false addresses or
records to protect a do-not-contact list from being compromised according to one
embodiment of the invention. In Figure 12, false records are created (601). Under the
embodiment of a DNE list, these records can be e-mail addresses that point to an e-mail
accourt not used for any real e-mail. Each Client Do-Not-Contact List can be seeded with
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*specified tine period, the unencrypted information is purged fromtenporary
storage on the system(182). In an alternative enbodi nent of the invention,
a parent specifies a period of tine for their child s address to be on a

DNC | i 3O p49dH68820 of defaulting with a certain age. [BUBB20H/@048 11 is a

flow chart for renoving entries froma Master Do-Not- Contact List according
to one enbodi nent of the invention. If individuals want to be renoved from
t he MastdevidBolyosrkehfelsmermpil sddredses/(6pt bvTeeMadien Po-Notrfidntaatibisesm (501). The

Fesal {150 LB T e ara Ho Hbd ) RURESae B B kBNt act List) |
Server agaisBstan Eé}ﬁoﬁxﬁﬁﬁﬂﬁaﬁe@ffﬁglsy Ebdﬂ%@réaaetﬁhagewé 43)). Bindihere is no
mat ch then the request to renove 1 04/ 068820 P S2004/ 000408 the

addr essederyed by tlar mr (s@gqs) as agnndiprdiop el Nialind mawfhambeaa qompaonmeah h, the

Mast er I St Se retr.i e n iti or. de gr aphic
dat a (é@)) Nghfc‘j"lé Bfe CIB fzeonta telbﬁt B%I}éalgz ft??l %Wéo’g}cﬁf‘ d‘i%f"IStlgaﬁ‘? rmation

i ndi catgSRential matth@@t WP cEnitRéthatRddy ﬁ@a?ly' e aﬁleapoﬂ@t&z@ k48 ifret ched
record (for exanple, if the address belongs to a minor) then a verification

e- mai | réwrsend disoovdnéheeigital value.ohmaylbe pessib(S®Buttack & DNelig bysimply

verification address, .associ ated with the record,then he

veri £ Earn SR aalSes R AR Bl eRdbaly EalFREASpe05 R T o ¢ ner
case, ickistiM fdbids Fn MEETACE 1iRgE1 RET H@@e@‘r uoliRBly (R falsk h@oRdsaa  no reply to
the verification e-mail confirmng the desire to renove the address the

r equestdesoribed vl dgate ltZtmo‘edQSraﬁdlt@n@m@atrthag@@stlt)uS type effestack.i s a reply

confirm the r ques .then_the Not - Cont act
List t B3 eroy ot Do i S i e SRR R B et ot < (o)
The next Edﬁm‘ia@o-ﬁl)ﬂ-@ﬁt PostNebr &0 b chiesdryADEH AsCtfutt) BldeH! Supan update,
the C ?ear?t Do- Not - Contaacct Li sl'E Apﬂ%ﬁcgtlgnr downl o}?éls th(;3 ga%gj I:falntry and

r enov egationality, gendes, ethnasiy, Ae2 GiyeleVnDEtRotOUBHR oIt proe codth zipecodhi s

descripti d SGL i f erations
descri 58§ adgrﬁ ¢ ST gﬁocvéé]etr IBI%EICY%W&LTOV&G% mghoorlr%][m1 ?fesdsl? g“%%i her types of
cont actibidty emaRbidess réHad] g@&ﬁimaiﬂlséwar\/urﬁfhl ddagesONE. | Tk, 1B¥ anPileein t he C i ent
Do- Not - Contact List_ Application can be kept on the conp uters or other

devi cesdhego-potrpgntachiat kf-eg eths marise domatkeatast §staihgdient %n@-q@mct list) |
Do- Not n%frbte%g}te&'h o c%fg%b@}bstdgggg{ Fra 119@%%10%*5% !?e\;n};lfs d1s{?H%é8[ e-mai |

lists £6 ensure ad ave ues 0 be kept
free Anentry belongmg to the category listed m the do-not-contact list Would be indicated as

an entry of a consumer that should not be contacted. In addition, the entry may be an
entry of information of a particular group or category of consumers (as opposed to a
particular consumer) and a match of this particular category of consumers against the do-
not-contact list would indicate that the entire group or all consumers sharing the particular
characteristic or demographic information of the group belongs to the do-not-contact list.
Thus, when an entry, either of a particular consumer or of a particular category, that
matches a category in the do-not-contact list, that entry belongs to a particular consumer
or a particular category of consumer that do not wish to be contacted. Appropriate actions
such as reporting, removal, or purging of the entry may be followed as previously

described.

Additional Embodiments

[0057} While the invention has been described in terms of several embodiments,
those skilled in the art will recognize that the invention is not limited to the embodiments
described. The method and apparatus of the invention can be practiced with modification
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of so called "spam" Additionally, web sites selling adult products can use
the dient Do- Not-Contact List Application to check to see if an e-nai
address belongs to a mnor before granting access to their sites. O, in an
al ternati vewarhodessent, the Client Application may integrEtBUSZ0H0@108
client's mail server and check nessages as they are sent by the client. If

t he address of one. of th ouI me a h d.i ent Do-.
Not - Cont act aﬂf{ feratt‘r?é‘ﬁ“fl'h'g‘e@”ir ﬁ{l&g_ﬁ?@F |HBHG‘§§§ Lat‘ ?h"e SredRUeS P Yfishei ng
sent and i g8y 1530 Bl deliOsst ﬁ@stﬁhv@msteawmnnﬁ{gsomlﬁleﬁﬂorbe used to keep

others frommaking on-"|ine purchases (of any type), avoid selling to people
with bad credit, etc. by checking before granting access to a site and
bef ore soliciting. [ 0055] Figure 12 is a block diagramillustrating the use

of fal se addresses or records to protect a do-not-contact |ist from being
conprom sed according to one enbodinent of the invention. In Figure 12,

fal se records are created (601). Under the enbodinent of a DNE |ist, these
records can be e-mai|l addresses that point to an e-nmail account not used
for any real e-mail. Each Cient Do-Not-Contact List can be seeded with 16
WO 20041068820 PCT/ US2004/ 000408 individually marked fal se e-nmail addresses
(611). The Master Do-Not-Contact List can record which false entries are
sent to which Cient Applications (621). The fal se addresses can be

noni tored by a specifically configured e-mail server (631). E-mail received
by the server serves as an indication the DNE |ist nmay have been conprom sed
(641). The client whose do-not-contact |list contained the false record can
be investigated for potential liability. Wile mathematically nearly -

i npossible to run a one-way hash in reverse and di scover the original

value, it may be possible to attack a DNE list by sinply guessing different
addresses, hashing each, and seeing if any resulting hashes match existing
records in the DNE list (611 a). However unlikely, using fal se records as
described in Figure 12 provides additional protection against this type of
attack. [0056] In an additional enbodinent, an entire category of consuners
may be placed in a do-not-contact list. For exanple, a category such as
youth, elderly, age group, nationality, gender, ethnicity, area, city,

town, state, county, country, area code, zip code, enumil address, emai

provi der, internet service provider, school email address provider, library
emai | address provider, governnent sector enmil address, etc. Thus, the
entries in




the do-not-contact list (e.g., the master do-not-contact list or the client
‘do-not-contact list) nay be sorted according to category or denographic
information as previously discussed. An entry belonging to the category
listed in the do-not-contact |ist would be indicated as an entry of a
consuneVOHUH8R8ul d not be contacted. In addition, tRETAS2MYOHEIHe an
entry of information of a particular group or category of consuners (as
opposed %@IS particul ar consuner) and a nmatch of this particul ar category
of consuhet agai nst the do- not-contact list would indicate that the entire
group owhalik ceenslmers sharing the particular characteristic or denographic
information of the group belongs to the do-not-contact list. Thus, when an
entry, eitheh compuepanisreeniet mebad apBPIIBRgof a particul ar category, that

ot ches & cat eqor ol b lE SRR GO ASLubdiSh 1o LORL e e isL 0GR o @

particul ar consu or°a par ar category of consu 8%not wi sh

t o be cont acifelk cohpRheMohakEindgtdafiy sSuch as reporting, renoval, or purging
of the entry may be followed as previously described. Additional
Enbodi ment s~ [ 005 7empeiingtheisacivaize velus pf Hgsopasmer gesiast ipoamption agamst of

several embodi BEn! 5, .o LARRE IR B LINCLIG ALk VL Loresoani e Lhat the

. . . J
invention is not ltTmte € e i nments €sCri dd and

appar at us ofoftchgtattiMnhhtish eI debhaptbriahhave deéd aatyed; ahd WO
2004/ 068820 PCT/ US2004/ 000408 and alteration with the spirit and scope of
t he appended cl aideiermihes dasde cpsusiss sipdd/neldg coptpeted Hike ensrisged egar ded as

illustrative, inst L ting i I.Qn., : 20

PCT/ US2004/ 8‘6‘3%0#&%0&%H\d%é‘{gﬁ’é‘ta@?‘gﬁﬁépﬁ%g‘q@% grebg t%ezpnlp\‘{gthé? Qféﬁgfagﬁe nt ed

- met hod conprinfirfgtioreaicd plptalifgofacofQmsatsTtiat Bortbaed edchifppédiatthomatter generat e an
encrypted value of the consunmer contact information; conparing the

encrypt ed vAIEOHECHtEe consuner contact infornation against a naster
do-not-contact list, the naster do-not-contact |ist conprising a plurality
of contact information of a plurality of consuners that have been encrypted,
and 2. The method as in claim | wherein the encrypting further comprnises performing a

one-way hash of the consumer contact information to generate a hashed value of
the consumer contact information, wherein the plurality contact information of the
plurality of consumers that have been encrypted includes a plurality of one-way
hashed values of the contact information of the plurality of consumers, and
wherein the determining mcludes determining that the consumer should not be
contacted if the hashed value of the consumer contact information matches one of

the plurality of one-way hashed values in the master do-not-contact Iist.

3. The method as in claim 1 further comprising:

~ collecting the consumer contact information using a data collection system

4. The method as in claim 1 further comprising;
causing the consumer contact mformation to be at least one of
automatically purged from a contact list, purged from a client’s machine, blocked
from entering a contact list, and reported that the consumer contact information is

on the master do-not-contact list.

5. The method as in claim 1 wherein the consumer contact information includes at
least one of an email address, a user identifier, a domain name, an instant message
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determ ning that the consuner should not be contacted if the encrypted

val ue of the consuner contact infornmation matches one of the plurality of
contact information of a plurality of consumers that have been encrypted in
t he mast er wo-2om@ksszont act |ist. 2. The nmethod as in cl ai MAT/usheH®RO8 he
encrypting further conprises performng a one-way hash of the consuner
contact information to generate a hashed value of the consunmer contact

i nformation, whdde&itifiet,Raclppionaliutybecant antnfonfaiomhatodensifies e indptiduadl i ty of
consuners that have been encrypted includes a plurality of one-way hashed
val ues of the coRIEBINGAILBHUREES BH2GP Rhe plural ity of consumers, and
wherein the determ ning includes determ ning that the consunmer should not be
contacted if the hashed value of the consumer contact information nmatches
one of the pburieimsthed asonelaimyl Wwasiemcthe ednsemet cortine infegb@iondoslndds- cont act
list. 3. The nethod as in_claiml| further conprising: .collecting the
consumer cont actdeﬂwgﬁphﬁtlpﬁﬂ@ég?rhﬁrﬁcﬁ%&oéyeg"l‘g‘}é)@ﬂcie’&)tﬁw%?g{”@rﬂpaﬂt?c e net hod
as in claim1 fygther .conprising: causing the consumer contact information
to be at least one o automatically purged froma contact list, purged from
a client's machine, blocked fromentering a contact list, and reported that
t he consuner contact information, is_  on the master do-not-contact list. 5.

The nethod as’i r® EPEPHERIMHEPEN Rl IKE0d SREBASIPECcont act i nfor mati on i ncl udes

Mnstant message 10 VB SUBR 086ao0 REHT CRI00S SoUaTeS! AR HPPARE A
t el ephone nunberconandisentrinfsar stabg oficHabmters thprdseftirgss @msumeli oonthgtll

conmuni cati on device or .account. 6. The method as in claim| wherein the
consuner cont actMoRPaRGMt i on i ncl udes denographic information or a category ’

of a set of entries fj {;&ﬂgga @neQ@lé#/ h&4hY sch&hB tPAHE 86 oToh€ or hrordHEREPUL er
i npl emented net hod co Ising: collecting a set of one or nore
do- not - cont act |dostacElidt enteiss toeamiverd hermbiings of characters into unique hashed values to
create a set of one or more hashed do-not-contact list entries;
transferring the set of one or more hashed do-not-contact list entries to a
master do-not-contact list server configured to store the set of one or more hashed
do-not-contact hist entries; and

comparing an encrypted client entry against the set of one or more hashed

do-not-contact list entries.

8. The method as in claim 7 wherein the encrypted client entry is a hashed value of a
contact information stored on a client machine, the client machine 1s °
communicable with the master do-not-contact list server to check if the contact

information appears in the set of one or more hashed do-not-contact list entries.

9. The method as in claim 8 wherein the comparing of the encrypted client entry
against the set of one or more hashed do-not-contact list entries allows the client

machine to protect the contact information.
10. The method as in claim 8 wherein the encrypted client entry is created on the
client machine and wherein the contact information is both stored and hashed on

the client machine.
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‘contact list entry is a string of characters representing a consunmer contact
i nformation; applying a one-way hashing schene to the set of one or nore
do-not- contact list entries to convert the strings of characters into

uni que WOMNEHGEPues to create a set of one or nore RETASH0dONIOt - cont act
list entries; transferring the set of one or nore hashed do-not-contact I|ist
entries to a master do-not-contact |ist server configured to store the set

of one or !iotts meiBerkes MEbumct Wagamdbe comraringof thesgicrypird cHiewpaiyng an
encrypted cl t Q- not - cont act
i stygnt ri eségE@%t tﬁﬂé&#&@ﬂ@dﬁﬁéﬁ ttr%lgh%lal m t-c\%ﬁ%?tglfsﬁ% @s f@ Iq?e dclient ent ry

i s a hashed thatlimat ofaclane.cont act i nformati on stored on a cI i ent machi ne, the
client machine is comunicable with the master do-not-contact |ist server
to check if the contact information appears in the set of one or nore

hashed do-Rof;GRRRAELLs ihic gagm%cfn nn?a mhBer @B&O&nﬁa& h& dg 2 s@t@bg\’her e' n the

conparing of the encrypt clien agal nst t
hashed do- noioﬂmnn@ubnIwuﬁxtthentasﬂeeéo-abﬂ-mm&act he sedveeriie mmhlbﬁﬁ)t-to prot ect t he
contact information. 10. The thmd as in clfal m 8 wherein the encrypted

client ent rfopgcblfséﬁﬁté?ﬁsﬁﬁo?ﬁ%]re for 40TE thpesehPlrme ik PR BasBedhde-Ret-cont act
Dt ormatl on dofiaPOldeatiol 6 8B @Rk R Ehlgnt machi ne. 20 WO

2004/ 068820 4/ 000408 11. as In claim8 wherein the
conparing of the encrypted client entry agai nst the set of one or nore

hashed do- contact list entrie erfor nmed on the client machi ne. 12.
The met ho&ga??‘ﬁp@?mﬁfﬂ%%fﬁmoﬁﬁ ﬁﬁ%'ter do-not-contact |ist database

to be in communigating avyeméﬁaeor@%%% ?Pcdﬁ?&c’aﬁ&%ﬁ‘fé& éabl%ﬂo B6Lver, the

mast er do-not- contact |ist database configured to store the set of one or
nmor e hashed wotandist extontsactring @‘ECMmCtersegplfemntmga cpig¢tanfodoatior - cont act | i st

server. 13. A co lpjltéfﬁ{ﬂ i %Pl' ene t %hod cgnPr i §%qgor n(%glje dggtolt_ng a set of
one or more do-n Hetevixead H’tgrslC e odth-d8 n
contact list entries to convert the strings of characters into unique hashed values to
create a set of one or more hashed do-not-contact list entries;
transferning the set of one or more hashed do-not-contact list entries to a
master do-not-contact list server configured to store the set of one or more hashed
do-not-contact list entries;
requesting from the master do-not-contact list server at least one hashed
do-not-contact list entry from the set of one or more hashed do-not contact list
entries to create or update a client do-not-contact list on a client machine;
causing a client entry to be hashed to create a hashed client entry; and
comparing the hashed client entry to the client do-not-contact list to

determine whether the client entry appears on the client do-not-contact list.

14, The method as in claim 13 wherein the hashed client entry is a hashed value of a
contact information stored on the client machine, the client machine performs the
causing of the client entry to be hashed, the client machine performs the requesting
from the master do-not-contact list server, and the client machine performs the

comparing the hashed client entry to the client do-not-contact list.

15. The method as in claim 13 wherein the hashed client entry is a hashed value of a
contact information stored on the client machine and the client machine performs
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contact list entry is a string of characters representing a contact
information; applying a one-way hashing schene to the set of one or nore
do-not contact list entries to convert the strings of characters into unique
hashed val ue® 0040a88Mat e a set of one or nore hashed do- nRCTHIABLAOOHISST
entries; transferring the set of one or nore hashed do-not-contact |ist
entries to a nmaster do-not-contact list server configured to store the set
of one or nore htshedgingdthotliabmtacto Yeiteshaht ri es; requesting fromthe
mast er do-not-contact |ist server at |east one hashed do-not-contact |i st
entry fromthe set of one or nore hashed do-not contact list entries to

create or updaxteegﬁe @'Behe%s oot 1FOHRGENE h$hash dB-rfok bekthct TREM A EAMSI Ng a

client entry to ashed to create a"hashed client entry; and conparing
t he hashed cl i enin @matnmynidation kathahe mwtedde—not-emmélétsemestth@ mastdedenoi-ne

whet her the client en appears.on the cli da- not - cont.ac 14. The
net hod as in cl aF‘?ﬂ%‘W@F’EgW PRESHE Itféﬁfoiq Sﬁ‘ft OgﬁP?Qngreélqﬁg%n%l ue of a
contact informt {ffctligefiteR ol e uklcPid- nH@E&HtE&th@:?ve?' i ent machine
perfornms the causing of he client entry to be hashed, the client nmachine

perfornms the requesting fromthe master do-not-contact |ist server, and the
client machine perforns, the ring. the hashed c t  ent to the client
do- not - cont act! % ?é? methed asI'H’ecI nﬁ%ﬁhﬁgn’i tﬂ"fff’@??ﬁ%ﬁ%%ﬁ%ﬁhﬁdF{%‘tﬁ’&@‘led client
entry is a hashesi%ayl?snh%setfof%ne%samo%&aashéﬁ QéJi’iBE—b&ﬂacitthré’rﬁ’l&rhllb% tisd diRat

machi ne and the Ient machine perforns 21 WD 2004/ 068820 PCT/ U82004/ 000408
t he causi ng of tmeciohé emproteditthy ceardadiénthegdteh. 16. The nethod as in claim 13

configuring a nmaster do-not-contact |ist database to be in communication
with the master do-not-contact |ist server, the master do-not- contact |ist

dat abase conf i GUIrBSkMod hOifI4RE1 B Rherdin BB L MECITRIEbRS RGIudes Mo erkHid act
list entries for the master do-not-contact |list server. 17. The rret hod as in

cl ai m 14 wher ei ninférenatiompadivhgrest therdientanimydneldesthe demegraphig ziforanatione set
of one or nore hashed do-not-contact list entries allows the client nachine
to protect the contact information. 18. The nethod as in claim 13 wherein

the contact i nfooTHRneMAd 2Of d16iaH1 3I@ABGMARB c6ntact information includes demographic
information, wherein the client entry includes the demographic information, and
wherein the comparing the hashed entry to the client do-not-contact list to includes
determining that conswmers having the demographic information wish to not be

contacted when the client entry appears on the client do-not-contact list.

20. A computer implemented method comprising:

performing a one-way hash of an email address to generate a hashed value
of the email address;

comparing the hashed value of the email address against a master do-not-
email list, the master do-not-email list comprising a plurality of one-way hashe_d
values of a set of one or more email addresses of a one or more individuals; and

determining that the individual should not be contacted if the hashed value
of the email address matches one of the one-way hashed values of the set of one or

more email addresses.

21. The method as in claim 20 further comprising:

collecting the email address using a data collection system
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information, and wherein the client entry includes the denographic
information. 19. The method as in claim13 wherein the contact information
i ncl udes_denogr aphic information, wherein the client entry includes the
denogr aprc?"f'%%’ﬁPrati on, and wherein the conparing theChasiedoemassy to the
client do-not-contact list to includes determning that consuners having

t he denographic information wish to not he contacted when the client entry
appear s onzfﬂg‘eéfllﬁit}éﬁitasd’bﬂﬂ’é‘?-z @ﬁf&éfow%ﬁmgao. A conput er inpl emented net hod

conprising: perf oLgidg e %%1%%6@%@lﬂeg{le%nﬁ%:’fﬁggﬂgﬁﬁdﬂgp&%eﬁ%ﬂﬁ‘; gte a

hashed val ue of the "email address; conparing t ashe ue of the enuil
addr ess agai msttagt lish ptigged dormatlientmaidchine shipcltdderomstteringloeodsctemaill | st

i si | i f - hashed I f t of
el | adr esdBs BPred §od pPiet A ary bl EONLR B AR ¢ he
i ndi vi dual Shﬁ’éjérﬁiaipﬁdréggis%ﬁhé‘ﬁfaﬁgr dd-nb&nrashigd value of the enmil address

mat ches one of the one-way hashed val ues of the set of one or nore enuil
addresses. 21. The nethod as in claim20 further conprising: collecting the
emai | addrigs using a data %3' I%ctcl'aon system 22 WD 2004/ 068820

PCT/ US2004#-D G093 e 3mPERenied MO OmMATIS®Si m 20 further conprising: causing

the email address ctQchfs #tetlo?dRd oOMBrelio-AMULARL it Bhthiks RUHIGAL AL QMR  contact
list, purged froma client's machine, blocked fromentering a contact email

| i st, bl ockedisfentmiensteng nfcherapansrdpresentinggargeaif adimsa; spam | i st, and
reported that the emnil address .i.s on the ster.do-not-cqntact list. 23. A
conput er i npl emn?@@y%@WBE‘WﬁﬁF}P% ﬁ“&eﬂ‘(?&P Irﬁgebste_f Rigong °§é}i‘°r.8$°‘6‘m§er8fﬂ nor e

do- not - emai | st Shricntb ChBRrt tEAGANEGMAbraBIER ihto hiGile RBAdalRs B SbstERY Of

“-characters representing an emai |l address; applying a one-way hashing schene
to the set ofscioienepr moredashediotnodremiail list gxfriesntries to convert the strings

of characters into umd gue_hashed values to.create a t. of .one or nore
hashed do-not - em?r@ﬁ%@{.g gﬁ:tsre P%fgo;netotr Sief é?ﬁh{éﬂ 50?’885%18‘? ‘ﬁﬁtfen 8'9% more hashed
do-not - emai | rhdseet dEAbLERS] ER sérver configured to store the set of one or more hashed
do-not-email list entries; and
comparing an encrypted client entry against the set of one or more hashed

do-not-email list entries.

24. The method as in claim 23 wherein the encrypted client entry is a hashed value of
an email address stored on a client machine, the client machine is communicable
with the master do-not-email list server to check if the email information appears

in the set of one or more hashed do-not-email list entries.

25. The method as in claim 24 wherein the comparing of the encrypted client entry
against the set of one or more hashed do-not-email list entries allows the client

machine to protect the email address.

26. The method as in claim 24 wherein the encrypted client entry is created on the
client machine and wherein the email address is both stored and hashed on the

chient machine,

27. The method as in claim 24 wherein the comparing of the encrypted client entry
against the set of one or more hashed do-not-email list entnes is performed on the
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mast er do-no
hashed do-n
agai nst the

t-email |ist server configured to store the set of one or nore
ot-email list entries; and conparing an encrypted client entry
set of one or nore hashed do-not-email list entries. 24. The

met hod as i WQ@R@HHNEE20 wherein the encrypted client entry i eca/usamhadhsonl ue

of an enmi
conmuni cabl e
i nf ormati on
entries. 4..
encrypted cl
list entries
The nmethod a
the client
on the clie
of the encry
do- not - enni
PCT/ US2004/ 0
configuring
the master d
configured t
for the nmast
conpri si ng:
do- not - emmi
address; app
do- not - enuai
hashed val ue
entries; tra
entries to a

address stored on a client machine, the client machine is

wth the nmaster do-not-enmmil |ist server to check if the email
appealient mashimhe set of one or note hashed do-not-emmil |ist

25. The nethod as in claim?24 wherein the conmparing of the
ient entry against the set of one or nore hashed do-not - enai
ald. aWs richte ddsiie Blhim DR e ARing aphate o-idientiEist dadbisessbe #6.
s in claim24 wherein the encrypted client entry is created on
mac hicormangatigrevah tha hestenferiot i ldist sqreerp thetmasies derodnsabas hed
nt chine. 27. .The h [ | ai m 2 ' . aring
ot caehfabpssRnfipU e IE AR e oL ol B Mofshalpl &l ot R

| i Stenteial Edr @i ast@edol RtreRehilaft &di@er. 23 WO 2004/ 068820
00-108 client nmachine. 28. The nethod as in claim?23

a nmaster do-not-email |ist database to be in communication with

o-not.-emai ). l.ist s [t st er do-not-emi | | i st dat abase
o F @r(éor?mléersl }eg}e%l?e\éemethocpgo Sin

er do- not cgMaktihg hisétlof 98€ ¥EMore2f-nd- SediDiidt @htricsdachaanet emgll hod

collecting a set of one or nore do-not-emai| list entries, each
| i &ist entityriya pteing of eharprders Fereergniang & empibpddsesnt i ng an emai |

l yi ng a one- hj : Fo Bt e mai
list enf &?I\Q@ét&g}%%yn era?ﬁ lp gg& S %th}g?}ge s(s)e? E"Jtcﬂz?(iaer ac %lsr%sdoirgr)l({t%muaﬁli que

S t olietendied t corpett the steings eff chakRrdiashedqaohasbéd eatadd tolcresite a

nsferring the set of one or npre hashed do-not-enail i st

set of one or more hashed do-not-email list entries;

transferring the set of one or more hashed do-not-email list entries to a
master do-not-email list server configured to store the set of one or more hashed
do-not-email list entries;

requesting from the master do-not-email list server at least one hashed do-
not-email list entry from the set of one or more hashed do-not email list entries to
create or update a client do-not-email list on a client machine;

causing a client email entry to be hashed to create a hashed client email
entry; and

comparing the hashed client email entry to the client do-not-email list to

determine whether the hashed client email entry appears on the client do-not-email

list.

30. The method as in claim 29 wherein the hashed client email entry is a hashed value
of an email address stored on the client machine, the client machine performs the
causing of the client email entry to be hashed, the client machine performs the
requesting from the master do-not-email list server, and the client machine
performs the comparing the hashed client email entry to the client do-not-email

list.

31. The method as in claim 29 wherein the hashed client email entry is a hashed value
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master do-not-email |ist server configured to store the set of one or nore
hashed do-not-email |ist entries; requesting fromthe master do-not-email
list server at | east one hashed do- not-emmil list entry fromthe set of one
or ror e WA3W4Q68830 not enmil list entries to create orP@pPUsItese0alsi ent
do-not-email list on a client machine; causing a client email entry to be
hashed to create a hashed client email entry; and conparing the hashed
client email obar ppay gddrass stqrer the Ghiptnashizielang ithercliest maghinepsrfomswhet her

t he hashed c Haecmmﬁg%k %“Vé}*fﬁﬂ%ﬁ&% ﬁé‘hﬁﬂgd-d ! ent do- not - emai | _ list. 30.
ashe

The nethod as in cC ereint client email entry is a hashed
value of an entail address stored on the client nachine, the client nmachine

perfornms the_ causing of the cli etnt email entry to be_hashed, the client
machi ne pet% EP%‘“’E}F@ asip glais 2P Gl W@H@S%@é}ot'@@ﬁﬂé‘ﬁt%aﬁe foibstinser ver,

and the ol et sRENEAS, «ARHANRel Sk QARATPG I e bAsaEd oL bentpmai | ent ry

to the clien 0- not - emai as in claim erein the

hashed cl i entisteisaiblasetunfiguied t@sthashe skt wabneor Mdre\WasLA AR S8R0 list

PCT/ US2004/ 000408 = of an enmil address stored on the client machine and the
client machi ﬁ@nﬁef%k&waﬂﬁw RefirEIHgIShieYHe client email entry to be hashed.
32. The nethod as in claim?29 configuring a master do-not-email |ist

dat abase to be in conmmunication with the master do-not-email |ist server,

t he mast er33d@heatetlendedslin clains 80 ddehate comphriggisfabe hashed olient ehiey set of one or

nor e hashed do-not-email |ist entr| s for the _naster ﬁo-not- mai | |ist
server. 33. ¥HENFhhRsHoLneqf iegrg npahed doumel- el istenEEaglPYAgIcHIeRthe hashed

client entry, ag bl&? ot Bt €naQfad@g. or nore hashed do-not-email [i st
‘-~entr|es all ows t ient machine to protect the email address. 34. The

met hod as in cIa|m29 wher ein the requesting fromthe master do-not-email

i st serve | east, one ed.do-not-email list entry fromthe set of
one or moré" %F?Elg}‘?el?i’dc?é 36l |“T erin fhe Soesting %né*}eéa%%ed%%&&eé the client

do- not - emal | 11k s2EvePBf at least one hashed do-not-email list entry from the set of one or more
hashed do-not email list entries to create or update the client do-not-email list on

the client machine is maintained by an email marketer.

35. The method as in claim 34 wherein the email marketer uses a client do-not-email
list application to cause the requesting from the master do-not-email list server and

to create or update the client do-not-email list on the client machine.

‘ 36. The method as in claim 35 wherein the email marketer uses the client do-not-email
list application to periodically check bulk email lists maintaining by the email
marketer to have email addresses associated with the set of one or more do-not-

email list entries be kept free of spam.

37. A non-revealing do-not-contact system comprising:

a do-not-contact list client application communicable with a master do-not-
contact list server configured to provide retrieval of unique hashed values, each
unique hashed value associates with a consumer contact information;

a client do-not contact list created by at least partially by the retrieval of at
least one the unique hashed values provided by the master do-not-contact list
Server;
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the client machine is maintained by an email marketer. 35. The nethod as in

claim 34 wherein the email marketer uses a client do-not-email |ist
application to cause the requesting fromthe naster do-not-enmil |ist server
and to creaW@2894/Qepdt e the client do-not-emmil |ist on tRTUS2e0/000808hi ne.

36. The method as in claim35 wherein the email marketer uses the client

do-not-email |ist application.to, periodically check bulk email| .lists

mai ntai ni ng by the ené‘iqhenh’ﬁ‘f‘a'@?@o YRR Y Oé’ﬁéitﬁr Eﬁdﬁf@g%@aﬁﬁ)@f% ed with
the set of one or, PRt @oA0saot - email Iist entries be kept free of spam 37.
A non-reveal i ng do-not-contact system conprising: a do-not-contact |ist
client application cormmempaasbresabietis taceraparep hdghed slientcoty e theldlisnt doenater
configured to provide retrieval of unique hashed val ues, each wunique hashed
val ue associ at es S3P@A Ustconsumer contact i nformati on; a client do-not

contact list created by at least partially by the retrieval of at |east one
t he uni que hashed val ues provided by the naster do-not-contact |list server;
25 WD 2004/ 06832 X eGYteis206 0 200 40 8vheaein b imenter daohi-nentaas linkdatdbasen or oper at e

t he do-not contact |ist i en application: and.a conpari sqQn schene to
conpare a hashed_cemwca&kﬁﬂ;ﬁp@ ’F‘E%er °|‘réﬁ’t°b’6t89tﬂb§?§er5%ﬁf H%Et%q?'rg ¢ thsginigpge
systemas In C! alyR A VANRE §htha niiRet Sé-nQ@cdﬁ%I sankaet |i st dat abase

communi cable with the naster do-not-contact |ist server is used to store the

uni que hashed values for the nmaster do-not-contact list server. 39. The
systemas in claim 37 wherein the,cansuner contact ipforpation is collected
by & data col | SeUhs YSSELS R IR Ad MPer e TP R cae PR et P HRErE s
the consuner comyacdaid BSIRCHBA bfert Ovier@N rMYs EARB AN s FiRtersHaverts the
consuner contact information into a uni que hashed value. 40. The system as

in clai m37 wher eonsussarisoniacijoérmation tead ene-wssbashangwe what honveda shener

wher a1 n' the hashéBrurraSReRt Py aedbE iy aiPT R ERE ©t T o eon e

40. The system as in claim 37 wherein each unique hash value associates with
consumer demographic information which includes the consumer contact
information and wherein the hashed client entry associates with consumer

demographic information.

4]. The system as in claim 39 wherein the do-not-contact list client application
retrieves at least one of the hashed values or additional updates from the master-
do-not contact list server through at least one of a network connection, an email, a

disk, and a scanned form.

42. The system as in claim 39 wherein the consumer contact information is sorted by

demographic information.

43. The system as in claim 42 wherein the demographic information includes at least
one of legal jurisdiction that applies to the consumer, minor/adult status that
applies to the consumer, types of messages that the consumer allows and not

allows, and type of one-way hashing scheme.

44. The system as in claim 39 wherein the one-way hash engine uses at least one
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"denmographic information. 41. The systemas in claim39 wherein the
do-not-contact list client application retrieves at |east one of the hashed
val ues or additional updates fromthe master do-not contact |ist server

t hr oughVaR0H&aH20 one of a network connection, an enmi PCT/HS2004P@K08 and a
scanned form 42. The systemas in claim39 wherein the consuner contact

information is sorted by denographic information. 43. The systemas in
cl ai m 42 whelshing sehemeesgtrgicd Jrire 2 igrrugcrYistag af vt ArdesHAL L) 56,0ne of | egal

L e ot A oRR. 2 W03 MDSDITRIPEVIDIN Skl AaGe et - app) | es

to the consuner,” types of "nmessages e consuner all ows an al | ows,
and type of HA816BHASRSIHIHGYALhEiger, Pddamal SeeSy-8t 6MSTSHash, BRI /BR0wher ei n

t he one-way hash engi ne uses at | east one 26 WO 2004/ 068820

PCT/ US2004/ 08948B1IP¢Ashi ng schene sel ected from a group consisting of SHA-O,
SHA- 1, SHA-256, SHA-384, SHA-512, MD2, M4, MD5, RI PEMD 160,

Rl PEVMD- 128/ 256/ 320, HAS160, HAS-V, HAVAL, Tiger, Panama, Snefi u-2,

GOST- Hash 45 BRE: syidtehi28,in chivel 3Mvihepeinthe olibnt mkuhirsysirfommatheicomphddom 37 wherein
the client machine Performs t he conparison schene that conpares the hashed
client entrySCREmE HBt equaes Q}shﬁﬁegiggmtge&ry fq e clienfglo-npprgontacdlighn as in claim
37 wherein the hashed client entry represents a client consunmer contact
information entered into the client nmachine, wherein the client nachine

per f or ns a6hElstsystemt dsen claire 37 vaensn ierhacloxtchient dnnfyaepradentra dlientcr eat e t he
hashed client entry. 47, stem as claim 46 wherein the client

. Th '
machi ne usesc%ﬁumgﬁﬂtaﬁh’@?@ﬁgﬁﬁﬁnte@ ng;"’rirt.}‘esfé‘le%@é 136, &’ﬁ?‘&“’g‘ﬁlﬁlﬁ}ﬂe@onsi sting
f SHA-0, SHA:1.: s ol = . 160,
R pEnD. 1261 FERT s e kel g pptorp et cpher ke it (RUEHD

GOST- Hash, BhRishddldlid@Osntgnd Wi rpool . 48. The systemas in claim37 wherein

the do-not-contact list client application is deployed on nultiple renote
computers of at |east one of individuals, businesses,

47. The system as in claim 46 wherein the client machine uses at least one hashing
scheme selected from a group consisting of SHA-0, SHA-1, SHA-256, SHA-384,
SHA-512, MD2, MD4, MDS5, RIPEMD-160, RIPEMD-128/256/320, HAS160,
HAS-V, HAVAL, Tiger, Panama, Snefru-2, GOST-Hash, BRS-H1/H20, and
Whirpool.

48. The system as in claim 37 wherein the do-not-contact list client application is
deployed on multiple remote computers of at least one of individuals, businesses,
and clients, that send unsolicited communications or store or use the consumer

contact information.

49, A non-revealing do-not-contact system comprising:

a client application communicable with a master do-not-contact list server,
the client application capable of sending a hashed client entry to the master do-not-
contact list server, the hashed client entry representing a client consumer contact
information that is converted into a unique hashed value bearing seemingly no
resemblance to the client consumer contact information, the master do-not-contact
list server providing retrieval of at least one hashed value, each representing a
consumer contact information; -

a client machine to maintain or operate the client application to send the
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and clients, that send unsolicited comunications or store or use the
consuner contact information. 49. A non-revealing do-not-contact system
conprising: a client application communi cable with a master do-not-contact

| i st server,WOtzhetasB32ent applicati on capabl e of sending a (raghestocldoent
entry to the master do-not- contact |list server, the hashed client entry
representing a client consuner contact information that is converted into a
uni que hashed valhashdsecientrptyeend ngly no resenbl ance to the client consumer

contact information, the nmaster - NQt - cont | 4 [, pbravigdin
retrieval of at |east %‘f?énﬂ‘?‘gé%ne%c%\e/%eﬁ%?O%%%E%ﬁee}bars}é%}ecnlfﬁg%ﬁg ggé‘%ﬁéﬁ‘ﬁé?lem
contact i nformatigRhaghedlvaRBlretiRGE theodcd th@unatiad do-a6t-@ldisatgvihe client
application to send the 27 W) 2004/068820 PCT/ US2004/ 000408 hashed cli ent

entry; and a conparison schenme to conpare the hashed client entry against

the at | east hashed val ue.retri.eved.t hr h, th t.do-not-call |ist
e gor ! TnalepRARRER T i T YR i S BB Oft S ARGl | | 3]
server provides th@ﬁetﬁ&_ta[bﬁm@ht Rhstlone hadhel @akikL tl@ﬂ@gﬁlﬁﬁﬁ@tfér &@hu@cddwwugh a

master do-not-contact |ist database. 51. The systemas in claim49 wherein

t he consumer contééabasmformation is collected by a data collection system
wherein the data collection systemtransfers the consuner contact
information to a one-way hash engi ne that converts the 31 consuner contact

information inte THesyRMNEGN YRIHES9 viadreid i GMBURER dftacNinEdraiatibd s opiesed n t he
consuner contact information is sorted by denographic information. 53. The

system as in cl ai b Statepellestion sreerganitngeia thi dats edlischien sstem Hansferagheat | east
one of legal jurisdiction that_.appl.ies to th onsumer .. mnor/ |t status
that applies to %%@un&?fr?gﬂtﬁﬁtrl?ﬁf@%égn oqfagr%es"évg é%s’hteﬁl netﬂﬁiepcg%‘ﬁeﬁgrger al | ows
and not allows, @naguhdtiRestatf infigravey imaghitghaichame. 54. The systemas in
claim51 wherein the one-way has engi ne includes at | east one one- way

hashi ng schene being selected froma group consisting of SHA-0, SHA
52. The system as in claim 51 wherein the consumer contact information is sorted by

demographic information.

53. The system as in claim 52 wherein the demographic information includes at least
one of legal jurisdiction that applies to the consumer, minor/adult status that
applies to the consumer, types of messages that the consumer allows and not

allows, and types of one-way hashing scheme.

54. The system as in claim 51 wherein the one-way has engine includes at least one
one-way hashing scheme being selected from a group consisting of SHA-0, SHA-
1, SHA-256, SHA-384, SHA-512, MD2, MD4, MD5, RIPEMD-160, RIPEMD-
128/256/320, HAS160, HAS-V, HAVAL, Tiger, Panama, Snefru-2, GOST-Hash,
BRS-H1/H20, and Whirpool.

55. The system as in claim 49 wherein the client machine performs the comparison
scheme that compares the hashed client entry to the at least one hashed value

retrieved through the master do-not-contact list server.

56. The system as in claim 49 further comprises a one-way hash engine communicable

with the client machine to hash the client consumer contact information to create
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‘1, SHA-256, SHA-384, SHA-512, NMD2, NMD4, MD5, RI PEMD 160, RI PEMD-

128/ 256/ 320, HAS160, HAS-V, HAVAL, Tiger, Panama, Snefiv-2, GOST-Hash,

BRS- H1/ H20, and Whirpool. 55. The systemas in claim49 wherein the client
machi neWS0f8oiE0t he conpari son scheme that conpar esPChashaghedos! i ent
entry to the at | east one hashed value retrieved through the naster
do-not-contact |jst server. 56. The systemas in claim49 further conprises
a one-way ha{gﬁh‘?éh&;ﬂé@nﬁﬁlﬁﬁbni cable wth the client machine to hash the
client consunmer contact information to create 28 W) 2004/ 068820

PCT/ US2004/ 000408 the hashed client entry. 57. The systemas in claim56
wher ei n t hé Thesystay 2k asclemydhavhiereot tdese-atay heastgionmcludeeatieast bieshi ng schene
bei ng selected fram

S 15 oErentsy Haae SRR g o R g o B SRS O A PAS. v,
HAVAL, Tigery, sﬁ@p@f@s@ngéus}%«-smwma NEBS- IIPERES. | saNerPPippool . 58.

The systemas in claim49 further conprises a one-way hash engi ne coupling
to or resi di285M3L0i MASKD, AN HaCALnEigen Phumhe, Snefreli 6MSTcBashumer

contact inf i to eat e, the hashed client entry. 59. A nethod
conpri si ng: O%Ig%glﬂgzoaa%ﬁ@ﬂ%’fﬂ'cont act information to be hashed by a one-way
hash engine to convert the consuner contact information into a hashed

client contact entry; causing the hashed client contact entry to be
conpar ed agalhesystemek ireelping 49 I cUMpRAESS 2lonstvapheste¢nginemouplingiotor
do-not-contact..list,is .created at |eas artially b usi ng Jhashed val ues
retrieved t HFOHGR VAHELE 8&1559"}‘?@?1?&8%%‘886 Flileé"?c%téfl’i?é? o %&g’fmﬂ val ues
repr esent i NgoareaRlth@hashB®cltnt BRFE contact information of consuners who do
not wi sh to be contacted; and determining that the consuner with the
consuner contact information is not to be contacted when the hashed client

contact enpry nat ﬁggﬁjp%?égpe of the hashed values retrieved through the

O, ¥
mast er do-hot-con server.

causing a consumer contact information to be hashed by a one-way hash
engme to convert the consumer contact information into a hashed client contact
entry;

causing the hashed client contact entry to be compared against a client do-
not-contact 1ist wherein the client do-not-contact list is created at least partially by
using hashed values retrieved through a master do-not-contact list server, the
hashed values representing a set of one or more contact information of consumers
who do not wish to be contacted; and

determining that the consumer with the consumer contact information is
not to be contacted when the hashed client contact entry matches anyone of the

hashed values retrieved through the master do-not-contact list server.

60. The method as in claim 59 wherein the consumer contact information is collected
by a client machine and is hashed by the one-way hash engine connected to the

client machine.

61. The method as in claim 59 wherein the consumer contact information is collected
by a client machine, hashed by the one-way hash engine residing in the client
machine, and compared to the hashed values retrieved through the master do-not-
contact list server on the client machine.
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60. The nethod as in claim59 wherein the consuner contact information is
collected by a client machine and is hashed by the one-way hash engine
connected to the «client nachine. 61. The method as in claim59 wherein the
consuner corweceo+n$se® mati on is collected by a client nmackCEAS2fasneds by

t he one-way hash engine residing in the client machine, and conpared to the
hashed val ues retrieved through the naster do-not- contact |ist server on
the client machine. 29 WD 2004/ 068820 PCT/ US2004/ 000408 62. The nethod as

in claimb59 fug d;& A& o fas%?f afrf? 48 fiighdr REm HEEs%%hmh@fk&H@SﬂEa'c@ﬂfd%fnaﬁ@ﬁ%P”erS

to be collected by a data co ectlon syste hashed by a second one- way
hash engi ne comubhsatzksetowietchli¢died ‘dyaa data obllmpncmstsmshashtd byndsecoadsherred to

t he master do-not-contact .|ist serv aod as.in cl.aim®62 further
conpri ses causi ng”aé{h%ﬂ's@@mecﬁ?%‘ﬂmﬁ ‘?‘&bt thy &taé@&:{}@ S)‘?&Wp&’&ﬁﬁ%ﬁhoh t he
mast er do- not - COQltl(?‘@gst#ljtﬁ)t AehNEEt fR s © t he hashed values. 64. The

i'm

nmethod as in cla er conprises causing a do-not-contact list client
application to be in conmunication with the master do-not-contact i st
server to retrl eve at | east one hgshed val ue fromthe st.er - do- not .cont act

list server t 063 e amedhqds 1% FIRER 02 dBHhas COMBHESSCRUPINE f MASET demat-fapi st i n
claimS9 further g SEQEP {]dnﬁﬁém 'uéwn tﬁmasqaecrow Aaﬁ&c@m's&e«eﬁfastdr@ﬁlmghat

| east one one-way Ing sc el ng selected froma group consisting of
SHA- 0, SHA-1, SHAzRBS, SHA- 384, SHA- 512, NMD2, M4, MDS, RIPEMD 160,
Rl PEMD- 128/ 256/ 320, HAS160, HAS-V, HAVAL, Tiger, Panama, Snefru-2,
GOST- Hash, BRS-H /H20, and Whirpool. 66. The nmethod as in claim62 further

conpri ses Causwgrhfﬁ%‘etﬁ@atﬁ ifs Ola hﬁcsb'mhe%a gﬂhés%aumﬁgﬁgbfﬁbt Rbnth@ast cIRAL
one-way hashi ng scheme to be applied to the entries collected by the data

col l ection syst erapplfﬁcﬁﬂoﬁ\toc@p@bmmumqﬁtlemnﬁeﬁe mesteodo-not-taidant illfstyseefmtd
i are in ient's |ist

dd tered d t cont st th
i thout reveal | ngeoRe B ol el Rom ey i Pl skl e e

client's |ist conpLicSthBelient do-not-contact list.

65. The method as in claim 59 further comprises causing the one-way has engine to
include at least one one-way hashing scheme being selected from a group
consisting of SHA-0, SHA-1, SHA-256, SHA-384, SHA-512, MD2, MD4, MDS5,
RIPEMD-160, RIPEMD-128/256/320, HAS160, HAS-V, HAVAL, Tiger,
Panama, Snefru-2, GOST-Hash, BRS-H1/H20, and Whirpool.

66. The method as in claim 62 further comprises causing the data collection system to
specify at least one one-way hashing scheme to be applied to the entries collected

by the data coliection system.

67. A computer implemented method to identify email addresses registered on a do
not contact list that are in a client’s list without revealing the email addresses on
the do not contact list or the client’s list comprising:

the client encrypting at least certain of entries on the client’s list to create a
plurality of encrypted entries, where each entry includes at least an email address;

the client transmitting over a network said plurality of encrypted entries
from the client’s list to a service for comparison to encrypted entries of the do not
contact list, wherein the encrypted entries of the do not contact list were formed by
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‘the client encrypting at |least certain of entries on the client's list to
create a plurality of encrypted entries, where each entry includes at |east
an emai | address: the client transmtting over a network said plurality of
encrypt W8 2AMI08BL fromthe client's list to a servi cePEBUSHOMPEMISON t O
encrypted entries of the do not contact |list, wherein the encrypted entries

of the do not contact. |i forped b 3 2004/ 068820

PCT/ US2004/ 006485"S g‘k%l‘r“f%%’?’ﬁg&ﬁﬁ%raﬂ%ﬁt&ﬁ,en}aﬁc?fi\/\@&f%é“&i‘tc B&8t 2% emi |
address, a ratsRtedgnel fam saehslnyieef @t vpyed sndriRsSed th dfedl s s 10y eNCrypt ed
entries fromthe client's list to an entry of the do-not-contact |ist
represents toEy of e dornpdcpyipeidist raprasents thae s underdigng emaid @ddrdesmteeds ed; and

the client r i Vi , Its of the conparison. 68. The conputer inplenented
met hod of cltgi%%l%ewﬂﬁgﬁgi n the client receiving results of the conparison

conprises: the clthetlient eeaiitignasdok thenbaipaBédon i dentifying only those of
said transmtted encrypted entries that matched. v.. 69. The conputer
i npl enented net hod of claim67, wherein the client receiving results of the

conmpari so cgygp ' > ' cei Vi bagk i ryation. kdentifying only
t hose of g gi f{oﬁﬁgemr@@gﬁg’gﬁ%%% ng?gnaflgggs\%ﬁﬁrgfn%?8%&“%’&%%. 70. The
conput er irg¥plientht esnpaeistiocbrapriekal m 67, further conprising: the client

determ ning which entries on the client's |ist matched based on said
recei ved resul t s;thaeient reeiingdack pdomsiatiay 1denthnag eHudhasaof 5aid from t he

client's Ii %?anséﬂgd%n&?ﬁ@&%ﬁt@g%ﬂﬂ&%%&d method to identify email addresses

regi stered on 0-not=con at are in aclient's list wthout
revealing the emnil addresses on the do-not-contact list or the client's
list conprising: the client encrypting at |east _certajn _of entries on the-

client's Iis¥- to Kreampusr mpplemented pefrodaf claypoddvbriers e clispher e each entry
includes at [l.eas g%uwthe &gﬁéﬁﬁ&;‘ C?r;r)@%egzl ient transmtting over a network

said plurality of “encrypted ries the client's list to a service for
conpari son to enchyggieatreesivmgdacloinferinmtidn ideatifying only those of said

transmitted encrypted entries that did not match.

70.  The computer implemented method of claim 67, further comprising:
the client determining which entries on the client’s list matched based on
said received results; and

the clhient removing the matched entries from the client’s list.

71. A computer implemented method to identify email addresses registered on
a do-not-contact list that are in a client’s list without revealing the email addresses
on the do-not-contact list or the client’s list comprising:

the client encrypting at least certain of entries on the client’s list to create a
plurality of encrypted entries, where each entry includes at least an email address;

the client transmitting over a network said plurality of encrypted entries
from the client’s list to a service for comparison to encrypted entries of the do-not-
contact list, wherein the encrypted entries of the do-not-contact list were formed
by encrypting information, including at least an email address that belongs to a
minor, a matching of an encrypted entry from said plurality of encrypted entries
from the client’s list to an entry of the do-not-contact list represents that the
underlying email address needs to be identified; and
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contact list, wherein the encrypted entries of the do-not-contact list were
formed by encrypting information, including at |east an enail address that
belongs to a mnor, a mtching of an encrypted entry fromsaid plurality of
encrypted enwO 284/06888m the client's list to an entry of thecHosmovemanst act
list represents that the wunderlying email address needs to be identified;
and 31 WD 2004/ 068820 PCT/ US2004/.000408 the client receiving results of the
conpari son. 72. The cothggligit reqepiegissulesoliie ¢PaPasoR| ai m 71, wherein the
encrypted entry belonging to the minor is automatically renmoved fromthe
client's list. 73. The conputer inplenmented nethod of claim 71, further
conprising: assocyati nghd fenmi@iimpastnesianéthed obehiangk vileréihehawmeoyptsd th a
parent's address. 74. The conputer inplenmented nethaod of claim73, further
conpri sing: the céritemelenging dheamiwr is stemativally serpeveddmm ths ¢lsat’phislent ' s
address to notify the parent when there is a request to renove the contact
informati on associating wth the encrypted entry that belongs to the m nor
from the do-not - cont acthd tdtputer tplehidtaannbibest dapt endnited cokiphiethgof clai m
73, further conprising: the client causing a notification to be sent to the
parent ‘s address to nespgigtingtheciail éﬁiﬁm%ﬂ@ﬁ belosgetq e gHnen VEhpparegt's enove

t he cont act inforﬂﬁﬁ&gn associating wth the encrypted entry that bel ongs
to the mnor fromthé do-not-contact list. 76. The conputer inplenented

met hod of claim 71, wherein the client receiving results of the conparison
conprises: the client receiving back information identifying only those of

said transnitted/encr Jht iR implemanind mehehelclainy 73, fugha sopprisng:

|l ement ed method of 24 it Phei ALalille|bd &Rt 1o theRELN! ‘eggal%gélﬂfotr%ugyf the
conpari son conpri ses: € client Teceiving back T nfornmation’identifying only
those of said trhapaient @tlerethere)iph echuestits remsovielhd calitabt dfbrm&EiaiassoBatinghe

conputer inplenented nmethod of claim 71, further caonprising: the client

det er mi ni ng whi chvERthe @erpied el that bglongs fo;the migar drsy thelospoteentact list.

75. The computer implemented method of claim 73, further comprising:
the client causing a notification to be sent to the parent ‘s address to notify
the parent when there is an attempt to remove the contact information associating

with the encrypted entry that belongs to the minor from the do-not-contact list.

76.  The computer implemented method of claim 71, wherein the client
recelving results of the comparison comprises:

the client receiving back information identifying only those of said

transmitted encrypted entries that matched.

77. The computer implemented method of claim 71, wherein the client
receiving results of the comparison comprises:
the client receiving back information identifying only those of said

transmitted encrypted entries that did not match.

78.  The computer implemented method of claim 71, further comprising;

the client determining which entries on the client’s list matched based on
said received results; and

the client removing the matched entries from the client’s list.
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said received results; and the client renoving the matched entries fromthe
client's list. 32 WD 2004/068820 PCT/ US2004/ 000408 79. A conputer

i npl enented nethod to identify email addresses registered on a

do- not - ¥Eh4¥P8PI0st wi t hout revealing the email addr e PETLIBMHUGI08
do-not-contact [|ist conprising: a client encrypting at |east certain of
entries on the client's list to create a plurality of encrypted entries,
where each entry includes at |east an enmil address that does not wish to
be cont act ed79.t heAcbinptier iaplsmbged nitivdas idmifyoimapiddrqabasrragibeyeddn encrypt ed
entries from _the cllenf s list to a plurality of encrypted entries of a
mast er do- not de-BAkeRItact 1%ttW1th%@rV§fi‘IWgtth%e@ﬂé? B8eF ‘é‘n‘flﬁ ﬂ@@obﬁoﬂtﬁfé nast er

do- not - cont aﬁ% H&@ﬁsﬂ’l\gre formed by encrypting information, including at

| east an emal ess that belongs to a mnor, a matching of an encrypted
entry from said pa client ericyymingenn taayintestaineifienines o therolitimees lisths erebtes i st to an
entry of the master do- not cont acfwél i st represents that the_ underlying

emai | addr esBluradsgefl engrypied; caligs; v ea@chI"F'éltré’IWéPﬁeS@é@éﬁt\ﬂpﬁ@aﬁlé‘ﬁl@eﬁ% of the

conpari son; 4 ClisB R pe! 4dy9 the client's list with encrypted
information re ?rqeg\ﬁligd ; ro]?nt masdt er do-not-contact list. 80. The conputer

i mpl ement ed net hotheofient Icmdng?@commrsem of safeplutafiey ofesncrypfedetitésltffom t hat
mat ches one of iﬁ:e encrypt ed entE es of the ster do-not- contact |ist of

bel ongs to t K& CHEHeTISE 9 LRIPGHRE ¢ wfeﬁe‘aﬁwé £ PIRster frnet-eaagot st st . 81,

The conput er f associ at| n
t he emarrPI adgpggggqgﬁgéﬁﬂjt%%ﬁg}g%%}ft?ﬁlg%éggn%ﬁgn%C’td&{agﬁ %ztaﬁg{r:]gt)fogﬁ E:&]g%ress °

The conput er eianyitgenibeoatioet motidofg atliastmn&:lnaﬂfa;ﬂdtdseﬁlatlmﬂmgs% lag;nmbﬂ',]e cI | ent
- Ccausi ng a notifi atl(%n to be gent %r s address. t t he

e
parent when £ e EL1 3N cRgYRISE epipy @Iﬁﬂ’@ 1@’0‘?‘??8‘6‘%?9?8%?’@6% ssoci ati ng
Wi th the encgypbeds@hhh ¥ntdat thb8l-8RF80-hot-EdiRacilifiQEpEdeR thitne! 1 ent’ s 1 st
83. A nethod of protecting a master do-not-contact Iist, the nethod
i ncl udi ng:  underlying email address needs to be identified;
the client receiving results of the comparison; and
the client updating the client’s list with encrypted information retrieved

from the master do-not-contact list.

80.  The computer implemented method of claim 79, wherein when the
encrypted entry that matches one of the encrypted entries of the master do-not-

contact list of belongs to the minor is automatically removed from the client’s list.

81.  The computer implemented method of claim 79, further comprising:
associating the email address that belongs to the minor with a parent’s

address.

82.  The computer implemented method of claim 81, further comprising:
the client causing a notification to be sent to the parent ‘s address to notify
the parent when there is a request to remove the contact information associating

with the encrypted entry that belongs to the minor from the client’s list

83. A method of protecting a master do-not-contact list, the method including:
including a false record in the master do-not-contact list;
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including a false record in the master do-not-contact list; 33 WO

2004/ 068820 PCT/ US2004/ 000408 inplanting the false record into a client
do-not-contact list; nonitoring to see if a contact information associating
with the faMae200¢0é82) is used and sent to a fal se server BOHUSHO4BE40D
receive the contact information. 84. The nethod of claim 83 wherein the
mast er do-not-contact |ist incl E@ges a . nmaster-do:not-e |ist, wherein the

fal se record incl udesimplpntingdhe false recordimig & clientAo-pioRp C‘ilﬂ)St’an emai | account
not used for any real, gqﬁ 1Jm BNde Whedotikddt fn:?&n‘[&gbﬁ%sso@ﬁﬁﬂgﬁnﬂhrtﬁé fh@é@%‘e&)rfial Sé

emai | server configure 0 recel ve an enal ressed associated wth the
fal se emai | addr gased &nd sehhe afaishaervef calfmuradda réagivicliles capdand inifsesativausi ng an
investigation into a client that uses the false record. 86. A conputer

i npl ement ed nmet hod conprising: providing a non-revealing do-not-contact |ist

of one-way hasheg, coNgHiiRlemof QFtAh 83 iR LR Ml - RitfoofifacORS iRudiRGe

entities for the Set |t ies to eterm ne certaln consuners do
not wi sh to be canttactieadomehiidlist, wHersnmherfalsegeamxtidactludnmsfahemmdmddm*ss

information. 87. A caonputer inplenented od conprising:, encrypti a
category of cons m@bPOIFqut@) AR ERAY ﬁc‘i%mb’é?{é%sﬁci grgﬁy FWEJ’I[ @g‘d %ﬂé%ﬁggﬁe
category of consymer dlap(?ésrﬁ%!s%maﬁ@% tqMgichR t@?&ﬁ%%ﬁ@nﬂ' drfedt he

category of consumer 1 nfornmation against a maste o-not-contact list, the
mast er do- not - condsacittelivath the fgdsa esmaibadadrespl ural ity of categories of consuner
information for a plurality of categories of consuners, the plurality of
categories of consuner information encrypted; and determ ning that the

category of consuyyer iff gl HrihGlco ns@sod&hﬁﬁéﬁﬂlﬂ‘fesﬁﬁ%oﬁ%ﬁfﬂépt ed >

val ue of the category consuner intormation matches one of the plurality of
cat egori es of conisamtrerat usisohenfatseoecordh t he nmaster do-not- contact |ist. 88.
The nmet hod of claim87 wherein the category of consuner information 34
86. A computer implemented method comprising:
providing a non-revealing do-not-contact list of one-way hashed consumer
contact information to a set of one or more entities for the set of entities to

determine whether certain consumers do not wish to be contacted without

discovering actual consumer contact information.

87. A computer implemented method comprising;:
encrypting a category of consumer information to generate an encrypted °
value of the category of consumer information;
comparing the encrypted value of the éategory of consumer information
against a master do-not-contact list, the master do-not-contact list comprising a
plurality of categories of consumer information for a plurality of categories of
consumers, the plurality of categories of consumer information encrypted; and
determining that the category of consumer information sheuld not be
contacted if the encrypted value of the category consumer information matches
one of the plurality of categories of consumer information in the master do-not-

contact list.

88.  The method of claim 87 wherein the category of consumer information
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- WD 2004/ 068820 PCT/ US2004/ 000408 includes any one of youth, elderly, age
group, nationality, gender, ethnicity, area, <city, town, state, county,
country, area code, zip code, enmail address, email provider, internet
servi cWpHa¥P@8l, school emmil address provider, |i brPAIYUHHA00408ddr ess
provi der, and governnent sector email address. 35

includes any one of youth, elderly, age group, nationality, gender, ethnicity, area,
city, town, state, county, country, area code, zip code, email address, email
provider, internet service provider, school email address provider, library email

address provider, and government sector email address.
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