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( IN-BAND PORTAL AUTH METHOD 500 )

v

receiving a request from a user device to access a first network resource on an external |~ 902
network

v

transmitting an access request to a RADIUS server, wherein the access request includes a
durable identifier associated with the user device and a non-durable identifier associated with (—~___ 204
the user device

\ 4

receiving, from the RADIUS server, a first indication that the access request has been 506

granted and a second indication that an additional user input is requested by a cloud network
management server in communication with the RADIUS server

\ 4

forwarding the first indication to a wireless controller associated with the user device, without 508
forwarding the second indication T~

y

510
receiving an accounting start request to forward, to the RADIUS server, an indication that |~~~

network access granted to the user device has been initiated

y

without forwarding the accounting start request to the RADIUS server, causing the user L~ 512
device to be directed to a second network resource configured to receive the additional user
input requested by the cloud network management server
514

receiving, from the cloud network management server, a third indication that the additional |—~_~
input has been provided by the user device

y

transmitting, to the RADIUS server, an indication that network access granted to the user |7 ~— 516

device has been initiated

A 4

518

causing the user device to be directed to the first network resource on the external network [ ~—~

C END )
FIG. 5
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( OUT-OF-BAND PORTAL AUTH METHOD 700 )

receiving a first authentication request from a RADIUS server to authenticate a user [-—~__ 702
device, wherein the authentication request includes a durable identifier associated
with the user device and a non-durable identifier associated with the user device

y

storing an association between the durable identifier associated with the user device 704
and the non-durable identifier associated with the user device

A 4

transmitting, to the RADIUS server, an indication that the first authentication request ~.__~ 706
has been granted

A 4
receiving a second authentication request from the RADIUS server to authenticate

the user device, wherein the authentication request includes the non-durable ~_ 708
identifier associated with the user device

identifying the user device using the non-durable identifier included in the second ~_ 710
authentication request and the association between the durable identifier and the
non-durable identifier

determining that an additional user input is needed prior to granting network access |~ 12
to the user device
transmitting, to the RADIUS server, an indication that the first authentication request [—~_~ 714
has been denied
4
receiving the additional user input from the user device T~— 716
transmitting, to a network management device associated with the user device, an 718

indication that network access should be granted to the user device ~—

C END )
FIG. 7
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