
[Document Name] DESCRIPTION 

[Title of Invention] ANALYSIS SYSTEM, ANALYSIS DEVICE, 

ANALYSIS METHOD, AND STORAGE MEDIUM HAVING ANALYSIS 

PROGRAM RECORDED THEREIN 

5 [Technical Field] 

[0001] 

The present invention relates to a technology of analyzing 

cryptographic communication executed by an information communication 

apparatus and the like. 

10 [Background Art] 

[0002] 

There is a demand for a technology of analyzing communication 

processing executed by an information processing apparatus (such as a 

computer) that is connected to a communication network (hereinafter 

15 simply referred to as an "information communication apparatus"), in recent 

years. 

[0003] 

For example, such analysis of communication processing is used for 

analysis of behavior of an information communication apparatus during 

20 development and operation stages, or analysis of behavior of a 

communication processing program executed on an information 

communication apparatus. 

[0004] 

There is a particular demand in recent years for a technology for 

25 analyzing a content of improper communication processing caused by an 

improper computer program (a computer program includes various types of 

software programs and may be hereinafter simply referred to as a 

"program"), such as a virus, that is executed on an information 

communication apparatus. 
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[0005] 

For example, when such an improper program (hereinafter referred 

to as "malware") executes various types of communication processing by 

using an advanced encryption scheme such as public key cryptography, it 

5 is difficult to decrypt (decode) a communication record (communication 

data). 

For example, it is assumed that an information communication 

apparatus as an analysis target employs a specific cryptographic 

communication protocol (for example, assuming a case where a 

10 communication channel encrypted by the specific cryptographic 

communication protocol is established between information 

communication apparatuses being analysis targets). In this case, an 

encryption key, authentication information, and the like related to the 

cryptographic communication protocol is securely exchanged between the 

15 communication apparatuses. For example, the following cryptographic 

communication protocols may be used as the specific cryptographic 

communication protocol. 

[0006] 

• Secure Sockets Layer (SSL)/Transport Layer Security (TLS) 

20 • Internet Key Exchange (IKE) in Security Architecture for Internet 

Protocol (IPSec) 

• Secure Shell (SSH) 

[0007] 

Generally, it is not easy to decrypt encrypted communication data 

25 transmitted and received in accordance with such a cryptographic 

communication protocol. Accordingly, a technology of collecting 

information about such cryptographic communication by analyzing an 

information communication apparatus (including various types of software 

programs executed on the information communication apparatus) executing 
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the cryptographic communication is under study. 

[0008] 

As an example of such a technology for analyzing an information 

communication apparatus, a technique of analyzing behavior of a specific 

5 program (for example, malware) on an information communication 

apparatus while running the program (hereinafter referred to as a "live 

forensics technique") is known. Such a live forensics technique executes 

various types of investigations and analyses on behavior of an apparatus 

(or a system) by collecting various types of information about the 

10 apparatus while the apparatus is in an operating state. For example, such 

a live forensics technique is able to investigate data, a program being 

executed, and the like stored in a volatile storage apparatus (for example, a 

memory), while an information processing apparatus is in operation. 

[0009] 

15 For example, the following references are disclosed in relation to 

the aforementioned technology of analyzing behavior of an information 

processing apparatus, including communication processing. 

[0010] 

PTL 1 (Japanese Translation of PCT International Application 

20 Publication No. 2014-514651) discloses a technology related to malware 

analysis. In the technology disclosed in PTL 1, a virtual machine monitor 

intercepts (acquires) various types of requests from an information 

processing apparatus implemented by use of a virtual machine and 

transfers the information to a security agent. The security agent 

25 determines whether or not a program executing such a request is malware, 

in accordance with the acquired information. The virtual machine 

monitor exists in a layer lower than the virtual machine, and therefore is 

able to acquire all requests executed on the virtual machine. 

[0011] 
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PTL 2 (Japanese Unexamined Patent Application Publication No. 

2013-114637) discloses a technology related to malware analysis. The 

technology disclosed in PTL 2 extracts an encryption key used by malware 

from a memory space in an apparatus executing the malware, by analyzing 

5 a trace in execution of the malware and data referred to in an execution 

process. The technology disclosed in PTL 2 decrypts communication 

encrypted by the malware, by use of the extracted encryption key. 

[0012] 

PTL 3 (Japanese Translation of PCT International Application 

10 Publication No. 2012-511847) discloses a technology of classifying 

cryptographic communication executed by malware and the like. The 

technology disclosed in PTL 3 detects unapproved cryptographic 

communication by comparing encrypted communication executed at an 

analysis target apparatus with preregistered approved encrypted 

15 communication. Further, when detecting unapproved cryptographic 

communication, the technology disclosed in PTL 3 blocks (suspends) such 

cryptographic communication. 

[0013] 

PTL 4 (Japanese Unexamined Patent Application Publication No. 

20 2 0 09-0 3 7 5 4 5) discloses a technology of classifying and distinguishing 

malware, in accordance with similarity of malware. The technology 

disclosed in PTL 4 classifies and distinguishes malware, in accordance 

with a correlation between micro analysis analyzing an execution code 

itself of malware and macro analysis analyzing communication related to 

25 the malware. As the micro analysis, the technology disclosed in PTL 4 

discloses a configuration extracting an execution code of malware from a 

memory dumped at a predetermined timing in an analysis target machine, 

and disassembling the code. 

[0014] 
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PTL 5 (Japanese Unexamined Patent Application Publication No. 

2006-279938) discloses a technology related to a cryptographic 

communication decoding apparatus that is arranged between two 

communication apparatuses and analyzes cryptographic communication 

5 between the communication apparatuses. The cryptographic 

communication decoding apparatus disclosed in PTL 5 analyzes 

communication data between two communication apparatuses and 

exchanges an encryption key with each of the communication apparatuses 

at a timing when key exchange in cryptographic communication (IPSec) is 

10 executed. Specifically, the cryptographic communication decoding 

apparatus disclosed in PTL 5 is arranged between the two communication 

apparatuses as an intermediary, and exchanges an encryption key with one 

of the communication apparatuses while also exchanging an encryption key 

with the other communication apparatus. Thus, the apparatus disclosed 

15 in PTL 5 is involved in cryptographic communication executed between the 

two communication apparatuses, decodes cryptographic communication 

data transmitted from one of the communication apparatuses, and transmits 

the data to a monitoring apparatus while encrypting the data again and 

transmitting the data to the other communication apparatus. 

20 [0015] 

PTL 6 (Japanese Translation of PCT International Application 

Publication No. 2013-508823) discloses a technology of detecting malware 

by monitoring generation of a link file in a computer. The technology 

disclosed in PTL 6 analyzes information about a process of creating a link 

25 to various types of resources existing inside and outside the computer, and 

information about a referent of the created link. In accordance with the 

analysis result, the technology disclosed in PTL 6 executes a 

countermeasure process against malware and suppresses access to the link. 

The technology disclosed in PTL 6 is able to delete, edit, and move a 
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created link file. 

[0016] 

PTL 7 (Japanese Translation of PCT International Application 

Publication No. 2013-507722) discloses a technology of detecting malware 

5 in accordance with behavior of a specific file executed on an information 

processing apparatus. The technology disclosed in PTL 7 adjusts an 

aggression level of a specific file in accordance with a rate of spread (a 

degree of distribution in an actual network environment) of the file. The 

technology disclosed in PTL 7 determines whether behavior of a specific 

10 file corresponds to behavior of malware, by use of an aggression level with 

respect to the file. 

[0017] 

PTL 8 (Japanese Unexamined Patent Application Publication No. 

2011-154727) discloses a technology of allowing malware to access a 

15 virtual network and acquiring information about an operation and 

communication executed by the malware. The technology disclosed in 

PTL 8 executes malware in a malware execution environment connected to 

a virtual network unit. The virtual network unit receives communication 

from the malware execution environment, analyzes a communication 

20 protocol, generates an appropriate response corresponding to the protocol, 

and transmits the response to the malware execution environment. In 

accordance with a content of communication from the malware execution 

environment, the technology disclosed in PTL 8 connects such 

communication to an actual Internet environment. 

25 [0018] 

PTL 9 (Japanese Unexamined Patent Application Publication No. 

2013-105366) discloses a technology of adjusting a time progression rate 

in an execution environment of a program being active only at a specific 

timing or a date and time, in order to analyze such a program. 
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[0019] 

In addition, there is a reference as follows related to a technology 

of decoding encrypted data. 

[0020] 

5 PTL 10 (Japanese Unexamined Patent Application Publication No. 

2007-1 16752) discloses a technology of confirming correctness of decoded 

data obtained by decoding a ciphertext. When decoding data encrypted 

by use of a pseudorandom number, the technology disclosed in PTL 10 

determines correctness of the decoded data by comparing entropy of the 

10 decoded data with a specific reference value. 
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15 Publication No. 2014-514651 
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Publication No. 2012-511847 

20 [PTL4] Japanese Unexamined Patent Application Publication No. 

2009-037545 

[PTL5] Japanese Unexamined Patent Application Publication No. 

2006-279938 

[PTL6] Japanese Translation of PCT International Application 

25 Publication No. 2013-508823 

[PTL7] Japanese Translation of PCT International Application 

Publication No. 2013-507722 

[PTL8] Japanese Unexamined Patent Application Publication No. 

2011-154727 
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[PTL9] Japanese Unexamined Patent Application Publication No. 

2013-105366 
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2007-116752 

[Summary of Invention] 

[Technical Problem] 

[0022] 

As described above, when analyzing cryptographic communication 

executed by malware and the like in an information processing apparatus, 

it is required to acquire information (for example, a key) used for decoding 

encrypted communication data. 

[0023] 

For example, it is expected that the aforementioned live forensics 

technique is able to acquire a content of a memory space (data stored in a 

memory space) in an information communication apparatus at a specific 

timing. Accordingly, it is conceivable to extract a key existing in the 

memory space by analyzing the acquired information about the memory 

space. 

[0024] 

However, for example, when various types of monitoring programs 

and the like (may be hereinafter referred to as "agents") are executed on an 

information communication apparatus which is an investigation target, in 

order to extract a key existing in a memory space, malware may detect 

execution of such programs. When malware detects execution of an agent, 

the malware pauses an activity of the malware itself and erases a trace of 

the activity including the malware itself. When an evasive activity for 

preventing analysis of malware is taken as described above, it becomes 

difficult to analyze the malware itself or cryptographic communication 

executed by the malware. Consequently, an agentless analysis 
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technology not executing an agent on an information communication 

apparatus as investigation target is required. 

[0025] 

Further, it is assumed a case that data stored in a memory space 

5 (may be referred to as second data) of an information communication 

apparatus are acquired by use of the live forensics technique. In this case, 

a technology for extracting, from the acquired data, data corresponding to 

a key which enables to decrypt communication data (may be referred to as 

first data). A recent information communication apparatus often includes 

10 an enormous memory space, and it may take an long time when extracting 

data corresponding to the key by fully searching data stored in the memory 

space. In addition, when an encryption algorithm, or an encryption 

parameter such as a size of a key used for encryption processing is 

unknown, it is required to consider combinations of them, for extracting a 

15 candidate of the key. That is, there is a demand for a technology that 

enables to extract efficiently, from second data potentially having an 

enormous size, an encryption key which enables to decrypt (decode) 

encrypted first data. 

[0026] 

20 On the contrary, each technology disclosed in PTLs 1, 2, 4, 6, 7, 

and 8 analyzes malware by introducing a monitoring methods, an execution 

trace methods, and the like (agents) into an information communication 

apparatus. Accordingly, the malware may detect analysis processing by 

such agents and takes an evasive activity for preventing analysis of the 

25 malware itself. Specifically, the technology disclosed in PTL 2 extracts 

an encryption key by analyzing an execution process of malware, and 

therefore it is difficult to extract the encryption key when the malware 

takes an evasive activity for preventing analysis of the malware itself. 

[0027] 
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Further, the technology disclosed in PTL 3 does not decrypt 

cryptographic communication by malware and the like. Accordingly, it is 

difficult to apply such a technology to analysis of cryptographic 

communication executed by malware. 

5 [0028] 

Each technology disclosed in PTLs 4, 6, and 7 is a technology of 

analyzing behavior of malware and does not sufficiently consider analysis 

of encrypted communication by the malware. 

[0029] 

10 The technology disclosed in PTL 5 assumes that an encryption key 

used in encrypted communication can be shared in advance, and therefore 

it is difficult to analyze encrypted communication by malware, in which an 

encryption key is unknown. 

[0030] 

15 The technology disclosed in PTL 8 does not sufficiently consider a 

case that malware executes encrypted communication. 

[0031] 

The technology disclosed in PTL 10 only determines whether a 

decoding result of a ciphertext is successful or not, and does not 

20 sufficiently consider extraction of an encryption key required for 

decryption of such a ciphertext. 

[0032] 

Consequently, when the technology disclosed in each of the 

aforementioned PTLs is employed, for example, it is difficult to properly 

25 check cryptographic communication executed by malware while reducing a 

possibility of being detected by the malware itself. 

[0033] 

The present invention is made in view of the situation as described 

above. 
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[0034] 

A main object of the present invention is to provide an analysis 

system and the like that are able to efficiently extract, from second data, in 

accordance with a specific criterion, a candidate of a correct encryption 

5 key which first data encrypted by a specific encryption scheme can be 

decrypted (decoded). For example, the first data may be the 

aforementioned encrypted communication data. Further, for example, the 

second data may be data stored in the aforementioned memory space. 

[Solution to Problem] 

10 [0035] 

To achieve the object, an analysis system according to one aspect of 

the present invention is configured as follows. That is, the analysis 

system according to one aspect of the present invention includes: 

cryptanalysis means including: key candidate extraction means for 

15 extracting, from second data, one or more candidates of key data that 

include an encryption key by which first data encrypted by a specific 

encryption scheme can be decrypted, based on data indicating a feature of 

the key data; and decryption means for extracting, from the extracted 

candidates of key data, correct key data by which the encrypted first data 

20 can be correctly decrypted, based on a result of decrypting the first data by 

use of the extracted candidates of key data. 

[0036] 

An analysis method according to one aspect of the present invention 

is configured as follows. That is, an analysis method according to one 

25 aspect of the present invention includes: by an information processing 

apparatus, extracting, from second data, one or more candidates of key data 

that include an encryption key by which first data encrypted by a specific 

encryption scheme can be decrypted, based on data indicating a feature of 

the key data; and extracting, from one or more of the candidates of key 
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data, correct key data by which the encrypted first data can be correctly 

decrypted, based on a result of decrypting the first data by use of the 

extracted candidates of key data. 

[0037] 

5 Further, the object is also achieved by an analysis system including 

the aforementioned configuration, a computer program providing a 

corresponding analysis method by a computer, and a computer readable 

storage medium and the like storing the computer program. 

[Advantageous Effects of Invention] 

10 [0038] 

The present invention enables to efficiently extract, from second 

data, in accordance with a specific criterion, a candidate of a correct 

encryption key which first data encrypted by a specific encryption scheme 

can be decrypted (decoded). 

15 [Brief Description of Drawings] 

[0039] 

[Fig. 1] Fig. 1 is a block diagram illustrating functional 

configurations of an analysis system, an analysis target apparatus, and the 

like, according to a first example embodiment of the present invention. 

20 [Fig- 2] Fig. 2 is a diagram illustrating a first configuration 

example capable of providing the analysis target apparatus and a memory 

acquisition unit, according to the first example embodiment of the present 

invention. 

[Fig. 3] Fig. 3 is a diagram illustrating a second configuration 

25 example capable of providing the analysis target apparatus and the memory 

acquisition unit, according to the first example embodiment of the present 

invention. 

[Fig. 4] Fig. 4 is a diagram illustrating a specific example of a key 

data acquisition policy according to the first example embodiment of the 
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present invention. 

[Fig. 5] Fig. 5 is a diagram illustrating a specific example of a 

communication data recording policy according to the first example 

embodiment of the present invention. 

5 [Fig- 6] Fig. 6 is a diagram illustrating a specific example of a 

communication data storing unit according to the first example 

embodiment of the present invention. 

[Fig. 7] Fig. 7 is a diagram illustrating a specific example of key 

candidate determination information according to the first example 

10 embodiment of the present invention. 

[Fig. 8] Fig. 8 is a diagram illustrating a specific example of a key 

candidate storing unit according to the first example embodiment of the 

present invention. 

[Fig. 9] Fig. 9 is a diagram illustrating a specific example of 

15 analysis result determination information according to the first example 

embodiment of the present invention. 

[Fig. 10] Fig. 10 is a diagram illustrating a specific example of an 

analysis result storing unit according to the first example embodiment of 

the present invention. 

20 [Fig. 11 ] Fig. 11 is a flowchart illustrating an overview of an 

operation of the analysis system according to the first example embodiment 

of the present invention. 

[Fig. 12A] Fig. 12A is a flowchart illustrating an operation of 

acquiring an encryption key used for cryptographic communication 

25 executed between the analysis target apparatus and a communication 

network, according to the first example embodiment of the present 

invention. 

[Fig. 12B] Fig. 12B is a flowchart illustrating an operation of 

acquiring an encryption key used for cryptographic communication 
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executed between the analysis target apparatus and the communication 

network, according to the first example embodiment of the present 

invention. 

[Fig. 13] Fig. 13 is a sequence diagram illustrating a sharing 

5 procedure of an encryption key in the SSL protocol. 

[Fig. 14] Fig. 14 is a flowchart illustrating an operation of a 

communication processing unit (a communication data recording unit in 

particular) according to the first example embodiment of the present 

invention. 

10 [Fig. 15] Fig. 15 is a flowchart illustrating an operation of a 

cryptanalysis unit (a key candidate extraction unit in particular) according 

to the first example embodiment of the present invention. 

[Fig. 16] Fig. 16 is a flowchart illustrating an operation of the 

cryptanalysis unit (a decryption unit in particular) according to the first 

15 example embodiment of the present invention. 

[Fig. 17A] Fig. 17A is a block diagram illustrating functional 

configurations of an analysis system, an analysis target apparatus, and the 

like, according to a second example embodiment of the present invention. 

[Fig. 17B] Fig. 17B is a block diagram illustrating functional 

20 configurations of an analysis system, an analysis target apparatus, and the 

like, according to a modified example of the second example embodiment 

of the present invention. 

[Fig. 18] Fig . 1 8 is a block diagram illustrating a hardware 

configuration of an information processing apparatus capable of providing 

25 the analysis system according to the respective example embodiments of 

the present invention or a component of the analysis system. 

[Description of Embodiments] 

[0040] 

In the following, example embodiments of the present invention 
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will be described in detail with reference to the drawings. 

Configurations described in the following example embodiments are 

merely exemplifications and the technical scope of the present invention is 

not limited thereto. 

5 [0041] 

An analysis system described in the respective example 

embodiments may be configured as a system including one or more 

components of the system which are provided by use of a plurality of 

physically or logically separated apparatuses (for example, a physical 

10 information processing apparatus and a virtual information processing 

apparatus). In this case, such a plurality of apparatuses may be 

communicably connected by use of a wired communication network, a 

wireless communication network, or any combination of both. Further, 

when such a plurality of apparatuses are configured by virtual information 

15 processing apparatuses and the like, the communication network may be a 

virtual communication network. 

[0042] 

The analysis system described in the respective example 

embodiments may also be configured as a system in which all components 

20 of the system are provided by use of one apparatus (for example, a physical 

information processing apparatus or a virtual information processing 

apparatus). 

[0043] 

<First Example Embodiment 

25 A first example embodiment of the present invention will be 

described below. First, an analysis system according to the present 

example embodiment will be described with reference to Figs. 1 to 3. Fig. 

1 is a block diagram illustrating a functional configuration of the analysis 

system 100 according to the present example embodiment. Figs. 2 and 3 
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are diagrams illustrating configuration examples capable of providing an 

analysis target apparatus 101 and a memory acquisition unit 102, according 

to the present example embodiment. 

[0044] 

5 First, the analysis target apparatus 101 according to the present 

example embodiment will be described. The analysis target apparatus 

101 is an apparatus as an analysis target to be analyzed by the analysis 

system 100 according to the present example embodiment. 

[0045] 

10 As exemplified in Fig. 1, the analysis target apparatus 101 

according to the present example embodiment is any information 

communication apparatus including at least a computing unit 101a and a 

memory unit 101b, and being communicably connected to a communication 

network 105 through a communication channel 106. 

15 [0046] 

For example, the analysis target apparatus 101 may be an 

information communication apparatus configured by use of physical 

hardware, such as a computer. The analysis target apparatus 101 may 

also be a virtual computer (virtual machine [VM]) or the like provided in a 

20 predetermined virtualization infrastructure capable of virtualizing various 

types of hardware such as an information processing apparatus. 

[0047] 

For example, such a virtualization infrastructure may be provided 

in an environment built by use of a plurality of information processing 

25 apparatuses mutually connected by a communication network (for example, 

a cloud computing environment), or may be provided in an environment 

built by use of one information processing apparatus. 

[0048] 

For example, such a virtualization infrastructure may be provided 
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as a software program executed on a specific host operating system (OS), 

or may be provided as a software program implemented between hardware 

of an information processing apparatus and an OS. 

[0049] 

5 Further, such a virtualization infrastructure may be provided by use 

of a function of a physical hardware device, or may be provided by use of a 

combination of a function of a hardware device (for example, various types 

of virtualization support functions of a central processing unit [CPU]) and 

a software program. 

10 [0050] 

For example, Hyper-V provided by Microsoft (registered 

trademark) may be employed as such a virtualization infrastructure; 

however, such a virtualization infrastructure is not limited thereto. 

[0051] 

15 The analysis target apparatus 101 is not limited to various types of 

computers and the like, and may be any equipment connectable to a 

communication network, such as a mobile phone (including a smartphone), 

a personal digital assistant (PDA), a game machine, tablet-type 

information equipment, a printer, a digital multifunction apparatus, and 

20 various types of network equipment (for example, a switch, a router, and 

an access point). 

[0052] 

For example, the computing unit 101a is a computing device, such 

as a central processing unit (CPU) and a micro-processing unit (MPU), that 

25 reads various types of data and programs (computer programs) stored in the 

memory unit 101b and executes various types of computing processing 

implemented in the program. The computing unit 101a may be a physical 

computing device configured by use of specific hardware (an integrated 

circuit). The computing unit 101a may also be a virtual computing device 
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(a virtual CPU) in a virtualization infrastructure virtualizing the hardware, 

as exemplified in Fig. 3. 

[0053] 

For example, the memory unit 101b functions as a main memory in 

5 the analysis target apparatus 101 and stores various types of programs, 

data, and the like processed in the computing unit 101a. Such a memory 

unit 101b may be a physical memory apparatus composed of specific 

hardware (for example, an integrated circuit), such as a dynamic random 

access memory (DRAM) composed of a dual inline memory module 

10 (DIMM). Further, the memory unit 101b may be a virtual memory 

apparatus provided in the aforementioned predetermined virtualization 

infrastructure. 

[0054] 

With regard to the memory unit 101b according to the present 

15 example embodiment, data stored in the memory unit 101b (may be 

hereinafter referred to as "memory area data") can be acquired (dumped) 

from outside the memory unit 101b. As for a specific method of 

memory-dumping, a known technology may be appropriately selected. 

For example, a method of acquiring memory area data saved in a 

20 nonvolatile storage apparatus by use of a hibernation function of an 

operating system (OS), and a method of acquiring memory area data paged 

out in a virtual storage provided by an OS may be employed as such a 

method. 

[0055] 

25 Without being limited to the above, for example, when the memory 

unit 101b is configured with physical hardware, memory area data may be 

acquired by acquiring data transmitted and received on a communication 

bus or the like connecting the computing unit 101a and the memory unit 

101b. Further, memory area data may be acquired by outputting 
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(memory-dumping) an entire storage area in the memory unit 101b at a 

particular timing. In this case, for example, memory area data can be 

acquired by use of a function of a memory controller (unillustrated) that is 

configured to control reading, writing, accessing, and the like of data with 

5 respect to the memory unit 101b. 

[0056] 

When the memory unit 101b is configured as a virtual memory 

apparatus, data stored in the memory unit 101b can be acquired through a 

function provided by a virtualization infrastructure (for example, a 

10 specific application programming interface [API]) and data provided by 

the virtualization infrastructure (for example, information by which a 

saved area of data stored in a virtual memory unit can be specified). As 

for a specific implementation of such processing, a known technology may 

be appropriately employed depending on a specific configuration of the 

15 virtualization infrastructure, and therefore detailed description is omitted. 

[0057] 

The analysis target apparatus 101 according to the present example 

embodiment executes cryptographic communication with the 

communication network 105 through the communication channel 106. 

20 More specifically, the analysis target apparatus 101 executes cryptographic 

communication with a different information communication apparatus 107 

communicably connected through the communication network 105. 

[0058] 

In this case, a program executed on the analysis target apparatus 

25 101 may provide cryptographic communication with the different 

information communication apparatus 107. Such a program is not limited 

to a regular program executed on the analysis target apparatus 101. Such 

a program may include malware described above. 

[0059] 
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For example, in such cryptographic communication, as for a 

cryptographic communication protocol encrypting a communication 

channel between the analysis target apparatus 101 and the communication 

network 105 (the different information communication apparatus 107), a 

5 cryptographic communication protocol such as SSL, SSH, or IPSec may be 

employed. A specific example of a case that SSL is used as such a 

cryptographic communication protocol will be described in the respective 

example embodiments described below including the present example 

embodiment. The analysis system 100 according to the present example 

10 embodiment is not limited to SSL and may be applied to a different 

cryptographic communication protocol. 

[0060] 

The communication network 105 is a communication network being 

configured by use of a wired communication network, a wireless 

15 communication network, or any combination of both, and being capable of 

establishing a communication channel by use of any communication 

protocol. Such a communication network 105 may be a wide area 

communication network such as the Internet, an on-the-premises 

communication network such as a local area network (LAN), or a 

20 combination of both. 

[0061] 

Further, a communication protocol used in the communication 

network 105 may be a known communication protocol such as 

Transmission Control Protocol/Internet Protocol (TCP/IP). For example, 

25 the communication network 105 is able to provide the analysis target 

apparatus 101 with a communication channel encrypted by various types of 

cryptographic communication protocols described above. Such a 

communication network 105 can be configured by a known technology or a 

combination of known technologies, and therefore detailed description is 
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omitted. 

[0062] 

The different information communication apparatus 107 is 

communicably connected to the analysis target apparatus 101 through the 

5 communication network 105. For example, the different information 

communication apparatus 107 may be an information communication 

apparatus composed of physical hardware, such as a computer. Further, 

the different information communication apparatus 107 may be a virtual 

computer and the like provided in a predetermined virtualization 

10 infrastructure. 

[0063] 

The different information communication apparatus 107 is not 

limited to various types of computers and the like, and for example, may be 

a mobile phone (including a smartphone), a PDA, a game machine, 

15 tablet-type information equipment, a printer, a digital multifunction 

apparatus, various types of network equipment, and any equipment 

connectable to a communication network. 

[0064] 

For example, the different information communication apparatus 

20 107 executes cryptographic communication with the analysis target 

apparatus 101 by use of a cryptographic communication protocol as 

exemplified above. Such a different information communication 

apparatus 107 can be configured by a known technology or a combination 

of known technologies, and therefore detailed description is omitted. 

25 [0065] 

(Configuration of Analysis System 100) 

Next, components of the analysis system 100 according to the 

present example embodiment will be described. 

[0066] 
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The analysis system 100 according to the present example 

embodiment includes the memory acquisition unit 102, a cryptanalysis unit 

104, and a communication processing unit 103 as main components (the 

memory acquisition unit 102, the cryptanalysis unit 104, the 

5 communication processing unit 103, and components constituting the units 

may be hereinafter simply referred to as "components of the analysis 

system 100"). 

[0067] 

By use of the components, the analysis system 100 according to the 

10 present example embodiment analyzes cryptographic communication 

executed between the analysis target apparatus 101 and the different 

information communication apparatus 107 connected through the 

communication network 105. Then, the analysis system 100 according to 

the present example embodiment executes specific processing in 

15 accordance with the analysis result. 

[0068] 

Each component of the analysis system 100 may be provided by use 

of an information processing apparatus such as a physical computer, or 

may be provided by use of a VM provided in a virtualization infrastructure. 

20 The respective components of the analysis system 100 are communicably 

connected by a wireless communication line, a wired communication line, 

or any combination of both. Such a communication line may employ a 

known technology, and therefore detailed description is omitted. Each 

component of the analysis system 100 will be described below. 

25 [0069] 

The cryptanalysis unit 104 described below is one ofmain 

components with regard to the present invention in a case that the present 

example embodiment is described as a specific example. 

[0070] 
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(Configuration of Memory Acquisition Unit 102) 

First, the memory acquisition unit 102 according to the present 

example embodiment will be described. The memory acquisition unit 102 

according to the present example embodiment is communicably connected 

5 to the analysis target apparatus 101. The memory acquisition unit 102 

acquires memory area data stored in the memory unit 101b in the analysis 

target apparatus 101. The memory acquisition unit 102 includes a 

memory dump storing unit 102a that stores acquired memory area data. 

[0071] 

10 When the analysis target apparatus 101 is implemented by use of an 

information communication apparatus such as a physical computer, for 

example, the memory acquisition unit 102 may be provided as an extended 

hardware device connected to the memory unit 101b through various types 

of communication buses and the like, as exemplified in Fig. 2. The 

15 memory acquisition unit 102 may also be connected to a memory controller 

(unillustrated) controlling read, write, access, and the like of data with 

respect to the memory unit 101b. 

[0072] 

In this case, for example, the memory acquisition unit 102 may 

20 acquire data stored in the memory unit 101b through the memory controller 

(unillustrated) controlling read and write of data with respect to the 

memory unit 101b. Reference 1 below discloses a technology of 

acquiring a content of a memory apparatus (synchronous dynamic random 

access memory [SDRAM]) implemented on a computer, by expansion 

25 hardware connected to a Peripheral Components Interconnect (PCI) bus. 

[0073] 

(Reference 1) 

Brian D. Carrier, Joe Grand, "A hardware-based memory 

acquisition procedure for digital investigations," Digital Investigation 
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Volume 1, Issue 1, February 2004, pp. 50 to 60 

Assume a case where the analysis target apparatus 101 is provided 

by use of a VM or the like provided by a virtualization infrastructure. In 

this case, for example, the memory acquisition unit 102 may be provided 

5 by use of a function of a virtual machine monitor (VMM) 300 provided in 

the virtualization infrastructure, which is software capable of controlling 

an operation of a VM, as exemplified in Fig. 3. More specifically, the 

memory acquisition unit 102 may be provided by software (a software 

program) or a virtual device, utilizing a function of the VMM 300. 

10 [0074] 

In this case, as described above, the memory acquisition unit 102 is 

able to acquire (dump) data stored in the memory unit 101b through a 

function (for example, a specific API) and data (for example, information 

which can be used to specify a saved area of data stored in the virtual 

15 memory unit 101b) respectively provided by the VMM. As for a specific 

method of acquiring memory area data, a known technology may be 

appropriately employed depending on a configuration of the memory unit 

101b. 

[0075] 

20 Further, without being limited to aforementioned Figs. 2 and 3, for 

example, the memory acquisition unit 102 may be provided by 

incorporating a memory dump function by hardware, software, or a 

combination of hardware and software into the analysis target apparatus 

101 itself. In this case, for example, the memory acquisition unit 102 

25 may be provided as any software executed on the analysis target apparatus. 

The memory acquisition unit 102 itself does not execute analysis 

processing of malware or communication by malware. Therefore risk of 

being detected by malware is relatively low. 

[0076] 



25 
For example, the memory acquisition unit 102 accepts a dump 

instruction instructing acquisition of memory area data stored in the 

memory unit 101b from the communication processing unit 103 (a 

cryptographic communication check unit 103b in particular) to be 

5 described later. The memory acquisition unit 102 dumps memory area 

data stored in the memory unit 101b at a timing of accepting the dump 

instruction. 

[0077] 

The memory acquisition unit 102 may dump all memory area data 

10 (for example, data stored in the entire memory area in the memory unit 

101b) stored in the memory unit 101b. The memory acquisition unit 102 

may also dump at least part of memory area data out of data stored in the 

memory unit 101b. 

[0078] 

15 The memory acquisition unit 102 saves (registers) dumped memory 

area data into a memory dump storing unit 102a to be described later. 

[0079] 

When processing of dumping memory area data from the memory 

unit 101b is completed, the memory acquisition unit 102 may notify 

20 completion of the processing to the communication processing unit 103 

(the cryptographic communication check unit 103b in particular) to be 

described later. 

[0080] 

The memory dump storing unit 102a stores memory area data 

25 acquired by the memory acquisition unit 102. The memory dump storing 

unit 102a may store memory area data acquired from the memory unit 101b 

and information indicating a timing at which the memory area data are 

acquired, in association with each other. 

[0081] 
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(Configuration of Communication Processing Unit 103) 

Next, the communication processing unit 103 according to the 

present example embodiment will be described. First, an overview of the 

communication processing unit 103 according to the present example 

5 embodiment will be described. 

[0082] 

The communication processing unit 103 is arranged between the 

analysis target apparatus 101 and the communication network 105, and is 

communicably connected to each of them through the communication 

10 channel 106. The communication processing unit 103 relays 

communication data between the analysis target apparatus 101 and the 

communication network 105 in accordance with an analysis result of 

communication data transmitted and received between the analysis target 

apparatus 101 and the communication network 105. In particular, the 

15 communication processing unit 103 according to the present example 

embodiment is able to relay communication data related to cryptographic 

communication using a predetermined cryptographic communication 

protocol executed between the analysis target apparatus 101 and the 

communication network 105. 

20 [0083] 

The communication processing unit 103 instructs the memory 

acquisition unit 102 to acquire memory area data saved in the memory unit 

101b in the analysis target apparatus 101, in accordance with the analysis 

result of the communication data. On this occasion, the communication 

25 processing unit 103 may control suspending and resuming of 

communication between the analysis target apparatus 101 and the 

communication network 105. 

[0084] 

Further, the communication processing unit 103 saves the 
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communication data in accordance with the analysis result of the 

communication data. 

[0085] 

For example, the communication processing unit 103 may be 

5 network equipment, such as a router, a switch, or an access point, that 

includes a communication interface connected to a plurality of 

communication channels 106. In addition, the communication processing 

unit 103 may be an information processing apparatus which is able to 

provide a function of the network equipment, such as a computer. Such a 

10 communication processing unit 103 may be implemented as network 

equipment or an information processing apparatus which is a physical 

apparatus. Such a communication processing unit 103 may also be 

provided as a virtual device virtualizing network equipment or an 

information processing apparatus in a specific virtualization infrastructure. 

15 [0086] 

A specific configuration of the communication processing unit 103 

will be described below. 

[0087] 

The communication processing unit 103 includes a communication 

20 control unit 103a and the cryptographic communication check unit 103b as 

exemplified in Fig. 1. The communication processing unit 103 may 

include a communication data recording unit 103d. The communication 

control unit 103a, the cryptographic communication check unit 103b, and 

the communication data.recording unit 103d are communicably connected 

25 with one another. 

[0088] 

Each component of the communication processing unit 103 will be 

described below. 

[0089] 
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As described above, the communication control unit 103a relays 

communication between the analysis target apparatus 101 and the 

communication network 105. More specifically, the communication 

control unit 103a relays communication between the analysis target 

5 apparatus 101 and the different information communication apparatus 107 

connected through the communication network 105. It is hereinafter 

assumed that communication between the analysis target apparatus 101 and 

the communication network 105 includes communication between the 

analysis target apparatus 101 and the different information communication 

10 apparatus 107 connected through the communication network 105. 

Communication between the analysis target apparatus 101 and the 

communication network 105 may be encrypted by a specific cryptographic 

communication protocol (for example, SSL). 

[0090] 

15 The communication control unit 103a captures communication data 

transmitted from the analysis target apparatus 101 and analyzes a 

communication content represented by the communication data (for 

example, destination information or information about a communication 

protocol). The communication control unit 103a captures communication 

20 data received from the communication network 105 and analyzes a content 

thereof (for example, destination information or information about a 

communication protocol). The communication control unit 103a transfers 

each piece of communication data between the communication network 105 

and the analysis target apparatus 101 in accordance with the analysis 

25 results. 

[0091] 

As an example, assume a case where the communication network 

105 is a network employing the Internet Protocol (IP) (IP network) such as 

the Internet. In this case, by analyzing IP packets constituting 
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communication data, the communication control unit 103a is able to 

transfer the communication data between the communication network 105 

and the analysis target apparatus 101. As for such transfer control of 

communication data, a technology similar to that employed by known 

5 network equipment such as a router and a switch can be employed, and 

therefore detailed description is omitted. 

[0092] 

The communication control unit 103a is able to suspend 

communication between the analysis target apparatus 101 and the 

10 communication network 105 and is also able to resume the suspended 

communication. More specifically, the communication control unit 103a 

is able to control suspending and resuming of communication between the 

analysis target apparatus 101 and the different information communication 

apparatus 107 connected through the communication network 105. 

15 [0093] 

For example, the communication control unit 103a controls 

suspending and resuming of writing (or reading) communication data with 

respect to an unillustrated network interface connected to the 

communication channel 106 connected to the communication network 105 

20 or the analysis target apparatus 101. Consequently, the communication 

control unit 103a is able to control communication between the analysis 

target apparatus 101 and the communication network 105. As for the 

control technology of writing (or reading) communication data with 

respect to a network interface, a known technology may be appropriately 

25 employed depending on a specific configuration of the network interface or 

the communication processing unit 103, and therefore detailed description 

is omitted. 

[0094] 

The communication control unit 103a may suspend communication 
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between the analysis target apparatus 101 and the communication network 

105 in accordance with a request from the cryptographic communication 

check unit 103b to be described later. Similarly, the communication 

control unit 103a may resume the suspended communication in accordance 

5 with a request from the cryptographic communication check unit 103b to 

be described later. 

[0095] 

The communication control unit 103a provides (delivers) the 

captured communication data to the cryptographic communication check 

10 unit 103b to be described later. Similarly, the communication control 

unit 103a may provide (deliver) the captured communication data to the 

communication data recording unit 103d to be described later. 

[0096] 

Next, the cryptographic communication check unit 103b will be 

15 described. 

[0097] 

The cryptographic communication check unit 103b analyzes 

communication data accepted from the communication control unit 103a. 

The cryptographic communication check unit 103b determines a timing at 

20 which data including confidential information used for encryption of a 

communication channel in the cryptographic communication protocol exist 

in the memory unit 101b in the analysis target apparatus 101, in accordance 

with the analysis result and a key data acquisition policy 103c to be 

described later. 

25 [0098] 

Such data including confidential information are generally data 

(may be hereinafter referred to as "key data") including a key (may be 

hereinafter referred to as an "encryption key") used for encryption of a 

communication channel. Such an encryption key is a key which can be 
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used to encrypt or decode (decrypt) communication data transmitted and 

received in an encrypted communication channel. 

[0099] 

In other words, by analyzing communication data transmitted and 

5 received in accordance with a specific cryptographic communication 

protocol, the cryptographic communication check unit 103b determines 

whether or not key data including an encryption key exist in the memory 

unit 101b in the analysis target apparatus 101. More specifically, by 

analyzing the communication data, the cryptographic communication check 

10 unit 103b may determine a timing at which the key data exist in the 

memory unit 101b in the analysis target apparatus 101. 

[0100] 

For example, in a cryptographic communication protocol such as 

SSL/TLS, progress of a procedure of exchanging an encryption key used 

15 for encryption of a communication channel can be checked by analyzing 

communication data. 

[0101] 

Specifically, in a cryptographic communication protocol such as 

SSL/TLS, an encryption key itself (or information from which an 

20 encryption key can be derived) exchanged between two or more 

communication terminals is protected (encrypted) by use of a technology 

such as a public key infrastructure (PKI). Accordingly, it is difficult for 

a third party to acquire the encryption key itself (or the information from 

which the encryption key can be derived) through the communication 

25 channel. 

[0102] 

However, by analyzing an unencrypted part in communication data, 

the cryptographic communication check unit 103b is able to check 

information indicating progress of an exchange procedure of an encryption 
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key in the cryptographic communication protocol. For example, 

assuming that the cryptographic communication protocol is SSL, in 

communication data, a header (Record header) in the Record protocol and 

part of messages in the handshake protocol are not encrypted. 

5 Accordingly, for example, by analyzing the part in communication data, 

the cryptographic communication check unit 103b is able to check progress 

of the processing procedure of exchanging an encryption key in the SSL 

protocol. 

[0103] 

10 For example, in the SSL protocol, when a predetermined procedure 

is executed (specifically, when a ChangeCipherSpec message is 

transmitted and received), an encryption key encrypting a communication 

channel is shared by two communication terminals. In other words, it is 

highly likely that a memory unit in the communication terminal (for 

15 example, the analysis target apparatus 101) stores key data including such 

an encryption key at the timing when such an encryption key is shared. 

Consequently, by analyzing communication data transmitted and received 

in accordance with a specific cryptographic communication protocol, the 

cryptographic communication check unit 103b is able to determine a timing 

20 in which key data including an encryption key exist in the memory unit 

101b in the analysis target apparatus 101. 

[0104] 

Further, by analyzing communication data, the cryptographic 

communication check unit 1 03b may acquire various types of information 

25 (may be hereinafter referred to as a "cipher suite") used for encryption 

processing of a communication channel in the cryptographic 

communication protocol. For example, such a cipher suite includes 

information indicating an encryption algorithm, a key length of an 

encryption key, a cipher mode of operation (to be described later), and a 
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message authentication scheme of communication data. For example, 

when the cryptographic communication protocol is the SSL protocol, by 

analyzing a ClientHello message and a ServerHello message, the 

cryptographic communication check unit 103b is able to specify an 

5 encryption algorithm and the like used for encryption of a communication 

channel. 

[0105] 

The Record protocol, the handshake protocol, various types of 

messages, and the like used in the SSL protocol are known technologies, 

10 and therefore detailed description is omitted. 

[0106] 

As described above, the cryptographic communication check unit 

103b checks progress of the procedure of exchanging an encryption key 

between the analysis target apparatus 101 and the different information 

15 communication apparatus 107. Thus, the cryptographic communication 

check unit 103b determines a timing at which key data including the 

encryption key exist in the memory unit 101b in the analysis target 

apparatus 101. More specifically, the cryptographic communication 

check unit 103b determines a timing at which key data including the 

20 encryption key exist in the memory unit 101b in the analysis target 

apparatus 101, by use of information set to the key data acquisition policy 

103c. 

[0107] 

As exemplified in Fig. 4, the key data acquisition policy 103c 

25 includes a type of a specific cryptographic communication protocol (401 in 

Fig. 4) and a key data acquisition criterion (402 in Fig. 4). The key data 

acquisition criterion 402 is associated with the cryptographic 

communication protocol 401. The key data acquisition criterion 402 is 

information indicating a criterion which can be used to determine at least a 
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timing at which the key data exist in the memory unit 101b in the analysis 

target apparatus 101. 

[0108] 

Further, the key data acquisition policy 103c may additionally 

5 include a content of processing (403 in Fig. 4) executed by the 

cryptographic communication check unit 103b. The processing content 

403 is associated with the cryptographic communication protocol 401. 

The processing content 403 is information indicating a content of 

processing executed by the cryptographic communication check unit 103b 

10 when the key data are determined to exist in the memory unit 101b in the 

analysis target apparatus 101, in accordance with the key data acquisition 

criterion 402. 

[0109] 

For example, for each specific cryptographic communication 

15 protocol, the cryptographic communication protocol 401 may be set with 

an identifier (ID) by which the cryptographic communication protocol can 

be distinguished. 

[0110] 

For example, information for determining the specific timing may 

20 be expressed by use of any machine interpretable form (format) for 

information processing apparatus (computer) and the like, and be 

registered in the key data acquisition criterion 402. The machine 

interpretable form may be arbitrarily determined, and, for example, may be 

a combination of specific symbols, an expression by a structured language, 

25 and the like. 

[0111] 

For example, information indicating a content of processing 

executed by the cryptographic communication check unit 103b may be 

expressed in any machine interpretable form (format) and be registered in 
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the processing content 403. 

[0112] 

For example, when the cryptographic communication protocol is 

"SSL/TLS" as exemplified in Fig. 4, information representing a timing 

5 being "(after ChangeCipherSpec is transmitted from SSL/TLS server) and 

(before transmission and reception of Application Data start)" may be set 

in the key data acquisition criterion 402. When determining that the key 

data acquisition criterion 402 is satisfied, as a result of analyzing 

communication data, the cryptographic communication check unit 103b 

10 executes processing registered in the processing content 403. 

[0113] 

For example, the key data acquisition criterion 402 may be set with 

information about a timing at which a specific condition related to an 

encryption key in a cryptographic communication protocol is satisfied. 

15 More specifically, the key data acquisition criterion 402 may be set with 

information about a timing at which an encryption key is shared between 

the analysis target apparatus 101 and the different information 

communication apparatus 107 in the specific cryptographic communication 

protocol 401. The key data acquisition criterion 402 may also be set with 

20 information about a timing at which specific procedure related to sharing 

of an encryption key is executed between the analysis target apparatus 101 

and the different information communication apparatus 107 in the specific 

cryptographic communication protocol 401. 

[0114] 

25 The key data acquisition policy 103c described above may be preset 

to the cryptographic communication check unit 103b by any technique. 

[0115] 

The cryptographic communication check unit 103b refers to the key 

data acquisition policy 103c (the key data acquisition criterion 402 in 
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particular) and determines whether or not key data including an encryption 

key exist in the memory unit 101b in the analysis target apparatus 101. 

When determining that key data including an encryption key exist in the 

memory unit 101b, the cryptographic communication check unit 103b may 

5 instruct the memory acquisition unit 102 described above to acquire 

memory area data. 

[0116] 

That is, the cryptographic communication check unit 103b analyzes 

communication data and determines a timing at which key data including 

10 an encryption key exist in the memory unit 101b in the analysis target 

apparatus 101, in accordance with the key data acquisition policy 103c. 

It is highly likely that an encryption key exists in the memory unit 101b at 

the timing. Accordingly, at the timing, the cryptographic communication 

check unit 103b instructs the memory acquisition unit 102 to acquire 

15 memory area data. In this case, it is highly likely that the memory area 

data acquired by the memory acquisition unit 102 includes the encryption 

key. 

[0117] 

Further, when determining that the key data exist in the memory 

20 unit 101b in the analysis target apparatus 101, the cryptographic 

communication check unit 103b is able to instruct the communication 

control unit 103a described above to (at least temporarily) suspend 

communication between the analysis target apparatus 101 and the 

communication network 105. 

25 [0118] 

Assume that communication between the analysis target apparatus 

101 and the communication network 105 is continued without being 

suspended. In this case, the key data may be lost from the memory unit 

101b in the analysis target apparatus 101. Further, when the 
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communication is continued without being suspended, the encryption key 

used for encryption of the communication channel may be changed 

depending on the communication protocol. 

[0119] 

5 Accordingly, the cryptographic communication check unit 103b 

instructs the communication control unit 103a to suspend communication 

between the analysis target apparatus 101 and the communication network 

105 at a timing of determining that the key data exist in the memory unit 

101b. It is expected that the encryption key be stored in the memory unit 

10 101b while the communication is suspended. Accordingly, it is expected 

that the key data be included in memory area data acquired by the memory 

acquisition unit 102 during this period. 

[0120] 

In other words, the cryptographic communication check unit 103b 

15 may suspend such communication so that a period (time) in which the 

encryption key is stored in the memory unit 101b is extended. By 

acquiring memory area data after suspending the communication between 

the analysis target apparatus 101 and the communication network 105 at a 

timing when the key data exists in the memory unit 101b, memory area data 

20 highly likely including the key data can be acquired. 

[0121] 

In a case that communication between the analysis target apparatus 

1 01 and the communication network 105 is suspended when completion of 

acquisition processing of memory area data is notified by the memory 

25 acquisition unit 102, the cryptographic communication check unit 103b 

may instruct the communication control unit 103a to resume the 

communication. 

[0122] 

The cryptographic communication check unit 103b may 
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appropriately select a timing at which communication between the analysis 

target apparatus 101 and the communication network 105 is resumed. 

Specifically, the cryptographic communication check unit 103b may 

resume the communication when completion of acquisition of memory area 

5 data is notified by the memory acquisition unit 102. Further, for example, 

the cryptographic communication check unit 103b may resume the 

communication when completion of decryption of communication data is 

notified by the cryptanalysis unit 104 (to be described later). By 

controlling a resumption timing of the communication as described above, 

10 the cryptographic communication check unit 103b is able to minimize a 

time (period) in which the communication is suspended. 

[0123] 

For example, when a suspension period of the communication is 

prolonged, a program executing communication processing in the analysis 

15 target apparatus may handle the prolongation as a communication error or 

the like, and processing by such a program may be abnormally terminated. 

When such a program is malware in particular, termination of processing 

by the malware makes it difficult to analyze behavior thereof. On the 

contrary, by minimizing a time (period) for suspending the communication, 

20 for example, behavior of malware can be analyzed while allowing the 

malware to continue some processing. 

[0124] 

The cryptographic communication check unit 103b may instruct 

resuming of communication between the analysis target apparatus 101 and 

25 the communication network 105 when a specific time (for example, 30 sec) 

elapses after instructing suspension of the communication between the 

analysis target apparatus 101 and the communication network 105 to the 

aforementioned communication control unit 103a. The cryptographic 

communication check unit 103b may appropriately select a proper value as 
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the specific time. For example, by calculating in advance a time required 

for the memory acquisition unit 102 to acquire memory area data from the 

memory unit 101b through a preliminary experiment and a simulation, the 

cryptographic communication check unit 103b is able to select a minimum 

5 value as the specific time. 

[0125] 

Additionally, when completion of acquisition processing of memory 

area data is notified by the memory acquisition unit 102, the cryptographic 

communication check unit 103b may instruct the cryptanalysis unit 104 (to 

10 be described later) to decrypt communication data saved in the 

communication data recording unit 103d (to be described later). Further, 

at that time, the cryptographic communication check unit 103b may notify 

the cryptanalysis unit 104 of information about an encryption algorithm 

used in the aforementioned cryptographic communication protocol. 

15 Detailed processing related to decryption of communication data will be 

described later. 

[0126] 

The cryptographic communication check unit 103b may receive 

notification indicating completion of decryption processing of 

20 communication data from the cryptanalysis unit 104 (a decryption unit 

104d in particular) to be described later. At that time, when 

communication between the analysis target apparatus 101 and the 

communication network 105 is suspended, the cryptographic 

communication check unit 103b may instruct the communication control 

25 unit 103a to resume the communication. 

[0127] 

The cryptographic communication check unit 103b checks 

(analyzes) communication data decrypted by the cryptanalysis unit 104 and 

executes specific processing in accordance with the analysis result. The 



40 
cryptographic communication check unit 103b may appropriately select 

such specific processing. 

[0128] 

For example, as such specific processing, the cryptographic 

5 communication check unit 103b may instruct the communication control 

unit 103a to suspend communication between the analysis target apparatus 

101 and the communication network 105. Further, for example, as such 

specific processing, the cryptographic communication check unit 103b may 

modify data transmitted and received between the analysis target apparatus 

10 101 and the communication network 105. Further, for example, the 

cryptographic communication check unit 103b may continue 

communication between the analysis target apparatus 101 and the 

communication network 105 as-is, so as not to be sensed by malware and 

the like. Such specific processing may be predetermined depending on 

15 decrypted communication data. 

[0129] 

Next, the communication data recording unit 103d will be 

described. 

[0130] 

20 The communication data recording unit 103d saves (registers) the 

communication data captured by the communication control unit 103a into 

a communication data storing unit 103f in accordance with a 

communication data recording policy 103e. 

[0131] 

25 The communication data recording policy 103e is information used 

for determining whether or not communication data captured by the 

communication control unit 103a need to be saved. 

[0132] 

More specifically, as exemplified in Fig. 5, the communication data 
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recording policy 103e includes a type of a specific cryptographic 

communication protocol (501 in Fig. 5) and a communication data 

recording criterion (502 in Fig. 5). The communication data recording 

criterion 502 is associated with the cryptographic communication protocol 

5 501. The communication data recording criterion 502 is a criterion 

(information) which can be used to determine whether or not 

communication data transmitted and received by use of the cryptographic 

communication protocol 501 need to be saved (recorded). 

[0133] 

10 Further, the communication data recording policy 103e may 

additionally include a content of processing (503 in Fig. 5) executed by the 

communication data recording unit 103d. Such a processing content 503 

is associated with the cryptographic communication protocol 501. The 

processing content 503 is information indicating a content of processing 

15 executed by the communication data recording unit 103d when the 

communication data recording criterion 502 is determined to be satisfied. 

[0134] 

For example, for each specific cryptographic communication 

protocol, the cryptographic communication protocol 501 may be set with 

20 an identifier (ID) by which the cryptographic communication protocol can 

be distinguished. 

[0135] 

For example, information which can be used to determine whether 

or not communication data need to be saved (recorded) may be expressed 

25 by use of any machine interpretable form (format), and be registered in the 

communication data recording criterion 502. More specifically, for 

example, information which can be used to determine whether or not a 

condition for saving communication data is satisfied, or which can be used 

to determine a timing to save communication data, may be registered in the 
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communication data recording criterion 502. 

[0136] 

For example, information indicating a content of processing 

executed by the communication data recording unit 103d, may be expressed 

5 by use of any machine interpretable form (format), and be registered in the 

processing content 503. 

[0137] 

For example, when the cryptographic communication protocol is 

"SSL/TLS" as exemplified in Fig. 5, the communication data recording 

10 criterion 502 is set with information representing "(after transmission and 

reception of Application Data are started)". When determining that the 

communication data recording criterion 502 is satisfied as a result of 

analyzing communication data, the communication data recording unit 

103d executes processing registered in the processing content 503. 

15 [0138] 

For example, the communication data recording criterion 502 may 

be set with a condition indicating that the communication data recording 

unit 103d records data at or after a timing when the first (encrypted) 

communication data are transmitted and received on a communication 

20 channel encrypted by the cryptographic communication protocol 501. 

[0139] 

As described above, depending on the cryptographic 

communication protocol, the encryption key used for encryption of a 

communication channel may be changed at a predetermined timing. In 

25 other words, in an encrypted communication channel, the encryption key 

for encrypting the communication channel may be different between the 

first communication data, and the second and subsequent communication 

data. Further, after the communication channel is encrypted, highly 

confidential information (highly important information) may be 
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transmitted and received in the first communication data. Accordingly, 

when the communication channel is encrypted, it is effective to save the 

communication data at a timing when the first communication data are 

transmitted and received so that the cryptanalysis unit 104 (to be described 

5 later) is able to decrypt all cryptographic communication data. 

[0140] 

Without being limited to the above, the communication data 

recording criterion 502 may be set with information by which any timing 

can be determined. 

10 [0141] 

The communication data recording policy 103e described above 

may be preset to the communication data recording unit 103d by any 

technique. 

[0142] 

15 The communication data recording unit 103d registers 

communication data determined to satisfy the communication data 

recording criterion 502 described above in the communication data storing 

unit 103f. 

[0143] 

20 For example, as exemplified in Fig. 6, for each piece of 

communication data, the communication data storing unit 103f stores 

information about the source of the communication data (601 in Fig. 6), 

identification information indicating the cryptographic communication 

protocol (602 in Fig. 6), and record data indicating the recorded 

25 communication data (603 in Fig. 6) in association with each other. 

Information indicating a timing such as the capture time of the 

communication data, and the content of the communication data may be 

registered in the record data 603. 

[0144] 
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(Configuration of Cryptanalysis Unit 104) 

Next, the cryptanalysis unit 104 according to the present example 

embodiment will be described. First, an overview of the cryptanalysis 

unit 104 according to the present example embodiment will be described. 

5 [0145] 

The cryptanalysis unit 104 analyzes memory area data acquired by 

the aforementioned memory acquisition unit 102, and extracts a candidate 

of the aforementioned encryption key included in the memory area data, in 

accordance with information indicating a feature of key data (to be 

10 described later). 

[0146] 

In accordance with a result of decoding encrypted communication 

data saved by the communication data recording unit 103d, by use of the 

extracted encryption key candidate, the cryptanalysis unit 104 extracts a 

15 correct encryption key out of the encryption key candidates. In this case, 

the correct encryption key is a key by which encrypted communication data 

can be correctly decoded. At this time, the cryptanalysis unit 104 may 

specify an encryption scheme (encryption algorithm) used in the 

aforementioned cryptographic communication protocol. 

20 [0147] 

A specific configuration of the cryptanalysis unit 104 will be 

described below. 

[0148] 

The cryptanalysis unit 104 includes a key candidate extraction unit 

25 1 04a and the decryption unit 104d. These components constituting the 

cryptanalysis unit 104 are communicably connected to one another. 

[0149] 

First, the key candidate extraction unit 104a according to the 

present example embodiment will be described. The key candidate 
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extraction unit 104a includes a key candidate determination information 

104b and a key candidate storing unit 104c. 

[0150] 

The key candidate extraction unit 104a refers to memory area data 

5 registered in the memory dump storing unit 102a and extracts a candidate 

of the aforementioned encryption key from the memory area data in 

accordance with the key candidate determination information 104b. 

Specifically, the key candidate extraction unit 104a extracts a candidate of 

key data including a candidate of the encryption key used in cryptographic 

10 communication between the analysis target apparatus 101 and the 

communication network 105 from the memory area data, in accordance 

with the key candidate determination information 104b. The candidate of 

key data may be hereinafter referred to as a "key data candidate." When 

extracting a key data candidate, the key candidate extraction unit 104a may 

15 notify completion of the processing to the decryption unit 104d to be 

described later. 

[0151] 

First, search of the aforementioned encryption key in the 

aforementioned memory area data by the key candidate extraction unit 

20 1 04a will be described. 

[0152] 

As described above, memory area data are data stored in the 

memory unit 101b in the analysis target apparatus 101 at a specific timing. 

In other words, a content of memory area data changes depending on a 

25 timing at which the memory acquisition unit 102 acquires the memory area 

data from the memory unit 101b. Accordingly, it is difficult to specify 

key data including the encryption key in the memory area data, in advance. 

[0153] 

Further, when storage capacity (a size of a memory space) of the 
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memory unit 101b in the analysis target apparatus 101 is large, a size of 

memory area data also becomes large. That is to say, the key candidate 

extraction unit 104a needs to search for an encryption key across a huge 

size of data. Assuming that a 128-bit encryption key is fully searched for 

5 across 1-gigabyte (GB) memory area data, a number of candidates becomes 

enormous, and therefore an efficient technique for extracting a key data 

candidate is required. 

[0154] 

Key data including the encryption key often exhibit a characteristic 

10 feature in data included in the memory area data. For example, such a 

feature of key data represents an attribute of the key data themselves (for 

example, randomness of the data themselves) or an arrangement pattern (an 

arrangement position and a sequence of arranged data) of such key data in 

the memory area data. 

15 [0155] 

The feature of key data varies depending on various types of 

conditions related to execution of cryptographic communication. For 

example, such conditions include an encryption scheme (encryption 

algorithm) used in the aforementioned cryptographic communication 

20 protocol, an encryption parameter (to be described later) used in the 

encryption scheme, and an execution environment (to be described later) of 

processing related to the encryption scheme in the analysis target apparatus 

101. A specific example includes a case that, when a key length of an 

encryption key used in a specific encryption algorithm varies, the feature 

25 of key data may vary. Further, for example, since information required 

for encryption processing including the encryption key varies by a cipher 

mode of operation used in each encryption algorithm, the feature of key 

data may vary accordingly. The cipher mode of operation is a processing 

method in encryption of a plaintext longer than a block length when a 
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block cipher is employed as an encryption algorithm. 

[0156] 

The key candidate extraction unit 104a extracts data matching a 

specific feature of key data from the memory area data as a key data 

5 candidate. Thus, the key candidate extraction unit 104a is able to extract 

the aforementioned encryption key candidate. 

[0157] 

For example, information (data) indicating the feature of key data 

can be collected in advance for each combination of the various types of 

10 conditions, in accordance with prior knowledge about an encryption 

algorithm, a preliminary experiment, or the like. Then, by extracting 

pattern from the collected data indicating the feature of key data, it is 

possible to provide determination information which can be used to extract 

the key data candidate from the memory area. 

15 [0158] 

A specific method of collecting data indicating the feature of key 

data may be appropriately selected. For example, a user, a developer, an 

administrator, or the like (hereinafter referred to as a "user or the like") of 

the analysis system executes an experimental cryptographic 

20 communication program capable of outputting an encryption key on the 

analysis target apparatus 101. Then, for example, by use of the memory 

acquisition unit 102, the user or the like acquires memory area data in the 

analysis target apparatus 101 at a specific timing when the experimental 

communication program is executed. The user or the like searches the 

25 acquired memory area data for a (correct) encryption key output from the 

experimental program. By repeating such an experiment, a feature 

common to an area in which an encryption key is placed can be extracted. 

Further, for example, the user or the like is able to extract a feature 

characteristic of the key data in accordance with general knowledge about 
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an encryption scheme (for example, a key length of an encryption key and 

randomness of an encryption key). 

[0159] 

Further, for example, the user or the like may hook an API used for 

5 cryptographic communication in the analysis target apparatus 101 when 

executing the experimental program on the analysis target apparatus 101. 

By analyzing an argument passed to the hooked API, the user or the like 

obtains an encryption key and analyzes a feature of key data indicating the 

encryption key. Further, the user or the like investigates where in the 

10 memory unit 101b in the analysis target apparatus data indicating the 

encryption key are placed. The user or the like collects thus obtained 

investigation result as data indicating the feature of key data. The 

method of hooking an API is a known technology, and therefore detailed 

description is omitted. 

15 [0160] 

The method of collecting data indicating the feature of key data is 

not limited to the aforementioned specific example, and any method may 

be employed. 

[0161] 

20 As described above, by collecting and extracting pattern from data 

indicating a feature of key data in advance depending on the 

aforementioned various types of conditions, it is possible to provide 

determination information which can be used to extract the aforementioned 

key data candidate from memory area data. For example, such 

25 determination information may be set with a location (place) where a key 

data candidate is searched for (extracted) in memory area data, and a 

determination criterion by which whether or not specific data are key data 

can be determined. 

[0162] 
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The key candidate extraction unit 104a according to the present 

example embodiment extracts a key data candidate including the 

encryption key from memory area data by use of such determination 

information. More specifically, the key candidate extraction unit 104a 

5 extracts a key data candidate by use of the key candidate determination 

information 104b including determination information by which a key data 

candidate including the encryption key can be extracted. 

[0163] 

As exemplified in Fig. 7, the key candidate determination 

10 information 104b includes information indicating a type of an encryption 

scheme (encryption algorithm) (701 in Fig. 7) and a key candidate 

determination criterion (704 in Fig. 7). The key candidate determination 

criterion 704 is associated with the encryption algorithm 701. Such key 

candidate determination criterion 704 is information which can indicate a 

15 criterion by which whether specific data included in memory area data 

corresponds to key data including the encryption key, can be determined. 

In other words, the key candidate determination criterion 704 is a criterion 

by which whether specific data included in memory area data corresponds 

to key data including the encryption key can be determined in accordance 

20 with data indicating a feature of key data. 

[0164] 

Further, the key candidate determination information 104b may 

additionally include an encryption parameter related to the encryption 

algorithm (702 in Fig. 7), and information indicating an execution 

25 environment of encryption processing related to the encryption algorithm 

701 in the analysis target apparatus 101 (703 in Fig. 7), respectively 

associated with the encryption algorithm 701. 

[0165] 

For example, the encryption algorithm 701 may be set with an 
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identifier (ID) by which a specific encryption algorithm can be 

distinguished. 

[0166] 

For example, information being expressed by use of any machine 

5 interpretable form (format) may be registered in the key candidate 

determination criterion 704. 

[0167] 

As exemplified in Fig. 7, the encryption parameter 702 may include 

information about a length of a key (key length) used in the encryption 

10 algorithm 701, and a cipher mode of operation. As described above, the 

cipher mode of operation is a processing method in encryption of a 

plaintext longer than a block length when a block cipher is employed as the 

encryption algorithm 701. For example, Cipher Block Chaining (CBC) 

mode and Galois/Counter Mode (GCM) are known as such an encryption 

15 mode. 

[0168] 

For example, the execution environment information 703 is set with 

information about a library implemented with processing related to the 

encryption algorithm 701 in the analysis target apparatus 101, and 

20 information about an execution environment of the analysis target 

apparatus 101. More specifically, for example, the execution 

environment information 703 may be information by which an OS (for 

example, Windows [registered trademark] and Linux [registered 

trademark]) and an encryption processing implementation (for example, 

25 Cryptography Next Generation [CGN] API and OpenSSL) on the analysis 

target apparatus 101 can be specified. 

[0169] 

The key candidate determination information 104b described above 

may be preset to the key candidate extraction unit 104a by any technique. 
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[0170] 

In accordance with the key candidate determination information 

104b (the key candidate determination criterion 704 in particular) as 

described above, the key candidate extraction unit 104a determines 

5 whether or not to extract a specific data area in memory area data as a key 

candidate. 

[0171] 

Extraction processing of the aforementioned key data candidate by 

the key candidate extraction unit 104a will be described below by use of a 

10 specific example illustrated in Fig. 7. 

[0172] 

For example, as exemplified in Fig. 7, assume that an encryption 

algorithm 701 is "AES," a key length in an encryption parameter 702 is 

"128 bits" or "256 bits," and a cipher mode of operation in the encryption 

15 parameter 702 is "CBC." 

[0173] 

In this case, the key candidate extraction unit 104a refers to a key 

candidate determination criterion 704 associated with the encryption 

algorithm 701 and the encryption parameter 702. Then, the key candidate 

20 extraction unit 104a extracts 16 or 32 consecutive bytes of data area with 

an entropy value greater than or equal to a specific reference value, from 

memory area data stored in the memory dump storing unit 102a. 

[0174] 

In general, as entropy of values indicated by data included in a data 

25 area (may be hereinafter referred to as "entropy of data") becomes larger, a 

variation of the values indicated by the data included in the data area 

becomes larger. Further, an encryption key is often a random number 

value (in which a regularity cannot be found), and therefore values of key 

data including an encryption key is assumed to have a large variation. 
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Accordingly, in accordance with the determination criterion as exemplified 

in Fig. 7, the key candidate extraction unit 104a is able to extract a data 

area including data having a large variation value as a key data candidate. 

[0175] 

5 The magnitude of such a variation can be calculated by use of 

various known calculation methods. As a specific example, the key 

candidate extraction unit 104a may calculate a standard deviation (or 

variance) of a key data candidate as a magnitude of variation. A 

calculation method of a standard deviation (or variance) is a known 

10 technology, and therefore detailed description is omitted. 

[0176] 

For example, as exemplified in Fig. 7, assume that an encryption 

algorithm 701 is "AES," a key length in an encryption parameter 702 is 

"128 bits," and a cipher mode of operation in the encryption parameter 702 

15 is "GCM." 

[0177] 

In this case, the key candidate extraction unit 104a refers to a key 

candidate determination criterion 704 associated with the encryption 

algorithm 701 and the encryption parameter 702, and extracts data 

20 determined to satisfy "560 consecutive bytes of data starting from 0x30, 

0x02, 0x00, 0x00, 0x4b, 0x53, 0x53, 0x4D" from memory area data. For 

example, in a specific execution environment in the analysis target 

apparatus 101, key data including an encryption key may include a specific 

arrangement pattern. As exemplified in Fig. 7, by registering such an 

25 arrangement pattern as a key candidate determination criterion 704, the key 

candidate extraction unit 104a is able to extract data matching such an 

arrangement pattern as a key data candidate. 

[0178] 

For example, the key candidate extraction unit 104a may extract a 
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specific size of data by successive shifting by a specific size (for example, 

1 byte) from a specific location (for example, the top) of memory area data, 

and determine whether or not the data correspond to a key candidate, in 

accordance with the key candidate determination criterion 704. 
* 

[0179] 

Assume that information about a cipher suite can be acquired from 

a result of analyzing communication data related to certain cryptographic 

communication by the cryptographic communication check unit 103b. In 

this case, information about the encryption algorithm 701 and the 

encryption parameter 702 respectively related to the cryptographic 

communication can be handled as known information confirmed by the 

communication data. The execution environment information 703 about 

the analysis target apparatus 101 can be handled as known information by a 

method such as presetting to the cryptanalysis unit 104. 

[0180] 

When the encryption algorithm 701 and the encryption parameter 

702 are unknown, the key candidate extraction unit 104a may extract a key 

data candidate conforming to each criterion by use of all key candidate 

determination criteria 704 registered in the key candidate determination 

information 104b. In this case, in accordance with a result of decrypting 

of encrypted communication data using the extracted key data candidate by 

the decryption unit 104d, to be described later, it is possible to specify key 

data including the key used for encryption of the communication data, an 

encryption algorithm, and an encryption parameter. 

[0181] 

Further, in addition to extracting a key data candidate, the key 

candidate extraction unit 104a may acquire another piece of required 

information used for encryption or decoding processing of communication 

data (may be hereinafter referred to as "encryption processing data") in a 
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specific cryptographic communication protocol. 

[0182] 

For example, such encryption processing data may include the 

following data. Specifically, such encryption processing data may 

5 include an initialization vector (IV) in a case that a block cipher is used as 

an encryption algorithm. Such encryption processing data may also 

include various types of parameters (for example, a counter in a counter 

mode and a number used once (nonce) being a value for one time use) used 

in a specific cipher mode of operation. Such encryption processing data 

10 may also include authentication information assigned to encrypted 

communication data. Such encryption processing data are not limited to 

the above and may include any data required depending on an encryption 

algorithm, an encryption parameter, and the like. 

[0183] 

15 For example, the key candidate extraction unit 104a may acquire 

such encryption processing data by acquiring communication data from the 

cryptographic communication check unit 103b or the communication 

control unit 103a and analyzing the communication data. Further, for 

example, similarly to the aforementioned key data candidate, the key 

20 candidate extraction unit 104a may acquire encryption processing data out 

of memory area data stored in the memory dump storing unit 102a in 

accordance with a specific determination criterion. 

[0184] 

The key candidate extraction unit 104a saves (registers) a key data 

25 candidate extracted from memory area data into the key candidate storing 

unit 104c. Further, the key candidate extraction unit 104a may save 

(register) encryption processing data related to the key data candidate into 

the key candidate storing unit 104c. 

[0185] 
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As exemplified in Fig. 8, the key candidate storing unit 104c stores 

each encryption algorithm 801 associated with an extracted key data 

candidate 803. The key candidate storing unit 104c may store each 

encryption algorithm 801 associated with an encryption parameter 802 

5 used in the encryption algorithm. The key candidate storing unit 104c 

may also store the key data candidate 803 including the aforementioned 

encryption processing data as part thereof. Without being limited to the 

above, the key candidate storing unit 104c may store the encryption 

processing data in an unillustrated area separate from the key data 

10 candidate 803. 

[0186] 

As exemplified in Fig. 8, the key candidate storing unit 104c may 

store a plurality of key data candidates related to a specific encryption 

algorithm (for example, "AES"). The configuration exemplified in Fig. 8 

15 is a specific example, and the key candidate storing unit 104c according to 

the present example embodiment is not limited to the configuration. 

[0187] 

Next, the decryption unit 104d according to the present example 

embodiment will be described. 

20 [0188] 

As exemplified in Fig. 1, the decryption unit 104d includes an 

analysis result determination information 104e and an analysis result 

storing unit 104f. 

[0189] 

25 When a key data candidate is extracted in the key candidate 

extraction unit 104a, the decryption unit 104d decrypts (decodes) 

(encrypted) communication data saved in the communication data storing 

unit 103f, by use of the key data candidate. 

[0190] 



56 
The decryption unit 104d refers to (encrypted) communication data 

saved in the communication data storing unit 103 f and decrypts (decodes) 

the encrypted communication data by use of a key data candidate saved in 

the key candidate storing unit 104c. Specifically, the decryption unit 

5 104d decrypts (decodes) communication data transmitted and received in 

cryptographic communication between the analysis target apparatus 101 

and the communication network 105, by use of a key data candidate saved 

in the key candidate storing unit 104c. The decryption unit 104d may 

decrypt (decode) communication data by use of a key data candidate and 

10 encryption processing data acquired by the key candidate extraction unit 

104a, as needed. Communication data being decrypted (decoded) may be 

hereinafter referred to as "decrypted communication data." 

[0191] 

In accordance with data indicating a feature of decrypted 

15 communication data, the decryption unit 104d determines whether or not 

the decrypted communication data are correctly decrypted (decoded). 

For example, such data indicating a feature of decrypted communication 

data indicate, an attribute of the decrypted communication data themselves 

(for example, randomness of the data themselves) or a data format of the 

20 decrypted communication data. 

[0192] 

Specifically, the decryption unit 104d determines whether or not a 

result of decryption of communication data with a specific key data 

candidate is successful, in accordance with the analysis result 

25 determination information 104e. Then, when the decryption of the 

communication data is successful, the decryption unit 104d saves 

(registers) key data used for the decryption into the analysis result storing 

unit 104f. Further, the decryption unit 104d may save (register) 

encryption processing data used for the decryption into the analysis result 
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storing unit 104f along with the key data. 

[0193] 

In the following, key data, by which communication data are 

successfully decrypted in accordance with the analysis result determination 

5 information 104e, may be hereinafter referred to as "correct key data." 

[0194] 

As illustrated in Fig. 9, the analysis result determination 

information 104e includes an analysis result determination criterion 901 

and a determination result 902. 

10 [0195] 

In the analysis result determination criterion 901, information 

indicating a criterion by which whether the decrypted communication data 

are correctly decrypted (decoded) in accordance with data indicating a 

feature of decrypted communication data, is set. In this case, for example, 

15 information set to the analysis result determination criterion 901 may be 

expressed in any machine interpretable form (format). 

[0196] 

The determination result 902 is set with a determination result when 

a result of decryption of specific communication data by the decryption 

20 unit 104d satisfies the analysis result determination criterion 901 (whether 

or not decryption is successful). In this case, a symbol or the like 

indicating such a determination result may be registered in the 

determination result 902. 

[0197] 

25 In accordance with the analysis result determination criterion 901 

as described above, the decryption unit 104d determines whether or not 

communication data are successfully decoded. Determination process of 

whether communication data are successfully decrypted by the decryption 

unit 104d will be described below by use of a specific example illustrated 
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in Fig. 9. 

[0198] 

In the specific example illustrated in Fig. 9, for example, the 

decryption unit 104d determines that decrypted communication data are 

5 correctly decoded when entropy of the decrypted communication data is 

less than or equal to a specific reference value. 

[0199] 

Further, for example, contrary to the above, the decryption unit 

104d determines that decryption of communication data is unsuccessful 

10 when entropy of the decrypted communication data is greater than a 

specific reference value. 

[0200] 

In general, as described above, as entropy of data becomes larger, a 

variation of values indicated by data in the data area becomes larger. 

15 That is to say, when entropy of decrypted communication data is less than 

or equal to a specific reference value, a variation of values indicated by 

data included in the decrypted communication data is relatively small, and 

therefore it is highly likely that decryption is successful. On the other 

hand, when entropy of decrypted communication data is greater than a 

20 specific reference value, a variation of values indicated by data included in 

the decrypted communication data is large (for example, randomness is 

high), and therefore it is highly likely that decryption is unsuccessful. 

The reason is that, in general, encrypted data (communication data) often 

have random number values (in which a regularity cannot be found) and 

25 values indicated by such data have a large variation. 

[0201] 

The specific reference value described above used for determining a 

magnitude of variation (entropy) of data may be appropriately selected in 

accordance with knowledge about a common characteristic (randomness) of 
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communication data themselves, a preliminary experiment, or the like. 

[0202] 

For example, a standard deviation a can be used as a criterion 

indicating a degree of variation of such data. Assuming that a variation 

5 of data has a normal distribution and a mean value of the data is denoted by 

"m," approximately 68.2% of the entire data are included in a range of "m 

± 0" and approximately 95.4% in a range of "m ± 2c." In other words, 

when the value of a is large, decrypted communication data have an 

extremely large variation (have high randomness). In this case, the 

10 decryption unit 104d may appropriately select a value of such a so as to 

determine decryption to be successful when a variation of the decrypted 

communication data is relatively small. 

[0203] 

Further, for example, as exemplified in Fig. 9, whether or not 

15 decrypted communication data include specific data may be employed as a 

criterion of determining whether decryption of the decrypted 

communication data is successful. The reason is that, when decrypted 

communication data include known data or a specific pattern, it is highly 

likely that the decrypted communication data are correctly decrypted. 

20 [0204] 

Further, other than the above, for example, a criterion indicating 

whether decrypted communication data conform to a specific data format 

(expression form representing various types of data) may be employed as a 

criterion of determining whether decryption of the decrypted 

25 communication data is successful. For example, such a data format may 

include a data format expressing various types of voices, still images, 

dynamic images, and documents. Further, for example, such a data 

format may include a file format in a specific file system. The specific 

example illustrated in Fig. 9 is a typical example, and the present example 
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embodiment is not limited thereto. 

[0205] 

The analysis result determination information 104e described above 

may be preset to the decryption unit 104d by any technique. 

5 [0206] 

For example, the decryption unit 104d executes decryption 

processing of communication data by use of all key data candidates saved 

in the key candidate storing unit 104c and determines the result in 

accordance with the analysis result determination information 104e. 

10 Thus, the decryption unit 104d is able to extract correct key data. The 

decryption unit 104d may execute the decryption processing described 

above on all communication data saved in the communication data storing 

unit 103 f. 

[0207] 

15 The decryption unit 104d saves (registers) correct key data and 

decrypted communication data decrypted by the correct key data into the 

analysis result storing unit 104f, based on the result of decrypting 

communication data in accordance with the analysis result determination 

information 104e. The decryption unit 104d may notify the cryptographic 

20 communication check unit 103b of completion of the decryption processing 

of the communication data described above. 

[0208] 

As exemplified in Fig. 10, the analysis result storing unit 1 04f 

stores information by which an encryption algorithm can be specified 

25 (encryption algorithm 1001 in Fig. 10), correct key data (key data 1002 in 

Fig. 10), and decrypted communication data (decryption result 1003 in Fig. 

10) in association with each other . The configuration exemplified in Fig. 

10 is a specific example, and the analysis result storing unit 104f according 

to the present example embodiment is not limited thereto. For example, 
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the analysis result storing unit 104f may store only the correct key data or 

only the decrypted communication data, or may store the data separately. 

Further, the analysis result storing unit 104f may store encryption 

processing data used in decryption of communication data along with the 

5 aforementioned correct key data as part of the key data 1002. The 

analysis result storing unit 104f may store the encryption processing data 

in an unillustrated area separate from the key data 1002. 

[0209] 

(Operation of Analysis System 100) 

10 Next an operation of the analysis system 100 configured as 

described above will be described. It is assumed as a specific example in 

the following description that a cryptographic communication protocol 

between the analysis target apparatus 101 and the communication network 

105 is SSL. 

15 [0210] 

An overview of the operation of the analysis system 100 will be 

described with reference to Fig. 11. 

[0211] 

First, the communication processing unit 103 captures 

20 communication data transmitted and received between the analysis target 

apparatus 101 and the communication network 105 (Step SI 101). 

[0212] 

Next, the communication processing unit 103 analyzes the captured 

communication data and determines a timing at which key data exist in the 

25 memory unit 101b in the analysis target apparatus 101 (Step SI 102). 

[0213] 

When the timing is determined to have arrived in Step SI 102 (YES 

in Step SI 103), the memory acquisition unit 102 acquires memory area 

data stored by the memory unit 101b in the analysis target apparatus 101 
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(Step SI 104). When the determination result in Step SI 103 is NO, the 

communication processing unit 103 returns to Step SI 101 and continues 

the processing. 

[0214] 

5 Next, the cryptanalysis unit 104 analyzes the memory area data 

acquired in Step SI 104, in accordance with a specific criterion and extracts 

a key data candidate (Step SI 105). 

[0215] 

Next, correct key data and decrypted communication data are 

10 obtained in accordance with the result of decryption of the communication 

data by use of the key data candidate extracted in Step SI 105 by the 

cryptanalysis unit 104 (Step SI 106). 

[0216] 

Next, the communication processing unit 103 (the cryptographic 

15 communication check unit 103b in particular) analyzes a content of the 

decrypted communication data obtained in aforementioned Step SI 106 and 

executes specific processing (Step SI 107). As described above, the 

communication processing unit 103 (the cryptographic communication 

check unit 103b in particular) may appropriately select such specific 

20 processing. 

[0217] 

The communication processing unit 103 capturing communication 

data in Step SI 101 determines whether or not the communication data need 

to be saved, and saves the communication data in accordance with the 

25 determination result (Step SI 108). The processing in Step SI 108 may be 

executed in parallel with the processing in Steps S1102 to S1105. 

[0218] 

Next, details of the operation of the analysis system 100 described 

above will be described. 
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[0219] 

First, operations of the memory acquisition unit 102 and the 

communication processing unit 103 will be described with reference to 

flowcharts exemplified in Figs. 12A and 12B. The flowchart exemplified 

5 in Fig. 12A will be described below. Fig. 12B is a flowchart similar to 

Fig. 12A except for Steps S1209B and S1210B to be described later, and 

therefore only a point of difference will be described. Processing 

exemplified in Steps S1201 to S1208 below corresponds to Steps SI 101 to 

SI 105 exemplified in Fig. 11. 

10 [0220] 

First, the communication control unit 103a captures communication 

data transmitted and received between the analysis target apparatus 101 

and the communication network 105 (Step S1201). 

[0221] 

15 In this case, as described above, the communication control unit 

103a is able to capture both of communication data transmitted from the 

analysis target apparatus 101 to the communication ne.twork 105 and 

communication data transmitted from the communication network 105 to 

the analysis target apparatus 101. 

20 [0222] 

Next, the cryptographic communication check unit 103b analyzes 

the communication data captured in aforementioned Step SI201, and 

determines whether or not to acquire memory area data stored in the 

memory unit 101b, in accordance with the key data acquisition policy 103c 

25 (Step S1202). 

[0223] 

More specifically, the cryptographic communication check unit 

103b refers to the key data acquisition policy 103c and determines a timing 

at which key data exist in the memory unit 101b in the analysis target 
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apparatus 101. 

[0224] 

When SSL is employed as a cryptographic communication protocol, 

for example, in a processing sequence based on the SSL protocol 

5 illustrated in Fig. 13, the cryptographic communication check unit 103b 

may determine arrival of such a timing when the analysis target apparatus 

101 receives a ChangeCipherSpec message (a "suspension timing Tl" 

exemplified in Fig. 13) from an SSL server side (from the different 

information communication apparatus 107 side). 

10 [0225] 

Alternatively, the cryptographic communication check unit 103b 

may determine arrival of such a timing when the analysis target apparatus 

101 receives a Finished message (a "suspension timing T2" exemplified in 

Fig. 13) from the SSL server side (the different information 

15 communication apparatus 107 side). 

[0226] 

In aforementioned Step SI202, when the cryptographic 

communication check unit 103b determines arrival of the timing (YES in 

Step SI203), the cryptographic communication check unit 103b instructs 

20 the communication control unit 103a to suspend communication between 

the analysis target apparatus 101 and the communication network 105 (Step 

S1204). 

[0227] 

In this case, the communication control unit 103a accepting the 

25 instruction suspends the communication between the analysis target 

apparatus 101 and the communication network 105. A specific method 

for suspending such communication may be appropriately selected. 

[0228] 

In a case of NO in aforementioned Step S1203, the communication 
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control unit 103a returns to Step S1201 and continues the processing. 

[0229] 

Next, the cryptographic communication check unit 103b instructs 

the memory acquisition unit 102 to acquire memory area data stored in the 

5 memory unit 101b in the analysis target apparatus 101 (Step SI205). 

[0230] 

The memory acquisition unit 102 accepting such an instruction 

dumps the memory area data stored in the memory unit 101b in the analysis 

target apparatus 101 (Step SI206). As described above, a specific dump 

10 method of data stored in the memory unit 101b may be appropriately 

selected depending on a configuration of the analysis target apparatus 101. 

[0231] 

Next, the memory acquisition unit 102 saves (registers) the 

acquired memory area data into the memory dump storing unit 102a (Step 

15 S1207). 

[0232] 

Next, the memory acquisition unit 102 notifies the cryptographic 

communication check unit 103b of completion of acquisition of the 

memory area data (Step S1208). 

20 [0233] 

Next, the cryptographic communication check unit 103b receiving 

the notification in aforementioned Step SI208 instructs the communication 

control unit 103a to resume the suspended communication. Then, the 

communication control unit 103a resumes the communication (Step 

25 S1209). 

[0234] 

When aforementioned Step SI208 is not executed, the 

cryptographic communication check unit 103b may instruct the 

communication control unit 103a to resume the suspended communication 
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when a specific time elapses after instructing suspension of the 

communication in aforementioned Step SI204. 

[0235] 

After the processing in aforementioned Step S1209, the 

5 cryptographic communication check unit 103b may instruct the 

cryptanalysis unit 104 to decrypt communication data saved by the 

communication data recording unit 103d and to extract an encryption key 

(Step S1210). At this time, when an encryption algorithm and the like 

used in the cryptographic communication protocol is confirmed from the 

10 analysis result of the communication data, the cryptographic 

communication check unit 103b may provide the cryptanalysis unit 104 

with information about the encryption algorithm. 

[0236] 

A processing order of Steps S1209 and S1210 in Fig. 12A described 

15 above may be reversed. That is to say, as exemplified in Fig. 12B, the 

cryptographic communication check unit 103b receiving the notification in 

aforementioned Step SI208 may instruct the cryptanalysis unit 104 to 

decrypt communication data saved by the communication data recording 

unit 103d and to extract an encryption key (Step S1209B). Then, when 

20 completion of the decryption processing of the communication data is 

notified by the cryptanalysis unit 104, the cryptographic communication 

check unit 103b may instruct the communication control unit 103a to 

resume the suspended communication (Step S 1210B). 

[0237] 

25 Next, processing by the communication processing unit 103 (the 

communication data recording unit 103d in particular) will be described 

with reference to a flowchart exemplified in Fig. 14. Steps SI401 to 

S1404 below correspond to Step SI 108 exemplified in aforementioned Fig. 

11. 
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[0238] 

First, in Step S1201 indicated in Fig. 14, the communication control 

unit 103a captures communication data. Such processing may be similar 

to Step S1201 exemplified in Figs. 12A and 12B. 

5 [0239] 

Next, the communication control unit 103a conveys (notifies) the 

captured communication data to the communication data recording unit 

103d (Step S1401). 

[0240] 

10 The communication data recording unit 103d determines whether or 

not to save the communication data captured in Step SI201, in accordance 

with the communication data recording policy 103e (Step SI402). 

[0241] 

When SSL is employed as a communication protocol, for example, 

15 the communication data recording policy 103e (the communication data 

recording criterion 502 in particular) may be set with a condition 

representing that communication data at or after "T3", which indicates a 

timing when the first transmission of ApplicationData message exemplified 

in Fig. 13, is saved (recorded). Alternatively, for example, the 

20 communication data recording policy 103e (the communication data 

recording criterion 502 in particular) may be set with a condition 

indicating that communication data at or after the "suspension timing Tl" 

or the "suspension timing T2" respectively exemplified in Fig. 13, is saved 

(recorded). 

25 [0242] 

When the communication data are saved as a result of determination 

in Step S1402 (YES in Step S1403), the communication data recording unit 

103d registers (saves) the communication data into the communication data 

storing unit 103f (Step S1404). 
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[0243] 

In a case of NO in Step S1403, the communication data recording 

unit 103d does not need to save the communication data. 

[0244] 

5 Through the processing in aforementioned Steps S1401 to S1404, 

communication data are saved in the communication data storing unit 103f 

as needed. 

[0245] 

Next, processing by the cryptanalysis unit 104 will be described 

10 with reference to flowcharts exemplified in Figs. 15 and 16. The 

flowcharts exemplified in Figs. 15 and 16 correspond to Steps SI 105 and 

SI 106 in Fig. 11. 

[0246] 

First an operation of the key candidate extraction unit 104a will be 

15 described with reference to the flowchart exemplified in Fig. 15. 

[0247] 

As described above, for example, the cryptanalysis unit 104 starts 

decryption processing with regard to encrypted communication data in 

response to an instruction from the cryptographic communication check 

20 unit 103b (Step S1210). 

[0248] 

First, the key candidate extraction unit 104a refers to memory area 

data registered (saved) in the memory dump storing unit 102a (Step S1501). 

In this case, the key candidate extraction unit 104a may acquire the 

25 memory area data from the memory dump storing unit 102a. 

[0249] 

Next, the key candidate extraction unit 104a extracts an encryption 

key candidate from the memory area data referred (acquired) in Step SI501, 

in accordance with the key candidate determination information 104b (Step 
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[0250] 

As described above, when information about an encryption 

algorithm is provided by the cryptographic communication check unit 103b, 

5 the key candidate extraction unit 104a extracts a key data candidate from 

the memory area data by use of a key candidate determination criterion 704 

associated with the encryption algorithm. 

[0251] 

When the encryption algorithm is unknown, the key candidate 

10 extraction unit 104a extracts a key data candidate for every encryption 

algorithm 701 registered in the key candidate determination information 

104b in accordance with a key candidate determination criterion 704. 

[0252] 

Further, at this time, the key candidate extraction unit 104a may 

15 extract information about an encryption algorithm associated with a key 

data candidate (for example, an encryption algorithm 701 and an 

encryption parameter 702). 

[0253] 

Next, the key candidate extraction unit 104a registers (saves) the 

20 key candidate and the information about the encryption algorithm 

respectively extracted in Step SI502 into the key candidate storing unit 

104c (Step S1503). 

[0254] 

After Step S 1503, the key candidate extraction unit 104a may notify 

25 the decryption unit 104d of completion of the extraction processing of the 

key candidate (Step SI504). 

[0255] 

Next, the decryption unit 104d executes processing of decrypting 

encrypted communication data by use of the key data candidate extracted 

\ 
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in aforementioned Steps S1501 to S1503 (Step S1505). 

[0256] 

Details of the processing in Step SI 505 will be described below 

with reference to the flowchart exemplified in Fig. 16. 

5 [0257] 

First, the decryption unit 104d acquires a key data candidate 

registered in the key candidate storing unit 104c (803 in Fig. 8) (Step 

S1601). At this time, the decryption unit 104d may acquire information 

about an encryption algorithm associated with the key candidate (801 and 

10 802 in Fig. 8). Further, the decryption unit 104d may acquire encryption 

processing data associated with the key candidate. 

[0258] 

Next, the decryption unit 104d refers to encrypted communication 

data registered (saved) in the communication data storing unit 103f. In 

15 this case, the decryption unit 104d may acquire the communication data 

from the communication data storing unit 103f. 

[0259] 

Then, the decryption unit 104d decrypts (decodes) the acquired 

communication data, by use of the key data candidate and the information 

20 about the encryption algorithm respectively referred (acquired) in 

aforementioned Step S1601 (Step S1602). 

[0260] 

Next, the decryption unit 104d determines whether or not the 

decrypted communication data being the result of decrypting (decoding) 

25 the communication data in Step SI602 are correctly decrypted (decoded), 

in accordance with the analysis result determination information 104e 

(Step S1603). 

[0261] 

As described above, for example, the decryption unit 104d may 
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determine whether or not the decrypted communication data are correctly 

decrypted, in accordance with an entropy value of the decrypted 

communication data, or whether or not the decrypted communication data 

match a specific data format. 

[0262] 

When determining that the decrypted communication data are 

correctly decrypted (YES in Step SI604), the decryption unit 104d 

registers the correct key data and the decrypted communication data into 

the analysis result storing unit 104f (Step SI606). 

[0263] 

When determining that the decrypted communication data are not 

correctly decrypted (NO in Step SI604), the decryption unit 104d checks 

whether another key data candidate is registered in the key candidate 

storing unit 104c (Step S1605). 

[0264] 

When another key data candidate is registered (YES in Step SI607), 

the decryption unit 104d continues the processing from Step SI601 and 

retrieves another key data candidate from the key candidate storing unit 

104c. 

[0265] 

Through the processing in aforementioned Steps S1601 to S1607, 

key data including an encryption key by which communication data can be 

decrypted, and decrypted communication data are obtained. 

[0266] 

The decryption unit 104d may notify the cryptographic 

communication check unit 103b of completion of the decryption processing 

of the communication data described above (Step S1608). 

[0267] 

The cryptographic communication check unit 103b accepting the 
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notification in aforementioned Step SI608 continues the processing from 

Step SI 107 described above. In this case, the cryptographic 

communication check unit 103b is able to execute specific processing in 

accordance with the result of analyzing the decrypted communication data. 

5 [0268] 

In the analysis system 100 according to the present example 

embodiment as configured above, first, the communication processing unit 

103 analyzes communication data transmitted and received between the 

analysis target apparatus 101 and the communication network 105, in 

10 accordance with a specific cryptographic communication protocol. Then, 

in accordance with the result of such analysis, the communication 

processing unit 103 specifies a timing at which an encryption key 

encrypting a communication channel between the analysis target apparatus 

101 and the communication network 105 exists in the memory unit 101b in 

15 the analysis target apparatus 101. 

[0269] 

The communication processing unit 103 instructs the memory 

acquisition unit 102 to acquire memory area data stored in the memory unit 

101b at the timing. 

20 [0270] 

Consequently, the memory acquisition unit 102 in the analysis 

system 100 according to the present example embodiment is able to acquire 

memory area data including an encryption key encrypting a communication 

channel between the analysis target apparatus 101 and the communication 

25 network 105 from the memory unit 101b in the analysis target apparatus 

101. 

[0271] 

Further, the communication processing unit 103 (the cryptographic 

communication check unit 103b in particular) is able to instruct the 
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communication control unit 103a to suspend communication between the 

analysis target apparatus 101 and the communication network 105 at the 

aforementioned specific timing. Consequently, the communication 

processing unit 103 according to the present example embodiment is able 

5 to extend a period in which the aforementioned encryption key is stored in 

the memory unit 101b. The reason is that, by communication between the 

analysis target apparatus 101 and the communication network 105 being 

suspended, it is expected that loss, change, or the like of the encryption 

key according to progress of communication processing does not occur, 

10 and thereby it is also expected that the encryption key remain stored in the 

memory unit 101b. Accordingly, the analysis system 100 according to 

the present example embodiment is able to acquire memory area data 

highly likely including the encryption key. 

[0272] 

15 Further, the cryptanalysis unit 104 in the analysis system 100 

according to the present example embodiment extracts an encryption key 

candidate (key data candidate) from the aforementioned acquired memory 

area data, in accordance with data indicating a feature of key data 

including the encryption key (key candidate determination information 

20 104b). Then, the cryptanalysis unit 104 determines whether the result of 

decryption (decoding) of the communication data by use of the extracted 

key data candidate is successful, in accordance with the analysis result 

determination information 104e. The cryptanalysis unit 104 is able to 

acquire key data including a correct encryption key and decrypted 

25 communication data, in accordance with such a determination result. 

[0273] 

Consequently, the analysis system 100 according to the present 

example embodiment is able to efficiently extract a key data candidate 

from memory area data. The reason is that, by the cryptanalysis unit 104 
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extracting a key data candidate in accordance with data indicating a feature 

of key data (key candidate determination information 104b) from the 

memory area data, data not matching the feature of key data are eliminated 

from the key data candidate. The analysis system 100 according to the 

5 present example embodiment is able to determine correct key data included 

in a plurality of key data candidates. Therefore, it can be said that the 

analysis system 100 is able to efficiently search the memory area data for 

the correct key data. 

[0274] 

10 Further, the cryptanalysis unit 104 in the analysis system 100 

according to the present example embodiment is able to decrypt encrypted 

communication data by use of the aforementioned extracted correct key 

data. 

[0275] 

15 Consequently, the analysis system 100 according to the present 

example embodiment is able to efficiently extract, from memory area data 

(second data), in accordance with a specific criterion, an encryption key 

candidate which enables to decrypt (decode) communication data (first 

data) encrypted by a specific encryption scheme. Further, the analysis 

20 system 100 according to the present example embodiment is able to 

determine a correct encryption key out of the extracted encryption key 

candidates, in accordance with a result of decoding the communication 

data (first data) by use of the extracted encryption key candidates. 

[0276] 

25 In addition, the analysis system 100 according to the present 

example embodiment provides an effect as follows. That is, the 

communication processing unit 103 in the analysis system 100 according to 

the present example embodiment is able to analyze a content of 

communication data transmitted and received between the analysis target 
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apparatus 101 and the communication network 105, by use of 

communication data decrypted by the cryptanalysis unit 104. For 

example, the communication processing unit 103 is able to execute specific 

processing as described above, depending on the analysis result. 

5 [0277] 

Consequently, the analysis system 100 according to the present 

example embodiment is able to analyze at least part of encrypted 

communication data transmitted and received between the analysis target 

apparatus 101 and the communication network 105. In addition, the 

10 analysis system 100 according to the present example embodiment is able 

to execute specific processing depending on the result of the analysis. 

Specifically, for example, the analysis system 100 according to the present 

example embodiment is able to analyze a content of cryptographic 

communication by any software program such as malware executed on the 

15 analysis target apparatus 101. In particular, the analysis system 100 

according to the present example embodiment is able to analyze a content 

of cryptographic communication by a technology non-invasive to the 

software program and the analysis target apparatus 101, and is able to 

execute any processing in accordance with the analysis result. 

20 [0278] 

<Modified Example of First Example Embodiment> 

A modified example of the first example embodiment described 

above will be described below. 

[0279] 

25 The key candidate extraction unit 104a according to the first 

example embodiment extracts a key data candidate from memory area data 

acquired in the memory acquisition unit 102, in accordance with the key 

candidate determination information 104b. 

[0280] 
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A key candidate extraction unit 104a according to the present 

modified example embodiment extends functionality of the key candidate 

extraction unit 104a according to the first example embodiment so as to 

extract from memory area data at least either one of the candidate of 

5 encryption processing data described above, and a candidate of 

key-material data. The key-material data are used as base material data 

to generate the aforementioned encryption key. For example, such a 

candidate of key-material data may include "pre master secret" and 

"master secret" in SSL. 

10 [0281] 

Similarly to the key data described above, such encryption 

processing data and key-material data may respectively exhibit a 

characteristic feature in data included in the memory area data. For 

example, a feature of the data indicates an attribute of such data (for 

15 example, randomness of the data themselves), an arrangement pattern (an 

arrangement position and sequence of arranged data) of such data in the 

memory area data, or the like. 

[0282] 

Further, similarly to the aforementioned feature of key data, 

20 features of encryption processing data and key-material data may vary by 

various types of conditions related to execution of cryptographic 

communication. Specifically, for example, a feature of such data may 

vary by an encryption algorithm used in the aforementioned cryptographic 

communication protocol, an execution environment of processing related 

25 to the encryption scheme in the analysis target apparatus 101, or the like. 

[0283] 

For example, a type of data required as encryption processing data 

in a case that GCM is employed as a cipher mode of operation in a specific 

encryption algorithm varies from the data required in a case that CBC 
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mode is employed, and a characteristic of the data themselves also varies. 

For example, some data have high randomness, and some data are set to 

predetermined values. In addition, an arrangement position of encryption 

processing data in memory area data may vary depending on an execution 

5 environment of encryption processing in the analysis target apparatus 101. 

[0284] 

Similarly to the aforementioned feature of key data, by collecting 

and extracting pattern from data indicating a feature of the data in advance, 

it is possible to provide a determination criterion which can be used to 

10 extract candidates of the data from memory area data. The key candidate 

extraction unit 104a according to the present modified example 

embodiment extracts the data candidates from the memory area data in 

accordance with the determination criterion. For example, the 

determination criterion may be set with locations (places) where the 

15 candidates of the data are searched (extracted). Alternatively, for 

example, the determination criterion may be set with a determination 

method for determining whether or not specific data corresponds to the 

data, and the like. 

[0285] 

20 Such a determination criterion may be added to the key candidate 

determination information 104b according to the first example embodiment. 

Further, such a determination criterion may be added to the key candidate 

extraction unit 104a as a new component (unillustrated) constituting the 

key candidate extraction unit 104a. 

25 [0286] 

When extracting a candidate of the aforementioned key-material 

data, the decryption unit 104d according to the present modified example 

embodiment may generate the aforementioned key data candidate from the 

candidate of the key-material data. In general, a method of generating an 
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encryption key from key-material data is defined for each cryptographic 

communication protocol (or an encryption algorithm used in the 

cryptographic communication protocol). For example, in a case of the 

SSL protocol, a method of generating "mastersecret" from 

5 "pre master secret" and a method of generating a key used in 

cryptographic communication, and the like from "master secret" are 

defined as specifications of the SSL protocol. 

[0287] 

Similarly to the first example embodiment, the decryption unit 104d 

10 according to the present modified example embodiment decrypts 

communication data by use of a key data candidate and a candidate of 

encryption processing data. Similarly to the first example embodiment, 

the decryption unit 104d according to the present modified example 

embodiment determines whether the decryption result is successful, in 

15 accordance with the analysis result determination information 104e. 

[0288] 

When decryption of communication data is successful, the 

decryption unit 104d according to the present modified example 

embodiment may save (register) the correct key data, the decrypted 

20 communication data, and the encryption processing data into the analysis 

result storing unit 104f. 

[0289] 

The analysis system 100 according to the present modified example 

embodiment as configured above is able to extract at least either one of a 

25 candidate of encryption processing data and a candidate of key-material 

data, in accordance with a predetermined determination criterion. 

Further, similarly to the first example embodiment, in accordance with a 

result of decrypting the communication data by use of the data, the analysis 

system 100 according to the present modified example embodiment is able 
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to acquire correct key data and decrypted communication data. 

[0290] 

Further, the analysis system 100 according to the present example 

embodiment has a configuration similar to that of the analysis system 100 

5 according to the first example embodiment, and therefore provides effects 

similar to the first example embodiment. 

[0291] 

<Second Example Embodiment> 

Next, a second example embodiment of the present invention will 

10 be described with reference to Fig. 17A. Fig. 17A is a block diagram 

exemplifying a functional configuration of an analysis system 1700 

according to the present example embodiment. 

[0292] 

The analysis system 1700 according to the present example 

15 embodiment at least includes a cryptanalysis unit 1704. 

[0293] 

The cryptanalysis unit 1704 may be implemented by use of an 

information processing apparatus such as a physical computer, or may be 

implemented by use of a VM provided in a virtualization infrastructure. 

20 [0294] 

The cryptanalysis unit 1704 includes a key candidate extraction 

unit 1704a extracting, from second data, one or more candidates of key 

data including an encryption key enables to decrypt first data encrypted by 

a specific encryption scheme, in accordance with a feature of the key data. 

25 Further, the cryptanalysis unit 1704 includes a decryption unit 1704d 

extracting, in accordance with a result of decrypting the first data by use of 

one or more of the candidates of key data extracted by the key candidate 

extraction unit 1704a, correct key data which enables to correctly decrypt 

the encrypted first data, from the one or more of the candidates of key data. 
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[0295] 

That is, the cryptanalysis unit 1704 is able to extract, from second 

data, key data including an encryption key by which encrypted first data 

can be decrypted. For example, such a cryptanalysis unit 1704 may be 

5 configured similar to the cryptanalysis unit 104 according to the respective 

aforementioned example embodiments. 

[0296] 

Consequently, the analysis system 1700 according to the present 

example embodiment is able to efficiently extract, from second data, in 

10 accordance with a specific criterion, a candidate of an encryption key by 

which first data encrypted by a specific encryption scheme can be 

decrypted (decoded). The reason is that, in accordance with a feature of 

key data including the encryption key, the key candidate extraction unit 

1704a can extract the key data from second data. 

15 [0297] 

Further, the present example embodiment is able to determine a 

correct encryption key out of the extracted encryption key candidates in 

accordance with the result of decrypting (decoding) the first data by use of 

the extracted encryption key candidates. 

20 [0298] 

<Modified Example of Second Example Embodiment> 

A modified example of the second example embodiment described 

above will be described below. 

[0299] 

25 As illustrated in Fig. 17B, an analysis system 1700 according to the 

present modified example includes a memory acquisition unit 1702 and a 

communication processing unit 1703 in addition to the analysis system 

1700 according to the second example embodiment. Each component of 

the analysis system 1700 according to the present modified example may 
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be implemented by use of an information processing apparatus such as a 

physical computer, or may be implemented by use of a VM provided in a 

virtualization infrastructure. Further, the respective components of the 

analysis system 1700 according to the present modified example are 

5 communicably connected with one another by use of any communication 

method. 

[0300] 

The analysis system 1700 according to the present modified 

example is able to analyze communication data transmitted and received in 

10 accordance with a specific cryptographic communication protocol between 

an information communication apparatus 1701 and a communication 

network 1705. 

[0301] 

The information communication apparatus 1701 and the 

15 communication network 1705 that are exemplified in Fig. 17B may be 

respectively configured similar to the analysis target apparatus 101 and the 

communication network 105, according to the first example embodiment, 

and therefore detailed description thereof will be omitted. 

[0302] 

20 Each component of the analysis system 1700 according to the 

present modified example will be described below. 

[0303] 

First, a cryptanalysis unit 1704 according to the present modified 

example is communicably connected to the memory acquisition unit 1702 

25 and the communication processing unit 1703, and is able to refer to various 

data (to be described later) stored by the units. The remaining 

configuration of the cryptanalysis unit 1704 according to the present 

modified example is similar to the cryptanalysis unit 1704 according to the 

second example embodiment. 
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[0304] 

The memory acquisition unit 1702 acquires at least part of data 

stored in a memory unit 1701b from the information communication 

apparatus 1701 including a computing unit 1701a and the memory unit 

5 1701b. Such a memory acquisition unit 1702 may be configured similar 

to the memory acquisition unit 102 according to the first example 

embodiment. 

[0305] 

The communication processing unit 1703 determines whether key 

10 data including an encryption key used in encryption processing in a 

specific cryptographic communication protocol are stored in the memory 

unit 1701b, in accordance with communication data transmitted and 

received in accordance with the cryptographic communication protocol 

between the information communication apparatus 1701 and the 

15 communication network 1705. Then, in accordance with the 

determination result, the communication processing unit 1703 instructs the 

memory acquisition unit 1702 to acquire data stored in the memory unit 

1701 b. Such a communication processing unit 1703 may be configured 

similar to the communication processing unit 103 according to the first 

20 example embodiment. 

[0306] 

The first data according to the present modified example may be the 

aforementioned encrypted communication data transmitted and received in 

accordance with a specific cryptographic communication protocol between 

25 the information communication apparatus 1701 and the communication 

network 1705. Such first data may be stored by the communication 

processing unit 1703. 

[0307] 

The second data according to the present modified example may be 
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data stored in the memory unit 1701b, the data being acquired by the 

memory acquisition unit 1702. Such second data may be stored by the 

memory acquisition unit 1702. 

[0308] 

5 Consequently, the analysis system 1700 according to the present 

modified example is able to acquire, from the memory unit 1701b in the 

information communication apparatus 1701, data including an encryption 

key used in cryptographic communication executed between the 

information communication apparatus 1701 and the communication 

10 network 1705. 

[0309] 

More specifically, by analyzing data transmitted and received by 

the cryptographic communication, the analysis system 1700 according to 

the present modified example determines whether an encryption key used 

15 in the cryptographic communication exists in the memory unit 1701b in the 

information communication apparatus 1701. Then, in accordance with 

the determination result, the analysis system 1700 is able to acquire data 

including the encryption key, being stored in the memory unit 1701b. 

[0310] 

20 Then, the analysis system 1700 according to the present modified 

example is able to efficiently extract, from second data, in accordance with 

a specific criterion, a candidate of the encryption key which enables to 

decrypt (decode) encrypted communication data (first data) transmitted 

and received by the cryptographic communication. The reason is that, in 

25 accordance with a feature of key data including an encryption key, the key 

candidate extraction unit 1704a can extract the key data from data (second 

data) stored in the memory unit 1701b. 

[0311] 

Further, similarly to the second example embodiment, in 
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accordance with a result of decrypting (decoding) encrypted 

communication data (first data) by use of the extracted encryption key 

candidates, the analysis system 1700 according to the present modified 

example is able to determine a correct encryption key out of the extracted 

5 encryption key candidates. 

[0312] 

<Configuration of Hardware and Software Program (Computer 

Program)> 

A hardware configuration capable of providing the respective 

10 example embodiments described above will be described below. 

[0313] 

In the description below, the analysis systems (reference signs 100 

and 1700) described in the respective aforementioned example 

embodiments may be collectively and simply referred to as "the analysis 

15 system." Further, each component in the analysis system (for example, 

the memory acquisition unit (102 and 1702), the communication processing 

unit (103 and 1703), and the cryptanalysis unit (104 and 1704) may be 

collectively and simply referred to as "a component of the analysis 

system." 

20 [0314] 

As described above, the analysis system described in the respective 

aforementioned example embodiments may be realized by a single 

apparatus (for example, a physical information processing apparatus or a 

virtual information processing apparatus). Further, the analysis system 

25 described in the respective aforementioned example embodiments may be 

realized by combining a plurality of physically or logically separated 

apparatuses (a physical information processing apparatus and a virtual 

information processing apparatus) and the like. 

[0315] 
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More specifically, the analysis system described in the respective 

aforementioned example embodiments may be configured by use of a 

dedicated hardware apparatus. In that case, each component illustrated in 

the respective aforementioned drawings may be realized as hardware (for 

5 example, an integrated circuit implementing processing logic) integrating 

the component in part or in whole. 

[0316] 

For example, when each component is realized by hardware, each 

component may be realized by use of an integrated circuit implemented by 

10 a system-on-a-chip (SoC) or the like, capable of providing a function of 

each component. In this case, for example, data stored by each 

component may be stored in a RAM area and a flash memory area, being 

integrated as a SoC. 

[0317] 

15 Further, in this case, as a communication line connecting each 

component, a known communication bus may be employed. Further, the 

communication line connecting each component is not limited to bus 

connection, and each component may be connected with one another on a 

peer-to-peer basis. 

20 [0318] 

Further, the aforementioned analysis system or a component of the 

analysis system may be configured by hardware as exemplified in Fig. 18 

and various types of software programs (computer programs) executed by 

such hardware. 

25 [0319] 

A processor 1801 in Fig. 18 is a computing device such as a 

general-purpose central processing unit (CPU) and a microprocessor. For 

example, the processor 1801 may read various types of software programs 

stored in a nonvolatile storage device 1803 to be described later into a 
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memory device 1802 and execute processing in accordance with such 

software programs. 

[0320] 

The memory device 1802 is a memory device such as a random 

5 access memory (RAM) that can be referred to by the processor 1801 and 

stores a software program, various types of data, and the like. The 

memory device 1802 may be a volatile memory apparatus. 

[0321] 

The nonvolatile storage device 1803 is a nonvolatile storage device 

10 such as a magnetic disk drive and a semiconductor storage apparatus 

composed of a flash memory. The nonvolatile storage device 1803 is able 

to store various types of software programs, data, and the like. 

[0322] 

A network interface 1806 is an interface connected to a 

15 communication network and, for example, may employ an interface 

apparatus for wired and wireless local area network (LAN) connection. 

[0323] 

For example, the analysis system according to the respective 

aforementioned example embodiments or a component of the analysis 

20 system is communicably connected to the analysis target apparatus 101, the 

information communication apparatus 1701, and the communication 

network (1 05, 1705) by use of the network interface 1 806. 

[0324] 

The analysis system according to the respective aforementioned 

25 example embodiments or a component of the analysis system (the 

communication processing unit (103, 1703) in particular) may include a 

plurality of network interfaces 1806. In this case, for example, a 

particular network interface 1806 may be connected to the analysis target 

apparatus 101 or the information communication apparatus 1701, and 
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another network interface 1806 may be connected to the communication 

network (105, 1705). 

[0325] 

For example, a drive device 1804 is an apparatus processing read 

5 and write of data from and to a storage medium 1805 to be described later. 

[0326] 

The storage medium 1805 is any recording medium capable of 

recording data, such as an optical disk, a magneto-optical disk, and a 

semiconductor flash memory. 

10 [0327] 

An input-output interface 1807 is a device controlling input and 

output from and to an external apparatus. For example, a user or an 

administrator of the analysis system may input an instruction for various 

types of operation, and the like to the analysis system by use of various 

15 types of input and output apparatuses (for example, a keyboard, a mouse, a 

display apparatus, and a printer) connected through the input-output 

interface. 

[0328] 

For example, according to the present invention described with the 

20 respective example embodiments as examples, the analysis system or a 

component thereof may be configured by the hardware apparatus 

exemplified in Fig. 18. Then, according to the present invention, a 

software program capable of providing the functions described in the 

respective aforementioned example embodiments may be supplied to such a 

25 hardware apparatus. In this case, the present invention may be provided 

by the processor 1801 executing the software program supplied to such an 

apparatus. 

[0329] 

Each unit illustrated in the respective drawings (for example, Figs. 
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1, 17 A, and 17B) according to the respective aforementioned example 

embodiments can be provided as a software module that is a functional 

(processing) unit of a software program executed by the aforementioned 

hardware. Note that arrangement of each software module illustrated in 

5 the drawings is a configuration for convenience of description, and various 

configurations can be assumed in a view of implementation. 

[0330] 

For example, when the respective units exemplified in Figs. 1, 17A, 

and 17B are provided as software modules, a configuration may be 

10 considered in which the software modules are stored in the nonvolatile 

storage device 1803, and, when executing each set of processing, the 

processor 1801 reads the software modules into the memory device 1802. 

[0331] 

Further, a configuration may be considered in which various types 

15 of data can be mutually transferred between the respective software 

modules by an appropriate method such as shared memory and 

inter-process communication. The respective software modules can be 

communicably connected with one another with such a configuration. 

[0332] 

20 Additionally, the respective aforementioned software programs may 

be recorded in the storage medium 1805. In this case, the software 

program is configured to be stored in the nonvolatile storage device 1803 

through the drive device 1 804 in a shipping stage, an operation stage, or 

the like of the aforementioned communication apparatus and the like. 

25 [0333] 

Further, when a component of the aforementioned analysis system 

is provided as a software program, various types of data related to each of 

the following components described in the respective aforementioned 

example embodiments may be stored in the memory device 1802 and the 
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nonvolatile storage device 1803 by use of an appropriate file system, a 

database, and the like. Such components include the memory dump 

storing unit 102a, the key data acquisition policy 103c, the communication 

data recording policy 103e, the communication data storing unit 103f, the 

5 key candidate determination information 104b, the key candidate storing 

unit 104c, the analysis result determination information 104e, and the 

analysis result storing unit 104f. 

[0334] 

In the case described above, as for a supply method of various types 

10 of software programs to the analysis system, a method of installation into 

the apparatus by utilizing an appropriate tool, in a manufacture stage 

before shipment, a maintenance stage after shipment, or the like, may be 

employed. Further, as for the supply method of various types of software 

programs, a currently common procedure such as a method of downloading 

15 from outside through a communication line such as the Internet may be 

employed. 

[0335] 

In such a case, it may be considered that the present invention is 

configured with a code constituting such a software program or a computer 

20 readable storage medium recording such a code. 

[0336] 

Further, the aforementioned analysis system or a component of the 

analysis system may be configured with a virtualization environment 

virtualizing the hardware apparatus exemplified in Fig. 18 and various 

25 types of software programs (computer programs) executed on the 

virtualization environment. In this case, a component of the hardware 

apparatus exemplified in Fig. 18 is provided as a virtual device in the 

virtualization environment. In this case, the present invention can be 

provided with a configuration similar to the case that the hardware 
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apparatus exemplified in Fig. 18 is configured as a physical apparatus. 

[0337] 

The present invention has been described above as examples 

applied to the aforementioned exemplary embodiments. However, the 

5 technical scope of the present invention is not limited to the respective 

aforementioned example embodiments. It is obvious to a person skilled 

in the art that various changes or modifications can be made to such 

example embodiments. In other words, various embodiments that can be 

understood by a person skilled in the art may be applied to the present 

10 invention, within the scope thereof. In such a case, a new example 

embodiment with such a change or modification can be included in the 

technical scope of the present invention. Further, a combination of such 

example embodiments can be included in the technical scope of the present 

invention. This is obvious from matters described in CLAIMS. 

15 [0338] 

For example, the present invention is applicable to analysis of 

communication processing in development and operation stages of an 

information communication apparatus, and analysis of communication 

processing of various types of programs executed on an information 

20 communication apparatus. More specifically, for example, the present 

invention is applicable to a check system checking improper 

communication processing executed by various types of programs in an 

information communication apparatus and executing appropriate 

processing depending on a content the communication processing. 

25 [0339] 

This application claims priority based on Japanese Patent 

Application No. 2014-1 95 1 77 filed on September 25, 2014, the disclosure 

of which is hereby incorporated by reference thereto in its entirety. 

[Reference signs List] 
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[0340] 

100 Analysis system 

101 Analysis target apparatus 

102 Memory acquisition unit 

5 103 Communication processing unit 

104 Cryptanalysis unit 

105 Communication network 

106 Communication channel 

107 Different information communication apparatus 

10 1700 Analysis system 

1701 Information communication apparatus 

1702 Memory acquisition unit 

1703 Communication processing unit 

1704 Cryptanalysis unit 

15 1705 Communication network 

1801 Processor 

1802 Memory device 

1803 Nonvolatile storage device 

1804 Drive device 

20 1805 Storage medium 

1806 Network interface 

1807 Input-output interface 
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[Document Name] CLAIMS 

[Claim 1] 

An analysis system comprising cryptanalysis means including: 

key candidate extraction means for extracting, from second data, 

5 one or more candidates of key data that include an encryption key by which 

first data encrypted by a specific encryption scheme can be decrypted, 

based on data indicating a feature of the key data; and 

decryption means for extracting, from the extracted candidates of 

key data, correct key data by which the encrypted first data can be 

10 correctly decrypted, based on a result of decrypting the first data by use of 

the extracted candidates of key data. 

[Claim 2] 

The analysis system according to Claim 1, wherein 

the key candidate extraction means extracts, from the second data, 

15 one or more of the candidates of key data, based on key candidate 

determination information including the encryption scheme, and a key 

candidate determination criterion that is information by which the 

candidate of key data can be extracted from the second data, based on the 

data indicating the feature of the key data used in the encryption scheme. 

20 [Claim 3] 

The analysis system according to Claim 2, wherein 

the data indicating the feature of the key data are entropy of 

specific data included in the second data, and 

the key candidate determination criterion is information by which 

25 whether to extract the specific data as the candidate of key data can be 

determined based on the entropy. 

[Claim 4] 

The analysis system according to Claim 2, wherein 

the data indicating the feature of the key data are a value of specific 
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data included in the second data, and 

the key candidate determination criterion is information by which 

whether to extract the specific data as the candidate of key data can be 

determined based on whether the specific data include a predetermined 

5 value. 

[Claim 5] 

The analysis system according to Claim 2, wherein 

the data indicating the feature of the key data are data indicating a 

placement pattern of specific data included in the second data, and 

10 the key candidate determination criterion is information by which 

whether to extract the specific data as the candidate of key data can be 

determined based on the data indicating the placement pattern. 

[Claim 6] 

The analysis system according to any one of Claims 2 to 5, wherein 

15 the key candidate determination information further includes at 

least one of an encryption parameter at least including a size of the key and 

an encryption mode used in the encryption scheme, and information 

indicating an execution environment of processing with regard to the 

encryption scheme in the information communication apparatus. 

20 [Claim 7] 

The analysis system according to any one of Claims 1 to 6, wherein, 

for each of the one or more extracted candidates of key data, the 

decryption means determines whether the first data are correctly decrypted 

by the candidate of key data, based on analysis result determination 

25 information including information by which whether the first data is 

successfully decrypted or not can be determined based on data indicating a 

feature of decrypted data that is a result of decrypting the first data. 

[Claim 8] 

The analysis system according to Claim 7, wherein 
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the data indicating the feature of decrypted data are entropy of the 

decrypted data, and 

the analysis result determination information is information by 

which whether decryption of the first data is successful can be determined 

5 based on entropy of the decrypted data. 

[Claim 9] 

The analysis system according to Claim 7, wherein 

the data indicating the feature of decrypted data are a value of 

specific data included in the decrypted data, and 

10 the analysis result determination information is information by 

which whether decryption of the first data is successful can be determined 

based on whether the decrypted data include a predetermined value. 

[Claim 10] 

The analysis system according to Claim 7, wherein 

15 the data indicating the feature of the decrypted data are data 

indicating a data format of the decrypted data, and 

the analysis result determination information is information by 

which whether decryption of the first data is successful can be determined 

based on whether the data format of the decrypted data conforms to a 

20 specific data format. 

[Claim 11] 

The analysis system according to any one of Claims 2 to 10, 

wherein 

the key candidate determination information further includes 

25 information by which a candidate of encryption processing data, being 

used with the encryption key when decrypting the first data encrypted by 

the specific encryption scheme, can be extracted from the second data, 

based on a feature of the encryption processing data, and 

the key candidate extraction means extracts one or more of the 
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candidates of the encryption processing data from the second data, based 

on the key candidate determination information. 

[Claim 12] 

The analysis system according to Claim 10, wherein 

5 the key candidate extraction means selects, for each of the 

encryption schemes, an area to be searched when extracting, from the 

second data, at least one of the candidate of key data and a candidate of 

encryption processing data, based on the key candidate determination 

information. 

10 [Claim 13] 

The analysis system according to any one of Claims 1 to 11, further 

comprising: 

memory acquisition means capable of acquiring at least part of data 

stored in a memory unit in an information communication apparatus 

15 including a computing unit and the memory unit; and 

communication processing means for instructing the memory 

acquisition unit to acquire data stored in the memory unit when 

determining, based on communication data transmitted and received in 

accordance with a specific cryptographic communication protocol between 

20 the information communication apparatus and a communication network, 

that the key data including the encryption key used in encryption 

processing in the cryptographic communication protocol are stored in the 

memory unit, wherein 

the first data are the communication data, and 

25 the second data are data stored in the memory unit and acquired by 

the memory acquisition unit. 

[Claim 14] 

An analysis method comprising, by an information processing 

apparatus: 
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extracting, from second data, one or more candidates of key data 

that include an encryption key by which first data encrypted by a specific 

encryption scheme can be decrypted, based on data indicating a feature of 

the key data; and 

5 extracting, from one or more of the candidates of key data, correct 

key data by which the encrypted first data can be correctly decrypted, 

based on a result of decrypting the first data by use of the extracted 

candidates of key data. 

[Claim 15] 

10 A storage medium storing a computer program causing a computer 

to execute: 

processing of extracting, from second data, one or more candidates 

of key data that include an encryption key by which first data encrypted by 

a specific encryption scheme can be decrypted, based on data indicating a 

15 feature of the key data; and 

processing of extracting, from one or more of the candidates of key 

data, correct key data by which the encrypted first data can be correctly 

decrypted, based on a result of decrypting the first data by use of the 

extracted candidates of key data. 

20 [Claim 16] 

An analysis apparatus providing the analysis system according to 

any one of Claims 1 to 13 as a single apparatus. 


