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file. The method further comprises determining whether the user is authorized to produce an

encoded image using the user-supplied data. Responsive to a determination that the user is
authorized to produce an encoded image using the user-supplied d_ata, an autheritication image -
signature is generated from the at least one authentication image file using an image signature
algorithm and a positive authorization response is refurned to the user data processor. The

positive anthorization response includes the authenticaiion image signature.

BRIEF DESCRIPTION OF THE DRAWINGS

[0609] The invention can be more fully understood by reading the following detailed
description together with the accompanying drawings, in which like reference indicators are used

- 10 designate like elements, and in which:

[00010] Figure 1 illustrates an exemplary encoded image formed from primary and secondary

authenncation images;




[00011] Figure 2 illustrates the use of a lenticular |ens decoder to decode
the encoded image of Figure 1; [00012}] Figure 3 is a schematic '
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. DETAILED DESCRIPTION OF THE INVENTION

[00019] Embodiments of the present invention provide methods for controlling the
production, transfer and use of encoded images. As discussed above, such encoded images are
used to d.iscourege or prevent counterfeiting and misuse of documents and other materials to

which the encoded images are applied.

[00'020] As used herein, the term “encoded image” (or “optically encoded image™) refers toa
rasterized', scrambled or otherwise manipulated variation of one or more authentication images
that, when embedded in a document, or in another printed background or source image, ‘cannot-
be discerned from the base document material or other background or source image without the
use of a decoding device. An encoded image may be generated from an authentication image

l using a particular set of characteristics that include encoding parameters corresponding to certain .
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orientation reveals the authentication inmage. Wthout the decodi ng device,
sonme or all of the encoded i mage may be visible, but indecipherable or

i ndi stingui shabl e fromthe background by the naked eye. [00021] It will be
understood that _optically encoded_inages nay be digital inages that are
‘decodabl ehagiptegistics B thegecifingslayifyy Whsh %el}opde&rdnﬁgeelapmﬁdwaftmeaﬁ eldhemy be
decoded kol uéwde &Vef @k prifeed échtﬁ:Hfi!ﬂadg% ﬂh%tehéhmdﬁéa%ﬁl&x&%\leﬁﬁ gRUCch as a
sof t wat e- based decoder . 5 gital enco i mages include encoded i.mages t hat
have yet @itengeationiifpged V‘énthoabfbd flasading\dqyinpssome or £l phibe erpodes) imagesma byt t al

| mRaes, R B G Re R S8R BB AME G pLuGRRT bPbefgagaded | mages. I

will also under st ood at optically encoded 1.mages may printed or
appl i ed [aﬁofﬂchnavmxua&?s&oohwoﬁmy Qﬁo&é@q@dg%dnfaywd@w s filiease of

i nci dent g in the non-visibl'e spectrum.or” t hrough se of scanning
devi ces @qse k1 ey angpplirad weqoligh devige if prénteiont (hakles léaBS‘-‘p%’@quﬁmﬂ thyiedisédcoded

i mages  rpghid %diéqﬁﬁ&c&ﬁﬁéﬁegﬁe Wichhs Qs é’?@s&&'@&% 3 b@;tgﬂeﬂ&%& 1 %g%s l'i ght

i n non- V|S|bewave eng g., Infrared) or t emts or ects when
Cillum nameiédmucpddgimnag% th?éhamysti th bepiricbiranplisdsn plysigal fornylas well hxdigitgl

[00022] i pdSel RS Gl scanfid il s TG Scode Shailesr kg0 used |0

t he production of an encod I mage thentication image nay therefore
be an mwgier%mé\ﬁaélewcﬁ%yem@daaag&s mgy B¢ plinedrrciplicdumench puge fot they elmcondary -

i mage proyidsidlnly iR8sh B ut RiHeR HolBE $he doRSAROERLES bﬁmp b akd! e

i mage. . [ 00023] Encoded mages of particular interest tot esent

i nvent i off sganamelflssises opgtablg %wdwahﬁugﬁlpéanwmﬁespeﬁwe alurly engededdmezassi ng a

| enti cul ﬁﬁluh‘%ﬁﬁose gl{&@d iR g %&dﬁﬁﬁh:ﬂ e2if bigfledtight ﬁ%ioamsﬂé wavele@kths (.,
5,708, 717 717 Pate i s _hereby incorporated éreference inits
Tl

entiret ymﬁgﬁ@)?flﬂh"éﬁ@ﬁs ?fdﬁ%ecéﬁd’\’}’&ﬁflh’gféﬂaéﬁd ttYHEhh’&DIOP‘EVVlbﬁW%"I‘? ghieizoul ar | ens

to screeﬂthmﬁgg content based on the lenticule frequency of the |ens.
These inmages are typically encoded by one of several nethods that involve

est abl i sjgooxz]a Aeqied dedemethufrentdcattindmpgdst ﬁfcmdék?aﬂyn@ag% vkl dRPeMuction of
correspondi %1%0 t hat of .the lenticul ar gl? o} he used g a decoder, then

i nt r oducTHgeNled 185 SriLuthgpricpiin lﬁlﬁgetrg?%ﬂlf’r TdEPeT pav! ‘?‘Hﬁ’é‘lsa?‘? Ricult to
di scer n vikibla bhékgrmkeﬂagema secOiiad4inagd goviasl fbr awslaa hilldensiigat € the use of a
lenticular le Sq t iﬁge an encoded image. Figure 1 shows an enl arged
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[00023] Encoded images of particular interest to the present invention are those that are
configured to be optically decoded using a lenticular lens. Such images are described in Alasia,
11.8. Pat. No. 5,708,717 (“’717 Patent”), which is hereby incorporated by reference in its
entirety. Such images take advantage of the ability of the lenticular lens to screen image content
based-on the lenticule frequency of the lens. “These images are typically encoded by one of
several methods that involve establishing a regularized periodic pattern having al frequency
‘corres,ponding to that of the lenticular lens to be used as a decoder, then introducing distortions

of the pattern that render the image difficult to discern with the naked eye.

[60024] Figures 1 and 2 illustrate the use of a lenticular lens to decode an encoded image.

' Figure 1 shows an enlarged view of an optically encoded image 10. The encoded image 10 was
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frequency, which corresponds to the number and spacing of regular screen segmeénts into which

r—f-

1"
..D

an image is divided and the number and spacing of the lenticules of the lens. The en_codmg‘
parameters may also include an angular orientation of the screen segments which determines the
orientation at which the decoding device must be positioned relative to the image.in order to

decode the image,

[00026] In the discussions that follow, encoded images that may be decoded by lenticular |
optiéal decoding devices are used to illustrate the embodiments of the invention. It will be
understood by those of ordinary skill in the art, however, that any image encoding method

. having a set of definable image characteristics and encoding parameters may be used in

conjunction with the methods of the present invention.



conjunction wth the methods of the present invention. 5 [00027] As is

di scussed in co-pending applications U S. Application No. 10/847,943 and
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user to obtain validation/authorization before an encoded inmage is
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after authorization from a central control processor. Flgures 3 and 4 illustrate systems for

controlling the production of encoded images by requiring a user to obtain

validation/authorization before an encoded image is produced.

[00029] With reference to Figure 3, an automated encoded image validation system 100
comprises a user data processor connected to a validation server 140 through a network 160.
‘The network 160 may, by way of example, be a local area network that connects a co-located
* validation server 140 to a plurality of data processors 110. Alternatively, the validation server
140 may be remotely located relative to the data processor 110, the two being connected or '
' connectable via the Internet or other wide area network. In either case, the user data processor

110 may be one of a plurality of user data processors and may be connected to a user interface




140 may be renotely located relative to the data processor 110, the two
bei ng connected or connectable via the Internet or other wide area
network. In either case, the user data processor 110 may be one of a
plurality of user data processors and may be connected to a user interface
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actions W@qﬁ?qﬁ‘éﬁﬂr%]@ construct an encoded inmage. It will be understood that

t hese action e di vided so.tha the actions are
carr 1 ed IDBORs ThRhuioarea fodren Beprirab e 1o efbcwiiR Ay Bt dEn T ne
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under st ood _t hat, one 0
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bet ween aisﬁé’euﬂéeéﬁm ! %Ober?fé‘éqsf%%grtgii‘ﬁo%?f\{q g@"éilrs g'i‘i‘f’f%’ﬁ P08 A Bfﬂ'ﬁ‘e As part
of this duf Byhaaicr dta plobsdts 80 whikyoneSuhivte adtiitiofdd actioas irdadriiehowdy wer 140 one

or nore ay hentl Caﬁrﬁ n i mages and/ or one or nore user- supplied encoding
par anet éfPJé UPRELET @ t hen be used by the validation server 140 to produce

t hat h . ; wh th
o conco a8 o Bl AT o Bud St Bl B AR bl g er @ e
an aut hesdridemtpestessoi iD@dd tihe&alnbmm servad i iAorpait of this-trrgeactiony el tsednay
aut hent Legbh flnl JRget 0nd896:a0 SRE AL RALABRIE i %ggnégt? onk BEAERALA! ed into

the encS88d rmagée b i'on server R anot her
exenpl arsyp;émb @chodmgn paramttasume may thep beritted &y thervalidationi gse vard #Q totpsodube

vall dat Q0 SRLY Raed Ak is WA o6 HRAUE A MOEARNAD, HikORE AHRH.] e into the

,docunent an ret rns 1t e user ta processor 110 for nting or
st or age embbdsied inip & ﬁomment@e@ em@ﬁ por prirfies to gradpcopmpauthgifippted eﬂ@%éocmplé

aut hent i Gatl A dohRELSufMEd SincARGBh ifRELakAR bacdHRR bhatl-SAGRHHRY

incorporated info the encoded image by the validation server 140.

{00032] In another exemplary embodiment, the user may submit an entire document to the
validation server 140, which creates and embeds an encoded image into the document aﬁd
returns it to the user data processor 110 for prmtmg or storage. Along with the document, the
user may sublmt on¢ or more authentication images and/or one or more user—supphed encochng

parameters for the validation server 140 to use in creating the encoded image.

{00033] Insome embodiments, some or all of the actions required to produce an encéded_
jmage may produced by a second server. This provides for separation of the validation and
image enceding tasks and also allows for multiple levels of authorization and control. With

' reference to Figure 4, an automated encoded image validation-system 200 includes a first



paranmeters for the validation server 140 to use in creating the encoded

i mge. [00033] In sone enbodi nents, sonme or all of the actions required to
produce an encoded image may produced by a second server. This provides
for separation of the val i dation and inage encoding tasks and also allows
for nmul-t] h I to Figure
4, an au‘%a%dn% e%genco %tﬁ@{g \%/E‘%ﬂdg{% ?%gssgpisqoet%%'gl ncqeggorgﬁgyfcﬁlfst 7

val i dat |Mmmrkr26(24ﬁy,dmmmpladmaéocal a;lsaaretwjuk andih@ﬁfssmhﬂatﬂm&eltvhrﬁ()gh a

first networ Th flrst n 0 nn 0 e, be ]l ocal area
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comuni CRRTIRISRI? W%@eﬂ?épatﬁﬁrtoﬁesf) ssor 210. [00034] The user dat a

process ted t car e or [ore of t .lons
. associ aﬁg%'%\%?t h eﬁ’é% tﬁé’pogﬁssorrégéﬂay éefi?(’ UsTF GHEF ca§ & 2. 10
may car raysooiatedtm&m@maum@o mioyvemmahe nsecéata/pm@swa.lt@maiadumt fhe@m one or

both of the first dat i _val i dat
270, Loctay orhaeey Fet Gk ol o8 2 5 R RkBrkimics Aot o

and contarsetontitvelidaiomseeas Py of encodi ng. actions on the user data processor

210. For exanple, the first validation server 240 may be configured to

recei ve [BO036] t Hihediss valifation ssrvor20snay 2 poogammetestoniior adcodl the | mage

uSi NG, COfdcltholbr 8heodtth Rl Ao PAE ALtk By B%ﬁ%g&%é Srahfhe A ARG, ON

i ndi ci a daton server programre

verify tsna@r ZRenayde confrgyred fereosi ey frefathe usy@@@m@%@@ aaw:cmcam mmicz@d to

carry oyh, 1%ehf‘sm B el gﬁ&ﬁe%c giﬂr ?arﬁﬂﬁg QR RS Phe

i ndi ci.a. i's VerificatiGh is conduct usl ng irst set of aut entlcatlon

crit eri aakidpsion paayer B0 magbefyrthes peagramyped t@étsl’ﬂfylﬂwt thaueer apy/the jeer dethagenent

entity %m&gse}illorage au%nwté barkPdulk BR h Qg hdeREs R0 mﬁ@@&@ﬁ&ﬂfl&@g t hat
e firs

t he request neet s first authorization criteria I dation
server dmndigy Tf’he%t‘iﬁrlﬁca&ﬁﬂ HEPHIFIed N hmpist ok Afhentratiprecriieiathemay ber ocessor

210. ThesihinRhed) 18asPiHQER T e m&ﬂa%erﬁ@‘l’edtﬂ?&bnﬁﬁmﬂg iR Girdt SARRLN RveroaPdi fi ed
formof the reguest to the second validation server 270 via the second

net wor k Upgp congfuding {hat fheapqpest megls fhe st ayhprizagpn, eriigrda, the Siag validptionsaver he

‘request 240 may return an anthorization approval to the user data processor 210. The user data processor

210 may then send the request or a modified form of the request to the second validation server
270 via the second network 280. Alternatively, the first data processor 240 may send the request

or a modified form of the request directly to the second validation server 270.

[00036] The second validation server 270 is in communication with or selectively in

Communicatjon u;ith either or both of the user data processor 210 and the first validation server

240 via the second network 280. Tt will be understood that the second network 280 may be the
 same network as the ﬁrst_ network 260 or may be a different network. In an illustrative

embodiment, the first network 260 is a local network while the second network 280 is the




or a nodified formof the request directly to the second validation server
270. [00036] The second validation server 270 is in comuni cation with or
selectively in comunication with either or both of the user data

processor 210 and the first validation server - 240 vi-a the second network

280. It will, he unders d that n rk 28 anme
net wor k I'?;\tgmﬂﬁg[“ ﬁ‘?r}gd b?@ﬁ‘?% %%BS gﬁ%ﬁ%&ﬁg’r ﬁkr tvﬁgdarﬁle%{vsx%rsﬁf%ﬁn
“illustrankd &mmrmndhuﬂﬁgawertzmarélansttercmﬁamdmézﬁ@mt&na. | ocal network Whl l e the
second network 280 i.s the 8 Internet. |In another enbodi nent, the user data

processgonid1n, Theeechhd slidvitdni sdavei 290 ngrbe @rogidfinand rectie asbovahdteval i dat i on
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request froma use roce val i dati on ser The

r_dat a 10 or firs )
Lo ln i 2 moe s ogeR RyenE Bei i e 0 ¥ de GRS Pr e e | and
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D hers sl e ARen i e E ThS LA R OLE DRt lia PEaE §SrhBE S cond
set of aamrhﬁaidnmaitdr@rmatm@séb@ed hiothe ramvyis bxanpaga@d a@‘&ﬁéﬁeﬁt&ﬂﬂfeﬂ%ﬂl&ny usage
agr eenment est abl.i shed wi ion. These

e usin ent|t ni za
criteri éheﬁ’éﬂpgleﬂ%ﬁyl?ﬂ%rgﬁl?ﬁt’f’g t‘?fzs'f' ey %’inﬁla Q‘E‘T‘ %“coélﬂ%Parf'r'ﬁverﬁe used,
limts cmt hﬁgbam&harnuafontthermsnaehﬁmm angmmgfsbﬁmame m}belﬁ@emadwmcmghow | ong
it my b f(é(g(%eon an. e§§) tlon dat% r e Ie%,flin%lts on the
nunber 6tfmaé'nc?dla A5 08 FR &< R § 'R E BPREBE FhE® PP 8T 8i5°%e content of
_user - supphdes thaembyenirodigitd onid Iimﬁdlomﬂm conidpmi umuﬁpuddl aghdnkiedtioh helidie quest

neets t secongl L‘!_hafg rization crite econd. v%lelsgc%;lclloﬁ tgerver 270

18
may ret uPR" &N caut fror zaetr? HEStgbeﬁtrséh\Fas ka a? enzﬁté%nrcn At processor Fo and/ or

the fir séven2dDd Indammm aseuth@rzaﬁeﬁﬂappmaitthﬁxesawelamlpm«;smm%adfonﬁtem| dation
server e r ers
and/ or gé&r‘% | ca ?J(‘)(ﬁ ‘?tn I Cl a%ﬁonﬁgs%glg% %H%hg&ﬁgr?ﬁ%%? E’gov%?eoc%g%éor .in
constr umbm—nqrﬁmhcéwe@nmmm@d W@rm@entm?mn@@w Fq beised bhde s datst ood
that th Brokids bﬂﬂﬁo&ﬁﬁ%ﬂh'ﬂﬁr@@%t@&c&i tut&ggeor evi ously descri bed

aut hentl cation net I VI de up so that some or all of the actions
are di St[(‘dO@Sﬁt €6k will be understood that the various encoding actions of the previously described

authentication methods may be divided up so that some or all of the actions are distributed

between the user data processor 210 and the first and second validation servers 240, 270, It will
also be understood that one or more of the actions of the methods of the inveniion may be carried
out by the user data processor 210 while one or more additional actions are carried out by the .
va]idation.servers 240, 270 as part of or in conjunction with the veriﬁcation!aumentibatidn

process.

[00039] Figure 5 illustrates a general method of controlling the production of encoded image
* according to an embodiment of the invention. The method begins at 8105, and at S110,

encoding parameters and variable indicia are received by the data processor running the

9



. to choo

bet ween the user data processor 210 and the first and second validation
servers 240, 270. It will also be understood that one or nore of the
actions of the methods of the invention may be carried out by the user
data processor 210 while one or nore additional actions are carried out by
the wvalidati : 138 alPolnbRfatiH of RerGOMIMAGH RR-udd h the
,verlflcé? 8%¥%§?ﬁ§h caﬁ%gglméﬁgbess © gﬁ (I):lg%rgﬂi illustrates a
gener Isﬁgﬂh@duﬂmmn@mmwmﬁﬁau@wmh@mpﬁmwdmgmﬁﬁm®$meﬁ@§@§ﬁmﬂﬁﬁ§ba according to
an enbodl vention. . QR S 110,
encodlndmgg?éﬂﬂf‘ngxi g?mggan?% %E%&%%ggﬁ@%§§b% (qu%%F%%processor
runni ng btyim% Renfall ndthiv pra\nmmly actatﬁitshﬂirwthomgecmtalya i Freseumtideramsaycfonbi nat i on of
user-suppl i d. non ser ntig : 1o aand/ or
encodi ng* &ﬁ%@&#§“ﬁké E@n Véﬁ%#lC&%IOHFF%pg%H ug?ed to
det er m RRarhjle taBernayoish p&gmﬂad tarmiosas enly e cireBtseateid frequendyor opematiodeflan by t he
- user fall mAIhIHJEMQVIOUS|y establ i shed authorization criteria. These
crlterléﬂﬁﬁvnm??ﬂ €%anpl e, include predeternined limts on the encoding
par amet atthe I ermtted
e S e T e e S
-aut hent iggat nﬁaudnﬂmgellmitﬁﬁ}ﬂéﬁiadlﬂ'gmmmmf dreathemivaten indiciagdhemyifiogiaast abl i shed
based on terns o e S on ,
encodlnﬁnﬁﬁ?§W§“mW§éor athe 1?%%%?%%%fﬁg%%&ﬂmﬁﬁﬁ@gggﬁkgg ?mnh&%%rlterla
may i nclopeteoded imajzds that ntalide prodived. bfeitigesseodn achel muthseol usexirimages of t war e or
t he nunber of £n gggt I an
act ual FPHPEFACEF u%%fmgvmgﬂgggg nﬁ@ﬁﬁé ?ﬁ%?%neﬂpggmgg%%g%%ﬂﬁﬁgﬁg%goftmare
i s used.explation datt inagbyinclded me- based |inmit such as an expiration date may
be included. [00041] The authentication software may be configured so that
an att erljﬁﬁ04b]y The suthentigation sefswrre wenbreconfigiredsoghatiag afierapt by @gerr fyexseadanet er s

or indig offofsf Eﬁcﬁﬁlﬂf?&ﬁﬁe’t@r@ 51ni§d19ifa tﬂé.? Sre loffsidt MRt ternd @ s\l that! €SUL T T N
an error ssage elng dis The error nessage_ coul d be

di spl ayeskr wﬁlbres@kmmeérormsswﬁ emsé%ﬂa@&&é%% dihe enegEstree feilitbhavi ng a
screen f¢sﬂ§®nﬂ e%&ﬁé GiShe ﬁéafereai@&gﬁn @:ﬁ:@&&ﬂﬁﬁ d Kavidi: sues freduEnctyQ@tsﬁEt ual

nunber uses woul d exceed t usage limt for .the ser, he

aut hent iteaeigsnssigngg & Horer M&%ﬁig@%?@ﬁé&@?ﬂﬁﬁw% P&gﬁamfté?r @d to its

content Qi or@QhSaidRiuibHeh ichRs Qbééhb%nsﬂdp@ﬂet&@:h@é’dﬂi irfagelu@to itshentent or

aut hori zation criteria have not heen qﬁ t he
dots-per-inch resolution. Upon determining that the authonzanon criteria have not been met, the

method may be terminated. Alternatively, the user may be prompted to provide input meeting

the authorization criteria.

[00042)] If the authorization criteria are met, the encoding procedure is authorized at $140.

The authentication indicia may then be used to establish a digitized authentication image (or

iméges) at S$150. If necessary, some or all of the authentication indicia may be rendered to form

a digitized image. The authentication images may also include non-user-supplied authentication

indicia. At S160, the encoding parameters are assembled into an encoding parameter set, which
- may be used to encode the authentication image(s) at SI’YQ. The encoding parameter set may

include non-user-supplied encoding pa:amefers in addition to any user-supplied encoding
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met hod may be termnated. Alternatively, the user may be pronpted to

provide input neeting the authorization criteria. [00042] If the - :
authorization criteria are net, the encoding procedure is authorized at S
140. The authentication indicia may t-hen be used to establish a digitized

aut hentication i e (or i es) at 5 I [ e _or all of

t he aut HSFADICEEY | ﬁﬁ’qfsﬁg’lng F&c"ﬂg&%"ﬁ)ée ?é‘hé:,e‘o’%%rgd ?rgtnfbgc?%ﬁngoa%y%ﬁuﬁjgﬁ;g% i mge. The
- aut hent igatihRiy distaged Tymahdiendswt Si@fe non- user-supplied authentication -
indicia. At S 160, the encoding paraneters are assenbled into an -encodi ng

par amet gpoEs] .  Mdbatdd abowethdealidaid shderendiogiprotdse stepstomgyrieidbadadamongrage(s) at

S 170. The .encodi ng. paraneter set na i n¢l ude non-user-suppl i encodi ng
par anet ep&tpla P&&qu‘?‘is g“r‘f{ EAN fﬁ]@té Pf%fvfﬁ?)rl alng RS ‘r%l%it "5 gﬁg%ﬁg?rg% The
r esul t i NEL@ARS IR EkeiiPhg e Bt dRRa G ali@tonsysemBod dedisishiitr & Hogysrart00as

reviously discussed. : The nmethod ends ,at S195. 043 ot ed above the
Vali dat i’fégilfﬁﬁd'r@‘?ﬁ@i‘g?tw& Smaé@%haéﬁ&fﬁg-dﬁamf‘é%’d‘[&ﬁg@hﬂl&/ﬁf}%ﬁ% %iple

pr 0CesSS QogndcRAlid thidgtich seSer 340 aliraughl2aeeasiod70a2d itiserated inFigee 6ahdé dat i on
servers. Figure 6 iltjd_Hs,trat,es an exer.%lfa .encoded imag@véva'ligqt on system
300 t hatvajidatiop srethers ¢fdhg dxenlion mayby ¢y iessou BUMFR EONATT H8T10h Ssyst em
30?, gas_c@eﬁt%@fmﬁ&@h?zl%l&@ﬁﬁ&&@lﬁdaﬁ&@mb@ﬁé 34zgg7mgbﬁzga1de1gtdﬁodele>814.cmmﬁpt ed t<63
val i dati on server t hrou a net wor . illustrated. i i'gure 6,
the valPebies s EREEES GIPERP ﬁb@ﬁ&eisk?w?’?éf&s BePERP P"efé"“gﬁ?”‘ifg?%ggt hr ee

pri mary sgfit WelotulsbiletBce wWith dthdr @dtiule0 fTh drrikusiraigd beb@iRent ghevallendat i on -

nmodul e 342, and a codin dul e 314 = These _ nodul es. t he ves
conpri sé(’gﬁéfeé‘i‘o‘iﬁgﬁigé‘ﬂg%%{fg%gg PSd"g%ﬁ‘ioWeﬁ]g?rftiogg}eélfo’erfd %@f‘f"%‘ﬁ‘s@sﬁbm thin a
modul e Qind itvanfiAes mothilh 34 # essidentduliesvalillaioh ke vér310sk méll beluenbbodd thent , t he

client software nodyl 12 and the encoding nmodul-e .314 are r.esident on the
user dattBe fHceding &g ‘H‘é%(fpm@'n%teﬁaltéve&aﬁeflg%?l} %%P T R P K.l’cgs%?relgi dent on the
val i dat i @mnERicdesn WidDhe bier tith probmsan AtiRo st tedetwost 370tdneveenddiireny nodul e 314
may alter naoté#vel y reside on a separate encodi ng processor in conmunication
with thd®tEBF data processor 310 over the network 370 or over a different
net work. e b el QY HRYivD Qo e abd -
.receive [Ioﬁlﬁl%l? ﬁhgﬁ]ﬂfrﬁ% use%mgﬁ%égﬁlﬁ?{/% cally _egecultvedpfromthe user data
pr ocessds typikally Fieenter] framthegistridoaprocersendle. Thocliepldagdegsiedi? ause a
?-r aphi Caalda%‘?c?tro & &aﬁﬁ&? udeD e AR RN whidf HeSBEr R NMnpub B4t 1o @h@ndiQlon:
ransm ssi‘on, o
and operation by the server software and encoding modules 314, 342. Input from the user might

include the authentication images that the user wants to use as visible and/or hidden images in
the creation of an encoded image. It may also include user-specified encoding parameters such

as the screen frequency or resolution of the original images and the desired encoded i_mag_e.

[00045] The lclient software module 312 may be adapted for accepting the usef inpuf and
formulating a request for authorization to produce an encoded image based on that -input. This
request can be transmitted to the validation server as described in the previously discussed
validation methoc_ls. The client software mbdule 312 may also be adapted to compress the
authentication image files that have been identified for use in creating the encbdéd_ image.

" Compression of an authentication image produces a compreséed or “thumbnail” authentication

image. The original authentication image (and the resulting compressed image) may be ahy type
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and operation by the server software and encodi ng nodul es 314, 342. | nput
fromthe user mght include the authentication inmages that the user wants
to use as visible and/or hidden images in the creation of an encoded
image. It may al so include user-specified encoding paraneters such as the
screen freque S0l Ut QN ' - qmgé%@ired
encoded ?fﬂéa%e%g.’[s%béﬁ}m?ﬁgpg i'gjfﬁ%zbgg%gég %%%%gg%%yhge adapt ed for
acceptj ngay treetransmitted tythe vaidetionfsorven 348 elong with e queedingvalidation fayestzatd.on t o
produce an .encqded i b i t j ¥ be

Fr ansm teatin e pnasslr e PR befluiah ol YRy ol sRuato R GRE 2678 )

di scusseginert@landabgecipnatetchind san bEheedcih Reerondlofel phvesilwadel e 312 nay al so be
adapted to conpress the authentication imge files that have been '

i dent i f i [@0od6pr Inske validaioe aystang3@0n the ehrnbshdiovaramaefile 318aeauessaitonizaionan

aut henti cation_j. [ ) ' 1 Htggg-%a[il . i.cation
i mge. Ttﬁcgn giﬁivall %%ﬁggﬁgﬁgﬁﬁaggt% F%%@%&S%ﬁ%{uap% E] ﬂ%eheg resu {)c}u}]egé%gg rr%% %ugs ed
i mage) nmyenbeicd iyagepgieg e authentivetipa ifnkgdes andsanctingpapimcapappdPeEtyy heFF or G P

i mges. Thynbnail, : ti.cation i ' }-%qy' t S
- val i dat i‘@ﬂg@é_’f‘v ordugﬁgggﬁg%gev&ﬁ rf%ﬁm’togg%gﬁ%o i nﬁg&g%tlsi ﬁgtl or?h?gaag?%{ﬂﬁ%nd,_ as
wi |l be @figmitss e dxpcubmrby tibatsen datarapcesbi B0, it pan altpenatively bpyeside.opal i dat i on
nodul e 342 to e i S| i cond
Tovel “of e aran ik niy BB airaRRS) AR 405 ghaka b2Re B VRGd iR O

sof t war eornmBdicateBdRnrsefjweas tmwdalst Aothiszagei thesoffaagmaxeeised qnl thewses date nodul e 342
and subseguent c : ' idihatiOn & EALE vaissipcoded
irrage-usﬁrﬁ‘besﬁoﬁéyoalﬁ&%eﬁlfnﬁ%g??%ﬁ%ﬁ%@%@%ﬁ%g&ﬂco im%g par anéfgg]rsvapp'%%ed by
t he val indabmsomctinpdf heer@dded vinggeni | | be under stood that while the client
software nodule 312 may be resident on and executed by the user data-
process , Jgur USIrAes ey GI8Epi§ea py \ r (which

ol 0GHTD _F ?rayﬂ iratesr QY die Ea plaspraesst ofgytaiping %’fﬁ%@f’%@:ﬁ%’é

may be t &f%yeﬁﬁéche@oﬁﬁé MBY daBARICoRBE BRI Bihalitulf) SrclbHBHt s¥firRard mbBle.br Owser

or a dedicated client software nodule. In this case, .the software executed

on the uBwrpretsssesiss 98 ot W16, ipfeynssion relangde the desiref &aaeeieptadingdt e used to
submi t i nf or ABtONLEOHFREMS Ser M At THE Rser 30 af0 PRvidéabdrerdafiaRNsueRcoded
i mge. [00047] Figure 7 Illustrates, a I% dl_%ar,am of rocess of

of a
obt ai ni rR§ 2aReTBHBOEE @2SHETe Vhich S13Y CRiD é“‘btfierttﬁgb%éif‘th #2H%r ocessor
and, in gahth&dbdinagd. "PheGhforRiriod pidvitled By st enay idhsfyne oessrebegi ns  at ,
S205. At S210, .information r?I |%lg‘$.a_the sired ima?% encgdi.n i's.
r ecei vedeufeptigagon EaEes tp Po BRyf 1 ¢ O { B8 ¢ BSCTREESH TRY PRENV™S I E™EF ovi de
user cr egefibaif®d inSdnG Bypical manner of selecting a file from any data storage medium. The user

information may also include encoding parameters to be used in encoding the authentication

image(s).
[00048] At S220, the one or more autheﬁtit:ation i'magesrare obtained by the client software .
module. The images will typically be obtained by retrieving them from storage based on 7 '
| information provided by the user. Alternatively, they can be rendered from the user-provided
 data. The authentication images may then be compressed into thumbnail images at S230. The
thumbnail images, along with the user credentials (if required) and the encoding parameters are
then transmifted as an encoded image authorization requéét 1o a validation server at a location

that may be remote from the user processor. It will be understood by those of ordinary skill in
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as a usernane and password, which may optionally. be required in order to
obtain authorization of an encoded inmage. The information provided by the
user nmay identify one or nore authentication inages to be used for the

encoded i mage. These i mages naybe stored in image files identified in any

typical nanner of. sel ectin a f| fro e user

i nf or matlieaH thakyhedMagss Set ™ lﬁe uesa(l?oéﬁr{riea(ti%r S %@?p%eegﬁts] gg‘fon éeﬁts:%dl ng the
~aut hent kgat I1GkRs bbdmgﬁ{d§ﬂowe&é}§)ﬁﬁﬁheré\hr38igﬁﬂ“;,caﬂt pecessiag and rorsmisaioh bpsed | cation
i mages are obtained by the client, software nodule. The inmages w-l|

t ypi cal P‘}fvaﬁ@g‘éﬁﬂflaﬁ“ﬁ?e@%esf"é[tlw fity t hem from storage based on information
Gser - pr NG Asiisnssrhe ot Al Pt b A AEGR e PP RE B Bl RS sed 1 nto
t hunbnaikifidagaterdicdS2RQ and B8 entdiitypasinetctsaad esyrmaionthonizttontresponsser
credentials (if required) and th ncodi neters are then transmtted
2. an eHCBIBEPIHTES SAHORTEale SALPREUBREN, BOLIF RELIFOR OL RES o

| ocati Oﬁlgnétﬁ!l% gdFBMitel ErobA® ifthdnkiitioh hﬂagﬂﬁﬂierﬁﬁdiﬁ:@m:ﬁlieterb teceiivéd inlilee under st ood
encododraess BB BHOGPFE R g BEAGEE 14 TREGHEFGLCRIPFor m 11 has
been foupddinBQwRSkss fbiat u;d@ﬁgtﬁlca;ﬁgethse@aﬂefdmagu P s Ihasg e@bellimeAn S M Ssi on
speed advantages in usi ressed i ma edﬂ#ﬁ@gqt{oooo 9], As di scussed in

e el ass focin ey 5y GRBPE PoR e AAERES OB oy verifi es

t he useg&hRgenbddbdatitodod anaROE Wigchs aepdoes Sotdnek doptrok NS an
aut hori zation response. |If an encoded inmage is authorized, the validation

modul e pEDesell S G 5RO SO6E mrchamrse&wamgedulsregmmsuhmx&gmmoatrapomspom t he
aut henti_catjon.image and [8rs L iV [ Jrequest. In
sone en‘S‘BHﬁth”e ’élamgl‘?%"%rallf@%ﬁ’ %rglag?fu?g’% R EYH reqruofgne%\sgg User - suppl i ed

encodi ngemmsmmﬁmmahtmﬂmum%mm@ssaggnmhmfmfbde@rmwy then sone of
these enbodt ﬂg?nﬁasgﬁ%en Bl 2 B URALLE L IPY S1S vatiBBl: Yo Soportunityfo

non- usef? on -1 mage use Irn- enco an a
encoded rdgoesy wtmfaaumtfpx:the tohegze uationd dé@e muhorhm rewnnseds POS[tO’@(% 8270at S250

and S260, . £ 06 ShlR:a9 8L HAkE IR LIE SARLN ARG, 3 RALIAN. Amb&aPONSe

from t hE"RESISIERRT S rver the authorization response IS negative, an
error néssagt theencofingpmadudehndpaSe6H it P28 tthy image Hignaiies rgecaved frpp the message

rmy I nf Ogltﬁahgi?mblcﬁﬁer al@lfg Fith ﬂ@gném uncompressed authentication image files, the

encoding paramet@rs designated by the client prior to requesting authorization and, if

appropriate, any encoding parameters or authentication images received from the validation .
module. As will be discussed in more detail below, the encoding module performs a final
validation procedure and, if the result is positive, constructs the requested encoded image. The

process ends at $295.

[00051] The validation module may be conﬁgured.tlo receive and validate encoded image -
reQuests. Validation may include veﬁfying that the user is an anthorized user of encode images,
generally and whether that user is authorized to receive or produce the requésted encoded image.
Tt will be understood that the functions of the validation module may be executed by a single

" validation server or may be spread across plurality of servers, any or all of which may be remote
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aut hori zati on was negative an/or may indicate that the user is to be given
anot her opportunity to request authorization for the inage creation. If

t he authorization response is positive, at S270, image signature(s) nmay
al so be received fromthe validation nodule. The client software nodul e
then calls the encodi ng nodul e and passess) to iim af. S280, the image

si gnat urfEesn the @esr dlatg Pracesser AEe VadRHORSETVERS) Mo P Bosisdin applicatipresugh i nal ,

unconpr ggeme ﬁﬁt&ﬁﬁﬁﬁd Sedet BOmMIB@SOHFL, Fdr@gampfile  encodi ng paraneters
desi gnat ed by the client prior to requesting authorization and, if

_appropri 65052] arB{gL@élgﬂﬂllstBﬁesQ%To@ﬁﬁiﬁizﬁ oP4 oﬁdﬁr@&éﬁdf@@ﬁdaﬁﬂ bﬂ‘@f@é‘&dﬁﬁﬁf‘é ved from
t he valldatlon ) nodul e. As wil| be discussed in nore detail below the

encodi ngeavs§Toa e persneiive pf theryalidation sorvea ench i pFtisale from the gerspeptia r esul t

i s posi tgMBijdaRAhddHR! 'Phé:ﬂéh&d%%i%&t%@O@nﬁpﬁﬁd AnlBRERIed e rROERSS ends at
S295. [00051% The val i dation nodul e may be configured to receive and -

val i dat @ecelved fear qnpagpded w@qa@ﬁ'@@torv&|uﬁfaa1@ia@rp6ﬁ8é9r i e lenepded israee (ARt t hat t he

user is 3 iadaoeduegisk s REicdion ?d?&ﬁﬂéoﬂ SR8 uscHIRAE b sl aDaE er that
user. is authorized to receive orQ‘fro uce the requested encoded 1 mage. It

S wi || be imrasdpiormaionrelaingtio the £raeded ig1age ofimages earsieat Ao fisepsted labovivaije be

execut egpih léfo%ﬁg,h%aly\ﬁ?émd@ @iﬂae%r &ﬁws%f.s@bhmﬂaﬁucaﬁé@&% AGhASS Pl urality
of servers, any or al may be renote 13 fromthé user data

pr ocess 6¥pplivhetcoding E§W@WSSEPIV%W€@PaW% 2 mees detabasss there@sPps cati on such as

| Nt er netgehifiQkiR iR halSt 48 be ﬁsre@ea Mn‘@f @5QhS reqhddfor REAARE SysiekPR05R k3% gure 8
illustrates-a fl ow di agram of rocess of validating an encoded i nage

request aR¢ A% H%thﬁéﬁegﬁ@e@wzasmor@ ﬁ"é neg Hlifleit pegrfive @pldationresponpeis giErped | ar
from the, ﬂaefe%las‘s%lam@f It thd\@eMBink dﬁigagwmﬁulvm 118 oFplehasiheai ns at 5300.

At 5310, an encoded inmage request is_ received froman encoded imag

r equest Srlidption gritera fBﬁ‘ihafeﬁPﬁE}é§T§6?“13VFH@°W$%§%5Q‘ dHPS8e therwgqsncl ude

request @hd dnid6dihg Haraiet icbﬂédﬁdiﬁ-fﬂe@éhu&é!@ﬂhr@&nﬁaabéﬂ@ﬁiﬁ&ﬁ@vﬁﬂ&hoﬂ%ﬁﬁsmr d as
wel I as__jmage I nformation rel atln t}%&the encoded. |rratg§ Qr. i nages

r equest Hdhe Kauesied epoding PaBEGE ""farﬂé’ Jlee Tapges FRASHIER i yalidﬁfé‘f”dﬂ’éer’ér t her or
both use hegiaupepwﬁdmu&dpeﬁse liscafuiea td the gRGestirdt SEISI If thaiRphdsed eﬁj%eﬁgl Ing

paraneters. Usin rmation f dat abas the r
oo 1 PR T e Fase e e T Db R PaS Hie s ert Satedhere | s o
val i d sysitemisiaehorzed S8 posidndvahidaddn résporishés mﬁfea&nmf; &Jqdesﬁﬁsﬁmm are not
val i d, ative validation,re nse | retu uestor at
naas "1 PoltRER NetPralfin piRat S Ind TRRANA Fao ity oA Ko oLl et B A

' the vser database. As shown in the exemplary system 300 of Figure 6, a user database 352 may

be establisﬁed on a separate database server 350 such as an SQL server.

[00053] As noted above, the positive validation response may also include non-user-supplied.
authentication images and/or non-user-supplied encoding parameters that will be incorporated
into the requested encoded image. As an additional security precaution to prevent later attémpts
by the requestor to change the authentication images or the encoding parameters after |
authorization, the poSitivé validation response sent to the requestor at S380 may include an

' image signature generated at S370 from the anthentication images passed to the validation
module in the encoded image request. As used herein, “image signature” méans any unique

numerical calculation or graphical representation that is calculated or constructed from an image
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validation criteria for the requestor are retrieved fromdata storage at
5350. At S360, the inmages and encoding paraneters received fromthe-
requestor are conpared with the validation criteria. |f the requested
encodi ng parameters are not within the ranges specified in the validation
criteria val i.dat i e [ stor at
S345. | fhﬁl?‘%a?eg%ée 38 SEREs akggﬂl&aar%gne?%?g : uEBEEdJJo?ﬁ?gretﬂ? (é)gfeg{fgg)ggs peci fi ed
in the vahdgdad iheroment banotker itdage.r equest ed encoded inage creation is

aut hori zed and a positive validation response is returned to the requestor
At 5380. [06054]f ulithe meihod bf thapresnt mmnpasasagetstgaatmad; galatzied by thedvalidationy st or e

a |l og of each user a i er daa S Q N the
exenpl ar g’;‘ﬁf’%ﬁ?%@ﬂ‘ “?mﬁgﬁﬁ%ga%ona us rec?g?% als%% g%’fé& &%\gmccs %bl i shed
on a sep%&hmegiarabmdsgmeneﬁsﬁtmﬂmm aﬁf&@:ds@mmenc@cﬁﬂ@ﬁﬁ@ulé;s not ed
above,  the Jve i dat j.on re ons al so i e ser suppl i ed
aut hent i ééf‘”}l’?‘gﬁ %h 658\5{ tg‘h F%Cm%ﬂ @ﬁﬁﬁasﬁa%ﬁc%%&%a@% ers that
will be tdagRupar ﬁg:aﬁhreslfmmhé hﬁhanecuﬁesnmgemfeedm fioneteclieAssoftvaseddi t i onal
security pr ti op prevent |ater atte the r t or, to change
he. aut WG FOrOrgTe e erReRe ST L e bl PR RS ot o
the posi *fdlM@udfﬁhbdilthdétemﬁﬁepﬁﬂﬁaumanibaﬁom itnhges melrestodingahraGid®es nmy i ncl ude
an inage Si nat%re generated at S370 fromthe authentication inmages passed
to the vBFePEETESh  nodul e in the encoded i mage request. As.used herein,

"i mage s ur ey rrea s a [ I aphi cal
represen ng% ﬁ}ua ey kh%g]%monclt}gﬁls ﬁec %%I %&8%1%@%%83“14 using a
pr edet er sichéd xsxaglamgrt‘m aaﬂ:gntmatubtrmg@ anthecodiap piyemetsied Theoerncodipgmeddlie
content of on 0 e
met hod of“a¥ﬁe%%trecllase Wlfmnr\‘?eprg ?ttg%? ?%Hta S%E%a?gﬁg u%’é%mgﬁlgrs é@%éﬂmpﬁd b
val i dat i tha userBdonputers iAdigrati s, the@u¢ca1mgsmyhmruﬁy&xenu@a¢mom el a&)@l theissed to

‘'t he request A | 1.Gl L gt

o t war ccor g3l S ARAREn mUEL Dok Mo i URAARE hiicEhiRl
di scusseekectit @Cdb@@mﬂmjﬂmm Hepepd e the piae sitheenspdpdampges cihigdr Thanysien
generat ;. E%B%%l%%}ﬂxg%h&ﬂéﬁ h%’l%és tﬁﬁt%@ &f%%th%:ﬁﬂ'&ﬁ;ﬁﬁdv@é&él%n‘ mages it receives

fromthe c ent software I't can then conpare the conparison

si gnat ur faoddy t Rt SBakibA 86thé %@Mgﬂmﬁﬁ;@ E’ﬂaSr B@prefé@db!diﬁle!n%b é&@ﬁéh%nﬁgé
determne if the authenticatiaon inmages and/ or encodi n% par aneters have

been chaitdele prpdrsebsm igh resplution ﬂ@h‘i‘?ﬁ‘iﬁ}%@"’sﬁeﬁ HB KT BResoFMode syst em t hat
I s execugehiion wotRatMin |ﬂ1¢ original and encoded images to be transmitted across a network,

which could result in the user experiencing long times to send original images and receive

" encoded images. High resolution encoded images used in exeraplary embodiments of the
invention may be up to 1 GB or larger in size. Thus, remote encoding may involve prohibitively
high processing‘ times. I, however, data tran,_sfer speed is not a concern or if bag&widﬂﬁ s
sufficieﬁt,to transfer even large files quickly, then remote encoded image creation may bea -

desirable alternative.

[00057) The client and validation modules are typically developed using interpreted
langnages, such as Java, or managed code, such as Microsoft .NET, that may not provide for

' sufficient data processing speed and security against decompiling. Because of this, the encoding
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encoded i mage using the authentication i mages and encodi ng paraneters. The
encodi ng nodul e nmay execute locally with respect to the client software
nodul e, such as via software installed on the user's conputer.
Alternatively, the encoding nodul e nay execute renotely, such as on the

conputer used to host the val.idati,on dul LI her, e
. encodi_n@“"ﬁlﬂ]&l’j’lﬁ‘é‘?”@ 88?353%55?818%'{1%’6]?1%}]3%?3%“%39 %?té)%%e@} %&é&gg@%&%ﬁ% he size
Imged F e Cond | ow ¢ 650l 0t Lon L 000BE] A LacHl execut | on
of the efdtenaHy “irael & aRgsHH e”dgl@?eef’l‘é?h Ia%‘)Wéorf“{]eﬁg g’%%%dgﬁ]]esc?étlmr?g‘ge *is to be
pr oducegh frand iehiné8 504 plotARn et Muingathé aitodidineg: créatios pobess,ms alices,

renote execution would require the@oﬁriog[iaﬂ_al and- encoded igﬂges to be
t r ansni 128 piovidg addiianabseruitiE PR Atefipl EHicg Bedlgss PP HE0%er experiencing

long tines to send orjginal | s .and r.ecej ve ncod I- Hagh
resol ut [958k c Speere éget'&%de‘g%? "%%?r‘fﬁﬁlg?tgieé“ﬁ%% i et Onéﬁi%g%gpeclyﬁe\?enti on
may be @pmkenchdfdB nduleds gRMnlinFighee. THdmsthod keghts et $100a@dd ab4i@ythd nvol ve
prohibitively hi ‘gh processing tinmes. |f, hov&ver dat a c{u(ﬁeeagls;e‘;dtgpeed is
not a ceRRogis Teduleedsiay e pHECSEnAtlig PAstel S0P Pe VAR RS B Wi e fil es
qui ckl'y md g Bﬁ%m‘@i.ee,%ﬁ@eﬂpﬁem@amegee ichiiffedrbg Yheh@emsas tithomileattaton

al ternative. [00057] The_clj ent d validatio m)da,“l es Oalregeh’;eyémecal |y ,
devel opamaass faky usei i praingdhe merst s, TRYROURE BaHC 483 PAYA56d code, such
as M cr QaQfilng phaketetshaliddtByana@k plovided hethé oslidasuf hodnicemtendiat aacgledcessi ng
speed and security agai nst deconpiling. Because of this, the encoding:-15 3
modul e pﬁ“éﬁeéfe&BP‘%/WEFSzg‘g‘c’&zﬁlr econpi | ed, highl'y optinized set of inmage

processin unctions from .inmage .pro i . LN or
assenbl ﬁoq%é%g u i‘i}’@ n re&ﬁla"\ﬁﬁnl]i‘eclﬁmﬁ%gad’ﬁtm%)gﬁg i%‘%%eiggﬁgqrﬁ%ﬁﬁ %hg % Iéédjlafn%%ogg%c urity
envel opguaydptdhalls rentiwe prcally dewd atidAlicaddienia Sysis antaccshible to thaysqsr Bvi de f or

i ncreased processin eeds. duri i Lfi&Add ess, as
vel | a§386$8’8?ra 658%%%{) mna meslggzoﬁlr&lg%%}q% F%%ﬁ%&?%%%?igg iﬁgﬁ eco t&iﬂllng‘{t he i mage
pr ocessistgedcfor exanfpl) 58hardware keymphcheq torthe Brstidatd pippeseiic Fhghadwass k¥at ed
encoded | e framth actl ' i fedid &ch&nshown in
Figure 9. E&%‘ée HEPRaG %egliglgtgtg Ldﬁ%%d%%é g;?n%%%gﬂ&e?iﬁ% enc?g?ﬁaénodul e

recei vegataheteismeeyeitish gratitaie stopd e s Hardswrre vy, Fhisiegsares G13t W aRENEa] ong wi t h

the act yalp RLI A Mbidla ftor vARAGGATRESHREEHon HBRIRS ThO BBl ik Ry iy il user
as the é’lﬁ'ﬁ'nﬂen ication Co

include limits on the use of the encoding module based on a predetermined number of uses

available to the user or based on an expiration date.

[00060] The encoding module retrieves the !obally stored validaﬁon criteria at 3420 and
validates the encoding parameters against these criteria at $ 430. If this validation step is not
successful, an errbr message is returned at S435. I validation is successful, the encoding moduie
in&ependently calculates at S440 a comparison image signature (or signatures) from the original
‘images passed to the encoding module by the client module. The comparison image signature is
_'caiculated using the same algorithm used by the validation module to calculate the image
signature for the images sent to the validation module. The image signature(s) created by the
encoding modale are then compared at S450 against the one(s) passed to the encoding module

from the validation module. I the signatures do not match within a certain, pre-determined
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i mges to be used for creating the encoded i rage. The encodi ng nodul e al so
receives the encoding paraneters validated and/ or provided by the :
val i dati on nodul e when the encoded inmage creation was authorized. [000591
Upon receiving the i mage and encodi ng par arret er information, the encoding

nmodul e tlonall retrieve . teria that is
"not accé%]%’faﬂ?ega’f?)“?rﬁé $18% s refinged %@% Wﬁhel’s iEn %ﬁrggllg%\%% "g%m)%%l e is |located
i N a uSictegaingd plaars s, the/fidat slahoraationfot esatiag thayndoded mia@sis@ranfcdlancbxanpl e, "

in a hardware_key attache h r. dat SSO The har

my hay dhoensaiea e arpry et RSl ncil AR RSE 1y T hat
the encq,%aqo 2 [k SR mediafnSudl 4shi diskifhidater dcteds inaraating mihtiog plates. har.dwar e
key. This assures that the encodin ar anet r ot altere fter

val i dat 1kermEve e aRiEGR, Ci e Fee Bt g atiay B gt bRust et uae
limts qﬂetﬁ&fen@@gqgsthe encodi ng nodul e based on a predeterm ned nunber of

uses available to the user or based on an expiration date. [00060] The
encodi ngosgidy| erf R imbRY Spplidttro ipoalidaios inotsiel for ahliddAasd aeporidedini a at 5420

and valldatestheecom par anet er s _agai nst criteriia at. S 430. If
this valgomRiss femaht eéglﬁ‘iﬂgcer?i?@ge g‘ﬁ"?’i'g’é”rgr b?‘ﬁﬁrg% L‘eqegs?%ﬁtﬁr ned at
5435. | facksdni RatifRRNES beveaasitldpe s1gdaeme¢reacwh frgn mmmguml inhage Gipevesant | y

cal cul ates at 40 a conpar.ison jm nat ur e es omt he
ori gi nalonerieal Oﬁﬁg@agﬁdf’ﬁ%geéﬁ%é‘%ﬁﬁﬁ h’%d’ﬂﬁgeél feﬁge%f"?@hﬁl %5{?{“31 The
conpar i %ﬁc’i&uﬁm&n&h@ﬂﬁ&hﬂ@cacﬁng mBedubhat iacludishagidithaalsapef ai:gﬁessinb sheused by
the validation nodule to cal culiaate the i mm mages sent

f
to the VICHPEIYHIRERAEr OFAEHARESES CUYRET esé?g? Eréa?&a agém?thve 5%8ncodi ng

modul e a{a@e thb eliert sviparaiovide @ﬁ@@cseayama@ts tdﬁl@emé@g)noﬂaissbdgwabtﬂee encodi ng
nodule fromthe validation he signatur d t h within a
certain “nﬁ?%grastf’?%ﬂmr?‘lgﬁse?hi%mio ﬁulg wog%l Y 'r%oroJm ressgélm %Sncrgé: g‘?%tgd at $465.
If the ajog@adisane@nz[m’es:dmdwhdmcmpzhsequmgascbmmdmerthdeztcodladmagte then the
final authorization for creating the encoded image is granted and the
encoded [0om6ge i Bie Sﬁt@aﬁf&bbfé’aguﬁdlﬂ@ay Algo @afs@ea@aﬁ@wmrytoenwp@ae & diged i mage
may then fiffo 400 stfiedofinfufQhuddler access
An creat’ |“ﬁagncp‘$|§% éatggstseqn&i? er nat | veqém] i r;s addi ti onuet Flles encoded

i mage nmade caihfeuntlanseioyneb@ngibs piealwdvare. W@ﬁﬁ@&mw@d ensedippmodiess3 13t 5495,
[_000.6(%] 0514 188 ThOBARSs SHAR LR b 56 HA) helatd0n vradile® J&ksiiRhicfagtdon are

rovi de
P a secure Jocal network that in either case preferably has access only to the server database to

,-

keep the database monitoring module 360 separate from the other portions of the system 300.
‘The database monitoring module 360 can be used by a party other than the user to access and
update information stored in the server database 352, such as adding or expanding authorized

encoding parameters for a particular user and other managerial functions useful in servicing the

database 352.

[00063] The system 300 may be established in anjr development environment, such as Java or
Miérosoft NET, for example. Likewise, the programming model may use any available model,
although three widely available options include ASP.NET, .NET Remoting, and Web Services.

* For example, a model built with ASP.NET or Web Services may be preferable if a large number

of encoding requests and many client access points on diverse computing systems are
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conpressed format, the tol erance range for signature matching should be
established so as to account for differences between an i nage signature
created froman original image file versus one created froma.conpressed
image file, such as the inmage signatures created by the validation nodule.

AL ernat Xl o (S SO QNG ARG e, BV cDSlUS LoeoANILY e bshep of

. conpr es &pigP 1 one 1 For to calcul ati ng the conparison
Si gnat UgstomAnit pplicasibise whiak ax\eeyplcsally assodmimbwmlhhgbtesdmowmag%d@reth@r ovi de

conpressed i ha 0.t he encodin along with the unconpressed

i mages. @ﬂ@ﬁggaﬁ%%’%a{ﬂeameﬁoﬂﬁfgpﬁgg‘ tsr?(ta conpressed i nages to cal cul-ate

conpar i s r t he unconmp e encoded
B D tnd S50 mﬁﬁéeéﬁe wagﬁ%uﬁu?oae e gHsSes

i mge. o) |nc dat abase
noni tor i Bﬂorﬁpéhﬂda@ feffionsaithin epﬂmmdloﬂnie of the yystelnh d*odaxam:p&s tembentt ori ng

nodul e 360 may he t and ne_ rnod out ons -
connect |S?if§wi‘rﬁ€3°élﬂieg’ﬁ?m§¥)1‘nfa\'z§g?%use% ev%‘femo e\j\dggrs ’eaChe g%l(r&]ccgcfn %&éﬁ%ghl es 312,

314, 342pd Fencdahghaspcamedilesli7ng nodul e 360 may be executed by a single
wor kstation or over a-secure |local network that in either case preferably
has accesaeshl yrtieﬁlsdrlilﬁer%di medulel3tSabase atgraphicelepsertihierfaist Abiadueenasaistthe i ng

nodul e 360, se a e ot her .po Y The
dat abas @Oﬁ{?ﬂ|0?§‘,e WS “h%‘aﬂ‘]fl% “ean hg Jotrd Ql%? Cgéﬂgw‘gtrh'?t yl%%ﬁl[ than t he .user
t 0 accesggeddi ant pdﬂh&mbanibﬁ)pal‘ahet@ﬁ Enc@ﬂmd phmameters meayrinadrdedhy 1319@9@0852 such

as addi ng or .expandin ut hor.i cuI ar
user - an@ISHARE eé“é(%]'egfm untgf% ?glﬁ%@?jgﬁlﬁ %@%&??‘%ﬁgﬁl lﬂay%a:{ugﬂbase 352.

[ 00063] hbanhsslihewitda mmeylebenness aish iwtvelidation medulel e4asioapibesiee tBhvi r onnment
such as -Jaya of enco&eﬁxmf .o NET, for exanple. Likew se, the programm ng
nodel  n&PRHEROHIR SV A E odel, al though three widely available options

i ncl ude E e m a nodel
I 6@ %&]ﬁ; ES%HL%HG@I@%&ME&@&%%& &Eﬁlé 3]§2<aamg@s

built wi ervi ces e prefera a |large nunber of
encodi ngomeyaisstions with theanljdagpi @ﬁ@“laé‘t%s%mﬁﬁyﬂ% eBPdmg RS e&?ﬁ‘ﬂ)‘ﬁ@ﬁg
systens , #%g@é‘{viﬂﬂh@ @Bc%ﬁing EB\&@M@M ar¥5d reRRAFBIblie ek Iﬁ@é{nélﬁfoﬁhﬁfoa&@bke for

ro

more con ower vol une, custombuj |t applicati %ns, h are
typi cal Ieycmmeeﬂ4mcﬁlﬁeqﬁygfhﬁ 91@%%0&?&@@?%&&&3 frogy the gl a‘b‘?ﬂo‘f‘%ch‘gfi on of
packagi g, aﬂ&éli £ BformSicA TR the bhdaeicttwalCmodu@O$iB4kelEak bannmabsbel of t he -
systemw onprise one or nore._ subnod lﬂfﬂrﬁi des ned t.0 z rmcertaln .
funct i oneformatien from thegncrding Epduin3d hack e thg ient 50 F‘ﬁel*—i'iﬂdu{sf 2’6]" Bt he client
encoding progress information, or encoding erfor messages. . :
[00067] The validation module 342 may include submodules such as a server remoting
module 344 that manages communications to and from the client software module 312 and a
database interface module 346 that manages pommunications with the server database 352 to log
client.activity oﬁ the validation server 340. The validation module 342 may also include a data
processing module 348 that processes information received by other modules and submodules of

_ the system 300,

. [00068] . If a database monitoring module 360 is wsed, it may also include several submodules.
Typical submodules inay include a user interface module 362 for use by the party accessing the

monitoring application module to view database records, client reports, and other stored
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software nodul e 312 may include a user interface nodule 315, a client
renoti ng nodul e 316, and an encoding interface nodule 317. [00065]. The
user interface nodule 315 may be a graphical user interface. This interface
is the . portion of the systemthat the client sees on his conputeér screen

and thatinfo?mé{ﬁ)ﬁgzkt&ta%ﬁ’éeli&&tfﬁce GRERE BB RTINS YRR AIBLE 50

~Encodi ng paraneters may include the nunber or - orientation of the encoded
i mages) ttordteverieiatation previded wohamsat nterfacermesiiledt Ardgtahesy administatiothow t he -
client sof I t%BM' -1 i i t.0 aut hori ze
the cr é%#ugeﬁgﬁgfm nﬂ?’%éu’ uger‘i‘l gig ggehgfﬁ amatg e%@u'?%%ﬁéé%né’gﬁ% agﬁog%?ﬁgf %ﬁ‘%‘?%ﬁ& ~nodul e 316
of the ghassewtdsspdrfonaing damplthsd BacBYR andotheradmimstrrvaiyprafnaioss wiefud farliss
val i dation ”DdU|ﬁ1%%%mlsi@§£arly’ t he encoding interface nodul e 317

& .

communi CSPEERRFT Aicodi'ng nodul e 314 and is responsible for passing

ol o $e} O R ARRAEHE IR fcfuit hud SREUNE N IT e SRR 1OTD
t he cl i eatiosebtohrgonyod diferedl @nipnise tb crepte aganli-firetedssgsicm that fepamrtes iken f r om

the enoodion, TRele. g hARI b A el R A0 BTGB SHET, 2

encodi nﬁo s inrornatton, or en error nessages. The
val i dat ioomonndhents ena@42cesstyic sysehubioughbompdterewnegch take Inteeety &showddbe | ng

dul e 344 t. i i i € '
modul o SteAR: SAPAGGE GORTHRL GR) bORE p By WAIHORRUAEIL: A HECZ: | ons
Wi t h t henmsleley ef the ss@paenBdBRatepayagtwork platpaletsimaytby usad. tAsalispaisediat i on

server- 340. The-ual | I ) : ; cessi ng
rodul o SRy 5B abd AT REE iR R, 0 Cori PR iR R o
subnodubesritfkeyefeched; stches 86GIAJRIGEE831able frpnridladdim8¥starami t or i ng nodul e 360
is used, it may_also include several subnodules. Typical subnmodul es may

i ncl ude [@P0F8ler Uspr coppaisss casying eut3igmetheds gf te fyentins paycopnestieddabng . t he

moNi t OF ik Qe APRES HATH I et HRGHIG i@t FitdoMlY. ARL 3RS ver SEPhEPaccds ihimatiBpRY t S, and
other stored 18 information. A database interface nodul.e 364 nanages

comuni @8eRbATE SSF Tl adgton fteavalde obtain apd/praesardipformation. e idaAbas¢ ovi ded- t o

the usekedditefyfRo®e thieed 3Gnorfiotad AbaSShadHyh&kdeAink OPmBRAMrBstdBEs MRy be
.used to handl e adm ni strative functions, such as storing usenpnes and

passwor & asEhBeFeRYr B3 U AECSIRK R S2tahre® STHTRIC BHPRHIRE salys phiaceming
functi obsd sagding cob@iunidifons from the database server. .

[00071] The systems and methods of the invention provide multiple levels of sécurity with
respect to preventing unauthorized use by a counterfeiter or keeping a user from creating
encoded images outside of the authorized encoding parameters may be accompliéhed in several

~ ways. Additional protection may be established through the use of a hashing function to create
the described image signatures fér the images that the user intends to use to create the encoded
image. A hashing function assigns a compact digest pi.' signature to transmitted data that may -
then be compared against an independently created signature to analyze whether or not the data
was tampered with during transmission. 'Sdme exampies of hashing functions known m the art
are MD2, MD4, MD5, SHA, and SHA-1. |
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mai nt enance of the database 352. [00069] The functions of the primary.

sof tware nodul es di scussed above may be executed in various conbinations
on different conputers to create a nulti-furcated systemthat separates the
software nodul es into client-side and business-side applications. It wll
be under t . I = THA ) ; ibE QR
-corrputerg)b@?gﬂnecg1 glég{lgﬁtaﬁéeverlﬁtsg?%%tﬂlt sﬁo%?%%nﬁﬁﬁﬂfg?gg% hat™ al t hough
t he | nt edesighatediyy the usdnés trapsittedtadhiel sprvasolweiemasuledn tymknath(et-- whi ch t he

Todul 05 of LA SYSLEBERITRLRh e AR-TNMAL iolc FORRU Pl ARy RS0, Ao

di scussePTRFFE € user conputers in the encodi ng nodul e,
t he conpuinemBtedayag /0 rdvaueit @ theswsenalongywithele wrifigdived Theerspdingmpdile HASP key

avai lable fro | addi n Syst ens 00070]...Us gg&lﬁ i t the
net hods @ﬁePFH@“ﬁﬁ\?’é’%{’?eéﬁgﬂ%{‘;“rﬁg%kheeé?m %utém%enf}& Ser vgée?gglr%%gﬁs%tﬂﬁ%%?nt er net
t hr ough @nfparedtaghinstehunteumelitg theabrversoitenreparduleh Hithaigegs the byt oitemgtison in  a

‘dat abase server through,g.second f.irewall..t . Al /

i nf or mat FBA°T SFFETG AL 3%8%‘% MEge R AgH E‘r?ﬁ%m%?ss%at%lengg%%ﬁgx {ﬂél gm?‘(g)r’ glg gln%ﬁ??rg? i ng
modul et {atnoiBdrdspaidude the Rt wiloemocdss tha réquess to aertk hacrendidamges- ser ver
~useful for accessing the database server to nonitor the-status of incom ng
and out gmioeT3] C oMY sipeatre algerithm amy bhesedan b awéiodeefithe prefegiioTD}ion HEhesy st ens
and nethods of the inventiaon Vi ' .ple:l LhdyY W th .
respect ?‘8%?’8%&3{%'6 S@ﬁlgﬁﬁe’ﬁ%ar?igcgeeag%sﬁw E@Haﬁée?%%%%é%ﬁtﬁgﬁ%@ﬁ%g &eepi ng a user
from cr epboielgng gredalihe inveies Witsdedidngofitt high-raselhiden imageseior ouple, par anet er s
may be acconmplished jn. several bl da AL n 0 6k 9 JutiBrYedRS

est abl i s‘}’i@ﬁ% Hburaﬁsqrﬁ'gnﬁdstgétgPesggﬁéé?ﬁe'r%? * unct’ pi?le?t 0 créat e “the descri bed
i mage si grag midisr foor fidehity imageyeeiptelsion. t$weh oerapredsindneftendesigble in erdesteat e t he
encoded _i mage. h ?fl]ifla .o ] ' BAor? TRAG M8 the ¥m&E gnat ure to
t r ansni t’feg'ife%é %rt’éf"ﬁg rragnah?ﬂ%%hg%tg%%gr g Ez%%glilnst _?an i n%egen%en't |y '
creat ed sdrifinationrpeocess. dha bigraturobrdqulasion elso prsferabhiehag athieh ofprytionpset®@d wi t h
during transnissi d &5veP} 014y W frQBfoking Windritet he art
are ND2,a_v° ,“n??%ﬁ”%s‘ﬁké%"egﬁ%ﬁ 15 [68%%%2] Ajs( di scﬁasseg ag\ggré, ien some
enbodi mectialatbn phis harpapeison of Bin sigratHe preriedin BhsI R SR ERBPYIAL ed by t he
user is {ransohidifbnd Qestifie 6f 1€ ibov EAMBESisARTIE 8ighdind BTN sholid aBo ,

conpr esse orm ring verification, the server software npdul e gr oduces
a si gnat by sendithye enpegh tp detqctienof; stangivanfypodiiiqatipnsdo fhe ippges Ehe iaghing | ong
with t heﬁﬁﬁfoiug e RldnRd abolB f1a§ BE Qe REILy¥BAkIVE to any modification of the protected

image, but also have low tolerance to poor compression algorithms. Signatures based on the

image content descriptors, including, but not limited to morphological features, color and
brightness histograms etc. can be constructed to withstand significant levels of compression, and .
still be sensitive enough to detect even a small modification of the image. Signatures may be
constructed as either reversible or irreversible transformations, tho;lgh the use of the latter tenfis'
to enhance the speed of the overall process.
{00074] The above-stated signature goals may be achieved by constructing the image
| signatures using image projection on the specified axis. The image is thresholded first and the

- pumber of foreground pixels is calculated for every point on the given axis, thus creating a

signature. To make the signature more robust relative to compression losses, the image canbe .
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i ndependent |y produces a signature for the same but unconpressed i nmage,

whi ch may then be conpared against that returned by the server software

nodule. If the image-the user attenpts to wuse for creating an.encoded.

i mage is not the sanme as that authorized by the server, the signatures

wi |1 not F@éh%xfbmséﬁ&ﬁea Midlihe d@Hbert &ﬂd@@d@%@@t to create
| mage 00

.the encodd Any signature algorithm may be used in the

net hodis wfculated foraagiesitipd, insterd ofder ca @Onﬁe@ﬂshg%@éﬁmm@é@c“&‘i Hesignature,
character i st L BB CR, @hthve Bie0CESSi Ng speed
of the |W§%ﬂ%&%ﬁé%mﬂ MI%SL&Q@E&AE%”V?E%@%U on |rr]gd§esve for exanple, an
i mage sisgnsitivitydo isagemekiicadah, pmmﬁ@@e%sqw@l EHerAYexesigmbe nss@nt | y when the"
imge is subjected to strong and/or poor fidelity inmage corrpre55| on. Such
conpr essiOOVSI s 'ﬂiqwngml‘e@awafma@ulawd@ﬁ’&@ﬁﬂt‘@ sofwgrg @wdplg anay e based o1
information tha hich Q4 EdbritRBinleRRRE €

verifi cactofrgﬁes gg&%@ﬁgg@%g&aégggnggﬁfg&%ﬁmgﬁ%ﬁfa | so preferably has a high
execut i ohe Bapemdmtma}' bavanpresseh BESsiswess. da¢ mgage pianatire elqylaied DHbe enepdiag
response: QrmRknd N the
compar; sty B e 18c005= 20000, A0ih gl oty ptelshgtulind £ 1"

Not Wi t hsdimplifiedgrotmranideiinrhatyicen thy uesk intévéace Irpning edeaanddipgn precsssipgode :
signature_ al a snsdud veRleect i-on of
signifi tg?‘nt credis %h%el cati O#é&{eomﬁma?rﬁrgﬁes #%Eﬂﬁ@?f&ﬁ’%ﬁﬁ%ﬁﬁ%ﬁ%’ns menti oned
above nmheﬁanéx@m@rgemeyatsfbﬂglaWQﬁéhﬂt basé'h‘,?e woetinteddar Jusing 81 sighaivisr ot ect ed

i mge, bc%tmp%l‘g%g H’ﬁé’ﬁashﬁ{@ Jafﬁla%fﬁ@gﬁort@caﬂfﬁ&'kdméﬁsv%h@@f ﬁ&EQ@ﬁdtﬁr@ Mphese

Si gnature ased on content descriptors, including, but not

nmage
linited emmqsmtbgummalﬁ@émrégmemeﬂc%%ﬂ Iﬁﬁhpm@s@lwis&%&aaﬁhs etc.
Ca” be C DRERUCHR Qank&ewltrﬂéiuﬁg& 24 SkifibrEPitbe c@fﬁ?ﬂt&i RwERIBS RStk iANd

sensitive enoug’h to detect even a small nodification of the inmage.
Sl gnat ur@svm@eﬁt@é@lﬁ@gW@P@E"h?eﬁageﬁé?”qeéverS| ble or irreversible

transformations, though the use of the | att t ends Q_enhance the speed
of the. GIOBVIEN | TbiEBe bl b THET FE- RUthEl SO ATES SRHG s nmy b

achi ev edsoh%aﬁ%&%&{:ﬁ@duﬂdlﬁaﬁ epabIoa §6zethei lgmatsﬁﬂgmlamgmerm@ea wug seﬁ:tthyo n on
the specified axis. - elsthrg\?g_}%‘}ggdflrst .a : lﬂ&

foregr ouﬁh’éldﬂﬁnk%iﬁ?’a?esm%dé‘f Dyasgres dfyac BOAPER 1 re? Vgr}i’ya S%”eli hus
creat i NQgdne siing Bk UBEniladly, tﬁ@éﬁ@lﬂiﬂﬂﬁ cBda@ &Y tieevalidition motuis forrab imsgey may o
conpressi on | gsseg, the 20 d| edefi ned nunber
of stri pEPagked t?g?gleﬁﬁf?ooé’re %ﬁ%gg p & éaclﬂg tt‘hﬁqger Bt ,

[00077] In some embodiments, when the server software determines that a request is not

{ralid, the validation module may assign a default signature, such as zero, that will not match any

signature created by the encodiﬁg module. This results in the encoding module denying any

processing of the encoded image. '

[00078] The use of asecurity key in some embodiments may allow the use of symmetric key
_encryption in the transfer of mformaﬂon across the network. This may be advantageous in

providing faster communications While still keeping the data encrypted.

[00079] Yet another level of protection that may be instituted individually or in combination

with the other discussed security features is a secure Internet connection, such as a Secure
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cal cul ated for each stripe, instead of for each point on the axis. The
cal cul ated values are nornalized to keep the signature shape independent
of the imge size. To inprove the sensitivity to inmage nodification,
projections on several different axes can be used. [00075] The inmage
signature cal cul ated by the server software npdul e may be based on

conpr essédcﬁfﬁi?é@&& eratdpsgeury W"Iﬁ‘é’aﬁi‘?ﬁs@?ﬂ"’e@@? %“bsoﬁ%’éﬁ’l%o ugrpd fiei n some
enbodi nmex, P mbélfle.| NVention may be conpressed JPEG i nages. The inmage
S|gnature cal cul ated by the encoding nodul e uses orlglnal unconpr essed
files. ThigpstiRy AdBRibhdl sdclrifySEHRE NS RGRSR BHed, siBR 2304 Gg Rl &@l\éers

communi cati on between the user intéerface, renotin and i ma

processi tpesfore thetfarstions ol thearalidarion madilelcipr paRRRE. 2 tﬁfﬁﬁﬁnaﬂﬁ?ﬁﬁ’é result in

a smal | 9&&{ Sofhlftd B ALHES e NBas (tlﬁlch&i?'é;ofﬁﬂa?e REENEEdIR B8, the
si gnat ures as to be accounted for during the signature corrparl son.

The absolkrustoding atodelehiy & frewall.r Bie wob S@%[Ffdﬁﬂha ﬁwer@vfér‘xm}ldhww@& t he
si gnatur g, JtJ%ﬂ*—feﬁlgﬁukeEJn%unY&leg %@gegdﬁgggb qf f R bdufRveAREatioR S TRERE desver -

cal cul ate e nean error 1S an the predefined tol erance
~level, tmayilyebessedteadd apgireterds & the %@aéﬁarﬂhewbaerw mpAhnadd conpted foss ul t s

in the g%@@&%?g]foﬁfgﬁ Bt ik 31 2R Hle SRorRl sbQbr 1B 48GRask Slrbd: ABAprotAQ076] I n

some enb ment s e Invention, the thunbnail 1 mages being sent to the

sof t war et@@uﬁmmr@enﬁgﬂ tbéerpfa@k%wtwg@thhéreaqufeawémaée tthe St ruct ur e
before bg i Or ik %tgbﬁe ubd1® 1+6b Leeis B8 SVRLS1tAPR i€ sorf it u R SIES R WillaL the

digital Is all received by the server at the sane tine.
Simlarl yndegsq@dgﬁwgﬁh@pgp@tge@pre@@@dh%@at R SORPY aad theoyrbrierel @widdn fagt ke 4 mages

may be Qﬁ%l%@%ﬁﬁ&%tﬁ%ﬂ:%@l;ﬁ&&tﬁ%@mé&ﬂtﬁ&hure before being sent back to
t he user nputer 00077] In sone enbodi nents, when the server software

det er ni neggogt)at nawin eamistdoa mao&omm@ldadonstch@nwdnudaﬂaE@ﬂaﬂﬁg freeridy assign a
default signature,  such éero WllI ot rrajclc ﬁﬁé{f glg’at e created
by the eﬁé@ml%%{j’“%%?@ayﬁl’ SErted v s Rt B aie doREhg any
processi Behdbls Fsteharmagiedon a&gﬁ ind1 643 Gi81P a'ﬁba‘ops et'haﬁsea;fwtﬂiaytrys;ukay in sone
enbodi nent s ma¥1 | | ow t he usz%g Exﬁqﬁ?etrlc iy %yag ion in the transfer
of i nf or FEEPEATIE L4855 LA HES TR BT Pgtrtﬁ-gg,c t LR é@’@ﬁ%sqrﬁers B#6vi di ng
faster cemaer bRbE DOB cophihmicasibhd, buck @apHTEP il belai sccepaily @teseh pr[aﬁEHB%Q] ~ Yet
anot her | evel. of rotectlontp?gafébtlnstltqde(gd vi dual | in
conbi nat ?]6‘?’5““\){? EHE SVRE G s SO LRE MY (P8 AU e 71 “ROSE

| nt er net famamect i on, such as a Secure 21

[00082] Xt will be readily understood by those persons skilled in the art that the preseﬁt o
invention is suéceptible to broad utility and appiication. Many embodiments and adaptations of

the present invention other than those herein descﬂbed, as well as many variations, modifications
and equivalent énangements, will be apparent from or reasonably suggested by the present
invention and foregoing description thereof, without departing from the substance or scope of the

invention,

- [00083] While the foregoing iliustrates and describes exemplary embodiments of this

invention, it is to be understood that the invention is not limited to the construction disclosed
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9 Sockets Layer, to provide. secure conmunications between the client
software nodul e and the validation nodule. [00080] Additional security
features may be inplenented, such as using two separate servers to perform
the functions of the validation nodule. For exanple, a first server may be
a web — SErVar mhs GRA3h ech deld g.moaieh ifdthe? Hecidi %m@aﬁtﬁ&meﬁér@eg ﬁ%ﬂx ﬁ]@tsplﬁi?f tware
modul e and in sone cases, encodi ng nodule) by a firewall. The we
'server||9rﬁ$mmm&mH¢MWSserver with which the client software nodule
communi cat es when sending a request for renote verification. The web server
may al so be used to add new records to the database. The web server may
then be connected to a second server through another firewall. The second
server is the database server that provides the primary data storage used
to verify and authorize the creation of encoded inmages by the client.

Al t hough the use of two servers may be ‘advantageous i-n.some circunstances,
it wll be wunderstood that this is not required and the database server
and the web server could in fact be a single conputer wWith no firewall
protection between them [00081] It will be understood that conmmunications
channel '‘and data formatting for renbte transm ssion of data may vary
depending on the desired functionality of the system Typical protocols
for the transm ssion of data include HITP and TCP. The use of TCP nay .
result in significantly faster transm ssion, although third party or
client firewalls and proxy servers may -hinder or block TCP conmmuni cati ons,
such that HTTP may be an acceptable.or even preferable alternative in

I nternet environnments. Data formatters nmay include SOAP, binary or custom
formatters. [00082] It will be readily understood by those persons skilled
in the art that the present invention is susceptible to broad utility and
application. Many enbodi nents and adaptations of the present invention '
ot her than those herein described, as well as many var.i ati ons, '

nodi fications and equival ent arrangenents, wll be apparent from or
reasonably suggested by the present invention and foregoing description

t hereof, without departing fromthe substance or scope of the invention.
[00083] While the foregoing illustrates and describes exenplary enbodi nents
of this invention, it is to be understood that the invention |s not
limted to the construction disclosed
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22 herein. The invention can be enbodied in other specific forns w thout
departing fromthe spirit or essential attributes. 23 CLAIMS Wat is
claimed is: 1. An automated nethod for authorizing and controlling the
production of optically encoded imges, the nmethod conprising: receiving
froma user data processor a request for authorization to produce an
encoded i mage, the authorization request including user-supplied data
conprising at |east one authentication imge file; determ ning whether the
user iscauaiberized to produce an encoded i mage using the wuser-supplied
data; responsive to a determ nation that the user is authorized to produce
an encoded inage using the user-supplied data, generating an

aut hent {83t |sQhil,bpge signature fromthe at |east one authentication inmge
file using an 1 mage signature algorithmand returning a positive

aut hori zation response to the user data processor, the positive

ner ai ntyhbnemr el BRARE SR Ao BONTR LA B BRSERIA R o aret o1

and t hencagéd dmeed, titehehod comygristet her the user is authorized to produce an
encoded i mage .using the user-supplied datgbincludes det erm ni ng whet her

the user - supPFFi¥wedRina Hss data PERRCSHROT 8 FeAURR OO RN P BEOWFS #2ri a for the

user, tBQeoREEHSertl MafodibRrdtal iihdiigd LRF bdpplibd it dbigridng hiTkdst Ng 1 ange
on the user-supplied encoding paraneter.” 2. An autonmated nethod according
to cl ai paclavfitpstiedtiontimegaitici on of determi ni ng whether the user is

aut hor| zed g0 &420FAEALEY, LIRYE3) NS UAEKIAUARLL S dte |

carried out av ation Server in co nication w dat a
pr ocessader-vgflied dmaf work. 3. An automated nethod according to claim1l

UL hent i cat | GPIRRBL ¥ OFRUHTBPRCb PEGET RV 7B O EL S a REhent § oat i on
i mage apgchowhiging it dsbesiiplibeMih Gahéaiind APARhiBARNUMEd Signature from the

at least one authentication image file using an image signature algorithm and returning a

positive authorization response to the user data processor, the positive authorization

response including the authentication image signature,

wherein the user-supplied data comprises a user-supplied éncoding parameter and

the action of determining whether the user is authorized to produce an encoded image

using the user-supplied data includes determining whether the user-supplied data meets

predetermined authorization criteria for the user, the predetermined authorization criteria

including a limiting range on the user-supplied encoding parameter.

2. An automated method according to claim 1 wherein the action of determining whether
the user is authorized to produce an encoded image using the user-supplied data is carried

out by a validation server in communication with the user data processor over a network.
3. An automated method according to claim 1 wherein the at least one authentication

image file comprises a thumbnail authentication image formed by compressing an

uncompressed authentication image and wherein the authentication image signature is
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24 generated fromthe thunbnail authentication inmge. 4. An autonmated

nmet hod according to claim3 wherein the inmage signature algorithmis
adapted so that the authentication inage signature generated fromthe
thunbnail authentication image will match within a predeterm ned tol erance
range a conpari son imge signature generated fromthe unconpressed

aut hentication image using the inmage signature algorithm 5. An automated
nmet hod according to claiml wherein the image signature is adapted for use

by an i pageaeneeditndmiPeHiiPalteenviddticdabRga request for an encoded image, the
i mage éncodi ng nodul e being in comuni cation with the user data processor

and being adapted for receiving froma client software nodule on the user

data_pr 9083 806 HACHREGIREL, SUNSNLGah kIO ANY o dfudyhent | caton

i mage signature, generating a-conparison I nage S ur
unconpr edped sauhdt ¢t dutteehiicationiimagresi grsiturg geiveatedrrgm the hnaboaib al gorit hm

conparing,the conparis i e.signature to.the authenticatiaon inmage
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si gnat UfiRagdRigshRse tdilratUEd8 Hd 1805 pRsdcHRER iGN e WsinBitht hage
predetermned tol erance range, initiating the production of an encoded

i mage usiEnueligonfEBnpr essed aut hentication image. 6. An aut onated net hod
for producing optically encoded i mages, the nmethod conprising: receiving a
request froma user for an encoded inmge; receiving an authentication inmge
t 0 be uSeth twopreducthddrecaringde daimd gdierein 8eenagnggeturt éasiapeddorencodi ng

paraneter .to be used to produce t encode i mage:, sending t.o a validation
ot e ettt ol Rt s vl Eh FROR0 o e 306 Tirifele { he
r equest erfc@llinguidiold Heddd @R oAGMUALBY WA tiRlisdetdts RdbéQor dndigmefddbgted@nd t he at

| east 25 one encoding paraneter, the authentication inmage file including
at | eastfone of the group

receiving from a client software module on the user data processor an
uncompressed authentication image and the authentication image signature,

generating a comparison image signature from the uncompressed authentication
image using the image signature algorithm,

comparing the comparison image signature to the authentication image signature,
and

responsive to a determination that the comparison image signature matches the
authentication irnége signature within a predetermined tolerance range, initiating the

production of an encoded image using the uncompressed authentication image.

6. An automated method for producing optically encoded images, the method comprising:
receiving a request from a user for an encoded image;
receiving an authentication image to be used to produce the encoded image;
receiving at least one encoding parameter to be used to produce the encoded
inage;
sending to a validation module a request for authorization to produce an encoded

image, the request for authorization including an authentication image file and the at least
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consisting of a conpressed version of the authentication image and an
unconpressed version of the authentication inmage; receiving an

aut hori zation response fromthe validation nodule, the authorization
response including an authentication inmage signature; generating a
conparison i mage signature fromthe authentication imge using an inmage
signature algorithm conparing the conparison imge signature to the

aut hentication inmage signature to determne if the conparison image

si gnat upge élﬁb&ﬂﬂg?m‘aﬂﬁte@%@ﬁﬂhé&%&ﬁ&%a@@ﬁﬁe inSlh§iRabilesst Whe bf the roup
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the aut Rentr ca “2in the validation nodule is part of a
val i dation secmemganduﬁlbﬁzmhlrmpsnsnffrom deeialidat@pnansdntp) éstavthooinatdonuser ,
receiving an au R ntication inage, recel ving at | east one encoding

par anet ponggg.p& gaanraéx&t?gg@anpa MAgH HP WS i on, receiving an authori zation

response, AP e c@mﬁﬂ%ﬁ@nﬁéﬁh%ﬂ&ﬁ@ fidhOiMa bithentice@FPRideB Gsihf@n coOnpar i son
i mge si gna ure to the authentication i nmage signature, and producing an

encodedlmﬁmg@naﬁuéealgmthmed out by a user data processor in selective
conmuni cati o ut omat ed
met hod accorﬁ)r}rgéaﬁj?g%ﬁ Ytﬁ% gﬂ}nh{?j e§%§%ﬁt§{e\;gﬁ¥e u%}l?egﬁgit%@ %%gﬁ%gﬁéglr of a
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recei vi n t henti cati.on e, receivjing at |east one encoding

par anet & a@éﬁﬂ%ﬁ@agreﬁstaﬁ@g?dﬁoga% ‘05T %at i on, and receiving an

aut hori zat i ORsp@SRENS € dat@niidn tBa t@é%on%n@o&ﬁﬂge@@h@tur%ﬁ@l@e%&@é in

sel ective communication with the validation server over a first netwrk and

wher ei natth@tiseianomage Fegewerathimhepredsiamaines dricingsganas. girdteing an conpar i ng
the cogRahisamn ggggﬂ% SARRLNR ok (ﬁngég aut henti cati on i nage signature, and
produci ng an ﬁco I'mage are carrieéd out by an encodi ng nodul e on an
encodi ng pr oekgsiorthé Val@latlwlnedmle vepaciofmualidatonearver el théectiesepl dat a

processor .over a second network that MRy, be. . . .
receiving a request from a user, receiving an authentication image, receiving at least one

encoding parameter, sending a request for authorization, receiving an authorization
response, generating a comparison image signature, comparing the comparison image
signature to the authentication image signature, and producing an encoded image are
carried out by a user data processor in selective communication with the validation server

over a network.

7. An automated method according to claim 6 wherein the validation module is part of a
validation server and the actions of receiving a request from a user, receiving an
authentication image, receiving at least one encoding parameter, sending a request for
authorization, and receiving an authorization response are carried out on a user data
processor in selective communication with the validation server over a first network and
wherein the actions of generating a comparison image signature, comparing the
comparison image signature to the authentication image signature, and producing an

encoded image are carried out by an encoding module on an encoding processor in
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the sanme as the first network, the nmethod further conprising: sending a
request for an encoded inage fromthe user data processor to the encoding
processor, the request for an encoded i mage including the authentication
image file, the at | east one encodi ng paraneter and the authentication

i mage signature. 8. An automated net hod according to claim6 further
conprising: conpressing the authentication inmage to forma conpressed

aut hentication inmage; and storing the conpressed authentication image in

t he aut fentil€ adhAbnichRICw i 11 us& dafpradds TRl 8 BN REK ARG Y0 Cclaim 8
wherein the image signature algorithmis adapted so that if the
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nodul e being adapted for receiving an i mage encodi ng aut hori zati on request

froma requester, the request including user-supplied data conprising an
aut hent $.c5it auermptad getiod|ascogdiae 4e clay § furthen ompédied ng par aneter, for

determ ni g WNghOST, R icibndHhbRON BAf aLBmBrAMCRRMABS ARG, | MROE

usi ng the user-supp ied ata, for g8nerating an authentication ifrage
signatumel from the authentication inmage file using an image signature
algorithm and.fo returning,an. aut hori zatjon rpesponse.to the requestor,
Ehe aut hor | Sapishe sdBeireise et P B BRuERESIRS it fedlE S gnacure: a
client software nodul e resident on a second data processor in selective
communi cation with the first data processor over a _network, the client
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encoded, ,BRAS, PP Re ARRntichRh iHBESLHYARK s gencrated from the compressed

version of the authentication image using the image signature algorithm, the comparison
image signature will match the authentication image signature within the predetermined

tolerance range.

10. An automated system for authorizing and producing optically encoded images, the
system comprising:

a validation module resident on a first data processor, the validation module being
adapted for recetving an image encoding authorization request from a requestor, the
request including user-supplied data comprising an authentication image file and at least
one encoding parameter, for determining whether the user is anthorized to produce an
encoded image using the user-supplied data, for generating an authentication image
signature from the authentication image file using an image signature algorithm, and for
returning an authorization response to the requestor, the authorization response including
the authentication image signature;

a client software module resident on a second data processor in selective

communication with the first data processor over a network, the client software module
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aut hentication image to be used for encoding the encoded i mage, for sending
the i mage encoding authorization request to the validation nodule, and for
receiving the authorization response fromthe validation nodule; an
encodi ng nodul e in selective comunication with the client software nodul e,
t he encodi ng nodul e being adapted for receiving the authentication inmge,
the at | east one encoding paraneter and the authentication inmage signature
fromthe client software nodule, for generating a conparison image
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10 wherein authentication inmage file conprises a thunbnail authentication
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signature algorithm 13. An automated nethod for authorizing and
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authorization to p uce
signature matches the authentication image signature within the predetermined tolerance

range.

11. An automated system according to claim 10 wherein authentication image file
comprises a thumbnail authentication image formed by compressing an uncompressed
authentication image and wherein the authentication timage signature is generated from

the thumbnail authentication image.

12. An automated system according to claim 11 wherein the image signature algorithm is
adapted so that the authentication image signature generated from the thumbnail
authentication image will match within a predetermined tolerance range a comparison
image signature generated from the uncompressed authentication image using the image

signature algorithm.

13. An automated method for authorizing and controlling the production of optically

encoded images, the method comprising:
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encoded i mage, the authorization request including user-supplied data
conprising at |least one authentication imge file; determ ning whether the
user is authorized to produce an encoded i nage using the user-supplied
data; responsive to a determ nation that the user is authorized to produce
an encoded inmage using the user-supplied data, generating an

aut hentication image signature fromthe at |east one authentication inage
file using an image signature algorithmand returning a positive

aut hori zat i ORc&GRP AL h&r UG prBEsof At RuB: d6:Q8ERbizatidh0 PASIuLE ME
aut hori zati on resgonse i ncl udi ng the authentication inmge signature,
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aut hent PEEPY: eﬂggﬁe signature generated fromthe thunbnail authentication

image will nekgsdhsie idh BeBrib aRlRAThdedr ou@ban&Eop2aEee an 6RudaAad i son i mage
signature generated fromthe unconpressed authentication inmage using the
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conprising: recelrving froma user data processor request for
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returning a positive authorization response to the user data processor,
the positive authorization

14. An automated method according to claim 13 wherein the image signature algorithm is
adapted so that the authentication image signature generated from the thumbnail
authentication image will match within a predetermined tolerance range a comparison
image signature generated from the uncompressed authentication image using the image

signature algorithm.

15. An automated method for authorizing and centrolling the production of optically
encoded images, the method comprising:

receiving from a user data processor a request for authorization to produce an
encoded image, the authorization request including user-supplied data comprising at least
one authentication image file;

determining whether the user is authorized to produce an encoded image using the
user-supplied data;

responsive to a determination that the user is authorized to produce an encoded

image using the user-supplied data, generating an authentication image signature from the
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response including the authentication image signature, wherein the inage
signature is adapted for use by an imge encoding nodule to validate a
request for an encoded i nage, the inage encodi ng nodul e being in

comuni cation with the user data processor and being adapted for: receiving
froma client software nodul e on the user data processor an unconpressed
aut hentication i mage and the authentication imge signature, generating a
conpari son i nage signature fromthe unconpressed authentication inmage

usi ng t hgeisiB@eafhcgfiddtionématdfleiushifan GRBIERAG @t AgoE DDA Sfitnihgage
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of the aufhentication inmage and an unconpressed version of the

aut hent tion imge;

responsive to a determination that the comparison image signature matches the
authentication image signature within a predetermined tolerance range, initiating the

production of an encoded image using the uncompressed authentication image.

16. An automated method for producing optically encoded images, the method
comprising:

receiving on a user data processor a request from a user for an encoded image;

receiving on the user data processor an authentication image to be used to produce
the encoded image;

receiving on the user data processor at least one encoding parameter to be used to
produce the encoded image;

sending from the user data processor to a validation module a request for
authorization to produce an encoded image, wherein the validation module is part of a
validation server in selective communication with the user data processor over a first
network, the request for authorization includes an authentication image file and the at

least one encoding parameter, and the authentication image file includes at least one of
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receiving on the user data processor an authorization response fromthe

val idation nodule, the authorization response including an authentication
i mage signature; sending a request for an encoded i nage fromthe user data
processor to an encodi ng nodul e on an encodi ng processor in selective
communi cation with the user data processor over a second network that may
be the sane as the first network, the request for an encoded inmage
including the authentication image file, the at | east one encodi ng

par amet g o dohdstaigtdTanbirpadshedn kIGO0 thé GNBéiHcaiondangE akd a9 on the
encodi ng nodul e a conparison inmage signature fromthe authentication inage
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i mage using the authentication imge. 17. An automated nethod according to
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aut henticati on image to be used to produce the encoded i nage;

authentication image signature within a predetermined tolerance range;

responsive to a determination that the comparison image signature matches the
authentication image signature within the predetermined tolerance range, producing on

the encoding module an encoded image using the authentication image.

17. An automated method according to claim 16 further comprising:
compressing the authentication image to form a compressed authentication image;
and

storing the compressed authentication image in the authentication image file.

18. An automated method according to claim 17 wherein the image signature algorithm is
adapted so that if the authentication image signature was generated from the compressed
version of the authentication image using the image signature algorithm, the comparison
image signature will match the authentication image signature within the predetermined

tolerance range.
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receiving at | east one encoding paraneter to be used to produce the encoded
i mge; sending to a validation nodule a request for authorization to
produce an encoded image, the request for authorization including an

aut hentication image file and the at | east one encoding paraneter, the

aut hentication image file including at |east one of the group consisting
of a conpressed version of the authentication inage and an unconpressed
version of the authentication imge; receiving an authorization response
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version of the authentication image;

receiving an authorization response from the validation module, the authorization

- response including an authentication image signature;

generating a comparison image signature from the authentication image using an
image signature algorithm;

comparing the comparison image signature to the authentication image signature
to determine if the comparison image signature matches the authentication image
signature within a predetermined tolerance range;

responsive to a determination that the comparison image signature matches the
authentication image signature within the predetermined tolerance range, producing an
encoded image using the authentication image;

compressing the authentication 1mage to form a compressed authentication image;
and

storing the compressed authentication image in the authentication image file,

wherein the image signature algorithm is adapted so that if the authentication '
image signature was generated from the compressed version of the authentication image
using the image signature algorithm, the comparison image signature will match the

authentication image signature within the predetermined tolerance range.
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