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WD 2008/ 028989PCT/ FI 2006/ 050383 MANAG NG | NFORMATI ON
RELATI NG TO SECURE MODULE APPLI CATI ONS FI ELD OF THE
I NVENTI ON The present invention relates to nmanagi ng

'55‘9 %i on relating to secure elenent or s
W(?mgulpe applications. BACKGROUND OF THE | NVEﬁﬁ‘JfJ 06/050383

Traditionally, paynent and/ or ticketing applications
have been residing on a secure chip enbedded onto a

MANAGING dFORNAEION KRELAT INGRT® Sda@JREMEDULESNPIPMCATIONS
when contactl ess paynent/ticketing have becone nore
comon, 15 one has begun to install secure chips
cont ai ni ng paynent instrunents and/or public

r r [ ckets into nobile phones. In one
Flé#&éﬁ@?\ég{lygﬁﬁbﬁobl | e device conprises a smartcard
nmodul e and a near field comunication nodul e, which

may be a radio frequency identification (,[_RFI D)
Therpirpest inpgatiaheeiator 9 HaareRg infoanation relativgdrsecure element

or%u?@nﬁ%ﬂfeaéﬂb?ic&ﬁ&s{eqm red secure el enent 20

application, 'e.g. the paynent/ticketing application.
The secure el enent application may be started by a

j ed on the context and/or
BA%‘?‘?%”NBS‘;’P{%E@?T“E@@W ce For exanple, if the
nmobil e device is located in the area of a point of
sal es.termnal, t sgcur.e el enent application _can
Treiofi | Bt Abfor Keiete cHPHRRtarS: Bk el resing on @
sediipsldhip smbddded b bvRb@itcaadiA blasi anarioara.

contactl ess 25 paynent transaction can be carried
out. Now that secure el enments containing secure

MoRd FaBRRtly ApRaA ‘E:ah{é&ﬂéssﬂbﬁ};ﬂnaﬁﬂtﬂ!kbﬁﬁg inB{& pEBEMESmBRABSAmon,
this enables a convenient feature,” nanely a _

ong&esi begunt {0 instahsscurea chiper caniisingapymeit ipsymEnisgand/or

o o Bpolfin 10N 1 BBR Db 5 Sty ¥yl = movie

devitee gemprisdéha srearicandt mofialecand at imarnfid lconueunicationamodule,

whi?;s pri%%g%eg ,Sa laaéfg e‘f{'e&unetn%{(f i%gr%ﬁﬂfc%{ior% *tﬁﬁ'ﬁ)c lrJrEo% u?el. e‘ﬁ?en ts'lrnartc‘:—n'(i
module is a secure slement which contains the required secure element
appliﬁbn, e.g. the paymentfticketing application. The secure element appiication
may be staried by a user or automatically based on the context and/or location of
the mobile device. For example, if the mobile device is located in the area of a
point of sales terminal, the secure element applicaiion can automatically start. The
near fieid communication module will be aclivated and subsequently a contactless

payment transaction can be carried out.

Now that secure elements containing secure element applications are installed
into mobile phones this enabies a convenient feature, namely a possibility to
enabie a user interface for providing user of the phone with means to observe and
control various applications stored in the secure element. The user interface of the
mobile device can be used as a user interface for the secure element. Typically,
this requires two applications: a first application (the secure element appiication)
installed in the secure element o provide the security crilical funciionality, and a
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this requires two applications: a first application
(the secure elenent application) installed in the
secure el enent to provide the security critical

wglégi}%@i%g%g@l ity, and a WD 2008/ 028989PCT/ FI 29,9@ D3Bies

application (user_interface application
installed into the nmobile $hone to provide the user
interface and to control the first application in
secarnse applicatipni(aser mtertacetgpplieatiin) iinstplies inite the Mobile phone to
t i stinct applicationst rqvide t.he.total .
PrYite e HaP 1SR B b 6o Bk At Thpledia b ee, prpyoprate
seiiity ObvalYR CplobRicab Hal@®) by idiglintt pppheitionyds airboide the total
ot her words, whenever a situation arises in whi %hc}h? .
funefionalily deiteduses ¢ nisloRbthose JwR aebing A ofrsye thepgby destroying

5 beffiorount erpart application (user interface
'praﬁ)%gllqp%at l|00n) the user interface functionality will be

di sabl ed. This may occur, e.g., 10 when the secure

i BYEF b FAIE SHAIR 38 Wi it s 88060 %r some

resgmpl idoati no) havewhiss toqeiredf covmterpalt epplicatiome(user interface
bei dat ed.. SU Y 15 or.di ng,.t first

aoffditel P o R 7 LA by s e 858k s,

wﬁéﬁgmlbl focfe %}Hiﬁéﬂit_gitsacl:l'faﬁgtéd grof® drkemobiie db\llisewrahother (if the
nodul e conprises at | east one secure nmodul e .

atipg 0P 505 BPMIARK B PRUITG PRSI RS WheRanp SORWARS g phone

isB&nghgﬁéﬁﬁ. connectivity to the secure nodule, the 20
appar atus conpri si ng: _ _

SUMMARY

According to a first aspect of the invention there is provided an apparatus capable
of hosting a secure module, which secure module comprises at least one secure
module application, wherein '

the apparatus is configured to provide connectivity to the secure module, the
apparatus comprising: | |

a processing module configured to obtain from the secure module information
conceming the at Ieést one secure module application, wherein the procéssing
rﬁodule is, based on the obtained information, further configured to check whether
a compatible counterpart application is present in the apparatus, and -

a communication module coupled with the processing module coniigured o obtain
the compatible counterpart application from an outside source in case no

compatible counterpart application is present in the apparaius.

in an embodiment the counterpart application is a compatible application residing
in the (hosting) apparatus outside the secure module. in an embodiment, the
counterpart appliéaﬁon is an application which is designed to operate togefher with
the secure element application. in an embodiment the counterpart application is an
application providing a user interface for the secure module in a mobile station. In



a processing nodule configured to obtain fromthe
secure nodul e i nformation concerning the at | east one
secure nodul e application, wherein the processing
nodul e i s, based on the obtained information, further
configured to check whether a conpati bl e counterpart
application is present in tBe apparatus, and 25 a
conmuni cati on nodul e coupled with the processing

'an"@ﬂbkb&nféﬂﬂfhegw&ﬁertp@rt@ﬁpﬁtétldnhg aCcﬁﬂm:@l Bbblﬁ:atlon controﬂlng the.

nt er application from an ource :
onBEAN G dhfpSaush o odtiie SPPR CsigRI T et Smpidivapt the
countethuet amm:aabmis aﬂmharamibaﬁbrrmahag[hg tl@@umtﬁemdule
application is a conpatible application residing 30
~in the (hosting) apparatus outside the secure nodul e.
Ackcarding dobexhmplet entbuelimentst ef fibe tineqylanc dftérenis praewided an
c ich is designed to operate together
ap&nggﬁ %g(gﬂquﬂﬁﬁ'e el enment application. In an enbodi nent
" a sdraire ooortue pathichaggelure madote cemarisegppt least iopa secure module
Al g [ f the secure nodule in a
apﬁo%\ﬁlog st aaﬂ)pléf’ﬁtﬁ flﬁﬁl%rr C%F@n%&gl ment the counterpart
a pioekseiag insedule configuretolo elpipini tami ibe srawre anedulg infeemation
' coﬁ@é‘rhﬁ’lg; nﬂflgéﬁeoﬁ@gﬁ&ﬁe%%‘ulé dppREAtRIN HtHBein! e processmg

anot I ment e counterpart app Ilcatlon

meghd Her baped i @atthenoblaingdi ﬁﬁorm?é!oged‘urftféern@aaﬂ@red to check
wfﬁﬂfé?rad(';d?ﬁ ét%l@é@ﬁﬁbﬁ)eﬁ‘%bﬂﬁm & Pésdriith tH’éaVé%fHertﬂs and

there is _rOVI an apparatus conpri sing ﬁ Secu

a ﬁ@amt@lcakﬁncwogak?upeumeaw@ dBgpRrpeessing m ¢ Wégured to

obfi§ tHee compatife R hickart @Bpllddﬁﬁn FpaaatdifsiliyIsolRte in case no
roces onf i d to obtain

cop PRI rouBIStoRE SRBIANON S PRCRELT J6E POPRIEER no the o

| east one secure nodul e application, wher e| n the

i B 25N Ao, SRR 5P o0 BRbBk Eihipsle pogpsses va
andotepfate hfermationt v {her $ecapp hogials. dn ansempbediarent,i ﬁhetdwessed

BRI mehEs ToSEER 1 R, PPN, FHRNOH, U crce

softeareatroml ene ouma@epantotaspliceatto dhe teronmaln Ineasésiwhere the

mcﬂ)ﬂgrtgﬁnfng 83§§ pﬁp hﬁ\?énﬂ% s%hﬁaf@ﬁﬁ&&&gpngfsgallﬁﬂp Hec %ﬁ\%'re can

ratus
beH@@hedgV\épréEalds)f tmj&tcw aoffiwdriel @ user of el termlnal can then

ac@%eﬁﬁﬁ%?é(ﬁa?neao%&d? cbare MBhAE RSt Eﬁ"eé Qﬁ 4hE secure

ment, the accessed i nformation
rlses instructions on howto fetch control or
user interface software fromone or nore renote
sources to the termnal. In cases where the nobile

Aceidingntg a gg@%@p%p&t@pge@mmﬁfeelsdqrp\élggg a secure module
coin?ﬁélﬂ gl ed, the software can be fetched. Wth the aid

2 Shetrsd SRS R 48 3 198 cBecttdrg qug S apbication ino
theagdur€ atddans aptor ed in the secure nodul e. ,

a memory coupled with the processing element for storing into the .secure
module information identifying, concerning the secure module appllcatlon a
compatible counter__part appllcatlon. '



According to a second aspect of the invention there
is provided a secure nodul e conprising: a processing
el enent for installing at | east one secure nodul e
- .application into the secure nodule, and a nenory
coupled with the processing elenment for storing into
the secure nodule informatign identifying, concerning
. the secure nodul e application, a conpatible
In go @mlmdiment the secest module mainteingindghe secwienmodie, which may

| besfﬁﬂggcgolﬂ%g?atga'cﬁltc%hr[aué'}ot Itéﬁﬁiﬁrgpé(??ﬁg‘g&urwiré:&ons) a

sical Integrate Ircuit
ded}fﬁptqdc e&glﬁw ghdaigtiases sdigh F9nfﬁé§swpfi%\ted@%iﬁcf9f d@anaging
appﬁ’&lt%h {s) s@éreéi%t%%%esedﬁﬁ’é elerSERLRH el RiRr G4 'n%lﬁquﬁﬁmal S
or managi ng application(s) stored into the secure-
us@f igiasfacewi th the aid of a nobile termnal's user
interface. According to a third aspect of the

|nvent|on reis ovi ded a nmet hod for appar at
Acgoiding ke grt Hgﬁﬁpﬁﬁt B‘E %W@”H%mgheée Ihreyids %éﬁﬁ@tho& for an
ap PG LcHRTK bF Eést&tg J?] %g&breomeda@c Wh&:hbl@ﬂiuir@ modfule comprises
|cat|on t nmet hod .conpri Si obtai ning from
at B8t QB e onnifus BRPGAER: DR RoRod eRTRESMe at | east
obtmangs eromf mermm@ napivle tddrnetioncoackinig theastdeastoniehsecure
a| ne nf ormation, whether a conpatible
may &Lﬁ?%’? k?ﬁ ?n’appl ication is present -in-the apparatus,
cheekdng Hieiedi orgtheheblaomggainfdriratioouwhetheaat ccathlbctatcoumerpart
0. an. QUL Si SOU e no conpatible
apé'@%@%gﬁgggﬁﬁﬁﬁ‘g%@ ﬁgrrénlﬂgs%%?esent in the apparatus.
oblaning trbontipativie cousterpar awdcat@na‘pmhuamouterdermree irycase
no GBI ERLE TR ool Bolicioh G W APANE appBrtlle. o,
secure nodul e appllcation stored in the secure

In Hﬁ%@odnﬁ@n?ﬁ@é\éu ) an? abpic4abh 9 sfr\y‘flé)frﬁabg@ﬁted into the

such as’ name ven re-instal [aiion
seguistmeRdyle ofsArt embadinentithe regisiy, ﬁpm@mésd‘ifh?@tlrb igrieach secure

moddR! bEBNda8Bn stordd, inUhBMsdchfE i atife. Kn ‘éﬂﬂ?rrﬁby contam various
mf@%lcatlon In an enbodi nent,. the reqgis al.so

oy Suehap name reRdPhANE éﬁd’@%‘ﬁ'&‘t'ﬂi /t ypdate instructions for a

mabilgt aéﬁrrahal@n sYunedipage ﬁncaﬁonuse@ i nisef f pe@taRNt 6ol control
I n.cas war e correspondj

apfifBuoge i 8 EsprAtah 83?5% 15y 550 pRVBIMBigeF anfSrmation
reléliﬁgﬂoﬂab mtalmﬂgm?ﬂ efnyageu&%at of nsariftacfateohirol appllcatlons In
on ate o s.for sone r on
caff R S8R B Rsor i 1 11 e P AT ol R Brlaliot isjost in 2
mabdgltenmmall or améed foo anwsentlanelfaaa’donted)lpapwemmrgupwe occurs
 for G Randfy B A8 BieR e FRlpE el 3afiare Kehorothy tis
regiging i candeh taspeditaiof antehelpyv seepiog thee tarmiinal prsmi déelrface
I
anBicRON s lo R 81 SEHASoTRHIFe b TREANE,

application into the secure nodul e, and storing in

: Ac&&amgefdg%efmuggpéaf&r it Ir%nh&?@l’iér&yisnﬁro%uded a method of
I'e counterpart
managlng a secure module the method comprising:

installing at least one secure module appllcatlon into the secure module, and
‘ storing in the secure module information identifying a compatible counterpart



5 application concerning the at | east one secure
nmodul e application. In an enbodi nent, the secure
modul e is a secure smartcard chip which is in direct
comruni cation contact with a near field comunication
nodul e or RFI D communi cati on nodul e of the hosting '
appar atus enabling the use gf secure nodul e
appl i cations, such as contacCtless paynent / ticketing
apalfigdtionaonoersingXbe @t tiasy one sactnefmpdis gepticaiiont he )
invention there is provided conputer programstored -

in a conputer readable ium the conputer program, . .. |
In @@nﬁmbeﬂlﬁger@ow&u%wr%i@W%P@ 5?65%?%@%%’&&‘@3@ Is in
direot catmrniatiap rantict svithoa reaf dickd tdranmmuidatidnimodule or RFID
.dance 't S C : .0 -
oo B ERE pEb R, 5 Shd flobllnd MEEan S Epih L use of secure
mqstuisy ppRlitations yah @s contagtiass Baynert /itiskatinghaprlications. -
readabl e nedi um the conputer program conprising
conput er acut abl e, program.code adapted tp causge a
Ak, B Rihcasrizeh ot Mot VERUS hErE & Piriieb pREREfr Brogram
stoked hint hecémputer aspdable Awstiurd] rige t aoneeeplprogram comprising
[
cof Rt SRRUELR. pl Al YR pSbic 30 RahEe IEHpERAN R perform
the methad inegap@apeapitndBs thitd sReSt- one secure nodule
application, wherein the apparatus conprises: nmeans

for,providing connectivity.to.the.se e. l.e: ‘
AckSi R siie MR e of e ok ThRES s H6Va8a a computer
progréor referedn irc omceomputgr t teadablel ensdiumnethee @omputerd wiregram

i cat] , cas
oS LpRputcH SRS 1roBRM Xl 3??‘9%9”3?%%?@@ secure
- mogis meréprebt.bﬁaﬂetbpé"z:amre%%ﬁw'ﬂaﬁm THLRPIR5FL

present in the apparatus, and- neans for obtaining

t he

. conpatj . C i cati fr a . o
AU B obttger BLAIRGS 8 he PRy WRREOR, provided an
apppratis eapaiie of hpstingeaseruet Meduigpwhighusecuraimasiye comprises
at RARPINETBE e odule a?;ﬁ!ﬁﬁsﬁﬂh, WhRIH hehpparaub esmprises:

-1l lTustrated onlﬁ/ V\h B/ r.féLer ence to I.ge_rt ai n aspects of

meang TPhRRONIGNsheoMectl ode e GG BedPed t hat

meamsr fes pbiadiing frenbtid seenirs rmedulea jrjbymatmnotdreerrasy due st least
. : _

o8 St 50 b aRP e DE i i ey e Cofprset!™ |

means for checking, based on the obtained information, whether a compatible

counterpart application is present in the apparatus, and '

means for obtaining the compatible counterpart application from an outside

source in case no compatible counterpart application is present in the apparatus.

Various embodimerits orf\the present invention have been illustrated only with
reference to certain aspects of the invention. It should be appreciated that
corresponding embodiments may apply to other aspects as well.

BRIEF DESCRIPTION OF THE DRAWINGS
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The invention will be described, by way of exanple

only, with reference to the acconpanyi ng drawi ngs, in

whi ch: 5 Fig. 1lshows an apparatus according to an
lgent of the invention; Fig. 2illustra

W‘?@g%’f‘?@ tabl e according to an enbodi nent o%@?@oosn}smsz’

i nvention; Fig. 3shows different routes of installing

and/ or updating applications in an apparatus

according to an enbodi nent of the invention; 10 Fig.

4shows. a flqw ghart in,accordanc tth an_enbodi nen
T giiof sl Ky B8 pes” o¥oRak S GEmie Pafl il fierfREE to the
acoupssHaCerawinds, anwhighr enbodi ment of the invention.
15 DETAI'LED SPECI FI CATI ON Fi gure 1 shows an appar at us
according to an enbodi nent of the invention. The
FigaPpar atdthpwkOarf 25pdraR RSactoRiifg RSFPEmbadiniBHTBf helidvarftiof;
_software 13 which is stored Tnto the nenory 12. The
Figs 8f t waribusizites npr fogisiryp talie a areasdieg c bht an nempodinent of the
i nst r ughiQigpWhi ch the processor 11 executes in order
to contro tHé operation of the apparatus 10. In an
Figefbodi rehows differemp peutas wf ingalling and/obupdating appiiations in an
mobi | e é)php%?gtils according to an embodiment of the invention;

Fig. 4 shows a flow chart in accordance with an embodiment of the
invention; and

Fig. 5 shows a flow chart in accordance with another embodiment of the
invention.

DETAILED SPECIFICATION

Figure 1 shows an apparaius according to an embodiment of the invention. The
apparaius 10 comprises a processor 11, memory 12, and software 13 which is
stored into the memory 12. The software 13 comprises program code containing
instructions which the processor 11 executes in order to control the operation of
the apparatus 10. In an embodiment, the apparatus 10 is a mobile terminal or

mobile phone.

The apparatus 10 further comprises a secure module or element 20 which
comprises a processor 21, an operating sysiemn 26 and one or more secure
element appiications 25. In an embodiment, the secure element 20 is a smart card
or chip permanently integrated, detachably aitached or removably mounted into
the apparaius 10. In an embodiment, the apparaius comprises a smart card slot in
which the secure element 20 can be fed. In an embodiment, the secure slement
20 is a subscriber identity moduie (SIM). Normally, the secure element 20 shouid

be tamper-resisiant.

The apparatus 10 is provided with connectivity to the secure element 20. in
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The apparatus 10 further conprises a secure nodul e or
el ement 20 which 25 conprises a processor 21, an
operating system 26 and one or nore secure el enent
ions 25. In an enbodi nent, the secu
‘nggﬁéﬁgésnart card or chip pernanently .nte%?%@%@&ﬁg&”3
det achably attached or renovably nounted into the
apparatus 10. In an enbodi nent, the apparatus
pragiiopr theexpparainart( @aridchidota smartitach intérfaceegintsriace module

| enen be .f n odi.nent .. t he secu
(ne TR} wiBn 58 Enubd it ekl SlEnsi PR vict{ifin p&igiors. The
Intéﬁdmb:hry bet hm;ﬂ@d:liﬁ&helmdmﬁhﬁué didigbus (not shown). The
%r re t ant dﬁ 08/828989P /F13006 50383_7
se‘ﬁHrﬁc‘F ?@8“ ealb 5’5?5‘? ENE SRCHTHY ent infprmation

containedlid e’ Securd eRIThéRS 0TIt afbpea&ﬁ&s ab%ﬁ)rea\ﬁw hfbfmatidn via
contact with secure elenment's physical

pi

thecigiariase drosn theseguie elgrgert %%@%némm@whabIStthe security level
a

of M EaIed inttrhaflof VP {eclRO LIGhETo diifiel® i Foquested

inforitfetion ot the rdpparaius o10. SFarothisa pogdse n theh secre alement 20 may

cofpES br BRroPlS CORRITY hectlnd TPed df 4 il ool bR, Thi

moBememélyrtga ﬂnpl\ah@htéds by e finaes! or tay shitabid cofbiration of sofiware

anf 0550 BoS5Bh, leoh 3l B, Mt R ool ang
chédkb&viiéiﬁé}%%q@gﬁriﬁﬁ@kﬁnﬁil@ﬁﬁé‘bpﬁ&af[ﬁm(P@ﬁ@ﬂ)éﬁtusfs%ﬂware
a security checking nodule or simlar (not

13}5 W@wppr%n@emwedm ESGRiNe FRayueRied taipfraation, fuw tihar secure
¢ui tabl e conbination of software and hardware.
c éssifies different information in different
security levels and checks whether a requester (for

L L TR L o S

a tickétngnagplioatidrr. Ghet ém)!&aﬂmrl ESrmdlm by Bk sddurd lederaentusrecessor

e e Ilcat for exa N aynment
21, o R bnBlng, St bl e gigHTes alemuant 2his b8 He "Secure
eleﬁﬁh't la?plidaﬂﬁn 25 ingy ltiél caledtdifagsiey The R URNbieFHcRE oBstbvides
t he operatl ng system 26 of the secure_ el enent

an Eﬁerf%cleﬁf/ aceassingdpe Aypigallypassiveyieces siemenbingaouteide. This
int&rBlck§HayBe %Pcﬂ}ld’éd by @.Sﬂ\ﬁ'ﬁl‘é%ﬁf&ﬁfﬁ%@ aﬁ%ﬁ/& i e 88ingQoftware

an interface for accessing (typica Ssi ve
and/ecierdwareardior physical @rrangements, suthas pihaoangaiprbe

provi ded by software or by suitable arrangenents

usi ng software and/ or hardware and/or physical
[ heiappmgmse‘lﬁ furthetctimpeises a neanfiadtoorrsnuan:m:oappm!me ug with an

t her rises a near fi,eld, conmuni t|o
antfgeg ey foas T4 arB St modiise! £ Bogoregfe (8 he processor
11 800G tHeCsticu st @01 th bR eﬁmemﬁémdtﬁemddﬁﬁem étﬁﬁﬁlﬁﬁfcatmn

11 and to the secure elenment 20. In an enbodi ne

mogyle feds an BFYD &@mﬁwsafmrbmqﬁsﬂﬁnFélc!}4a$=sfoa@xmm an RFID
reaB8FUMA fRddnsC PtHICalsBUR s 8% mB@é ﬁ%%rﬁalaéba@:é Ruch as a

reader wth nmeans to operate™also in a ta
poiaikeiegaie:| teguinat eor §umnwtia%dueﬂﬂe@f(ng‘ralséower i riEg- o1r) may

corﬁmﬁﬂi%fé%{tﬁﬁﬁa %{&?ﬁ E-le(rﬂgr{t fd\ﬂ ?é:rjg%ld &mpﬁw %gn moduie

communi ca € secure e via
i4.field conmrmuni cati on nodul e 14.

The apparatus 10 further comprises user interface applications 15 which are run
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WD 2008/ 028989PCT/ FI 2006/ 050383 8 by the proc'essor
11. These may be called mdlets. There should be a
user interface application 15 for each secure el enent

W&%%ybé‘,s%l on 25. The user interface applicat i’8?{l<’ﬂ2§06/050383

&ehts a user interface for the correspon
secure el enent applicatio® 25. In that way a keyboard
and di splay of the apparatus 10 can be 5 used as a
by dberprioneadrat‘b These Imaysbeucdlwl endiats. diieré shoulbnb25a user

|nt e sec ort]'te 28 éseg i%ﬁﬁ%g%%ﬂ%ilcgﬁ%h?gof%%u%er interface
apﬁlﬁ:ﬂﬁmﬂs_ |ﬁmmémblamsemhtertd@e foethy eoreéspﬂaﬂhg eicpre element
anplceion 4. JEtoveY ankmboaih aa digPey of e PPSrEE O can be

usdd1a$ alAB} Mitdrfac®BbPind! fRdrd &Eﬂ{éﬂ‘ﬁbbsﬁbaﬂﬁn pgstal | ed
secure el enent applications 25 and the counterpart

user interface applications 15. For each secure

Thé ls?&?r'ét eléﬁ’u%!nt é‘thla%rh ?%létﬂ) Eati Bl BatPRbdP?SThe table 27 can be

ormat 1 on ent fy he counterpart appl1 cat
impiémehicdras 3 seaamte aUpitcatltm irjodbe secure sidmentmhip. a&lmua’ﬂvely,

the Byl B PadieRgfiGl M ARl et st system 26.
In thiznablkbis(roaintaingd ifdretatiod on inktatied &nd-eveiembmmh:‘aﬁmns 25
)| T B8 5, FERTIECRBPREBES 1% i a$3rd) SeCite element
appiitbHEATRE NS taie RehtaiddRfoRMEROR Vubrﬁlgfﬁmg/ﬁﬁdﬁﬁntemhrﬁﬁpphcahon

alternative enbodi nent the table 2 ont ai ns

15 Mhﬁ"r (fctaayifed da beopreseny instha aprasatse! & Hdis BiRmadign can be
pre QHt'éHel{%%ﬁBu@%géc%r' Shandple, s BA 'y 1§)rﬁ§’r“i’s¢ehi?l%tname

ave the requir counter part applit cat1 on
(orr eemer ethep Oidestiidrpnangd vefsionpplimber | @n thearrequired counterpart

apfigidh 18! 0o S ity oP B GOl Bl 8o o
both)th@plametdntd thedrepger.dh aa atietrnativie embmdmneat the dabletB7cdentains
SR 55 A BERS o B RULTRA SriPahen 15. e

a @é@%rmm&iaﬂ@ the2faqbired cauh‘[drﬁ@rt h@bl&%’n@ﬁl 15 or the requnred
pen‘oodl ment of the table 27. In this enbodi nent,

vergigg| of 3o ApaliGaiionoan ingiallafiep araindaiss#n ba perrEaed au fglsawmg
the( ingﬁﬂétlcfrﬂse@afld)ﬁnﬁmﬁ§ nbé@}(enu blfsafe&smp%nfhevsaéﬁega of a

identitier) information n t he exact
netwodﬁmm frappwhichtthe rappﬁcs(tmner amme @agubaﬁowrainaded This

adcﬁg%aﬁl C anIh kﬁé E"e'"w oadME’L(ig (5'}@["3 i@e%gléa}hc%\%o c%%]{ kerent

routes of installing and/or updating applications in
Flg' %ﬁﬁ%?%%&t; %ﬁcé‘gﬁgﬁﬁg&rﬁ (pfgcn‘g”%a%f'b%’ PE%S %];nbag:ment the table
contains for each secure element application 25 (identified for exampie by an
application and version identifier} information identifying the exact counterpari
application 15 (name and version), and the network site from which this application

or update can be downloaded.

Fig. 3 shows different routes of installing and/or updating applications in an
apparatus according to an embodiment of the invention. According o one
alternative, a secure element application or application updaie is instalied via a
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alternative, a secure elenent application or

application update is installed via a WO

2008/ 028989PCT/ FI 2006/ 050383 9 cont act| ess net hod

Jear field communi cation link. The

W(lIIEdOF %:Sg ion and/or installation file is trans;r"FmOﬁoP50383

from a contactl ess reader $0 over the near field

comuni cation link to the near field comunication
comtadildss métmadjsingaaefaanrﬁetcbcmmmménﬁce lisk.eFenap@ation and/or

nsiiafie 1 i ek, B0m 3. @it Heeel SO0 et eay e

communiuaiiba dinkao thHe drkae fickl toratrainication infoduné he-atid therefrom to
t hod n.this alternative,

st || t
thelgasire SR 2R SO NSl g e ol Ak tinalg another

attdrhefiré e Eeémﬂé 'ePélﬁer%%ﬁbﬁ&alﬁﬂl o éﬂbﬁﬁ@ﬁiﬂﬁh;ﬁﬁ&é %ﬂﬁstalled via on-
network 40 to the apparatus 10 using a cellular

thergit WS 1A inRillatipe nmathadht By tBis  abiennative. ofiee spplication and/or
msféﬂ%‘?'fﬁé‘ﬁ%?&ﬁs@?fe‘é' fr&m gﬂr?rf tl"esaip WoRR#€30 W communications

appar at us rses a ce radi o transcei ver
netw®ric ddpioetihet appatratqsr it eisingr a Tellulpr getwork conoesiion-erienied or

cofsiiipess o bl igons, oAV Toei Ml PhftSpaapd eperats

cornprises £ celiuidr raﬁudﬂ"ahs&awbr da8icoaplediio tisprabbsdoran. fil e,
the secure el ement processor 21 installs the secure

el ement application or 15 application update in the

FiglhiRaTB lsYols @f ficvn BMdH fll%étréﬁ?ﬂ%&nﬁblléﬂo&fprb&ésscﬂf d §®ure element
secure el enent 20 (st eE a new application is

appligation péapplaaah@wpgiaﬁes afe@%fp‘s #toe ere qaézsn &r instaliation file,
the( §%€Lﬂ'e4aeimé$ﬁ grr gastired 1 e %ﬁil@?%ﬂ%hge r¥ieﬁ%m Adpication or

exanpl e ornatlon entiTylng the exact
apmj@ahme update iaghe memozyn(nm slaewwéon reasomns ot cladly) ohthe secure

oY 24854 2 Y B b e o o
tabid e@ven(stopppiZ).cdis prestinted heamerr rthe pemtq: nepniaing, i @JT lenarnpie
M I TR N

abduiawherdabesbiamCit (Step! £3VE I thaPipbiataidro’ &9 upaaidi éfesn @Stlstlng
update in the counter{)art application 15. 25 Fi

sea wlernen anplisRinn 25| eseerrsnegangprestias &n Hig B padated
acddtdikER| pif%éd%@ ERpA), A B upBRR) p'defedtRalit Slifinple, if

coun [ica 15 in Sy nc I n actordance Wt
thea:ﬂdahdrsecureﬁe@epi anwwtsoariﬁb@quaes Aadipgiate innthe counterpart

apaggﬁ&{ hg situations; for exanple

Fig: 5 shows a flow chart illustrating a process which helps in keeping the secure
element application 25 and the counter application 15 in sync in accordance with
an embodiment. This process can be carried out in specific situations; for example
when turning on the apparatus or immediately after updating the apparatus
software (the actual apparatus sofiware or secure element software). in step 51
the processor 11 under control of apparatus software 13 reads the secure eiement
table 27, and in step 52 it check the counterpart applications 15 insialled in the
apparatus 10. The apparatus knows which applicaiions are present in the
apparatus. This information may be kept in the apparatus memory 12, for
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when turning on the apparatus or inmmedi ately after
updating the apparatus software (the actual apparatus
software or secure element software). In step 51 30
h essor 11 under control of apparatus

W(&ﬁ'?@% the secure el enent table 27, and |n§”‘g)tth Bosss
it check the counterpart &Qpl ications 15 install ed in
t he apparatus 10. The apparatus knows which

exampplei data cegisier corpdatebese ior simiiaafpatr sihaven). Thies processor 11

cong8 Wi YRR SURERE ) $i0B 56 40 SRECIAa RARG ot 7 pmparison

peff@@iait BY siep SRt iaaDAcOsr Biord lcauntern2irt apgiwaliond e mlssmg or
rocessor 11 consults this mforrmli%on souyrce in s

hav—z e.g+ the wrangxeesiens A Wedalg o5 insialialiop 45 itdggered or Sugbested
(sté’;? s&p RChp daralu8 Rofttard A8lcafNfgder tn”e LPIGRUS RERAERON so that

applications are mssing or have g., the wong
it iy pegoEed awtomsdically withpuusar| Iaﬁwf@rencg, farieygaiel !af on-the-air

ms@l‘lgﬂ&?t %tﬁe( ar5ﬂd|o-rgr? i §1S A ﬁ@ﬁfa‘f@éi? e C&lharatus

rrgger the update or Al on"'so
sofpmrboﬁrmanaaai@fram thae lupenmthiether hedshe idasiced Qlainﬂ:\e, update or

. am, on~the-air ins I on. Vi

instalpticH & BoRplqtel T Otral S wlh G Shfigédiing update or

insEMRBcAtd thes@ddrVisy 9 pbp-GRwirkidky b similh end pescesheinhecordance
he/ she desires that the update or installationis

- with YiFRT ($8BBRES- The appar at us software can suggest the

update or 10 installation to the user by a pop-up
w ndow or simlar and proceed in accordance W th user

Varieus) gsmbediments eifstheniperniieBnbaveo beem eresaniad. i Mthaughdhe term
oo REE 5 o o W) ) B8RP ol AP gountrpar

applicaticn isnet pestricied ’@ppssercmterfatpel apphicationss toui atlmr mnterpart
interface a |ca
anbiigliotss sPEh 8% Solf SCRaATDg PPt fre bt abR e wer.
applications are applicable as well.
It should be appreciated that in this document, words comprise, include and
contain are each used as open-ended expressions with no intended exclusivity.

The foregoing description has provided by way of non-limiting examples of
particular impiementations and embodiments of the invention a fuli and informative
description of the best method and apparatus presently contemplated by the
inventors for carrying out the invention. It is however clear io a persoh skilied in
the art that the'invention is not restricied o details of the embodimentis presenied
above, but that it can be implemenied in other embodiments using equivalent

means without deviating from the characteristics of the invention.

Furthermore, some of the features of the above-disclosed embodiments of this
invention could be used to advantage without the corresponding use of other
features. As such, the foregoing description should be considered as merely
iliustrative of the principies of the present invention, and not in limitation thereof.
Hence, the scope of the invention is only restricted by the appended paient ciaims.
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It should be appreciated that in this docunent, words
conprise, include and contain are each used as
open- ended expressions with no intended exclusivity.
20 The foregoi ng description has provided by way of
non-limting exanples of pafticular inplenmentations
and enbodi nents of the invention a full and '
ChM®r mati ve description of the best nethod and
~apparatus presently contenplated by the inventors for
carrying out the invention. is however clear to a '

It
person,skill § . ' ' '
D5+ 7 o8 HbeEft B £ 85ind RecEmBUenien Boure mod
caPhRRRtR tbathere sebute mbdllel dppdigatidrg wingreement ed i n
ot her enbodi nents using equi val ent nmeans. W

{ t
devitae iapgarateinis KENBgPE dPepio¥ide: corIeCiINiLY .08 segHre module,

' .of the features of the
thé%@bé%@é@ggggﬁghbodi ments of this 30 invention
coulad precesstiely timoddieandonfgunsid Houpbtdie fonr ebposeérug module
. use of other features. such, the fqregoihg .. .
nQESEOEBRTSHBLIT B KA TfoP SR BN G gpitbation, wherein the
prpéﬁééeémq fgﬁ]ddﬁg% % Egheedobr%bpblﬁéir@d SRR Flrther configured to

Y] not inlimtation thereof. Hence, the

checkwhathet hecammatiblé counterpant appécationcisegrasgnt fire the apparatus,

ppended patent clainms. 11 Cains 1. An apparatus
d¥3pabl e of hosting a secure nodul e, which secure °

Moy & RAIIRIABET nbddIE 2BlipRASISe By ﬁr_di’ﬁ@ésiihg_module configured to
application, wherein 5the apparatus is configured to .
obtain\thdecampatibta counterpart application: kompany (Qutside source in case. no

compatible counterpart application is present in the apparatus.

2. The apparatus according to claim 1, wherein the apparatﬂs comprises

an interface for providing connectivity to the secure module.

-3 The apparatus according to claim 1 or 2, wherein the processing module

is configured to send a command to the communication module to obtain the

counterpart application.

4.  The apparatus according to any preceding claim, wherein said’
information comprises a name or name identifier, and version identifier of the
compatible counterpart application and/or instructions on how to instali or update

the required compatible counterpart application.
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t he apparatus conpri sing: a processing nodul e

configured to obtain fromthe secure nodul e

i nformati on concerning the at |east one secure nodul e

appl i cation, whereinthe processing nodule is, based

on the obtained informatioh? further configured to 10

check whet her a conpatible counterpart application is

ps.esenthé Napparadppadaiordingato any precedogmalaintatwleiein  said
_ nodul e coupled with the proces inqwgpg e confiﬂ#red ¢ ﬁ
infognatigraindicates @ ApHTRITESYERL EPHafbic 3?&%‘99% § CoHerpra

S| ' conpati bl e counterpart :

apgg%ﬁﬁbaéﬁ%r&?%E%ﬁgggh&%ﬁﬁa(%ﬁ apparatus. 15 2.

The apparatus according to claim11, wherein the

ggparatus coqgrises an interface for

rovidin . .
nnecth&i 8pP rgtysh ACSOGIPg iR aaNg. prec%dlng fla%h o Wherein  said

cofRRA At i‘éﬁ)gﬂt?n%t%ﬂ}s”%gﬁﬁb&ééi 1 proRfde?a W4egT intdifdciefor the secure

process iIs configured to send a command
mddulé besecummnmodueiapplicaidm. e t o obtai n the counterpart
appl i cation. 4. The apparatus according to any
preceding claim wherein said information conprises a
NAMe OfhdapBarafl@Nhtddraing tBrshyviiestding ok, iWheseindhe apparatus
‘the 25conpati bl e counterpart application and/or . i
compsisesicaineas Heldhoomnuinicalion Mesiule jarGeMIRENicating rafgrmation

belc\i\(r)égpna%\'li\ %lq%ic?é) Hé‘ﬁt%E{?é‘srst re%BQL ..'aﬁ&ttij\é) Qeédré%nodule.



10

15

20

25

30

5. The apparatus according to any preceding claim
wherein said information indicates a network resource
fromwhich the conpatible counterpart application or
updat e can be downl oaded. 1 6. The apparatus
according to any preceding 3 ai m wherein said
counterpart application is configured to provide a -
WBer iAstectrageofivle compriset@ire nodul e or secure nodul e

PPl BB, e s BRI RSB g Sprcaon

intB sédfbsqumugigat i on modul-e for communi cating
ormat i on between an outsi de contactl ess reader, and

t heasnemoey roupled. witls thx prssessigaelement dof slopipainte the secure
RG0SR RSO R, the'sekD 08, Sppicaton. =

co%@ﬂb!@,q@ﬁiférf)art applicatich. menory coupl ed with the
processing elenent for storing into the secure 5

modul e information identifying, concerning the secure

r%&u: ?g{agoghé&gt h%@u!eﬁ?.ﬁﬁgm B @af u@t\«%@?étﬁ the secure module

€ secdre no uIe according t

coRipAbER 8n inBEAEE fortduzessiogthe sedureanoduipriice s iwstmg apparatus.

interface for accessing the secure nodule froma
hosting apparatus. 10 15 20 25 14 10.The secure
modul e according to claim8 or 90, wherein the secure
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nodul e conprises a security checking nodul e for

checking that a requester has appropriate rights to

recei ve requested information fromthe secure nodul e.
511. The secure nodul e accorging to any preceding-

claim8 - 10, wherein the d&cure noduie is a smart

card. 12. A nethod for an apparatus capabl e of

hd8t i nfhe seetite enodulel accoming Hoselaiin 8 sdeP.ewherein the secure

SR BB SRR SoPP BB s str s

‘a #e righy WBEEENe GonGastal MYoihationtfréradké sederesaodule.

nodul e application; checki ng, based on the
obt ai ned i nformation, whether a conpatible

. count rt a ' ' I Sy [ rt_u' ;
CPA" SRS SeqPo M R €5 BB prchalty SRR 8490, wherei
th@Betureahb@ieflis asnaart edicsi de source in case no
conpati bl e counterpart application is present in the

apparatus. 20 25 15 13. The nethod according to

81}2“ m&%n%{é‘i{é?rfﬂ %nsﬁg%dhmsoééﬁaatbilé)gf ROSHH] a&ecrd'#Biule, which

'nane | 1er, version identitier of the

secoraiddulle mmprisespat tessppiniecaeédwa mndiiler application, the method
i nstructi-ons on how to install or update the required
CORMISHYA bl e counterpart application. :

obtaining from the secure module information conceming the at least one

secure module application;
. checking, based on the obtained information, whether a compatible
counterpart application is present in the apparatus, and _ _ '
obtaiining the compatible counterpart application from an outside source in

case no compatible counterpart application is present in the apparatus.
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14. The method according to any preceding claim112 -
13b, wherein said information indicates a network
resource fromwhich the conpati bl e counterpart
application or update can be downl oaded. 15. A
met hod. of managi ng a secur & %rodul e, the nethod o
conprising: installing at |east one secure nodul e ) _
afpl i cThieaneihoticadcoediagdaraainodi?y hewind said informationngpmprises |
in the secure ule i fornatl en
aa@%tqrmaén%dqﬁn E‘r%’a?{‘ Af5FIOR 8ReieEss c&%nPﬁﬁ‘P@HB'ea?OU”tema”
a%ﬁﬁ%ﬂcgr?ﬁﬁd}%‘?%tﬁlcﬁﬂﬂg'o% Rt GdthIPBr update]{ﬁe Péqwred compatible

programstored in a conputer readab
coundimpart dppécateomput er program conpri si ng conput er
execut abl e program code adapted to cause an apparat us
to performthe nethod of any of the precedi ng clains

132415. ThéGnethod according to any preceding claim 12 — 13b, wherein said
information lnd]cates a network resource from which the compatible counterpart

application of update can be downloaded.

15. A method of managing a secure module, the method comprising:
rinstalling at least one secure module application into the secure module,
and ) 4
storing in the secure module information 'idéntifying a compatible

counterpart application concerning the at least one secure modulie application.

16. A computer program stored in a computef readable medium, the
computér program comprising computer executable program code adapted to

cause an apparatus to perform the method of any of the preceding claims 12-15.



