
WO 2008/028989PCT/FI2006/050383 MANAGING INFORMATION
RELATING TO SECURE MODULE APPLICATIONS FIELD OF THE
INVENTION The present invention relates to managing
information relating to secure element or secure
module applications. BACKGROUND OF THE INVENTION
Traditionally, payment and/or ticketing applications
have been residing on a secure chip embedded onto a
credit card size plastic smartcard. More recently,
when contactless payment/ticketing have become more
common, 15 one has begun to install secure chips
containing payment instruments and/or public
transportation tickets into mobile phones. In one
implementation a mobile device comprises a smartcard
module and a near field communication module, which
may be a radio frequency identification (RFID)
module. The smartcard module is a secure element
which contains the required secure element 20
application, e.g. the payment/ticketing application.
The secure element application may be started by a
user or automatically based on the context and/or
location of the mobile device For example, if the
mobile device is located in the area of a point of
sales terminal, the secure element application can
automatically start. The near field communication
module will be activated and subsequently a
contactless 25 payment transaction can be carried
out. Now that secure elements containing secure
element applications are installed into mobile phones
this enables a convenient feature, namely a
possibility to enable a user interface for providing
user of the phone with means to observe and 30
control various applications stored in the secure
element. The user interface of the mobile device can
be used as a user interface for the secure element.
Typically, 



this requires two applications: a first application
(the secure element application) installed in the
secure element to provide the security critical
functionality, and a  WO 2008/028989PCT/FI2006/050383
2 second application (user interface application)
installed into the mobile phone to provide the user
interface and to control the first application in
case appropriate security level is provided. Having
two distinct applications to provide the total
functionality introduces a risk of those two getting
out of sync thereby destroying 5 proper operation. In
other words, whenever a situation arises in which the
mobile device for some reason does not have the
required counterpart application (user interface
application) the user interface functionality will be
disabled. This may occur, e.g., 10 when the secure
element is changed from one mobile device to another
(if the latter does not contain the required
application) or when the software of the phone is
being updated. SUMMARY 15 According to a first aspect
of the invention there is provided an apparatus
capable of hosting a secure module, which secure
module comprises at least one secure module
application, wherein      the apparatus is configured
to provide connectivity to the secure module, the 20
apparatus comprising: 



a processing module configured to obtain from the
secure module information concerning the at least one
secure module application, wherein the processing
module is, based on the obtained information, further
configured to check whether a compatible counterpart
application is present in the apparatus, and 25 a
communication module coupled with the processing
module configured to obtain the compatible
counterpart application from an outside source in
case no compatible counterpart application is present
in the apparatus. In an embodiment the counterpart
application is a compatible application residing 30
in the (hosting) apparatus outside the secure module.
In an embodiment, the counterpart application is an
application which is designed to operate together
with the secure element application. In an embodiment
the counterpart application is an application
providing a user interface for the secure module in a
mobile station. In  3 an embodiment the counterpart
application is a control application controlling the
operation of the secure module from outside. In
another embodiment the counterpart application is
another application managing the secure module.
According to example embodiments of the invention
there is provided an apparatus comprising: a secure
module, which secure module comprises at least one
secure module application, the apparatus further
comprising: a processing module configured to obtain
from the secure module information concerning the at
least one secure module application, wherein the
processing module is, based on the obtained
information, further configured to check whether a
compatible counterpart application is present in the
apparatus, and a communication module coupled with
the processing module configured to obtain the
compatible counterpart application from an outside
source in case no compatible counterpart application
is present in the apparatus. In an embodiment a
hosting apparatus, such as a mobile terminal,
accesses via an interface information in the secure
module. In an embodiment, the accessed information
comprises instructions on how to fetch control or
user interface software from one or more remote
sources to the terminal. In cases where the mobile
terminal does not have this software already
installed, the software can be fetched. With the aid
of the fetched software a user of the terminal can
then access and manage various secure module
applications stored in the secure module. 



According to a second aspect of the invention there
is provided a secure module comprising: a processing
element for installing at least one secure module
application into the secure module, and a memory
coupled with the processing element for storing into
the secure module information identifying, concerning
the secure module application, a compatible
counterpart application.  4 In an embodiment the
secure module maintains in the secure module, which
may be a physical integrated circuit (due to
application specific security reasons), a dedicated
registry or database, which contains appropriate data
for managing application(s) stored into the secure
element with the aid of a mobile terminal's user
interface. According to a third aspect of the
invention there is provided a method for an apparatus
capable of hosting a secure module, which secure
module comprises at least one secure module
application, the method comprising: obtaining from
the secure module information concerning the at least
one secure module application; checking, based on the
obtained information, whether a compatible
counterpart application is present in the apparatus,
and obtaining the compatible counterpart application
from an outside source in case no compatible
counterpart application is present in the apparatus.
In an embodiment a secure module application registry
is implemented into the secure module. In an
embodiment the registry contains an entry for each
secure module application stored in the secure
module. An entry may contain various information,
such as name, vendor and re-installation / update
instructions for a mobile terminal's counterpart
application, e.g., user interface or control
application. In an embodiment, the registry may also
contain other information relating to the
installation or engagement of user interface/control
applications. In case the software corresponding to
the secure module application is lost in a mobile
terminal or a need fora user interface/control
application update occurs for some reason or the
other, the mobile terminal software can consult this
registry in order to maintain and help keeping the
terminal user interface application in sync with the
stored application(s) in the secure module. According
to a fourth aspect of the invention there is provided
a method of managing a secure module, the method
comprising: installing at least one secure module
application into the secure module, and storing in
the secure module information identifying a
compatible counterpart  



5 application concerning the at least one secure
module application. In an embodiment, the secure
module is a secure smartcard chip which is in direct
communication contact with a near field communication
module or RFID communication module of the hosting
apparatus enabling the use of secure module
applications, such as contactless payment / ticketing
applications. According to a fifth aspect of the
invention there is provided computer program stored
in a computer readable medium, the computer program
comprising computer executable program code adapted
to cause an apparatus to perform the method in
accordance with the third aspect. According to
example embodiments of the invention there is
provided a computer program stored in a computer
readable medium, the computer program comprising
computer executable program code adapted to cause a
secure module to perform the method in accordance
with the fifth aspect. According to example
embodiments of the invention there is provided an
apparatus capable of hosting a secure module, which
secure module comprises at least one secure module
application, wherein the apparatus comprises: means
for providing connectivity to the secure module;
means for obtaining from the secure module
information concerning the at least one secure module
application, wherein the apparatus comprises: means
for checking, based on the obtained information,
whether a compatible counterpart application is
present in the apparatus, and- means for obtaining
the compatible counterpart application from an
outside source in case no compatible counterpart
application is present in the apparatus. Various
embodiments of the present invention have been
illustrated only with reference to certain aspects of
the invention. It should be appreciated that
corresponding embodiments may apply to other aspects
as well. BRIEF DESCRIPTION OF THE DRAWINGS  WO
2008/028989PCT/F12006/050383 6 



The invention will be described, by way of example
only, with reference to the accompanying drawings, in
which: 5 Fig. 1shows an apparatus according to an
embodiment of the invention; Fig. 2illustrates a
registry table according to an embodiment of the
invention; Fig. 3shows different routes of installing
and/or updating applications in an apparatus
according to an embodiment of the invention; 10 Fig.
4shows a flow chart in accordance with an embodiment
of the invention; and Fig. 5shows a flow chart in
accordance with another embodiment of the invention.
15 DETAILED SPECIFICATION Figure 1 shows an apparatus
according to an embodiment of the invention. The
apparatus 10 comprises a processor 11, memory 12, and
software 13 which is stored into the memory 12. The
software 13 comprises program code containing 20
instructions which the processor 11 executes in order
to control the operation of the apparatus 10. In an
embodiment, the apparatus 10 is a mobile terminal or
mobile phone. 



The apparatus 10 further comprises a secure module or
element 20 which 25 comprises a processor 21, an
operating system 26 and one or more secure element
applications 25. In an embodiment, the secure element
20 is a smart card or chip permanently integrated,
detachably attached or removably mounted into the
apparatus 10. In an embodiment, the apparatus
comprises a smart card slot in which the secure
element 20 can be fed. In an embodiment, the secure
element 30 20 is a subscriber identity module (SIM).
Normally, the secure element 20 should be
tamper-resistant.  WO 2008/028989PCT/F12006/050383 7
practice, the apparatus 10 can include a smart card
interface or interface module (not shown) which is in
contact with secure element's physical pin
connectors. The interface can be coupled to the
processor 11 via a databus (not shown). The secure
element 20 can define different security levels for
different information 5 contained in the secure
element 20. The apparatus 10 can request information
via the interface from the secure element 20.
Depending on what is the security level of the
requested information, the secure element 20 delivers
the requested information to the apparatus 10. For
this purpose, the secure element 20 may comprise, for
example, a security checking module or similar (not
shown). This 10 module may be implemented by software
or a suitable combination of software and hardware.
It classifies different information in different
security levels and checks whether a requester (for
example, the apparatus 10 or apparatus software 13)
has appropriate rights to receive requested
information from the secure module 20. 15 The secure
element application 25 may be, for example, a payment
application or a ticketing application. The
application 25 is run by the secure element processor
21. If the operating system 26 of the secure element
20 is Java the secure element application 25 may be
called an applet. The secure element 20 provides 20
an interface for accessing the (typically passive)
secure element from outside. This interface may be
provided by software or by suitable arrangements
using software and/or hardware and/or physical
arrangements, such as pin connectors. The apparatus
10 further comprises a near field communication
module 14 with an 25 antenna. The near field
communication module 14 is connected to the processor
11 and to the secure element 20. In an embodiment,
the near field communication module 14 is an RFID
communication module, such as, for example an RFID
reader with means to operate also in a tag mode. An
external device, such as a point-of-sale terminal or
a contactless reader (not shown in Fig. 1), may 30
communicate with the secure element 20 via the near
field communication module 14. 



WO 2008/028989PCT/FI2006/050383 8 by the processor
11. These may be called midlets. There should be a
user interface application 15 for each secure element
application 25. The user interface application 15
implements a user interface for the corresponding
secure element application 25. In that way a keyboard
and display of the apparatus 10 can be 5 used as a
user interface for the secure element application 25.
The secure element 20 has a registry table or
database 27. The table 27 can be implemented as a
separate application into the secure element chip.
Alternatively, the functionality can be implemented
into the secure element operating system 26. 10 In
this table is maintained information on installed
secure element applications 25 and the counterpart
user interface applications 15. For each secure
element application 25 this table contains
information identifying the counterpart application
15 which is required to be present in the apparatus
10. This information can be presented in various
ways. For example, this information may comprise the
name 15 (or some other identifier) and version number
of the required counterpart application 15. In an
alternative embodiment the table 27 contains
information of both the name and the vendor. In an
alternative embodiment the table 27 contains
instructions on how to install/update the required
counterpart application 15. If the apparatus does not
have the required counterpart application 15 or the
required 20 version of the application, an
installation or update can be performed by following
the instructions. Said instructions may comprise for
example the address of a network resource from which
the application or update can be downloaded. This
address may be in the form of an URL (Uniform
Resource Locator). 25 Fig. 2 illustrates an
embodiment of the table 27. In this embodiment, the
table contains for each secure element application 25
(identified for example by an application and version
identifier) information identifying the exact
counterpart application 15 (name and version), and
the network site from which this application or
update can be downloaded. 30 Fig. 3 shows different
routes of installing and/or updating applications in
an apparatus according to an embodiment of the
invention. According to one 



alternative, a secure element application or
application update is installed via a  WO
2008/028989PCT/FI2006/050383 9 contactless method
using a near field communication link. The
application and/or installation file is transferred
from a contactless reader 50 over the near field
communication link to the near field communication
module 14 and therefrom to the secure element 20 in
which the installation is carried out. According to
another 5 alternative, the secure element application
or application update is installed via onthe-air
(OTA) installation method. In this alternative, the
application and/or installation file is transferred
from an on-the-air server 30 via communications
network 40 to the apparatus 10 using a cellular
network connection-oriented or connectionless
communications service. For this purpose, the
apparatus 10 comprises a cellular radio transceiver
18 coupled to the processor 11. Figure 4 shows a flow
chart illustrating the installation process of a
secure element application or application update.
Upon receipt of the application or installation file,
the secure element processor 21 installs the secure
element application or 15 application update in the
memory (not shown for reasons of clarity) of the
secure element 20 (step 41). If a new application is
installed, an entry is created into the table 27
(step 42). As presented earlier the entry contains,
for example, information identifying the exact
counterpart application 15 as well as instructions
about where to obtain it (step 43). If the
installation is an update of an existing 20 secure
element application 25, the corresponding section in
the table is updated accordingly, if needed (step
44). A table update may be needed, for example, if
the updated secure element application 25 requires an
update in the counterpart application 15. 25 Fig. 5
shows a flow chart illustrating a process which helps
in keeping the secure element application 25 and the
counter application 15 in sync in accordance with an
embodiment. This process can be carried out in
specific situations; for example 



when turning on the apparatus or immediately after
updating the apparatus software (the actual apparatus
software or secure element software). In step 51 30
the processor 11 under control of apparatus software
13 reads the secure element table 27, and in step 52
it check the counterpart applications 15 installed in
the apparatus 10. The apparatus knows which
applications are present in the apparatus. This
information may be kept in the apparatus memory 12,
for  WO 2008/028989PCT/F12006/050383 example, in a
register or database or similar (not shown). The
processor 11 consults this information source in step
52. If it is detected, based on a comparison
performed in step 53, that one or more counterpart
applications are missing or have, e.g., the wrong
version, an update or installation is triggered or
suggested 5 (step 54). The apparatus software 13 can
trigger the update or installation so that it is
performed automatically without user interference,
for example, by on-the-air installation via the
cellular radio transceiver 18. Alternatively, the
apparatus software 13 can ask from the user whether
he/she desires that the update or installation is
downloaded. The apparatus software can suggest the
update or 10 installation to the user by a pop-up
window or similar and proceed in accordance with user
response. Various embodiments of the invention have
been presented. Although the term user interface
application has been widely used, it is clear that
the counterpart 15 application is not restricted to
user interface applications, but other counterpart
applications, such as control or managing
applications are applicable as well. 



It should be appreciated that in this document, words
comprise, include and contain are each used as
open-ended expressions with no intended exclusivity.
20 The foregoing description has provided by way of
non-limiting examples of particular implementations
and embodiments of the invention a full and
informative description of the best method and
apparatus presently contemplated by the inventors for
carrying out the invention. It is however clear to a
person skilled in 25 the art that the invention is
not restricted to details of the embodiments
presented above, but that it can be implemented in
other embodiments using equivalent means without
deviating from the characteristics of the invention.
Furthermore, some of the features of the
above-disclosed embodiments of this 30 invention
could be used to advantage without the corresponding
use of other features. As such, the foregoing
description should be considered as merely
illustrative of the principles of the present
invention, and not in limitation thereof. Hence, the
scope of the invention is only restricted by the
appended patent claims.  11 Claims 1.An apparatus
capable of hosting a secure module, which secure
module comprises at least one secure module
application, wherein 5the apparatus is configured to
provide connectivity to the secure module, 



the apparatus comprising:        a processing module
configured to obtain from the secure module
information concerning the at least one secure module
application, wherein the processing module is, based
on the obtained information, further configured to 10
check whether a compatible counterpart application is
present in the apparatus, and        a communication
module coupled with the processing module configured
to obtain the compatible counterpart application from
an outside source in case, no compatible counterpart
application is present in the apparatus. 15     2.
The apparatus according to claim 1, wherein the
apparatus comprises an interface for providing
connectivity to the secure module.        3. The
apparatus according to claim 1 or 2, wherein the
processing module 20 is configured to send a command
to the communication module to obtain the counterpart
application.     4. The apparatus according to any
preceding claim, wherein said information comprises a
name or name identifier, and version identifier of
the 25compatible counterpart application and/or
instructions on how to install or update the required
compatible counterpart application.  12 



5. The apparatus according to any preceding claim,
wherein said information indicates a network resource
from which the compatible counterpart application or
update can be downloaded.     6. The apparatus
according to any preceding claim, wherein said
counterpart application is configured to provide a
user interface for the secure module or secure module
application.        7. The apparatus according to any
preceding claim, wherein the apparatus 10 comprises a
near field communication module for communicating
information between an outside contactless reader and
the secure module. 15 20 25  13 8. A secure module
comprising: a processing element for installing at
least one secure module application into the secure
module, and           a memory coupled with the
processing element for storing into the secure 5
module information identifying, concerning the secure
module application, a compatible counterpart
application.     9. The secure module according to
claim 8, wherein the secure module comprises an
interface for accessing the secure module from a
hosting apparatus. 10 15 20 25  14 10.The secure
module according to claim 8 or 90, wherein the secure



module comprises a security checking module for
checking that a requester has appropriate rights to
receive requested information from the secure module.
511.The secure module according to any preceding
claim 8 - 10, wherein the secure module is a smart
card.      12. A method for an apparatus capable of
hosting a secure module, which secure module
comprises at least one secure module application, the
method 10comprising:       obtaining from the secure
module information concerning the at least one secure
module application;       checking, based on the
obtained information, whether a compatible
counterpart application is present in the apparatus,
and 15obtaining the compatible counterpart
application from an outside source in case no
compatible counterpart application is present in the
apparatus. 20 25  15     13. The method according to
claim 12, wherein said information comprises a name
or name identifier, and version identifier of the
compatible counterpart application and/or
instructions on how to install or update the required
compatible counterpart application. 



14. The method according to any preceding claim 12 -
13b, wherein said information indicates a network
resource from which the compatible counterpart
application or update can be downloaded.  15. A
method of managing a secure module, the method
comprising: installing at least one secure module
application into the secure module, and       storing
in the secure module information identifying a
compatible counterpart application concerning the at
least one secure module application.     16. A
computer program stored in a computer readable
medium, the computer program comprising computer
executable program code adapted to cause an apparatus
to perform the method of any of the preceding claims
12-15.  20 


