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WHAT IS CLAIMED 18:

1. A method comprising:
receiving, by an access device, a personal identification numper (PIN) and
sensitive data;
encrypting, by the access device, the PIN, wherein PINA&ncryption uses a
first encryption key variant based on an initial key;
encrypting, by the access device, the sensitive data, wherein sensitive
data encryption uses a second encryption key variant based én the initial key; and
transmitting, to a host server, an authorizatiph request message including

the encrypted PIN and encrypted sensitive data.

2, The method of claim 1, wherein/Ahe initial key is generated by a

derived unique key per transaction (DUKPT) key fhanagement scheme.

3. The method of claim 1, wixerein at least one of the PIN and the
sensitive data are encrypted using Triple DIZS Encryption Algorithm (TDEA).
4. The method of clai

one of a primary account number (°

1, wherein the sensitive data includes at least
), a cardholder name, a cardholder address, and
discretionary data.
5, The methog/of claim 1, wherein a subset of discretionary data
remains unencrypted when djscretionary data is included in encrypted sensitive data.

The method of claim 6, wherein a subset of digits of the
unencrypted PAN remain unencrypted in the encrypted PAN.

The method of claim 6, wherein an expiration date field of the
authorizafion request message is overwritten with an altered expiration date to indicate

that thg PAN field of the authorization request message contains an encrypted PAN.
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9. A method comprising:

receiving, by a host server, an authorization request message, wherei
the authorization request message includes encrypted sensitive data;

decrypting, by a secure module communicatively connected to t
merchant server, the encrypted sensitive data;

re-encrypting, by the secure module, the decrypted sensitive data,
wherein the sensitive data re-encryption uses a first sensitive data zopé encryption key
associated with the first payment processing network; and

transmitting, by the host server, a first translated aythorization request
message to the first payment processing network, wherein the/translated authorization
request message includes the re-encrypted sensitive data.

10.  The method of claim 9, wherein the Authorization request message
further includes an encrypted PIN, the method further/Comprising:

decrypting, by the secure module, thg encrypted PIN; and

re-encrypting, by the secure modyte, the decrypted PIN, wherein the PIN
re-encryption uses a first PIN zone encryptiop key associated with a first payment
processing network; and

wherein the first translateg authorization request message includes the re-
encrypted PIN,

11, The method
to transmit a second translated/authorization request message to a second payment

claim 10, wherein the secure module is configured
processing network, whereiya second PIN zone encryption key is used for re-
encryption a PIN for the sécond translated authorization request message and a second
sensitive data zone engryption key is used for re-encryption of sensitive data for the

second authorizatiopf request message.

The method of claim 9, wherein the encrypted FPIN is encrypted
using a first ghcryption key variant based on an initial key and the encrypted sensitive
data is engrypted using a second encryption key variant based on the initial key,

13.  The method of claim 12, wherein the initial key is generated by a

derived unique key per transaction (DUKPT) key management scheme.
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14.  The method of claim 9, wherein the secure device is a hardware

security module.

158.  The method of claim 9, wherein the sensitive data includes atleast
one of a primary account number (PAN), a cardholder name, a cardholder address, and

discretionary data.

16. A system comprising:
a processor; and
a computer readable medium coupled to the processof, wherein the
computer readable medium comprises code executable by the processor for
implementing a method of routing transactions, the method cogmprising:
encrypting, by an access device, a pergonal identification number
(PIN), wherein the PIN encryplion uses a first engryption key variant based on an
initial key;
encrypting, by the access devige, sensitive data, wherein the
sensitive data encryption uses a second ghcryption key variant based on the
initial key; and
transmitting, to a host gerver, an authorization request message

including the encrypted PIN and ghcrypted sensitive data.

17. A system com
a processor; and
a computer readgble medium coupled to the processor, wherein the
computer readable mediumy/Comprises code executable by the processor for
implementing a methad ¢gbmprising:
eiving, by a host server, an authorization request message,
wherein the guthorization request message includes encrypted sensitive data;
decrypting, by a secure module communicatively connected to the
merchant server, the encrypted sensitive data;

re-encrypting, by the secure module, the decrypted sensitive data,
wherein the sensitive data re-encryption uses a first sensitive data zone

encryption key associated with the first payment processing network; and
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transmitting, by the merchant server, a first iranslated authorizatio
request message to the first payment processing network, wherein the transi
authorization request message includes re-encrypted sensitive data.
18.  The method of claim 17, wherein the authorization reques
message further includes an encrypted PIN, the method further comprising:
decrypting, by the secure module, the encrypted PIN; and
re-encrypting, by the secure maodule, the decrypted PIN, #vherein the PIN
re-encryption uses a first PIN zone encryption key associated with g/first payment
processing network; and
wherein the first translated authorization requestfmessage inciudes the re-

encrypted PIN.

19.  The system of claim 17, wherein the/secure module is configured to
transmit a second translated authorization request message to a second payment
processing network, wherein a second PIN zone epCryption key is used for re-
encryption of a PIN for the second translated aujhorization request message and a
second sensitive data zone encryption key is gised for re-encryption of sensitive data for

the second authorization request messag

20. The system of claitn 17, wherein the system includes a hardware

security module.
21. A method, cgmprising:
receiving data agsociated with a personal account identifier {PAI)
encrypting, by'the access device, the PAI, wherein the encrypted PAl has
the same format as the PAI,

writing tHe encrypted PAI to a field of an authorization request message,

wherein the field isAlesignated to receive a PAI;
usjfig an authorization request message data element as a signal to
identify the présence of the encrypted PAIl in the authorization request message; and

fransmitting the authorization request message.
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22.  The method of claim 21, wherein the PAl is a primary account
number (PAN), wherein a subset of digits of the encrypted PAN in the authorization
request message are unencrypied digits of the PAN.

23. The method of claim 21, wherein the first six digits of the eficrypted
PAN are the same as the first six digits of the unencrypted PAN and whereif the [ast
four digits of the encrypted PAN are the same as the last six digits of the (inencrypted

PAN.

24.  The method of claim 22, further comprising caléulating a value for a
designated digit of the encrypted PAN such that the last digit of $hie unencrypted PAN is
the same as the last digit of the encrypted PAN and wherein {He last digit of the
encrypted PAN is a valid check digit for the encrypted PAN/

25.  The method of claim 21, wherein the authorization request
message includes an expiration date, and wherein theg expiration date field of the
authorization request message is overwritten with 4n altered expiration date when the

PAl field of the authorization request message gbntains an encrypted PAl.



WHAT IS CLAIMED IS:

1. A method comprising:

receiving, by an access device, a personal identification number (PIN) and
sensitive data;

encrypting, by the access device, the PIN, wherein PIN encryption uses a first
encryption key variant based on an initial key;

encrypting, by the access device, the sensitive data, wherein sensitive data
encryption uses a second encryption key variant based on the initial key; and

transmitting, to a host server, an authorization request message including the

encrypted PIN and encrypted sensitive data.

2. The method of claim 1, wherein the initial key is generated by a

derived unigue key per transaction (DUKPT) key management scheme.

3. The method of claim 1, wherein at least one of the PIN and the

sensitive data are encrypted using Triple DES Encryption Algorithm (TDEA).

4. The method of claim 1, wherein the sensitive data includes at least
one of a primary account number (PAN), a cardholder name, a cardholder address, and

discretionary data.

5. The method of claim 1, wherein a subset of discretionary data remains

unencrypted when discretionary data is included in encrypted sensitive data.
6. The method of claim 1, wherein an encrypted PAN is written to the
PAN field of the authorization request message, wherein the encrypted PAN has the same

format as the unencrypted PAN,

7. The method of claim 6, wherein a subset of digits of the unencrypted

PAN remain unencrypted in the encrypted PAN.
8. The methed of claim 6, wherein an expiration date field of the
authorization request message is overwritten with an altered expiration date to indicate that

the PAN field of the authorization request message contains an encrypted PAN.

9. A method comprising:
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receiving, by a host server, an authorization request message, wherein the
authorization request message includes an encrypted PIN that was encrypted using a first
encryption key variant based on an initial key, and encrypted sensitive data that was
encrypted using a second encryption key variant based on the initial key;

decrypting, by a secure module communicatively connected to the merchant
server, the encrypted sensitive data;

re-encrypting, by the secure module, the decrypted sensitive data, wherein
the sensitive data re-encryption uses a first sensitive data zone encryption key associated
with the first payment processing network; and

transmitting, by the host server, a first translated authorization request
message to the first payment processing network, wherein the translated authorization

request message includes the re-encrypted sensitive data.

10. The method of claim 9, further comprising:

decrypting, by the secure module, the encrypted PIN; and

re-encrypiing, by the secure module, the decrypted PIN, wherein the PIN re-
encryption uses a first PIN zone encryption key associated with a first payment processing
network; and

wherein the first translated authorization request message includes the re-

encrypted PIN.

11. The method of claim 10, wherein the secure module is configured to
transmit a second translated authorization request message to a second payment
processing network, wherein a second PIN zone encryption key is used for re-encryption a
PIN for the second translated autharization request message and a second sensitive data
zone encryption key is used for re-encryption of sensitive data for the second authorization

request message.

12. The method of ¢claim 9, wherein the initial key is generated by a

derived unique key per transaction (DUKPT) key management scheme.
13. The method of claim 9, wherein the decrypting of the encrypted

sensitive data, and the re-encrypting of the decrypted sensitive data are performed by a

hardware security module acting as the secure module.
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14. The method of claim 9, wherein the sensitive data includes at least
one of a primary account number (PAN), a cardholder name, a cardholder address, and

discretionary data.

15. A system comprising:
a processor; and
a computer readable medium coupled to the processor, wherein the
computer readable medium comprises code executable by the processor for implementing a
method of routing transactions, the method comprising:
encrypting, by an access device, a personal identification number
(PIN), wherein the PIN encryption uses a first encryption key variant based on an
initial key;
encrypting, by the access device, sensitive data, wherein the sensitive
data encryption uses a second encryption key variant based on the initial key; and
transmitting, fo a host server, an authorization request message

including the encrypted PIN and encrypted sensitive data.

16. A system comprising:
a processor; and
a computer readable medium coupled to the processor, wherein the
computer readable medium comprises code executable by the processor for implementing a
method comprising:
receiving, by a host server, an authorization request message,
wherein the authorization request message includes an encrypted PIN that was
encrypted using a first encryption key variant based on an initial key, and encrypted
sensitive data that was encrypted using a second encryption key variant based on
the initial key;
decrypting, by a secure module communicatively connected to the
merchant server, the encrypted sensitive data;
re-encrypting, by the secure module, the decrypted sensitive data,
wherein the sensitive data re-encryption uses a first sensitive data zone encryption
key associated with the first payment processing network; and
transmitting, by the merchant server, a first translated authorization
request message to the first payment processing network, wherein the transiated

authorization request message includes re-encrypted sensitive data.

17. The method of claim 16, further comprising:
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decrypting, by the secure module, the encrypted PIN; and

re-encrypting, by the secure module, the decrypted PIN, wherein the PIN re-
encryption uses a first PIN zone encryption key associated with a first payment processing
network; and

wherein the first translated authorization request message includes the re-

encrypted PIN.

18. The system of claim 16, wherein the secure module is configured to
transmit a second translated authorization request message to a second payment
processing network, wherein a second PIN zone encryption key is used for re-encryption of
a PIN for the second translated authorization request message and a second sensitive data
zone encryption key is used for re-encryption of sensitive data for the second authorization

request message.

19. The system of claim 16, wherein the system includes a hardware

security module.

20. A method, comprising:

receiving data associated with a personal account identifier (PAI)

encrypting, by the access device, the PAIl, wherein the encrypted PAI has the
same format as the PAI;

writing the encrypted PAI to a fieid of an authorization request message,
wherein the field is designated to receive a PAI,

using an authorization request message data element as a signal to identify
the presence of the encrypted PAI in the authorization request message; and

transmitting the authorization request message.

21. The method of claim 20, wherein the PAIl is a primary account number
(PAN), wherein a subset of digits of the encrypted PAN in the authorization request message
are unencrypted digits of the PAN.

22. The methed of claim 20, wherein the first six digits of the encrypted
PAN are the same as the first six digits of the unencrypted PAN and wherein the last four
digits of the encrypted PAN are the same as the last six digits of the unencrypted PAN.

23. The method of claim 21, further comprising calculating a value for a

designated digit of the encrypted PAN such that the last digit of the unencrypted PAN is the
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same as the last digit of the encrypted PAN and wherein the last digit of the encrypted PAN
is a valid check digit for the encrypted PAN.

24. The method of claim 20, wherein the authorization request message
includes an expiration date, and wherein the expiration date field of the authorization request
message is overwritten with an altered expiration date when the PAI field of the authorization

request message contains an encrypted PAL.
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