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Fi el d Thewproemedoro i nvention rel ates to networks invol vi ngpcraroZoue of the
servers; nore particularly, the invention relates to the function for
updating the programm ng conditions forl these servers, or i n other words,
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In cases where it 1s necessary to guarantee that a

15 service be performed uninterruptedly or with a minimum number

of interruptions, server software upgrades are especially
delicate, ag service unavailability may result.

In this connection, and in order to ensure a certain
degree of fault tolerance, the commonly used solution is to

20 replicate the servers. When an upgrading operation is
performed, the server or servers involved in this operation
are made temporarily unreachable, typically by eliminating
databases whereby these servers can be located, for example
by means of a Domain Name Server (DNS) mechanism, and

25 transferring the load to the servers which remain active.

The main disadvantages of this solution are as follows:

- It is not always easy to determine when a sexrver can be
deactivated: it is necessary, in fact, to ensure that there
are no transactiong in progress, and that any local copies of

30 the server lists in the units acting as c¢lients do not
contain references to the server in question;

- Another problem which ig directly connected to this
disadvantage is that administrative operations are always

fairly slow, and in particularly urgent cases (e.g., when it



fairly slow, and in particularly urgent cases (e.g., when it W 02/076020
PCT/1T02/ 00152 2 is necessary to deal with potential security problens),
the onl ywoomar&izbity is to interrupt the service tenporarRdIyLToz/ 00162

addition, if the duration of the state mintained by the process exceeds
that of a transaction and (as is 5 fre%quently the case), the end of its

valid lifetine cannot he readjly.identjfied, . the state may he |qst, causing
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Di sclosure of,the I.nvention The opject of the present invention is thus to
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I n accor daggsomht i hea PEESERtoh NVERYi on, this object is achieved by neans
of a nmethod having the characteristics detailed in the follow ng clains.
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the system confi.qured_to_.operate on the basis of.the aforesaid hod, 25
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one machine in addition to those which would be sufficient
under normal circumstances, which entails an 1ncrease in

15 system redundancy which would not be strictly necessary
otherwise.
Disclosure of the Invention
The object of the present invention is thus to provide a
solution capable of overcoming the problems outlined above.
20 In accordance with the present invention, this object is
achieved by means of a method having the characteristics
detailed in the following claims. The invention also relates
to the associated system, or in other words to the system
configured to operate on the basis of the aforesaid method,
25 ags well as to the corresponding software product, or in other
words to the c¢ode which, loaded in a computer and run
thereon, makes it possible to configure the computer in

question so that it can operate on the basis of the aforesaid

method.
30 Essentially, the solution in accordance with the
invention involves “hot” server  process replacement,

proceeding in such a way that the process which is replaced
coexists for a certain period of time with its replacement.

The duration of this operation ig decided by the replaced



coexists for a certain period of time with its replacenent. The duration
of this operation is decided by the replaced WO 02/ 076020 PCT/1T02/ 00152 3
process, Waour/gemoant eei ng that the operation wll always parakez2/iisare after
the end of the |last transaction. Any state information whose lifetine is
| onger can be passed from one process Yo the ot her, for exanple by neans
of a socket or 5 another bidi rgctional int eﬁ]é rocess .conmmuni rc[?ti 0
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in Figure 1.%{? erforned, a£d - Figure 3 is a flowchart illustrating how
the oper atft FEIRGLPH RF gOFRYSU9S performed. 20 Best node for Carrying

Qut the | nvention #10Wei rly PRYLdesacsachemtiie i likstiahon ghithe general
configuration of a server S. The |latter may, for exanple, be a server used
in a tel ecomendedapivasynbywork ©d pepfiodm ehe 1S PqSessilon donisfatedn

Pr ot ocol ) pro mei nlglti on. 1?151 Foraexarr]pl (iet mayttC))e_ L Entaer ri se server
produced By éun #/Ilc‘r]'()syg‘f ers dF*'Fal o %ﬁ% TCh), “Usi nS’e[ hé %%?‘%?Wg
operad i ngdsysief, Tiees€rver S is capable of carrying out processing
operations such as the processing operation designated in its 30 entirety
as 1. Cperaiitw?%g%%ﬁm%i%%s@ functional block diagram illustrating the
normal operation of a server operating in accordance with the
invention,
- Figure 2 is a further functional block diagram using

15 the game formalism as Figure 1 which illustrates how the
server upgrading operation depicted iﬁ Figure 1 is performed,
and

- Figure 3 isg a flow chart illustrating how the operation
depicted in Figure 2 is performed.

20 Best mode for Carrying Out the Invention

Figure 1 provides a schematic illustration of the general
configuration of a server S. The latter may, for example, be
a server used in a telecommunicationg network to perform the
SIP (Sesgion Initiation Protocol) proxy function.

25 For example, it may be an Enterprise server produced by
Sun Microsystems of Palo Alto (CA), wusing the Solaris™
operating system.

The server S ig capable of carrying out processing
operations such as the processing operation designated in its

30 entirety as 1.

Operation 1 comprises:

- A lower layer (or level - the two terms will be

regarded hereunder as equivalent) 2 which interfaces directly



- Alower layer (or level - the two terns will be regarded hereunder as
equi valent) 2 which interfaces directly WO 02/076020 PCT/1T02/00152 4 with
t he net wowlo 62m7e@rder to ensure packet reception/transm sscrozaends2z An
upper layer 3 which processes the packets, receiving them and passing them
to the lower layer. 5 The two | ayers 2 and 3 are interfaced in a gener al

bi di rectiopnal co ni cati on schene,as represented by the arrows. As it is
understoo‘ﬂl%‘uat € of e dregoi nf poi%cger cor iEsponGEHEonf i HuF5EF on
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here. I n updatify Wheesekyver s3 prbgrlanvd one ol thonsa¢hetsn retdevingr ds,
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and 3 at PHELERECBP2he TRFHEITHER BFCpCAd@opEEat FERTSTRELREL Ny | Bhe
accordancg with the invention is intended 20 to ensure that the operation
of substituting or replacing the current process 1 with its updated
version 1' isAsntitrely uwrdmspareht thatt ke Inebwortdie orfoirrgotingr mwimisst akes
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other words, in the so-called software upgrade operation),
the current configuration, designated as 1, must be replaced
15 with an updated configuration designated in its entirety as
1’ and likewise organized into a lower layer 2/ and an upper
layer 3’, which will substitute the corresponding layers 2
and 3 at the end of the updating or upgrade operation.

The method in accordance with the invention ig intended

20 to ensure that the operation of substituting or replacing the
current process 1 with its updated version 1’ is entirely
transparent to the network, or in other words takes place in
gsuch a way that the clients with whom the server S 1is
interfaced are unable in practice to detect that the

25 upgrading operation has been started and that said operation
is in progress.

211 of this is accomplished while guaranteeing that the
trangsactions in progress will be managed normally, even in
cases where the duration of the state maintained by the

30 process exceeds that of the transaction (which frequently
makes it impossible to identify the end of the walid
lifetime with any degree of ease), and avoiding any
difficulties that could arise following an unforeseen traffic

peak.



lifetime with any degree of ease), and avoiding any difficulties that
could arise follow ng an unforeseen traffic peak. WO 02/ 076020

PCT/ 1 TO2/ o@l®@A76(@0 The updating operation first envi sages tRGVITONI@®1pY OCeSS
corresponding to the update or upgrade 1' connect to the current process 1
whi ch must be replaced by means of a sotket or other |IPC mechani sm

designated in_its Ee()ﬁti rety as 4, ., 5 authenticating itself. Naturally, the
current proceSd 1"RARERDs BEHeE 19%p| S Pet k $Pefhatt i P ERGFARRI ng

oper at i ONcdsy EA5EA @I QU PY thEhay R MBEhifgRaelhe  CUk el Pr @eessnd
which is to be replaced releases™ 10 its ports (lower layer 2). These ports
are i mediaresyt meecesedl byhite wort dsporrib Imcedyey Peant ©hen upgrlagied
process 1 i S nf | .s0 that. th cket flow it . receives gan be
sel ect i ve??m&t\%%rrt e&ggr e%%%%%%%mt o&asflgrnv?g_‘r ngti tTYD (REUsper Payet’ 3 of
t he curresttipdweessting 181 OUgh t he channel 4. The packets arriving from
the networks are then received exclusively by the |ower |ayer 2' of the

upgraded procd®sally Thele FHEKERS RFECSPR anyhégde 1%al%sd passelaecdhe
upper laygi.3 @hobRe mRGessnd WBFSEQdEﬁgE ReR ARG T ep! ?‘rit?gieah;%uttzhgpﬂra“er

is thus put 1nto a position to ac as I't were, as a f r:
nmessages tlhacesme meachimmsdcti ons (or in other words, transactions which

started after_the beginnin of the upgradi,ng operation), they e

transferred d?k?eec?}l§g-e“\% tﬁﬁﬁﬁesosei ﬁg‘@%ﬁe&?edtg #8 trf?‘e??l@&e%gs’b%(w%‘"i‘%%s upper

layerg 3" 28s0fpdies uparaded preeass2)’.. Gapwer sghytsi fathe ;[Eﬁﬁé@%@el% f
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concern transactions which are already under way at the upper |ayer
t he proceagduiygd cHoy s Bg ngicr%%@\,lntgheﬁay@@nt?hueoﬁo bee prgewszded by

sai d uppef, %@8{% %v.,%ﬂi@@t ?fﬁ%k%ﬁgﬁ@& %‘6’0 X:H{aocceélggs f%c?a%@ le GAM ¢
exchange 30 state i nformation 'CR7 IS not “connect éd wh th transactions.
receives can Dbe selectively diverted preparatory to
forwarding it to the upper layer 3 of the current process 1
15 through the channel 4.
The packets arriving from the networks are then received
exclusively by the lower layer 2’ of the upgraded process 1'.
These packets are, in any case, also passed to the upper
layer 3 of the process 1 which ig then being replaced. The
20 latter is thus put into a position to act, as it were, as a
filter: if the messages concern new transactions (or in
other words, transactions which started after the beginning
of the upgrading operation), they are transferred directly -
without being processed - to the correspondinﬁ upper layer 37
25 of the upgraded process 1’. Conversely, if the messages
concern transactions which are already under way at the upper
layer 3 of the process 1 which is Dbeing replaced, they
continue to be processed by said upper layer 3.
At the same time, the two processes 1 and 1’ can exchange
30 state information which is not connected with transactions.
When the upper layer 3 of the procegs 1 which ig being
replaced determines that all of the transactions it manages
have ended, a signal is generated to indicate that the

upgrading operation has been completed. This signal,



When the upper layer 3 of the process 1 which is being replaced determ nes
that all of the transactions it nanages have ended, a signal is generated
t o i ndi caw® @2a6o2b he upgradi ng operati on has been conpl etred/ITONIOESSI ghal
WD 02/ 076020 PCT/1T02/00152 6 transmitted on channel 4, ensures that the

| ower |ayer 2' of the upgraded process61' sends no further packets or
nmessages ,_of an d to the upp | ayer t he pr cess 1 which has_ been
upgr aded. t%ﬂﬁs%% i ¢4t f HHBEQ geleﬁsu§eél5é€& ‘%ﬂﬁéﬁﬁﬁﬁ%t%y,o he

upgr aded ’@ﬁ@cﬁﬁ§rédeaa§r@t:e§3§| 3 /PRHas HRPIRGaG Y cgceﬁca@etls '&%éséé‘%?@ﬂs,
and process 1 Is deactivated. The steps enployed in carrying out t

upgr adi ngofoperakiied descilipedrdovbaree 3| phsthat eddaesg ejat‘lehlfdetlaafﬁ 10
in the flgg%ﬁh%%pr%_ wn 'th'Q#ﬁﬁhﬁﬁléé% tgpscﬁégh fha)lrt\il\ﬁ ref rence 100
e ir i ¢h

desi gnat es step I'n e upgrading operation ébrresp fids to
openifig tbensoguectipn 4hdhagpfeiencerdfdsgdesignaias the shep ipoihtch
the 15 current process 1 checks that _upgrading is perfornmed on the sane
machi ne. ¥RBH a?ﬁg O eGfBS of 1t ht8 chetk TLPRYEEi verTOutRBARSTY, 1t hbs
upgradlngdggggggéggdls not followed through and is interrupted at step
104. 20 When the outcone of the check carried out at step 102 is positive
(outcone V), The sySEQﬁ1p@mgiqudlnupracarcylm@e ouryt erfflece mp¢hadh@g

network) are_transferred te ower

current process it e?ﬁglpgﬁer§3\§§e?r§ %iug%ﬁ Eﬁéré@eéﬁbiﬁﬁﬂés talﬁnth
t he subseghenhe2b1bwasBiet chéanl iedrogtratz step 108 - of the state
information. Fromthis nonent onwards, the operating condition is

est abl i shed i F:whildtF t héoWeselayes: cohcer Fehgreransady ofissighpsRsarthe
al r eady UEQFEt“@¥eﬁOTﬂ’%ﬁétQpQEaﬁﬁﬂg'SSePXtEQS, which corresponds to

opening the connection 4.
The reference 102 designates the step 1in which the
15 current process 1 checks that upgrading is performed on the
same machine.
When the outcome of this check is negative (outcome F),
the wupgrading operation is not followed through and is

interrupted at step 104.

20 When the outcome of the check carried out at step 102 is
positive (outcome V), the system ports (or in practice the
interface with the network) are transferred - in step 106 -

from the lower layer 2 of the current process 1 to the lower
layer 2’ of the upgraded process 1’, with the subsequent

25 transfer - <carried 'out at step 108 -~ of the state
information.

From this moment onwards, the operating condition is
established in which the messages concerning transactions
which are already under way continue to be handled by the

30 current process 1, while the messages concerning new
transactions are handled by the upgraded process 1’.

In particular, the reference 110 designates the step in

which a new message ig read, while reference 112 designates

the step in which a check is carried out to determine whether



30 current process 1, while the nessages concerning new transactions are
handl ed by the upgraded process 1'. In particular, the reference 110

desi gnat ewai7ei2ep in which a new nessage is read, whil ecmTer/ense 112
designates the step in which a check is carried out to determ ne whet her
WO 02/ 076020 PCT/1T02/00152 7 the pack@t that has just been read concerns

a known éransact%%g or,a, ne transa%;iﬁp. Where the ness%?e conggrns a new
transact i bAS ( OBEE B F 8f st&f 192" t EPacke G s TUEHTH ed® as“TeHar di ng
a "new' Prihanserdhobr aAtnés thssshendhed by the upgraded process 1' in a
step 114. In cases where the nmessage that has been read is identified as

correspondi ng'kera Ehandecricsie iRILIRS ot r eady trknews tiowt comtapnst Bt ep
112), it L3 bepdl ?gzg%dt%es%%{]]@@ﬁ i&oaBEREfﬁe& 0 3360 116., SLaLt)ng

fromboth steps™1 e upgrading —operation continues, coOnverging
t owar®ls atfamthetristepnddesi ghat edaadldd &y i thavhipedr-ddedepes e anesl what her
the transactions for the process which is being replaced, or in 15 other
wor ds t hecBFfRn l‘ﬂbrocess 1, are to be regarded as finished. Should there

still be trangactignss Whieh-bave,potpyel, beem Lomphel ed, Loyt conpy F pf step
118), systemoperation returns upstreamof step 110 again, given that a

new packeideR9:fised ;capecrracsrCoaver sed ya tfandmctiansedot ¢lonss thbteqdist be
handl ed b t he process ich is ing replaced v een_term nat ed
(out cone %ﬂ% nségﬁ ff@?,%iﬁg!§$§?%n$g%gs oh t8 gapggga ep i Uestghated as
120,10 n wpiebethel communieabi onschannel 4 is 25 closed, thus conpleting

t he upgradi ng operation. Naturally, and without detrinent to the

invention's TRIEFIRY nd s néipies StaBFai 152 arfdhS ofd® (of Ehepl BPEREGEPSN
may vary &bgfgyi&hthcgﬁﬁﬁﬁﬁgsto E%%vggﬁgﬁbptkg%%r@%d a further step

designated as 118, in which it determines whether the
transactions for the process which is being replaced, or in

15 other words the current process 1, are to be regarded as
finished.

Should there still be transactions which have not vyet
been completed (outcome F of step 118), system operation
returng upstream of step 110 again, given that a new packet

20 is to be read.

Conversely, 1f the transéctions that must be handled by
the procegs 1 which is being replaced have been terminated
(outcome V of step 118), the system goes on to a final step
designated as 120, in which the communication channel 4 is

25 closed, thus completing the upgrading operation.

Naturally, and without detriment to the invention’s
underlying principlesg, details and forms of implementation
may vary widely with respect to the descriptions and
illustrations provided herein, without for that reason

30 failing to fall within the scope of the present invention.

For instance, poséible variations, which are intended

purely by way of example and are not to be construed as

limiting in any respect, on the general approach described



illustrations provided herein, without for that reason 30 failing to fall
within the scope of the present invention. For instance, possible

vari ati onw0 opreizoare i ntended purely by way of exanpl e awd/E@nsonst to be
construed as |imting in any respect, %)n t he general approach descri bed WO
02/ 076020 PCT/1T02/ 00152 8 above with rYeference to Figures 1 and 3 could
include those in ich: - The co ni catipn chani smjdentjfied t he
channel 428?¥e nG tﬁhgggl?é:fe RSthat® i sl%%'%eé%tfa?ggs tﬁéjtu,rﬂi nlrbcéjr%il]'%l Fg%/ﬂpe 5
channel penmyhibhdirectional comunications, and that it |ikew se make it
possible to establish with certainty where the other process is bein
perforned; and The ¢PMFPRalcHetranPeFiambyebldemel foo@rby ajlep ohamnel
substituted gbe! 8PlARALDY (hie | PUCLLBYPEL? i LS ABRIT & ddhnedDr adghLTon
or as an alternative to the ports, to other dedi cated resources use

excl usi vetgahoelt heetmput [oidipudc t famlt | epsmubBdsentiioals,y, ahide pkthoditn
accordance,wth the invention s applied ip al] situyations jn which the
duration ﬁfk?‘ﬁéselg‘aggr\fitcep?ﬁiﬁje}?}%pg?oﬁsﬁﬁgi‘lﬁ et S VA YR Bl YRSRRI)
and it istRetopRSsi blectosi denbiiyga perbpdedn yhch the traffic handl ed
is reasonably |ow. 20 WO 02/076020 PCT/1T02/00152 9 CLAIMS 1. A nethod
for upgradi ng-t F&r 89t Bbdi ngneBmitismonwherely rdtawrlkwear vy ¢s) 2whigh

per f or s e_pr ) i_d cess 0 i sing. a.l ower

| ayer or ?%13%?9%58@ ?ﬁt grgﬁg%f:%é \iﬁiyt %%‘r?etl\%q%% ?)Lé’l ké% s2cannj“§£ a#%p}oee?’ I%ﬁl/er or
| evel0o (3pdfibripnhocessi ag sand packehstivde @t hode bebogtschatact etheed in
that it conmprises_the steps of: - Providing an updated_ process 51'

COWpriSinaeglcated' regsources used exclusively for the input ou%put
functions.

Essentially, the method in accordance with the invention

is applied in all situations in which the‘duration of the

15 service interruption must be minimal (virtually nil) and it

is not possible to identify a period in which the traffic

handled ig reasonably low.

20



respective lower layer (2') interfacing with network packets 10 and a
respective upper layer (3') for processing said packets; said respective

| ower | aywO 2&7§02bei ng associated w th a conmuni cati on clrarmiab2/qoay2 f or
diverting the network packets fromsaid respective lower |ayer (2') to
said upper |layer (3), 15 - Replacing (%06) said lower layer (2) with said
respective |l ower |layer (2'), - Checkh q &%12) whet her the packets received
fromsaid respective |lower |ayer (2 ; ¥Pate to transactions which are

al ready underi Way Rcised dediPRgdalely (Re Fod@ameWwg 20 1dansacd i RS -
Processing (114), in said upper layer (3), the packets relating to

t r ansact s cheaveral(feadpighdarenkprioh 2heleappepneapaiodeds (1),

P i 1 t t i t t i i j
Feapoct| v odlrdied A (147 Scbfpflelly B iy BT Tt Sheabt) ons
whi cit ar eintadr EBadingnderh waytworls apdckpper ahdyen (Dpehavevieeeror coaspeet ed,

and - C osing (120) said conmmunicat|on channel (4),. 30 conpleting {he
progranm ny up e P&PCSEFTEF (Sﬁ?lQWKﬂP%ﬁﬁ?Fsd:raﬁ?&cti%ﬁgﬁﬂﬂiCHO%}%Q

al ready undersnayrpf-gaid upper:d aysior {8 have beghs conpl eted. 2. A net hod
in accordance witit ctaimm I, characterized in that 1t conprises the step of

checking (102), ®rphidivnpewano WOBHQY60200FETE | TO2/ 00152mpkE sdaner yi @g out
sai d programi ng. upgr ade hat _said, pr.ogramr n u ade .is carried out on
2 i ngl o ot 801858 1ePtnaTen) RBEraaRseT TH G SenDi BRGNS,
charact erdz®d 4 n thapesaide stgped replaci ng spi dedOWGIrddyind (Laiai th
said respective |ower layer (2') conprises the step of transferring the

net wor k AT/ s&PGT WRTPaHisre (2ywes IsaieF r EZ3pechriedl cwesothyerd(2').

with a communication channel (4) for diverting the network
packets from sgaid respective lower layer (2') to saild upper
layer (3),

15 - Replacing (106) said lower laver (2) with said
regspective lower layer (2'),

- Checking (112) whether the packets received from said

respective lower layer (2’) relate to transactions which are
already under way on sgald upper layer (3), or to new

20 transactions,
- Processing (114), in sgaid upper layer (3), the packets

relating to‘transactions which are already under way on the
upper layer (3), '

- Processing (116) the packets relating to new

25 transactions is said respective upper layer (37),

- Determining (118) whether the transactions which are
already wunder way on said upper layer (3) have been
completed, and

- Closing (120) gaid communication channel (4),

30 completing the programming upgrade for server (S), when said
transactions which are already under way on said upper layer
(3) have been completed.

2. A method in accordance with claim 1, characterized in

that it comprises the step of checking (102), with a view to



4. A nmethod in accordance with any of the foregoing clainms, characterized
in that said step of checking (112) 10 whether the packets received relate
to transawsta@geozhi ch are al ready under way on sai d upper HG@yl02/¢@¥2 or to
new transactions is carried out on saia upper layer (3), said upper |ayer
(3) being configured to forward the pa(l, ets relating to new transactions

to said respective upper.l.ayer 15 (3'). Db ans of sai d communi cation
channel (C%£r%n% et hoa P PASEFHRHEY W%ﬁg‘éﬁ?y &?‘atthesafléfé’d:o?%r‘%ré? ns,
char act erigrpthdd 1datattic@NPit S&s 4 heiridep fdrveonfgguring said

communi cation channel (4) to exchange state, information (108) between the

process (1) whi ch i 8f8°Be 120 AFEG~ canyithe @bytaded procesaip1'd. 6. A

met hod irem@@fe?ﬁew th aegtoéawesﬁ e&@ifgpdl%%%&%ﬁsaf&%&é 145, in

that it contiguring sail nication c (4)
as a socket) witlA sefdorkspervévecoofeguilegeto (2pgr atdendtrhieayr adramiay 25

condi tions_usin he peth in accordance with any of clains 1 through 6.
8. A serVf ??alg%‘%%Jf’a%\ﬂ%egaFt ﬁeEW(éFi%n ??rEﬁanctsé'ﬁdzgtTWleﬁ Tewar s%ﬁ% 5@rver
is a SessiDy lddpadt Dhe PLOGOLO0] axke P)2 7 proxy. 30 9. A software product

whi ch can be | oaded directly into a_conputer nenory conprising portions of
progr anmm ng cdode & omefhpPensnt acierganked Vhthcoorndande Wheh asewiind ai ns

1 thrOUQQHQHM@Fnc%%%a%@e%i%%%pQﬂgrth§§ sald step of checking (112)

10 whether the packets received relate to transactions which are

already under way on scaid wupper layer (2) or to new
transactions is carried out on said upper layer (3), said
upper layer (3) being configured to forward the packets
relating to new transactions to said respective upper layer

15 (37) by meang of said communication channel (4).
5. A method in accordance with any of the foregoing

claims, characterized in that 1t comprises the step of

configuring said communication channel (4) to exchange state
information (108) between the process (1) which is to be

20 upgraded and thé upgraded process (17).
6. A method in accordance with any of the foregoing

claims, characterized in that it comprises the step of

configuring said communication channel (4) ag a socket.
7. A network server configured to upgrade the programming
25 conditions uging the method in accordance with any of claims
1 through 6.

8. A server in accordance with c¢laim 7, characterized in

that said server is a Session Initiation Protocol (SIP)
Proxy .

30 9. A software product which can be loaded directly into a
computer memory comprising portions of programming code to
implement the method in accordance with any of claims 1

through 6 when run on a computer.
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