A METHOD FOR PROTECTI NG DI G TAL CONTENT BY ENCRYPTI NG
AND DECRYPTI NG A MEMORY CARD FI ELD OF THE | NVENTI ON
The present invention relates to protection of digital
contents, in particular to a nethod for protecting
digital contents by using nmenory card encryption and
decryption which serves to protect and nmanage of
digital contents so as not to be copied or anmended
illegally. BACKGROUND OF THE | NVENTI ON Due to the
progress of the conputer science and digital
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to the CDs or DVDs, etc. and other carriers for using.
O her than novies and nusic, the contents of creation
are widely used to operas, speeches, etc. The contents
FOfLDh@¥eT Bt dNMVAIN Td&N be converted into digital AV
(audio / video) conpressing files (in the follow ng,
t heyl kg presintda vastigingied alesgorpreneetion of digital contents, in

particular to a method for protecting digital contents by using memory
card encryption and decryption which serves to protect and manage of

digital contents so as not to be copied or amended illegally.

BACKGROUND OF THE INVENTION

Due to the progress of the computer science and digital
technology, many contents of creations (such as movies or music, etc.)
are converted into digital AV (audio / video compressing files). Then
the files are recorded to the CDs or DVDs, etc. and other carriers for
using. Other than movies and music, the contents of creation are
widely used to operas, speeches, etc. The contents of these creations
can be converted into digital AV (audio / video) compressing files (in
the following, they are called as digital contents).

However, since the progress of compression and duplication, the
contents of movies or music are easily to have desired file format
which can be duplicated. With the use of networks, the media can be
widely propagated. However the copyrights of these contents can not
be well protected. New technologies can easily decode the digital

contents so that the creators of these contents will feel sad to his (or
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However, since the progress of conpression and
duplication, the contents of nobvies or nusic are
easily to have desired file format which can be
duplicated. Wth the use of networks, the nmedia can be
wi del y propagated. However the copyrights of these
contents can not be well protected. New technol ogi es
can easily decode the digital contents so that the
creators of these contents will feel sad to his (or
100 her) creations and they have lower willing to
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transm ssion speed and capacities, the current used SD
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traAB@Nidn speed and capacities, the current used SD cards are
widely accepted . Thus the memory cards have the advantages of as
preferred contents carriers. Currently, electronic books are published
by SD memory cards. However to protect the digital contents not to
be duplicated easily, even a corresponding certification software is
used to decode the contents for playing. Furthermore, the contents

can be managed and limited by the software, but the mechanism is

inflexible so as to confine the use of the digital contents.
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SUMVARY OF THE | NVENTI ON Accordi ngly, the object
of the present invention is to provide a nethod for
protecting digital contents by using nenory card
encryption and decryption, wherein the nenory card is
used to encrypt digital contents so that only the user
havi ng the decrypting tool about the nenory card can
read the digital contents for being played. The nethod
conprises the steps of: a format of a nenory card
being formatted with a special format, i, e, being
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digital contents by using nenory card encryption and
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then being stored to the encrypted memory card; therefore, the digital
contents in the memory card being encrypted and having a format of
the encrypted memory card;

The network download end reads the digital contents. The digital
contents is encrypted and has the format of the encrypted memory
card; and the network download end has a decrypting tool which can
decrypting the digital contents so as to restore the digital contents to
an original form for being played and thus the digital contents can be
stored in an SD memory card while the digital contents will not be
duplicated or copied, or amended. Thus, the present invention
provides a firmly secured data protection method.

In the method for protecting digital contents by using memory

card encryption and decryption according to the present invention, the
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digital contents are selected fromaudi o and vi deo
contents. In the nmethod for protecting digita
contents by using nenory card encryption and
decryption according to the present invention, the
menory card is selected frombe one of SD cards, MVC
cards, CF cards, Ms cards, SM cards, and XD cards.

In the nmethod for protecting digital contents by using
menory card encryption and decryption according to the
present invention the digital contents are conpressed
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In thc present 1 nventl on nennry card serves to
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menAPESrd has a large capacity for storing more digital contents.

In the method for protecting digital contents by using memory
card encryption and decryption according to the present invention, the
digital contents are encrypted.

In the present invention, the SD memory card serves to replace
the CD and DVD, and other digital content carriers. Furthermore, the
present invention has the function of preventing data transfer and
illegal recording so that the copyrights of the creators are well
protected.

Furthermore, meaning of protection in the present invention is to
prevent the un-authorized person can not copy, capturing and amend
the digital contents so as to protect the correction of the digital
contents and protect the rights of creators,

The various objects and advantages of the present invention will
be more readily understood from the following detailed description

when read in conjunction with the appended drawing.
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The vari ous objects and advant ages of the present
invention will be nore readily understood fromthe
foll owi ng detail ed description when read in
conjunction with the appended drawi ng. BRI EF
DESCRI PTI ON OF THE DRAW NGS Fig. 1is a
schemati ¢ view showi ng the structure of the present
i nvention. DETAI LED DESCRI PTI ON OF THE | NVENTI ON

In order that those skilled in the art can further
understand the present invention, a description wll
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ir&sent invention, but not to be used to confine the
scope and spirit of the present invention defined in
t he appended cl ai ns.

DETAILED DESCRIPTION OF THE INVENTION

In order that those skilled in the art can further understand the
present invention, a description will be provided in the following in
details. However, these descriptions and the appended drawings are
only used to cause those skilled in the art to understand the objects,
features, and characteristics of the present invention, but not to be
used to confine the scope and spirit of the present invention defined in
the appended claims.

A: digital content maker 1:

The data format of a memory card 11 is formatted by using a
special format so that the data stored in the memory card 11 is stored
with the special format. The digital content maker 1 could make
digital contents which are encrypted and then passed to the encrypted
memory card 11. The digital content maker 1 includes image
contents, music contents, or other contents with different formats
(including compressed data formats). The memory card 11 may be
one of SD cards, MMC cards, CF cards, MS cards, SM cards, and XD
cards so that the present invention can be used in many different
fields. Herein, SD cards are use in description, however, it is also

suitable for MMC cards, CF cards, MS cards, SM cards, and XD cards,
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A: digital content maker I: The data format of a
menory card 11 is formatted by using a special format
so that the data stored in the nmenory card 11 is
stored with the special format. The digital content
maker | could make digital contents which are
encrypted and then passed to the encrypted nenory card
11. The digital content nmaker 1 includes inage
contents, nusic contents, or other contents with
different formats (including conpressed data formats).

The, menory card 11 be one of ,SD cards, MMVC cards,
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nfdnibhatatd 1 abpMehawettheneditedkdstents, | n the present
invention, the digital contents can be downl oaded from

a network to the encryption nenory card 11. Thus

simlarly, the nmenory card 11 will have the digital
Bsnenosk ddwnkstadoerRddbwnl oad end 2:

The network download end 2 download the digital contents
through network. The digital contents are encrypted originally. The
digital contents is encrypted and has the format of the encrypted
memory card; and the network download end may has a decrypting
tool which can decrypt the digital contents so as to restore the digital
contents to an original form for being played. The decrypting tool is
corresponding to that of the digital contents and can be original stored
in the network download end 2 or the network download end 2 can
download from a network to have the decrypting tool so that the
digital contents can be stored in an SD memory card while the digital
contents will not be duplicated or copied, or amended. Thus, the
present invention provides a firmly secured data protection method.

By above-mentioned method, the present invention can be widely
used to different audio and video contents to be stored in a SD
memory card 11 so as to assure that the contents are not destroyed or
duplicated or amended easily. Thus the present invention provides a
digital protect mechanism to protect the copyright. Further, the

present invention provides the function of using an SD card to replace
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The network downl oad end 2 downl oad the digital
contents through network. The digital contents are
encrypted originally. The digital contents is
encrypted and has the format of the encrypted nenory
card; and the network downl oad end may has a
decrypting tool which can decrypt the digital contents
so as to restore the digital contents to an origina
formfor being played. The decrypting tool is
corresponding to that of the digital contents and can

be oriqi st in the network downl o end .2 or, .. .
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That is, a digital right managenment which is a contro
nmet hod for information, After paynent of fees, the
protecti on nechani sm can be pronoted so that the
digital contents can not be copied illegally.
Furthernore, the custoner can not disperse the digital
contents as desired. Furthernore, the nunber and tine
period of playing are controll ed. The present
invention is thus described, it will be obvious that
the sane may be varied in many ways. Such variations
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A nethod for protecting digital contents by usin
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steps of :
desired. Furthermore, the number and time period of playing are
controlled.

The present invention is thus described, it will be obvious that the
same may be varied in many ways. Such variations are not to be
regarded as a departure from the spirit and scope of the present
invention, and all such modifications as would be obvious to one

skilled in the art are intended to be included within the scope of the

following claims.



A: formatting a format of a nenory card with a speci al
format, 1, e, being encrypted; digital contents being
encrypted froma digital content maker; the encryption
of the digital contents being i ndependent fromthe
encryption of the format of the nenory card; and then
the digital contents being stored to the encrypted
menory card; or the digital contents being encrypted
as downl oaded froma network and then being stored to
the encrypted nenory card; therefore, the digita

j d bei d i gi nal |
“Zﬁ?#ﬁ?lff #ﬁaiﬂﬁiﬂﬁi@% the encr ypt ZS%P&RI card; and’
e A ot the encrypted mem
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as to restore the digital contents to an original form
for RBeifogmpla)ygdh format o2.a khenoBt BeL fwith Rr o &Gkl Agrmat,

digital contents by using nenory card encryption and
i,decbyptg encagptedaidigdal rocltentn heinghenerypteherdingat digital

contents are selected fromaudio and video contents.
cgntemie mekRBd flor gRerxwiiong afi gthcal degifekncentyntasityng
e RBROTA (HSTHEORY O E4PH 1 TEd) GEea MEBIpecard:
B8k TR BT R B 50 T O, RSB homors
cA @ bAlthEOMG IS Bt elBd M iHE ™ Fypted as downloaded from a
network and then being stored to the encrypted memory card;
therefore, the digital contents in the memory card being encrypted
originally and having a format of the encrypted memory card; and

B: reading the digital contents; the digital contents being
encrypted and having the format of the encrypted memory card; and
the digital contents are decrypted so as to restore the digital contents
to an original form for being played.

2. The method for protecting digital contents by using memory
card encryption and decryption as claimed in claim 1, wherein the
digital contents are selected from audio and video contents.

3. The method for protecting digital contents by using memory
card encryption and decryption as claimed in claim 1, wherein the
memory card is selected from be one of SD cards, MMC cards, CF

cards, MS cards, SM cards, and XD cards.

4. The method for protecting digital contents by using memory
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card encryption and decryption as clained in claiml,
wherein the digital contents are conpressed and has a
formof a file.

card encryption and decryption as claimed in claim 1, wherein the

digital contents are compressed and has a form of a file.
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