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5 Field of the Invention The present invention generally relates to credit
and identity verification systens. Mre particularly, the present invention
relates to credit approval systens at the point of sale that utilize

bi onetric dwstonossiegrsas fingerprints, signatures, and/or pEfh&hodiRifPdS toO
ascertain if the identity of the person attenpting to pay by use of a |0

t oken, such as a negotiable instrunent (e.g., a check), a credit card, a
smart card, is an authorized person for that particular checking or credit
account, and if that account is in order. Background of the Invention 15
There are devices known in the art that gather bionetric data from persons
for storage or for CcORPRCIRONIG TRARSLCEION vRIGITCOTIGN §v§PEMPUr poses of
identity wverification. An exanple of storing bionetric data tfor identity
verification is U S. Patent No. 4,213,038 to Silverman, et at., for an
access security system Silverman, et at, discloses storing a fingerprint
on a card, inseither an actual prinygieRfof4he Invbiicarattern,”™ and the card is
read by a control nmeans. The fingerprint recordation is ancillary to the

preferred function ofryehsesemt Hvidiibe Rehctally deRtes ftb CRdditOmdD RISRAY URGatisP! €l Y
the mcroperforation of the card, which is not directly related to the

fingerprint. Cheﬁ’étefnb‘.nﬂﬁré/ﬁfﬁcﬁiaﬂﬁtﬂﬁd]ﬂes%ﬂt%\@ﬁ&m%l@te@io&:?edh%ﬁ;?l’@vdl BystefR 81 t t hat
allow merchants and others to verify that custoners have funds available in

a specific 25 cipeGhinP@r 2416 Han htilid) bomeRRt BB s as FindBidS Bighukk, | dhdor €1 al .,
di scl oses a check-witing 1 WO 20051098741 PCTI US200 /011147 poi nt of sale

system that provif&smdiRids iCaREBine ielidcaatly 0P theQershi! BnpRMa %Qiﬁyiutsyof dlls,
et al., is particularly directed to the purchase of goods through an

el ectroni ¢ fypdsiokdd, aRhfaGh negotiable instrument (e.g., a check), a credit card, a smart card, is an

authorized person for that particular checking or credit account, and if that account is

in order.
Background of the Invention
15 There are devices known in the art that gather biometric data from persons for

storage or for comparison with stored biometric data for purposes of identity
verification. An example of storing biometric data for identity verification is U.S.
Patent No. 4,213,038 to Silverman, et al., for an access security system.‘ Silverman,

et al., discloses storing a fingerprint on a card, in either an actual print or

20  "micropattern,” and the card is read by a control means. The fingerprint recordation is
ancillary to the preferred function of the card which is identification based upon
solely the microperforation of the card, which is not directly related to the fingerprint.
Check funds verification systems are also known in the art that allow

merchants and others to verify that customers have funds available in a specific

25  checking account. U.S. Patent No. 5,484,988 to Hills, et al., discloses a check-writing



U S. Patent No. 4,253,086 to Szwarchier discloses a process and apparat us
for 5 positive identification of custoners that is particularly disclosed
as using a fingerprint on a credit card and conparing the fingerprint of
t he customegd Roddats 0N the card, and selectively, with ster print on
file. Szwar ctﬁ erAlso discloses a printed fingerprint c &HU@I?PF&P& Yre

"smart cards" kno i.n . the art which iinclude fjnqgerprint tqg identification
neans, such as L}.’c\éa 53 Mstefip,that preyddes fs gemale Yﬁ"lﬁl"%kf’,n of fundp availghilty. Hilisent  No.

4,582,985 to LQ herg, U. S . Patent . 4,993 068 tqQ Piosenka, et .at, and U. S.
Patent No. 5, 180%9%115@?“}%“1’5&?‘?’3?5‘{5‘?‘;\%@ B‘fr‘?tlaﬁeegegor"g’f g‘r"@"r%é‘g dreenie, 8ds gy ¢

cards that haveﬁanzsa% | east, a stored fingerprint in a |ocal nenory (such as
magnetic tape or I f'egrated circuit) that interacts with a readi ng neans at

the point of sale to i.st .in stioner..identification. An exanple of an
actual fingerprint sgﬁig?te tﬁ%ﬁ’gf}?’e’iﬁ%@#FWT{E)!’.IB@?S?}&’%‘?S@%O‘F’BS andapparatusyfor o
which is for a surface-s d nsor identificatiqgn device. The Hsum , et
at device is fockfSEy® b%n%g%‘igﬁ?lﬁ”% ﬁtr’r%?ﬂ‘rél%l?ar@glﬁgliof‘f‘& a3 Hing ’ég?ﬁﬂﬁﬂr b the
fingerprint, as oppos t conplete identity verificatjon system 20 There
are various type%‘P*g‘fre%Fﬁﬁ‘gT”%icé?mﬂléH@ﬁl?e Fﬁ’gntio)ﬁ‘th&fmﬂerﬁ%gmi%ﬁé ‘.’ar‘?ﬁé‘g types
of bionetric nmeasur nts.include.fingerprint, . verification, hapd geonetry,
voi ce recogniti o??,ecﬁ % watp a&aﬁ%ﬁwﬁﬁfm ﬁﬁi 5’%“5%\%%3‘ g a Iloﬁeﬁﬁﬂ’tﬁ’tg‘?&éﬁe“ Ttati on,
and faci al reco%g)alrrl%ti on. Each bionetric device and systemhas its own
operati ng net hod gy. The process for any given individual usually begins

Y“hé:‘b?SnZ?E c. The SRR ok a'ﬁﬂi%f%ri%sf‘%@a"?rEttﬁéfa%o%@%S@scE@@eﬁ%&%?s o
PCT/ US2005/ 011147 . Dbi [ 5 . '

b anet ¢ datlaba@a&f#ﬁ%fwﬁefafa'gg&é%%@%%ﬁ&?ﬁ?-i‘h@%&%éﬁf LR g, Pend

At hent | cat e 1 ho e VRSB, AR o> TR S SO Bar et e Aingod Wit

("live Patent No. 5,180,901 to Hiramatsu. All of thgse references disclose smart cards that

bave, at least, a stored fingerprint in a local memory (such as magnetic tape or
integrated circuit) that interacts with a reading means at the point of sale to assist in

15 customer identification,

An example of an actual fingerprint sensor is U.S. Patent No. 5,745,096 to
Hsumi, et al., which is for a surface-shaped sensor identification device. The Hsumi,
et al. device is focused on the specific element of sensing and recording the
fingerprint, as opposed to a complete identity verification system.

20 There are various types of biometric measurements in common use today. The -
types of biometric measurements include fingerprint verification, hand geometry,
voice recognition, retinal scanning, iris scanning, signature verification, and facial
recognition. Each biometric device and system has its own operating methodology.
The process for any given individual usually begins with an enrollment process. The

P
25  system captures one or more samples of the biometric. The samples are stored in a



data"). Conparison of the live data and the tenplate results in a sinple
bi nary yes/no 5 match. Fingerprint verification is a well-known type of
bi onetric nmeasurenent. |f properly inplenented, fingerprints provide high

accuracy a”‘iv@&oo"s@sf}# vely | ow cost. Hand geonetry rreasg%&é]sz@éﬁh&ﬁga y

characteristics o e individual's hand and fingers an

used in physical ,access . control. systens. Voice recognition 10 renains

difficult to inpl §1?8’ﬁ ‘.“‘t%@%?t ls?éiegﬁ{f?m@&bw databased apdHe pped for
t echnol ogy, background noise, m crqgphone quality, the common cold, and
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i ndi vi dual quy qﬁﬁaptly into the retinal reader. Retinal scans shoot a
lowintensity " beam 6f light into the eye and record the pattern of veins in
the eye. his scannin st .0 r.obl f .retinal scanners

and does not requir eq:&?g%‘\éo?%gg%"oﬁ?tg%twvﬁ‘%ﬂf'%ggst@aen e ?8%? TFEREr Equi re
Uni que. andom pad I Agp B AR Eorioh e WE AAReS0H kel vdl SV B "an
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Voice recognition technologies include telephone authentication. Extraction and
pattern matching algorithms embedded on computer chips are used to analyze voices.
15  Retinal scanning is well established and highly accurate, however, it requires that the
individual look directly into the retinal reader. Retinal scans shoot a low-intensity
beam of light into the eye and record the pattern of veins in the eye. Iris scanning
overcomes most of the problems of retinal scanners and does not require direct
contact with the scannel;, nor does it require the individual to remove eyeglasses. The
20  technology works by scanning the unique random patterns of the iris. Unlike retinal
vein patterns that can change over time, the iris is unique and does not change during
a person's lifetime. Facial recognition systems measure characteristics such as the
distance between facial features (e.g., pupil to pupil) or the dimensions of the features

themselves (such as the width of the mouth). Neural network technology or statistical

25 correlations of the facial geometric shapes are used with this kind of system.



banki ng industry is striving for ways to reduce these | osses. Many proposals
have 5 been presented over the last five to ten years. One of the |east
sophi sti cated approaches is placing the individual's fingerprint on a
sticker a”d\%hﬁ?@gs?ﬂ the sticker to the check being presented. Anong the
more sophi sticated approaches is the use of smart cardsPtHEP2HYULI Chl p
cont ai ni ng bi omeéi %‘HI nf g{ n’ﬁtl on[(f% the account holder.  The biaonetric

i nformation stor © VRincaqnds & refatiyely acsHigte sxtiemandis frrated separaiely ifiomytise

information of th rso ing the smart card at the transaction
| ocati on. Howev‘éﬁcr gb{é %‘F %sf"i"% SrEPHdgEy ¢ reduci ng fraudul ent

activity are not nee i.ndust r rint

sti ckerg are a det er&}é gﬁ@g{ﬁa{tﬁg cl(?(:lgsé’fs algng, JRac i‘%’ﬂ 0403%? Y’Fthf'e

roce of identjf hef nt on a. sticker can time in
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ol drie #rd

occurred. Smatt CEPJECSHIER X “olfetFi ¥4Ehi the least SppRigic d| t
Cdent ity thior. e d PadinieR bl PHEH vyl iand eddfios e %ﬁ

bi omet i ¢ i nf anﬁpﬁoﬂp B e f@ﬁﬁ%ﬁb'{?\ﬁc i tai"g'%ﬁ?w%e Ak

Veri f1cation s BUFHG-au Paiot HEE cSipins tmine auregien ofiet %‘ﬁ%eﬂ'%hﬁlﬁ?e stored
The. pr esent i nve ﬁﬁof%g R él%aépd{%ﬁf SR HP SR AUV R Begiondi g

bi omet | es_obt f Lhenti g i.dent .
o1 omet i ¢ sadbl cEBASH Biﬁebéﬁ?s?n%s e SR g 6 i IRt e o iy

valid biometric Papoy? EE%% aficgpa® g o i Ring Zt‘éauﬁﬁ%ﬁfa%@ TR
biometric sanpl eth%anréeaas osfoint? hﬁl%kuesg o?%:genrgrgntks ickers aiu-e a Ac{errcnt for the least
sophisticated forger, but the process of identifying the fingerprint on a sticker can take
a long time in crime labs due to their backlog and their obvious priority of processing
15 fingerprints obtained from crime scenes in which felonies involving violence
occurred. Smart cards with embedded biometric chips are used with credit cards or
debit cards, but still do not prevent the more sophisticated identity thief. The more
sophisticated identity thief steals account information and then produces his own
credit card containing his own biometric information embedded in the chip. When the
20  identity thief presents his biometric information at the transaction location, the
verification is being made against an already faulty biometric sample stored on the

chip.



users. Although it is possible for sonmeone to counterfeit what is believed
to be the authentic ID, in such cases, the identity thief provides an
actual fingerprint that has been taken and placed on the token or on the
transaction slip. Wien the token is 1o returned to the transaction |ocation

as forged, opgRbRhbeLLE, stolen, etc., the fingerprint nto the
dat abase of known invalid users, thus preventing any fur?ﬁ%wsg Og}gﬁtl ty theft

activity by this person on the verificati stem The present invention,
inits nost conplex form adds addgﬁﬂgﬁgLﬁggiégﬂﬁﬂﬂs, such as verifying the
IDwth f t th ta t hat I t. b
altered, and 1s in fas PRl EiPhdn hBraran §°§’E}’é‘}fgﬁ]ﬁa“(@%° ol o s
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a signature of a custonere occurring at

| : Ad. f
2008/ 098741 BT/ %@5%‘@%’1%’3& ool o ARS e piol SET dofef eﬁe@‘ﬁ{ﬁgtha?has
transaction can B&dnYak tanElI ﬁ{&@@ of?tﬂt%etgkeg@ E}he Pg'lsgétlog l1(§al\l?hen ettoEXnaﬂp le,

the el ectronic transaction ‘can occur over net,” as
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S|gnatures for user veri ransac

ocat on, el iPeRbh L Bl 5 i%o%g“n@%uds&s SRR .
transaction veri flde%ﬁlryltl%ri!t a%ﬁ\%yebr?thgpe%son%ﬁ Itl‘[e v%gﬁéagg'n system. The present invention,
in its most complex form, adds additional safeguards, such as verifying the ID with
information from the state. This ensures that an ID has not been altered, and is in fact
15  an authentic state-issued ID (e.g., driver's license). Another such safeguard is
verifying the information at the processing center of the token with the original
information that a bank or token company obtained at the creation of the bank or
token account.
The present invention, in one exemplary embodiment thereof, comprises a
20  verification system for check/negotiable instruments or other form of tokens, which
has the ability to scan the information from negotiable instruments such as the
magnetic ink character recognition (MICR) line, and gather biometric data such as
fingerprints, The system alternately scans driver's licenses or other identification
cards, and obtains and transmits a signature of a customer, preferably all occurring at

25 a transaction location (e.g., point of sale) for purposes of identity and fund



system preferably digitizes various indicia of the check, the preferred
indicia being the nmagnetic ink (MCR line) on the check, tendered by the
custoner at the transaction |location, and transmts the data to a

negoti abl e instrunment information 1o database, through a conmunications

medi um  wheraPyobb7iinputted data is conpared wth an e¥bi&?ﬂﬁy&ﬁuﬁbase of
information to determne if the customer at the point of Is In fact
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cont ai ns bi onetri SUCH as a proper i'ngerprint printed on a driver's

| cense, and/gr g tgﬁ'a@& Lfﬂrgu%hter' Pl {}cafidnd ki fn' {%geré’cgﬂg% &?E&bﬁi&é{ag E’er]a%&ﬁ user

can alternatively be co [ he recor addi tion

to or instead of wl&raﬁ{ky}lgg@w&a&fofmsﬁaasd B%teqa%?ﬁqﬁ@&sm%e} B @fpéihd f nat e

enbodi nent of the ver I on system a negoti e 1 nstrunent ot her

token is swped and;{ §eell AARSREL mugesthéa&uﬁ&;am%%eva&m@s N heidh by zed

condition for check approval. The communications medium can be a broadband

connection, a dial-up connection, a direct communications link, a satellite link, or
15 fiber optic cable or any other communication link that allows communications
between a transaction location and a central or local database.

In this exemplary embodiment, the verification system altematively includes a
device and method for recording and/or transmitting a biometric measurement of the
customer at the location of the transaction and, in the case of a fingerprint biometric,

20 printing the fingerprint on the negotiable instrument, either in actual or digitally
encoded form, such that the fingerprint can be later checked against a biometric
database of existing fingerprints at such time as the instrument is processed at a bank,

* which provides an added means of security in the event that fraudulent activity has
been discovered between the time of receiving the token at the transaction location

25 and the time it is presented at the processing center. If the system includes a device



whereby the conbined data is transmtted to a central (or local) systemthat
i ncl udes an account information database and a bionetric database, and the
transmtted data is conpared with identification data al ready on file, and

the central y@hook@ssal) systemto determnes if the identi &@%l on. g data of an
authori zed user on file matches with the transmitted daf WU user  at

t he transaction Iocatl Qn. aﬁ%/steg] in the present context refers to a
system that is i fPpHget ’T"af‘“ brf dhatfemtaing héompatrico fatp.oRush jag e prepy. |
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same store). The system then returns the results of the decision on approval to the

transaction location. A device at the transaction location displays the decision data
15 and/or prints out a hard copy indicating whether the negotiable instrument/token was
approved or denied.

As is well known in the banking industry, the MICR line on a check includes
the bank routing number, account number, check number, check amount, and other
informatioh, that can be printed near the bottom of the check in magnetic ink in

20  accordance with generally applicable industry standards. In operation, the centrai (or
local) system receives data from the transaction location and then determines if the
"ABA" magnetic number on the MICR line of the check is a valid number, if the
fingerprint data is that of an account owner authorized to use that account, and/or if
the signature is that of the authorized account owner, whereby any negative response

25  to these decisions preferably causes return of the data indicative of the negative



access is not in excess of the allowable determined limt, then the
verification of the check is approved and such verification is used to
update the frequency of account access database, and the approval is

returned towdaoksangaction |ocation. Various to account {E"P/E}%h%ﬁrf@lacan be

used, al ter natively, to verify the condition of an accoun ndi tions
i ncl ude "outstandin erte " "returned checks," and "account closed" anong
others. For exan’ﬁﬂ@ S‘?‘P ﬁ@f‘@c%“ ocatigns (Uprm aftgmetive dodicationsimie desisienm thor  a

user's account, t he resent i.nvention can return an indication to the
transaction | oc‘éFP for lneal) fypfem getpves thy fiedipAcy 9fdheascoyntaceattes tidstemiie sat i sfy
t he negoti abl e |]€ rument. 15 The ver,fication SFy'ﬁé em pr.ef er abl ){ i ncl udes
the capability t %lﬁr%elaéequgﬁe&a(cgesgﬁ1nﬁ§c§§squlf§:[r% f iligt §f angillawahle chant

or business upon_r The rchant directs ui r to the central
(or local) syste‘?ﬂ'@% f?ficf’qﬁseis rﬁ’fﬂ?ﬂté‘ﬁ“ﬁsdﬁ"’\ﬂxf"ﬁs %fté‘“e? rﬁ?meddélf"éiﬂ’é%es and

whi ch preferabl y |nc ud at abase catl ve. of unber transacti ons
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20 and a user/custo Ilst nle reI nt .data z CI ated wt h%

user/ cust oner . rl_e)g‘ﬁ?é %&“ﬂﬁ@% i i FisAPgrowal o dheransastipn. n I the PETEht | t he

I I t t f t
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checklnforrratlo exch ed el ectyr |caII i eu of in addition to
the exchange of " &%gps (li'or cxampleoi there ary outstandmg checl?s e system for

a user’s account, then the present invention can return an indication to the transaction
location that the user's account is not in condition to satisfy the negotiable instrument.
15 The verification system preferably includes the capability to provide reports on
user/customer activity to a merchant or business upon request. The merchant directs
an inquiry to the central (or local) system which is in communication with a series of
databases and which preferably includes databases indicative ofi a number of
transactions for a specific account; the location of the transactions for such account;
20 and a user/customer list and relevant data associated with the user/customer.
Depending upon the inquiry generated from the merchant, the main (or local) system
retrieves the requested information to generate a report ont a specific customer, and
then returns the report to the merchant.
Alternatively, the verification system can be used in conjunction with a bank

25  proofing machine during batch processing of checks. When the proofing machine



For forward presentnment, an ECE systemis usually referred to as an
El ectronic Check Presentnent (ECP) system The verification systemalso can
be used in conjunction wth a token processing systemsuch as a credit card

or debit car ing center to to verify the inform fromthe
Wo B83665 91 PeRfishiiRf by

magnetic strip on the token with |nfornat|on recorded an d by the

credit or debit card rocessln ter n the present invention
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ifi ti t t hant f t t ] [ whi ch
deter i mes 11t heTRsa fHe (R Petay STBPPIELVItD %%Eﬁn%%w'g%&@w%%?%%g&ouhf
dif th t tisf t t t. i ds f th
nogot i abl'e | natr dRESET cfaﬂgwﬂn%élgﬁ‘f‘w‘%g o SRR ub P Ralifh: TR EorteF i Pt
Sopli cabi 11ty 1 n SO 58 Bhesls Fhe el ﬁ%ﬁff- %“cé{s?ﬁw e M&g@;@ng{%
custoner . 90 3u‘c&?e§g5%rﬁ%%sfm¥“@mﬁﬁ%} "%I@m&eaﬁwﬁ BiBaRde. and
t hat be digital,l ded d th f
a5 o 3 Rl R SRR b @%ﬂ%&gg;‘ |
can be qui te oconShIoEHH grosaRmiton oA REMee Tt M o G EEHE bk em o
WO 2005/ 098741 PCI/ U 05 147 i
applicable to e|gIEP§WIt(#gé%§ﬁ%PT§ﬁ ve °n%%§?ﬁ§ﬂ gPCQIEVﬁg hpgﬂf$ﬁﬁPlng a
transaction with a t°k§w at a.transact]j context of the

nvention. a trafeRAPER BossinesTicR, e aweasf é‘fﬂo & el direrer S Bl
bl d ut i debi t card,
D cora  IPE iR, Y Attty phl Fot F el Bl O B gSh RS Rl
ted at 1 ti d h t Th
P;:ﬁggc?ioﬁ ig |H&%%gﬁéﬂfﬂ?“#ﬁégh%§$mﬁ$b ?P 5 38&“Jerc §n t he ?ransactlon

| ocation along with %mmn

mgiy, {he presen Hvention nflas a pracgcatl app%catlon in that it provides
an electronic transaction verification system to a merchant for use at a transaction
location, which determines if the user/customer is authorized to use a specific

15 account, and if the a@ount is in satisfactory condition to remit funds for the
negotiable instrument drawn against it.

The present invention of the electronic transaction verification system further
has industrial applicability in that it provides a computer system which correlates
biometric daté that is precise with not easily forgeable measurements of a customer,

20  such as fingerprints and/or data from identification cards, and that can be digitally
encoded and processed along with the information relative to a negotiable instrument
such that the risk of the merchant accepting a bad instrument is greatly reduced.
Thus, the present invention can be quite economically beneficial to a merchant

utilizing the system.



verify the identity of the individual against information stored in a

dat abase. Information read electronically fromthe token is used to
determne the condition of a 10 user account. A substitute check, as used
herei n, has kg given to it in the "Check Ceari 2151
Century Act)&b%ﬁgﬁﬁgh{aM/108-100, Oct ober 28, 2003. A sﬁ@g?ﬁﬁﬁ?énﬁﬁ%ck is a
| egal equival ent of e origjnal .check that has been truncated. |t _ contains
an i mage of the fron %%Fnﬁr&h#%%ﬁm@ﬂ%‘md? F@Rl ¢ 10 Rleptponig fpnpactionsvesifigatior | i ne

15 containing all _informatjon appeari.ng on the MCR |ine of the original
check. Brief DesEF FETER MFAEE FHsiHiF Wit acioRam Al IBHAoRen fRepdel (der st ood

b di the foll ow detailed d i pti f the.inventi [
con] unct i on w t h PR SEAGHDERYIT CHPEIOP GRSt 1 1 st Eoupmati bl am of

| nmbodi t of th | ect ' t [ i.fi | t
1 St Bt ng o vBPP AR P EHE Bl IR SACcl 13004 Coch Eral 8y &1 om and

identificati dat . Flg. 21 | ock di illustrati | t t
et e o aiobang. S b Bt SO LHSH Pl e
ificati it IS i i cat.i 10 WD,2005/ 098741 ,PCT/ US2005/ 011147
W o central NCHPAIEE (AR PTG TP SBBRIGRI MRS Phfierte PRSURERL o c

t ti | fi tl it. . Fig. is.a fl. hart of | t t

erbod ment | of ¢ niKGLR i Batspeion 1t slonepiflat PERFRE Hebnedhetig ke 1o ©

t ti ifi ti i t . Lt t.he .i tifyi dat f

e Ton™ver gt hon My BTSSR WARALAIR 'yl 2
hart il ust i th i it dat, t he. tral

Cyst emupon r ecerprifon {4 BERER R Forptne MBR BTt € 9B Ee B cbipRitA: cat i on

unit at the transacti on | ocation. Fig. 5is a block diagramillustrating

the main syst®m JERE&F 8t hg a cust oner

A substitute check, as used herein, has the meaning given to it in the "Check

Clearing for the 21* Century Act," Public Law 108-100, October 28, 2003. A
substitute check is a legal equivalent of the original check that hag been truncated. It
contains an image of the front and back of the original check and bears a MICR line

15  containing all information appearing on the MICR line of the original check.

Brief Description of the Drawings

The invention is better understood by reading the following detailed description
of the invention in conjunction with the accompanying drawings.

20 Fig, 1 is a block diagram of an exemplary embodiment of the electronic
transaction verification system illustrating a verification unit in communication with a
central system and identification database.

Fig. 2 is a block diagram illustrating an alternate embodiment of the present

invention whereby the electronic transaction verification unit is in communication

10



10 report based upon receipt of an inquiry froma retailer. Fig. 6 is a
bl ock diagramillustrating a proofing machine interacting with the
bi onetric data scanner at the transaction |ocation, with the interrelation

of a first WposRihs4, dat abase for known custoners and aﬁ?{%? ' tric
dat abase for known invalid data. 15 Detailed Description ™o ﬂ’gmﬁ\%nti on

The follow ng des&i‘f:ﬂ szénﬂ'Ql cﬂ{abﬁsgﬁlait gbgﬁbt ingdéplirﬁaltﬁiécg}yi' 1'g%dthéEl 2le %&ﬁ#}%ﬁ%&{ﬂ? ose

teaching of the Invention inits en nown e
skilled in the r‘g}ig(ya@i%mg{_t wi |l recognize that many changes can be nade to
t he enbodi nents 2 escribed, while still obtaining the beneficial results

of the present inventg; isld | phar 0] f the desired
benefits of the preseI:1l rh| ﬁven%gha%g%n aelgﬁ]g%tegﬁ?br?gﬁ'}eg{/% eg{fiﬁcﬁgo%gﬁtgmof t he
features of the Wy ' | ML 7 , f.eat.ures

Accordi ngly, thog ggs\%ﬁgﬁ%r%g@tﬁhi? %émgétimy\ngﬁl#ta{rléedc@g %sé&uﬁgﬁh er%ge%‘%’mg data

nodi fi cations and,radankahd Q%ehﬂnfﬁﬁe%ﬁ&?%teh%ﬁ&&e%h are possi bl e and may

even be 25 desirable in certaln circunstances and are part of the present

vention. Thus, the pidls Y0} #0ASHO9RTAL BT T SRODSD L Aenilel heHbD B

description is provided as illustrative o iples o

i nvention and noteehih kisfEnt dHoh PReibf T tiRAata iR YGE lbiOnR 42RG et vtextfgceaﬁgr?@?{“

invention is defined by the cIaF’ms. Re%aerrl ng now I n greater o the

drawi ngs, in whi cRuleihBaPibiB6Rlich. © represent |ike conponents throughout the
several views, Fig. 1 illustrates a block diagramof an exenplary

enbodi ment of the Verﬂ'ié.ifﬂtd ﬂacksa‘lﬁﬁ'ﬁ'ﬁniflds{rﬂﬁl rtf?ct }-l‘lgig r?e?z}t io(fls’tomer

transaction verification unit 10 1'h communi Cat1 on V\;S' t?‘lmg cen@ggl processi ng

system 12 thayg i qgﬁ%gcm%'%gga&i&g‘gﬁgﬁﬁﬁg%ggg 14. The identification

dat abase can i ncl uple a number of in the identification
process such as a bi OfFfE.ttf 1s% block diagram illustrating a proofing machine interacting with the

biometric data scanner at the transaction location, with the interrelation of a first
biometric database for known customers and a second biometric database for known
invalid data.
i5
Detailed Description of the Invention
- The following description of the invention is provided as an enabling teaching
of the invention in its best, currently known embodiment. Those skilled in the
relevant art will recognize that many changes can be made to the embodiments
20 described, while still obtaining the beneficial results of the present invention. It will
also be apparent that some of the desired benefits of the present invention can be
obtained by selecting some of the features of the present invention without utilizing
other features. Accordingly, those who work in the art will recognize that many
modifications and adaptations to the present invention are possible and may even be

25  desirable in certain circumstances and are a part of the present invention. Thus, the
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10 database of known custoner data, as well as a separate database of known
invalid wusers. The database of known invalid users can be established by
correlating a bionetric presented at a transaction |location that is used

wi th a fraudwbepsslys7ept ai ned transaction token, and stogkgﬁgﬁggggkggetric

as invalid. Central processing system 12 can be a nmain sy from

to be processed iTHOHEE et s TrBHR s, Hugrors,3F 4 B A b oty st om
b ot e ncer (BRSPS R AR AR RAVS! w8 EURCHERSIAISAR B
(D a witten i ndtRHEiBs "l he endorser or maker: (2) an

uncondi ti onal 20 prorg . . a_cert al n f money,. .ei.t her on, demand
e Reldirih® o0 in S’ dbudh AR Srafing (O Sbiolf e Eom sl 01

or at a future date; or bearer.

negotiable instry, akﬁfﬂﬁﬁﬂﬁﬂﬁﬁ%ﬁg?Fﬁbkk§mgn?ﬁ%ﬁHﬂﬁgﬁg%gqqnﬁﬁﬁggéﬂﬁ%% gotes.

A check as used hereln neans 'a dr payab an

check. "The oxemplein, of ch bl Eifpodtilol o nd VeiosalE SR il on ©f @
V0 2005/ 098741 POITCRIDGEREHRh 3G8icRlon 8k 1 F S i o B o Siss e 1 ng
dovi cos ar e knownsan ¢ BAE BB an AR Almb B 165 T AREIRE HaSGR0 By o
scannor o used at ARG niaEGe dphityich LB MBEAGor Boles REMER Hlei o o
ek, Proof LI TBALAGT b gl BHE ORI BS. BpLSLTARRLY o BT
charactor | St 8 Qe horienGEkek Bl SRE ks LI o WRALHER) o ATt 1 €

recordi ng device era igitizes i'ngerprin
biometric presented at a transaction location that is used with a fraudulently obtained

transa;:tion token, and storing the biometric as invalid. Central processing system 12
can be a main system remote from the transaction location. While a check is
15  disclosed as one type of token to be processed in an exemplary embodiment of the
present inventive system, other tokens can be processed in the same manner as
disclosed herein. Negotiable instrument, as the term is used herein is defined in
Article 3 §104 of the Uniform Commercial Code. An instrument is negotiable if it is:
(1) a written instrument signed by the endorser or maker; (2) an unconditional
20 promise to pay a certain amount of money, either on demand or at a future date; and
(3) payable to the holder or bearer. Examples of negotiable instruments are checks,
bills of exchange, and promissory notes. A check as used herein means a draft,
payable on demand and drawn on a bank, or a cashier or teller’s check. This is the
customary definition of a check. The exemplary embodiment of the electronic

25  transaction verification unit 10 is comprised of, at least, a check scanner or token

12



to custoner at the point of sale for transmssion to a renote bionetric

dat abase. Many devices for digitization and transm ssion of fingerprints
are well known in the art, such as the devices of digital bionmetrics. O her
bi ometric devices such as retinal scanners and voiceprints are alternately

used wi th, owoinslobgy of, the exenplary fingerprint scaniRgy jonmetric
devices are commercially avail abl e and adaptable 15 for useIII/IIIZI'?IL:IIaIIII'gI

i tion. Th I [ ti 1 f i it I f bl
| netudes a card reasbyy aidh MERRE dliBhbe JCBL 3041l p Bneudl eBrGee’ A ol

scans informationgfroma driver's license, which is especially useful in
states that put 1nformation, such as fingerprints, in a conputer-readable

medi um such as a nmag i o i f.or.ni i cens or bar code
(e.g., a Georgia |i cglﬁél?)%hg%& Iéﬁ'guﬁoq??e\q}g?s %e %[I‘Inl IgéIr;lgs%II Sgﬁnﬁ% aﬁI‘%‘@ﬁ@‘e
contains this inf i I [Me cll i foi ion unit 10
can performan i nﬂt?gI)b@gln%%(Ihlggg reIﬁ %Ia%cggkeﬁce% E%Q%?IOII%IEIB Incﬁloﬁﬁetéog'rs I%I%I'IWIPC&%V(I ce 18
and the devices s JchfiRRSRed SORRRE, vARrel BE nfdfd &:Ivgﬁc@é‘tdkﬁébsoa%e tdbéired 1o .as bank
user's/customer's identity, I1n addition to or Instead of, transmftlng

bi onetric data tor Ol OBk | b : | stem
12. The informati Sﬂ&gg% hItlalrQed 2'5(;%0?%%11&1 ﬂ%ﬁId?%%iglgen%%%%%Iud%ﬁggg&gﬂg’og%e
verified with inf YA W r :

bCT] USo008) 011147 BB GERE Sheek b Biftriig B Gtror ol FROOLANO G tar.
driver's |icense. Ff k¥ cohBfisof! €Ctroni c transaction verification unit 10
preferably includes a signature taking device 22 that allows a custoner to
wite his or her sig : t V] t e i ture
into digital formt ﬁ%ﬁ‘?ﬂ%@%é@f@% a‘%ﬁ"ghlI%ta‘IerIﬁIsI?ﬁI}sds‘E‘gI%%dtggrII“ESB’ErIIE‘Iqaaw th or
separately fr t ] S5 : i Lfd.cati. i tric
data. There a(r?IIan %ﬁ‘?ﬁ@?@e‘zﬁﬁg&ﬂé Ioknﬁsg’%gfrag t‘I %%@Io&{l})@@v&?g?ﬁﬂgﬁ. uIIpIe to be

digitized for stofgg ﬁ)?%g‘f%?@f%Slﬁi@ﬂOt@Wﬁ%ﬂp}?iﬂgﬁé g,gf[ ffcﬁ&mn'tt'hevaﬁrk

satisfactorily in the present 1nventive syste roni'c transaction

verification uni tsutIIp aé &eﬂfe@fe@i QibcIlglta? bﬁ%ﬂgebﬁmr %Iofn%IIrIg devices such as retinal

scanners and voiceprints are alternately used with, or in lieu of, the exemplary
fingerprint scanner. Such biometric devices are commercially available and adaptable
15 for use with the invention. The electronic transaction verification unit 10 also
preferably includes a card reader/scanner, such as a driver's license scanner 20 which
scans information from a driver's license, which is especially useful in states that put
information, such as fingerprints, in a computer-readable medium such as a magnetic
strip (e.g., a California license) or a bar code (e.g., a Georgia license) on the driver's
20 license. When the license contains this information, the electronic transaction
verification unit 10 can perform an initial comparison between the biometric recorder
device 18 and the device's license scanner 20 for determination of the
user's/customer’s identity, in addition fo or instead of, transmitting biometric data to
the biometric database of the central processing system 12, The information gathered

25  from the license scanner 20 can also be verified with information licensed from a state
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10 which has the capability to receive, digitize and process the incom ng
data fromthe devices, shown by block 24, for transm ssion to a central
system 12. The central system 12 can be renotely located fromthe

el ectronic transaction stations or can be at the sane |ocation as the

el ectroni c twansambg@an station, e.g., an in-store centralpcP¥S6RH%AL; and
dat abase connected to electronic transaction stations by a |ocal area 15

network. The of hegividgy iof Gk AR i IbAY A ihohchld 4 B COMBLET pRLAY for M Of

the electronic transaction verification unit owever, S can

al so be i ndependgQirohit ARhiABorC QERLE, Mikd :}?E{[f'%rgb':i | iR0%:2S, Ei?rgzxurg ;t%ini(ﬁne nt to

connection to the electronic transaction ve Ication unit S

transmt and havegdiRe o Watailivs aldGoMEli b whitk Hid6r Hef %Er‘(a%ﬂfs ofl Heeli® %lt tgfgnt

devices. The central processing system12 is 1n 20 connection w

least, an identifigcales R Gabalass difiaMibml At t@ndiidm '@u%f?%ﬁ%(nﬁ&ion& @%7
I ec or

rel evant specific identification data related to various ch I'ng an

credit accounis. ocIﬁewitﬂQi?tﬂegalrﬁté’lS/i 26 d8¢ ARRSAsibA Gofhe hﬁg'cg(r Eﬁ’éﬁtﬁicq{in%nvgmp n the

central processing systeml conmputer platform or o “type of nenory
devi ce |ocated eigifgétit 882! There 6 maRPBIviEY knoMitin tH JAIRR Sl @iﬁmt&r@ to hd1€

9
central system 12. Thus, in its nost” basic 25 form the present 1 nvention

sol el y gener ates @ptlzdde6iditeel 2616 Brhbaisd Exfafhnsialf ﬁopﬁ?ﬁée?wgiléo%@at?s%% 8741

PCT/ US2005/ 011147 customer relevant to a single sale and acceptance "of a

token at a transagiieesRGReht@R syddig.ough recordation of the specific token
identification and bionetric data of the custoner at the transaction

e g .
ocat i on ich is thAR ddeRbirddRSobY _nrﬁb%gxg@; Pdriig 8%5“% onﬂ{xhg Hﬁ%f%rgl i mpl e

el ectronic transaction verification unit or dat’i on.

o recordat i on ! (e RUIHH el L Eloble ik SnPbRESS Y ookl gl FpBIRE! T 0N ©

transaction verification unit 10 output a fingerprint (or her bionetric

data) for inputtifgiced) shdh by BREK bd,Crof B&fskissiDE 4Ph caHHaE syshbat Fi" MBRE cer@hl | N
conjunction with another type of token at the transaction [ocation, shown

by output 26, eitygimiln catcithotely 16Ha@H oilie eﬁ’éﬁﬁgﬂ@gansgdi’igmstaﬁ\ﬂ? Bﬁ%&ﬂ b i S

identifying characteristic of thé person cashing or tendering t
the same location as the electronic framsaction station, e.g., an in-store central

processor and database comnected to electronic transaction stations by a local area
15 network. The other devices can be integrated with the computer platform of the
electronic transaction verification unit 10, however, the devices can also be
independent from the computer platform as long as they are in connection to the
electronic transaction verification unit 10 sufficient to transmit and have received by
the unit 10 the relevant data from the devices. The central processing system 12 is in
20 connection with, at least, an identification database 14 which at a minimum contains
the relevant specific identification data related to various checking and/or credit
accounts. The identification database 14 can be a hard drive on the central processing
system 12, computer platform, or other type of memory device located either locally
or remotely, but in connection with, the central system 12. Thus, in ifs most basic

25  form, the present imvention solely generates and records identification data of the
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10 check is contained upon the check itself and banks processing the check
have the capability to conpare that inprinted fingerprint wwth fingerprints
on file for the actual account holders, if necessary. However, the printing
of the fingerprint on the check or in conjunction with the token (e.qg.,
credit card weeismbgragan be alternately used in any enbqgihen F Lhe
present inventive verification system 15 Fig. 2 |IIustrates an a %ernatlve

nbodi ment of th i
enbodi nent o ecu?cbﬁgﬂéﬁ{?d ¢td £ & H%@Qﬂé%[oaacé/ gﬁh{ehat Ha{JQ Qlon Josation. - 39

communi cation with a centra dat abase cen

al lows the data ShiBaM@bdbdh c%*tﬁ&tséé&ﬁigctoﬁénaﬂérﬁl%%tﬁ M8 Iﬁe%@ct A0 Yl 10 to

be acted upon by decision block etermne | he token ver ion is

approved or deni&gomand ieBRsd Fﬁ&nLlBéﬁoﬁ %1({1’1‘:1%819}( ﬁ%ns%ﬁc%ﬁ%gg% c?goﬁsh ev1c¢tesn o

el ectronic transaction 20 verificatlion uni

conmput er pl atfor Mg r
mp p NBIRE Bl MRic t%%@oﬁls%ﬁg 1@’}§mego§%%d3§| gﬁ%lﬁ?l Otne am{ ase

various devi ces, shown by | ogic bl ock to the

included in the geRidAbn dpkRDASH lggffeéféda 1@15%9&%?%& G2} i cééﬂgﬁ‘ig’n-angagg%l

sinmpl e conparison step to determ ne appfoval he centra base

includes a cust oRRficHBE BRD10 bn{nﬁrarf&gé@&tq?acgﬂgéggn{gm%m) b ﬁﬁﬁg'o%

i nformati on database), a 25 bionetriC data nown cust Bl omet ri ¢

data, as well as BeciPaiedl, RedbRBDRSRameD N &9@%@@&%&@@@%@9&@9%47

of known invalid users. The database of known |nva users

established by cgé iAol Jodndt, QG b oﬂfyﬁ?nEﬁ%rZﬁa&uél %g?tﬁﬁeyt gl ol ation

with a fraudulently obtained transaction tokén and storing ric as

invalid. At the cgpf r@{eréﬂ?ttlﬂpﬁﬁm@ﬁg ch’i} 13605 0 gr‘?t; dsﬁin%gg%?&e?ﬂ%ﬂ‘f | ther

in parallel 5 with or separately en I den cat1o t he

exi sting knowy dagged erconemdwe,sanztﬁsich&ﬁ et AL gfoéess@amhp& Qa% lygd on

bl ock 32, and an approval i1s de as not tTo accept he t oken.

Ei ther a yes dec'cik&'ﬂﬁ?fbéa&pﬁe%tﬁ'ﬁiﬁhﬁh é&ﬁ@m@ﬂ&ﬂ@é dfﬁeﬁé?%aﬁ

re-transmtted back to the conputer har dwar e pla

verification unitaedfint MidekLirtnBRsaRL Howd®sr) thd Gitihe B HO fidgedPint &n RO MR btn

in conjunction with the token (e.g., credit card receipt) can be alternately used in any
embodiment of the present inventive verification system.

15 Fig. 2 illustrates an alternative embodiment of the electronic transaction
verification unit 10 in communication with a central database 30 such that the central
database 30 allows the data stream of the electronic transaction verification unit 10 to
be acted upon by decision block 32 to determine if the token verification is approved
or denied, and then returns the approval decision to the .electronic transaction

20 verification unit 10. In such embodiment, the computer platform receives, processes,
and transmits the data of the various devices, shown by logic block 28, to the
identification database included in the central database 30, via a communications link,
for a simple comparison step to determine approval. The central database 30 includes
a customer account information database (i.e., transaction information database), a

25  biometric database of known customer biometric data, as well as a separate database

15



to communication with a database 30 renotely |ocated thereto, it is not
necessary that the central system 12 or the database 30 be |ocated renotely
to the electronic transaction verification unit 10. In fact, the electronic
transaction verification unit 10 and central system 12 can be

sel f - cont ai ned 2eus/0dd181 t ransacti on | ocation whereby the geRhsddosalpbase, or
the account information and bionetric databases are continually 15 updated
within the el ect iihuk (R MRARELC Y Shbdab A il Wafia 1 DR WA GALGY, @ data
connection to a master database or through periodic nmanual updates om

storage medi a SUgRe@sndd QORtridbSse®ht SlanBN: 1oéaﬂ?lgggng? 9&&;@?@,@%@% t he

el ectronic transaction verification systemis pre se al ned and

includes all the (. HeeBsSBkh ﬁ@&b&%qhéggmgtﬁm‘%gd.dri vers' licenses 20,
gathering biometric data (e.g., 20 fingerprints) 18, or scanning o
checks/ r eadi ng t okensailfie CEMa@AitRe RN ALK @it LhRD s dop@eBlith i dRkAY Wi t hi n
one unit conprising the system Fig. 31s a flow chart of ‘an exe ary

enbodi ment of 4§ heyily GC&PEHRY WiaBickerPldentiifioR! BE! Wl itfe biHg i@&\h@ Qata for
verification systemshow ng'the electronic transaction verification unit 10

where a check or A,f¢8rediuSers ¥ R6MntsSRAGWA b)bieclfﬁﬁib‘focﬁ |39,Calﬁd ﬁ?app%wl @ ptade as

fingerprint is taken, shown by | ogic bloc 8, wth the fingerprint then

bei ng 16 V10 2009 4854 REEHS AR Qilchl Tnerdy8) 1dchRA343REWD abids0R i, DI OCK

19. Both the check information data and the bionetric fingerprint a are

unified at the trapsuditil g Eabhanitatdaor B ﬂﬁQQfP(gththAr&ﬂeirg plaltbRE Bg 4P el OF

parallel transm ssion.. The transmtted data then reaches the centra

system 12 that i spbdk GOEEMURCENE 98 Wville %eﬁbl?‘éhgtv@gﬁ& BE£ AR P W EhodAin

bionetric 5 identification database 14 suc ecision is made within

the central syst enhRnicRion FHA4 aatauasecﬂﬁ%f&ry foeif&nmﬁgzgrfmaﬁ% afs.%smssed

previously, the identification database 14 °can Inc eap Ity of

dat abases used i j i.f i i . i tonetric
dat abase of knowqthécE?%dgggﬁécﬁtlg.a&&ﬁpg%%?gﬁa © Qgiﬁ%fr&%n?ﬁ§g%ttgebgﬂ§§ﬂ§¥c known

invalid users canrglRfoPfriiedtoRuhit 16 dn 18 8hd d&bhib taRbERA verification unit 10

and centra! system 12 can be self-contained at the transaction location whereby the

central database, or the account information and biometric databases are continually

15 updated within the electronic transaction verification unit 10 through either a data

connection to a master database or through periodic manual updates from storage

media such as floppy disks or CD ROMs. In such an embodiment, the electronic

transactlion verification system is preferably self-contained and includes all the

necessary devices for scanning drivers’ licenses 20, gathering biometric data (e.g.,

20 fingerprints) 18, or scanning checks/reading tokens 16 (gathering check or token
information data) within one unit comprising the system.

Fig. 3 is a flow chart of an exemplary embodiment of the processing logic of

the electronic transaction verification system showing the electronic transaction

verification unit 10 where a check or token is swiped, shown by logic block 38, and a

25  fingerprint is taken, shown by logic block 18, with the fingerprint then being
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lo database 14 collectively refers to the one or nore bionetric databases.
The central system 12 perforns a decision determning if the check/token
information and bionetric data are consistent with an authorized user for

t he account wegahésdogMpi ch the check is drafted or token j vided, shown
by decision block 42, whereby a yes decision 44 or a no ﬂ&ér@ﬁ%ﬁogw?g%is

returned to the trapsactjon locgat.iqn, 0 y.logic 15 bl ock 48. Upon
return of the datcggl F'Zregms He b%ﬁ??‘élcz’?(’%??e%i@,th’? Wg“g(atngo@ﬁféﬁncﬁ%t? wad ghe  t he
decision is displ . shown. di spl. ock 52 . and/or a hard copy.is
printed out, sho@%ﬁ%ﬁc ﬁ?ﬁ:emﬁga%?r?)g’?%ﬁ%j@?h’le%&?s ?‘P%E”%lelf‘ﬁél’ E]’é‘&?‘g’i"g%‘crmde,
and alternatively t rou for.acceptance qQr rejection. The present

i nventi on accordibr%%ﬁky‘{bgtﬁigrl ?Bf%gFgﬁnngﬁt i%/“é ARt ﬂﬁ’rg’f’éﬁa"]{}ﬂﬁé}‘%ﬁ?malzo a
dat aset originate StLI‘BO]E]tIi‘lae' t.ransact.i on | ocati.o romthe el ecér oni ¢

i 0l f .

transaction veriticationeufi® SPBmINEEGR W 3 di5F o’i)ﬁ)&fﬁ’ka‘%c&‘,mtaﬁ‘f biqenetric

f bl . 12 h in t i
Pogi . 1 ow ohar t pegoh fSatEFA b it deSiion e SO hpe Ppb S IR on on
doci 81 on brock Saeeih A B tokef el 0 45, 58 Fevifsbinn Bt psaton
by " 57700 2008/ OGBS BNt Bls' Dyellts £ Ml S ¥ 1 e RS PG T a
deci si i d whet t h i { ted i t hat .th
cocount ouner  orOoh ok BF Sioel BIBA' & BloFRaBiGRet Sporiobadlivnal hese
deci si , Sh b 58. 64,.. d 70, f b | furth
oroceseing of t neametEe e Y e BiaeRan fin e ipieted e Rntdiiions

f bl 5 f t of d to the t ti | ti i ndi ti
Phat the T anthorishied sty 5681 Br ol oLhoR Rt Facaiiee The potiel rve

h b ived t I, Si 56 d .68 t the data i

furhor - or ocessed Rgh o et SR Sitymite e boadPio, blTRa o pE n ha
information on acb%gnlf&;[ics da aasreegonlépsggt \;[Ji eanrzla.lliltﬂgr?zreﬁ us%];' foir ﬂl%liliicé(jugtsaggigsttwrfnech%/est em

check is drafted or token is provided, shown by decision block 42, whereby a yes

decision 44 or a no decision 46 is returned to the transaction location, shown by logic
15 block 48. Upon return of the data from the central system 12, the data indicative of
the decision is displayed, shown by display block 52, and/or a hard copy is printed
out, shown by document block 50, indicative of the decision made, and alternatively,

the grounds for acceptance or rejection.
The present invention accordingly utilizes an inventive digital process whereby
20 a dataset originates from the transaction location from the electronic transaction
verification unit 10, shown by logic block 54, and is preferably processed on the
central system 12 as shown in the processing logic flow chart of Fig. 4. A decision is
made as to whether information on the MICR line (e.g., "ABA" number) or on the
token is valid, shown by decision block 56, and then a decision is made as to whether

25  the fingerprint (biometric data) is that of the registered account owner, shown by
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10 for a specific account, shown by |ogic block 76, and such information is
mai ntai ned and updated in the frequency of account access database, shown
by database 78, which can be either integrated with or renote to the
central syst n a decision is made as to whether_the current access
isin excess‘%glfzaogsmg%gget ermined allowable amount of accdSd/TRYGIAY to the
systemfor a speg‘jf.i.c ccount, shown by 15 deci si % bl ock 80, and if the
current access i SR @2, gd thepea deeisighdsgpade pt e Whglerdhe pigratre prseerted iss hown
by yes arrow 82, then the data is returned to e trapsactjon |ocation

i ndi cative that tth‘ﬁ "Eé‘efu%cg?% OB e SROWD Y 8’§‘°{‘ﬁ?g’°ﬁl6lgové%f"@at“'aﬁﬁsﬁﬂ‘tsfs thown by

| ogic block 84, apd thus, that the transactign_is disapproved. O herw se, if
the current accesS®P SRS ﬁL%%g’ggeﬁfWPW§ 531 P%V\H'gl &. Freferably ealiown Batherp

anount, shown by no arrow 86, then the elegtronic tra tion.verification
request is appr &%&?S%r%vm % F“E!g"i‘océ]"ﬁlsﬁ’&‘f(s‘i’gg?‘ RIGINE g@%ﬁu‘?ﬂé‘rsbcﬁrﬁfeéﬂbg}’o be
used in lieu of, in_addition, to these steps,, to verify the cgndition of
t he account. L?porF%EﬁthparfR‘?’HP,Of {8 r’ilfeo?‘ﬁ‘ﬁ?"ﬁ?)‘hf & Br‘ﬂ‘ﬁl\;fﬁ'v‘éﬁlﬂﬁt dhpfransastion is
transmtted, sho blﬁ' q%rrow gob tl? he frequency of account access database
78 for updating oHSaPHEYGIEVALY P9eK Tt ained therein. The information

di th f Xhe.elect ' 8 WD 2005/ 098741
Pt US2005/ 011147 1 ROSABITEA'S SR Mot bER ST B Geeroi S5 dA SBcat f on

and electronic transaction verificati.gn unit. 10,. shown hy | ogic bl ogck 92.
The steps. of ¢ he BRoBEceBds Sifbet popsid etgessing 3 Seamer of Hesess ams: o by
sof tware bei ng ex uter, platformec rising, the central

cyted.an the co
system 12, 5 |oc I%bhaéi‘ W@Tat'%"to“t?rﬁr’go‘ws&’ﬁgﬁﬂ,’?‘? e Tugebers oS Anqulss e gstsled wi t h
the electronic transaction verificatiqn.,unit ., or Jocated renotel,
Hherotol toe & LT oo Berui, o by Jreit afi 7 mmfuch iiration Rqsigiiehe 1 om
the present disclosure and the flow charts disclqQsed herein the, objects
SUTTICiont to it Sowrhiy G Geghenchor Atsmtiassess faiphess FHOvR by drahee U8,

rformth Kk i scl her ei .
perto the tas Swﬁén gansge (e)it %9 inteegraetccp with or remote to the central system 12. Then a

decision is made as to whether the current access is in excess of a predetermined

allowable amount of access inquires to the system for a specific account, shown by

15 decision block 80, and if the current access is in excess of the allowable pre-

determined ainount, shown by vyes arrow 82, then the data is returned to the

transaction location indicative that the requested access exceeds the allowable

amount, shown by logic block 84, and thus that the transaction is disapproved.

Otherwise, if the current access is not in excess of the allowable pre-determined

20  amount, shown by no arrow 86, then the electronic transaction verification request is

approved, shown by logic block 88. Other measures can also be used in lieu of, or in
addition, to these steps, to verify the condition of the account.

Upon approval, the information regarding approval is transmitted, shown by

arrow 90, to the frequency of account access database 78 for updating of the records

25 contained therein. The information regarding the approval of the electronic
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10 The present invention of the electronic transaction verification system
preferably includes the capability to return a report to a nerchant/vendor
upon request, as shown in Fig. 5. As so enbodied, an inquiry and/ or request
is made from a nerchant directed towards the central system 12, shown by

| ogi ¢ bl ock #é,200898031 requests a specific report or serigs, ¢ Jsﬁ?ﬂﬂ s. The
central system 12 preferably 15 includes access to a variety o? at abases
96, which prefer : i S i nc i a dat abase

ndi cat fve of & nuperODI BT ERAL T e (ALRHASERIR LA SRERRY

dat abase 98, | ocafe}iffioh{nif 1L HAnDIIEAER22 specific account, shown by
dat abase 100, and a dat abase containing various information regarding the

custoners of the acco%tSt@,{ﬁ“?‘r’,*ﬁbepﬁ“g%%@‘aﬁﬁh%Q%g-nh%ﬂclﬁ&%%ﬁ?‘%é‘%?n@é ‘o

selectively 20 accesses a racts wth these dat abases

the inquiry fromgdRRareBeig Rasthte@bn hﬁ%ﬁp&é&%l;fo% corg]gl'gg% Eél{rﬁzs&?{%rﬁq ort on

the specific custonmer or ~custoners, shown proc at a bl"ock

104. The processagsflateind: AMe kriinsadilh H?Et% anfl ir%eg&?{gltwiﬁﬂg%lg&&lﬂgmﬁ&%ﬁ&nfi c

mer chant, shown by | ogic bl ock 106, Ich m e ITnquiry and request to

h eri i | d il - -c -
generate the repqr;ﬁcalagﬁw 9, QF TRh® en@BRRChkRd e of Sk Ilgxgth\séﬁagﬂhcff‘agﬁbﬁtg{"v\o

system can prove high informative as to custonmer tren

2005/ 098741 PCTI Usg00RAh M) b deterfinRBond the be QAU 'sgée c;the %&in&f‘ssdiscfoué& omer

di ssatisfaction, or other trends that can then ectively targeted by

mar ket i ng ef f ort Sierelih@ie BHEREREdRY BNVritY & bnf f ' E‘ﬁ?rr]
provi des that aft glr-e thg ng‘?orretl rli c i detnt ?I}élg%gtfiblgtg&%dglgbg%yg%c aﬁmm

fingerprint, has R@6my BBkt Alci0RdhBgincheck, 5 the present invention can
alternately be used at a bank 1 n conjunction with the proofing machine to
determine if {he bi orpfer hesdndeRidaibf A @B HlatBniOMirddSotibh SVeifibatioh "Ystenl the
account owner. As shown |bnS gi g 6,l t he bi ometrilc g%r{ga ?rom tlhelobi %’srrtg?lri C

scanni ng devi ce Jpl&eﬁams/%aﬁ%)g'é{e %'anwﬁ%/ tJ ARG }cgglt 'tQCaa&llaﬁﬂan% of Bpaten!

either electronically or physically, to the pro ng machi nes tor ecks or
negoti abl e request, as shown in Fig. 5. As so embodied, an inquiry and/or request is made from

a merchant directed towards the central system 12, shown by logic block 94, which
requests a specific report or series of reports. The central system 12 preferably
15  includes access to a variety of databases 96, which preferably contains separate
databases including a database indicative of a number of checks cashed for a given
account, shown by database 98, locations of checks cashed for a specific account,
shown by database 100, and a database containing various information regarding the
customers of the account, shown by database 102, The central system 12 selectively
20  accesses and interacts with these databases in response to the inquiry from the
merchant at logic block 94, and generates a report on the specific customer or
customers, shown by processed data logic block 104. The processed data then is
returned in report form to the specific merchant, shown by loéic block 106, which
made the inquiry and request to generate the report. Such information generated by

25  the verification system can prove highly informative as to customer trends such as
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10 instrunents 114, typically at a bank processing center 116. In the past,
checks were typically sent physically to a bank or processing center and

the magnetic line of the check physically scanned by the proofing nachi ne
114. Currentyy 20088884 checks are being truncated el ectro nd _the
i nformati on contai ned therein is being processed direct??gg%&%ﬂﬁpTgctly by

host conputers at SSIn cent 15 In the enhodi nent shown
inFig. 6, the bld(r)(;r?etr?r%&g lcs sp“b f‘sﬁfé SIRCTE at@f?@?‘?& optheteends Baksani ¢

scanni ng device ﬁ%ﬁb@gﬁkﬁbﬁgﬂﬁgﬂ§?FHBH%HE éﬁf data is scanned, and thus

gat hered, in add ic nu US:0f the check. A conmpari son
ot ocesei g and | scanry B torrL ev%.?eﬁ"e ARk S8Fe BfninerobHE B8t Ff BRanct er
of funds fromthg retri dat ed
froma first bi orreot%% c igat a%aion-ﬁg%’l% I?E?EE H&%fﬁ“g E‘%S %’?@“B?rgﬁ"éj[e‘?nitg ghaﬁf’g f or
known cust oner.s v T, f C e 114. al so X rably
performa conﬁar?@%hgg?ggﬁﬁﬁﬂﬁ gmgggﬁﬂgﬁq%ig%gtr|C&HQHEBQEEDEQB &Qining

bi ometric data f ?Foo?ﬂ?%cﬂ:&vﬂldkg?ﬁﬁee& ﬁh%&et}ﬁvgﬁn‘ug ati %é?rtg %)118915 gg ck is tila'.etrrpt ed

to perpetrate, ent acti vi regard

o o0t ing. 20 3\%' %68?%8%%%&%‘5@%@?‘8Eﬁﬁvﬁ%&ﬁ e Bl 585 p e

| ocated renotely...Sieh %ﬂﬁgr 1?ﬁﬂ“*ﬁ%.%aﬁp&&ﬁ&m9€£§gﬁﬁlliéoF %W% ferably

al so accessible by t I onme sca g device ?on

%%Ef?h;ﬁ.ﬂ ;ﬁ;f :r ‘*H’g?‘ﬁ“a“?oofﬂ“ﬁggﬂﬁgﬁ‘% o P ?i%dﬁa?fﬁ fh b k‘é{fﬁ?}%@ o

dat abase 120 %Osgdrgggﬂgﬁtﬂléé’y\?c élrl%mgtn%?bﬁagfgﬁ ess%%?%%t‘ﬁﬁow tg 3%5 ﬁg‘%ﬁ(‘f d&ftity,
eter i nati on. DALY Sgﬁéﬁf?ﬁﬁﬁaﬁgnﬁr B 38 1S bR tagen kel e by
SEEIECECE ARSI i R e

f raudul ent

being truncated electronically and the information contained therein is being
processed directly or indirectly by host computers at the bank or processing centers.

15 In the embodiment shown in Fig. 6, the biometric data is printed on the check
by the biometric scanning device 110 and the printed biometric data is scanned, and
thus gathered, in addition to the magnetic numbers of the check. A comparison step
preferably occurs within the proofing machine 114 during the batch processing and
scanning of the magnetic numbers of the checks for transfer of funds from the

20 accounts. The biometric data is retrieved and updated from a first biometric database
118 that contains the biometric data for known customers having accounts. The
proofing machine 114 also preferably perform a comparison step with a second
biometric database 120 containing biometric data for known invalid users who have
perpetrated, or attempted to perpetrate, fraudulent activity with regard to tendering

25  checks/negotiable instruments. Databases 118 and 120 can reside on the proofing
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10 users. The present invention can be utilized in a variety of forms with a
variety of sources of information other than those described in detai
herein. As an exanple, the electronic transaction verification systen1can
be interfaceagybgsparious transaction and identification. ﬁ

dat abases contai ni ng custoner account |nfornat|on and gcgkﬁﬂﬁg PE”
information. Wil e theh% have and alternate

bege
enbodi nents of tﬁlach“f)rese R‘v‘/g’ﬁ#? orﬁmo aﬁg %‘f‘%‘&ld‘l‘*’r"éﬁe ¥fe
t b d,o h h d
doscri bed, and ¢ Ko i stersahi o ieciucee %?Ef?ﬂ?l'}ﬁn%s@ﬁﬁhée% s oRade | n
the f d f th t, 20 d f I he,
v T, B o o Sl - il

under | yi ng i deas or prlnC|pI

f h ded h h.
D1 CA NS et it Blke ?@5& R4 2 0 B S R BRSO bt on
system f or usg aRJva teing&g& nghuﬂhﬁ %heabmm&lqc? ﬁ l:}agenIZOtlg :ﬁg%glaf??{ F%%ggﬁg ﬁg%II 22

i ndi vi dual to“conple ransa on conpr|5|ng

d b f h fi

datebase Tor oso5usdl ASHR B DRETRAGR, bl R s slone” |
d bi t t t f f

s o R R s o i

transmtti ng tran c@&gbl

dat f
dat abase; a blone ric da ﬁmgﬁvggg og% @%‘ %ﬁb damﬁsafaﬁ?ﬁﬁ??ﬁﬂgﬂﬁﬁggélfpc
dat a Obt al ned \M m 1 ap% ctro nt?‘an%éclalg{l] véngifca {ogat}n{tgp fdacrle?ecilg)p ?{] f I r$aéldlﬁ?r§mt r I c

dat abase; mhereln |one ric evice s I VE metric

data to the fhrshs blonetrlc dat abase for conparison with the bionetric data
Crs.

stored for the

The present invention can be utilized in a variety of forms with a variety of
sources of information other than those described in detail herein. As an example, the
electronic transaction verification system can be interfaced to various transaction and
identification information databases containing customer account information and

15 biometric information.

While there have been shown a preferred and alternate embodiments of the
present invention, it is to be understood that the invention may be embodied otherwise
than is herein specifically shown and described, and that within the embodiments,
certain changes may be made in the form and arrangement of the parts without

20  departing frorﬁ the underlying ideas or principles of the present invention of an

electronic transaction verification system set forth in the claims appended herewith.
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aut hori zed user to verify the identity of the individual presenting the
transaction token in real tine; wherein the bionmetric data is transmtted to
t he second bionetric database to determne if the individual presenting the
transaction token is an invalid user; wherein the reading device
selectively transmts transaction information data to the transaction

i nformati on database for conpari son vm'é;hAﬁggount information stored for the
aut hori zed user to verify a condition account to conplete the
transaction in real tine; and wherein a result fromthe conparisons with
stored a\ﬁgount jnformati on and stored bionmetric data for the authorized
user is VBJF AeESdySt he transaction | ocation to accept or reject the
transaction in real tinme. 2. The systemof claim 1 further conprising: a

si gnature scanni ng device for scanning signature data received with the

t ransactli. on A eecteiniotansadion wirifioation @yswdai fobaseatfadocaionvihiege strgmattivne dat a
for the authorized user;.and, wherei rl t he signature scanni ng device

sel ect i VEfSR 1§ P@ﬁ%‘ﬁ?&@’%ﬁ Riidwal tQieqmaplels atraesactign S6MPESIA&t abase f or

conpari son Wi, Pgmoﬁiiﬂ?%mﬂ{&l cﬁttéyaﬁéifoﬁ' %orihgﬁn a@éé‘ilﬂgi% Ffidls fir aiﬂr}i“{h%ﬁ%e& ;{m '

3. The systemof claim erein the transaction token conprises at [ea
one of a check, amsatibstitute check, a credit card, a debit card, a snart

card, a prom ssory note, travelers  check, ,and food stanp. 4. The system
oF ¢l ar 1w BompkCidalhate fog Staa%g}oglearﬁ&d%ﬁgorahe ahois a7 AEocopdn,

retinal scan, an iyidrietSic ARtabie\Ot 46riMY biBnetrft DRI APRIEL L HEAN 18rs 2 faci al
scan. 5. The systemof claim3 wherein the transaction information data
i ncl udes dat a readitg devicd for neagivgy the tramdaction token attetcdasmitting hransagorem of cl ai m
3 wherein the traneact o bl & Mtk oRc 08! Al Gl SShaL? encoded
a biometric data device for scanning and transmitting biometric data obtained with the
transaction information data to the first biometric database;
wherein the biometric data device selectively transmits biometric data to the first
biometric database for comparison with the biometric data stored for the
authorized user to verify the identity of the individual presenting the
transaction token in real time;
wherein the biometric data is transmitted to the second biometric database to
determine if the individual presenting the transaction token is an invalid user;
wherein the reading device selectively transmits transaction information data to the
transaction information database for comparison with account information
stored for the authorized user to verify a condition of the account to complete
the transaction in real time; and
wherein a result from the comparisons with stored account information and stored

biometric data for the authorized user is returned to the transaction location to

accept or reject the transaction in real time.
2. The system of claim 1 further comprising:

a signature scanning device for scanning signature data received with the

transaction information;
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on the transaction token. 7. The systemof claim1l wherein the electronic
transaction verification system selectively returns a report on custoner
usages. 8. The systemof claim 1l wherein the bionmetric data device further
sel ectively encodes recorded bionmetric data on the transaction token. 9.
The system of claim8 wherein the recorded bionmetric data is any one of a

fingerprint scan, a retinal,sc an iris scan Qi C rint, a hand
geonetry or a fapiaaﬁlgnsa_ilgﬁagtfaaseﬁfem %Ségﬁaéqreglpfgifﬁ{ e\ﬁH&‘PE‘?#‘ESﬁ& aPgadi ng

devi ce and the bi ofidirgih ehedsibmrele btamin dvideQEREGRTY BAlssidhatiR BAS to

bi ometric database and the transaction information database. 11. The system

of claim1 wherein the thegignaidrediaiabase faneorapasison wiitthe sigratues sterod & the e

| ocated in proximty t ._bi g abase and the transaction
information 23 dat abagaélm&fg# B%Eh{e*e%lc@rﬁ%‘ni c transaction verification system
for use at a location where a transaction token is presented by an

i ndi vidual tq_conplete ?_t ransaction, conprising: a transaction informtion
dat abaséef or Seeviiag Aslamdonhereinihe rarsectim tpken eamprisgs Aldeas eae alsaeheck, first

bi onetric dat I I 1 h . [ :
r eadi ng neansaa%g?ﬂ}l{g;bbf%gtc égigttérag&r)isg?g%flt g%rq?%grg%ﬁg%@’ %Plgolrllﬁslm %}f ﬁ(ﬁg’ t#jr% g%'gsact ion
i nformation datek, tind b li@d stangacti on i nformati on database; bionmetric data
means for recording and transmtting bionetric data received wth the

transaction information data to the first bionetric database; a second

bi omet rig da?ﬁ*&%ﬁ&e&q{f é:fatir‘ﬁrli \a}ﬁer@f-nqg?foirohf:et fa fs%g%n@ lof'«ri?iln-gctérériﬁ{ schival i d

users; erein the reading neans selectively transmts trafsaction
i nformati on datisal sean, bingistscan aacideqrint, i lmndwtometry sadaaparsefatial scaanpari son
wi th account information for the authorized user to verify that the
i ndi vi dual
5. The system of claim 3 wherein the transaction information data includes data written

in magnetic ink on the check.

6. The system of claim 3 wherein the transaction information data includes data encoded

on the transaction token.

7. The system of claim 1 wherein the electronic transaction verification system

selectively returns a report on customer usages.

8. The system of claim 1 wherein the biometric data device further selectively encodes

recorded biometric data on the transaction token.

9. The system of claim 8 wherein the recorded biometric data is any one of a fingerprint

scan, a retinal scan, an iris scan, a voice print, a hand geometry or a facial scan.

10.  The system of claim 1 wherein the reading device and the biometric data device are

located remotely from the biometric database and the transaction information database.

11.  The system of claim 1 wherein the reading device and the biometric data device are

located in proximity to the biometric database and the transaction information
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presenting the transaction token is the authorized user and to verify a
condition of the account to conplete the transaction in real tinme; wherein
the bionmetric data neans selectively transmts bionetric data to the first
bi onetric database for conparison with the bionmetric data stored for the
user to verify the identity of the individual presenting the transaction
token in reajdgﬁﬂgé wherein the bionetric data is transmtted to the second
bi onetric dat@base to determine if the individual presenting the
transaction token is an invalid wuser; and wherein a result fromthe
conparisons with stored account {nformation_and stored bionetric data for
the aut hbri zedn glsetronig trapsaghom verHicatipr systam fog ¢ plghlorgiton Wheic a drapwasior or
el oot Rer & BASAAEA BY ab Tndilal'th Bmplelcty R RYSLAAng | 21 M 12 Tur f her

i ncludi ng: signature Scanni ng neans P&t scanni ng’ st gnat ute data received
with the transactd wmsacticorinfirination @atalsass fgBairingandat@ina idofmationtfor inng
signature data for the authorized user; and wherein the signature scanning
means sel ectively tran§ﬁ#@§u§ﬂ§ﬁaiure data to the signature database for

compari son wi th thersj SRALMEIRLOE i sREinkRfomaHE AkIsele U8Rkt fea! L e

14. The system of claim 12 erein nsaction token conprises at | east
one of a check, aesadihgtieand for cdndiig thatramsactidn wherdandtrasnitting amdsactos mar t

card, a prom ssory note, .a travelers check and a food stanp. 15. The system
of i aim 14 wherein t hanfQmEaR iRa o Mefnmstion mimakiondelalmes daia written

n et Lc ko el R AT A MR ReL
t oken. with the transaction information data to the first biometric database;
a second biometric database for storing biometric data for a plurality of invalid
users;
wherein the reading means selectively transmits transaction information data to
the transaction information database for comparison with account
information for the authorized user to verify that the individual
presenting the transaction token is the authorized user and to verify a
condition of the account to complete the transaction in real time;
wherein the biometric data means selectively transmits biometric data to the
first biometric database for comparison with the biometric data stored
for the user to verify the identity of the individual presenting the
transaction token in real time;
wherein the biometric data is transmitted to the second biometric database to
determine if the individual presenting the transaction token is an invalid
user; and
wherein a result from the comparisons with stored account information and
stored biometric data for the authorized user is returned to the

transaction location to accept or reject the transaction in real time.
13.  The system of claim 12 further including:

signature scanning means for scanning signature data received with the

transaction information;
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17. The systemof claim 12 further including report nmeans for transmtting a
report detailing custonmer usage of the electronic transaction verification
system 18. The system of claim 12 further including nmeans for selectively
encoding the bionmetric data fromthe bionetric data neans in a readable
medi um on the transaction token. 19. The systemof claim 12 wherein the

bionetric data is any one of _a fingerprint scapn, a retinal scan, an iris
scan, a voice print ?léﬁatH%fg‘t"’é’éﬁer@fg rlgﬁé‘ﬁ,natblfe ‘g‘“f%’éiﬂﬁ authogized ger; amdnet hod of
veritying the | denihiiinohe 3igRRLADRaAiA HRENI\ICAydIF ARIm R HEARRRTHLAD. | Oken
to conplete a transaction, and the condition of an”account agal nst ich the
transacti on token thesigaptiré databaseéorrpemipadscoomthn iheisigpatunestetedfor the:  obt ai ni ng
transaction i nforn%tféon from.t he &ér ansaction token; obtaining bionetric data
fromthe person t enHad 45 WHA SR i on t oken; sel ectively transnitting
the transaction information to a transaction informati on database that

stores an account information for an authorized user; 25 conparing the
transm t1%d t Femsyatem ofclaint b wheteorthoitransactien wécwaompiises et leagtioomofsored in

the transacti i nf j on _dat abase to d rmne inreal tine if the
account agai ﬁ{s}f k’%sﬁléﬁﬁi’lkewfa(aﬁscéeccﬁﬁ C@ﬁ&)’tacfﬁhﬁ cprg, %\Bﬂf“l’téﬁr%i’ & PIOISSRAech to
conpl ete the trivetdiseltdck and afsbd Qanipri fy that the individual presenting the

transaction token is the authorized user; selectively transmtting the
bionetric data to a first bionetric database that stores bionetric

bi ot i ¢ _dat _ database that stores biometric
cat a it i o PR U R, FF RUER e SOFREHorL AR PEbh ARG IS e o

determ ne in iafAdgnetiethki dn thBehdkr son tendering the transaction token is
authorized to use the account agai nst which the transaction token is
applied; transmtting the biometric data to a second bionetric database that

stores b i@ met ﬁlé:sysféﬁ{ &f le?ﬁn 2 %&J’eﬁll ljhE &aggacgignv%lﬁgrgnaﬁ%g lRta includes data

encoded on the transaction token.

17. The system of claim 12 further including report means for transmitting a report

detailing customer usage of the electronic transaction verification system.

18.  The system of claim 12 further including means for selectively encoding the biometric

data from the biometric data means in a readable medium on the transaction token.

19.  The system of claim 12 wherein the biometric data is any one of a fingerprint scan, a

retinal scan, an iris scan, a voice print, a hand geometry scan, or a facial scan.

20. A method of verifying the identity of a person attempting to tender a transaction token
to complete a transaction, and the condition of an account against which the transaction token
is applied, the method comprising the steps of:

obtaining transaction information from the transaction token;

obtaining biometric data from the person tendering the transaction token;

selectively transmitting the transaction information to a transaction information

database that stores an account information for an authorized user;
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conparing the transmtted biometric data with the bionmetric data stored in
the second bionetric database to determne if the individual presenting the
transaction token is an invalid user; and transmtting a result fromthe
conparisons with stored account information and stored bionetric data for
the authorized user to a transaction |ocation to accept or reject the
transaction i I N 1 | ai , L nhcl udi ng the
steps of: obt%ﬁ%ﬁgg%%e@ asnlsér];ﬁaetdut?aglsé&op ﬁlgfc’%é?tg%ﬁk eﬁ‘%earc ft‘ﬁ'g[]nﬁ ?ﬁémi’gr?gﬁssaoé C?on

t oken; sel ecti veliy the ansaitidn infprinhgors d@atake teddteffidat reginimeiftiesccb@get her
with or separately fromithe transaction information and the biopetric data,
to a signature daeamaswhichabe Gansaetiondpkandis aplicdrs By sandition tp spmplete the

aut hori zed user; &aﬂﬁ?&fo‘rﬂ&?ﬁ%‘@eﬁfﬁﬂaﬁﬁé itcrjﬁﬂ/i .agél%%égﬁ@gitﬁg Qéx{éﬁétio%%%a]t

signature information in e signature databas termne 1n reatime
i f the signature ithetutthbriedd wor; aut hori zed user for the account against

whi ch the transaction token i pplied. 22. The pethqod of claim 20 further
i ncl udi ng theseiel"gﬁeléifraéﬂﬁ‘g&?gﬁéeg?@leﬂil%ﬁgﬁ i ?‘:-‘EEF&?&’“E%“C fipfabase Mt 8i6teSon t oken.

26 23. The net hod t%m%irf'%iiﬂ}o%%ﬁ{iéﬂfo??ﬁe Jutedridda Eg:rl he step of transmtting

data indicative of 'whether the person i's authorized to use the account to
t he | ocati on cungraeing liee transenisaichiomatricrfatr with biometnidinfororaebn sraticih ahafist

obtained. 24. An el.ectronjc.transaction verif.ication systemfor use with a
transaction tokeneblﬁﬁnﬁmé: Wésestg?s(g@l‘i’imn&tméeall 88&&% R‘Rﬁépé‘fnéle{‘?%ﬂ?acti on

token is present edtraméaﬁibn?c&}llé?l% b &HBGriAREb us Qle%e‘fﬂﬂn%%iﬁst%&h?&stﬁ@tﬂa%ction

conprising: a reading device for reading the transaction token and
transnitting transtaké¢n sapplied,ormati on to the transaction information

dat abase; a fjrst .bionetric data device fqr. recordi and transmtting
bi oot ri 6 dat SERIANEHE eGP eoHY HPBRER R BRSO R P me iRy
bi onetric dat abaseidiPlor a plurality of invalid users;

comparing the transmitted biometric data with the biometric data stored in the second

biometric database to determine if the individual presenting the transaction
token is an invalid user; and

transmitting a result from the comparisons with stored account information and stored
biometric data for the authorized user to a transaction location to accept or

reject the transaction in real time.

21.  The method of claim 20, further including the steps of:
obtaining the signature of the person tendering the transaction token;
selectively transmitting the signature information, either together with or
separately from the transaction information and the biometric data, to a
signature database that stores signature information for the authorized user;
compating the transmitted signature information with signature information in
the signature database to determine in real time if the signature is that of an

authorized user for the account against which the transaction token is applied.

22.  The method of claim 20 further including the step of encoding the biometric data on

the transaction token.
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storing biometric data for a plurality of invalid users: a bionetric

dat abase for storing bionetric data for a plurality of authorized users; a
transaction i nformati on database for storing account information for an

aut hori zed user; wherein the bionetric device selectively transmts

bi ometric data to the first bionetric database to verify the identity of

t he indijyq du k 0Q: .| LN T Lme...wherein the
bi omet ri %’é'da?ghelolé&?lrgghg%gﬁ gg ﬁf%l{e? ﬁgcﬂ'g&éllé%ﬁatsﬁg;%?}éﬂ? {r?sll%l?tgleﬁ%att)%lsngw\téﬁve eterm ne
i f the indivishaherphepandr Rauthoeizéd @NBadid RBoUm ketheilScation iwhéad thd  user:
wherein the readi ng deyice selectively transmts the transaction information
to the transEsRGivnipogpaLan YK tamsksisdataiase oained. t he condition of the
account to conplete the transaction in real time and to verify that the

i ndi vidual presenting the transaction token is the authorized user; and

wher ei n 24.r esAh tlettronit tlansactompecrifatisn vystdm fdrase dithaaeansictionfteenmt i on and
stored bionmetric data f(ir t he aut hori zed_usef(?is returgﬁd to the

t r ansact PIOFFSFIIR AYHITR- 43 lacalioprvhsre 3 BRRSAFUQRgken I REGSERIED RY AR apPANZed Yt 25,

The el eci,rBRinfetd § A9SAEHESPR Hl?FiiSiH cation systemfor use with a transaction
t oken processing system’o? alm 24 wherein the transaction information

conpri ses magnet i careadingnkvich frracading the cmgsictivotokdatiad trassmittmgpransdetidnon t he

negoti abl e i nstrunment. 26. Tge el ?‘ct roni g tr?nsac.ti %n geri_ fication system
for use with a transact'ing‘ﬂ'"tal RBIP the trapiacton MIQNalignda@bdseai m 24 wherein the

bi ometric data devi gt BioHeiiZ&sta aeviE@i%E?e"c%Fﬁifc’i’]é !uQPtr&Hsnﬁt*ﬂi%%l%'ﬁd?ﬁaﬁé Hsta 4Bk @
received with the transaction information an encodes the digitized

bi onetric data directl yisoeceived withaths ratsaotion wkem.a s2ZondThemetrizatatabasecfor
transaction verificati Os ofi gs lgi%rrrrlle{rgjcrdalflas te(})r\é\jptlur}al%ytorf%lnvsaﬁgtuiseorar‘.]: token
a biometric database for storing biometric data for a plurality of authorized
users;
a transaction information database for storing account information for an
authorized user;
wherein the biometric device selectively transmits biometric data to the first
biometric database to verify the identity of the individual presenting the
transaction token in real time;
wherein the biometric data is transmitted to the second biometric database to
determine if the individual presenting the transaction token is an invalid
user;
wherein the reading device selectively transmits the transaction information to
the transaction information database to verify the condition of the
account to complete the transaction in real time and to verify that the
individual presenting the transaction token is the authorized user; and
wherein a result from the comparisons with stored account information and

stored biometric data for the authorized user is returned to the

transaction location to accept or reject the transaction in real time.

25.  The electronic transaction verification system for use with a transaction token

processing system of claim 24 wherein the transaction information comprises magnetic
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processing systemof claim24 further conprising: a scanning device for
scanni ng signature data received with the negotiable instrunment; a

si gnature database for storing signhature data for the authorized user;

wherein the scanning device selectively transmts signature data to the
signature database to determne in real time if the signature data was

recei ved fron I u . t for. real tine.electronic
verificati onnﬁg%gﬁ%rgéi%%%fééﬁ&%nn&gé thgg%%rpéﬁ%egg nﬁﬁ% n?glotla ilgﬁménetn(t)'ken is

presented to conplete the transaction, conprising the steps of: receiving
transactjion informati on fromthe token; receiving bionetric data from an

i ndi vi dus whbhsptledpmicinspiongiegfcatinn sYBSneRse Withp Siansagtiemokercei ved
transaction i At i G i r [We! t - OF aut hori zed
user to det eré}nt)gges%k S?ﬂ%ﬁqﬂgggloagﬁtzqiq’gﬁelréﬁﬂg& @F@Qé‘g odr%y?cgéiﬁl@fl%%o%n to conplete
t he transact i epreagriation ofah¢ bipnictrit ddtheeceivadivith diuatrargr@anhfomgatibreand
transaction token i Isl he. aaghori zed user; conparing the received bionetric
data with bi ofspf§seheidigiized Hiometrippaip Hirectly RbeitABACctieR IOkEB: verify the
identity of the individual presenting the token; conparing the received
bionetric data with bionetric data stored for a plurality of invalid users
t o det er?i.ne Tlhe ¢lbaraniiranisaetain yerifisainin sygietnhfer tszkeith b sransactiomtokkn d use; and

28 authorizing the el c%irgr}iﬁc tllgansact.i.on_ inreal time if the account is in
sat i sf ackGFSPSR8 SUftEnOh C HURI SAMPESING; ¢ he i ndividual is verified as the

aut hori zed user. Zgicaﬁgﬁg%%i@@@or%axﬁﬁﬁé MGG it B P R MeEQHR Ses at

| east one of a chec
instrument;

a signature database for storing signature data for the authorized user;
wherein the scanning device selectively transmits signature data to the
signature database to determine in real time if the signature data was

received from the authorized user.

28. A method for real time electronic verification and authorization of a transaction in
which a token is presented to complete the transaction, comprising the steps of:
receiving transaction information from the token;
receiving biometric data from an individual who presented the token for
payment;
comparing the received transaction information with account information
stored for an authorized user to determine if the accountisina
satisfactory condition to complete the transaction and to verify that the
individual presenting the transaction token is the authorized user;
comparing the received biometric data with biometric data stored for the
authorized user to verify the identity of the individual presenting the
token;
comparing the received biometric data with biometric data stored for a plurality
of invalid users to determine if the individual presenting the token is an

invalid use; and
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substitute check, a credit card, a debit card, a smart card, a prom ssory
note, a traveler's check and a food stanp. 30. The nethod of claim 28
wherein the bionetric data conprises at |east one of a fingerprint scan, a
retinal scan, an iris scan, a voice print, a hand geonetry scan and a faci al
scan. 31. A nethod for real tine electronic verification and authorization
of a transaction i whi.ch.a token i.s presented to | ete t.nhe transaction,
conprising the ste%usth(?)r%m?%%lgieileicﬁamfrtr a?ﬂgagﬁ?l? BHelglnthB? ﬁﬁg?%%owtqu he t oken;
recei ving biometric datgtikfaodry eshditish addb@ldentng artiesianivedhal Revetiak@ns ther
paynent; conparing the received transaction information with account

information stored forawhoriagdneet zed user to deternmine if the account is in
a satisfactory condition to conplete the transaction; conparing the
recei ved bionetric data with bionetric data stored for the authorized user

to veri f39.t heThemothot yf ofairh R@ wheedil ttuokenWoa§Ridtd sdedshene dfakeheck,@onpari ng
the received bionmetric data with biometric data stored for a plurality of

i nval i d $Hbstityte heglopdredihgard.fa dohit cardya smati &RTdy R BEERISIORY nElgen travader sichedn
invalid fooBRE £l ecting the el ectronic transaction in real tinme if

ei ther the account 'I's not in satisfactory condition or the individual is
determ ned to be an invalid wuser. 32. The nethod of claim 31 wherein the

t oken conpri ses at I(g%zt one of a.c substitute check, a credit card,

a debit ¢4rd, 13 Baged of glagn 2§Vﬂw&wﬁ_§3§@n§%é,ﬁta§0ﬂp&w dileast onaRIA and a
food st agReerg$ht3dan, I@&idéf%%ﬁ?#ﬁis%eﬁi, H‘véﬂce@!;ﬁglf,%gﬁn& géorﬁiat%ﬂﬁlaﬁ'aﬁdgff‘é&al

conpri ses at | east ‘one I ngerprint s retInal scan, an iris scan,
a voi ce gmhnt, a hand geonetry scan and a

31. A method for real time electronic verification and authorization of a transaction in
which a token is presented to complete the transaction, comprising the steps of:
receiving transaction information from the token; receiving biometric data from
an individual who presented the token for payment;
comparing the received transaction information with account information
stored for an authorized user to determine if the accountisina
satisfactory condition to complete the transaction;
comparing the received biometric data with biometric data stored for the
authorized user to verify the identity of the individual presenting the
token;
comparing the received biometric data with biometric data stored for a plurality
of invalid users to determine if the individual presenting the token is an
invalid user; and
rejecting the electronic transaction in real time if either the account is not in
satisfactory condition or the individual is determined to be an invalid

user.

32.  The method of claim 31 wherein the token comprises at least one of a check, a
substitute check, a credit card, a debit card, a smart card, a promissory note, a traveler's

check and a food stamp.
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facial scan. 30

33.  The method of claim 31 wherein the biometric data comprises at least one of a
fingerprint scan, a retinal scan, an iris scan, a voice print, a hand geometry scan and a

facial scan.
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