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| NTERNET APPLI CATI ON CONTROL SYSTEM AND METHOD TECHNI CAL FI ELD
OF THE | NVENTI ON This invention is related in general to the
field of wo SRARr k control systens. Mre particularly,Pbg%mhﬂxggtion
is related to an Internet application control system and 5 nmet hod.

2 BACKGROUND OF THE I NVENTION 1 In a fully autonmated
envi ronnment, appliances that change the various paraneters of the
envi ronnment can be inked to a control area network (CAN) and a
controller. 5 The appliances may include heating, ventilation and air
condi tioning (HVAC) systens, |ighting systens, audio- vi sual
systens, teleconmunications systens, security syst ens,
surveillance systens, and fire protection systens, for exanple.
One or nore easy-t o-INFERNBEARLICATIANCEPRTEROL SAYSITENSANDt MERHODanel , may be
el ectronically | inked to the control area network to accept user

i nput and display current system status. Panja, Inc. of Dallas,
Texas designs and manufactures such networked appliance control
systens.

TECHNICAL FIELD OF THE INVENTION
This invention is related in general to the field of
network control systems. More particularly, the invention

is related to an Internet application contrsl system and
5 method.




3 SUMMARY OF THE | NVENTI ON I n accordance with the
present invention, a system and net hod of Internet control network
IS provided W es7134 elimnates or substantially reducesttb®n1797

di sadvantages 5 associated with prior control systens. In
one aspect of the invention, the boundar?es bet ween the Internet and
the control area network are made transparent and the |nternet
becones a device on the control area network. The Internet is
control | able by 10 user input entered on the user interface, such as

t ouch p&AGKGROUNEN®F THESENEENTION furt her capable of receiving
commands’ from the f@staerflﬁq@t rg&écg{aeela té}gfﬁ%%g_‘g{: ar pllancefl ecth\tggrk

I n anot her g pect of th i nventi on i"ons
such as webClpProfsERe V%’no‘*sapﬁ?)ﬂﬁf‘ﬁqeéﬁs of the éé@é’ét%ﬂohngn’@ncﬁebbser vers
of informti ohnkedt eat aprontdel sarea neﬂ)ﬁﬁﬂd”m!(ﬂmw G QN ddre-reankrol area

netvorks The hLeLigtiances I8 aL8 5apqhle o sending gonmands to

and recel vi ng. conmands om e con ar 68 I n
yet another aSpREttiAnitge pRERGht ﬁyﬁtieﬁ%ntl%ﬂhtlalg systemgmuringaei on
protocol is piwaﬂedsysﬂ'ém conmaliicofinuffications PrHfAGals, CCHH&;R:':&Q? a
packet protog et proto ol field
for indicati ng9t e 1y su% llg%%% ot 0SS ™S, ﬁéth%‘rredat‘%qf% (‘J°f‘or
listing the |éﬁ§’fﬂﬁnsz5 for; neﬁ?’E‘%%eof Mfe @at amprel deasyde-arski eluder

cont ai ling subnterfacenr ctuatolasdat atowdtd, pandaheciesund Oéléiﬁix%rnﬂf'clawg the

integrity of Cketep £ el, .ano her aspect of the_ipvention,
a dynanmic Em}ﬁe'lécgsé;cget br of 0C0 C’lgeanljera%élor 1°5 prowaﬁggpt’ouéﬁﬁbl"g 'épSO

scripting | angBAgs SRICH SSTVRBErFPItaH sFaraser Pprizagalle of Dalles,

directly  coTexdd Caésighs Gihd Adyufakdirel suR8! Withiorked a©8008RELON.
4 BRLEG JESCRLEILON OF THE DRAW NGS




For a better understanding of the present invention, reference may
be made to the acconpanying drawi ngs, in which: 5 FI GURE 1
is asinplified top-Ievel block diagram of a system and met hod of
coupl i ng one v oonere cont r ol systens to the Internet BCEMssopATTOIEd
according to an enbodi nent of the present invention;

FIGURE 2 is a nore detailed block diagramof a 10 system and net hod of
coupling one or nore control systens to the Internet constructed
according to an enbodi nent of t he present invention;

FIGURE 3 is a nore detailed bl ock diagram of the processes and
comuni cat i onSURBARE e0F ar N brwanNrgioNand an 15 I nternet appliance
server for coupliLpg .control. s e to the_lnternet
construct ed accordrﬁ a€§Q§da8Eeag9éﬁb8 Fnéﬁfgngtﬁgvéﬁgégﬁt FnveRErBn:
FIGURE 4 is aamdr @e&gpéi Péd IpreEReHi agreFplofnetnork is pnewddadt whpphi ance
server process@smighte9UPbE NGuBRC28EiZDly FEHResCOPLEOldisaehedBest O the
I nternet. constructe . accordin an _enbodi nent of the preSent

; to
i nvent i on; 2eb8ek e, vy A HGF &% d¥ 21 F%d bl ock di agram of the
I nternet appliancén seR&eraspssitt wafe tReviigwengighat ofhe boundaziesses for

coupling one QetWBER G I DhtSHEdteNBnd O thBe ontroll N ANeheCRNSE I HeL ed
according to anpgagodlnent sent inven

of th re tion; .
FIGURE 6 i s atPRSWERAPTEOIS Gt ade TACRAPGR B°CoRes % GRVARE BRobMBer is a
control area eentwek @eepceretwork.acchbreli Aigtéonemn esbodnhentlabld heypresent
inventian; 30user inpukl GHRErédl 8nathboWshar i@k 206 0CEsSn | BsWRbGBR AN
I nternet applicationig,a c Q;rol area network user ] interface
according to gﬁn8ﬁbodi§€ﬁt i% TRECpr¥edrtier  GaRAERE oRf Teceiving
FI GURE 8 il | ustrmaeedsafipbockhdi agsirrokoatcobtenl| i85the gystenli area
accordance W pRtiBext eachi ngs of the present i nvention;

FIGURE 9 is a blocknpdi agb@neef aspeptrobrar eachetiicition, I1d@¥LgELI N
accordance with the teachings of the present i nventi Qn;

FI GURE 4D i s 3PBLoEREIPRYr ati ot rdut i FRP coPiiditss Gnd 5aPPligatnRfol area
net wor k nmast eexecuting on wed|{dRkerkl dfs iafcexetdardorfrekeprboidaessages

in accgrdance t 0. t eachi t he reient i nventi qQn;
ecome devices on e control area network. The Internet

applications are «capable of sending commands to and

receiving commands from the contrcl area netwozxk.

20 In yet another aspect of the present in invention, a
communication protocol is provided. The communication
protocol <comprises a packet protocol. The packet

protocol has a protocol field for indicating the type of

protocol, a length of data field for listing the length

25 in bytes of the data field, a data field containing sub

protocol data, and, a checksum for determining the
integrity of the packet.

In yet another aspect of the invention, a dynamic

message protoccl generator is provided to enable a

30 scripting language such as VBScript or JavaScript capable

of directly communicating on any TCP/IP network

connection.



FIGURE 12 is an exenplary nessage structure in accordance to
teachi ng the present invention; and 10 FIGURE 13 is an
exenpl ary nmess@g®izdstructure in accordance to rogasto/ng? the
pr esent i nvention. DETAI LED DESCRI PTI ON OF THE
| NVENTI ON FIGURE 1 is a sinpkified top-level block diagram of
a system and nethod 10 of Internet control system which coupl e one
or nore control systens to the Internet 5 constructed according to the
teachings of the present i nvention. The inplications of

enpl oyi ng sysaems ansicRIPTIO\J ogt e &qudeshe present invention are the
ability to i conLrol, be controlled one or
nore | nternet nodes or %’gér ﬁre}tlM ‘ﬂEFré% Fohs® & REesgRtgnven %%“’or nor e
devices in a G@ﬁ?r’:énc‘sy@?émb@o P byhe accomparcmﬂtg ofirawigwsnetimor k
(CAN). Theseyhatgtnet applications may include web browsers, web

server pli catl ons nfor ontent proyider and enni |
appl i ca?ilpons Fréore ot hf V\D?Hg‘ ‘%I‘f‘egr;ll g:(?ér iﬁﬁf*gagxaﬁ]ﬂ abﬁ?ﬁﬁﬂ c%t‘tmal on
protocol 15 a le égdarl@tthroalns%r @nvpbenwee:maa bocatomontentral ea
network and tRgstaher ngs, e tmateizkt-ec I raoars R8hct¥8D accordinknf 06 M on
cont ent provmgers g‘% Dre entV\ls £ appl i cations becone
devices in t hE"CERIPET @r“?\ By~ tRVent3ePinition, a device in the
control system canfFEEYRE 28 is c@nt’n@te cortraniisd t i lad/ odiagra vefcant rol

nessagesy f roMsystem afd meRSiRY o‘CQBhﬁgﬂl@ron@rbr tnlbere RREEBL sfEEdhs
net wor K. ?ﬁ? tnafter t he vvor I nt er ne e al so cLl;sed to refer
h

to an Intranet®o SVerter WE@%S AL T J\Pé’ré‘é’ an’ emdo lmemsﬁ:“t em 10
i ncl udes a cofheobresentorivieptian: 12 25 coupl ed between the Internet 22

and one or nore COﬂiétﬁiE 3 1; aﬁlrﬁ@r@eh\éleéﬁeéob%ék?’JmaGQQM Qe &ARA
net wor ks 30 and geratl n under

transport pro”ﬁ?%"t%cﬁ% %Wnd'é:aﬁf'ﬁﬁf‘ ng?tw%ﬁfﬂ M?kﬁk 3™k of
Panj a, ¥hc. (Dakeaset Toom)ianche assvemeefof tdwopuagenbneo or impzEntion,

that intercoeBgetol asy y‘aé’rﬁsa‘é’o e HREGRY construlPPhl Q‘@E@»Sdlrﬁ},nde)r
equi pnent . The ugder net wor k connectivity 34 be

wired, wirel88s™P néhe present Apgestigh: any suitabl e transm ssi on
medi um  Coupl ed FIGURE 04 Cdﬁt rol mareadaebibeksbB6chndidgrane of plheral ity

of 35 devi p cl OOl o r
area ne rk Sggfrﬁl?\?e##}%{%&fnﬂéﬁ /%%930%@%%%5 2o %ﬂgg%t;g& I ers 36,
and | netm°55p|ﬁgﬁ¢§g §§ems the Internet constructed

according to an embodlment of the present invention;
FIGURE S5 1s a more detailed block diagram of the
Internet appliance server software device emulator

processes for coupling one or more control systems to the

25 Internet constructed according to an embodiment of the
present invention:

FIGURE 6 is a flowchart of a process in which a
content provider is a control area network device
according to an embodiment of the present invention;

30 FIGURE 7 is a flowchart of a process in which an
Internet application is a control area network 'userxr
interface according to an embodiment of the present
invention;

FIGURE 8 illustrates a block diagram of a control

35 system in accordance with the teachings of the present

invention;



7, devi ces may be coupled to control area networks 30 and 31

via additional intermediate conmunications devi ces, such as an RS
232 controller (not shown). Control area network user interface
devi ce 35 i sways713 device that 1is capable of receVUsSwgiI1T9BEr

i nput and di splaying or indicating control network status. For
exanpl e, a touch panel, a conputer terntnal with a noni tor, keyboard
and pointing device, and any device with simlar functionalitie$ may
serve as control area 10 network user interface 35. As described in
detail bel ow, with the use of control area network portal 12 of the

present inventionprétherdets %pmlbeataﬁa;&aﬁr Sfaésn@ombla@ea netwoPt
functlonlng %P contr.ol are%agptmork evices . w thout

terf
the use S¥AEE o™ ANFORFER R at® 8H§§% q§%%P%§§f|6ﬁ% Eﬂ?tﬁﬁeﬁ§%ﬁ s end.

Mast er contrahhentsﬁnxs generally a CPU based controller that
control s the Comﬁéﬁﬁé'ﬁ“%sa@ﬁ%b'ﬁe&l gram of | PO HRLRomBaneAPY o4 NLernet
appllances 37-39 perable to recei've Uuser Inputs

received by? &?@Fr% areai Hteéf"f’aléé“as&ﬁrces such as commands, and
instruct the FIGURRpAdprist en| rw(empbar)apphba@te fbo asissagesr dimg to the
command. Mastg QBQﬁéglﬂc?rte%@hW S BrBoLhe Q3RR-AEYRCE in control

area network 38°per|o dically to fonit tatus.  The system
status and/or thETCERE Li‘sz oflseaéﬂ 2%"9“‘?1&05% c‘éeﬁﬂﬁeoe s§éHFtPBeco’rﬁ rol area
network user zcebeddace to teachdleyitres presewtt spivaypcion; and | nt er net

appl i apges 3739 BEEoMEVieES dhaknCaenplary TREEIAG COAMRRERLLT Oy St er

contro 36 and operate or acc to the command. Internet
appl i ances 3PS39TARACE mmfCi nclGAENERAI pnERt th&Fe§F$Ect SRVABRE®DT the
vari ous paranmeters of the prem ses. For exanple, Internet
appl i ances 37-39 may i ncl ude heati ng and air condi ti oni ng,
| i ghting, video equipnent, audi o equi pnent, sprinklers, security
caneras, infrared sensors, snmoke 35 detectors, etc. in a residential
or conmmercial control area networ k. Househol d appliances, such as a
hot tub, fireplace, m crowave oven, coffee nmaker, etc. may al so be



I nternet appliances coupled to the network. | nt er net appl i ances
37-39 may al so be capabl e of providing a current status of its
operational wsimisesato master controller 36, such agscomuswfiize?
tenperature settings, 5 current anbient tenperature, |ight

intensity settings, vol ume settinds, threshold settings, and

pr edet er m ned al phanuneric strings reflective of operational states.
Master controller 36 is also operable to receive user input from
nodes of the Internet 22 via control 10 network portal 12. Connected to
I nternet 22 arRETEIAESNDESCRIPTIDMOVIFIEHE PBVENTEICN6, which may al so function
as contr ol ar; t wor, ser . Lnt ce devices nt.e royvd ders

25 and 26 are typi gg?f}ggm\ﬂﬁEgegvgﬁgbt@ﬁg%écge%g)r glteé'%gnalogg dl%%%%? aoef static
and/ or dynam @ i FfOreTatah Bt oottt i Fitesnet chattel nspsterbvivigles.

Cont ent provi detupdepl baat i @ns more cexeesl i Y s@BmE herg\elknser Yote i abl e to
m ne data stor Ln S n S Th b pages are

typi cal |§ ceoqll(?et\ll:é1 ngd i :O%gzége_rﬁo(exgﬁ%a:%%%gjr% Sguggev%s'ﬂ\i??s%md
various ot het?Veg&ippt i ng TPRantfilgetignd f ograhRYiRE 26Ystemnvindonnent s
such as M cmesobld MACtéFethéepteisenPageSention atdShe BMMY G evay

Interface ( A net .. Ser l'i cation, Progranm n
Interface (I SEH 3“5%%/% i%%?(/eité%ml' a&%IA% Fi: |n%ﬁ?gé?%. g?haﬁne e the
web pages nor &oFPndmiternet nodemdor nirtendtverp2bcations thdtsaatormsected to
the Intednet 2RAecardr Wedxdronsieles in a caﬁt@@dvﬁsﬁéﬂmcmﬁé&b&%zerave as

nd 2

control area r i facegs,. browsers 23 4 are
appl i cation %%Bwégrgﬁ?gngeﬁ%k cg‘%ﬁ@e’ used 1% é&ﬁg\é\?‘ \?BB%b‘é%%JsmI’srom
content provi d8¥s PECHIE 25RnPIRAESEFS -t heehelsepages.anmilicadions braduser
?er?:zi?ﬁlEtT i E;](ISSL iinligliméeioxh\lfao%ﬁ%% g&ev&@gg?[ sxlsd]emaarld applica®d &AXBGRT

er oL, ex e. .Jdypicall]y, a . __.user_execytes a
web browser app féatw{%ﬁsbngﬁgrgggég%%%ﬁgﬁ dd CERBUREFABheT a%ﬁ%%%cg t he
Vorld Wle VeBowndazies apreptranspageneeetusen ¢ akodalt esordtroderatese

provi der. ThenkfeERetardb theOrIMdrdt\W deo WalhaBYLiMd SGn@raceLSSRS Vi a
O e o 5P °f SR O Lol U e Lise (05D
9 applications become devices in the control system. By
definition, a device in the control system can send
20 control commands to and/or receive control messages from
a master controller on the control area network.
Hereinafter, the word Internet may be also used to refer
to an Intranet or the World Wide Web and vice versa.
System 10 includes a control network portal 12
25 coupled between the Internet 22 and one or more control
area networks 30 and 31. Control area networks 30 and 31
are local area networks operating wunder transport
protocols such as Ethernet, and AXLink and PhastLink of
Panja, Inc. (Dallas, Texas), the assignee of the present
3¢ invention, that Ainterconnect a variety of devices,
appliances and/or equipment. The underlying network
connectivity 34 may be wired, wireless, power line
carriers, or any suitable transmiésion medium. Coupled
to control area networks 30 and 31 are a plurality of
35 devices, appliances and/or equipment, including control
area network user interfaces (CAN UI/F) 35, master
controllers 36, and Internet appliances 37-39. Some



particular web site by entering or specifying a uniform resource
| ocator (URL). The URL is associated with an I nternet protocol (IP)
address of the specified web site. Every conputer connected to the

World Wde WeWwoaneriss Internet has a unique |P address. pcliiisio/A96r €ss is
used to route message packets to specific conputers and users.

I nternet protocol or IP is the nessage trfansport and conmuni cati ons
protocol of the Internet and Wrld Wde Web. 10 When the
web browser requests a certain URL, a connection is first
established with a web server of a content provider that is addressed

bK the URL. A devicedyer tbegtcoupla@swrdgntﬁfmt 35@4 néﬂ;{g}l}g}s 36991;:85%3 IS
t hen " iss I ownl oad an HTML

server receives the re%t uest and sen
browser, whi ch3deddEs 3i?e°PPF§°%-c?Id|(§pFa§'hown) information in speC| f| ed

format on the screerontiéh E&gSSnetwork Wskh dynam L. Content ll?ﬁoi’é

gat eway |5nterf%§@§csuq: i Cglrl and_| SAPI are executabl e appli atl ons
that are run 2 Dy The webh &l uPon %@FVIP%qL}é%%r inp¥he angkecut i ng
gat eway appl i c@ﬁlbllﬂl@gab?lé todieaiinmr eomtsrl | néowemk | SBatus.  ap&ocCi at ed

Wi th the requestargilc, geaer asectan paubpyt 4 ncfo%uter tJchﬁman leAITM file

in response t ar apet.er_ val Angt her way to add dynam c and
interactive cgrr‘l%ﬁetth KEppcard é‘né gBeIREHY AdpVice aspndcdngt sdeice

server-side ex®ht abirfél’ar fu%‘éﬁf—lqmaéltheﬁ arg diereet lag iwenrgear adgh in the

HTM. web© ngBge%k userQﬂtefﬁBéGStS fﬂE aégter b%@lg?tn dgpgll v@%jlowserver
executes the Aeﬁ_Phsci[’M)t ug? Ranse %o |n gar amet d
generates the Vieb page W th dyfram ¢° oﬁF% tne gork Portabsilﬁgoéorﬁhreol

net wor k portalprﬁsenﬁséweﬁﬁyofacc%ﬁ:@rmt apphbitaudlonar @ge NeL O kepa¥leand 31

via veb browsess 23naftbning 224 casesss! Bgerehiages LAY ded fyegontr ol
network portalgy. ;.. wz%rh \é@ ug;a ﬁages provi Sonrant

provi ders F5%%nd °BEor &?a 8 EUsFUSHT haapch coriAtesr ea 35
net wor k12 depl ®ped icpfiiongron Itthmpyer‘resamhence to control vari ous

aspects of the hOﬂ'ﬁIaQﬂ«‘éi’r OBMOIM use al\élebceneralp}; ovper-gpRldeation to
renotely noni tar

10 téﬁ%ﬁ m%ﬁl@‘tt e‘?ﬁS‘éFS%ﬁr &Pget IRy i GagEeRr adBOBG e UGPL
use, for exanﬁnée*ﬁegaus&shend\n | Intzgrnleeaviapglidndes 37-30yUSi nessikrip

StTalght fFOWU%@EEbleSth”HYeaE§@bUS@%&JKB1nputs received by user

20 interface devices, such as commands, and instruct the

appropriate Internet appliance to act according to the

command. Master controller 36 may also poll each device

in control area network 30 periodically to monitor its

status. The system status and/or the status of each

25 device may be sent to control area network user interface
devices for display.

Internet appliances 37-39 are devices that can

receive commands from master controller 36 and operate or

act according to the command. Internet appliances 37-39

30 may include equipment that affect or monitor the various

parameters of the premises. For example, Internet

appliances 37-3% may include heating and air

conditioning, lighting, video equipment, audio equipment,

sprinklers, security cameras, infrared sensors, smoke

35 detectors, etc. in a residential or commercial control

area network. Household appliances, such as a hot tub,

fireplace, microwave oven, coffee maker, etc. may alsoc be



surveillance caneras to visually ensure security has not 5 been
breached. She may even be able to renotely program her VCR to record
certain favgyhbhgesmisodrans that will be broadcast whiPCwUSHA1TI3 away.
An exanpl e of val ue-added web pages provi ded by content providers is
the provision of an interactive 10 véer si on of the tel evi sion
programm ng web page, www. t vgui de. com A user may request
this web page, determ ne avail abl e program choi ces, and click on a
certain program Options may be provided to enable the user to turn
on the tel evixaiteanand dopleah6es panbledl ab lthe nehannel scﬂre:duhed to

br oadcast the sel ected @ e cord the
sel ect ed pro relhla'xces P{ Ry npno%h gsgxabe Eggﬁg{;} tgg ag erg es
provi ded by currencontséﬁt:u?)r o%f dekts | §Pteﬁétb‘?%’\‘/]i SR aksii a-°seé‘l?r5é8rweb page

that an el ectdn€ 6@TRANY3ERY saesesesst@nsbfshtlaerfpatraeume s'&:tmgtsermer ature

settings of the alr d.|t|on tens rt

cust one?s i n SHFEER pa?"r'l?)"r{e % ’%ﬁar%%ure’ dceir%ﬁﬁa mée&élg? cgo%;q B Yet
anot her exanplogduine asettlngmebt)mélolﬁhaﬁettangécura\ntdy Péﬁﬁfml@&? use to
access, ?ﬂﬁhhﬁérﬁ@ds@ﬁ%rsokefi@ct&%uhﬁ Ype St i\tRialll abgeeand fi Ije 25I .
protection sys its c 2.Ls etaile
bl ock di agram of Haster ?8%9 d>fetifod®itP oncouﬁl% lDonrgec{)grirv(r;h)re

contr ol ussyrstsmpum fhenl nedesetofc o r ietehedcc dl"he tePrgFol -

enmbodi ggnt twtol% pB'i€§fn12 | NYSHHdRRA to znt@ﬂmﬂ a2 ﬁeea;oa&ent net wor k
portal 12 na |ncIu grver 13 cou

2 n |l e ot the I t 22.
Wb server 1?r°§’l§fe§5 3u6‘|“8 tso Ypich may| g %? ne’f" ASH i%nce ("% server
14, which nmatreaalrssrwoek user dogpkéaice odeviams.r ol Cortawsy kPTsCéﬁf-"@rfMO

Control net WOIK ang 265%r*\éertypﬁga&§y0%9| edrlersorhael @neaanet wok 30
brotection  SJVEE. S80LonaLI Ty SYVBIEI RREPORE Ay 2 rooneeve €
condi t1®ni ng thidVA)rmystemneb5Igadesght | Agnbgmt epsoBixier appllcatlons

11 ae‘ic%'c‘&tﬁﬂg Ehsﬂﬁé §¥l§t§‘=n£&zé3,ar%ngb$€0’elélﬁynéy&éﬁn&stﬁfked
Control area network~30 is al so cou uﬂfg}r |nterface N ci?(w ces 55
and master cdmt ripahasgs (not s hown) F 135 BRI Y net wor k

portal 12 n’ay:le\félopebe winph emwpbedezbty anasclkngl elmgmaeal éHBMLl st @Rdt hat has

sufficient nhd¥ 0Cgssi OB quidk sevae{da rograng@Rar at e
systeng vmthr% st r?ct unctlcg_trw aﬂslﬂélggvm |ﬁ® g;s t1 e ngger \%e%erver 13
i s opefdbl e tFHECETFBETF eqlit Lcroso cLiv

(ASP), Common Gateway Interface (CGI), Internet Server
Application Programming Interface (ISAPI}, JAVA, ActiveX,
Cold Fusion, etc. that make the web pages more dynamic
and interactive.

25 Also connected to the Internet 22 are web browsers
23 and 24 that may also serve as control area network
user interfaces. Web browsers 23 and 24 are application
programs that can be used to request web pages from
content providers 25 and 25 and decode the web pages. Web

30 browser applications include NETSCAPE NAVIGATOR® and
MICROSOFT INTERNET EXPLORER®, for example. Typically, a
user executes a web browser application on hexr personal
computer and accesses the World Wide Web via a dial-up
connection to an Internet service provider. The Internet

35 or World Wide Web may also be accessed via other means
such as cable modems and digital subscriber lines (DSL).
The user makes a request for a particular web page or



of .web pages from web browser 23 and to respond by 10 generating and

provi di ng the requested web pages. The i nformati on content of the
web pages may be dynamically obt ai ned by conmunicating with I A server
14, which i swoows7isdper abl e to comunicate with naster contB@VU8eVIBY via
control network server 40 to obtain statys and other 15 i nformation.
Control network server 40 is used only i there is protocol
conversion or other control issues needed to operate the control area
network. It may be t hought of, logically, that I|A server 14

is directly coupled to the network and functions as a device on the

20 net wor k Parchauhatisweht 6iEd &Y #nkebibgowsespacbfsbrg aouniformweb

server 13, whigRophelkaysotheoconurnfs t @hERIRS is ass&@ﬂt{&i | @i+ h36apyi a I A
server 14 and c%ntrol net wor ster éont%ol | er

then instructi@ eEPRFoBFY Y kl ool é‘ﬁlﬁFFéﬁcﬁg gh%l/?ﬁg?fﬁ Sthe: control
network to acEvasy compwied ngonoethedreoei rbd chdomkhd.Wide Web and| GURE 3

is a norg det %ltegnbl;oagsdaa%@&hef 1bN8ddress. Pr @R $SSLGaRELk CoMMynLgat i ons
bet ween a web “server 13 an an |Lnternet appliance server 14 for

coupl i ng one &° FBRES messa%%rﬁarcoﬂe‘?y§f’eﬁ€’°?bf’t‘l‘1e°9“m“§reﬁét 2pBnLFFITt ed
according to 3@ternah @ruddicedntomf IFhe spr ésenimeszagrt | tmanspotkb st ver 13

may include ong.phnRLLi&dd PEOESSSESoFO char g&%&%g' WG worrd f@or

requests fromthe Internet and one or nore processes
responding to R8P requests formthe Internet. It is cont errpl ated by
the present inventWban33he what lotdwererpr oegssess abl ecé ordiandaLot her

ext ensi ons t0connect M3 0r fQEQ@r ets)EQSﬁlQﬁeci egUest s TRy aée%:QreQe J¥ qyi ded.
It is also _contenp lat‘fﬁ’e‘r he present I nvention that
el§

12 SePGert 13PRAY ‘d:asslst hiBG9gRSERR rR¥ei Vé"d IW%sspage
i f extension pypeesskng tsamsportr egubkedol FITMHer request ispetcher

protocol procegs, §ueh %eamébntsewﬁetr cezﬁt@nlo d_arYEhAl B0 OC'ﬂl.e(' CSP)
process,_ which takes the IP nmessage fromt Internet and fornms a

messageldf t hd¥epyggrver re%t‘-’rfd’e FdFoESﬂueﬁ‘ﬁo%‘?%ﬁfd’disb? weR pagevetle 14,
The |1CSP to phet oweeth bsodee;r,gned:.bly Banpdes kthe. filllee &5 diéSRand

ot her processgﬁfmaésomﬂa@&g' ileY e apgw%&wweh%r%eﬁ web Bag&guest of

t he correspondi type receiv ASP priocess 76 may
i ncl ude a dyn##t EVBP’BE%I Sontent g%?Fé“P by» gajjean éﬁ&BFgéc%%bs‘b%{’g
provi ded by wak CGI an&eISARI LY« @exgeneable, amgshitaidnseehay ca FEPHIP

MesSSagesy byl Ol 2B VEIrvelt w888 WiG: 'PIGIAG! | hOt BRLVOLES.
gateway application is able to read parameter information
associated with the request and generate an output in the
form of an HTML file in response to the parameter values.
Another way to add dynamic and interactive content to web

25 pages uses ASP.' ASP scripts are server~side executable
scripts that are directly incorporated in the ETIML web
pages. Upon request for the page, the web server
executes the ASP script in response to input parameter
values and generates the web page with dynamic content.

30 Using control network portal 12, users may access
control area networks 30 and 31 via web browsers 23 and
24 accessing web pages provided by control network portal
12 or value-added web pages provided by content providers
25 and 26. For example, a user who has a control area

35 network deployed in her luxury residence to control
various aspects of the home envircnment may use a web

browser application t©o remotely monitor her home. She



dynam c protocol generator 82 enables a scripting 15 | anguage such
as VBScript or JavaScript to be capabl e of directly conmuni cating on
any TCP/ I P nejd\wrgiagonnect i on. Detail s of dynam c pr ecoasio/ygeEier at or
82 are descri bed bel ow. | A server 14 includes a CG&

handl er 72, which 20 comuni cates witH CA process 70, and an ASP

handl er 78, whi ch communi cates with ASP process 76. Handlers 72 and
78 are operable to provide a translation function fromlIP to a
protocol used in the control area networks, such as Phast Li nk or

AXLi nk i n Panjmay | 88ang®nthel tmeeractwer kett2hg tod Adseraste 14neésgpper abl e
to spawn ‘a software_l ogi cal . qr aavlrt ice,that_J.s . representative
of or associ at'€d’ £of vﬁgﬁﬁnpg'eéhygle“é%‘%/ e(rje\l%:g(%e :irlec %yalceogr?ﬁ'encgteeéﬁt ogla
control rsdaesst WoiR Sitrailgbht ERem pyerk derSkoupmedelsr tpee the

| nternet . W&ﬂv@:ﬁlaﬁ@été@h@raék ogh Cl sudlay Gasurfbyechei 8P hgsf cmsmegt Sd
to a single cqntrol__ area.network_or content rovi det | needed.
Devi ces,9 whet b&ﬁ%ﬁ%ﬁr grge may eY%%?%%Ia,blaer ézogéfseﬁﬁngéyapgogfae%
identifier (syseMaRD)taam¢cord cegtahh qfeveritiec @rodepns f Fati shlhupber
(device I D) usgddeast whilddatie bhgydestination or origination of
nmessages. One 35 or __nor.e eu,oto ole_aﬁggﬁert rs 92% lr{%évi% pg)({)w ded

to transl at e 2 o?‘rﬁr?feleprof‘qc‘(r)ar 1sé te"fehal P?g? \ser (eirl
such as | CSP, ¢antenfter pp?Gidsssl sifseehd npepeisiont r oF agreqinteractive

13 10 . NaiMaoks, o§UC_|&%1earS] te%:}irsliolnor p%@a&hﬁhﬂg. webA Ipé@épcol »
converter is not necessary if the protocols enmplo 0. rver
and & control EFEAYABEABIKB0 ar s (A Rafey roauett L“ﬁaﬂﬁﬁ 4é|a§g’a mor e
det ai | ed bl ockdatiexgiam ofvahkabl® prpgrapnethodiggli ankRe sarhidk pPBcedses for

coupling one Qdertain pHGEamCONOpRLionSY&EOMBe bRovidéd tdNERAHES the
constructed accordi ng to_,an enbodi nent og ghe p{:gsgn;{pairg_\{ggégpn.
Soft i

Coupl ed to CQYSEdI%r=FF My RSP randi'drcrg2pe fune Wwar 6 devi ce
enmul at 02590 t hettarine lopehadhted ot mardsast10he sokeqhwde probramr er| B9 cal

devi ces 86, Wiy, aket80f V¥RI€ record’ €REESENAIIOBSogEaklevi ces connect ed
to the control™ area net woy ks_or ag(;lnt egé rovi ders cor}ne%gg Lo t he
| nt er net . Sofl\f’\%r‘érdﬁwlﬁ%feerﬂﬂ ator*€s6 %‘E‘n"(ﬁﬁ FRIES KK a°Hrot ocol
converter | ayecor@2mthipriovpdevs dés bherprocialidy afslaatsiegnred webfpagei on
between the | Asarver Aketese! cafshdeagorttels to sli%thély!'\QtaWBéktpéOt ocol ,
if they are different. A CAN trhansport C)prc)g:ocol client 94 | § al so
provideaoto temperature settings of the air conditioning systems O

its participating customers in anticipation of high

demand brown out conditions. Yet another example is a

web page that a security company may use to access,

monitor and control the security, surveillance and fire

25 protection systems of its customers.
FIGURE 2 is a more detailed block diagram of a
system and method 10 of coupling one or more control
system to the Internet constructed according to an

embodiment of the present invention. Control area
30 network portal 12 may include a web server 13 coupled to
the Internet 22. Web server 13 is also coupled to an

Internet appliance (IA) server 14, which may also be
coupled to a control network server 40. Control network
server 40 is coupled to control area network 30 that
35 links several appliances and systems, such as fire
protection systems 50, heating, ventilation and air
conditioning (HVAC) systems 51, lighting systems 32,



comruni cate wth the control area network coupled to I A server 14. 20

By the use of software |ogical devices, Internet applications such
as web content providers appear to | A server 14 no different than
devi ces conneotoesritd a control area network. Hogrusbmrieyr it
appears that | nt er net applicatiogﬁ | i ke content providers on the web
25 are able to directly comrunicate wth the naster

controllers of the control area networks to issue conmands to
devices in the control area networks. Simlarly, Internet
applications appear to be devices on the control area network that

can be controBbRg@obynchevBoral AESERRS cdht r ehHersecnrd tivastwstaunt 5ol ler is

able to |SSUGControlC&E@EUKHtﬁdiﬂib@ LBt eI 8@t cARNIdL AT MSr interface

FIGURE 5 is a_nore de alle r of _t he Internet appliance
server sof t WiF&* Rz er‘rtﬁ‘lsgf?'ércoagm rEl;zf?"oét?sses 90 for coupling one or

more control systeh® may3Be nothd khetrpentrohshetwisd pectordi by tayan

enbodi nent of pe impllh@nBEESBYL 4 Ny ﬂl‘%leonstarl-:cmg‘%tngr S dAc! telas AR
| nt er net ngg? trol syst em rot % software device core 100

14 wat & eV iTR® oR 8 ePWTh tHE wWiEVEERber
via a device spphratbgi cay5pt|emgra°mtﬂnt disttmc ABlunctibns as sSoWhwaie

device core pigfreabso wegmm&@tfﬁ 1§Niégbratﬂi% to recgq%r%qaaea
net wor ks vi a c%ntrol area ne ueues 112 . Bmul"ator 90
%Fé‘é"satj‘é

al so include8* FLANPRARGL b OWsﬁFoc%%séPdloﬁc’ FFRACe RYate
mai nt eridhce pgenesstiiy and providinglevheerstiatetsd owape PRI@SES S T06. CAN

| NpUL TBSSAQE insorna IOFCESNerk02d SAPEIAD! £240s TREF! KE L9RM 1egf§§19es and
parse the fields ssage .t o detern ne nessage 1 tipation.

The nessage d8§FFh%?‘itloHYs ¢§251891 frbPe fa Seryexi ¢ P elSto
receive the npssalgke to Remafunickhat with msstémalcenltmguat dsvi eka may

represent a deyhEeoPn druork SVl 48M 83 NALUBIK Qtaflls! MY NBEne:

application on t I nternet.. Device state nmal ntenance process
104 is215 "55%?%"?’9""10 TRRAHIN METHOTE  Sagier Hlatls wed 2ORbY thbir e

| ogi cal devi cehane tiz detetotok Toneetssémt ed notbsports:e:trol issuéhe

processed MeS3adfed +BPYLEeselakReSLOLR0S) 1Q§e]gsnetw?rﬁew ALy St Or e

&
state transition T ogi C 0? each use by
devi ce state ﬁﬁPﬁg@T‘\ar‘Pc‘-e 2¥P9icadlieesshatps IA server 14 Reffer ARRECELY FI GURE
6, whi ch showsocapiédwebathe ohetwork and functions as a device on the

20 network. Commands entered at a web browser are sent to
web server 13, which relays the commands to master
controlier 36 via IA server 14 and control network server
40, Master controller 36 then instructs appropriate
appliances and/or systems in the control network to act

25 according to the received command.

FIGURE 3 is a more detailsed block diagram of the
processes and communications between a web server 13 and
an Internet appliance server 14 for coupling one or more
control systems to the Internet constructed according to

30 an embodiment of the present invention. Web server 13
may include one or more CGI processes 70 for responding
te CGI requests from the Internet and one or more ASP
processes 76 for responding to ASP requests form the
Internet. It is contemplated by the present invention

35 that other processes able to handle other extensions to
HTML or other types of requests may also be provided. It
is also contemplated by the present invention that web



enbodi ment of a process 150 in which a command entered at a CAN user

interface is delivered to a content provider on the Internet

accordi ng toybbgsmssesent invention. A 25 user enters PEWESIORITH user
interface device coupled to a - control area network, as shown in block °
152. The user interface device ay be a touch panel or a conputer
termnal with a nonitor, keyboard and nouse, for exanple. The user

may enter an al phanuneric string, click on a 30 button icon on the

screen, push a button on the touch panel, or effect any other

sui tabl e i npgerverThe may anerely perssryhnwgmm nmeddigeds@P messdgo subm t
the entered ;¢ o, daldorSUSHASs PURNI 1Y oBUbPL Ly iAo ENt errdihlbon, 2S shown

in block 154. The user interface “device then forns a 35 control system
nmessage i NCOPPEEARENPIATOCOMt RERFeFara HIFE 2as am nEPEYMRYY SAREFRki pi ent

of the messaggstafm Spewtoddl (ICSPPl Opkoddds, ThAdmstakesonthiol |Er then
sends the nessage o o

ont o thg; conf™s ag?egr%%t%? kI,ntéaé:ns' os\ﬁdiﬁoﬁ?so& nﬁ@.ag‘?hgf the “®%der  and
recipient and BpeEPF9ledunpprspoodinbyuelr servegnbitati oAb E§&R em I D
and device | BrotodB® HeCid¥sidhed by mEjaye mai.er mraed doy,t espdadm ent ered
by the user. Qr. 5_ ggql he, User have pus a,_but ton

associ at ed OtﬁerW|p T ﬁcﬁ%%;a in"gyt?lée c\?%gi%g'acﬁg& %f °P %‘e’ng%n?g%f‘ ff)]?%{fi er. The
content prow deequest pfevibRis|GPrrassphadtry &yreni Heeeived byorgthati on of
systemd D an@deavdevise |ABEP process 76 hh¢ PRSI wie GOMynaklier postddw network
receives the 10 ssage r SES e g o] i | ock
160. AT BerBtEE cRannal hoyhy A, 08 VOB TEecRLaBI MY,

of the user isgEEpfadé dovize@erdteur seAIORNPy rereinasTEF/IP mesgdgrRToller to
iRdi calte ]Ehattot hﬁ%d_%te&giei be{ n@ngenthe -fheerm(ajt. Oerlﬁt adtheaf ﬁbﬁ?@,Ut pufm' )
channel of the submt bu is conveyed { e user _i e, ic
may highligh%ypﬁglc pro%égﬁ%t Bé?%%ﬁF%ﬁ d?%plgﬁgégiﬁed%te?ﬁ?%é%ﬂ%ﬁaraoter
stringts lasguageapschfas c¥BRRKIPY ®0 HavaSeript Fa beoerPalle ehe

mast er contr @likertipeBokeiNnetLs dghenessage /st e ework cBhAketDdn cONvVerter
associ ated wiith the refci(Pient software.? devi c 1S | A
o)

. ;20 logic 1 Lot .
server. The OpFr8tdRolPicomi&rtsr P=° °c°f"heq1eri'rr§ﬁgl’afdezs the g‘%ggﬁblg %rom -the
sender prot obelowe the recipient protocol, as shown in block 166.

Not e t hat PEAt 0§Okve3ONYAr Sk AP e 10l NEBESSIEYa I | 20Ul khidh t he
sender,_, protocol is,the sa

d i pi ent prat 2 In bl ock
165, 138 {r arorRPBACRERS Y g RatE qps Snd 95 Ase’Randler 7s, " D1 OC

which communicates with ASP process 76. Handlers 72 and
78 are operable to provide a translation function from IP
to a protocol used in the control area networks, such as
Phastlink or AXLink in Panja, Inc. control area networks.
25 IA server 14 is cperable to spawn a software logical or
virtual device that is representative of or associated
with a physical device directly connected to a control
area network or &z content provider coupled to the

Internet. Multiple software loéical devices may be
30 connected to a single control area network or content
provider, if ~nesded. Devices, whether physical or

logical, are assigned a system identifier (system ID) and
a unique device identification number (device ID) used to
indicate the destination or origination of messages. One
35 or more protocol <converters 92 may be provided to
translate from the protocol used internally in IA server,
such as ICSP, to other protocols used in the control area



ot-herwi se conveyed to the software | ogical device that represents the

reci pi ent convent provider. The recipient software | ogi cal device
recei ves the nessage and stores t he nessage content in a data
structure atwosRassfic 30 | ocation specified by an i ndecr/usdouezossuch as
a nunber, whi ch corresponds to the channel nunber of the recipient
software | ogical device, as shown in bldck 170. The st ored nessage
is accessible by specifying the index nunber. The software | ogical
devi ce then changes the 35 state of an output channel of the sane
channel nunber to ON, as shown in block 172. It may be noted that
each de:véto,&qrumet Bechphysi @adLmk | @gi Q‘&Ja,stlE&MkhaVe 0N r¥toldei e

16 R uncti on,
par anet er or operJtsr ]I—jﬁ %erll&gIé hannqﬁ ngbrqrs% Coiﬁ employed; Bt and
an out put cha eﬁe@teé’t a4 a“d a ContIOlPéFPéadﬁl%’wqu S0 arejthedfmmy.etion, the

recipient 5 | rHIUREt ApREI GAthdde Cd@@al@aehhaolca&doualﬁﬁfﬂne&f Stgkes of
t he sof war e ﬁe'cnal deV|lce a sosc(_:‘lr%tew t her ewi f 11 own i n bl ock
174. e | nt e ReT Sppt iRt on recoghi fégcesses ?ﬁaf"‘é’f’l ’ortﬂpﬁ?ecﬁénnel

state |s ON ameice herefbrel t héyahems to  thesodindtegaewi t lrdansairuchadnel has
been changed. ac&dkcﬁn@cktéo an &hBodihdir bAt eret raeehthtdv%ngﬁe“es

the software QqQi deV| ef t he .d ci fyl gthelndex
value. In respdnss tﬁe g%#tv\r}a?rne Fdg O{zal aﬁgwa%% é‘ﬁ&@ﬁ 1d e flessage
to the Interneettamse daviien, eaglgm\/r?q fhat is optvaklel 28 sp‘ﬁlwa bneer net

appl i cabi on recehyes LHerwRESagsyilhal dear’l@eHS@% an@idG! 2 raCGYeaget 0 the
data in an appr e so re | ogical deyice turns OFF

opri ate
the i nput e 1081 8T BB SRt 6o Pa 3 P et EP s SEREL ho
out put channetettcatks ofr tdvateate piradédeval crmneaseshdwn the Internpkeck 184.

20 The, FRALRS d&ﬁ@gr @lmlugats@cmneaﬁﬁm%a%@n%thn at fpﬁmtocol i nput
channel state of the sqftwar

\el'%o |c?} vige re resentlggt
I nternet appl FERGHTE ad¥Sfo oEle es 3 ggrotq 1PAe mast er
controllPer t ufursstGfeR therween tkmutx@utseaivamn@lrombcbheanserthentoentaok devi ce,

which is 25 grdisedelRoppt bfr}étééél usek thal, the rﬁﬁlk‘?éﬁ-@& actipnchas
been conpl eted, as shown i A _change t he ol or or

shade of the thHaIRFE tﬁﬁott(?r‘fogr tciée’anpPéy &f also apﬁf’ﬁﬂgf’ r n-fed
string may becemmthitcatienfwdrtin tthe useitrodsarea neshownk coupledktd90A The
process ends i oGk 192. 30 FIGURE 7 is a flowhart of an

enbodi rent  of a process_200_.in which an | nternet application
functi s as By the use of software logical devices, Internet

applications such as web content providers appear to IA

server 14 no different than devices connected to a

control area network. Therefore, it appears that

Internet applications like content providers on the web

25 are able to directly communicate with the master

controllers of the control area networks to issue

commands to devices in the control area networks.

Similarly, Internet applications appear to be devices on

the control area network that can be controlled by the

30 master controller. The master controller is able to issue
commands to the Internet applications.

FIGURE 5 is a more detailed block diagram of the

Internet appliance server software device emulator

processes 90 for coupling one or more control systems to

35 the Internet constructed according to an embodiment of

the present invention. Emulatcr 90 includes an Internet

control system protocol (ICSP} software device core 100.



a user interface in the control system according to the t eachi ngs of

the present invention. In block 202, a user enters and submts data
on an Internet a I | catl on. The 35 I nternet application

appl i cati on e¥& on a web server of a web conten?g%g‘%’\%ggf, a
web browser, or any ot her suitabl eunt ernet - based application
program 17 The

I nternet application may be operable to receive an al phanuneri c
string entered by the user, the activation of a displayed i nage or
icon, or a conbination of strokes entered by the user. The

| nt ernet appl i Eaftwars GEVlFﬁeﬁOIPeé@%SQ@mmﬁnée@l With ttdie ed seomer ol

system by nasraecaéﬂ&g aﬁpiPc@@icHrﬁsgr@g&npomtmmr @z&pi}hem@m pi ent
sof tware | ogi cg? devi ce, ver is

connect ed wi t h°PhE"3¥ erq?gfcgpp??cat |1§rq aﬁﬁso COWE%:%?%E% t“ﬁ‘gh %ﬂﬁssage
cont ai ni ng t hecemterleckaia RetASrkd via stmviroilnabkacke 28k IFiPe quebeser ver

then instantiajes, Onesmulatozor SGDréilsW Osﬁéﬁﬁ?es te hamdl gmg@emersgg@éved
nmessage, as y be

provided to haﬁﬁ?cée%iﬁ mgcdﬁ pfasgﬁ’l%% %ﬁfegﬁ‘@&élgggﬁ%“f lferocesg qégoef‘ggd to
handl e ASP scraptevice| stehe c&ctagt Rroedssi5l06. br 6ANednpohneesisageto t he

web server, tbﬁoé@s’%&nti@é eps operaﬂlr@cl?ossrfdgl%ﬁﬁmqgt %&eag&& han P
nessage recei ved f er net p ication or

nmessage of parse %?olfbﬁbﬁg uggdti?fl I‘“ﬁs§€? efo1 4ot e TR s ﬁgﬁsag?n t he
case 10 of desuinayitorpr Ghirdwessagmeddstigatdon hepavelf iver wersofther@0

nessage is prg&@f&bﬂ Ydalvﬁ.@éldYto i QeEvaef QHR Ozfnes:?aglecsp RecallEgHAgE
transported b require ocol conversi on.

The spawned pr%‘&%%"é%%mﬂ%éﬁﬁg t é(lce may C§I9°ﬁ§§§%tgeat og?ﬁ’ec%ofot“\/va?
| ogi cal devi cecassocl adeek netwoxl tbrt he riacephnent agpVicatian téme &batrol

system as shoyfi&phet. i N tble%&e219tatéf hqnarﬁ%aaﬁeé iseddant i ibed by a
system | ? %g%gla?gdew cg i he softvvar? | og i C; It gew ce
then stdres theP e ecrtﬁ’}’rt”§nt |n°“a‘r?e|nﬁde§<té?fepo§ tl%n 4385t a
structure, as logicakhdewiden apldodle Ke2ermhme sof tewlr estadg dal D@é@pceeturns

ON 30 ~ the 'eguf:hgh%%%seééoae@&s@ewtlfsezb@e'99%3 nymge 8806 is shown
in block 214. The nmaSter control | er becones

a
channel state EREFRRIDFDSEEi E5PFS 'iﬁﬂ'ﬁ"r’fd‘m l°9l‘fh%fc‘?ﬁfﬁhgl°%§ E
shown in bl ockl2dfical THerirest éor use dont rdeviier nmyaizaétetralarttlevxehyebe
tri gger%@ to qH%cYeH‘E%LO%E’ channel states by some nechani sm ot her than

tine.
Referring to FIGURE 6, which shows a flowchart of an

embodiment of a process 150 in which a command entered at
a CAN user interface is delivered to a content provider
on the Internet according to the present invention. A
25 user enters data on a user interface device coupled to a
control area network, as shown in block 152. The user
interface device may be a touch panel or a computer
terminal with a monitor, keyboard and mouse, for example.
The user may enter an alphanumeric string, click on a
30 button icon on the screen, push a button on the touch
panel, or effect any other suitable input. The data
entry may require the user to also submit the entered
data, such as pushing a Submit or Enter button, as shown
in block 154. The user interface device then forms a
35 control system message incorporating the entered data and
the sender and recipient of the message, as shown in
block 156. The master controller then sends the message



master controller then requests the nessage content at the specified
I ndex nunber be sent to it, as shown in

18 bl ock 218. The software |ogical device then sends. the
message cont 8RO he master control ler, which forwards FCTVUSEFessage
content to the physical device in the ccintrol system as shown in

bl ock 220. The devi ce receives the data and acts accordingly, as
shown in block 222. The rraster controller may al so send the sane
data to a user interface in the control area network to update the
di splay, as shown in block 224. The software | ogical devi ce t hen

turns OFF t heohhputhenderiinqdutzrehandt¥erk ,axslGhownshownléek bl ok TAR6. The

OFF states OfsEH&efnp%%dandkec1p1enQUtQH% ch |55 oot i b es 5t heyikt,ernet
application, whic erio %cal I t he software I o% I.cal device

y
to deteFﬁi"Hé"?W’} ngg s&REEu %u?“%hgﬁﬁe‘?esrat es, Thatecipient
appropri ate aetyohehdstbemindedkien the rdsponseetredt by me usemt er #ddrdat a, as

shown i 15 bl ock, 268, Tteﬁepnef‘e%ssmagpdﬁaw pushed PaOGKAM: associateq |1 MY
be noted that t e’ use ut and out put channel states to notlfy

the reci pi ent "¢hat vBgiRi1E the web \P&lgleaﬁfetﬁﬁdc?ﬂ%e%‘erﬂ'é‘?v%q‘?ét afhgct i on
has been 20 conoaptet edotrSdemreh.y praervdeds her eansagneas exanpir.queC her

means may be usadi0fiddicE LyackhOfd and 2 device HSLRE 8 il lustrates a
bl ock di agram ot a_control 5 I n accordance wi.ith the

teachi ngs of the pfegeRgster cop Iror?n @%@@%ﬁfﬁvﬁﬁt éPfet web
serversi@12 2messagoumebiores spEuthe ingssfgedababasesn 314 .bldMd 1s@rvers 312

are coupl ed t gqt BRebil Sflflnedl@otie COMBYLGR! LARY LRESsubni Wi | e

the Internet I's used as a network servers cou e connected
to any systen@fofhfi #§esr fayerface ‘i‘%‘f%ﬁrléss fyyasd PP hdtiforidstsr
Intranets. CesiupoThét Oto %dlcdtenesaslehea@am B \baliteatentr. WThel ess

connecti on. lent.er.n d | r l;ikance
server 320. Ir?flersr%tt a of | thel eéut(if;l:ver f%gg % tt@\ &Ldbml% %%ttt@RBLE ality

Ilance
of cont¥dl ar éanﬁét'%rgé 3be. “Eﬁéhl%ﬁ%f‘%ﬁe'ar@b}‘:h may etdhdrigbhashsne
mast er 324 anduBmyarbetyoroforc atitsplbyas eprddetermieicdockardemicesridgé which

can include JLOYche BANGLS reedbackVdl @hY! 2uaL. SN IR 16400 enbhe
- master controller then forwards the message to the

protocol converter associated with the recipient software

20 logical device in the IA server. The protoccl converter
then translates the message from the sender protocol to
the recipient protocol, as shown in block 166. Note that
protocol conversion is not necessary or is null if the
sender protocol is the same as the recipient protocol.

25 In block 168, the translated message is then sent or
otherwise conveyed to the software logical device that
represents the recipient convent provider. The recipient
software logical device receives the message and stores
the message content in a data structure at a specific

30 location specified by an index value, such as z number,
which corresponds to the channel number of the recipient
software logical device, as shown in block 170. The
stored message 1is accessible by specifying the index
number, The scoftware logical device then changes the

335 state of an output channel of the same channel number to
ON, as shown in block 172. It may be noted that each
device, whethexr physical or logical, may have one Or more



19 network devices 326 are equivalent to the Internet

appl i ances descri bed previously. Web servers 312 are conputers
havi ng a procwesws7i34 such as an | NTEL or Motorol a pr ®g8sew117%and
menory. Wb 5 server 312 runs a web server program operable to

provi de web pages to a requesti®ng user, the requesting user
typically using a web browser. Dat abases 314 are operable to
store information that can be used by web servers 312 to provide
content that may 10 be required by a control area network device 326.
Thi s carchannelade ekrnfor mmtiomtiwuchof asa CBpetifies, fdmdte\ingi on

listings, spord.sadatar §£0§£(§:§élft9r.m%h?9hé’f, ae@eh%ﬁsﬁ&éy%y have Qb

i nformati on that nmay be use b)é control access networ evice 326. 15
Internet 316 i&Pihe2R8] FRAYTN Cof AR Sor @0 at ed across the world
i nterconnected for Pastodimedlgonput et its dJdicEEEDiew! i @he |redipdieng t he

part of the | I Kk | B I ' i stem 310
shows V\B{‘) ser\r/ltél}%%%t ggwlé%nlr_?enctcggtc?g :éﬁé ﬂ%%?ﬁe&%}ﬁhé%tsér \?grs 16
can be 20 cRneEPEEVILP adyPIigat ek dasepekatns: WwohrEewitdbal aar ea

networks or | hoanetia. block 174. Thé elmed rrapldpaneeatesy eFeodhilzesa devi ce

operable to C y e Vi ces,conpect to,_the
| nt er net tha%léﬂahgeg%ﬁt ro%%\gﬁeapﬁg\eﬁ)%k&gff% %hFﬁgg?ﬂeeftq‘eagﬁlttFance 25
server 320 is2SspRiahedefbdti that Sgenghl basobesmnehanaed. In fdoskges

gener atedl by wels,serner 3IrvetmetressRgasattieabl Queries byheONddfwazkea
net wor k devi ceg devi.cfes 326, conmuni cate with

3 . I RpRYS 310, L
ot her dev?géglond?ﬁé:esaﬁ%r corrllfs"\r o{jggar eé’ynef%?k Y. o%h%i frerant 30
control areaV2AEewor kit BPIPOonsepetheessofp@mrey|lngicpdcsieydce sendgepssages

gener at ed out thde hdusReNt 6| taceamirmetk Z3A i@ation, a@eNEhawrediRy the
mast er 324. I ge t i . . 326 is.routed through the
mast er 324 oné{]'ﬁgqggz€'rol'ﬁg€e16{mérqgg.%glf’]\‘/\bﬁ(t]?fz.recelves the mesfa c
20 135 and ppEpRENY 35y ASCOERLAY akp drhepderindiingammrocansiiaty

manner. The software logical device turns OFF the input
channel state, as shown in block 182, and turns ON the
output channel state of the same index value, as shown in
block 184. )

20 The master controller recognizes a change in the
input channel state of the software logical device
representing the Internet application, as shown in block
186. In response, the master contrecller turns OFF the
output channel of the user interface device, which is

25 used to notify the user that the requested action has
been completed, &s shown in block 188. A change in the
color or shade of the displayed button or the display of
a predetermined string may be used to inform the usexr, as
shown in block 190. The process ends in block 192.

30 FIGURE 7 is a flowchart of an embodiment of a
process 200 in which an Internet application functions as
a user interface in the control system according to the
teachings of the present invention. In block 202, a user
enters and submits data on an Internet application. The

35 Internet application may be an application executing on a
web server of a web content provider, a web browser, or

any other suitsble Internet-based application program.



control area network device 326 in accordance with the t eachi ngs of
the present invention. Device 326 conprises t he communi cation |ine
440 coupled to a conmunication jack 5 442, which, in one enbodinent is
an RJ45 j ackego dyeiBR3Sage handl er 444 is coupled to coronmsewefdon j ack
442. Message handl er 444 is further coupled to one or nore ports 448.
Each port 448 conprises one or nore | evédlis 450 and channel s 452. Each
port 448 nmay be connected to an RS-232 10 connection 454 which in
turn connects to a nine-pin connector 460 and a RS-232 10
interface 464, for exanple. Each | evel 450 is connected to a voltage

regul ator 4561he 1nt@bhéed 'aB YE Bt LOHNNREY SHhO elr¥B1Ri R M@«ré@&e 5%62 and
provi des- a voltage out A467. ach channel “.452 i S connected

relay 458 wAtR an?WFr%QM§$r1ﬁﬁwﬁﬂ:%feﬂ(Pﬁit?%@“iﬁ?f the aEBﬁﬁ%E%Qﬁ 461
and provi des afcomt atitspdatyed68image or icchp oper & i aombiessages of t he
first prot Ocokegg:'ﬁgkéass enteredPEgSEhé Nfder. Plondrrd @%e@e\égk?Esg‘ci&y

Panja, _Inc recei ved a connunlcatlon i ne roma source
such as 520 tﬁeﬂasf%ﬂu?ﬁﬁﬁr(ﬂQQB59§22“ WEsskfe nSARFEPL 443YFERI VRS t he
nmessages. bpesifpindamd|I®r add4dssi snd responainides offotthe recipeest vi ng

Lne message apgdesoidl ”&ﬁﬁ%ﬂ%%%&% 195! Bfioun 1n BPOLEPIOALC PRLL.&S.

Port 448 is a con |nput on
di screetly ad8fE%eabie. C°W&?Q§ﬁ%¢ﬁ%ﬁ ftéepoﬂhernet %Rﬁﬂkf%ﬁ%%&l?ﬁﬁrared
gener at or devrseewes:r hefe® IEPamebeage contaddiry Etl’m)réﬁteid’ﬁ adalen,i css

Each porgq I nu ed.se el e n
connunﬂé%te mn %Q& £ktga°Ck 2053|§2ﬁ&0§?g %%%ég fﬁ%ﬁ? ﬁ% %%5 |§Fg$f%%% 464,
di fferent 30 ©F |“rﬁr@rfﬁﬁ%%e§)‘fre%10ti>nt*@rn|dé@e i anIecelvecl messaggs Yt of a
port 448, chasnews 452bab6kp209Lded"orAexamplochanrtﬂ?:I Ipr@:e’,:ﬂ’tma:}f port 448

and can take V, b
enbodi nment , eg ﬁ%g&?a{g hanc}lle g%fjn hc%[ %nS g%% %%a%%ge S N
Channel s 452 EF@VQGEd L?yﬁ?&ﬁi?yAéBnﬁéG%EGSEO rEt e 583aRi OF cadmﬁb in an
on or 15 browser connecting to the web servekdl, the instaatiaveddition.

Rel ay 458 is é?nnggéegxééégﬁgxggégnfégg the T §g§5a¥QL§Qc§4+Q¥5f S}, OF  Of f

control of whatever IS connec annel s 44 are
bi-directionthandI%,%mmet appBécarhprit artharfirams  2oufffadehafhels, or
i nput/ out put pdotoc&haibl by IA server 14J_esmir5 £5Qcape | Insene vays

simlar to chagnelconlhe rovi g@ Do ﬁ géﬁgcg i thgéblg%gbékcagh ake. on
va

any nunber of lie8TPRY ead 0 plca uses
for 20 | emessamcIlﬁdeps%ﬁqliahjy\/oﬁhﬁ%aquever %@q t |fﬁ§m| i%fht 9 elef?

message transported by IP, which does not require
protocol conversion. The spawned process then sends the
ICSP message to the software logical device associated
with the recipient device in the control system, as shown

25 in block 210. The recipient is identified by a system ID
and a device ID.

The software logical device then stores the message
content in an indexed position in a data structure, as
shown in block 212. The software logical device turns ON

30 the input channel associated with the index number, as
shown in block 214. The master controller becomes aware
of the input channel state change by periodically polling
the channel states, as shown in block 216. The master
controller may alternatively be triggered to query the

35 channel states by some mechanism other than time. The
master controller then requests the message content at
the specified index number be sent to it, as shown in



10 etc. Thus, the purpose of nessage in this protocol is to

send and receive controls for devices, which are attached to control
area networ Kyp@sgo®lsh as send and receive status and pcoastwg797

i nformation. For exanple, for the device 15 -shown above, a nessage

could be sent to device 326, which 18 would turn on a television, set a
vol une | evel for the television, and then perhaps scroll sone

i nformation across television screen. This could be acconplished by

a nmessage sent to device 326 and interpreted by nessage 20

handl er 444. pibex nessage my Jm&aaecqmegiteeww then sends tt@leeVvi sion
set on and that would b

t he channe ul d then
control the rB8f&2%% T ”tth czihe?v RER e c:Qntm%)Jrler’ %‘%cg'tvf FSune
| evel , the rreSlsagreemmmmt@nSeto the physicaledebiae In ctre aianbrallue is

recei ved at Mgy §1ﬂ&? 29s shdd £ 220The HMBOG Q06% 4 V&Y &ihe450 and
then to \Y; | or. 456 which in tur then set t he

ol tage regu u
| evel by two-B#He cBRfeEbT a&g?’?gmgﬁhe sTF of 1YYy %sggﬁ%\l&? 455! N§ht t hen
go through theapoet dardidergmayhellRS- 232dpahe same dagadtdi apluasped on the

tel evision coppecieddosgerimd QQBEI§Q arégB geé&%&k to update Atgevi ce can

be a user interface or a c ntrol evi ce, ot terfaces
are things suthSBs*¥oulh shown r}é’mggjso‘:kon%z‘%/vay WFeI‘é’s‘S‘”ﬁ&ﬁd C-Hcaq
transmtter, deviestumen turngpaPEH sthe Mput cont roltpgutg chdewieds, psovi des

the cantrol SRown HR!BAGEK 6.2 deKLCROFF diUresSHPLRe hgugeg%@at ors

are 22 . contralling
devi ces that SEPHonthained svAREIEarEyFEPoANtEFRet 2PPLifaTOT ¢ ¢l Bach
devi ce in t hemsystpemikdécaldy oweldni gue softwardeviagdcaunbéevies wel | as

port numbers ands ghgnnekgeanthput and e¥&ksud hactha%%hd beapecessede S

FIGURE 10 illustrates a bJock, diagram of roquting conponent s of
a master cont RRRFRTIFFA ael*??e%"e B3 Bfip staken ingggsnonse 80 cdffecti on
managenl5 530, entéﬂd‘ﬂd:fﬁat]al‘,O\iISdebown in bmmeem onShéet yesss shieghisr inevel
managers and %g fyel drivers. |CSP connection nmanager 530 is
coupled to a hastl i nk driver 510 via a PL to | CSP praqtocol

conver si on I54:22‘“31’ AReARPERR dhaferthpr ugs ebuprrEt t 42ACS @S hnect i on
manager 530 veékamielAXsitakes 0 1dCSRopl 6y ocdie ceeuEpsemﬂ %Rt data. iBhast!li nk

and Axlink ar r r ot.@gol do | es t wor ks
15 gv lggr']%ela Anz%n t5&2}23§<agralgverE B35 i3 coup 1581 t%%% pets

connect®n maﬁ% lxﬂ FezepprPERYiASd fegedpupf el t oxample . Ot‘f‘éﬁ/ P .
stack 524 andméind Mhagyobe asadefdt orhisafageridbrt.

FIGURE 8 illustrates a block diagram of a control
system 310 in accordance with the teachings of the present
invention. FIGURE 8 shows an Internet web servers 312

25 coupled to a plurality of databases 314. Web servers 312
are coupled to the Internet 316 via communication lines
313. While the Internet is used as a network, the web
servers could be connected to any systems or wide array
networks, local area networks or Intranets. Communication

30 lines 313 can be any direct or wireless connection.
Internet 316 is coupled to an Internet appliance

server 320. Internet appliance server 320 is coupled to a
plurality of control area networks 322. Each control area
network has one master 324 and a variety of control area
35 network devices 326 which can include touch panels,

audio/visual equipment, and the 1like. Control area



| CSP connecti on nmanager 530 is coupled to ethernet driver 516 via
TCP/ I P stack 524 and | P port connection manager 20 526. RS- 232 dri ver

514 provides connectivity to RS-232 devi ces and Ethernet driver 516
provi des conwedmpsmB4y to devi ces attached to an Et hBEh&S00MaTMect i on.
| CSP connecti on manager 530 is coupled to | CSP message di spat cher
532. | CSP nessage di spatcher 532 can 23° send nessages to different
manager s i ncluding a diagnostic manager 534, a device nanager 536 or
a configuration manager 538. PL to ICSP pr ot oco

conver si on 522 con erts frrom hast| i nk PL) .to _ICSP_ and vice
ver sa. \4‘5 rfévéﬁes 8%‘80d$ﬁ%nt§qwaﬁ'g CSF pr B2 cof “EoFRAS si on
522 is o'perabépplz.ancest dederimed ipdesiouBLPiMi Ng nmul ti pl e messages into

mul tiple SS n for 1CSP _co ectlon managers and
nul ti pl e out goi ng nﬁggaggg%}n% oggzm PRGI EOPRAYERS 1 pr°‘6%i‘ﬁ°cres.
AXlink to | CShugr caocatr EWTRierst dfpthR®laeoprece ssor, and memory. Web

23 t wean e t ' ot

| CSP prgt ocolr@%n V|53cie)£ver £ §e§&% pgégﬁgconég%ﬁlgenpgfanég é?so IS
operable to pV%)Wi d@ages to r@utﬁeﬂg‘eﬁbh@m orsali t ythe | @SHueghmt iwremmanager

can route D{&llqulslggs;e‘;& bl,.gg,gl:rdew ces, renote masters and renote
devi ces. Rou¥ acconplished by first routing a nessage

to the appropri at Wéﬁﬁnﬁ%t’e?r%nal’?%% dot geore infiggpatelqn dddtce. The

destinati on wehh the mat@ynesbl Sethtrs 312 tHeswlRidel cbhtepackeit aty
di scusi%d below. 10 ort. connection manager 526 _.i s o rabl eto

manage bg| F%’P“&%r?%‘ét?oﬁg B3k et RAtRE Y &Ffiet4fr ot

St andar d | nt ecaxet mdludeollﬁﬂ&mm\mdeslzémr ast ammland sts, ;ebéﬁislﬂ:@] s such
as HITP, FTP,, P and ;1 ESP nessage di sp cher 32

det er m nes thé§(|§45}tné’g;sdr sg%& d%tfa’ tsﬁ-’é’ Cknéggﬁreaﬁogugﬁ a%% ta&
nmessage, devotelnformatispe@hﬁtc'nmeslsagesecarhy conteglr atcess m@e;gm and

rout es adhem te gt heir specific nessage nanagers. These incl ude
t he di agnostl c manager 534, the device nmanager 536, and t he
confi gdPat i on nandgEre®s8 M ok Brtiecokberigens ofnetworks lqgagekE 11 is

a di agram of agrg&xenmphar YWd}.a.;QikeinE@fconnecteﬁm%‘%ge@séf‘ %ﬁaoré&metro
teaching the present invention, The first field is pr ot ocol

field 670, SPRMYTHGEYdon, inclidiag vBAt PaBhehyne §PEérne‘F>r}ER‘B€bla5f| el d
identifies thene world @iaBtwef wWHige @ Fe8em SEQS IsPBwsOlrebt Bervacket W th

sore 25 protocol s LEnL of data.STElA 673, ndicates the totgl,
20 connected to any system of wide area networks, local area

networks or Intranets,
Internet appliance server 320 is a device operable to
act as a gateway between devices connected to the Internet
316 and control area network 322. Internet appliance
25 server 320 is, in one erbodiment operable to translate
messages generated by web server 317 to messages useable
by control area network devices 326.
In system 310, devices 326 communicate with other
devices on the same control area network 322 or different
30 control area networks 322, Devices 326 also receive
messages generated outside the control area network 322 or
generated by the master 324. All message sent by device
326 is routed through the master 324 on the control area
network 322,



nunber of bytes in the data portion of the packet. Fl ag field 674

can be one of two types of flags. Ohe is a broadcast flag. The
broadcast fl agowektiapend a broadcast message to all degtossknenra

net wor k. A newbie flag is 30 placed in flag field 674 when a device is
added to the network. This will them cause a response fromthe naster
indicating that it received the nessage fromthe newbie devi ce.
Destination system field 676 allows for the 35 addressi ng of the
message to reach a specific system A

24 syst emEISUREN Jories edrbbiediendiagragongptetidicgntarnolexemgdary

network with cihe iU LBl Elork deIdd 3JBSERIGCEAMandl wity tfibrected

to one of many ontrol "area net I ment
control systerheachliggss ofwihgy tRE§SeAt 5inventign. Duse b crompevdisee fiel d
678 lists the MQ%Enthi‘catlon e Q@otgé\iplté"&e ?E%S%Qﬁmhﬁlé&':ﬂﬂ §§Rk- The

devi ce range can_ be anywhere between Destination port
field 689 |ist&dZ hahigbei +Pc°'b%r?'"“tﬁdlf“ﬁétdé§| é’é RASY iark- A megssgage i s

destined for. nadjiiere 42abedi goablddecPrdtnealcdfion $AHWYLS Mskagh5, 535
ports on the stemfield 682 is the migéer of a
d

evi y
system &}?é\dgefhé%eésa&@%??@%%‘tf’ d tog NS £TdSATEe PPFEP
|l i sts the deviEazht habrt hed4fes sagprisegi patedof r amre | levlbs 450 dedi ce
nunber is 0, t di es t ter of that 1 contral ,3,area
network is a%nerieng%%:l atl'iogr]:Eil %DQ@ ?Eé may% c%’?%f‘rﬁﬁ?%%t? o, §our Cce port
field 688 |istennestpont 4ffer @hich in héumpssegmnantisgi hat exl. nine-pin An
| mpor tant - aspegd,nak§ddy 655404 éSR§hZ%ZSQ%U@.QC’eDg%<r:e 464 gffcrm%%agls& There

are certain nessages and circunstances 20 messages  nust
be deliveredEach Xawel ofzferis connggfieshderi. 2 ™oldagequiegBiatdat 488ch

devi ce be guarnantgedin tumtf&@nﬁ@éwcrcooradeﬁwéngsudekhﬁ/@f%ce Hoey@vsﬁd whi | e
nessages destined for a certai evi ce nust be delivered

order i nt ended®roydgess 2 OY%I]e?agrﬁﬁé‘&gég?ar F3:8s Shgpaehnéye 5 °°n&8§FFﬂed for
differebd devieesa relay 458 Mﬁnmmedmoptxﬁ@xun&oﬁh@&mk 688 inditgatpsnhow
many hops occ before th rressa fromthe system
Each tine a ne°§’é‘§8t8’és¥é]s do aght 2" e ?%afﬁ hop count
field is decrenent ad bpenaleiczmd m@h@@te@l Jtro ts}mefaast prétoctolr,eauhbsaaero

Once the countpt %%gggﬁhzerpqﬁ 5pe csP d }dgef glznan £IJ or Jpessage

|nd|cat|ngtht nmessage as no ter vmth‘an air.
Message rIeCBlstdebn B QPP §R Rison H@-flml‘ld@e flrden@I $qunsei SNChuaber
20 a master controller 324. Message handler 444 receives the
messages. Message handler 444 is responsible for

receiving the message and sending the message to the
appropriate port 448.
Port 448 is a control output or input on the device
25 that is discreetly addressable. An example of a port
‘could be an infrared generator device. There can be
multiple ports in a device. Each port 448 would be
numbered separately. Ports 448 can communicate with the
outside world through an RS-232 interface 464, different
30 interfaces or no interface at all.

As part of a port 448, channels 452 are provided. A
channel is a part of port 448 and can take on a binary
value of either on or off. In one embodiment, each port
448 can have up to 65,535 channels 452. Channels 452 are

35 typically connected to relays 58 which can be in an on or



for a nessage. This message |.D. is used by |ow |evel

25 communi cation algorithns to correlate in the original

nmessage with its acknowl edge and response. Message command field
692 and nmessMe UM 694 represent the actual nessag@B&ISAMYIIZENt in
t he packet. 5 Each packet is decoded ﬂy readi ng the nessage field 692
and perform ng the appropriate functions. Sonme conmands are

desi gned for comruni cati on between a devi ce manager | ocated in the
master and ot her ones are intended for communi cation with the
connect i on nERggelcdAeREEH. i NREDEy 1055 : TRShAKected  ABLE A-BEl W I f S
exenpl ary nmessages that are val 1 d between a device manager and the
devi ce or nast¥F, which pgllgys cep o 9iSteontelcofmkhateTere Beiontiscol um

lists the wahdeceédthe. commmndyst Best Bid dbeolivanebbsis dhe yalid
response fromthe device for that command, and the fourth 15 col'um

lists the val P8 r é8p8hsecParnthe metertof chappels, or cipmrphdowtritt he
fifth cod um lchahselbe description of the comand. For exanpl e,
command i nput chanpel 9:F4§Jt atus.is sent,{roma gevi ce to a master,
whi ch sends the i ngﬁYe s EhanfeT morRYSt §t8542% &% ra2RRster . The The

val ue of thema@n differemck sientthat tlegeteonvamdtyied uen ofny heudrmard fiel d
692 is . g AlS he .deyi ' ding t message there

isS no responsg)é?gr(g?t #E&Cew goeft J%sil‘hée{ %%%%% Sofe%sfpgﬁseq?glcaf ‘9596(%51, whi ch
is the conmandevetsatkabidedpREtdnd vhdume leveldgsaeitpinonlioght hkewednmand

i ndi catgs thateethe i nput 25 channel is in the off status. Thus, this

comand woul d be sent by a device after being queried by the master
to say  thatTPES | HfutPRIRasReloti FesAagnelnf FhsT RuRLOcOL il ¢an be
sent unsolicisedd The FBSsBFe Wuikdol BeposeashRack aRich are ACkNgedgnent.
30 ABLE A Conmmand Val ue

TAB
valid Responséo E%%E??&nﬁ%ﬁ% network as well as send and receivehkﬁﬂﬁ%ﬁes Fr om
DEVI CE MASTERnd routifgknimdoetigeion.  Féx0@RdmMane sdoneheCordvileation of

ggﬁ?\a/-gﬁys of as%%éaa%?ve' a messaggxgcgl(l)lzd I\{g)em:"sent @%n ev:ll.gglgfé,eswtfiaélhl ed

would turn on a television, set a volume level for the
television, and then perhaps scroll some information
across television screen. This could be accomplished by a
message sent to device 326 and interpreted by message
20 handler 444. The message may have a command to turn the
television set on and that would be sent to the channel,
which would then control the relay to turn the television
on. To set the volume level, the message command to set
the level at a certain value is received at message
25 handler 444. The command goes to level 450 and then to
the voltage regulator 456 which in turn would then set the
level by two-pin connector 462, The scrolling message
might then go through the port 448 through the RS-232 port
and displayed on the television connected to serial port
30 DB-9 460.

A device can be a user interface or a controlling
device, or both. User interfaces are things such as touch
panels, one way wireless handheld transmitter, or custom
panels. The controlling device provides the control

35 methods for a device. For example, IR generators are



27 Conmmand Val ue Valid Response Description
Messages From DEVI CE MASTER Request
Qut put  Chann&yg eg/67149<000F  Error 0x0086 Requests the staiaseairedt at us
, speci fied Qutput (Master->Master)

0x0087 channel or ALL Qut put 22

, or channel s that are ON

0x0001 (if channel = 0). |If

the request is for all

channel s and fomrerakldng devices that can control a VCR, television, or

on then respo | S; - ; - :

ACK. Request Ié-a’?)lfr??f Cjbtijer;} Each aevﬁ?(%ojir(l) t%errsb}?smm 8)?80565 ﬁgaulelg%q%eunber of
ports (Mast er dexics expgmber, as well as port numbers and chapgels bgndievi ce.
Assumed 1 if DOyels that could be accessed.

response. Port Count . 0x0090Q Error 0x0001 Nunber of
ports used by (Devqwﬁﬁl\/ajsq eﬁ.}lustrates a block diagram of routingeyijce.
Sent upon ( Mosémgond¥Ast @f) a master controller 324. These componé®PPrting by
a device . . , if it has
more t han oneComprise a connect'lon- manager 530, which provides Port .
Sent by a nastemnections between higher level managers and lower level as a
response to : . - . Request
Port Count. REGUESE Out pat: CRanReftio® TRRAET B obs ©BRIGY1 E°Ruest
number 18f Couphastlink driver 310 via a PL to ICSF protocol conversimmput
ghgginfe! zdysg??@%.n('\@&tﬂrﬁh@%ﬁ%r 512 is coupled to ICSP connection

dgvi ce. Asgun%%nager 530 via an AXlink to ICSP protocol conversion 520.

256/ port if NPhastlink and Axlink are exemplary protocols used on

response. szgut annel Count K 0x0091 Error 0x0001 Nunber of
channel s used" A cBSSRAS TG orks - by

speci fiL&d port. Sewidifhasi¥lry,>MASREf)32 driver 514 is coupled to ICSP
328{]0;?88;:' P?Cbr}q%leﬁ%égn manager 530 via a PPP driver 518 coupled to a
nore than 256T@RYdineitsick 524 and an IP port connection manager 526,

Sent by a rna?(_esr? Frhection manager 530 is coupled to ethernet dri%ilr
response to Request t put

Channel Count31&Re¥iresTCR/EPe|St@6Nt524 and IRXBOL2 coAnegtion PRODLX Request
nunber 20f (Mesi@r - >NBSi®S )driver 514 provides connectivity to RsiE¥els used
Rgsumes 8/ porde¥ifceso and Ethernet driver 516 provides conngggicxlriftIYEdtoport'
response. Lev@dviGegnhttached to an Ether@¥@08enndati®h. 0x0001 Number of
| evel s used . .
ICSP connection manager 530 is coupled to ICSP
message dispatcher 532. ICSP message dispatcher 532 can
25 send messages to different managers including a diagnostic
manager 534, a device manager 536 or a configuration
manager 538.
PL to ICSP protocol conversion 522 converts from
phastlink (PL) to ICSP and vice versa. In some
30 embodiments PL to ICSP protocol conversion 522 is operable
to de-multiplex incoming multiple messages into multiple
messages destined for ICSP connection managers and
multiple outgoing messages into a single packet for PL

devices. AXlink to ICSP protocol conversion 520 converts



(Devi ce- >Mast er) by specified port.

Sent (Master->Mster) upon reporting by
a device/port if it
has WO 00/67134 CLUSpuLY?

| evel s. 23 Sent by a
master as a response

t o Request Level

Count. Request String Size 0x0013 Error 0x0093 Request nunber

of bytes (Masf&lszMiStifRfleen devices that use the AXlink protoedPP@Lted by
device/port for a

si ngl e SEND SHG§B\@rotocol and vice versa.

Assume 64 bytes ifrd¥® connection manager 530 is operable to provide
response. String Size ) ) x0093 Error 0x0001 Nunber of
byt es/ string {Wr@e_f%ﬂ@pﬁllty. ICSP connection manager can r°“§—8pported

by devi ge. b( MStBycalVaals€e}ys, local devices, remote masters and reR@@k upon
reporting by X . . . . . a
devi ce/ port iqle\ptces. Routing is accomplished by £first routing a
supports thaméskayst eco the appropriate system master and then to the
strings. Sentc AV

dtevice. The destination will be contained in the
naster as a response 0]

Request Stri nge®lere of the packet as discussed below. 26
Cormmrangg 1P port c¥@hb€tion/ahdfhReSR9BSE d Rld QR

Messages From pe c ] wor glg SD%?/%% l\/ASTEI%algﬁput
Channel ON StatusIF IPROE8310NFr oPXCcePiPx §08RdanthplR teINATNPrIRAGPEE - ON
(PUSH) Standard Internet protoccl 528 provideStakss nassaged(PUSH).
(Devi ce->Master) | nput Channel OFF Status 0xQ085 _Error 0x0001 | nput
channel turneﬂrc(moéﬁSE cnh as HTTP, FTP, SMNP and SMTP. OFF

status nessage (Dengsre-medsaber dispatcher 532 determines the category
(RELEASE) Cut put annel ON 0x0006  0x0086, _0x0086 . Qut put turn
ON ness3ge. (‘Efﬁst%e-> Qps@gf: sueh as gpagn"StéXOO‘b%%s,age' devIlf;gdevi ce
does not specific messages and ‘configuratdpn messages and supupest
channel s, the . i s x00 - nmessage
is only ACKed&e&t%?Jtt Ahnd e‘d\FJScta ?Jsssag%x%?@ergfro%eseofﬁﬁc}fdemt put
turned ON st aths dirgnesdisvaemager 534, the device manager 536, and
message. Qut pte QAHIGhrEfon manager 93(%0%%18921119)(9%31’ ma®%g@84, Qutput turn
X )

OFF (Master->Device nmessage. |f device

does 20 FIGURE 11 is a diagramgpf an exemplary mpgekehppert
Phannfa' S, messages in accordance to teachingdt®@0}resent inverti®R.nmessage
is only '

The first field is a protocol Ffield 670, and in one
embodiment, one byte size. Protocol field identifies the
format of the data section of the packet with some
25 protocol. Length of data field 672 indicates the total
number of bytes in the data portion of the packet. Flag
field 674 can be one of two types of flags. One is a
broadcast flag. The broadcast flag will send a broadcast
message to 2ll devices on a network. A newbie flag is
30 placed in flag field 674 when a device is added to the
network. This will then cause a response from the master
indicating that it received the message from the newbie
device.
Destination system field 676 allows for the

35 addressing of the message to reach a specific system. A



ACKed. Cutput Channel OFF 0x0087 Error 0x0001 CQutput turned OFF

St at us stat us message.

(Devi ce- >Mas{gloyshsut / Qut put Channel 0x0088 Errorpectnise@Bdr | nput
and Qutput ON Status channel
turned ON (Devi ce->Master) 24 message. | nput
/[ Qut put Channel 0x0089 Error 0x0001 [Input and CQutput OFF Status
channel turned OFF (Device->Master)

status nmessage. Feedback Channel ON 0x0018 N A N A

| ndi cat es t hes¥&&¥hatks in one embodiment, a complete control area

state the mas{&lydrk with a single master. Thus, message can be

mai ntai ning. Only
gener at ed fordlrected to one of many different control area networks.

Di agnostic purposgs. emedbaskt: Chamtie)l Qfstem £i@1A0LE WA bytes NIA
| ndi cat ﬁs t he feedba

state tRe masi¥®® i s gestlnatlon device field 678 lists the number the
mai nt ai ni ng. 4d¥tikce that the message is being sent. The device range
generated for

Di agnostic pu?apnos%% 2 ?ri/ ?etween 0 and 65, 53°Ox00%§t16§66% PB% 608A A

| evel val ue chiamlgbdb8q I\JH@ttér thRevpeejfic port of the devigce that the | f
devi ce does r}f?éssage is destined for. 1In cne embodn@ﬁQOQ:Jne protocel Support
| evel s, then nmessage I's only ACKed.

Level WAl ue supports up to 67,EFFSROTES rgy the dexd@Ol A | evel val ue

changed. (Device->J\hster)sySlitehNField 682 is the numberOXPH0B sQ¥0OR1
0x0001 Used to transfer a (Mster->Device)

"String". StYi§rp the message originategygpgfourss ofeviesobbald uBRY to
transfer a (Madwe-tadhgteide that the message originated from. If tA&tring".

?OI\/B.HTST?QE- >Devi %ee\51.ce number is X&)O({_‘%lsOxOQlcates )%?'Ogltheused ! 0 ¢ rag%%mmnd
Ox003C15Err orconﬁbwDOlaré,sed rtegwbransfisr at(xé)ewarmmaﬁ/awer) of the

zﬁgm;?g?us of é:rla_ Xg/g.sygér?{ﬁcm port fgé(pqo%G EHE% theogv(r%(}%Awhgf%u:if?I ed
| evel val ue. the message originated. 0x0001.= I f the
![ﬁ\e/e:’egggrslsgm An important aspect of addressing is the sequenc:Ll?T%g)s(13{;:a -
ACK. of messages. There are certain messages gpd circumstances

20 under which messages must be delivered in the ordex

intended. This requires that each device be guaranteed
the correct order for delivery. However, while me.ssages
destined for a certain device must be delivered in the
order intended, out of order messages are possible when

25 destined for different devices.
Allowed hop count field 688 indicates how many hops
can occur before the message is purged from the system.
Each time a message passes through a master, the allowed
hop count field is decremented by one and checked to see
30 if it reaches zeroc. Once the count reaches zerc, the
master generates an error message indicating that the
message has not reached the sender with an air. Message
I.D. field 690 contains the unique identification number

for a message. This message I.D. is used by low level



This message is generated by the master or device to confirm

recei pt of a message sent . The Messagel D field must match the

ori gi nal nessage's Messagel D and the Response bit sp /#go ;)e set.

5 I\/Essagé"’ﬁﬁ?ﬂ"’bﬁr amet ers: Fi el d Val ue ‘?‘g 01797

Descri ption 0x001,5  Acknow edge Val ue

<None> Not hi ng Nak This nessage is generated by
the master when the destination system device for the nessage does
not exist. 10 This message indicates that a previous nessage was nhot

rout abl e by théoml%rauoﬁha&\@a%mel Ddi eéoqreﬁ&e Mt Lhthe orig fbe ot

original nessage' s Messagel D and the Response b shoul d
15 MessagemeFrpgea bt &F S acknowledgejangy resvonse Val ue (s)

Description Md¥sage command f3%0@02692 d¥ak YRlsdege data N34
<None> Not hi ng I nput _Channel O\I Status (Device- >Master)

The | nput Chaﬁ?%?es@‘(}-rre%‘?agé"?%al gBRETa S P SNt in the) PRgKES.s
PUSHed og | np%a&hé\p&@keﬂ 5id uasesiddN By of£aird0 the rd@sa@%/ PRIl 0T 6 22
master. 7\&99 nd Har aneters £ rtj:Iéue(s)
Description 3nd P app(f)?@ﬁéﬁte “’FhﬁﬁnsChan%‘étFe KPR

MY 1...2] are Da¥stgned for chinshmginextibh- idtweahua device Mlayerd]

Por t Unsigned 16-bit  val Unsi gned
16-bit val ue. poe dt Ciﬁl\/ij’? che l{nas'ter and Nq'%an%ré?s & Bns| m\{:e %QTG fo

val ue. c¢mpmlc@manneIWL@?FtSteatcasn(a@emrceuamrerJ)ocazsd in the The
I nput C%nnel ﬁfté@_ssaﬂﬁsﬂgs HeherRf qq_s‘@%e%x%mplary messages that are

valid between a device manager and the device or master.
First column lists the command, the second column lists
the value of the command, the third column lists the wvalid
response from the device for that command, and the fourth
18 column lists the valid response for the master of that
command and the fifth column lists the description of the
command. For example, command input channel OFF status is
sent from a device to a master, which sends the input
channel off status to the master. The wvalue of the
20 command sent in the command value of the command field 692
is 0x0085. Because the device is sending the message there
is no response for the device. The master response is
0x0001, which is the command for acknowledge and the
description of the command indicates that the input
25 channel is in the off status. Thus, this command would be
sent by 5 device after being queried by the master to say
that its input channel is in the off status, or it can be

sent unsolicited. The master would then send back an

acknowledgment.
30 TABLE A
Command Value | Valid Respormse [ Description
Messages From
DEVICE MASTER
Acknowledge 0x00C1 | None None Confirmation cf message
receipt. i :
Nak 0x0002 | None Nons Tndicates failed
delivery of a message,




button is RELEASEd or
devi ce/ port or a naster.
Val ue('s) Descri ption
Conmmand WO 00/67134
Messages From
Command si ze
(Mast er - >Mast er)

devi ce/ port for a

| nput channel

Val ue Val i d Response

0x0014 Error

is turned OFF from a
Message and paraneters:

Descr i p®CEAS00/11797

supported by

Field

28

DEVI CE MASTER Request
0x#J94 Request nunber of bytes

singl e SEND_ MAORD: Vil TViiTE —
Assune 64 bytek 1T No M:S:ags‘;sgig;' Description
response. Con nd Sl ze | DeXagE) O TMASTER Of 0x0001 Nunber of
byt es/ comand ngC%’%*@F% 0x000F [ Errozr O0x00E6 | Requests the status of
- , specified Output
supported by d“WaEé’er >uhdVRst er - >Mast er) 0x0087 | channel or ALL Output
Sent upon reporti ng by , ©r channels that are ON
a devi Ce/ port f | t 0x0001 (if channel = Q). 1If
the request is for all
suppor ts than p4 byt € channels and none are
commands. Sent| by a on then response is
master as a repRENICER tount 0x0010 e
Exrexr 0x00&0 of port
Request CommanfdiMzéze->Madveguest Level Si|ze iﬁ%ﬁé& enéi o°*** bx0095
Requests the data types (Master-{>Mast er) Assumed 1 if no
; response.
supported by ammnt 0x0090 | Error 0x0001 | Number of ports used by
Assune BYTE ( Tly{pevi@x-bB3ster) device. Sent upon
i f no response| M 1%EveNM&2e Ox0095rerErfngrby a desien01l
Hi ghest data tlype (Device->Mastdgr) Port. Sent by a master
supported for | evel . (Master->Mast er]) as a response to
HEPPI equest Port Count.
Sent !Jpon. rePOH Re’q\iéHt tput Channel 0x0011 | Error 0x00%1 | Request number of
a device if itj®upports output channels used by
nore than BYTH ‘(”ﬁfﬁ’e‘”‘“ter’ specified port on
0 10 d t t S t device. Assumes
x10) data types. Sen 256/port if no
by a master asia response.
response to Red{ERf Channel count 0%0031 | Bexox 1 0x0001 | Numbef mgagBF sedRequest
St at us Master-oM60B16 Errqr 0x0096 | Requg s,ﬁoné"i %
(Mast er->Mast €r) delwetpertanﬁmhasPort .
more than 256 channels.
Sent by a master as a
response to Request
Output Channel Count.
Request Level Count 0x0012 [ Exror 0x0092 | Request number of
{Master->Master) levels used by
specified port.
Assumes 8/port if.no
response.
Leve} Count 0x0092 | Exror 0x0001 | Number of levels used
{Device->Master) by specified port. Sent
{Master->Master) upon reporting by a
device/port if it has
more than 8 levels.
Sent by a master as a
response to Request
Level Count.
Request String Size 0x0013 | Exrox 0x0093 | Request number cof bytes
{Master->Master) supported by
device/port for a
single SEND_STRING.
Assume 64 bytes if mno
_ _ response.
tring Size 0x0093 j Error 0x0001 | Number of bytes/string
{Device->Master) supported by device.
(Master->Master) Sent upon reporting by
a device/port if it
supports than 64 byte
strings. Sent by a
master as a response to
Request String Size.




St at us

0x0096 Error

(Devi ce->Mast er)
(Master - >M5‘Stﬁb)00/67134

as a response t

0x0001 Sent by device to

updat e naster of

St at us. PC§%§6°,1Q.)§7 mast er

Request Status. Request Device Info 26 0x0017 0x0097 0x0097 Type
of device, (Master->Device) ver si on,
etc including )
sub-devices. _Device Info 0x0097 Error 0x0001
Response to abb¥®%¢ (Devi ce- >Mast &y [¥odid Bespibe teﬁcriptifm 0x(098
None Npne | ndi cates that all —gé%% =2OgVi ce)
previ ousl y re qm@st @blannel ON Status 0x0084 | Erxor 0x0001 | Input channel turned ON
Devi ce Info hf %P"@?%nmastﬂr, statug pegnagdee (EUEH -
Request _ Mast e nel OFF StaPROPekbossLy B r0bT Oﬁ?sgl(}*:gﬁput‘n%%ﬁé&l‘tiﬁ& stdtus of
a (Device- >M1$PEEQ$A)S OFF s@awst e¥sdpast er.
( Mast er - >Mast g t 9 éﬁa%-)cf at-us- 55555055 O%st DIRELEASEINQQ]1 — _0x0041
- . ’ X008 Output turn ON message.
bﬂist er status (Maﬁ%ﬁ% D 5&ce%§k455t ery Vi oss, 1f gevice does not
indicate varipus states (Ivastert>lvast ) suppert channels, then
of a Master Theglpa X000 _gessage jsgonl in
" : ) OQutput CnEHﬁél ONvgth 020096' rror, %0 [ Output turned O) sti&Ps
t he MC'  ( MesmageCorimad) fipld of the| packefessage. n
Message Data g ‘cg):u heeRpl OFFi s 0x008 T heatput vaxgloa'ﬁ[ e Tlengt h
n [ -~ A i maessaga i
VD' (Message Ata) fierd. ng i oA 1iGrc dRTt detr
description of exenplary comman edge| then message is only
31 S -ét put_oJ = Vi %{?- ﬂxﬁ-pri\
3 anne X roxr 1,] Outpur t¥ d OFF
The Qut put Chhsvagls OFF Stat us nessage i & generared| utpus message.
(Device->Master)
Input / Output Channel 0x0088 | Exrzor 00001 { Input and Output
ON Status channel turned ON
{Device->Master) message.
Input / Output Channel 0x0089 | Exxror 0x0001 { Input and Curput
OFF Status channel turned OFF
(Device->Master) status message.
Feedback Channel ON 0x0018 | N/A N/A Indicates the feedback
state the master is
maintaining. Only
generated for Co
Diagnostic purposes.
Feedback Channel OFF 0x0019 | N/A N/A Indicates the feedback
state the master is
maintaining. Only
generated for
Diagnostic purposes.
Level Value 0x000A | 0x008a 0x008A | A levzl value changed.
(Master->Device) or If device does not
0x0001 support levels, then
message is only ACKed.
Lavel Value 0x008R | Error 0x0001 } A level value changed.
{Device->Master)
String 0x000B | 0x0001 0x0001 | Used to transfer a
(Master->Device) “String”.
String 0x008B | Exror 0x0001 }| Used to transfer a
(Device->Master) “string”.
Command 0x000C ] 0x0001 0x0001 | Used to transfer a
{(Master->Device) “Command”,
Command Cx008C | Error 0x0031 { Used to transfer a
(Device->Master) “Command”.
Request Level Value 0x000E | Exror 0x008A | Requests the status of
(Master->Master) or specified level value.
0x0001 | If the level dces not

exisz, the response

message is ACK.




when an Qut put channel is turned OFF from a device/port. 5 Not e t hat

when the nmaster turns a channel OFF, it assunes the channel is
OFF. Ther t he device should not send tphSushh. ein
response to %%Elannel bei ng turned OFF by the master. S
Internally, this triggers an output evesy to occur 10 In the Axcess

| anguage. Message and paraneters: Field Val ue(s)
Description MC 0x0087 Qut put Channel OFF Status
Val ue M 1. . 2] Devi ce Unsi gned 16-bit val ue.

MO 3. . 4] Hmm@ messageLbSlgﬁﬁEiai@dbby vid Weaster or dbL&e . &

System unsi bi.t

Unsi gned 16- b‘ﬁ%&ﬂbe’fecmpt\/%f P 5 S/S&?Fpll\i/?[‘E:han%EF ES%S?%?%' “Pl¢la
(Devi ce- >Mastmrgt ifatch the orfiigénalnpuddQeepst MeHwmguIsl aflll tiy at us

message S Res&,onse %qtge%ﬁ%gfld \mege@n | nput/ Qut put channel is turned ON
a device/port.

from Message and paraneters: Field
Val ue(s? Déssoyaget iapd parametgys: 0x008 I nput/OJt put
channel ON Stratzig—Veatue Vallei L Pheserintion Pevtce Hstgred 16- bi t
val ue. (WD) 3. . 4] 0x000P01 | Acknowiddds vemued 16-DIL_val Ue.

M 5. . 6] ¥o System Werer gned! §abisgt val e MOLZ 8]

Channel Unsigned 16-bit value. 20 | nput / Qut put Channel OFF Status
(Devi ce- >I\/astt‘?r]3 The [ nput/Qut put Channel OFF Status nessage
is gener amdsv\hma@el et 4€lé patieC hapinehei &afslﬂéBEGkh@ﬁF tHeoOm

a device/ port S e _an afaneters:

val ue(s) ﬂ% rﬁﬁﬁ lon sys%mhfﬁﬁ%lce %og Egé mesiﬁgﬁogg es no'lﬁﬁh??Chtput
Channel0 OFF Stl‘aiwsmétaim indicat®B| tha2] a previousDendssage waldnsagmed
16-bi t Valueiroutable by the master. The MessageID field must match
the original message’s MessageID and the Response bit

should be set.

15 Message and parameters:
Field Value (s) Description
MC 0x0002 Nak Value
MD <None> Nothing

Input Channel ON Status {Device->Master)
The Input Channel ON message is generated when a
button is PUSHed or Input channel is turned ON from a
20 device/port or a master.

Message and parameters:

Field Value (s) Description

MC 0x0084 Input Channel ON Value
I MD[1..2 Device Unsignad 16~bit value.
MDf3..4 Port Unsigned 16-bit value.
MD[5..6 System Unsigned 16-bit value.
MD([7..8 Channel Unsigned 1l6-bit value.

Input Channel OFF Status (Device->Master)
25 The Input Channel OFF message is generated when a
button is RELEASEd or Input channel is turned OFF from a

device/port or a master.

Message and parameters:

| Field | value (s} [ bescription ]




30

MD[ 3. . 4] Por t Unsi gned 16-bit val ue. MD[ 5. . 6]
System Unsi gned 16-bit val ue. MD[ 7. . 8] Channel
Unsi gned 16- bk\to (}ﬁ?sllfé PCT/US00/1 7f7
MC X0085 | nput Channel OFF Val ue .. 2]
Devi ce Unsi gned 16-bit val ue. g MY 3..4] Por t
Unsi gned 16-bit val ue. M 5. . 6] System Unsi gned
16-bit val ue. MD[ 7. . 8] Channel Unsi gned 16-bit
val ue. Qut put Channel ON (Master->Device) The
Qut put Channel aAESSage 1S gen ue Ra¥bonse | Descrigellmput chanmgl i s
turned ON from a master. 5 s el pAr anet er s: Field
Val ue( S) cox 1 Nt~ DEVI R MASTﬂf{ NvNNNL
“Réquet 'Conthand s_ze -+ x0014 | Error Ij 0x0094 c}h‘éS’t"n er *’Ey 5
Channel ON Val|{u@aster->Maste . 2] Vi ce ‘ﬁ 18 vial ue.
MO 3. . 4] Por t Urlsi gned 16-bift val Lielsvnfe/gggg forM) 5. . 4]
| System Unsi gned 16-bit val ye. MD 7. . lassune 6¢ byces ietvannel
Unsi gned 16-bift_val ue. Qut put [Channell ON Stann;iSse (Devi ce- >MHst er)
The Qutput Qifgmmes 52 St at us | 08 agerori s 9xfWAg gres/comuapdhdn  an
(Device->Master) . suppor..ed devi
Qut put  channgl (wadrs-->kdsk&led ON |from |a devilce/ poritsent upon raportilﬁp’[b tlhat
when the mastdr turns a channel QN, it |assungs a devidefypreRBninel ijs ON.
Therefore, thg device should not |send t hi g @ﬁgﬁgd@f&ﬁmf§§ponse to
t he channel bging turned ON by the rqaster dtor as a response to
Internal ly, this—triggers —an—tautpu Raquegf; Command Size. | t he
’ equest Le Size . X005 | Exror OxOGQF Requasts the data types
Axcess | anguag€uascer->Master) supported by a level.
Assume BYTE (Type 0x10)
if no response.
Level Size 0x0095 | Exror 0x00C1 | Highest data type
{Device->Master) supported for a level.
(Master~>Master) Sent upon reporting by
a device if it supports
more than BYTE (Type
0x10) data types. Sent
by a master as a
response to Request
Level Size.
Request Status 0x0016 TIror 0x0096 | Request status of the
{Master~->Master) device and or Port.
Status 0x0096 { Error 0x0001 { Sent by device to
{Device->Master) update master of 7.
{Master~>Master) Startus. Sent by midster
as a response to
Request Status.
Reguest Device Info 0x0017 | 0xC087 0x0087 | Type of device,
{Master->Device) version, etc including
sub-devices.
Device Info 020097 Ixor 0x0001 | Response to above.
{Device->Master)
Device Info EQOT 0x0098 | None None Indicares that all
(Master->Device) previously requested
Device Info has been
transferred.
Request Master Status 0x00A Exxror 0x0021 [ Request the status of a
{Device->Master) system master.
{Master—>Master)
Master Status 0x0021 | 0x0001 0x%0001 | Master status. Used to
(Master->Devicel indicate various states
(Master->Mastex) of a Master.

The

(MessageCommand)

“Walue”
required is
(MessageData)

The following

exemplary commands.

Acknowledge

placed
field.

in

is

the

£ield from TABLE A is
field of the packet.

variable

placed in the “MC”

Any Message Data
length  “MD”

a more detailed descriptien of



Message and paraneters: Field Val ue (s) Descri ption
MC 0x0086 Qut put Channel ON Status Val ue

MO 1. . 2] Devi ce Unsi gned 16-bit val ue. retSboAr4!

Port HEPYHa 16-bi t val ue. MD[ 5. . 6] Syst em

Unsi gned 16-bit val ue. MY 7..8] 31 Channel Unsi gned

16-bit value. 20 Qut put Channel OFF (Master->Device)
The Qut put Channel OFF nessage is generated when an

is turned OFF froma naster. Message and paraneters:

Field Val ue('s) Descri tion MC
0x0007 . Qutput chanpnel OFF Valu M) EL 2 Devi ce
Unsi gned 16- bi P“&BPGe.cgcnnel ors §.%Pﬁ] (Device~> aslg(gh Unsi gned

16-bit val ue.

MO 7. . 8] Channel Unsi gned - bi ue, X n
33 WPy SEEEREC R T AL Tf corid O Wron & devige/pory,
of Bytes 5 NoB¥TEhat when the mast@rl@urns alchannel QEHARit assumes

020 . MR OFF g evicd YRR not
0x20 ) the ch%§ E . T ore, é%eé device F ne

0x40 4 send thOsQuessage in regponse to thg channel jpedny turned
Ox4F 4orr py thOUBdzer. Ox9F 8 The

Level Type command IS used to query a device to 5 determ ne the
dynam ¢ range suppofPEBTRYifre Wfeld cBTigefes an output event to occur

10 in the Axcess language.

Message and parameters:

Field Value(s) Description

MC 0x0087 Output Channel OFF Sctatus Value
MD{l..2) Device Unsigned 16-bit value.

MD({3..4) Port Unsigned 16-bit value.

MD[5..6 System Unsigned 16-bit value.

MD(7..8 Channel Unsigned 16-bit value.

Input/Output Channel ON Status (Device->Master)

15 The Input/Output Channel ON Status message is
generated when an Input/Output channel is turned ON from
a device/port.
Message and parameters:
Field Value (s) Description
MC 0x0088 Input/Output Channel ON Status Value
MD{1..2} Device Unsigned 15-bit value.
MB{3..4} Port Unsigned 16-bit value.
MD{5..6 System Unsigned l6~bit value.
MO[7..8 Channel Unsigned 16-bit value.
20
Input/Output Channel OFF Status (Device->Master)
The Input/Output Channel OFF Status message is
generated when an Input/Output channel is turned OFF from
a device/port.
25
Message and parameters:
Field Value(s) Description
MC 0x0089 Input/Output Channel OFF Status Value
MD(1..2) Device Unsigned 16-pit value.
MD{3..4 Port Unsigned 16-bit value.
MD{5..6 System Unsigned i6-bit value.
MD{7..8]) Channel Unsigned 1l6-bit value.

Qut put channel

The MDlubpub6] Channel OFF Syatem messalpsi gnedehérbtédval ue.

#



information is then used to generate nmessages appropriate. to the

devi ce. Level Val ue (Device->Master) 10 This nessage
is used toy gj,ﬁ@t e, to the nmster, that a destesoppwt/ | evel
val ue has change Message and paraneters: Field

Val ue (s) Descri ption Mc 30 0x008A Level Val ue
Change MO 1. . 2] Devi ce Unsi gned 16-bit val ue.

VD[ 3. . 4] Por t Unsi gned 16-bit val ue. MD[ 5. . 6]
System Unsigned 16-bit val ue. MD[ 7. . 8] Level

Unsi gned 16- by¥¢ val ue LEN Yy ES| Input Channel\mi‘u‘éaTwe Unsi gned 81 bi t
val ue. Refer epier—2 pevice —2-5-3-

Val ue (Master 'Eﬂ{’&':\/:E ) System Unsigned 16-bit value. for—an

expl anati on ofmoitu.8! and_the [evehcel Unsigned 16-bif [velug, VD[ 10] . n]
Val ue Dynam cal | y sized. Size indicated by MY9]. 15

String (Mast@ptp@e\Ghamnel ON (Master->DeNacSiring message i s generated by
the master to [The @@%mecl@@érﬁxeq D ifibsage THE fgréﬁ@%t@a @k Thfg 1S

simlar anguage string,, however, the semantics
are de-‘F%‘F%rﬁhameA &fr FRE$H X ééﬁﬁ‘r%)lma%tem context is used 20
to genersate a "control" nessage. This "control" nessage could
cause a | aser Mdksggdlaayepattambegts: pl ayi ng a disc, di splay a
nmessage to theuser—ofthe—system—or — r uses.
. . [ Field Valde(s) escription

The stri ng W g~ 0e CTOomv erted 0120006 Output Channel ON Value
32 MD{1..2 Device Unsigned 16-bit value.

MD{3,.4 Port Unsigned 16-bit value.

MD{S..6 System Unsigned 16-bit value.

MDi{7..8 Channel Unsigned 16-bit value.

Output Channel ON Status (Device->Master)
The Output Channel ON Status message is generated
10 when an Output channel is turned ON from a device/port.
Note that when the master turns a channel ON, it assumes
the channel is ON. Therefore, the device should not send
this message in response to the channel being turned ON
by the master.
15 Internally, this triggers an output event to occur

in the Axcess language.

Message and parameters:

Field Value{s) Description
MC 0x0086 Qutput Channel ON Status Value
MD(1..2) Device Unsigned 16~bit value.
MD{3..4 Port Unsigned lé6-bit value.
MD(5..6 System Unsigned 16-bit value.
MD(7..8 Channel Unsigned 16-bit value.
20 Output Channel OFF {Master->Device)

The Output Channel OFF message is generated when an

Output channel is turned OFF from a master.

Message and parameters:

[Field Value(s) Description

MC 0x0007 Output Channel OFF Value
MD{1..2 Device Unsigned 16-bit value.
MD(3,.4 Port Unsigned 16-bit value.
MD(5..6 System Unsigned 16-bit value.
MD(T..8) Channel Unsigned 16-bit value.




Feedback Channel ON The Feedback Channel ON nessage is

generated for di agnostic purposes only. See the

Di agnosti c I\/ana specification for nore informtj

Message and P S’g@t" rs Fiel d Vall ue(s%bg%ﬁgjélépi"pt i on
0x0018 Feedback3ghannel ON ..

Devi ce Unsi gned 16-bit val ue. MD[ 3. . 4] Por t

Unsi gned 16-bit val ue. MD[ 5. . 6] System Unsi gned

16-bit val ue. MO 7. . 8] Channel Unsi gned 16-bit val ue.

Feedback Channel OFF 10 The Feedback Channel OFF nessage 1is

generated fovailueType Spdbagimﬁlc pur poses only. See the

D agnostic l\%@m Seegidte F‘QT'@FF—&%F—H‘B-F-G—%H—G-FH‘&H-&H.—‘ o

Message and f TEtEeT S, ox10 FT &t d Vatue(s) Desty i ption

M ciaR  0x0019 OxlFeedbaPk Channel OFF MO T. .

Devi ce = bhi MDLR A] Por.t

uUnsi gned 16- b 1.‘:__ ROe 0x21v‘D[ 5 )ﬁ Jyot e —Urrst ot

16-bit val ue.[droNG VO 7. x40 4 ___Channel Unsi gned 16-Dbi T val ue.

15 LaMe¥FE Val e Y Deviced This nessage § s used

to force a | qEPiial-ue—ehangers— 5 Fom-the—raster— 20— el sage

and paraneters: Frerd vatrue(s) DESCrIprion

MC THXGQBR 1 Type E@ﬁﬁ&n&hkgeugbéngg uery a d¥Rlike. 2b

Devi ce Unsi gned 16-bit val ue.

ND! Por t
Unsi gned 16- bietq&mife the dynamigryapges)supported byglag (dgvice. G%%aned
16-bit val ue. informationMDE. tBen used to gereddle messagélsagmeshbriiGtki t
val ue. I\{Pe[ 9(1 . Val ueType Unsigned 8-bit val ue.

to t evice.

Level Value (Device->Master)
10 This message 1is used to indicate, to the master,

that a device/port/level value has changed.

Message and parameters:

Fieid Value (s) Description

MC 0x003A Level Value Change

MD{i..2 Device Unsigned 16-bit value.

[MDI[3..4 Port Unsigned 16-bit value.

MD(5..6 System Unsigned 16-bit value,

MD{7..8] Level Unsigned l6-bit value.

MD(9) ValueType Unsigned 8-bitr value. Reference

Specifiex 2.2.5.3.13 Level Value (Master->Device)

for an explanation of this and the next
field,

MD{10..n} Value Dynamically sized. Size indicated by
MD[9].

15 String (Master->Device)

The String message is generated by the- master to
communicate a String. The format of a String is similar
to a “C Language” string, however, the semantics are
different. A String in a control system context is used

20 to generate a “control” message. This “control” message
could cause a laser disc player to begin playing a disc,
display a message to the wuser of the system, or any

number of any other uses. The string will be converted,



Specifier MD[ 10. . n] Val ue Dynam cal ly sized. Size

I ndi cat ed by MD[ 9]
The Value TWypeswrSpecifier field specifies how the PCT/US00/f19%7 owi ng
dat a (M) 10..n]) is interpreted. The table
below indicates the values of M)9] &2 they correlate to 25 dat a
types. 35
Conmand ( Mast er - >Devi ce) The Conmand nessage is generated by
the master to comuni cate a command string. The format of a
Conmmand is Iar to.a "C Language" string, however, the
semanti cs SEeedbaﬁg B . A Cgm"rgnd in agcont rol system context
i s used The g@wnoat:e C&xan"n@QntGil\Dl ﬁesmage gene-ﬂéllt%d ‘gontrol "
message nt en t he
cont rgl l'ing &é\?gcgsg cné’)(lrpotsﬁi gé'nt roFFed thede@?%@osuc Manager For
exanpl e,5 a compendifoativiRSZ32 mpoet intfghiatdabl e XON XOFF 10 fl ow
control . This conmand affected the .controlling devi ce,
but not the controlled device. Message and paraneters:
Field Messagg/aene (prametepsscri pti on MC
0x000C Co i —Value Value 190} 1 T Detcription Device YRsi gned
16-bit val ue. [ M VD[ 3. 41x0018 FeedB@dk Channel ONUNSI gned 16- DIt val ue.
|\/D[ 5. . 6] i:g ;...2 Q\cht em Deyiece ghe U’Pﬂngbﬁdl’ 15\7%’}‘”‘?31“5-
.4 Port Unsigned 16-bit value,
MD{5..46 System Unsigned l6-bit value.
MD{7..8 Channel Unsigned 16-bit wvalue.

Feedback Channel OFF
10 The Feedback Channel OFF message is generated for
diagnostic purposes only. See the Diagnostic Manager

specification for more information.

Message and parameters:

Field Value (s) Description
MC 0x0019 Feedback Channel OFF
MD{1..2) Device Unsigred 16-bit value.
MD{3..4 Port Unsigned 16-bit value.
MD(5..6 Svstem Unsigned l6-bit value,
MD{7..8 Channel Unsigrned l16-bit wvalue.
15
Level Values (Master->Device)
This message is used to force a level value change
from the master.
20 Message and parameters:
Field Value (s) Description
MC 0x0002 Level Value Change
MD{1l..2 Device Unsigned 16-bit value.
MD{3..4 Port Unsigned 16-bit value.
MD({5..6 System Unsigned 16-bit value,
MD(7..8 Level Unsigned 16-bit value.
MD(9] ValueType Unsigned E~bit value.
Specifier
MD{10..n] Value Dynamically sized. Size indicated by
MD{9].

The Value Type Specifier field specifies how the
following data (MD[10..n}) is interpreted. The table
below indicates the values of MD(9] as they correlate to

25 data types.



VD[ 7] Val ueType Unsi gned 8-bit val ue.

Speci fier MD[ 8. . 9] Length Unsi gned 16-bit val ue.
Nunber of characters in string
(i.e. nunber WO 0V67134 el eREHYIVYR] 5 i s

not the nunber of bytes) VD[ 10. , n] Command Lengt h
characters. in or n*2 bytes) 15 C%Qnmnd Val ueType Specifiers:
Keyword Type Data Type Type Si ze Range

Speci f i er CHAR Arrays " Nor mal "
0x01 8-bit Vafs.i.ahl e s Strin

| ength strings Command ﬁyés Qk >Device) 9 (i.e. an
array The Command message is generated by the ghagliri ateers)
WDECHAR " U&bmecateoéoaomméfﬁd Niring. ndabAlle dLU0CBnabalNGS

Arrays % .€. an arra

charact ers) sa_m:.lar ol (Derge” >pasieg) however, ¥1e semﬂél%n’mand

nessage isS gen?féiéik*@&é%tdevﬁp@omﬁgﬂé in a contdd tNRtERSEEhtek® is
comuni cate a Conmand stri ng. Message and_paraneters:

Field usedVQPuéF§Fra‘eEE% q?ﬁqqgﬁ" messageprs This “control” nygpsc
Command Val ue message Mk 1. @e}nezauy inf@ded® to Ursd@iR@d¥6- btke val ue.

3..4 d 16-bit val 6
SN3[/)[stem] Uns?%’h%’&’]%é'“ﬁl d??a’r‘im ' HoET ene %gc’he'ed de"lce'\l\;gl[ u}éﬁf/]

Unsi gned 8- bi texarhplee, 2 command to an RS232 port miSplecidrnatrle XON/XOFF

34 PASKERSATY. bR ENLLOLIR! IAldle PRYT GRnRUBRLES A5

determ ned by jFjﬁoe StTInNgSl ze nmessag
device, but not the controlled device.

Message and parameters:

Field Value{s) Description
MC 0x000C Command Value
MD(i..2 Device Unsigned 1é6-bit value.
MD(3..4 Port Unsigned 16-bit value.
MD(5..6 System Unsigned 16-bit value.
MD(7} ValueType Unsigned 8-bit vaiue.
Specifier
MD[8..9] Length Unsigned 16-bit value. Number of
characters in string (i.e. number of
elements, this is not the number of bytes)
MD{10..n) Command Length characters. (n or n*2 bytes)
15 Command ValueType Specifiers:
Keywcord Type | Data Type | Type Size Range
Specif
ier
CHAR Arrays “Normal” 0x01 8-bit Variable
: string length scrings

(i.e. an array
of characters)

WIDECHAR “Unicode” | 0x02 16-bit Variable length strings
Arrays String {i.e. an azrxay of WIDE
characters)

Command (Device->Master)
The Command message i1s generated by a device, sent

.to the master, to communicate a Command string.

20
Message and parameters:
Field Value(s) Description
MC 0x008C Command Value
MD{1..2 Device Unsigned 16-bit value.
MD{3..4 Port Unsigned 16-bit value.
MD(5..6 System Unsigned 16-bit value.
MD(7] ValueType Unsigned B8-bit wvalue.
Specifier




Message and paraneters: Field Val ue (s)
Descri ption MC 0x000B String Val ue
MO 1. . 2] /67134 DEVI C€ Unsi gned 16-bit val ue. perusoo YRS - 4]
Por t 000gn]ed 16-bit val ue. MD[ 5. . 6] stem
Unsi gned 16-bit val ue. VD[ 7] 34 Val ueType Unsi gned
8-bit val ue. Speci fier MD[ 8. . 9]
Lengt h Unsi gned 16-bit val ue. Nunber of
characters in string (i.e. nunber of
el ements, thisassnroesshey nunbeanpf format that the device supports as
byt es) mﬁ,@ e t o Stri érg:é ength characters. (n or
n*2 byt es) det eé% Yhg® Vaftﬁ‘e ) §‘p§8ﬁ9%ers; Keywor d
Type Data Type Type Si ze Range
Speci fi er MessagCHAR RargPsters Nor mal " 0x01 8-bit Vari abl e
| ength stringsreeia Velue(s] et Jzidtton
(i.e. an array| Mt 0x0008 String Value
MDI{1..2 L Device n r‘)pm ||16—¥}$ml A i
Char act er S) MD(3..4 W-DECHA ?Pc:t N - UnszErEiE% 15—b31t‘va1‘\:: . -
varil abl e | engt "Mpys.1 EY Y System v | A} Imsigned To-pivtVanidd
(i.e. an array®i7n1W DE ValueType | Unsigned 8-bit valu&llal acl ers)
String (Devicle==Master) ipECi*fuler Thn String nncs;-\ugbn is-generafed by
a devi ce, sent|'T& 1o t h& st er | el altaligi Gal e, o o St 108 0.
Message and pav aneters: Fi el g elements, this is not M@l nrefez)of
Description —|lgmeo—uMc- 2 S hy 0088 - Stiing ol be—
N String . | Length chnaracters., (nor n ytes) ~ -
MY 1..2] g Pevite orstgned 6= or t - vatue. VBE3. . 4]
Por t g’ﬁf%%a]i%e@ybevgbé'@l:;ers : MY 5. . 6] System
Unsi gned 16-Dbit - val ue T?D - Val ueType Unsi gned
) e 3
8-bit val ue. syword Type YP Speiiﬁer. ‘Bpecj TPEr M 8. .|9]
Length LWW x01 NUIMDE[ 8Lkt | variaple length strings
characters in|string (i.eStwanber| of é;a:a :;‘_;;:ray of
el e_rrent s, this I W iOZb)’Jt_ele 16-bit Vazla;l‘@"ﬂ.él'ﬁg:'tsgi}rlngs
String Arrays ediengt | charactefs. (Jnioé. & 2rddyto@ SEDE
String Val ueTylpe—Specifiérs: K9¥Anrd,ﬂf§BHWPﬁFh Type—Type.
Size Range ) Speci f
i er EFRRR Sy (BRpdce—>Na? et > 0x01 8-bi t Vari abl e | ength

strings (i.e.
of charq.cbters)

The String message is Sdrid¥@ited by a device, sent tan array

the master, to communicate a String.

Message and parameters:

15

Field Value(s) Description
MC 0x008B String Value
MD{1..2 Device Unsigned 16-bit value.
_I-_Il)r 3..4 Port Unsigned 16-bit wvalue.
MD([5..6 System Unsigned l16~bit value.
MD(7] ValueType Unsigned 8-bit value.
Specifier
MD({8..9] Length Unsigned 16-bit value. Number of
characters in string (i.e. number of
elements, this iz not the number oI bytes)
MDB(10..n]) String Length characters. (n or n*2 bytes)
String ValueType Specifiers:
Keyword Type Data Type | Type Size Range
Specif
ier
CHAR Arrays “Normal” 0x01 8-bit Variable length strings (i.e.
String an array of characters)
WIDECHAR “Unicode” | 0x02 16-bit Variable length strings (i.e. an
Arrays String array of WIDE characters)




W DECHAR "Uni code" 0x02 16-bi t Variable length strings (i.e. an

Arrays String array of WDE characters) 15

36 .. 9] Lengt h Unsi gned 16- bpérargwbaigsy Nunber

of WJ\@GLI@" characters in string (i.e. .

nunmber of | 36 el ements, this is not the

nunber of byt es) MD[ 10. . n] Command Length characters.

(n or n*2 bytes) Command Val ueType Specifiers: Keywor d

gype Dat a Typ%f[s 9-I]-Vpe S 79Length gn.isjadn%i?bit valu ﬁnbmé ﬂlo . |
peci .- oe -87 : "Nor mal "

0X01 8-bit Vari abl g | ength st;ﬁﬁgfstﬁss??ﬁﬁg'nmei <3§i§byt&)l’i ng

(i.e. an arrayMofio..n) Command Length characters. {n or n*2 bytes)

characters) W DECHAR "Uni code" 0x02 16-bit Vari abl e

| engt h stringsCommand VaAupByre Specifieray (i.e. an

array of WDE Keywozrd Type | Data Type Type Size delWS\T

Request Level (Val ue (Nhster->Nhstqg§§ 5 The Request Le\e

Val ue nessagg=—-s—geharaieo-by - 4&%%3%—{@%ﬁ$&“§ﬁ§—%*ﬁb16V6|

val ue of a | e\,é:FR Arzars” sfgmss gdéb anol8 ﬁ?fr anet @ns.e. i:. a:igy otFi el d

value(s) Do O Nt S SR Request

Level Value | Z2oct™ MO 1.sedifg _ Betitce | rotHSLoMEYTRoDi t vql ue.

MD[ 3. . 4] Por t Unsigned 16-Dbit Vabatesters)

System Unsi gned 16-bit val ue. MO 7. . 8] Level

Unsi gned 16- biRequelsye Level(QValue (Maggest>Maxhgsut Channel Status

(Master-zMaster) rphe Request Levd valRRUYRSsage MEPHbner{BNNK) the Status
nmessage S generated by the master fo request the status of a

si ngl e masghapEC CRINART K€ deNehsvatuenal eutprtl Channel s.

Message and parameters:

Field Value (s} Description

MC 0xQ00E Request Level Value

MD[1l..2]) Device Unsigned 16-bit value.

MD({3..4] Port Unsigned 16-bit value,

MD{5..6 System Unsigned 16~bit value.

MD{7..8 Level Unsigned 16-bit value.
10 Request Output Channel Status (Master->Master)

The Request Output Channel Status message 1is
generated by the master to request the status of a single
Output Channel or status of all Output Channels.

15 Message and parameters:

Field Value{s) Description

MC 02000F Request Output Channel Status Value

¥D{l..2 Device Unsigned lé=-bit value.

MD[3..4 Port Unsigned l6-bit value.

MD{5..6 System Unsigned 16-bit value.

MD[7..8 Channel Unsigned 16-bit valve. 1If zero then the
request is for a status update for all
channels on the specified port.

Request Port.Count (Master->Master)
This message requests, from the destination device,
the number of ports supported by the device. The initial
20 assumption that the master makes is that each device in
the system has one port. If the device does not respond,

the master assumes that it has one port.



15 - Messag
Descri ption
St atus Val ue
MD[ 3. . 4]
System

Unsi gned 16- bi
request

e

WO 00/671P% t
Unsi gned 16-bit val ue.
| f zero then the
is for a status update for al

t val ue.

and paraneters:
Me

Unsi gned 16-bit val ue.

channel s on the specified port.

(Mast er->Maste

r)

Thi s message requests,

Field Val ue('s)
Ox00F Request Qut put Channel
Devi ce Un5|gned 16- b|t value

CNUﬁBP
57 MI7..8]

Request Port. Count

device, Mesggggngp%%jgg?ggggs supported by the device. The init
20 assunptlo (a kes is that _each device
a o010 L o
the system hasﬁ —port- fee-dat ot Yo t-he
nmast er assunesppEtzy t—1mas ong DMEA Unsigned 16-Fit valiue.
37 (WESSan€Ee _and palaysérer S: | Unsigned f§-el(value. Val ue(
Description MC ‘ 0x0010 Request Port Count Va
MO 1. . 2] PoPevieent (DevigespPlYasteno-Mastergbtiester) MO 3. . 4]
System

Mast er - >Mast er)

nessa

Uns'gnedTﬁ§sbhEs¥§§Mewz the resE@ﬁgec?PQQ QEﬁM§€@r>%gsk%E

froma master

he response

Channel

fromthe destination

i al
in

s)

ue

to the Regyrest Pepy (CQUBEnMefEase ‘ﬁﬁbvelt ipt SPRL S¥At2 IREYAGevi ce
upon reporti ngupémtbeo@l&vucge iFaghBDEEv i RNRoRO! than one pertMessage and
par anet er s: Val ue (s) Descri ption

Message and parameters:

Field Value(s) Descriprion

MC 0x0096G Port Count Value

MD{l..2) Davice Unsigned lé~pit value.

MD({3..4) System Unsigned 16-bit value.

MD[5..6 Port Count | Unsigned 16-kit value.

10

Request Output Channel Count (Master->Master)

This message requests from the destination device,
the number of output channel supported by the specified
device/port. The initial assumption that the master

15 makes is that each device/port in the system has 256
channels.
Message and parameters:
Field Value{s) Description
Mc 0x0011 Request Output Channel Count Value
MD[l..2 Device Unsigned 16-bit value.
MD{3..4 Port Unsigned 1l6-bit value.
MD({S5..6] Systemn Unsigned 16-bit value.
20 Output Channel Count (Device->Master, Master->Master)

This message is the response from a master to the
Request Output Channel Count message above. It is sent by
a device/port upon reporting if the device has more than
256 channels.

25

Message and parameters:

Field Value(s) Description

MC 0x0091 Output Channel Count Value
MD{1l..2 Device Unsigned 16-pit value.
MD{3..4 Port Unsigned l6-bit vaiue.
MD{5..6]) System Unsigned lé-bit vaiune.




MC 0x0090 Port Count Val ue MO 1. . 2]

Devi ce Unsi gned 16-bit val ue. MD[ 3 . 4] System

Unsi gned 16- byaeoo@isde. 10 MD[ 5..6] . Port CoumCT/uEhgiied
16-bit val ue. Request Qut put Chgpnel Count (Master->Master)

Thi s message requests fromthe destination device, : t he nunber of
out put channel supported by the specified : devi ce/ port. The
initial assunption that the master 15 makes is that each
device/port ¥pE system —256 SEheRnets Message
and paraneter e Field §§§;1 mﬁlmmdﬁsb’( ){1 Descri ption MC
0x0011 2t Count \al up MO 1, . 2]

Devi ce Un5| ned 16-bit val ue. 4] Por t

Unsi gned 16- bﬁgQVSFEeLevel C°“n“N¢T%FTﬂr >Mas er) System Unsi gned 16- bit
val ue. 20 CQut phiis Ghessje CaigilesEBDeViEES >A@ét@£stll\ﬁ3;t;%- ARster)

Thi s nessage k t he %S ons fron1q master to é Request, Cutput
Channel Count “HBss&JE°8 ov@ 1qvelsensupported by, &b cRFSEEIBHON

reportirg if ﬁheldempqmi hamcnumétkk&unssumptionZBﬁa@rmﬂﬁuﬁasterZQakes
Message and parapgeter Val ue ( scription
NC 3haLRA %’6&1“‘“&{%’@ g}nar?}r%gl SYSUAL Do gaont “levels; 1301, . 2]

Devi ce Unsi gned 16 bit val ue. MD[ 3. . 4] Por t
Unsi gned 16- bybs¥@bdl&and paramertdE 5. . 6] System Unsi gned 16-bit
val ue. 38
Field YYalue (s} Description
MC 0x0012 Request Level Count Value
MD({1l..2 Device Unsigned 16-bit value.
MD{3..4 Port Unsigned 16-bit value,
MD{5..6 Svstem Unsigned 16-bit value.
10 Level Count (Device->Master,Master->Master)

This message is the response from a master to the
Request Level Count message above. It is sent by a
device/port upon reporting if the device has more than

eight levels.

15
Message and parameters:
[Field Value(s) Descziption
MC 0x0092 Level Count Value
MD[{:..2 Device Unsigned 16-bit value.
MD[3..4 Port Unsigned 16-bit value.
MD[5..6 System Unsigned 16-bit value.
MD[7..8 Level Unsigned 16-bit value.
Count
Request String Size (Master->Master)
This message requests the number of elements per
20 string and the string types supported by the device/port.
The initial assumption that the master makes is that each
device/port in the system supports 64 elements/string and
only supports 8-bit character strings.
25 Message and parameters:
Field Value (s} Description
MC 0x0013 Request String Size Value
MD{1..2} Device Ungigned 16~-bit value.
MD({3..4 Port Unsigned 15-bit value.
MD(5..6 System Unsigned 16-bit value.




MD [7..8] Qut put Unsi gned 16-bit val ue.

Channel Count Request Level Count

(Mast er - >Mast er) Thi s message requests, from tination
devi ce, WO0/6id34 nunber  of | evel s  supported by E?wag(?o?mw
specified 5 device/port. The initi gb assunption that the master nakes
I's that each device/port in the system hasS eight |evels. Message
and paraneters: Field Val ue('s) Description MC
0x0012 Request Level Count Val ue MO 1. . 2] Devi ce

Unsi gned 16-bit val ue. MO 3. . 4] Por t Unsi gned 16-bit
value. MiSg Hize (D ice53ﬁ§§¥gr,MH?%EgnfﬁE§é§ It value. 10

Level Count (DeV|lceg- >l\l/azst e(r,eK/ast er - >Mast er o) This nmessage is

the response from IhigstRASPFe He the resppaprestroieve| MESLAT Hesddge
above. It is sgffud¥k astring si0RVI RELRREL WRRRlEPPFting kbntheydey ce has
nore than eight levels. 15 | . Message and paraneters:
Field 5 devizq/pOES) UATScFEPRToIRY 1f thge device/port  SURBQIIG?
k/g\[/el O]ount Vahétes than 6UDbi:te2]st§ingsbor Q@lﬂecethanU@it&rtedcﬂﬁri&ﬂeer ue.
3..4 . Port nsi gn 16-bjt val ue. 5.,6] .
System  Unsi ghed-288- b 7§ hé{‘g the B /5 ."8‘]"%er of ele}fl\f/%’éfis'gr%i gned
16-bit val ue. the device supports and the Gypet cf strindgBeguepbrSeding Size
(Mast er - >Mast er) | s . 1 eq th u
el ements per 20 NOtesttrl'fan“:g “é%- tﬁgggg?lgﬁﬁl?ingggés%peﬁdrtg%gbgig?%e &
device/pért. the mesFhgei miifllalbeasdanprinored hhy tiie nemalkemmakés the t hat

each devl GRIPU e iy 1S &S YSIZB AURP Y S84 &l AR S Sthd Ngnand

packet size supported by the low-level bus protocol.

Message and parameters:

Field Value(s) Description .
MC 0x0093 String Size Value
MD[1..2 Device Unsigned 1l6-bit value.
MD[3..4 Port Unsigned l6-bit value.
MD(5..6 System Unsigned 16-bit value.
MD{7) ValueType | Unsigned 8-bit value. The String ValueType
Specifier | Specifiers supported are ORed together into
this field.
MD[B..9} Length Unsigned 16-bit value.
15
String ValueType Specifiers:
Keyword Type | Data Type | Type Size Range
Specifie
r
CKAR Arrays “Normal” 0x01 8-bit Variable length strings
String (i.e. an arzay of
— characters)
WIDECHAR “Unicode” { 0x02 l6-bit Variable length strings
Arrays Stxring (i.e. an array of WIDE
characters)
Request Command Size (Master->Master)
This message requests the number of elements per
20 command and the string types supported by the
device/port. The initial assumption that the master makes
is that each device/port in the system supports 64
elements/command and only supports 8-bit character
arrays.
25

Message and parameterxs:

[Fiela | value(s) | Description )




only supports 8-bit character strings. 25 Message and paraneters:
Field Val ue(s) Descri ption MC 0x0013
Request String Size Val ue MD[ 1. . 2] Devi ce Unsi gned 16-bit
val ue. WONp7334 4] Por t Unsi gned 16-bit vaka®Uso/11797

MO 5. . 6] System Unsigned 16-bit val ue.

39 String Size-(Device->Mast &9 Mast er - >Mast er) Thi s

nmessage is the response froma naster to the Request String Size

message above. It is sent by a 5 device/port upon reporting if the

devi ce/ port sipports pre than 64 byte strings or nore than 8-bit
h t MC et vl oo Le | OXGOLd agues i R tri

char ac .er' MD{1. 92! | HOS:  T U] Bewidd! 15| brstonadre-Brt valus, . rng

t he devi ce sup@ua and_TNe_TYFeS 0l bidsidiBs 16BPPWHILED. Nat e

t hat when tran#PiBriaing nessageSvstephe E¥npégned 16-blr valueiNe nessage W11 | be

determned by the smaller of the maxi mum string size supported
by the devi ce GavhamslSiam (Device-dMasker)size supported by the | ow| evel

bus protocol . his Massage apdy gl : iLels

Val ue(s) Déscri pt Ton® 9!\/[:, Re &{édxc%.gﬁn 2 Iégt%rl?ﬁé &, &5%al ue
MD[ 1. . 2] Requesgdy j Cammand i 2fn SIS I5i takpyieye. - It is yEnd by a

Por t 5 Unsiqgya@e)politt utinlereporting MY Sthb] device/posYSistiBbor¥asi gned
16-bit val ue. n ND[JJ byt Val ueType Unsi %ned 8-bhit value. The
String Val ueTyjfge than yte commands orggoreritdan S5bcitt iBeLastBbor t ed
are ORed t ogetdvenmaindiso It returns the maximum hilxisedf | el £

MY 8. . 9] elemle%@gt/gomé@é ! Qﬂ%d éIeQr'ip:iet svt%p%efts and the types of

strings supported.

10
Note that when transferring messages, the size of
the message will be determined by the smaller of the
maximum command size supported by the device and maximum
packet size supported by the low-level bus protocol.
15
Message and parameters:
Field Value (s) Daescription
MC 0x0094 Command Size Value
MDf1..2 Device Unsigned 16-bit value,
MDI3..4 Port Unsigned 16-bit value.
MD{5..6 System Unsigned 16~bit value.
MD({7} ValueType | Unsigned 8-bit value. The String ValueType
Specifier | Specifiers supported are ORed together into
this field.
MD({8..9] Length Unsigned 16-bit value.
String ValueType Specifiers:
Keyword Type | Data Type Type Size Range
Specifie
x
CHAR Arrays “Normal” 0x01 B-bit Variabla length stzings
String (i.e. an array of
characters)
WIDECHAR “Unicode” 0x02 16-bit Variable length strings
Arrays String {i.e. an array of WIDE
characters)
20 Request Level Size (Master->Master)

This message requests a list of data types supported
for the specified level. The initial assumption that the
master makes is that each device/port/level only supports

8-bit unsigned values (BYTE Type 0x10).



15 String Val ueType Specifiers: Keyword Type Data Type Type

Si ze Range Specifie CHAR Arrays

" Nor mal " 0x01 8-bit Vari abl e length strings

String WO 00/67134 (i.e. an array of PCT/US00/11797

char acters) W DECHR "Uni code" 0x02 16-bit Vari abl e

| ength strings Arrays Stringl (i.e. an
array of W DE characters)

Request Command Size (Master->Master) This nessage requests
the nunber of elenents per 20 command and t he string types
supported by t he device/port. The initial assunption that the

master nakes Message iahdt patameidrsdevi ce/port in the system supports 64

nd and onlas cunnnrt o &__b;_;___g_h_a_r_a tar
el ement s/ co ‘Field 7 7 7 value (S ] Deseription NN e <,
arrays. 25 [wc SAITE] KdqRest Level Sizd NEIu® ver ue
(s) Descri ptiMom..2 Device Unsigned I6-bit value. Z0
MC MBIB0N14 Re st a@g&n § 2rbirgajue. M1 2]
Device  Unsi gt Hbi-—vatue e — o Mt ehh e ——Port Gasi gned
16-bit val uve. VO[5 - 0] System OnsTgned 16- bt vatoe.
Command Size (L¥¥dIC&iMagbeFice->Master,MastediMagdREgage is the response,
froma device, to the Re ueé;[ Command Si ze nmessage above. It is
sent by 5 devisc 1575PE e d%o & JFURINE  GHOT theRaweRA ck? pbhe
supports Request Level Size message above. . It is sent by a

device/port upon reporting if the device/port/level
supports more BYTE (Type 0x10) levels. It returns a list
of data types supported by Level.

10 Note that when transferring levels, the master will
typecast from larger sized types to the largest type
supported by the device. For example, if the users
Axcess? program sends a FLOAT to a device that supports
only BYTE,CHAR, and INTEGER types, the master typecasts

15 the FLOAT to an INTEGER before sending tc the device.

Message and parameters:

Field Value (s) Description

MC 0x0085 Level Size Valiune

MD{1l..2 Device Unsigned 16-bit value.

MD[3..4 Port Unsigned 16-bit value.

MD{5..6 Systen Unsigned 16-bit value,

MD{7..8 Level Unsigned 16-bit value.

MD(9] Count of Unsigned 8-bit value. This is the count of
ValueTypes bytes to follow where each byte represents

a supported level type. _

MD[10..n} List of Unsigned 8-bit array of ValueTypes.

ValueTypes

ValueType Specifiers

Type Specifier # of Bytes
BYTE 0x10 1
CHAR Ox1l1 1
WIDECHAR 0x20 2
INTEGER 0x20 2
SINTEGER 0x21 2
ULONG O0x40 4
LONG Ox41 4
FLOAT Ox4F 4
DOUBLE 0x8F 8

20

Request Status {Master->Master)



nore than 64 byte commands or nore than 8-bit character commands.

It returns t he maxi mum nunber of el ement s/ command

t he devi ce supports and the types of strings supported. 10

Not e that whwaoots7amsferring nessages, the size of REFUSHRATGge wil |
be determ ned by the smaller of the maxi num command si ze supported
by the device and nmaxi num packé@ si ze supported by t-he | ow 1 evel
bus protocol. 15 Message and paraneters: Field

Val ue(s) Description MC 0x0094 Conmmand Si ze Val ue

1..2 ' ' 6- hi t
I\P/(I:))Et ] Unsi gne%%%?%‘fa?s?/%?zég&%dsé’ 5 thg 8] des“matégg’ev " Unsi gned

16-bit val uethe statuldDpf]the device o:\mnreType Unsigned 8-bit value. The
String Val ueType Specifier Specifiers supported
are ORed together into this field.

M 8. . 9] Messagengt$h paragediegded 16-bit val ue. String Val ueType
Specifiers: r¥iema KeyWor @ vagpRE) Dol PoeiydFion 1YPE o ZE Ramny
Specifie MC __ CHAR Arr ay9x001& Nor pj Reques)§EEEus Code Jlajuef Variab | engt h

stri ngs MD{1..2) D: E# nn Unsigned 16~bit value. {, y Of
3 W ' = LT '3“"3'““”

characters) |"©% w DECHA TS Uni clog S*Zﬁi‘quﬁ it vale ISR OVAR ablle

| ength string8ois..6; Al T dgssten St i Unaifned 16-bit value, (1. e lan

array 0¥ W DE ‘ characters) 20 Request Level Size

( Mast er - >MastSgrfus (Devica->MastigirgMppsermdiaséguests a |ist of data types

suppor t ed 7hot hRssspeciti edel e-\é%lponIQefk:&‘nt balnaateWNRld Ofhd hat the
master makes is that each dévice/port/level only supports 8- bi t

unsi gned val RESINEBYTESTRARYE (hOrs . message above. . [ Ssent by @

device/port if the device/port needs to update the master

10 of a status change.

Message and parameters:

Field Value(s) Description

MC 0x0086 Status Code Value

MD{l..2 Device Unsigned 18-bit value.

MD{3..4 Port . Unsigned 16-bit value.

MD{5..6 System Unsigned 16-bit value.

MD[7..8 StatusCode Unsigned 16-bit value. If port=0 then
status of device instead of porct.

MD[83) ValueType Unsigned 8-bit value. Type of

| Specifier StatusString.

MD(10..11; Length Unsigned 16-bit value. Number of
characters in string (i.e. number of
elements, this is not the number of bvtes)

MD[12..n] StatusString Length characters. (a or n*2 bytes)

Request Device Info (Master->Device)
15 This message requests device specific information

from the specified device.

Message and parameters:

Field Value(s) Description

MC 0x0017 Request Device Info Value

MD{l..2) Device Unsigned 16-bit value.

MD{3..4) System Unsigned 16-bit value.
20 Device Info (Device->Master)

This message is the response to the Request Device

Info message above.



41 Message and paraneters: Field
Val ue(s) Description MC 0x0015 Request Leve

Si ze Val ue 1..2] Devi ce Unsi gned 16-
MO 3. . 4] WO /6758 ¢ Unsi gned 16-bit val ue. m}‘ﬁ%ﬁ
System Unsigned 16-bit val ue. N [7..9] Level Unsi gned

16-bit val ue. Level Size (Device->Master, Master->Master) 5
This nessage is the response from a master to the Request
Level Size nessage above. . It is sent by a devi ce/ port upon
reporting if the dgyéfequgtiéigyﬂ bit field supgg&ﬁsbgprgngyggtégyﬁe 0x10)
| evels. It returns a Tist of data types supported by Leve 10
Note that wheplgRarafRaSh f frBgEiQnalitye master will t ypecast

from larger sizegyrtyges déamtehaand asgssaevﬂc)épethat conta$iPpeeted by
t he device. For _ exanpl e, If the AXcess2 program

sends a FLOPFOSFIFRMaPIfe\RIEStIPRLE c%ﬂﬂﬂﬂﬁqﬁ§ within the, der ISFERAAR  and
| NTEGERSt ypesfol hewimstaifdritaeaant 5s dédplied:the FLOAT to an I NTEGER before

sending to the device. . _ Message and arane S: Field
Val ue(s) Descr#?ﬁ??ﬁfD - Anhmgghfl tniqle %gég the devige) gjze

Val ue MpdtiPler that idBeviifies this un&mgﬂedelﬁﬁtﬁﬁfommauion

MO 3. . 4] Port 6- bj t

Syst em H}]SI gned ufgdb tio {l%tgz%%q ]‘a mefar‘xag] ‘device hz:iéqa chy

Unsi gned 16- bEervddsmlay to theMpief. Count of Unsi gned 8-bit

value. 1phi s is thepLQUAlrdf — an  8-bit value that AHAGIARGS anbytes to
fol |l ow where each byte represents_
existing ObjectID. If 0, then this object has no parent.

ManufactureID- A  16-bit value that uniquely
identifies the manufacture of the device.
DeviceID - A 1l6-bit value that uniquely identifies
15 the device type.
Serial number - A fixed length field 16 bytes long.
FWID (Firmware ID) - A 16-bit value that uniquely
identifies the object code that the device requires.
Version - A NULL terminated text string that
20 indicates the revision level of the re-programmable
component.

DevicelID String ~ A NULL terminated text string that
indicates the name or model number of the device.
Manufacturer String - A NULL terminated text string
25 that indicates the name of the device manufacturer.
) Extended Address Format -~ An 8-bit wvalue that
indicates the type o©of device specific addressing
information to follow.
Extended Address Length -~ An 8-bit wvalue that
30 indicates the length of device specific addressing
information to follow.
Extended Address - Extended Address as indicated by
Extended Address Type and Length.

35 Message and parameters:



a supported | evel type. MD[ 10. . n] Li st of Unsi gned
8-bit array of Val ueTypes. Val ueTypes
Val ueType Specifiers Type Speci fier of Bytes
BYTE WO 00/67341 0 1 CHAR 0PET/USO/I1797 1
W DECHAR 0x20 2 | NTEGER 0x20 2
SI NTEGER 0x21 2 BAONG 0x40 4
LONG 0Ox41 4 FLOAT Ox4F 4
DOUBLE Ox8F 8 20 Request Status (Master->Master)
42 Thi S Sag 1 1 1 ce
Field F Value(s) ﬁescr-atxqp ’
the stat us of rfgrée—deviceorTpmntT Device nREssage—antparaneters—
Field MD{1..9@l UE(S) | DevicdDESCI|IUPIigREA 16-bit valuelVC
0x0016 MRdedi St at X B8R \/a| |ydinsigned 16-bij[yalue. D] Devilce
; 4 MD 8 Flag -bit bit field.
Unsi gned 16- bif t €a| ue. ND[ 3. t 0 - If sef, tEQJ Inessage was geneug'.%hgred
16-bit value.| If port=0 theén in response te a button press while
requesting st us of device = gﬂmtﬁy mRfie is active. System
h ) b ciectI K i 1 4 o
Un$| gn6d 16- b: fég 'Y L‘IT tHe 5 Pall':entID St ‘?Iﬁg{g::ﬁ% izcv‘ga‘l&jvnaol er—vestet Mgt er)
Thi s nmessage [Ho(BIEGT ESPONSEMIGADIN a T Wbiighed 1B Cralue, at us
Code nessage Wb .12] |t | g BevihgelBy o Unsigned 15-bidmal\{e¢a/ pnart_if the
. ) Y ¥ i
devi ce/ port n¢&YE3 8 updat e| EHAINHEE /€ PIEP® °f B2ty RTRE JPh S URYhGS:
MD{29..30] FRID Unsigned 15-bit value.
MD{31l..n} Version CHAR array, NULL terminated, containing a
version string. Generally, in this format:
“vl.00\0”
MD{n+l..p] DeviceID CHAR array, NULL terminated, containing a
String mcdel number. Generally, in this format:
YNXC-232\0"
{NetLinx Card- RS232)
MD([p+1..q) Manufacture { CHAR array, NULL terminated, containing the
String mfg.’s name. Generally, in this format:
"AMX Corp/0”
MD{q+1} Extended 8-bit value. Used to indicate type of
Address extended address to follow.
Type -
MD(q+2] Extended 8-bit valu=, Used to indicare length in
Address bytes of extended address to follow
Length _ _
MD{q+3..r} Extended Extended Address as indicated by Extended
Address Address Type and Length.
Extended Address Type
Type Description
0xC1 Neuron ID. Length will be 6 and address will be the 48-
bit Neuron ID of the device.
0x02 IP4 Address. Length will be 4 and address will be the
4-byte IP address of the device.
0x03 AXLink Connection. Length must be 0.
0x13 RS232 Connection. Length must be 0.
All others Reserved.

Device Info EOT (Master->Device)

5 This message indicates that all data (Device Info
messages) have been sent as a result of a Request Device
Info message. This message indicates to the requesting
device that all Device 1Info information has Dbeen
provided.

10
Message and parameters:
Field Value(s) Description
MC 0x0093 Device Info EOT Value
MD(1..2 Device Unsigned 16-bit wvalue.
MD(3..4 System Unsigned l6-bit value,




Message and paraneters: Field Val ue( s) Descri ption

MC 0x0096 St at us Code Val ue MO 1.. 2]

Devi ce Unsi gned 16-bit val ue. : MD[ 3. . 4]

Unsi gned 16- BY® %48 fife. M 5. . 6] Syst em Pﬂm@ﬁéf.@hed
16-bit val ue. MD[ 7. . 8] ggatustde Unsi gned 16-Dbit
value. If port=0 then status of
devi ce instead of port. MD[ 9] Val ueType Unsi gned
8-bit value. Type of Speci fier

StatUSString-Regﬁest Ma YPEA 05t 2ebs (DeviceL§ﬁ§§€Er,MasterL@ﬁéc 16- bi t

val ue.  Nunber . ) aracters in
string (i.e. numbefhép message requests that the| agshes, teKPsnfswabh t he

number of bytesk status. Mdehérally, MasterShﬁkﬁﬁéﬂrﬁégkadé”mﬁfl be

characters. (n_or n*2 b%/t es) Request Device_ ™ Info
(Mast er - >Devi ¢@soligited, this meﬁﬁagv ﬁésé&@lﬁ*d“? dPFeSPEPLletRAE T

specifics information fromthe speci fi ed device.

Message and par aneters: el d Val ue('s) Description
MC ssagﬁxﬁﬁ.dﬂparaneteﬁgquest Devi ce Info Val ue MY 1. . 2]
Devi ce Eghsqi gned 16-DI tgaéagﬂq]e DescriptiodD] 3. . 4] System

Unsi gned 16- bp=value 20 == Do LEeIuqspfigate 2

Thi sgrressage %D[%‘férl eSPponstT srﬁ:e’filc R \;S’égoptp 6.\?|1galue' tnfo-nessage
above. 43 Flag -

A 16-bit bit Maskdr StE&@ﬁ Mastardi>Ogréseallaster->Masitgge aspect of

functionality. This messEQE €3CRndewidog9d $4b ~q11%v'p&%ufelaet MagRERI NS re-
progrannebl e el ectronic corrponents WI thin"the device, the fol |l ow ng

i nf or netd on | StREPFi @ssage above, bpp perppcoTRANBY bW%lthﬁuée{’W P¥in the
devi ce) the master unsolicited.

Message and parameters:

Field Value {s) Description

| MC 0x0021 Master Status Value

MD(1..2 System Unsigned 16-bit value.

MD([3..4 Status Unsigned 16-~kit value treated as bit
fields, See below.

MD([5..n} StatusString | CHAR array, NULL terminated, containing a
text description of the status. For
example, “Master Reset”

15 Master Status is defined as follows:

Bits 1 & 0 are encoded as shown in the table below.

Bit 1 State Bit 0 State |} Meaning

0 0 Resget

When a device receives this status of the
master all channels on the device should be
turned off, all levels should be set to
zero, and the device shall enter the
“unconnected” state {see the Device &
Master Communication Specification}.

0 1 Reload

When a device receives this status of the
master, it must stop sencding messages to
the master until the master’s status
becomes Normal. No channels are turned

off.
1 [} Undefined
1 1 Normal

Upon entry in to the Normal state, the
device must report that it is or-line and
any channels that are ON, or non-zero
levels must be reported to the master.

Bits 15-2: Undefined should be zerc.

20



identifier that identifies this structure of information. This is

used to construct an internal device hierarchy for display to t he
user. 10 ParentID - An 8-bit value that reference

existing Qbj ea®@6738 0, then this object has no parent. PCTAU 00“1797
ManufacturelD- A  16-bit val ue that uni quel y I dentifies the
manuf acture of the device. Dé\?l celD - A 16-bit value that

uni quely identifies 15 t he device type. Seri al nunber - A
fixed length field 16 bytes |ong. FWD (Firmnvare I1D) - A 16-bit

val ue that uni Ifies the object code that the device
requires. ‘B&!S!;Xos'vc MalrQ%réEA NULL term nated text string that 20

i ndi cates the reviséonfolkewing ofmessggesr eﬂpftﬂ-ggnaﬁﬁablféom or @EHfponent.
DevicelD Stri ng fh%@m{]e&} @gig&qio;@g Mk Bg. t hat i ndi cates the
name or nodel devic Manuf acturer String - A NULL
t er m nat ed text st rThe P3agnoghhe M’?&ﬁéa?és widd nbfre BEEteRe ?fé%’c%-

manuf act f er. guring/afteEXtt@Rdedi4Hesess Rl speldfidatlidn vial ue

t hat indicateS the type of device specific addressing
i nformation toCSPBPEBLE- Extended Address Length - An 8-bit
val ue that 30{CommdnBdlCatesS { M&ue ] engi[lves@iptidkeVi C€ _ Spec] TLC addressi ng
i nf or nat I on to ggtinewnlagFOStlc OXOIOEXt end:lessamja*sg'é%/c-:zgx sever. ess as
i ndi cated by 9Ext ended AQdress TyQGesnd ibEBgl bl oeeidb.  the ﬁ&agas and
par anet ers: are generated internally within the
i \/al alc) ceriAymagter.
Fi el d Request 351.{2;‘2’1&%& Ox?)@@l"" ""M'Reqisters th send:.nc‘"&év:.ce with the
0x0097 Devdss@atidi 0 Val ug¢ di ic air\age: such that ©@yic6Eic
Unsi gned 16-bi{_val ue 01'\“ 3 zg};formanon be Se’qu\(FilF gpyree deviceyngi dned
; Request Devic 03 * steg rgsponds with Device
1_6_ bi t val ue. lige_ R’DF%- . 81 nessaﬁ (éﬁfor each dev:.té cﬁf:tenillytonh el d.
Bit O - If set|{ this nessage \as gener gtiegk and the number of ports fox each
in response tola hutton presstwhileg device.
. eq; .Devicks On- | O0x0109 Indicates that all on= ne de ce i
8-bit val ue. Request Devive)] 8] | 0x0104 Masdar-estohds with ams;egn@g n@sﬁgggs
val ue Status that indicate the current state of
) device.
Request Device 0x010A Indicates that all Device Status
Status EOT information has been sent.
Request 0x0105 Requests the entixe list of device/ports
Asynchronous currently in the Master’s asynchronous
Notification List . notification list,
Asynchronous 0x0105 Contains a single entry from the Master’s
Notification List asynchronous notification list.
Add/nmodify 0x0107 Rdds or modifies an entry in the Master’s
asynchronous asynchronous notification list.
Notificaticn List
Delete asynchronous | 0x0108 Delete one or all entries in the Master’s
Notification List asynchronous notification list.

Internal Diagnostic String
This message is used by tasks within the master to

10 log/display error or diagnostic messages.

Message and parameters:

Field Value{s) Description

MC 0x0101 Ianternal Diagnostic String ]

MD(1..2) Object ID Unsigned 16~bit wvalue. Values defined in
the Constants & IDs specification document.

MD{3..4 Severity Unsigned 16-bit value.

MG (5..n Diagnostic | CHAR array, NULL terminated, containing a

String text description of the error. For

example, “Self-test failed #2”

Request Diagnostic Information
15 This message is used by the IDE to request that

diagnostic information be sent to the requesting device.



MO 9. . 10] M gl D Unsi gned 16-bit val ue. MD(1..12]

Devi cel D Unsi gned 16-bit val ue. MD[ 13. . 28]
Serl al Nunbe 16 s of data. Format not defined yet.

%026%33 FW D Unsi gned 16- bi tPC\.)rz:l[IIstj)g/ll797
ND[ 31..n] Ver si on CHAR arnay, NULL term nated, containing a
version string. Generally, in this format:
"v1.00\0" MD[ n+1. . p] Devi cel D CHAR array, NULL
term nated, containing a String nodel

nunber. General byy EDayhbstd arrdatset, unsolicited diagnostic messages

" NXC- 232\ 0" t Linx

RS232) of thpy sRecifted typel(s)\widfBEuPERt Ciﬁ\Rt%ér L\g‘if‘flmcafp

t er m nat ed, C(allualb’ﬂﬁ’sg dhe zero, then no diagnostic mess8geingll be nfg.'s
name. Generall this. farmat:

"AMX Cor p/ 0" eht {" h?\/[ieqvoﬂ'}fi ' Ext ended 8-bit value. Used
to indicate type of Addr ess ext ended
address to fo . Type MD[ q+2]

Ext ended g %S?g ?rﬁ%.parameée;: (chI cate length in u

Addr ess :#&_oi_.ext-e-m;l-é%g—ﬁzu ldreq e*cﬁ‘“‘tm“' O - —ehgH

MD[ g+3. . r] fExtended ;{a; Exter 1 ended
Addr ess Ado[r ess Type amd Length.|o - Enable Intefbel dpaimdstAddresss Ty|c e
Type ngm., olion 1-15 D)?édfflned (must be 0) Net+er—t D.

Length will be 6 and ﬁgdr ess OV\A1| | be the 48-

bit Neuron | DR&F £fik Yoy 0x02 | P4 Address.
Length will be 4 andiaddesssyeniilsl uisedthe the IDE to request a list of

4- byt e addre s _of Vi amad N . Ay bk
Conect16n BaseR AR s the r“ce&’g’ggo NetLink masterp, Bhé
Connect i on. Imlsgtaln wiudl bespond with Devige| IpfRemsssage(s) fppsepcled.

Devi ce | nfo EQE@WQthgrfgﬁWifxanllﬁi In additionlNii® JIB3S@agerhodigates

t hat all data vice ‘Info rressages) have been sent as a
result of a R@@G@s?ol}}éwwsage for eaghidpvigessage. This nessage
indicates to the requestl ng devi ce t hat al | Devi ce

I nfo i nformation ha been provi ded. 10

Messageland paleasagerand parametersFl eld Val ue(s)

Descri ption Field \Y%® Value(s) Desw Device Infao EOF Val ue
MO 1. . 2] MC Device 0x0103 Unsi-icfs = tge.

Request Devices Online EOT
This message indicates that all requested devices
from the Request Devices Online message have been sent.
20 This message is used by the IDE to determine when all

online device information has been received.

Message and parameters:

Field Value(s) Description
MC 0x0109 Request Devices Online
25 Request Device Status

This message is used by the IDE to request the

status of the specified device. The master responds with

Output ON messages for each output channel that is on,
Feedback ON messages for each feedback channel that 1is

30 on, etc. See the Diagnostic Manager specification for

more information.



MO 3. . 4] System Unsi gned 16-bit val ue.
45 Request Master Status (Device->Mster, Mast er->Master)

Thi s message requests that the master respond with its status.

General |y, W#6@B4 Status nessage will be urREIVYSHPAEY  thi s

nmessage i s included for conpl et eness. 5 Message and paraneters:

Field Val ue(s) Descri pti4é@n

0x00Al Request Master Status Val ue MO 1. . 2] System

Unsi gned 16-bit val ue. Master  Status

(Mast er - >Devi ce, Mast er - >Mast er) This nessage is the

response to M?ﬁéagq*?eﬁtfbﬁar%%é? 10 Status nessage above, but

nore * comonl| JEieW 1T D8  SEWMIce Y DescriptidalT® TTESTET UMSUHTTitet:

Message and p neters: 0x0104 FJ o[l dequest Device statddal UE(S)

Description (Rll--2]l ao Device Unsignagifgnic "al“el\/asi_er_&.a.t_us_MaJI ue
(MD{3..41 Port Unsigned L6-pit yajue. N AT

Nq 1.. 2] EREO AL Systemu“bli W gried 1ELBi - WalLuey v1_1|_ 4]

St at us Unsi gnéd I6-bit value (reated as pbit

fields. See heh@a\s* Device stEL5.za StatusString CHAR array,

NULL term nated, nt ai nin t ext

a . .
description of the %%Hlmgs%ﬁgﬁ indicates that all of the Request
exanpl e5 " MasPevi®Res®tdtuslSEnformathst efas HRinuSenits dehisemlesssge fid | ows:
used by the IDE to determine when all device status

information has been received.

Message and parameters:

Field Value(s) Description
MC 0x0103 Request Device Status
MD(1..2 Device Unsigned l6-bit value,
MD([3..4 Port Unsigned lé6-bit value,
10 MD(5..6 System Unsigned 16-bit value.
Request Asynchronous Notification List
This message 1is used by the IDE to request the
current asynchronous notification 1list from the master.
The master generates a series of Asynchronous
15 Notification List messages, one for each entry in the
list, to the requesting device.
Message and parameters:
Fielc Value (s) Description
MC 0x0103 Request Asynchronous Notification List
20 Asynchronous Notification List
This message is generated by the master in response
to the Request Asynchronous Notification List message.
For each entry in the master’s list, one of these
messages will be generated. If there are no entries,
25 then the number of entries field will be zero. See the

Diagnostic Manager specification for more information.

Message and parameters:

Field Value (s) Description

MC 0x0106 Asynchronous Notification list

MD[1..2] Total Count | Unsigned 16-bit value containing the total
number of entries in the list.




Bits 1 & 0 are encoded as shown in the table bel ow Bit 1

State Bit O State Meani ng 0 0
Reset When a device lLyes this
status of the WO 00/67134 mast e?@&sdoéﬁgﬁnel s
on the device should be turned off,
49
all levels should be set to zero,
and the device shall enter the
“unconnected" state (see the Device & Mast er
Comuni cat i on [§BEET {7 TALTOM) ] Thisindex | Ohsigned 16-Dit value containing the Item
Rel oad number begimfx%eﬂ’i:a ldeviiseviteeei ves|thi s
incremente T h it ed} ik;
status of the Torar cosme. - o TABSERt Frisattst | stop
sendi ng nessa 3.06) Device Unsigned 16-bit valiue. e 1maste
until the nast|gPTs -8 at us Por': gnsiqneg lg-bit value. Gecones
3.1 t 1y nhystem nsigned 16-bit value.
Normal . No ch 11.. D ag 32 Bit field (if the bit is set, the of f.
1 Undef | R& ges are enabled): . 1
Nor nal Bit - '0: OnlindjBOMireMMessacén 10 the Nor nal
1t ~ 1: t
state, the i1} SnfiumtisbRthust repor| that
it is on-line jand Bit ~ 3: Output channel change@iNy Channels
that are ON, dr non-zero Bit - 4: Feedback channel changes | evel s
nust be reportjed to the mastkr. ait Bl §oIb- ot h EBRid8ET° shoul d be
zero. 20 B{.t - 7 scn:.ngs from dgvice 46
Di agnosti c Marfager Thesiof of) GWEEfS. " nE¥sdeas originate
from or are destiped for tphecl agnQmhings Moaages |
T.he DI agnOSt I E Nessages WI L l b? bet t .erB;%pﬁgiit$5%§:;'::gsagelsmulddger Izerl‘gl a]:\t ejl t he
Di agnostic Mimager—specrfrratTomr— _ _ . €orrand
val ue DESERIALIAN asynchrondild WoR2ks Dl AGPTLLE  0X0101 Used
to di spl ay/ convey a di agnostic

This message is used tc add an entry into the
Asynchronous Notification List or modify an existing
5 entry. The master will generate a Completion Code
(Configuration Manager message 0x0213) message indicating
success or failure of this command. A special sentinel
value of Device=0, Port=0, and System=0 indicates that

the flags should be applied to the global filter.

10

Message and parameters:

Field Value (s) Description
MC 0x0107 Add/Modify Asynchronous Notification List
j MD(1..2 Device Unsigned 16-bit value.
MD(3..4 Port Unsigned 16-bit value.
MD([S..86 System Unsigned 16-bit value.
MD(7..10} Flag 32 Bit field (if the bit is set, the

messages are enabled):
Bit ~ 0: Online/offline messages

Bit - 1: Configuration messages
Bit -~ 2: Input channel changes
Bit - 3: Output channel changes
Bit - 4: Feedback channel changes
Bit ~ 5: Level changes from device
Bit - 6: Level changes to device
Bit - 7: Strings from device

Bit - 8: Strings to device

Bit - 9: Commands from device

Bit ~ 10: Commands to device

2it - 1l: Status messages

Bit 12-31: Undefined. Should be zero,

Delete Asynchronous Notification List



String nmessage. It includes a severity |evel,
nodul e I D, and a string. These nessages

are generated internally within the

mast er . WO 00/fH3tiest Di agnostic  0x0102 Regi RT3y

sendi ng device with the I nf or mation

di agnosti ¢ manager such that diagnostic

i nformati on be sent the source device. Request Devices On- 0x0103
Mast er responds with Device Info l'ine

r?ﬁzagﬁz t Lce)r nﬁﬁggr ev' (p:)grsfslé eqtslaég%g to delete an/all entr(y)/(ies)

devi ce. froﬂeqhms&sy@@hr@esuwotﬁdm&on List. THendias&keswihht all
on-|ine device f n has
been sent. generatF? aest 65\%18% Code (Coo'gf(g}frauon Nﬁa{l dee?' g‘espo %s W th
a variety of nRseks message igdicaking success or failure of thist

i ndi catesthe cugpentystagesgbcif® sentine)l value of Devxce 0,
devi ce. Request Device 0x010A I ndi cat e$ that a’l I

Devi ce Status and Systemgyipdimgres that the global filternshewddilm has
been sent. deletedqUBIther special sentJ.Qx)éngélue of DeviRQue8ESs) he

t list of _d t
Cortently ) REVREAHEL S rovmomoseit T oen  pracpibh eperies

notification |slséuld ke deletééynchr onous 0x0106 Contains a
singl e ﬁatryfromthe Mast er' Notification List

asynchrdnous notification i st Add/ nodi fy 0x0107

Adds or nodi fi¥essagerramdy prrangeeMEst er' s asynchr onous
asynchronous natgigrcatron T Shieis) Descivotiieatromtt—st l ete
asynchronous |[@&01I03 0x010e[ ef €| pdadncoifyasinceftndus OB tizhcarite NAGL @r' S

Notification LiM8f1--2] Device gy nbrsigyadiebhnralbé.cation 1j st

: 3.4 oo | Port Unsigned-df-bit walue. . . _ ..o et
Internal Di agr%g.{:s St 9T Systen Uns Lgned TEBIT vange ge TS tSee—by—tasks
W thin the master T 10 'O0g7 di Spray error or _diragnostic messages.

Message and pesmiBdt8lch Manager MesshigRlsd Val ue (s)
Description MC 0x0101 I nternal Di agmo]stl C

String vD[Tablg) B lists commagds-petypen qgRBPGHRP FEPRIET
Val ues defi neddévices. Again, the first column is the namet & Comstants &
| Ds specification do Severi t

Unsi gned 16- bi TV éun&e 'second l@BﬁgmnND%‘s thl" value °5gﬁS§t |c8mgﬂfAR

array, NULL t ethe natiedi codwhmi id npeadevice response, the fourth columSiri ng
text descri ptlgg Oghe; h. agéégr rre p%'hse and _ the
aile 2

" flaf)lt column ﬁ
exanpl e, "Self-test ‘ Reques agnostl c [nf or matl on
15 deginirtiens @fe thej sommgpdd Elw exphple, | OE theosecerduest

that 20  r&2000StRE BTN BkkARIDSAENbyt 9 LRSELTHEShI ReveeY] ce.

the value of the command is 0X0502 and in response to that

command the device says nothing nor does the master. The

description of the command is given to all devices to make

the LED blink. As this occurs, the master determines
25 whether the device is online and sends back a visual
indication.
TABLE B
Command Value Valid Response | Description

Messages From

DEVICE | MASTER
Ping Reguest 0x0501 0x0581 | 0x0581 { Requests a ping response
{Master->Device} from the destination
device.




47 If any flag bits are set, unsolicited diagnostic nessages

of the specified type(s) will be sent to the device. |If all bits
are zero, tRegofeqsk agnostic nessage will be sent topEPRsMAYse: S
Message and paraneters: Field Val ue (s) Description
MC 0x0102 Request Di agnosgic | nformation MO 1. . 2]
Fl ag Bit Field: 0 - Enabl e Internal
Di agnostic Strings 1-15 - Undefined (nust
be 0) Request Devices Onli ne This message is used by the
| DE to reque$Fompad st of 10 Vere| nEvadey Reedhse T |Pesdchigrecel VI Ng Net Li nx
master. - The¢ master w || {respondaffFase® Befi de | nfo nmessage(s) flor
each d¢vice currently onlijne. | niaggitReesnt W !l generate a
Port Count mpSS@a0fesbdike €aCN JEVI OK581 |[Nene  |Wahs AJRepyUcoPcHedglRg €T S™
Field (Daygtepfagye=) Des¢ri ption MC |Request. The n@u@403
HE N H H response to 1
Request Devi ¢es Online Reéquest Devicels Onl i rténzﬁfthat he desice | This
nmessage indi ¢ates that all requ =%t ed devi.ces is alhefi?etﬂﬁeth $tem.
N
Devi ces Onli rh%ﬂﬁ sage, Qflve beerh “8¥Rt .| ¥opg | NoneThiPerfedisatis Yrsadamed by the
IDE to deterfine when online devilce inflg gﬁ@ gsoitp?a&kbggn
recei ved. = Message and bar anetlers: gfrdinformation.  Val Yie('s)
: : equest rror 3 Reqya 1 b
Descri ption (Dence_ﬁg“te,) b ot Fﬁéﬁﬂéstnessage cyBUOKI i ne 25
Request Devi ¢e Status generated by one master
to another,
Dynamic Device Address 0x0503 0x0001 | O0x0001 | Assigned address
(Master->Device) response.
Request Dynamic Device 0x03583 Errox 0%0503 [ Request a dynamic
Address (Device->Master) address...use the Newbee
flag.
Pass Through 0x0584 Error 0x0001 | Requests that strings
{Cevice->Master) from the specified
device get sent to
another specified
device.
Request Notification 0x0507 Error 0x0001 | Requests notification of
{Master->Master) specific messages from a
device.

Ping Request (Master->Device)
This message 1is sent by =z master to request

determine the presence of the specified device in the

5 system.
Field Value(s) Description
MC 0x0501 PingRequest value
MD[1..2 Device Unsigned 16-bit value.
MD{3..4 System Unsigned 16-bit value,

Ping Response (Device->Master)
This message is the response tc the Ping Request
10 message above. The device responds with this message to

inform the requestor that the device is still on-line.

[ Field Value (5) Description

MC 0x0581 PingResponse value

MD(1..2 Device Unsigned 16-bit value.

MD(3..4 System Unsigned 16-bit value.

MD(S..6 MfgID Unsigned 16-bit value. The Manufacture Ib

as reported in the Device Info message for
ParentID=0 and ObjectID=0

MD(7..8) DevicelD Unsigned 16-bit value. The Device ID as
reported in the Device Info message for
ParentID=0 and CbjectID=0

MD{S) Extended 8-bit value. Used to indicats type of
Address extended address to follow.

Type




This nmessage is used by the IDE to request the status of the
speci fied device. The master responds with Qut put ON nessages for
each out put channel that is on, Feedback ON messages for each
f eedback chanWeIOVfM is 30 on, etc. See the Di agnosth r
specification for nore informati

48 Message and paraneters: Field Val ue(s)
Description MC 0x0104 Request Device Status

M 1. . 2] Devi ce Unsi gned 16-bit val ue VD[ 3. . 4]

Por t unsi NEES

ed

16-bit val ue.
i ndi cat es t hat

W ad | -
W3 TOo~— DTV
Requeq
all of the

{EEended
traddesd ce

8-bitHaYue, Ulused to tﬂﬂ ate' length ¥B
StyadsUst &cTnded address to follokhi S NMES

Device Status infornmatiaon

been sent. TH
devi ce status

"R hedsage is

Xtended

Address

SAEBY INESSE 38, 2Bt & Fh@Ghen

YD

age
S
al |

I nTorn

et on has been r

ecel ved.

Vessa

and

par anet ers: Extendeldehddress Type Val ue (s) Descri ption MC

0x010A Re.q.ues.t_DesA-ee—st at-us M1
ype LI

at-uUs . 9'| Device In
. escription
16-bit val ue. O%01 VO[O 4] G-

i gned

IS s aneds BnhT At ver
M 5. . 6] biitl valtuega—&ﬁ Neuron ID Rew:u:e

Ir4 Addzeqsﬁ % ?ﬂgaﬁ:es é(ﬁitw t

will be the 4=
F RARYS notift |cat|on t fromth
ngth st b

[AXEink Cgnnectg
RS232 Connection. Length must be Q.

Reserved.

Asynchronous |
to request thd

mast er .

System Unsi gned 16-

9%9%f i cati on Li st
current async

N

he
e

| DE

9x0Bhe mast er gener

Oxl13

Nous

All others

Blink (Master->Device)

5 The blink message is a broadcast message that is
transmitted to every device periodically. The time period
of the message may be dependent upon the medium in which
the message will be sent.

10 Message and parameters:
Field Value (s) Description
MC 0x0502 Blipk Value
MD{0] Heartbeat Tenths of seconds between heartbeats.
Timing
MD{1] LED State of Bus LED and other Status.
Bit 0 - Bus LED 0=0FF, l=ON.
Bits 1-6 Reserved.
Bit 7 - Forced Device Unconfigure/Reset
MD([2 Montch Current Date:; Month 1-12
MD[3 Day Day 1-31
| MD(4..5] Year Year 1999-65535 (Type:unsigned 16-bit)
MD[6] Hour Current Time: Hour 0-23
MD([7 Minute Minute 0-59
MD([8 Second Seconds 0-59
MD([9 Day of Week | O=Mon, 1=Tues,..
MD{10..11] outside Outside Temperature (if available).
Temp {Type:signed 16-bit) If 0x8000, then
temperature is not valid.
MD[12..n] Text Date CHAR array, NULL terminated, Formatted as:
String “Thursday, June 10, 199%”

The time period for Blink messages is rot determined
at this time. Each device implementation may not require
that the Blink message be periodically sent at any

15 anticipated rate. The ideal rate will be determined

based upon the gquantity o

someday,

£ bus traffic. It may,

even be determined dynamically.



15 Notification List nessages, one for each entry in the

list, to the requesting device. Message and paraneters:

Field Val ue('s) Description MC X 5
Request Asyn®Y?¥#dt3é Notification List 20 Asynchr onouspmg’f"?%'g'{ i on
Li st This message i s generﬁtjed by the master in response

to the Request Asynchronous Notification™List nmessage. For each
entry in the naster's list, one of these nmessages wi |l be
gener at ed. If there are no entries, 25 “then the nunber of entries
fieldwll bezerop,, $eg thfe 15 o BioOMAshic Managerrgpecificagj on for
nore information. ssage and paraneters: i e

Val ue('s) '_ Desudipeton the currgpt status of thrQBO6 LED. Asynchronous
Notification List gue ussMlpke ) ts seTOWMelCOLHY HiSE8RCGnIBrbify val Ue
unber o

containing the tot i eftries in
the |ist. powers-up/on-line. In response to bit 7 being setjggthe

MY 3..4]5 = receiviltlSldadexe disiigned:dfsbiitesvealeue;gontrri nbhg-1heitem
nunber beginning with 1. This wll b

e
i ncrement ed f 8F3B8chtFERndthiFiantelsqedifs and set allylpyels teogpgo

MJ[ 5. . 6] (or pr?é/i’élgitselfl Waskgnads S tuptdté®. as necessaM)to . 8]

Por t Unsi gned _16-bit _val ue. . . 210 - st.em

Unsi gned 16- birPevEPGEET) - The meeFE1. shaft A é"&éecu“i"e %“Bft field
(if the bit i|iseseagesheith bit 7 set. messages
are en ed): Bit - O:

Online/'otffline nmessages
Request Blink {(Device->Master)

This message requests from the destination master, a
Blink message response. The response will not be a
global response, it will be destined only to the

15 regquestor.

Message and parameters:

Field Value(s) Description
MC 0x0582 RegBlink Value
MD(1l..2} System Unsigned lé-bit value.

Dynamic Device Address {(Master->Device)

20 This message is the response toc the Request Dynamic
Device Address message below. It returns a device number
for “temporary” use by the requesting device.

The device can use this device number for as long as
it has communication with the master. The returned

25 device number may the one suggested by the device in the
Request Dynamic Device Address message or may be

different.

Message and parameters:

Field Value {s) Description
MC 0x0503 DynDevAddress Value
MD{1l..2] Device Unsigned 16-bit value. Newly assigned or

Requested device number for the device’s
use.

MD(3..4) System Unsigned 16-bit value. The appropriate
gystem number.

30
Request Dynamic Device Address (Device->Master)



Bit - 1: Configuration nessages Bi t

- 2: Input channel changes Bit - 3:
Qut put channel changes Bit - 4:
Feedback chamwelot/ehanges PCT/US00B1197- 5:
Level changes from device Bit - 6:
Level changes to device 54 Bit - 7:
Strings from device Bit - 8:
Strings to device Bit - 9: Conmands
from devi ce . ) Bit - 10: Conmmands to
devi ce This message reguests a dev1ceBme}_3eg_1f_rQ§aatdga§1.§§3ages
Bit 12-31: Undehé nesbeeSFaubombet 285 et in the md¥iHdddiehyefsynchronous
Notification List Thi s nmessage S used to add
an entry into t he Asynchronous Notification List or nodify
an existing Message @d paramdters: master wi || generate a
; LConfi oy atiAan nadar _mmccana. )
Conpl etion  Qede JaSRn oY AR hlnagerARssage-0x0213)nmessage
i ndi cating MC SUCCESS| 0x0883_1 dl R’égﬁ'est%namié'b@ncéaﬂdlﬂ‘éinalne A—speci al
senti nel Mo(l..Qal ue of |[Davrcewindy, @@lstnz@;s-andvaust enf-Posisitde Gat ese t{hat
the flags shodl d be applied t6°t he gl gfg[; iEper Jasy gevice number thgtthimd and
par anet er s: MD(3] Fret T Extended -wa uﬁhaﬁ Used tDOnEIcEYE 90 of MC
0x0107 Add/ Modi fy Asyrnc’H?’GH—‘bus WPrfdPtaMrew t_q S¢1low. I\/D[ 1..7]
DE‘V! ce Uns [:44']‘%‘3' +6bi-t "E%tTd 8-bit vé‘.‘i.'cf&" Ule To indicate TenbtH in
Unsi gned 16- bift val ue. AddWE] 5. . Phytes oz exuendedSmfeemto follolNsi gned
16-bit val ue. g MO T e St d gt he
. . M .-} Extende xtende indizart xTende
bit is set, the ' Address Address T;perzxsx: i:n;rt‘h% ami%' éges are .
enabl ed) 5 Bit - 0. Onlirne/ofiline
messages Extended Address Type EI t - %: IConf [ guLat i on
= : J\nllf chann
MESSages Type Description - il T :""""“l
changes 0%01 Neuron ID. Length will be e0kid Zddress Wt BE TRdT@sTTg|
changes - tg: ﬁﬁ‘ém’ ID ;f the device.Bit - 4. Feeg oack charnel
*02 ress. ength 11 b nd Vid
Cha.nges byte IP address of thzldnv)',;%f nd afre el ”f?h‘%ﬁ’ﬂg‘es from
devi ce 0x03 AXLink Connection. Length migst Be B, LEVEl CHA@Nges |t o
devi ce 0x13 RS232 Cormection. Lencth ddist be 0/. Str|ngs _from device
Bit - 8: Strinddiesregsy| ce [Reserved. - Bif - 9
Commands fromidevice Bit 10
Commands to devi ce H Bit - 11. Status
messages Pass Throug Bit 12-31: Undefi ned.
Shoul d be zero. This md¥dajee Asyurdtsonenst Nehkf igsdine@ibhStmanager
10 redirect strings coming from the specified source device
to the specified destination device. This will also

prohibit strings from the source device getting sent to
the interpreter until the PassThrough is disabled. This
message will cause an 'RXON' message to be sent to the

15 source AXLink device.

Message and parameters:

Field Value{s) Description

MC 0x0584 Pass Through Value

MD(1..2) SrcbDevice Onsigned 16-bit value. Source AXLirk
device.

MD{3..4] Dstbhevige Unsigned 16-bit value. Destination cevice
address.

MD[S..6] DstPort Unsigned 16-bit value. Destination Device
Port address.

MD(7..8) DstSystem Unsigned 16-bit value. Destination System
Address.

MD (9] Enable Unsigned 8-bit value. Bit field:
Bit 0 - 1=Enable pass through. O=disable.




50 This nmessage is used to delete an/all entr(y)/(ies)
fromthe Asynchronous Notification List. The nmaster wl| generate a
Conpl etion QpggadseRANnfi gurati on Manager nessage Ox ErA)soomssrage

i ndi cating success or failure of this 5 conmand. A speci al sentinel
val ue of Device=0, Port=0, and Systenr0 indicates that the gl obal
filter should be del eted. Anot her special sentinel value of

Devi ce=65535, Port =65535, and Syst em=65535 i ndicates that al

entries shoul d be deleted. 10 Message and paraneters:

Fi el d RequgpseNpsdficasdodri ption Me 0x0108

Add/ Modi fy ASynChE‘ﬁEIQUSm&E)iaéd cald OrkehkSt by a_ mA@Eér 2o reddadice

Unsigned 16-bit valu é;ﬁ A LMS|§ned 16-bit
val ue. nopp s a%}“ of s e@ﬁé?i’gﬁetihi% pFE Tefekved from
Connecti on Namageéex{‘&‘ssa@esthe Spec:l.fled Ta@éﬁ&.l | STypiclIANds diat ween
connection man%qeér gd 15 me deé/s R Ny aenafi rrst coé unm i s the
nanme of~the L8 bhnd "SPRe seconé col um’f Fs the asarue BF° I Sommand,
the third colasmecnﬁleaeamﬂ)ce response, the fourth colum is the
mast er response and the last columm is the description of the
comand. For _exanple. on the second 20 row, if the blink conmand sent
by a master féiedddevice gaé‘slgésfhn \Pa*‘;l-“ﬁzptimrthp comend is 0X0502 and in
response to f — X - st\lot:. 1cat1.o‘ v, ..u,ggé ﬁésrtirﬂ%ﬁ_ﬁﬂa
master. The descri ption of thescezomnd l’-‘@q@ﬂb@fﬁ-'ﬁ@»&nb devi es to
make e RN ER i e e e e
whet her thefdevice is online "and |sends .ba ,QRV|éuaF S dr ¢ati on.
TABLE B o (3Cemmand SzcSystem | Undig@hedelé-biVatal . Resqoeme« Descri ption
Messages Fro . i requesting the not s
Pi ng Request Tﬂﬁ”“e’ 0x0501 **x0581 c‘,’;ﬁ%ﬁn éi&ﬁé{?&hm ﬁzgs;@sponse

MD(9..10] MessageCoun | Unsigned 16-~bit value., Number Ser of Messages

t in following list. .
MD{ll..n] Messages Array of unsigned l6-bit values. Each

value identifies a specific message. Fcr
example, 0x000A indicates that any Level
Value messages te or from Device should be
sent to SxcSystem.

The following message command- values are not actual

10 messages, but rather virtual “commands” to the
Notification Manager that function as follows:

OxFFFF - deletes all existing notification requests

for the device from this master.

15 Diagnostic Manager
The following messages originate £from or are

destined for the Diagnostic Manager:

Command Value Description

Internal 0x0101 Used to display/convey a diagnostic

piagnostic String message. It includesz a severity level,
module ID, and a string. These messages
are generated internally within the master.

Reguest Diagnostic | 0x0102 Registers the sending device with the

Information diagnostic manager such that diagnostic
information be sent the source device.

Request Devices 0x0103 Master responds with Device Info message(s)

On-line for each device currently on-line and the
number of ports for each device.

Request Devices 0x0109 Indicates that all on-line device

On-line EOT information has been sent.

Request Device 0x0104 Master respcnds with a variety of messages

Status that indicate the current state of the
device,




(Mast er - >Devi ce) fromthe destination

devi ce. 51

Conmmand Val ue Val i d Response Description

Messages Fr omo 00/67134 PCBOSPURTITVASTER
Pi ng Response 0x0581 Nong6 None Reply to the Ping
(Devi ce->Mast er) Request. The naster

uses the response to
confirmthat the device

iNz acti \F/)e I nd‘ﬁég\utjé‘i'%%&idéd L}[xOJ.OA mi;{:tes&cihat all Device .s»tatus %6562 None
ne erio yeoldr oadcap info Bds- bele \sk1ge
to all devi cesRequest 0x0195 Requests the entire list of device/ports
o T tly in the Master’s asynchronous
I ncl udes LED |fiS¥IRIAME ., motification Li
. Vo cdt List actification list.

ot her i nf or metAsPkEGzonous omuest dhtaldks a single entry frOX OPOUEStdzl§ OF |
0x0502 RequejdiosifacRfiemiist gyﬁwa tion list.

/. if 0x0127 ‘I'Adds or modifies an’entry in the Master’'s
message. I nt eﬁigﬂgnéuﬁe asynchronous notification list.
gener ated by |oreifigaEel List Dynam ¢ Devi ce Addr ess 0x0503
0x0001 OxOO]%lzzﬁgs ned apreds 331“‘;;2:;@/&% 3fe‘i‘“ Master’s
response. No‘t’lﬁcat tiest | Dynam ¢ Bevice f)agé? rror 0x0p03
Request a dynam C Addr ess (Device->naster)
address ... use thentNembae Diagnostic String flag.
Pass Through 0584 BT xOOO Re st fhat Lgtrings

: ) used 'Y ta Hl lﬁ% Masted. to

(Devi ce- >Mast er ) This messa y s 5 Wi o speC|f|ed

devi ce get sehbgfdisplay error or diagnostic messages.
anot her cspecified

devi ce. Request Notification 0x0507 Error 0x0001
Requests not i Hpeargoranst parametersy \hst er - >Mast er)
speci fic messages froma devi ce.
Pi ng Request [#BR €r->DEVI CEJalue(s) Description INI S _NEssade IS _sent Dby a
mast er to requsst HEEBEr M nd InYemnad rDiagnagtdc §Eriphe snecified devi ce
t h 5 MD{% %{ Object ID Unsigned 16-bit value. Values defined in

in € y em the Constants & IDs specification document.

MD[3..4 Severity Unsigned 16-bit value.

MD[5..n Diagnostic CHAR array, NULL terminated, ccntaining a

String text description of the error. For
example, “Self-test failed §2“

Request Diagnostic Information

10 This message is used by the IDE to request that
diagnostic information be sent to the requesting device.
If any flag bits are set, unsolicited diagnostic messages
of the specified type(s) will be sent to the device. If
all bits are zero, then no diagnostic message will be

15 sent to the device.

Message and parameters:

Field Value (s) Description
MC 0x0162 Request Diagnostic Information
MD(1..2} Flag Bit Field:

0 - Enable Internal Diagnostic Strings
1-15 - Undefined (must be 0)

20 Request Devices Online
This message is used by the IDE to request a list of
online devices for the receiving NetLinx master. The

master will respond with Device Info message(s) for each



Field Val ue('s) Description MC

0x0501 Pi ngRequest val ue MO 1.. 2] Devi ce

Unsi gned 16-bit val ue. MD[ 3. . 4] System Unsigned
16-bit val ue. WO 00/67134 Pi ng Response (Device->Master) PCT/US00/1179

This message is the response to the Ping ggequest 10 nmessage above.
The device responds wth this nessage to I nformthe
requestor that the device is still on-line. Field

Val ue(s). Descri ption MC 0x0581

Pi ngResponse val '] ; | ce 111 i 16-bit
val ue. CV\%F' e ﬁmrenm on 3 yes't e addlp}?%As’l Slntecymf"& g{;t?le\%gﬁgeé

M 5..6] Port RbghPb message fiegi gaedl dévisia. val ue. The Manufacture | D
as reported in the Device Info nessage for

Parent | D=O and bject| D=0 MO 7..8] Devi cel D Unsi gned

16-bit val ue. YA&sapevipd PFrameters:
reported gn the Device Info nmessage for

Parent| D=0 an EC?éprtJFtn T ()hﬁ{cg _ Extended 8-bit
i Cnat oA f g ue (s escription A o
Val Ue USEd 4 Méql r1d| :.zu:._.\., Ty 0 0103 Request DeVices Online I“ddl CT3S3
ext ended addr ess—to foftow TYpe
52 Reque®l 8Yices onlineExbended 8-bit value. Used to
indicate length in . . Aggr ess gytdes .of
ext ended address toThés| gigssage indicates that ail requeghgdj, devices
MY 11..] from thd emstpbst Uevieadednaddeesssasgbndbeat dehy sextended

Addr ess Address Type and, Lengt h. JExt ended Address, Type
Type 10 (¥hls mgggag- isu %CPVpFPSHIDL to gakﬁim;ne whedP&11

Neuron I D. Lengtline kevibee 6imfwkmeddossbas been received.
wi Il be the 48-bit Neuron ID of the device.

Message and parameters:

Field Value(s) pescription
MC 0x0109 Request Devices Online
15 Request Device Status

This message is used by the IDE to request the

status of the specified device. The master responds with

Output ON messages for each output channel that is on,
Feedback ON messages for each feedback channel that is

20 on, etc. See the Diagnostic Manager specification for

more information.

Message and parameters:

Field Value (s) Description

MC 0x0104 Request Device Status
MD{l..2 Device Unsigned 1é-bit value.
MD{3..4 Port Unsigned 16-bit value.
MD(5..6 System Unsigned 16-bit value.

25
Request Device Status EOT

This message indicates that all of the Request
Device Status information has been sent. This message is
used by the IDE to determine when all device status

30 information has been received.



0x02 | P4 Address. Length will be 4 and address
will be the 4-byte | P address of the

devi ce. 0X03 AXLi nk Connecti on. Lengt h

nust be 0.  WOO0WE7139x13 RS232 &g

Length nust be O. Al'l others Reserved

Bl i nk (Mast er->Devi ce) 5 THE bl i nk nmessage i s a broadcast

nmessage that is transmtted to every device periodically. The

time period of the message may be dependent upon the mediumin

whi ch t he S$ g.sent. 10 Message and paraneters:

Ei el d Messa@ I r?z?sga\%amet gcrl bti on NC

0x0502 B mkd Val ue MO Q] Xaé‘{gf’ gescrﬂqu.t D pt b?ﬁati Teht hs of
ar aato X eques ev. S

i/aci:rds bet wee .l{% Beat-S R —— Device Un:‘:lgned 163-3'5'5 valhe. .

Bit O - Bus LE ISCF . [ =ON System Unsigned 16-bit value. Bits

1-6 Reserved. Bit 7 - Forced

Bgrg?ewngﬁnz'%%Eﬁégﬁsﬁgynchrg?ous YOE 24ication Llst anth 31CUrrent

M 4. . 5] Yoap message vigyp uieegbaes‘e*@ (¥9Pe: ﬁfnsFa%%%FtletB?t)

MO 6] 5 curreHQU%synchrono&gﬂﬁéﬂﬂfiEa@EonF@H5t0f33m the mastbB| 7]

M nut e M nute 0-59 I\/Dg ] ? Seconds

0- 59 fBeg) master  genergfes i {eelderiSRpn, © L%%Y“Ch”““s

MO 10. . 11] Notif@dbsice List @esshades,lepper &our eza(dhf entaiyl abd ekhe

Tenp (T igned 16-hi | f 0x8000 t hen

tenperature i sll% vgf’ e requesgnﬁ/[f Text Date CHAR

array, NULL term nated, Formatted as: String

"Thur sd Jun 9 g ters: The tinme period for Blink

message?/(fs no?le%g?g%mgneopamme "% at this tine, Each device

[ deld not  r ooy vlovatuels) Desq ri |
i mpl ement ati on Lﬁgﬂrﬁm L eq-HE rpe Requ W%W‘g@_mwc -BLiplcmmes .

periodical l'y s,u at—any—15 aTtTT et Tate: The T deal
rate = wl| yncﬁ?éﬁ&ﬁ@ Neeification B%%ed upon the quantity of bus
traffic. It may, “sone even be determ ned dynamni cally.

This message is generated by the master in response

to the Request Asynchronous Notification List message.

15 For each entry in the master’s 1list, one of these
messages will be generated. If there are no entries,
then the number of entries field will be zero. See the

Diagnostic Manager specification for more information.

20 Message and parameters:

Field Valoe (s) Description

MC 0x0106 Asynchronous Notification List

MD[1..2] Total Count | Unsigned 16-bit value containing the
total number of entries in the list.

MD(3..4] ThisIndex Unsigned 16-bit value containing the item
number beginning with 1. This will be
incremented for each item until it equals
Total Count.

MD[S..6 Device Unsigned 16-bit value.

MD(7..§ Port Unsigned 16~bit value.

MD(9..10] System Unsigned 16-bit value.

MD[11..14} Flag 32 Bit field (if the bit is set, the

messages are enabled):
Bit - 0: Online/cffline messages
Bit - 1: Configuration messages

Bit - 2: Input channel changes

Bit - 3: Output channel changes
Bit - 4: Feedback channel changes
Bit - 5: Level changes from device
Bit - 6: Level changes to device
Bit - 7: Strings from device

Bit - 8: Strings to device




53 The LED byte is a bit field. The LSB (bit 0)

I ndi cates the current status of the bus LED. The MSB (Bit 7) is
set when the master initially powers-up/on-line. 1In response to bit
7 being set, YRAY6H34  receiving device should place itRH¥SOARST ¢ he
of f-1ine state, turn all channels . off, and set all levels to zero
(or prepare itself to send status updat e¥ as necessary to t he
master). The master shall send 3 consecutive blink nmessages W th
bit 7 set. 10 Request Bl i nk (Devi ce->Master) Thi s
message requests—fromthedegttratton st B cBmanas from e'

response.. The response Wwill not bs&t -a10: »omnardsgtd)bahce response, | it
will be destined only to| the 15 dfus messages  \pssage and
par anet ers: et VattethF eg%bis\@ceﬁi”ie%n Should beypera.

0x0582 Re Sysiem Unsi gned 16- bi t
val ue. %%dr{gi%dgége&s%%c%ggr essN?ﬁéﬁtcearf} SBevt ctg) 20 Thi s

nessage i s the resﬂbh§e POSIAYE RefuastedDyhamiagid an  erdevi cénAddriess

nessage bel OWasynlchk-8hUh8S Mbtd@Vkae: Syl np use by
t he requesting sglélw ce 'll'he deV| ceoﬁanmougslgt h}ag dg%?%:%mr?unb

for as long aEBtry. They AAsteTonfiil cAenesatai tA EpmPledderer Code The
returned 25 (dmfugeratﬂﬂ&ermmxgetzh&eeaﬁgémetsﬁ;dmQXsEBSdQEMi&&MEJthe

Request Dynam c. Device A Ss_nessage_or ferent
Message and pararetar §F Higas eFPg ggls c"""“glrl"lxlal R FB§ciabesdrtifelon

MC 0re05@3 of D&yIeVAddEss-OYalaml system=BWD{ihdiXates thalPevice
Unsigned 16-bidyvahigs Neda 88SLEPPH® co the global filter.
10

Message and parameters:

Field Value(s) Description

MC 0x0107 Add/Modify Asynchronous Notification List

MD{l..2) Device Unsigned 16-bit value.

MD{3..4 Part Unsigned 16-bit value.

MD(5..6 System Unsigned 16-bit value.

MD([7..10] Flag 32 pit field (if the bit is set, the

messages are enabled):

Bit - 0: Online/offline messages
Bit - 1: Configuration messages
Bit - 2:; Input channel changes

Bit - 3: oOutput channel changes
Bit - 4: Feedback channel changes
Bit - 5: Level changes from device
Bit - 6: Level changes to device
Bit - 7: Strings from device

Bit - 8: Strings to device

Bit - 9: Commands from device

Bit - 10: Commands to device
Bit - 11: Status messages
Bit 12-31: Undefined. Should be zero.

Delete Asynchronous Notification List
This message is used to delete an/all entr(y)/{ies)
15 from the Asynchronous Notification List. The master will
generate a Completion Code (Configuration Manager message
0x0213) message indicating success or failure of this
command. A special sentinel value of Device=0, Port=0,
and System=0 indicates that the global filter should be
20 deleted. Another special sentinel value of Device=65535,
Port=65535, and System=£5535 indicates that all entries
should be deleted.



Request ed devi ce nunber for the device's

use. M 3. . 4] System Unsi gned 16-bit val ue. The appropriate
system nunber. 30 Request Dynami c Devi ce Address (Device->Master)
54 w0 00/67134 This nessage requests a device nurdreusoodrem a
mast er . The Newbee flag nmust be set in the nessage header.

Message and paraneters: Field 60 val ue (s)

Description MC 0x0583 Request Dynami c

Devi ce Address Val ue M 1. . 2] ProposedDev Unsi gned
16-bit value. |If possible for the I ce

devi ce, is théiassegedapricReRfF®rsSthat this

devi ce used. [Fied “VOf 3] Tvateste) TeEXtEnset——8—bit—vatuwe—sed to
i ndi cate type (8¢ 0x0108 Add/Modi fAGEYnesrenous NotiZl@xldaNied
address to fol 2 Device Unsigned 16-Wiryalue. Y AT
ded (3..4] .. | Port . .Unsigne -b?t value. T
Ext ende S ey U US @b T chgd e BB D
Addr ess bytes of extended address tTo Tollow
Length ' gD%S. 2lion Mana Ext ended Ext ended address as
i ndi cated by BYPEATEH 9&3dr ess Addr ess Type and Lengt h.
5 ExtendedTAeldrEsSley:peg messagesTypﬁ;iginate from DesCrifid on
0x01 5 Elggrgg I‘Q1 'o e 6 and address will be the 48-
’ r the C 399 urw%].
bit Neuron | DSEtRe cé. 50 ana er: | P4 Addr ess.
Length will b¢c¥=add address wil]Vabe t hgaud Response | Description
byte | P addre$s of the device. Dq"gg\%’;‘s‘;a AXLi nk
Connection. [ EROBFTIERGREEIC U, | 0x0201 | OX6BIB3[ ow0213 T Sets the Bvasdrsycamrect i on.
Lengt h nust bg (M@stex->Device, A | o{t her s Reser J@dhber of the receiving
Master->Master) ) device.
Set Identify 0x0202 None None Enables/Disaples
Mode/Address. identify mode for the
{Master->Device) device and establishes
: the new device number.
Set Serial Number 0x0203 0x0213 | 0x0213 Sets the lé-byte serial
_ number of the device.
File Transfer 0x0204 0x0204 | 0x0204 Contains file transfer
information

Request IP Address List 0x0205 0x0208 | 0x0206 Requests the list of IP
address the device will
attempt to contact -

IP Address List 0x0206 None None List of IP address .-

Add IP Address 0x0207 0x0213 | 0x021i3 Add the specified IP.
address to the contact
list.

Delete IP Address 0x0208 0x0213 | 0x0213 Delete an specified IP

address from the
contact list.
Set DNS IP Addresses 0x0209 0x0213 | 0x0213 Sets the DNS IF address
list and domain name.
Request DNS IP Addresses | 0x020A | 0x020E [ 0x020B | Requests the DNS IP
address list and domain
: namne.
Get DNS IP RAddresses 0x0203 None None Gets the DNS IP address
list and domain name.
Set Ethernet IP Address 0x020C 0x0213 | 0x0213 Sets the IP address,
subnet mask, and

— gateway.
Reguest Ethernet IP 0x020D 0x020D | 0x020D | Requests the Ethernet
Address interface’s IP address,
subnet mask, and
gateway.
Get Ethernet IP Address 0x020E None None Response to Request
. Ethernet IP Addrss.
.{ Set Time & Date 0x020F 0x0213 | 0x0213 Sets the Time and Date.
Regquest Time & Date 0x0210 0x0211 | 0x0211 Reguests the current
Time and Date.
Get Time & Date 0x0211 None None Gets the current Time
and Date.
Identify Mode/Address 0x0282 |} None None Respense to Identify
Response Mode/Address.
Restart 0x0212 0x0213 | 0x0213 Restart device or
subset of device.
Completion Code 0x0213 None None For some messages,

confirms successful
completion or failure
of a message.




Pass Through Thi s message requests that the Connection

manager 10 redirect strings comng from the specified source
devi ce to the specified destination device. Th;énn§%)l 7also
prohi bit striW88Y$M¥m t he source device getting sent to L
interpreter until the PassThrough is disghled. Thi s nmessage w | |
cause an 'RXON nessage to be sent to the 15 source AXLi nk devi ce.
Message and paraneters: Field Val ue('s) Description
MC 0x0584 Pass Through Val ue MO 1. . 2]
SrcDevi ce Pest=gREd—10- DT T Val J&alueoUPFaiEa prv o) Description )
device. . M 3. . 4] Dst Dassbages From Unsi gned 16-bit val fe.
Desti nati on deuvice 5 DEVICE | MASTERa(ldr eSS,
MD[ 5. . 6] ReservedsYepdicr® k& yhed 16-bit vaPETeE PEEET NI DN
Devi ce POT T aduress:
MO 7. . 8] Dst Syst em Unsigned 16-bit value. Destination System
Addr ess. Set Number Enabl e Unsi gned 8-bit value. Bit
field: _ Used to set the Device numBelr Oof lmERfe@qRass
t hrough. 0=di sabl e.
Request Noti f it&EiET This nessage is sent by a naster to
request Fialpot | T | cat | grvatde(spec| Peseripeissages that are recerved|from
OR sent 1LHc t he S paol o4 Setolevige numberTyvnj cgl |y the
MD{1] Contigurati | Used to indicate the' type or configuration
on Flags and the validity of the following data.
MD({2..3] Device Unsigned 16-bit wvalue. The specific device
Number number to dbecome.
MD[4..8] System Unsigned 16-bit value. The specific system
number to set.
5
Configuration Flags
Bit Value TYype Description
0x01 Device Device Number in data is wvalid and should
Field Valid | be stored.
0x02 System System Number in data is valid and should
Field Valid | be stored.
0x04 Euture
0x08 Future
0x10 - | Future
0x20 : Future
0x40 Future
0x380 Erase all Zrase current setting and return to
Current default.
System/Devi

ce Settihgs

Set Identify Mode/Address
Places/removes the device into/from the Identify
10 state. While the device is in the identify state, a press
of the identify button causes the device to take on the
specified Device/System. The device should respond with
the Identify Mode/Address Response, report its old device

as off-line, then report the new device as on-line.

Pield Value (s) Description

MC 0x0202 Set Identify mode

MD(1) Flags Unsigned B-bit value.
Bit 0:

0 - Disable Identify Mode
1 - Enable Identify Mode

MD[2..3 NewDevice Unsigned 16-bit value. New device number.
MD[4..5 NewSystem Unsigned 16-bit value. New system number.

15

Set Serial Number



e

Devi ce
Val ue(s)

Manager

Request Noti fi cation val ue

5 notification nmessages ar
(specified above). Field
MC 0x0507

[1..2] WOBHE7Est em

Unsi gned 16-bit val ue.
systen1of this (RequestNotification)

nessages

Descri ption
VD
The desPFHEEIEATS?

nmessage. M 3. . 4] Dst D&%i ce Unsi gned 16-bit val ue.
The specific source devi ce of

I nterest. MD[ 5. . 6] SrcSystem Unsigned 16-bit val ue.
The system u I ngL atj.on

MD[ 7. . 8] é’r cﬁgevto sreeL(:]U(rt:;'glggned:t %SL E‘lln%é%ue éa ggg Lfied
request i ng t hedemtdd.i cati on nessages. NC{Q..lO]

MessageCoun  Unsigned—i6-brtTwalews  bubesoef Messages

t | TyeOl TOW NQg 11 Sjt0x0203 Set\driall. Ndiber. VESSages
Array of unsignet.I3bit val|esial EachThe devices 16-byte serial number. This

val ue identifiles a specific [TE%85ge. F “f:aie:‘::"“ is reported via the Davice
exanpl e, Ox000A—tndcates—that—any tevet g2

Val ue nessages to or from Device shoul d be
sent to SrcSysf&kg Transfer The foll owi ng nessage command val ues are

not actual
"commands”
foll ows:
requests

are
Val ue

10

t he
or

to .
device

i oanact

BRFHHEF -

hbtl

| nter

THIRS S&@@%nd initBdtes thdl NSfansfed rd#lalata for a
that function as

THel ¥t ednirpdesi sthaty SOEFT i CEATTRE
S S mechd s heedeydmeeorf r?ﬁ“ tfmf Mgl . of 1¥ile
agnosti C n r , e . (0]

. CORET I G TWETE: HETEATe . W

Daﬁiéquion

fication Manager

;rgnsfers
s eSS A REG
naI 0x0101 Used

rom or

to

di spl ay/ conve
It includes a

ﬂelldl (AuIIUJLI <

Value (s)

RN
e o

BREagHE St

ssage.

SEverlty evel

, 0x0204

file Transfer

nodul e I D, and
are generated
0x0102

di agnosti c man
i nformati on bg
0x0103
for each devig
nunber of port

NBist®er4Ir esponds

Ma(ist3ll ng. The
internally wt
Regi sters theg
ager such that
sent the sour

Seéletersag

sendi ng
di agnost
ce device

hin the m

h@nsigned l6-bit vaiue:

B.% L used

ta
dEVdﬁﬁka&h t he
= Touch Panel File

= AxcC 2T ns .
#s2¢ T°Refuest Devi ces

Request Di agnost
| nf or ma

e currently on
s for each dev

MandtienDev
-line and
i ce.

T2 {uneGol RS Sage gss) such as receivd,))-
ﬁﬁ‘ , etc. Values 0O- are predefxned

r va.lu s are based upon the
Tiler st Bevices 0x0109

| ndi cates t hat

Ma[9..dn-] 1 he

Satxe

If any, @wml:aumsemE@ion specific data,

i nf or matli®on has been sent.

Request IP addr

ess list

Requests for the device to respond with the list of

15 IP addresses the device or master attempts to contact.
Field Value (s) Description
MC 0x0205 Request IP Address List
IP Address List
The response to the request above, one IP Address
List message will be generated for each IP address in the
20 list.
Fiald Value (s) Dascription
MC 0x0206 IF Address List
MD{l..2] Total Count | Unsigned 16-pit value containing the total
number of addresses.
MD[3..4] ThisIndex Unsigned i16-bit value containing the item
number beginning with 1. This will be
incremented for each address until it




Request Devi ce 0x0104 Master responds with a variety of
nessages St at us that indicate the current
state of the devi ce
7134 : . PCT/US00/11797 :
56 woo e%]uest Devi ce Ox010A I ndi cat es that afl Devi ce
St at us Status ECT 63 i nformati on has been sent.
Request 0x0105 Requests the entire list of devicel/ports
Asynchr onous currently in the Master's asynchronous
Notification List notification |ist. Asynchr onous
0x0106 Ntains _a singl e _entry [leqadls TRl VRoART S
Noti ficati on |¥b$$) Eﬁﬁynchrqqpyiiyétificgtion list.
Add/ modi fy 0x0137 Adds |G < mpddi SRR WAtry in the Mastfer's
asynchr onous asynchr qnosigcneémnédcgat i on |i st .
Notification List Del et e Bt - 3. Unuged)108 Del ete onqg or
. . , : Unused
all entries ih the Master's asy NCHr GRS
asynchronous photification ||st. Bit -Not ¥rfusgiat i on Li st
Internal Diagnostic String 0% Ton JHICSIeASSHEG® i s used by tgsks
wi thin the ma;t er to | og/ di épl AyeREAxOLanGtagéligageelii C Nessagegs. 5
Message and ppraneters: Fi gles - 6 & 7: Encoded/gpngeqrdgn state
I ¢ 00 = : ,
Descri ption MC czméﬁfﬁgi i‘éiﬁ;iiﬁ"l %@&@?Jn Di agnosti c
String MO 1. . 2] Obj ga® 4 Dxao)ljna‘itgiqetirlc@arbictiovazla%. Val ues
defined in 1L = (0xCO) Comnecfpy Constants & |
speci fi cat i onf¥GETHRENT . Fort NubdaF J.0nshlgned 16-bit valek V&HchinYng caelpbet grjed
16-bit val ue. MO 5 UR?,] ;-“—';ief)immqm-o CHAR ar Lay. NUL |
. . Rt ull terminated add tring. Either
term _nat _Ed, CO}??{%'I ﬁ1 ng a URL, or I;nadceire:s iﬁﬁt@ E@g\ of Te&t
description of _the error. for 192.168,26.148"
exanpl e, " Sel fuiwdt-Fail ed y2F Addzess | NullResrmingtec)fagddostsi Toingf offitd qn 10
This message] is used by| the |DH ot LEQMSEI? Phattaies the
Add IP Address
Add a URL or IP address to the device’s IP address
list.
Field Valua {s) Description
MC 0x0207 Add IP Address
MD(1] Flag Bit field:
Bit - 0: Connection Mode.
0 = UDP connection
1 = TCP connection
Bit - 1: Unused
Bit - 2: Unused
Bit ~ 3: Unused
Bit - 4: Unused
Bit - 5: Source of Entry
0 = IDE generated
1 = NetLinx Language generated
Bit -~ 6: Unused
Bit - 7: Unused
MD[2..3) Porxt Number | Unsigned 16~bit value containing the port
number to connect (normally 1313).
MD{4..n} URL Null terminated address string. Either a
URL, or IP address in the form of
%192.168.26.148”"
5

Delete IP Address

Delete one or all URLs or IP addresses from. the
device’s IP address list.
Field Value (s) Daeseription
MC 0x0208 Delete IP Address
MD[1) DeleteFlag Bit field:

Bit 0 - If set, delete all URLs.
Bit 1 -~ Unused.

Bit 2 - Unused.




di agnostic informati on be sent to the requesting device. I f any
flag bits are set, unsolicited diagnostic nessages of the
specified type(s) wll be sent to the device. | f al |
bits are zerwovéad no di agnostic nessage will be 15 PIAHOIFY t he
devi ce. Message and paraneters: Field
Val ue(s) Descri ption MC 64 0x0102 Request
Di agnostic Information M 1. . 2] Fl ag Bit Field:
O - Enable Internal Diagnostic Strings
1- 15 - Undefined (mist Q). 20 Request = Devices nline
This nessage(is used by the IDE to r ﬁﬁie%t_ Uﬁuj st of onling
devi ces for tthe receiving NetLinx nagsirs -Thesed. master will Hespond
with Device Iljnfo nmessage(s)| for each|B2it § - Unused.
. M L - Bit, 7 - Unused. . .
57 e CtrTenti PN T e it Iieﬁéﬁq'%ﬂﬂ_ﬁ—vﬁmi a
Port Count ngssage for each device. [Bit - 0: cMeesagedand paranmeters: |5
Fiel d Val ue(s) Descriptioh) - J2F copgestion 0x0103
Request Devi des Onli ne Reques s;@evllce&sﬁﬁl ne EOT Thi s
nmessage i ndi dates that all |request ed| 8ievi éegnused
Bit - 3: Unused
Bit ~ 4: Unused
Bit - S: Source of Entry
0 = IDE generated
1 = NetlLinx Language generated
Bit - 6: Unused
Bit - 7: Unused
MD(3..4]} Port Number | Unsigned 16-bit value containing the port
_ number to connect (noxrmally 1319).
MD[5..n, URL Null terminated address string. Either a
. URL, or IP address in the foxm of .
%192.168.26.148"
Set DNS IP Addresses

Set the IP address(es)

of the DNS servers and the

domain name. A maximum of three (3) IP addresses may be
5 specified. The search order is same as the order
provided. A NULL must be provided for empty entries.
Field Value (s) Descrintion
MC 0x0209 Set DNS IP Address
MD(1l..n] Domain Name | Null terminatad name string. This name
gets appended to names without a dot.
Example, “panja.com”
MD[n+l,.p) DNS IP Null terminated address string. Must be
Addressl the IP address in dot notation form (e.g.
*192.168.25.5")
MD[p+1..q] DNS IP Null terminated address string. Must be
Address2 the IP address in dot notation form (e.qg.
%12.5.138.77)
MD{g+l..r] DNS IP Null terminated address string. Must be
Addressl the IP address in dot notation form.
Request DNS IP Addresses
Request the IP address(es) of the DNS servers and
10 the domain name of a device.

Field Value (s) Description
MC 0x0202 Requests the device’s DNS IP Address list
Get DNS IP Addresses

Get the IP address(es) of the DNS servers and the
domain name.
Field Value(s) Dascription
MC 0x0208 Get DNS IP? Address
MDI1..n) Domain Name | Null terminated name string. This name




fromthe Request Devices Online nessage have been sent. 10 Thi s nmessage

Is used by the IDE to determ ne when all online device information
has been received. Message and paraneters: Field
Val ue(s) Deou/smid on MC PCOA3Y011797Request
Devices Online 15 Request Devi ce Status This nmessage is
used by the IDE to request the 65 status of the specified device.
The master responds with Qut put ON nessages for each output channel
that is on, Feedback ON nessages for each feedback channel that is
20 on, tc See the Diagnostic Manager specification for nor e
informtion.[ Messade and par agﬁgmﬁ%e:gggfcg;ﬁ‘,‘es Ry 2 ot
Val ue(s) DeSepimPiipim DNS 1P BT terminated address string. WGGELD&
Request Devi ¢e Status RAfABPSE. | 2] the I? address in dot n°“tl°rDé42Fimcts g-Unsi gned
. N *192.168.25.5") .k
valve, o TRBE TR | neeies | e o v adover Gasd ra hcd. v ue.
. Address the IP a £ q .
25 Request DF\\II ce St :[ifgé‘/chEF('ﬂ' a§£15t’48_¥")§%iTQéﬁcs npgsiggpé%mntghr‘af bs t hat
all of the RedbE&st -~ isbe St phs s IR IR B has e ogeRt . This
nmessage i s used by the TDE to det ermg)ne when al I devi ce status 30
i nformation has heeRr-heeeiyeskidress
58 Message and par %meters Field, £
Val ue (s) Descr@ﬁ@ 5ﬁ , Subnet mask, and gateway o Lhe0 010A
Request Devi cgni¥i’at Uchernet interface. A NULL must be provided for
S empty entries.

Field Value (s) Description

MC 0x020C Set Ethernet I? Address

MD(1] Flags Bit field:

Bit 0 - If set, use DHCP for I? address and
subnet mask. The IP address and subnet
mask fields must be supplied, but are

ignored.
Bit 1 - Unused,
Bit 2 - Unused.
Bit 3 - Unused.
Bit 4 - Unused.
Bit 5 - Unused.
Bit 6 - Unused.
Bit 7 - Unused.
MD(2..n) Bost Name Null terminated host name string. (e.g.
“*NetLinxl”)
MD{n+l..p] IP Address Null terminated address string. Must be

the IP address in dot notaticn form (e.g.

0192.168.26.26%)

MD({p+l..q) Subnet Mask | Null terminatecd address string. Must be

the IP address in dot notation form (e.g.

“255,255.255.0")

MD{g+l..r] Gateway Null terminatecd address string. Must be
: the IP address in dot nctation form (e.g.

*192.168.26.2").

Request Ethernet IP Address
Request the device’s Ethernet interface IP address,
subnet mask, and gateway of the unit’s Ethernet
10 interface. The response to this message is the Get

Ethernet IP Address message.

Field Value (s) Descristion
MC 0x020D Request Etherpet IP Address

Get Ethernet IP Address

Get the IP address, subnet mask, and gateway of the

15 unit’s Ethernet interface.
Field Value{s) Description
MC 0x020E Get Ethernet 1P Address
MD[1) Flags Bit field:




MO 1.. 2] Devi ce Unsi gned 16-bit val ue.

MD[ 3. . 4] Por t Unsi gned 16-bit val ue.
MD[ 5. . 6] System Unsi gned 16-bit val ue.
Request Asynohoomous Notification List Thi s PREASHYA™ s used
by the IDE to request the 5 current asynchronous notification
list from the nmaster.- The 68mster gener at es a series
of Asynchr onous Notification List nessages, one for each entry
in the list, to the requesting device. 10 .~ Message and
paraneters: Field A[alup( s) l')p':(;ri ;‘.j' on . MC
0x0105  Request Asynchrorfous Not i fj 3o O P Sho s, aairess aAONBAA ONQUS
Noti fication List Thi [snas®e $ SAGCmisS bgeti&ﬁgrlaécﬁcbub)bré he mast er
in response to t he {Request Asyn‘crh‘# gnouds Notification List nmgssage.
15 For each entry in t hel ait FAS GQJse list, one of t hese
nmessages wll| be generatégd. Bik f3 ~Udneaoe are no entries,
then the nurber of entriles field piigdT So4e zero. See the
Di agnosti ¢ Manager specification for rmr:es + mﬁ&&&mtl on. 20 Mesgage
and par anet er g; Fiel d Bit 7 - Unuged. ||¢=(s<l Description

MOTZRI0x 0106 | Po%° MG nchYRh RNt $PE AP T0or %t
MO 1.. 2] Mo(n+1..pPL Al COUBIAddAdES | DHET tdiditdd Jakdie cempal Musﬂgaef he
total nunber 9f entries in the Ii st gggzlisgdggewe doypotation fomm (e.9Thjis| ndex
Unsi gned 16- bitt DE';%ELUQ] eofit a! 'S‘ubNtTMH& W& Mterminated address string. Must be
nunber begi nnilng Wi th 1. Thij{s wi || be|the 1p address in dot notation form (e.g.
| ncrement ed f CMI{GWLX; 0 %‘gi% iss zrsxgtg:l address Tin st be
Total Count. v 5. the TPLIBMISSE in dot n oénsaé‘l 16gbi t
val ue. M) 7. . 8] POY!92.168.26.2)LNS | gnpd 16-hit val
MD[ 9. . 10] System Unsi gned 15-bit val ue. VD[ 11. . 14]
Fl ag 32s€ tTinee|aghd( PRtEhe bit is set, the _
nmessages are enabl eg¢s the Time and Date of the unit. Bit - O
Onli ne/ of fli ne_nessages TS Pescrisiion Bi—- 1:
Conf i gur ati on {fR&¥ages———romr e T = Tata 1 2:
| nput channel GRETIES Month Month (1-12)

MD(3..4] Pay of Day ¢f Month (1-31)

Month

MD[5..6 Year Year {1999~-209%)

MD(7..8 Hours Hour (0-23)

MD{9..10) Minutes Minute {0-53)

MD[11..12 Seconds Seconds (0-5%)

MD[13..14 Day of Week | Day of week (0-5) O=Sunday




Bit - 3: Qutput channel changes
Bit - 4. Feedback channel changes
Bit - 5: Level changes from device
Bit - 6: Levavowisarsges to device PCT/US00/11797
Bit - 7: Strings from device Bit -
8: Strings to device 67 59
Bit - 9; Commands from device Bit -
10: Conmands to device Bit - 11:
St at us nessages £ T q Bit 12-31:
Undefined. ShotRBSsE Férgent Time andad3rfpdify Asynchronous Notification
Li st ' Rellest Nassadevits’ s Usk@reh® wiG@d and ehite. TAEO the
Asynchr onous NOtIflcatI n List or _nmodify an i stin J3) entr % The
master will %8 by é‘{esgﬁgeCon% the®' &e¢ (Gt i G0t Pahe manager
nmessage 0X0213ie§§%@%age I ndi cating success or fai I ure of this
comand. 5 A speci al senti nel val ue of Device=0, Port=0, and
Syst em=0~i ndi cat es t hat the flags should be applied to the gl obal
filter. 10 meld Messagd vakus lyiar gheeserigtion Field
Val ue(s) ¥Eription °"°21RC Request Current Tygesagpate ddf ModHfy
Asynchr onous I\%)t | 1;# cati a1 BI MO 1. . 2] Devi ce
Unsi gned 16- bi MO 3. . 4] Por t Unsi gned 16-bit
val ue. D] &et&] the devicesSyrdinenand dd#esi gned 16-bit val ue.
MO 1..10] Fl ag 32 Bit field (if the bit is set, the
hl.od) - Rk ol
rT'essageS ar e E"Q@éild\,ul . Value(s) Description [ =] = U.
Onl i ne/ of fli N@cMTESSAYES 0x0211 Get Time & Date Bri - il:
Configuration sadjes lgonthf Montl‘;f(l-nl)1 O Te Bit - 21 [ nput
D{3..4 ay o Day of Mont 1-3
channel changgé¢t Mo en
MD{S5..6 Year Yeaxr (19995-2039)
MD{7..8 Hours Hour (0-23)
MD({9..10) Minutes Minute (0-59)
MD{11..12] Seconds Seconds (0-59)
MD([13..14] Day of Week | Day of week {0-6) 0=Sunday
10
Restart
Restart the device or a subset of the device.
Field Value (s} Description
MC 0x0212 Restart
MD[1..2] Flag This field has the following enumerated
meanings:
0 ~ Device reboot. The device should
perform the “coldest” boot possible.
1 - NetLinx restart. Shutdown and restart
the NetlLinx interpreter.
65535 - Smart reboot. The device should
perform the necessary steps to activate any
previous configuration parameters.
Including, but not limited to, “cold”
rebooting the device. For example, if the
IP address configuration has changed, and a
reboot is required to begin using the new
IP, then the device should reboot.
15 Completion Code
Indicates successful/unsuccessful completion of a
previous message. In the case where the device settings,
such as device number,. are being modified, the completion
code message 1is Ggenerate using the “old” device
20 information before the new settings take effect.

Field Value(s) Description
MC 0x0213 Compietion Code




Bit - 3: Qutput channel changes Bit
4. Feedback channel changes Bit - b:
Level changes from device Bit - 6:
Level changeswoooeieyi ce PCT/{0011797 -
Strings from device Bit - 8 Strings
to device 68 Bit - 9: Commands from
devi ce Bit - 10: Conmands to device
Bit - 11: Status nmessages Bit 12-31:
Undefined. Shaould be zero lete Asvnchronous Notification list
Thi s nessage i|¥ised to del 4t€*%Afal | ﬁ@;{;@ﬁzgigﬁjg;;52;;;’5;522;52’&@oﬁ};:t,he
Asynchronous Notification Lijst. The npsa&ilewddn a set EthernegGReHadteds a

Conpl etion Code (Configuratijon I\/anager’;mSgggoiggnwg:;‘:sgzggggggsgage§§"age

i ndi cating sudcess or failurle of thiS|message with GRBIERAGet to AxSPECI al
sentinel valug_of Device=0, b;gartgszo e and qu;ug%:ég °:§1nf(11§;’2% £s hat
the gl obal fil{t®FIshoul d be de ’gt . gg i ® i°41 T288Yit i°he

val ue of Devi de=65535, Por t :65%11 55%?%51 i&ﬁ;g%éﬁﬁ&ﬁ% i ndi cat es| t hat
all entries shoul d be del et ed] Bits 1-7 must be zero.

60 Ve dsage—ard—patraneters: Fetd Vat-trets)
Description 08 Add/ Modi fy Asynchronous

Notification L}

MC . 0x0
& Tdeniy Moge/addzeddlponse Uhsi ghed 16-bi

val ue. MY 3. . 4] Indicates tRattthe devigssihpedrd@isiad haueidentify
MY 5. . 6] ﬁ%&gfﬂgdress %%%bggegn&6h95th¥§|Hebutton pressed on the
5 device to indicate it should take on the ID Mode device
and system number.
Field Value(s) Description
MC 0%0282 Set Identify mode/address response
MD[1..2 0ld Device Unsigned 16-bit value. 0ld device number.
MD(3..4] 0ld System Unsigned 16-bit value, Old system number.
IP Port Connection Manager
The following messages originate from or are
10 destined for the IP Port Connection Manager:
Command Value Description
ReqIPConnection 0x0381 Requests an IP connection.
{Device->Master)
Request IP 0x0382 Requests the status of an active or pending
Connection Status connecticn,
{Device->Master)
IP Connection 0x0303 Indicates the current status of a
Status connection or connection request.
{Master->Device) Indicates: success, failure, unexpected
closing, Host terminated connection, etc.
Authenticate 0x0304 This message is the challenge that is sent
Connection to the client device.
(From Master)
Authentication 020385 Eﬁcrypted challenge response from the
Response client.
(To Master)
Connection 0x0306 Status back to the client regarding the
Granted/Failed connection.
(From Master)
The included message protocol and its packet are
designed to be sent independent of any transport protocol.
Thus, this message can be sent by a TCP/IP protocol over
i5 any connection or by a lontalk protocol, which is based on

inc. This
RS232/PPP

the phastlink protocol developed by Panja,

protocol can also be <carried over on



Confi gurati on Manager The foll ow ng nessages originate

from or are destined for the Configuration Manager:

Conmmand Val ue Val i d Response Description

Messages Pr onwo 00/67134 DEVI CE MASTERPCT/USOB®179Devi ce
Nunber 0x0201 0x0213 0x0213 Sets the device/system

(Mast er - >Devi ce, 69 nunber of the receiving

Mast er - >Mast er) devi ce. Set Identify

0x02102 None None Enabl es/ Di sabl es Mbde/ Addr ess
identify node for the (I\ﬁlster» vices)

devi ce and est GBPRERERS- ts protocol supports master to master, PChe pew

devi ce nunber. to maSedr Sexd at tbinksrice communic@x0203 0x0213 0x0213

Sets the 16-byte serial ication Comp nunber of the

devi ce. File Trafs? BRIFTFS 026R0283°2b%020%FP*E5REEns il e
t ransfer using the safernstyean 1SO mRégliest Op&rPdichrge sHyrsitiests sucRX0205
0x0206 x0206 S i f.IP . .

addr ess '?’he deelscel%%\?l\nlél%l%g I*hth)J ?ﬁov%.de most of these layeétst ew@t[htﬁ
contact - pPwerifirlesebi¢at oriented)x@lpgactippnet thEormpplicakist of | P
addr ess Adgla {8 Addr 838er Window®X0207 £ X025 Q%43 14yl th
specified IF. a¥sr = TR o ‘ %S'l oh® 1456k, gﬁ?ﬂress to
the contact  software ppyeloper fp| gres¢Frefidrits a Berkley(OSoghsts 0x0213

0x013 Del eteinpespsd fi edwifh this interface, the developer can

addr ess 1fOrom t he . _ . . . .contact list.
Set DNS*Pp AddPREIRLLsh tWoay, GEMMUBTERLion (i§jsE3 an SPHECEHENENR FE

addr ess a ™“Socket”. Applications can choose to be cli&itséandrdonain
Bﬁgel = Requegeterxpela\lrss.l P'i‘ak‘;do rg?ls%gis ingZPOOQ\VGrf(l)lioggSBtraQé(toizo%gd&Png uf?fststs ;23
donmi n no facilitgng.co helGeth®NSppH caddresdeseloper Bo3RBBate None

None Get H\ISIF ress i gpﬁ onai )
Set Et her net Iér%}g? ess‘“n tﬁ‘%g‘go%% t%iopzalc:}»(etéxfikz‘lg&fo e slotqhg%hg gggggss,
subnet fAsk, am@d forth on the wire. The services that are available

gat evay. Reguest wELRer iR sgde resoluf¥O20Rha JxQAY] He02RReivReguests

t he Ethernet Addr ess . , . interface's
| F address, of blocks o¢f binary data. Typically, the client,gndt mask,
and server portions of the application areJab@W@¥en té&et

Et hernet | P Address_ OJ(OZOEP I\ﬁgee, None Resgons,e t 0 Reguest
Ethernet | F YIRFEEAAE 8EF PR SpafiBSS29es  9Pyx0SBE 'OX(213 639213
Sets theoTi me msssd¥pde.consiBequésstuamrnsDattepinary ifBd¥Ab@ion0x024 1

0x0211 Reque the curr ent o
Ti me and Date.ééém\tuf]e%“eﬁ rsr%g@ B&£g2da=s- thﬁx(?fffloﬁlsﬁe usuaﬁ%ﬁe has to Get s

the current Tipeogram in a lowndlevelDdtamguagel slesit idfsy CModeCAtdr ess

0x0282 None NORE&: Intern@ESRQRS %2 I i onse .
Mbde/ Addr ess. Rest ar tn ern %l n g)%g%lgx aoﬁgig %xOfES,Cle??estart
devi ce or of developers called “Web developers”. On an average,

25 they are not low-level programmers who can code in C wor
C++ and instead use some combination of HTML, Java,
JavaScript and VBScript. Except for the full Java
language, the other languages are “scripting languages”.
They do not provide the developer with services and

30 facilities of a full programming language.

The primary goal of the Panja dynamic messaging
components invention is to make a scripting language such
as VBScript or JavaScript (or even Visual Basic} capable
of directly communicating on any TCP/IP network

35 connection. This means that these dynamic messqgi_ng



subset of devi
sone nessages,

ce. Conmpl eti on Code 0x0213 None None
confirnms

successf ul conpletion or failure
of a nmessage.WO 00/67134 PCT/US00/11797 g1
Conmmand Value Valid Responce Descri ption
Messages From 70 DEVI CE MASTER
Reserved Messages 0x02EO- Reserved nessage range.

Ox02FF

Devi ce nunber

Val ue(s)
Devi ce nunber .

t he type of conf| ur.at |

Set Devi ce Nunber Used to set

con i gure devi ces.
%tgn%a t‘oggLﬁtt ne script wri terog(}eﬁoa_l_bl.l.lty tget

(i) form b:ﬁﬁﬁj messages and thhmfsh@ur&hlen Usledi tre tiwid@dkcat e
Fl ags and the

validity of the ﬁtlonﬁg §afa. Y recnlvﬁIIE?néﬁy mes3dges Dt e?

Unsi gned 16- bi

rtemednje confiegtdpaci indedetdrgk their format and “unpack”

Nunber Il{-{ﬁ)eval u(g Q%%Eg@; e_gld vidual '\@Léldél in the messsnget SALLY

UnS|gned 16-b

ic system

nunber to seaXplagned later Gonf?*gkﬁa‘ﬂ?@mﬂtagslt will be Beenvihat

Type

be stored.

is valid and sfHaH dhese components now provide.

0x04

Future
Future
return to

10

15

20

25

30

35

BRI PUESS  th @81 dRvi-ce vi ce
Number in data s valid and shoul d asic  requir curre9€

communicgggon protocols regyiygmmore CS?E%%%nrﬁﬁﬂiﬂfePn dat a
Field Valid be stored.

Fut ure . 0x08 Fut ure
0)?‘?0 meet the prnﬁﬁyurgoal explair@&cﬁo above, the

dynad@0 messaging cchpasenas!| weder asehesénenttset beng and

implemented using the MJ.CIO(;%r ;.eEcmponergt(:af u:}etc:n. Model or

COM. This is primarily because presently no other
programming model allows a scripting language to use
self-describing objects with such ease of use. coM
objects are well-understood by the developer community
and the model is mature and stable. However, other
suitable programming models may be used if desired.

To effect the requirements enumerated above, three
distinct objects or components are provided. They
include a binary message descriptor/layout manager
object, a message instance object that represents one
network message, and a transport object that manages the
buffered network transmission issues.

The message descriptor/layout manager object allows a
script to define the structure of binary messages that
represent packets of information sent back and forth on a
network connection. The message  structures are
identified using unigque names. Once defined, these
structures can later be used to form instances of
messages or define more complex structures, which contain
embedded structures in them. Referring to FIGURE 11 for
an example of the message descriptor/layout manager
object, which includes a binary message structure 700

that may be sent or received according to the

eld valid



Syst ent Devi ce Settings Set ldentify

Mode/ Addr ess Pl aces/renoves the device into/fromthe
ldentify 10 state. Wiile the device is in the identify
state, a pr &4x00/67134 of the identify button causes thePGRAUSBRITID t ake
on the specified Devicel/ System The device should respond
W th the Identify Mbde/ Addres lResponse, report its old device
as off-line, then report the new device as on-line. Field

Val ue( s) Descri ption MC 0x0202 Set

{/gfzte' fy rrDd(:"c:cnnmunicatJ‘MH ]p]rotocol. The pccxgg s“*ltxcbur ns'xg&udes bi t

0 - Disabl e i@@ﬁ§¢g@ kedder structure that is an embedded structure 1 -

Enabl e | dentifycMyderye message . Mph¢&- mé}’;sage’vﬁeﬁ\der Pﬁ@@ﬁ’gegea %?liﬁ}sgned

16-bit val ue. New device nu tem
Unsi gned 16- bPEotesale. idenifgsten? nontrs). 702, a packet Sete Stw i mtdyunber

62 5 (4 Dyte%e@dao sgt pEB§e§erv'e§519H”q%e kg;tetsk’e sepci Lhgd
devi ce. Fi e e(s) NC
0x0203 pagkR* S‘e\faeaHZNEafbéF) 705. " Megyape f@]ructure 7@(33rf-laltther The

devices 16-byigcheidsla meseage bd@YS which contains data accordiNyTRES

serial nunber_js r%Ported Vi a th% Devi ce
Info message. ssage type. or example, the message body may
include zan element 1 (2 bytes) 705, an element 2 (a
10 variable length element whose size is specified by
element 1) 707, and an element 3 which is =& NULL

terminated string.

To <further describe this message structure, two
additional message structures are defined: the message
15 header and the entire message. The entire message
contains the header structure as an embedded structure
within itself. The following pseudo-code shows the

general format of the description:

20 LayoutManager = CreateCbject (“LayoutManager”)

LayoutManager.BeginDefinelayout {“PacketHeader”)
LayoutManager.AddPrimitive (“SHORT”, “Protocol”)
LayoutManager.AddPrimitive (“"LONG", “PacketSize”)

25 LayoutManager.AddPrimitive (“SHORT”, “PacketVersion”)
LayoutManager.AddPrimitive (“"SHORT”, “PacketType”)
LayoutManager.EndDefinelayout ()

LayoutManager.BeginDefineLayout (“*EelloWorldPacket”)
30 // message header
LayoutManager.AddStruct (“PacketHeader”, “Header”}

// message body
LayoutManager.AddPrimitive (“SHORT”, “Elementl”)
35 LayoutManager.AddPrimitiveDynamicArray (“CHAR”, “Element2”, “Elementl”)
LayoutManager.AddSZString ( “Element3”)
LayoutManager.EndDefineLayout {)

The operations (methods) that the layout manager

40 provides allow a script to define the individual



File Transfer 5 This comeand initiates the transfer of

data for a device or master. It is intended that this transfer
mechani sm be common to all types of file transfers i ncl udi ng
firmvare upgrede®§7i3R data, touch panel design fil ®@sT/USBON1797 Fi el d
Val ue (s) Descri ption MC 0x0204 File

Tr ansf er MO 1. . 2] Fil eTyp'é2 Unsi gned 16-bit val ue:

0 = Unused 1 = IR Data

2 = Firmnare 3 = Touch Panel File
gxecﬁ?g?szﬁcgoé;ogn%fbgg&tse,of alvg.garf]message. ’I":k?encgplecz):gtions ;Qr?eéaéﬁéf ! Ce)'?CF °
Val ues 0- 255 arakeprsaeffionsd. Al l ot her
val ues are based UR ezf:tb.e<o eration Name> (<Ele e>, i Y,

MY 5..n] Arm@iﬁ,) T any, cc()nt:étmierrx\tsT urict i<§r?1“§xge% Te datE 10
Request gP address |i st Requests for the device to respond
with the“list of 15 | P addresses the device or master attenpts to
cont act . For Feghfiple, to addalti@(SYyPackddB36el Pldi@hent to tME.

0x0205 R t IP re i et | P, Addr,ess Li st
The response '?rgelé%% et’eqﬁggt zgdé\?é:,ﬁ%ﬁ“évefP RB&F%E’S“ 1s us $st nmeS€age wil |
be generated fedrereath typeadiis espechfied a20 “LONGIi steaning it ifi ahd

Val ue('s) DeSCeRl iOhytes in Mae,  adai %020 LB Address
Li st 1.g. 2] Y Tot al eCo.unt. Jlﬂ’r?sieglr?én%é%- %Iot A at9&%@6nt ai ni ng
the totsf has  to be  done nyppidihipf addr eSBeginDefinelaywbds. . 4]

Thislndex  nsipgredelfybit~” vpdite eONbRE NGk ItBN indicates to
nunber beginning with 1. This will be

th layout manager when a new message structure

definition begins and ends. Once a message structure is

defined completely, it may be used as an element type in

15 further message definitions. In the example above, the

“AddStruct” operation was used tc make “Packet Header

Structure” an element in the structure definition of

message “Packet Type 1”. Embedding structures within

structures allows <for definition of very complex

20 messages.

The example also illustrated yet another important
concept. This is the ability to define variable length
elements within a message structure. The element named

25 “element 2” is of variable length. It is a byte (char)
array whose length is specified within the message by the
preceding element named “element 17”. Dynamically sized
elements of this type are pretty common in many
communication protocols.

30 Due to their very nature, some dynamically sized
elements do not have to have an explicit element specify
their size. An example of such an element type is a NULL
terminated string. A NULL terminated string is a
sequence of bytes in which the byte value of 0 is a

35 special value indicating the end of the seguence. Since

the end of the sequence is specified by this special



i ncremented for each address until it

63 equal s Total Count. MJ 5] Fl ag

Bit field: Bit - 0: Connection Mbde.

0 = UDP connewMo @r67134 1 = TCP BO/sso1i79m

Bit - 1: Unused Bit - 2: Unused

Bit - 3: Unused 73 Bit - 4: Unused

Bit - 5: Source of Entry 0 = | DE generated
1 NetLinx Language generated Bits - 6 &
(oorrcoded COMB 2 ¥ Alfigtn does not have to by exphimgLiAAkaReL Ly )

connecti on The example shows that “elementl18”=i[OBQUNMI ténG dadleg
connection valigd . . - . “ ., 11 = (0OxC0) nnect ed
M 6..7] Port NriBer 2POnEPEnRRETEIS " OEiEAS o] rﬁ°né’s§°‘%et80‘?$g it.

nunber to connect. TM9 8 fodlowing exdRlples enumerat®lulthé erspeardtadnaddress

string. ¢Eithe ; RL, or | P address in the
form of > (méthods) provided "bfl95?1f6é?§%?imal\ﬁﬁ[l%ﬁ+l. . p] | P
Addr ess Nul | term nated | P address string. |If the

URL has been |M¥¥9&%s“@es@9ﬂ%§5(ﬁ%%gggtlBénage§¥ﬁ¥j%§t 8§thods

address of the URL." Add I'P A L or IP address
to the device' BegifPepifplayout| rsptarts efieffinition of a vEWiaesspge

Description MC  (cannot be calle@XPR0le alreaB{dabP:AHCE 65 dddalle) . _
Fl ag Bit field: D Bit - 0. Connection
Mode. 10 s EndDefineLayout - ends definjHiqipmiec: i ofrrent message

(cannot be called if not currently defining a massage).
o IsDefinedLayout - checks for existence of a message

definition and returns TRUE/FALSE.

e AddPrimitive - adds a primitive element to a message
15 structure. Primitive elements form the basic entities
of a binary message. Primitive elements includes

characters (1 byte), 2 byte integers, 4 byte integers,
floating point numbers (4 bytes) and double precision
floating point numbers (8 bytes).

20 ¢ AddPrimitiveArray - adds an array of primitive elements
to a message structure.

* AddPrimitiveDynamicArray - adds a dynamic array of
primitive elements to a message structure. The array
does not have to be fixed in size, rather, the name of

25 another (integer type) element is used to contain the
actual 1length of this element inside a specific
instance of this message structure. The size element
has to have been already defined within the message
structure. In other words, the length of this dynamic

30 element is specified by an element within the message
and that element should be stored in a position
physically above the dynamic element.

s AddStruct - adds a structure element to a message
structure. The structure element must already have

35 been defined.



1 = TCP conne

ction Bit - 1: Unused

Bit - 2: Unused Bit - 3: Unused

Bit - 4: Unused Bit - 5: S ntry
rivSo

0 = IDE gener's M(7134 1 = Net L?nx‘bﬁadzfdﬂgge

gener at ed

Bit - 7: Unus
containing th
(normal ly 131

74 Bit - 6; Unused

ed MJ 2.. 3] Port Nunmber Unsigned 16-bit val ue
e port nunber to connect
9). M) 4..n] URL Nul I term nated address

string. Either fddstructArray - adds an array of strlBkar@leléhaiti ess in the

f or m of

Addr ess
address |i st.
0x0208

Bit O - If se
Unused. s

64

Bit 4 - Unuse

"192.168. 26. 148" Delete |IP

e |%F 397e S6FUGFYTURLs or | P addresses fromthe device's

o AddSMMictDynamicArravalue {dds a Deggidmdld OadMay of
Del ete | P Address ND[lL |
t §ﬁ£%ﬁ§¥5%|egﬂﬁﬁgﬁs to a message structure.

rules as that of AddPrimBtiveDynddiudeday applies to

, . Bit 3 - Unused.
d. this method. Bit 5 -

DeIeteFIa% Bit field:
he'sagq 1 .

Unused.

Bit 6 - Unused. AddsSzString - adds a NULL tddintindtedUstisktmly element tdVD 2]

Fl ag
Connecti on M
connecti on

10

15

20

25

30

35

Bi t
0 = UDP

ggtafﬁégégge structure.

» AddSZStringArray - adds an array of INULITCPexmimedudd on

string elements to a message structure. The array does

not have to be fixed in length, rather, the last string

element of the array has to be terminated with two NULL
characters rather than one NULL character.

o AddPadding - adds padding of specified byte amount to a
message structure after an element. This method is
used to align individual elements of a structure to be
on specific byte boundaries.

s AddAlignmentPadding - adds padding to a message
structure after an element to align to the specified
alignment boundary. Byte alignments can be made to
occur on 2, 4, 8 or 16 byte boundaries. This method is
used to align individual elements on specific byte
boundaries when the element sizes are not fixed.

The message instance object of the dynamic messaging
component allows a script to create an instance of a
previousty defined message in memory, £fill the message
with values for the individual fields of the message, and
then with the help of transport object ({which is
described in the next section), transmit the message over
a network connection. The message instance object also
allows a script to receive an instance of a message over
a network connection, unpack the message and access the
values of the individual elements in the message.

The message structure previously defined will be

used again to show how an instance of that message could

0:

| P



Bit - 1: Unused Bit - 2: Unused

Bit - 3: Unused Bit - 4: Unused
Bit - 5: Source of Entry 0 =1
gener at ed WO 00/67134 1 = Net LFGV$¥AYdage
gener at ed 75 Bit - 6: Unused

Bit - 7; Unused M 3. . 4] Port Nunmber Unsigned 16-bit
val ue containing the port nunber
to connect (normally 1319). MD[ 5. . n] URL Nul |

term nat ed addﬁgsérégEé@gln ferdd¥8f. @ FIGURE 12 illustrates an instance
URL, of IP address in the formo

"192.168. 26. 148f the messaget WHQSe pshEkitergeswas described in gghethe | P

address(es) of otbg; BN §8<£66.an5 a'mastslaée 720 inclEMBRI ) He¥BhgeA HERGLIUM Of
three (3) IP addresses may 5 peci fi ed, The search or der

is same a&haty fas tBrdé?llwmg exeﬁP&@FHeHalﬁe?\ﬂJLﬁ’_a‘?ﬁ?g‘t BeY9F8%i ded
for enptys entrii@gntifier = 1Fi(@Rd); packet size VahubB{S¢s = 23 [D@S¢Li ption

MC 0x0209 NS | P Addres _ [ 1.

Dormai n Nane NﬁFFk?Erﬁ?%oé‘dsn%nz?g%ﬂNﬁag’?fpfﬁ ?gngﬁﬁe = 3 (Bl
gets appended messagesbadyt eyt cantleins the following elements: element
Exanmple, " panja.c

term nated addr esstQtQSLZe of O{Yri)%al&g Blmamlc arra[a\ls“'rl bytes) Nzgélfessl
the | P addresseilaneot aot-“-atﬁf@dlpd)r mageay. of 5 characters) (727); and
"192. 168 25. 5" by ement :E) MAoRtdrnea] (nunn \o tPNRidLted strLNl;’“ (‘?% | nat ed
address string. NSt the IP
address in dot not a@‘h@nfpb];qﬁa(rg gpseudo code shows a typlcal sequence

"12.5.138.7") in creatidlth&lmeblage instantlS | P Nul' | term nated
address string. Mist be Addr ess3 the IP
address in dot notation form Request DNS | P Addresses

Request the | PMagdgdagsniasncef =t Dee INRDISRICLEM Sa @B nsthke") the donmain

hane Ofl a dey} Cl?) crm';;e message Eé %chl “PﬂlloWorédEGi)g"" VéUeU%uﬁ é)derlned using

Descri ption Nl o equests t he
device' s DNS | PYREATEET"| i s P._Addr esses
Get the | P addPEEETAW st cf?'?ée”ﬁ\ﬁg VL ?Wgrlgﬁaﬁ‘?c eadsf)

// (2} setup length of dynamic fields
20 MessageInstance.SetDynamicArraySize (“Element2”, StringLength(“Hello”))
MessageInstance.SetSZStringlength (“Element3”, 0, StringLength (“World”)}

// (3) set values for elements
MessageInstance.BeginSetLayout ()
25 // setup message header fields
MessageInstance.SetInt2 (“PacketHeader.Protccol”, 1)
MessageInstance.SetInt4 (“PacketBeader,PacketSize”,
MessagelInstance.GetMessageSize{())
Messagelnstance.SetInt2(“PacketHeader, PacketVersion”, 1)
30 MessageInstance.SetInt2{“PacketHeader.PacketType”, 3)

// setup message body fields
Messagelnstance.SetInt2(“Elementl”, Stringlength(“Hello”}}

35 // set dynamic array element (Element2)
MessageInstance.SetCharArray (“Element2”, StringlLeangth(“Hello”),
“Hellc”)

// set NULL terminated element (Element3)
40 MessageInstance.SetSZString (“Element3”, “World”)
MessageInstance.EndSetLayout ()



domai n nane. Field Val ue (s) Descri ption

MC 0x020B Get DNS | P Address MD(1..n]

Donmain Nane _Null term nated nane string. This nane

65 wooenid gets appendBGTUSHAMEs

w t hout a dot. 76 Exanpl e, "panja.cont
MO n+1. . p] DNS | P Nul | term nated address string. Mist be
Addr essl the I P address in dot notation form (e.qg.

"192.168. 25.5") MO p+1. . q] DNS | P Nul I term nated

address strimg thdispséedo-code above, a message instgEesSsBjectthe IP
address in dot_notation form(e.g. gq+l..r DNS | P
Nul | term natcér(?agg ré@%cgtﬁs n'{gﬁegl\}ﬂss?d bk set A Varidhs values tor

Addr ess3 thet heldrRradgdmésdinn thet motsaigean fDiien code to acB@blEyher net

| P Address : th ddr ess, .. subnet nmask, and
gateway of ﬁrﬁé‘smt the m%ﬁsltatges'gtﬁégﬁg ?é\fbeer ace. A NULL nust be

provided for 5 The Eipsy orgnratiies performed F$etlle “CreateMessalYalue(s)

Description cionMC Thi i 0 ‘ i fnet 172
Addr ess opera 1mll .s opera ijloggsaﬁ)s%Bigt '??Ieﬁpcﬁ 4 CELQ& a
Bit 0 - If s&essgge PECP ForeR PL¥RRIr esTh@npessage type is previously

subnet mask. dEFgnkl afitA%S €Mk SUBRClsome other) script using the

mask fields nust be uggljed, ut are
i gnor ed. message descriptor/layout manager objeqy. fhe meagagy of

B!t 2 10 Unuseathe second boolean argument (FALSE in thigﬁtcéﬁed Upyised.
g:t g i Bgﬂzggplained below. Following the creation of %{n;séaéggggg:
MO 2. . n] two opdgetiNaseare Mekiformedi nat edkthosie nbemgttis | oif). the. g.
"Net Li nx1") two dynamic fields within the message. The two fields
are “element 2” and “element 3~. “element 27 is a
15 dynamic array of characters and “element 37 is a NULL
terminated string. After a message is created, sizes of
all dynamic elements within the message have to be
specified because that is how the Message Instance obgect
knows how much memory this message will occupy. If there
20 are no dynamic elements in the message, this step can be
ccmpletely avoided.

The third step is actually setting the values of the

various fields (elements) in the message. In this
message, there are two parts: header and body. The
25 various operations supported by the Message Instance

object provide scripts extreme flexibility in writing
values of elements into a message. In this instance,
methods 1like “SetInt2”, ™“SetInt4”, “SetCharArray” and
“SetSZString” are used. Also, once all dynamic elements
30 have been explicitly sized, the Message Instance object
knows what the entire size of the message is, so the
“GetMessageSize” operation can be used to get the size.
This operation is used in writing the message size into
the “PacketSize” element of the header. The sequence of

35 set operations has to be enclosed within a pair of



MO n+1. . p] | P Address Nul I term nated address string. Mist be
the I P address in dot notation form (e.g.

"192. 168. 26. 26") MD( p+1. . q] Subnet Mask Null term nated
address stri myooostisd be PCT/USO0M 1797 | P
address in dot notation form (e.qg.

"255. 255. 255. 0") M) g+1..r] 77 Gat eway Nul | term nated
address string. Mist be the IP
address in dot notation form(e.g. "192.168. 26.2"),

Request Et her ny _ " uest the deV| e' s Ethernet
interface IP a c?rgé‘élgA gﬂayout EndSfskay °uﬁask°pgraatrftf SgatBha Ch

unit's Et heertsaglaO Instarnas ekdace. whdihea mespagee id oreadhystonmaage S
the Get transm Q%r et | P Address nessage. Field

Val ue( s) *BESer ption MC 0x020D Request
Et hernet | P Addresdiow that a CerplRttUecrewsmplle Adir&smessage instance GCet

the I P agdress,, s UQQ%B Ug§hst§£lpecg,at @l\?y f?i}&\pfig 1§ef)elon U@hﬁmérﬁ_té}er net

i nt erface. MC
0x020E addt EhReroraratpopgdr greghods) prowpged] by the Messweags
Bit field: Instance. 66

Bit O - If set, use DHCP for |IP address and o
subnet mask. The | Ph&ddPESSagR&/Mfer instance object includes the

mask fields mssllibaisyppetesdsbut are

|gnoredl y _ . Bit 1 - Unused. ,
Bi t QMUsed CreateMessage creates an instance of a message, given

its type. Optionally, +this method can be used to
transform a message of one type to another type.
e SetDynamicArraySize - sets the size of a dynamic
element inside a message.
15 e SetSZStringlength - sets the length of & NULL
terminated string. The string may be by itself an
.element in the message or could ke part of a string

array.
¢ SetSZStringArraySize - sets the size of an array of

20 strings in a message.
° -BeginSetLayout - notifies'the message instance object

that ™“Set” methods are about tc be called which will
write values to individual elements within the message.
e SetChar - sets the value of a single byte (char)
25 element.
» SetInt2 - sets the value of a 2-byte integer (short)
element.

o SetInt4 - sets the value of a 4-byte integer (long)

element.

30 e SetFloat - sets the value of a floating point (4 byte)
element.

s SetDouble - sets the value of a double precision

floating point (8 byte) element.



Bit 3 - Unused. Bit 4 - Unused.
Bit 5 - Unused. Bit 6 - Unused.

Bit 7 - Unused. 2..] Host Nane Nul | ter t nane
string. (e.g WO“""\G/!?‘[“ " Net Li nxlg}’%ﬂ’l%§

Addr ess NuII term nated address stringg Mist be
the I P address in dot notation form (e.g.

"192.168. 25.5") M) p+l..q] Subnet Mask Null terminated address
string. Muist be the I P address in dot
notation forme(esdkchararray -~ copies an array of characte2s238£45an0")

M) g+1..r1] Gat eway Nul | term nated address string. Mist be

the I P address i$-&thot ati on form(e.g. .
"192. 168. 26. 2%) . get S84t rhinge - aeépi@@ea string 36it% tthe KUDE e&ehibatteqof the

unit. Field Val ue('s) Description MC

0X020F SetsH%inRs &lpEeBRt MY 1. . 2] Mont h Month (1-12)
M 3. . 4]s . Endsé%iéy@ht - nobaFi&y Wﬁ@trMééka%é) Instance object

Mont h MD 5. . 6] Year g1999 2099) NDH..BJ

Hour s HouFhato -t mﬁﬁfé‘?“ 19joutd now readiedfor TTanSRE§AR @§- 59)
MY 11..12] all t¥ecqndsvidual SAemads (79}.583 HMiel Beeddget . Day of

Week Da f k 0=Sunday
67e YR %é’e’%ﬁe)%iﬁ’?gﬁt aTu“r?élﬁﬁasDéPE Message Instancep oRIESE the

devi ce's currenttiddre #el dedssagkhe should ber espepsekdged hiso nedwage i s
the GEtlJWnE andin téid;al elemed®8 39 pe “read” out of it.
e GetChar - returns the wvalue of a single byte (char)
element.

e GetInt2 - returns the value of a 2-byte integer (short)

element.
15 e GetInt4 - returns the value of a 4-byte integer (long)
element.
s GetFloat - returns the value of a floating point
element.
e GetDouble - returns the value of a double precision
20 element.
» GetCharArray - returns an array of chars from an char

array element.
e GetSZStringlength - returns the size of a NULL
terminated string element in the message.
25 o GetSZStringArraySize - returns the size of a string
array in the message.
e GetSZString - returns a string from the message.
e EndGetLayout - notifies the Message Instance object
that the script is done ™“reading” values out of the
30 message.
e (ClearData - clears any message instance data within the
object.
*» GetMessageSize - returns the size (in bytes) of the

entire message instance.



5 - Field Val ue('s) Description MC

0x0210 Request Current Tine and Date Get Tinme and Date

Gets the devices tinme and date. Field Val ue sg
Descri ption WOO00/67134 \C 0x0211 Get Ti mP@YS8YE797
M 1. . 2] Mont h Mont h ( 1- 37%) MO 3. . 4] Day
of Day of Month (1-31) Mont h

MD[ 5. . 6] Year Year (1999-2099) MD[ 7. . 8]

Hour s Hour (0-23) MD[ 9. . 10] M nut es M nut e
(0-59) . 11..12]_. : Second Seconds (0:59

M 13. . 14] M%a"(} of Veer Ty OFtRBSR ("cf?ajgh‘ézsiﬁﬁ‘ff%% 68582,
Restart streamsReB¢ aressadee indeunce owgr aanetisek cofined¢thion.devi ce.
Field Val.ue('s) : scription MC .

0x0212 ReSt &F°°1VE uSlﬁB[ la%ezajr(étpance of F'f}}fg tranSportrh?gj??%’l d has

the foll ow ng enuseredtved a message instance from a network connectigreani ngs:

0 - Device reboot ice gg ULQ
= t t 1
perform%he "col dqgst;g}%ggg poSS|gI e. work to host and host to network

1 - NetLinx restdnyte Swvapdong Snansfstmattion mode. In this mode, all

the NetLinx intenpret8he m ssages are assumed to be in network foSwiB® -
Smart reboot. Theée devicé should

performthe necessgr yakl epstgeingt imAfS@ggahy are converted to network
previ ous confi gursati @R, parameters.

| ncluding, but not limted to, "cold"

reboot i ﬁg the Bevi cBUsIEACkexamiidovst foe message overflow/underflow.

| P address congh&ir ahi oRchasng hengede and partially formed or contains

reboot is required to begi i ng_the ney )
P, then the dBOFEetBRBURd IFERoBESSa9e cthe Paghimt dPeRFRITARILtes can

| ndi cat es successfghbshesdtucoasisf iht@ ot et ramsmirta object whigthevdaousbe
nmessage. In the asevvgqr e&he devi ce settings, such as device
nunber, are befRg Hoditi the conpl etion code message IS
gener at 5 usi ng Meddrmge layohd"and message instance creation are set

forth above. The final step in network connectivity is
the actual transport. Message layout and message
instancing are actions that give rise to blocks of bytes
in the memory of the web server (or wherever the script
20 is being executed). To be able to communicate on a
network, & live connection has to be made to be able to
send and receive data. The third object inside the Panja
dynamic messaging components module is a transport object
implemented specifically to handle TCP/IP networks. The
25 two previous cbjects do not in anyway assume what kind of
a network connecticn they are communicating over. The
transport object’s interface is specified independent of
the nature of the network. The transport object has a
built-in asynchronous message handler that can fire
30 scripts when messages arrive outside of a script’s
“Receive” method call.
Examples of the transport object methods includes:
e Connect -~ connects to a given remote computer given its
network address and end-point (port}.

35 e (Close - closes an existing connection.



20 I nformation before the new settings take effect.

Field Val ue(s) Descri ption MC 0x0213
Conpl eti on Code 68
MY 1. . 2] WO 00 HNe s sage The nessage code (not Messad&T{USodTI7t he

nmessage (conmmand) that is conpleted. For 0

exanpl e, when a Set Ethernet |P Address

nmessage has been processed by a device, the

device responds with a Conpletion Code

nmessage with wWegsagesseiclrr®B20C.  roryrns MA3hast error cfFatus

Bit field indicating success or failure o
the specified ne8§ggered on the network connection. Bit 0 :

O=Fail ed, 1=suLC@8$scriptPath - Sets ¢t en th . 27 nust
be zero. Setp I dentify NbdePAdgraessO es % gcnp efld Wit

| ndi cates that the BeecEethes Leeening atsmcmemusr yiessages.  Mbde/ Addr ess
Enabl e agd has, h@@sﬁbbé'iéy‘}ﬂ:}ﬁh@.s.éﬁd ONgt Mg Some opQEXLE&stolc' ndl cate

it should take_ on the Mode device d system nuiber.
Field e@%{@kkc) not E%%chﬁYﬁonthe asyng@;onous message
0x0282 Set pdepésdor NMIGe/ aAdeess) I SSHGISE - this meMbd-aPlows a

A d Device Unsi gned_ 16- A d devi ce nunbe MD[ 3. . 4]
ad System Unsfsgﬁe%lt 16° bfii‘s?}?r%eth% ﬁs%‘"ﬁ’tré’ﬁf’ﬁﬁrrﬂ‘é?sage Processqm port

Connecti on Managdunring which time 3bE incéBlAPWhegsagdESERYEBurfedd gi nate

from qgr ar g, 10 destined for the IP Port Connection Manager:
e EpableAsyncHandler -' enables the asynchronous message
processor - from this point onward, every incoming

asynchronous message will result in an external script
being executed.

15 e ‘IsConnected - returns whether the transport object is
connected to a remote computer or not.

* GetHost - returns the network address of the remote
computer to which the transport object is currently
connected.

20 ®* GetPort - returns the port on the remote computer to
which the transport object is currently connected.
The sequence of operations to create and send a
message instance is given in the exemplary pseudo-code
below:

25

// Create a transport object and connect it to a remote computer
Transport = CreateObject (“Transport”)
Transport.Connect (“abc.com”, 10000}

30 MessagelInstance = CreateCbject (“LayoutInstance”)

// create message of type “HelloWorldPacket” - previously defined using
Layout Manager
MessageInstance.CreateMessage (“HelloWorldPacket”, FALSE}

35
// setup length of dynamic fields
MessageInstance.SetDynamicArraySize (“Element2”, Stringlength(“Hello”))
Messagelnstance.SetSzStringlength(“Element3”, 0, Stringlength (“World”))



Comand Val ue Descri ption Reql PConnect i on

0x0381 Requests an | P connecti on. (Devi ce->Mast er)

I Request |IP 0x0382 Requests the status of an active
or pending WOU0W0/6713Connecti on St at us connect i POT/US00/11797
(Devi ce->Mast er) | P Connecti on 0x0303 | ndi cates the
current status of a St at us 81 connection or
connection request. (Mast er - >Devi ce) | ndi cat es:
success, failure, unexpected

cl osi ng, Host term nated connection, etc. Aut henti cate

0x0304 segQ§§uaeg 2oL s, Lhe chal | enge that is sent Connecti on
to the cli ent de From Mast er) Aut henti cati on
0x0385 Ené?saf)et%ﬂ“aﬁﬁa?ﬁgéﬁété‘ ¥°85Ponse fromthe Response
client. (TGeBJrasRye beader fieldsconnect i on 0x0306

Status back to t he¥e3spERtsti6g 2 o ry "Rehketieader. protecGrantied/ Fai | ed

connecti on. Mess{RImivRSEEP}4 ("PacketHeader. Packetsildae, | Ncl uded nessage

prot ocol and Mesapdoketceadegttessagesize()) desi gned to be sent independent of any

transport prot ocol vessageInstance Fhtrss2 (tHatiGtiRSSaAGRkE DR Sent by a TCP/ I P

protocol over 15 Messagemyarﬁe.rsaﬁﬁizi(Mcﬁl’taela&'er.ﬁckeQng-p@Lk ﬂrOt OCO| which is
0

based bh the phastlink protocol dev ped Panj a,

Inc. ; 7/ setug’h\%é%egzody fieraPr Ot ocol can al so be

carrie over M&3Dage1ns BB vg1 1o e "

69 connectla(;;nsn Thi s prot ?)mgnT 'sﬁf)rﬁg?r'te”qh SR master, PC

to master and PC to, devj oam'runel catlon. Cormunl cation
conponery s are P/ geyﬁiig resent ::é “g&e"‘e"‘z’um ng the seven-layer |SO
model . ~Operatjng . § atems SUCR ?S’ HSEARPHABWS NT/ OXEpRebRATE bt ) of t hese
layers with a powerful object oriented abstraction at the
application | ayer. Under Wndows, at the application |[ayer,

t he sof t war € ffév‘?é’F“bﬁéﬁm‘?%edpP@@ﬁtféHem@h a Berkl ey Sockets

i nt erfazcoe. W t h ™epfiissInstengese FftaESEring t"RiementdvelvopRI’) can

MessageInstance.EndSetLayout ()

// transmit message instance using the transport object “Transport”
Messagelnstance.Send{Transport)

25 The dynamic messaging components are used in the
communication between the ASP-based web server and the
Internet appliance server. The various web pages that

deal with controlling and administering the Internet
appliance server use these objects to create and send
30 TCP/IP messages to the IA server.

Although several embodiments of the present
invention and their advantages have been described in
detail, it should be understood that mutations, changes,
substitutions, transformations, modifications,

35 variations, and alterations can be made therein without
departing from the teachings of the present invention,

the spirit and scope of the invention being set forth by
the appended claims.



10 establish two-way communi cation using an object known as a

"Socket". Applications can choose to be clients or servers. Though
this is a pogﬁ”o#lmgbst raction, there is no facil ity . ta.hel.p.th
application vel oper fornulate a protocol in terms f the ackets
of information sent back 15 and fortig,on the wire. Hiﬂ '" Hm
are avail abl e deal with nanespace resol ution and se

recei ving of bl ocks of binary data. Typically, the cI i ent "and
server portions of the application are witten to under st and

each ot her' sINTESSEQEPPITTATIOR ccvni'nF@L systhe ZOp mMET®ssages consist of
structures of d f Ersa&gon formulate such nessages, the
devel oper usug%%—m—- program in a lowlevel |anguage such as C
or C++, . Th&s | domrtmel hags anv ercdupledt ota Wepe e DevesRaci es

of devel opers e 1II 91 "Web devel opers”. On an average, 25 t hey are not
| ow- | evel progrcrrmers o can code in C or C++ and i nstead use sone
conbi natS on of HTM% lemsat, one devidevaScri pt and VBScri pt. Except for
the full Java magggguaggntggfldé)g ges.ar e §¢Lh pting

| anguages” . Th do not provi eve oper with services and 30
facilities of OB"'-‘JFEEI'HOI}fFr @gjfr &Rfi ﬁg 1%?{?@%8?@6 deVlce/ The primary goal of
the Panja dynamc mﬁaaamg lntercorﬁ'@mg.ﬁ%nttﬁué nNYENiLoo-i $k0 JBKEA
scripting Iangug as, VBScri pt or JavaScript (or even visual
Basi c) capabl the mao“’fterdFPBEf?Jyler'corrrrunl cating on any TCP/IP

net wor K035 conmt least onEhi lntdmeRits appglifcadidaseexsiAHL HRSSAGI Ng
70 pponents Qaye to. gl ve the script witer the ability to:

(i) form bi na??/ nelsz}sages Snd"PF&hsnit them on a network connecti on;
and (i) receive b nantomdssagesrt rmmtal coupletiebabudker ot aidtoidrk
understand th f t np t hem exthact d| vi dual
fields in thegllr)r%ssgfxgra Iﬁﬁé’rneé’ &%& béLgned'ﬂ at®€ tbﬁr? th| S do.l‘t:urrer?t'gIC it
will be seen @mﬂtlcatlon dsarke Cfcrr@molﬂ-héses at wevilbesicoupledqior exnent s,
currents n&w@wuﬁﬁelroeher@&mls OTCUHE fa JL2 c%?x@logﬁ ekeatures

that these conponents now provide. o neet the primry goal
expl ai ned above, the dynami c nmessagi ng conmponent s were chosen

to be i npl exent e@LeusClda@rbme sWseeRsofals Qumonswtn Objh eectaMpdal, or
Thi s gs %‘f)l’l mar i l)l(l because resently no other o‘gro granm ng
U5 &h

m)del al | ows S tIHE BPade 1P U ONEs Userg ARk FERLS | IR % h%ect s
with such etise pétwseck afdOMin combjrEiiatiane Wekh- under st ey t he

devel opgr comuity) ey

30
U

3. The control system, as set forth in claim 2,
wherein the at least one user interface each comprises:
a display; and
25 a user input device operable to receive a user

input.

4. The control system, as set forth in claim 2,
wherein the at least one user interface each comprises:
30 a control system status indicator; and
a user input device operable to receive a user

input.



and: the nodel is mature and stable. However, ot her sui tabl e

programm ng nodel s may be used if desired. To—effeet—the

requi renents enunerated above, three 20 di stinct obje

conponents ar¥OFTE ded. They include a bi na[ “!;ﬁl“;“l“a lml IIIl
descriptor/layout manager obj ect, nmessage i nstance obj ec
represents one net wor k message, ant” a transport object that nanages
t he buffered network transm ssion issues. 25 The nessage
descriptor/layout manager object allows a script to define the

structure of b|narﬁines§@ge%ogQgé%mgyﬁteéepggsggt QQ&K%t?ﬁ’ cigngrgatlon

sent back and forth on connection ssage
structures ar@hereln tihgewentred neiWory pemkgliecommrisss a W@hceerdetlned,
these 30 S, A 1rk@het DEng UsEL: 2} 30 efoorf‘s <iRel 3aghs
nessages or d § nDrébco | ex st?uctares ﬁ% cont c l £ ﬁ%gdd d
structures in f*ﬂﬂnthQQﬂﬁeﬂPPﬁg ?%ﬁFiREHQEeilaPBilcatlon éﬁdeﬁanﬁﬁévétethe

message gescripiordd el Pagagss . obj ect, which includes a binary
nmessage structure 700 35 that may be sent or received accordi ng
to the 71

communi cati on protacol . Theﬂ&nlﬂaﬁke&ystéﬂﬂptHEeslelﬂC|ﬂd>(iQﬁ dn claim 1Jtessage
header structure that i,s an 3 g st.ruc l% t he gessage
cﬁ%

The nmessage heZHErithdthfd&P™ WOk por g%ﬁﬁ?EEéFeFdéﬁtFP EFP%2 byt es)
702, a packet =p@ldancebseeyer 50Lpled(¢bknhéﬁ$nteiﬁﬂﬁ aadpapkeébleetsi on (2

byt es) tlégf’ Sk fommand mes gggegewg (ghbytesﬁ 190- JNESS gqu&&{““”re

700 fur des ‘a°nessage cont ai ns data according
to tfﬁppﬁxnﬁﬂantyp@.th&n“ééx&ﬁpt@nttdﬁieaessage body may

include an elenent 1 (2 bytes) 705 an elemrent 2 (a 10 vari abl e

|l ength el enment whose size specified by elenent 1) 707,

and an el ement 3 whi-ch ﬁgeacNgEEol system, as set forth in claim 6,
wherein the Internet appliance server comprises a

15 software device emulator operable to spawn a software
logical device for the at least one Internet application,
thereby commands from the master controcller destined for
the at least one Internet application are delivered to

the software logical device.

20
8. The control system, as set forth in claim 6,
wherein the Internet appliance server comprises:
at least one software logical device representative
of the at least cne Internet application; and
25 at least one software logical device representative

of a device in the network.



term nated string. To further describe this nessage

structure, two addi ti onal nessage structures are defined
nessage 15 header and the entire nessage. |re
nmessage WO 00/6133t ai ns the header structure as eddﬁ“ \“‘R

neral

wWithin itself. The follow ng pseudo code sho

format of the description: 20 Lay% t Manager =

(" Layout Manager") Layout Manager . Begi nDef i ne ayobt("Packethader")
Layout Manager . AddPri mi tive(" SHORT", "Protocol")

Layout Manager . AddPri m ive " "Packet Size") 25
LayoutNhnager.Addérlnlé A?‘éﬁi%%ﬁtem“ngﬁgﬁﬂf i‘on")

Layout Manager . AddRBrti diebsveore SHHORES, inPacketdgqred) by a network;

LayoutNhnager.End fin y ()

Layout Manager . D% If%%ngﬁﬁinﬂéﬁiﬁﬁ<ﬁﬁ§ﬁﬁﬁﬁ ﬁefpfrggle to contf7lnessage
header the operaaygmswﬁhd@@raAdé@@ﬁnc¢4€Rhnk@ﬁbbader" "Header")

/'l message body £ Layout Ma £@¥§? JdaBh ki ¥8 GEeeEERT,
"EIenen?l") 35 at leas g?%utwhnager A JE?I tFVeDynanchrra ﬁ%ﬁARﬁ

"El enent 2", "iEpapenend) Layout Manager . AddSZStri ng( " El enent 3")
Layout Manager . Endigf irpebayesit fpplication executihB€olPEr %u@n%oﬁﬁyé@ods)
that the |ayout manager 40 provi des allow "a script define

t he i ndi vi &fal the Internet, the Internet appl;cathQ in

conponent s cﬁcdmdmnmaaylaﬁseags tﬂbemaﬁmﬁfu&dﬁttdy&aerahbyoperableta&e t he

L;Lgl locxhegecelve ch S ¥y <QQ§%@E50an§- er éoé%roqEQE.Type> <El ement

10. The control system, as set forth in claim 9,
wherein the at least one user interface each comprises:
a display; and
15 a user input device operable to receive a user
input.
11. The control system, as set forth in claim.9,
wherein the at least one user interface each comprises:
20 a control system status indicator; and
a user input device operable to receive a user

input.

12. The control system, as set forth in claim 9,
25 further comprising a control network portal coupled
between the network and the Internet and operable to
enable the Internet application to be controlled as a
device in the network under the control of the master
controller.
30
13. The control system, as set forth in claim 12,
wherein the control network portal comprises a web server
coupled to the Internet and operable to receive requests
from the Internet application and to service the received

35 requests.



5 - For exanple, to add the "PacketSize" elenent to the
nessage, the "AddPrimtive" operation is wused. The el e
type is specified as "LONG' neaning it is an i’QLeg.@F’A’UY@S/I’EEn

si ze. Addi ngombemBats to a nessage 10 has “M“\s
a  "Begi Defi neLayout - EndDef i neLagout " pa| r of m

indicates to the |ayout manager ®2when a nem/ age “st?ucture
definition begins and ends. Once a nessage structure is defi ned
conpletely, it my be used as an el enent type in 15 further nessage
definitions. In the exanpl e above, the "AddStruct" operation was
used to make "Packet Header Structure"” an elenent in the structure
definition of 14ne&ﬁag&xx&ﬂ&ﬂkeWSfyme 35. setErfbeddi ng sﬂmumtumes

W t hin structures aIIo

defini v er Ql
wherein Thg GO Ié%(%to Inee%éﬁos‘?o PPF %ra?%%g aynnot rg)l ortant

messages.

concept. Thi sappslidrecabsditer t@@éédneovaheabheetreﬂgt&nd oPerabéIeement S
vmthmamessaestruct e mqg Sine +£

variabl el engt %8 r?em%g%g Fetiedd eZ Invﬁ]orgée | e gt a'é:.%
specified wt hmmdttttee n@-‘e@g%mytméler pr ecedl ng el ement narred "el ement
1". Dynam cal ly sized el enments of this type are pretty conmon in
many comuni cation protocols. 30 Due to_ their very nature

sone dynanical |y si¥®ed The confiradermystan:ndf I#&Fe BOSThavd &iad¥plldei t

el ement specifyherein tBRET %zemeﬁn @g@&:arﬁ:eof Sdiferan @rprasestype i s a
NULL termnated stri ng nated string
e

sequencéfof bySREEYFEnSEN1E ét9§I lfé’ed:ﬁggel s-% 8$Bawn S‘pe%?%wa\fa?l ue

i ndi cating thelegicof thaeseqelenceepr&enc:enve tdfe entcheof tIretesmmrence i s

speci fied by th| eci al or - troller /3
val ue, its |enB¥ Jd‘g%% Loyt H ebtyo ct?ém&r(‘%fl g ?’f\yth na?iter con J:ql’lh S exanpl e
shows t hat "eleémuméd iEsx atNlSLLIIttEtrMeNatae@llcatlonstaKEngi&d-mY’trﬁé difer ati on

"AddSZStri ng” use The foll ow ng exanpl es
enunerate the %%eergé??%él&eag'%dltca%rr%‘te%%%?s) provi ded by the | ayout manager.

Message 1Bescri pt or/ Layout Manager Cbject Met hods
) 16. The control system, as set forth in claim 14,

wherein the Internet appliance server comprises:
at least one software logical device representative
of the Internet application; and
20 at least one software logical device representative

of a device in the network.



* Begi nDefi neLayout - starts definition of a new nessage
be called while already defining a nessage). 10 [err] EndDefinelayout

ends definition of a current nessage
currently defVHMYY nessage).
exi stence of a nessage
[err] AddPrimtive - adds a primtive elenent to a ne
structure. Primtive elenents formthe basic entities
bi nary nessage. Primtive elenents includes

character

(cannot

ed. i f not

LR e gm ummmfm
S ad

a
s (1

byte), 2 byte integers,an ékntt)étraetn&@gﬁroi, system, complr@8ihfg poi nt nunbers

(4 bytes) and doubl e precision

20 [err] AddPrifttr PRy SeRHR ‘?m:eél‘:f’ﬁ?e%'? Cg%yrﬁat PEEY S ent s
to a nessage sStrucatr@east one Restér Addx?txdmltelrveﬂemamsAtbaﬁontadﬂs a

dynam c array ments t

Ve,
array tga 8§eﬁﬁlﬁ{as\[/)é> I{T}SLBe T ﬁ'xeeacf i ﬁ“%@%""creat her ,
anot her {integer tgpeleatenmm usensederfacontperaiiliee to accept aseual
ok PSiANce of

length of thi thQSﬁﬁgH comfiSh gatf%n SHeR Lhe master cp

nmessage struc e Slze e

ave

a nessage structure.

t he nane

een alr

int nunbers (8 bytes).

The
of 25

this
eady

defined within theanegnﬁﬂﬁi network PQﬁancpenelEdrtqnﬂhervequm$ tamd | engt h

of this dynanic 30.t jeas®! edn%ntm@eﬁﬁecc@%ﬁ%b&h% eé;éré%@&nw tdi nat he

nmessage and that elenent shoul stored

physi cal | y ab8¢&et Feuayednte EPenthternet, the giqgeasst oneadd@sesnetructure

n_"a pos

ition

el ementig o a %?iﬁ@@tlon in coﬁmm&cdattrlan wit® ShelUGid¥te relmRablIust

al ready have 3

74

2R PPATASLF UL A ITS. COMEERR 5Py AP0 SSEATEL GPETEM ent s (o

a nessage struebnr ehe master pentioldSt ruct Dynami cArray - adds a

dynamc arr
The sane 5
t hi s met hod.

ay of

structure elenents to a nessage structure.
rules as that of AddPrimtiveDynam cArray applies to
18[ erfe AERISZIEL mpntraddsysthil L asersathafeekhst #9ng

el enent; 4 o

adds an array of NULL termnated 10 string e

structure. TREMAFESSS dodPuch panel. not have to be fixed in | ength,

the last string el ement of the array has to be terminated with two

NULL characters rather than one NULL character.

clpim ﬁﬁesmqelatreﬁéur& least LﬁTar]ug%idSé%tt@&@gééray -

enents to a nessage

r at her,

r]

[er
AddPaddi ng - adds pAddiT§ ofP G ISR EPLe SHFEER B o5 forth h%ssage
structure aftenasn el®renihereifihi shaetdwd lidast one user

20 comprises:

a display; and

interface

a user input device operable to receive a user

input.

25 20. The Internet control system, as set

claim 18, wherein the at 1least one user

comprises:

a control system status indicator; and

foxrth in
interface

a user input device operable to receive a user

30 input.



used to align individual elenments of a structure to be on specific
byt e boundari es. [err] AddAlignnment Padding - adds padding
structure after an elenment to align to th ified 20

message

al i gnment boWYRI¥f8j134  Byte al i gnnents can be nade to

i ndi vi dual

to a

e e ™

el enent sizes are not fi xed.

The nessage instante ©bjtect of

the

dynam c nmessagi ng 25 conponent allows a script to create an instance

of a previousiy defd neftaBssd8ohfrd®NDyyred, | hs t@%trfeﬁ&?tgﬁ in
w th val ues for t he |nd|V|duaI fields of the nessage, t hen

the help

with

of clatBndBor heppiRcihe MM negwork PoaééérFBEar%ﬁe%hé next

section), tran&mtséheemweaveto%tne Iataeha\@rkar&pnm@@tdagme tdhe

nmessage i nstance object

of a nessage
access tshe

applivatiles aofd ttee sendive dued miceiwBtSrégquédies nessage.

The nessage structure previously defined will be 35 used again to
how an instance of that nessage coul d
be 22eat®rk | Enhermaty. cFhAURE 4Psténustsatses afpruist amce

of the ”Essag%1§@@2875t&ﬁ§¥éﬂﬁaéﬁgsd%%ggE% %twé&ﬁig%rtal comPrﬁggg'%Hs

75

section. Message

includes a nessa as t

a ScCr) to receive an instance

5fERLY egaeﬁg?wofﬁ°8onﬁ§€t|§ﬁ' uh t AR® ned858EnakRd

show

fol | owi ng exefptaryeyadrrstansscléervprorcoepled ® the Ingespeti apd the
(722); 1packetonskd® deftwoR¥! &nd —0033able( 723) ipass commaRBCkELsY¥GESI ON =

(724); and packet type =

the fol | owi ngP&FBRSHL §“eelaetrreiF s 'ane Infernst JeAd1GRTAGR owdng s
array in bytegspnt¥a@b)network. el enent 2 [ hel | 0] (array of

characters)

(727); and 10 el emrent 3 "world\0" (NULL \O

termnated string) (728).

15

20

25

23. The Internet control system, as set forth in
claim 22, wherein the Internet appliance server comprises
a software device emulator operable to spawn a software
logical device representative of the at least one
Internet application, thereby commands from the master
controller destined <for the at least one Internet

application are delivered to the software logical device.

24. The Internet control system, as set forth in
claim 22, wherein the Internet appliance server
comprises:

at least one software logical device representative
of the at least one Internet application; and

at least one software logical device representative

of a device in the network.

message body may_ cont ai ns

nam c
5

1



The foll ow ng
nmessage insta

("Layoutlnstance

Messagel nst an
setup length
Messagel nst an
Messagel nst an
/[l (3) set va
25
Messagel nst an
Messagel nst an
Messagel nst an
Messagel nst an
Messagel Ast an
setup nessage
StringLengt h(
(El enent 2)
StringlLengt h(
term nated el
("El enent 3",
76 10
created which
el ements with
nmessage i s de
"Creat eMessag

15

20

25

30

pseudo- code shows a typical sequence
nce: Messagel nstance = Creat eQbj ect

of dynamc fields 20

ce. Set Dynam cArraySi ze(" El enent 2", StrlngLength("FbIIo"))

ce. Set SZStri ngLengt h("El enent 3", 0, StringLength ("World"))

| ues far. eheneshsrol systedbssm@pbaskange.tHRegiragerhayput ()

/] setyp nmessage header fields

CERI 2 (" Packet Header . Prot ocol ", 1)

ce. Sai lairtrpolPacket Headerk Dackeictnzeting at least one
ce. Get MessageSi ze())

C %ﬁﬁﬁ nt 2(" Packet Header . Packet Versi on", 1) 30

ce. Setatnt zeéﬁackenﬂeamteﬁaclcehfyq»blgr &)oupled to the

..{éﬁx-”ql) , etwork opera}aﬁ\fgsiég oﬂ%&:gfcﬁh§etolo@# i ?”e”t 1",

namc array-e
of the at le%ss%lﬁ%el@%’tléﬁeealsét Char Array("El ement 2"

"Hel | Q) , 1east one H.%ltle(in)st appllcat:l.on exebht S8 lell—l—
ement (El errent

"R degupled & R/E%s&@é?ﬁ%‘i%nh% Eﬁ@@é‘?i%%ﬁdt?t“( ywith the
Inkdthe psRitielcede anboveerabI®@SE80Ess NSt anmrartty e€é hid

11

Messagel nst ance. SetSZStrlng

/1l (1) create nessage of typﬂr"khlanWrJdPacket"
- previously b £ R Eé?um ng Layout Manager

ce.0reat etessage( et vor ppcker . s [ NENAAY

in creating the

is then used to set e varj ous valu for t he

et ancentantd S RSO ERIE Y ansmt the
scri bed below. 5 The first operation perfornmed is the
ell

26. The control systems, as set forth in claim 25,
further comprising at least one user interface coupled to
the network and in communication with the master
controller,

27. The control system, as set forth in claimLQG,
wherein the at least one user interface each comprises:
a display; and
a user input device operable to receive a user

input.

28. The control system, as set forth in claim 26,
wherein the at least one user interface each cbmprises:

a control system status indicator; and

a user input device operable to receive a user

input.

29. The control system, as set forth in claim 25,
further comprising a control network portal coupling the

Internet and the control area network.



operation. This operation allows a script to create a nmessage of a

given type. The nessage type is previously defined within this (or
sonme other) scri usi ng the message descri pt or/tayout TreEmager

obj ect . Thewﬁé'%(%l% of 10 the second boolean argu

this case) is expl ai ned bel ow. g4 Fol I owi ng the cqmnfmﬁmﬁmz"ﬂ"
nmessage, two operations are perfornmed to set the | engtthstof®thse

two dynamic fields within the nessage. The two fields are

"elemrent 2" and "elenent 3". "elemrent 2" is a 15 dynam c array
of characters andgel eRenlcodizbs dybllid, as sec!ebiiRatgdesbihngs, After a

nessage i s created, sizes of ﬁnam c elements within the
message ~ havevheisige the C°“t§ﬁéc‘i’?‘}@fﬂo@é’5 d& FABEL}LT G ohe SPEYSEge

| nst ance obj egdupled to KNI HtRWnBYCAnAEHPE Yat 1d Stdreﬁéceaezewﬂdqueeegpy | f
t here 20 are no dynamc el erren;f in the message step can

conpl etel y aveFdkdhe at least ogq lntgrngtiapplic Ei:‘frhaa}r}%/ té’etsﬁ"'l’@"‘t*he

val ues @f thethe reced@kdousquésted.ds (elenents) in the message. I n
this nessage, there are two parts: header and body. The 25
vari ous operations supported by the Message Instance obj ect
provi de scripts exir.en®ht| eonbicblt gysvenw i s nget forthaloesleimeRépents
intoanessa 1 n S n ho " Set | h
"Setlnt4", e?r(snlar Aéhrga ansctog BEtwork S%?%%é[ 9&1 Jléo’ir% §se ?tnt%kleu, once
al | dynam c e&m@ﬂ@%@ﬂveﬁa@éubé% *é@(pth%lﬁigﬁrsneztecﬁnd the Message

InstanGg@ obj egles netWsRRWS aRhat ohdbearANt i sb;gsof cg%ﬁ@smabgs so the
"Cet I\/EssageS| ze" operation can be used to get the sjze.

operation is PRWPSM WhEt Phg lter?étrre%fseagéng?ﬁféeq nFBPllcatLQ%eam?’aEE%t Si ze"

el ement of thgoheaderareaThetseerience of 35 set operations has to be

enclosed wthin a pair of 77

"Begi nSet Layout - EndSet Layout " operations so that the Message | nstance
knows when a nessape i Sheeadyittolbeystemn, égaesm' tbeth in claim 31, Now t hat

a conpl.ete exa%ln%l %ﬁfm’é} rrESf%geemler%staﬁapq_laﬁge rvgg_en coh%ﬁ égt eg t he

foll owmg sec Gt es operatl ons
provi ded by séofisrardbsdagice emulatemst apeeable to spawn The safdsisage/ | ayout

| nstance Objf&élcéf“%é#*%% a%@%ciated wi§ﬂ|§W!rﬁkrﬁgiggk%néiinterh@Er]

Creat eMessage -~ Cf éates an instance of a nessage, given ts type.
Optional |y, epbbigedtilsd dasrsbyusemmands from the rpas§esn nﬁcaltr%”@éé-&ﬁe of one

type to anot hgis¢ & for the at least one Internet application are

20 delivered to the software logical device.

33. The control system, as set forth in claim 31,
wherein the Internet aprliance server comprises:
at least one software logical device representative
25 of the at least one Internet application; and
at least one software loglc=l device representative

f a device in the network.



[err] SetDynam cArraySize - sets the size of a dynamc el enent

i nsi de a nessage. 15 [err] SetSZStringLength - sets the Iength of
a NULL term nated string. The string may

el enent in twOwEIsdge or could be part of a string

[err] SetSZStringArraySize - sets the size of an arrﬁw‘mﬂj@“‘ m“ rings
in a nessage. [err] Begi nSet Layout®® notifies B nst ance
obj ect that "Set" methods are about to be called which wll

wite values to individual elenments within the nessage. [err] Set Char
- sets the valueo a sin [err]

byt
SetInt2 - sets the ‘%/al Je g!ln%g g gy% FH%JEgséﬁStef‘shS?Tfinsmg el enent .
[err] Setlnt4 - seits ldustvaneedefiee didmdre-dnneeged by angletwork; el enent .

30 [err] Set.Fl oat sets_the ¥ Iue of .a floatin i nt e

el enent . [er 'i é@?ﬁOUBP% nag g § FR&%Y ﬁe" o?ogr%glveol%é p?gﬁég%lbn

fl oati ng poi nthé Bodytayiwisemgnthe at least one device;

78 [err] t r : i re chara in an

el enent .5 [g'r? r%%efsc%gétlr?sn%o& ng%%gga g%érrlgiﬁl |ﬁ% og%ﬁéghut{&

term nated input; string el ement. 5 [err] EndSet Layout - notifies

the Message |nstapcg,piAChetwork portdidicdupeeAEssagee shawddjownseadi ed
for transm ssion as al | the i ndi vi dual el enent val ues have been

set . [err] BegilREBFLEyoGPPIIAREI PR edDt IROMMBELEGELPRS e B ect

that the mssaﬂ&éboubﬂ»b@lm pack agesk 1 & heg  {1dsue cormﬂmd‘idisVItCBlaﬂ:héﬂ errents
can be "read" out returns the val ue

single ¥yte '(‘%Wé?’? controlles It8r'n§ﬁfllmCf Reas GR35t 27 PEVLFRS ?rh vaI ue
of a 2-byte iptegesr (iperhple to receleaentomnbhds ffenurjth€ethasdes

returns the valye of 2 4:-yke Loteser, L aia) el ement .

[err] GetFloa e1bl”oat| ng point
el ement .

35. The Internet control system, as set forth in
15 claim 34, wherein the at least one user interface each
comprises:
a display:; and
a user input device operable to receive a user
input.
20
36. The Internet control system, as set forth in
claim 34, wherein the at least one user interface each
comprises:
a control system status indicator; and
25 a user input device operable to receive a user

input.



[err] GetDouble - returns the value of a double precision 20 el enent .

[err] GetCharArray - returns an array of chars from an char array
el enent . [err] GetSZStringLength - returns “the Size

NULL weedorsrizat ed string el enent in the nessage.

Get SZStringArraySi ze - returns the size of a string Il"ﬂll“ll&l“ﬂ“““tl“lhe
nmessage. [err] GetSZString - returns a string from fhetnessdge*
[err] EndGetLayout - notifies the Message |nstance object that t he
script is done "readi ng" val ues out of the 30 nessage

ClearData - clears any ssage i nstance dat.a w thin ohj ect .
[err] Get MessageSi zg Qr AR EEFRE S S AN b§/¥setse)m'ofa?hset forth Jnt| re
nessage instanQﬂalm 34, wherein the control network portal compri@es:

[err] Send - using _an_. instance t.h

ver o eéhet thcgperab%e tﬁ

streans the nessage 2 HEP aRte BV et uglnetgl%r?(hconnect ion

Recei ve - usi ngezRikvasStmRmests tihemtrEthn@pdnt:eg@quctalelcatlon eadeites a
nessage i stance fram cQnn [ Sgilonvert - sets
network td host"“&na° ﬁog?nlte 9%’{%&%@ At P&elv%d reg{xééﬁ% ng transformation
node. In this nodep dhkernet aPPlllaﬁ@GmSﬁgVﬁEsfragélse%r‘éoa§§‘ém%%lt°t<bﬂ‘be in
network format apd, the 1 %eg atlvi)yta% NEBTESRSARES aAke FHeBHEET BFe EabNEt WOr K
format. 10 E Bus B lows for message overf&ow/ under f | ow.
Waen an i nconi rtg> m@§§agém§nfbd?%st5é|91%? PEENESR oFne ot EETRET 2PPLIFRT PR han a

full nmessage, thg Rakt hatwsmssage bytes can be "pushed" back into the
transport object which can be retrieved later. 15 Message
| ayout ak¥ nessage instance creation are set forth above. The final

step in network coneectiméylhsernet cohbtierl asysiadm, t ranspor tforth Mgssage
| ayout and message i nst gnci actl e g; L& bl ocks
claim 3a, nﬁﬂ%??/‘ aI'E e %;1 asnéehaéergr'e¥ cﬁhg £i

of bytes Ser Ver or wherever script 20
is being execut ed)f twarko ctm'lazbl @mtuéacommpez:@nke otc aspawn a f[efisRke a

i ve connecti or}t lcatlodlg@ QsEQcPEt@cplﬁdtt the Intexsled %%Lﬁ_ggeiy@ dat a.
C

The third obje 958 a8 e Panf a nam c nessagi n% onents
nodul e i $5a tr ditepebly @pp@epds from the master controller destined for

the Internet application are delivered to the software

logical device.

39. The control system, as set forth in claim 37,
20 wherein the Internet appliance server comprises:
at least one software logical device representative
of the Internet application; and
at least one software logical device representative

of a device in the network.

25
40. The control system, as set forth in claim 37,
wherein the Internet appliance server comprises at least
one protocol converter operable to convert between a
first protocol used by the Internet appliance server and
30 a second protocol used in the network.

41. The control system, as set forth in claim 34,
wherein the at least one device comprises a lighting
system.
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i npl emented specifically to handl e TCP/I P networks. The 25 t wo

previ ous objects do not in anyway assunme what Kkind of a network
connection they are comunicating over. The

interface is ¥WIFI3éd i ndependent of t he nature

The transport object has a built-in asynchronous mlﬂmeliﬂmguml
that can fire 30 scripts when rressaaes arrive Ou#SI

script's "Receive" nethod call. Exanpl es of the
transport object nethods includes: [err] Connect - connects to a

gi ven renote corrput g n wor k address_ and_en por nt
(port). 35 [err Ogég -fng:ttigggks' Com:rlogt iSNG “E8nn &8t i T £° 43

qlexim 3@et WastSbrkEhEErqomtrol neevorkporthd cbxars:t;sesrror t hat
occurred on the ne QRREEt Loy [ et tPa Sets the
path of the scri pttathels : P Sbled B &R gg% : estona r%rﬁ%t‘a to
asynchronous rmg'@s re@-leStS [éF@I} DhSabImythamJercatlondwndngto sone
operati ogs, ideryi%e in responsd&s Q%Qlﬁece?Q 4nesQ§Vean the :
asynchr onous nmessage frocessor e external ocri pts - this
method allows a ~ an Intersgfj BPP{PARfFs aftevathecuwysehtonshs message

processor, and the duiteR@evhived thaBwabl séPEOM it NRASAYES oRELaIM f er ed
10 up err]. Enabl eAsyncHandl er - _enabl es the asgqﬁﬁohronous

nessage to pass GoEEABRP MeFFIRT MeLWssPnth8nhRFeE sy &PpLife
asynchronous ressage wethorlesult in an external script bei ng
executejt_i0 15 [err] IsConnected - returns whether the transport object
i connected to a renote conputer or not. [err] Get Host
- returns the net w38k allde egstefneéhecpehpdk system, as Garputertht ainvhi ch
the transport éﬂylﬁf%V'swﬁgféfwtéﬂe Internet agg?ggﬁ%é“%eég%r comprlgeg]

GetPort - returns the port on the renot
a software device emulato* operable to spawn a software

logical device associated with the Internet application,
15 thereby commands from the master controller destined for
the Internet application are delivered to the software

logical device.

33, The control system, as set forth in claim 37,
20 wherein the Internet appliance server comprises:
at least one software logical device representative
of the Internst application; and
at least one software logical device representative

of a device in the network.

25
40. The control system, as set forth in claim 37,
wherein the Internet appliance server comprises at least
one protocol converter operable to convert between a
first protocol used by the Internet appliance server and
30 a second protocol used in the network-

41. The control system, as set forth in claim 34,
wherein the at least one device comprises a 1lighting
system.

35



which the transport object is currently connected. The

sequence of operations to create and send a W
given in the exenplary pseudo-code be /'l Creat
transport obj ™&004Fd4 connect it to a renote corrput er “‘ \ﬂm \‘\‘Euﬂ
CreateQbject (" Transport") Transport. Connect (" abc. cum

Messagel nst ance = CreateQbj ect ("Layout | ns?3ance") /% Credte rressage
of type "Hell oworl dPacket" - previously defined using Layout Manager
Messagel nst ance. Cr eat eMessage( " Hel | owor | dPacket”, FALSE) 35 /'l setup

| ength of dynamic fieglds

Messagel nst ance. Setﬂ)gnarﬁ}é%\r?%}%f%‘e(sﬁte%nt?' s%ﬁrf?lﬁ‘i_}énb? hE*3&Em1 39))
Messagel nst ancahSeéSz‘(Sttmmghengltd“a(stEl enentddvich, Simpmigkengd hheavéongd"))
81 / val | ues for

A
Messagel nstancgeggé}ﬁgﬁ?iayo ta(l)r co%d?@fonmg sy//t"eglétup nmessage header
fields 5 Messagel nst ance. Set | nt 2( " Packet Header . Prot occol ", 1)

Messagel nstance. Set t4(§f Cg%%&deéyf@eqz}(eta% Z€ev forth in claim 34,

Messagel nst ance. Get MBessage '
Messagel nst anceh8geint Zl(lé Pat kkedtadure BeoiiceVerspoides Bn audio-visual

Messagel nstancg,, Sgg#ntZ(" Packet Header . Packet Type", 3) 10 /1
setup nessage bo I el ds Messagel nst ance. Set I nt 2( " El enent 1",
StringLengt h(" Hel I 0")) /'l set dynam c array el enent

(El enent 2) 15 44. NessaegRtnsl adgsncact NArfed aydrdd epgnElaim 34,
StringLength ("Hello"), // set NULL term nated el errent

(El ermrent wher ein’ 'the\pal,ddidist aPRe. S5V52St ISMPELEREmeht S°CUTHRY | 0" )

system.

45. The control system, as set forth in c¢laim 34,
wherein the at least one device comprises a surveillance

15 system.

46. The control system, as set forth in claim 34,
wherein the at least one device comprises a fire

protection system.

20
47. The control system, as set forth in claim 34,
wherein the at least one device comprises a household
appliance.

25 48. The control system, as set forth in claim 34,
wherein the at least one device comprises a household
equipment.

50. The control system, as set forth in claim 34,

30 wherein the Internet application comprises a web browser

application.

51. The control system, as set forth in claim 34,
wherein the Internet application comprises an application

35 executing on a web server of a content provider.



20 Messagel nst ance. EndSet Layout () /[l transmt nessage

I nstance using the transport object "Transport"” Messagel nst ance.
Send (Transport) 25 The dynam c nessaging conponents  are
used in theWOO0WETI34  comunication between the ASP—H"mm and
t he I nternet appliance server, The var Iﬁﬂuym“’ t hat
deal with controlling and adm nistering ffhe Internet L Yppti ance
server use these objects to create and send 30 TCP/ I P messages to the
| A server. Al t hough several enbodinents of the present
i nvention and their_advant ages have been _descri bed It
shoul d be understooﬁ h§¥ %§§§¥¢dﬁ§:”5ﬁ§ﬁ§§§“lng tne” In§ﬁﬁ§??tﬁ??%n§
transfornat|onspntrol systamodbepzdsmM@s 35 vari ations, and
alterations can partin

rein i 1 hqut e
t eachi ngs of the pre@ ouepr?i i nven% %Irﬁ‘}er\[%t ¥ t fie "s"pqtr’:ict(1 aﬁﬁe%cg‘ﬁé w8f the

i nvention bei ngntercémmadtilmg at leashe appendedictai mBd a master

82 | gﬁ%@g'fEFIICﬁTICN CONTROL SYSTEM AND METHOD: VWHAT | S
5 1

CLAI MED | S: " . A control system coupled to the Internet,

conprising: 5 rece%ﬁlnﬂeas?OQﬁﬁ91devF@mmands from gannadingernet

controller opgpabi&atidh e&@ﬁﬁﬁfﬂg o R€node CQ&H¥¥§?H Oﬁﬁeoinée¥hé§ | east

one devi ce; a network 1nterconneciing the at |east one device

and the naster Cont?{ﬂq%§51ng the control commands to extract the
command data including a recipient ID;
1c sending the command data to the master controller,
the master controller sending the command data to at
least one device according to the recipient ID; and

the recipient acting according to the command data.

15 53. The method, as set forth in claim 52, wherein
processing the control commands comprises:
sending the extracted command data to a software
logical device associated with the Internet application;
storing the extracted command data at a known
20 location in a data structure; and

notifying the master controller.

54. The method, as set forth in claim 52, wherein
notifying the master controller comprises:
25 changing the state o¢f an input channel associated
with the software logical device;
the master controller detecting the change in state
of the input channel;
the master controller requesting the stored command
30 data from the software logical device; and
the master controller sending the command data to

the recipient.



10 - at | east one Internet application executing on a node in

the Internet; a control network portal coupl ed bet
net wor k and the Internet operable to enable the Inter ﬂ

appl i cation twobessantrol | ed as a device coupled to ”mmm“)m M uunder
the control of the master controller. 2. | 2\ tem
as set forth in claiml, further c rising at | dast ohe user
interface coupled to the network and in comunication wth the
mast er 20 controller. 3. The control system as set forth
in claim?2, ereln the at . |east_ope_user int ecgach. G I ses:
a di splay; and 25 4BST ehle AN ERG ‘?snpﬁ?g 5§5?}éemo§§gﬁl 8$'t|§u“?g§%i ve a
user i NRighprising again dhadgiengdita dtaspstoémehas igpbtf @hehngh cl aim

2, wherein the_ _at | east e i.nt . C LS Q%
a control syst@meStAtEd Thdi ca g]ors;&%?élje 1861858 &i‘&tr}fe%%i&gguﬁggg\%?%e

operabl e to remhei vermangedata to thgpgecipient.

83 5. The control system as set forth in claiml,

wherein ?he control network portal conprises a web server coupled to
the Internet and opérabTketBetkedi vasr8quedpsth in cLadh PRe FUTTBEEt one

Internet appligal,9n;38dthe REEVdLontrollbbesERERly athe @uEahE. data

6. The contro ystem” as set forth ig claim1l,, vvhere%n t he contr ol
network port altecnysesesnterfafering updating 3 4ispdaYsEPSEF toupl ed to the
I nternet and operable to 10 pass conmand nessages between the at |east

one | nternet appl icatiop and the ster _controller. 7.

The contfol system®’as SBE ?‘SEPﬁdi N8l 8Fm gOFER 10 GA&FY 327t PR er net
appl i ance seramfpriGangr ickasverait§ thesofdmwame deassegeerfincat o dp&stbl e to

Spawn a SOftwa;[reotocol to a second protocol used in the control area

network.

15 58. The method, as set forth in claim 52, further

comprising acknowledging to the Internet the receipt of

the command.



| ogi cal device for the at | east one Internet application, t her eby

commands fromthe master controller destined for the at |east one

I nternet application are delivered to t he sof t ware—togical_device. 20
8. The cont rebog§di4em as set forth in claimé6, Ly Lde | nt ernet
appl i ance server conpri ses: a; | east one sofmgm Hm’ll ce
representative of the at |east one’§nternet appl i cat ol .

at | east one software |ogical device representative of a device in

t he networKk. 84 9

Acontrol system oQmprisifGhod of incorpBl.LEAS!:00C feNige: i nhescgnnect ed
a

by a network; east one nasSter conhtroll er operable to control
t he oper at i onscaftndie sgstewastomprd sdagiice; 5 at | east one user

i nterface operabl e {0 9G66P S Chntorner | RBUL: Wherol area AbuoRkernet
application executing on node coupjfedt to t he I nt er net, t he

| nt er net appintsdosmecting  at  éeadtini enti odewied t RRdnnSt emassstr ol | er
and opergble tg 40 11e6Cei ve commands fromthe master controller.

10. The control system as set forth in claim?9, wherein the at | east
one user interface *@&€HhVEBAprfseSommand  from R g% RTy; Hifd gemmand a
user input daWIGRIingPEer 8btEpidmr IDECei ve a user i nput .

11. The control system as set forth in claimy9, . _Wherein thg at
| east one user int &rFEtBIesth eR T sE8T T message; MbnfraPoR3 st &M st at us

i ndi cator; andreceiving theacemeand;nputd devi ce operable to receive a user

i nput . : 12.. The,contr syste s_set_for i J 25
further locorrpri Si ngsenémgo%{‘?oIrg:ong%?\’/\orc%mn%)%?t gﬁgs%%%ngd = qn?ebgt%%en t he
networ k and t hepdlitcartien @&xg¢copéngbloa tan Internmtabhede hackprdingt to
application tqhe conpsghiegpas a device in the network under the
control of the master

60. The method, as set forth in claim 59, wherein
15 sending the control command message comprises:
sending the control command message to a software
logical device associated with the Internet application
according to the recipient ID; and
storing the control command message at a known

20 location in a data structure.

61. The method, as set forth in claim 60, further
comprising:
changing the state of an output channel associated
25 with the software logical device;
the Internet application detecting the change in
state of the output channel;
the Internet application requesting the stored
control command message from the software logical device;
30 and
the software logical device sending the control

command message to the Internet application.



controller. 30 13. The control system as set forth in claim 12,

wherein the control network portal conprises a web server coupled to
the Internet and operable to receive requests fromthe tternet

appl i cation grfhffsservice the received 35 request Bt whi i o
14. The control system as set forth in claim12, ﬁ"’"””“"”"“ﬂ,wm”m
network portal conprises an Internet 97 appliance ser\er Lcoupl € o the
I nternet and operable to 5 pass comand nessages between the Internet
application and the master controller. 15. The control
system as set forth in claim14, erejn, the_.lntarn | i ance
server conprises 62 10he me&PPHar 85 &égrgéréhuﬁﬁtéﬁaéﬁekgbl?krfgggpamn a
sof twar e c {q@gi g agd@¥i eRangimpreentatever thé outms chamnelnet
appl i cation, °F y conrmands fromthe sterlcgggggilggt r sendd@sti ned
for the Int ernesoamf?%atliténtaﬁesﬁg%‘fveer gg’gtlga e soeftwa_re [ 8gi cal
device. 15 1o contrdBcohfi@ngamégsaigesyst ehp hscentet GPPALFATEIT m 14,

wherein the Internet appliance server conprises: at | east one
sof twar € | ogi cal device representative of the Internet application;
and 20 at keastrHananedicdwans |sedi cidrtdevine eckadsy lent Bather of
a device in the netwrk

compr;sxng'converting the contrel command message from a

first protocol used in the control area network to a

second protocol.

10



17. An Internet control system conprising: at | east one device
i nterconnected by a network; at | east one nmster controller
operable to control t he operations of the at |east one device;

at | east one¥Q8¥$71¥Mnterface operable to accept user ““I"HW':'“" mnml
conmmuni cation with the master controll er;

portal coupled to the network; and 98 at | east dne'lnterhet®
application executing on a node coupled to the Internet, the at | east
one Internet 10 application in comunication with the mast er controller
and operable to iggue go tQ and _receive conma om t he
nasteP control |l er #2U° RORIRALE © %8°°?ﬁé°?§%%?n%t°88ﬁf?brd§ %?%n}nag set
forth in 15 Con@Kaﬂnla$¢§ wedrerk fhem atn | Easérmete amsricaitabaypface
conprises a tc%kh%@iﬁﬁflglz- 19. The Internet control system as
set forth in I 17, wherein the at |east one user

interface 20 c6RPBPraRg: @ command aj irspfayermetd application aimiser

i nput devi ce QpRLARLELEOn 1eCEl Whed THEBEper; | NPUL. 25 20. The
Internet control system as set forth in claim 18, wherein the
at least one uSBF™ipgtrPeRErge inclygdipei see: command, a seadepniPol

syst em st at u&nhndl ﬁ'ﬁ&ﬂﬁlexatﬂdID, a user input device operable to

receive a user 04 gn ) 87

21. The Inter net 89)?1'(? 1%y sEBfy TMRSSE8E fofh Rn Web  B$EHER 18iRwherein

the control eetmonkcpbitmlwidonphies@at@rnet; Web server coupled to the
from_the a%lrl east one

nterngt 5 BppfrcRirORoARN « SOESPEERRS [ RES, eheoEs et o
22. The Int epﬁet:oeehttela sestang pgoteetlforth in

delivering the message to a software logical device
specified by the recipient ID;

the software logical device storing the converted

15 message at an indexable position in a data structure;

a master controller 1in communication with the
control area network and associated with the software
logical device being notified of the message;

the master controller requesting the software

20 logical device to send the converted message;

the master controller receiving the message and
forwards the message to the contrecl device;

the control device acting according to the command
within the converted message; and

25 notifying the Internet application that the command
has been carried out.



s
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claim17, wherein the control network portal conprises an | nt er net

appl i ance server coupled to the Internet and the 10 control network and
operabl e to pass comrand nessages bet ween the at | east one Internet
appl i cati on awe a4 control netwbrk.10 23. PERUSPUIEnet
control system as set forth in 15 claim 22, wherein the Internet
appl i ance server conprises a software device enul ator operable to
spawn fa software | ogi cal device representative of the at |east one

I nternet application, thereby conmmands fromthe naster controller
destined for the at |least one Internet 20 application are
delivered to the software | ogi cal device. 24. The I nternet
control system as set@orth in claim 22, wherein the | nt er net
appl iance server nprisestagg at | east one software | ogical
device representative of theza& || emst one Internet application; and

at | east one software | ogical dewv
t he networKk. | °

e
the Internet, mp%isq'ng:
i nterconnecting atiy-eag =pne
master controller cogpab
control the operationg=%
| east one Internet apptrcation
Internet in comunication with
i ssue commands to and recei
26. The control systel
at | east one user interf@c
communi cation w tfg~ghs,

% epresentative ofsa device in
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27. The control
| east one user interface each conprises: 20
a user input device operable to receive a user

28. The contwoloosyss em as set forth 2n/ ci®ai m 26, 25

| east one user interface each conpri ses:
i ndi cator; and a user input device
i nput . 30 29. The control system

further conprising a control network portab_g
the control area network. ™

system as set forth in claim 26,

wherein the at

a di splay; and
PRSI o

a control system status
|le to receive a user

| nt ernet and

89

30. The control system as set forth in claim wherein the control
network portal conprises a web serv cupledito the Internet and
operable to receive requests frgm t he at |l e%st on% | nt er net
application and to service 5 the releived rgqugsts. X 31. The
control system as set forth in claim 29, wher ei n§&} he control network
portal conprises an Internet appl ignce sgrvdr coulRted to the |nternet
and the control 10 area network an Fee cqmand
messages between the at least o hehng t he
control area network. deet #orth in
claim 31, 15 wherein the ~FmpD appl{i ancg sarver ifses a
sof tware devi ce &Nul at or operable%$d% pawn a\sofwar Eggical devi ce
associated with the at |east one | ntefter=" appkfcation, S hdreby
commands fromthe rtagter contgollef dest 1 for the east one

n"ane 20 af®hilvered to the software |ogical device.

| nt er net applicag;g
33. The control §¥1ten1 as seEfort

htin claim31, <
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wherein the Internet appliance server conprises: at | east one

software | ogical device representative 25 of the at | east one Internet
application; and at | east one software | ogical device

represent ati woo00/67134 of a device in the/ neét work. PCT/US00/11797

34. An Internet control system conprising: at | east one device
i nterconnected by a twor k; at | east one nmaster controller
operable to controLFE?CﬁD ték oper g [ the at | east one device; 5

at | east one user interface ept user i nput ;

a control network portal coupled to the network; gand an | nternet
application in cqoqmunication with the naster controll and operabl e
to i ssue conmandg to th@Q10 mastwsg SERER ol ler ffo @éntrol fhe at |east
one device, and ek _operable to receiveg fom t he naster
controll er and bg cont ht ernet control
system as set fqrth cl ai one user
interface each conpri ses: a user
i nput device gpearfable to re 36. The

| nternet control {system J Fein the at
| east one user it 3 i SEs: control system
status indicator; Fable to

receive a user
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37. The Internet control system as set forth in claim 34, wherein
the control network portal conprises: a web server coupled to
the Internet and operable to receive requests from the Internet
appl i cati on WY 5 service in febp¥hse to the recei PEFUSBHIYts: and
an I nternet appliance server coupled to the network and the Internet
via the web server and further operable to pass command nessages

bet ween the Internet applicatibh J;[(; the net wor k. 10 38.
The Internet control system as, set rt claim 37, wherein the

I nternet appliance sefVer conprise a-softwaredgviGie enul at or
operable to spawn a s¢ftware (ﬁﬂ“ﬁﬂ devi ce assog¢i a4ed with the

I nternet application, } 15 t her eby konmands TTomAHé ter controller
destined for t hd I nternet appf4tiaCelorANSLER ﬁﬂﬂFV%EZd’% the software
| ogi cal devi ce. 39. The clertroel—systiem 4as set| TOMEB in claim
37, 20 wher ei n t he] l|nt e SGERWABIpI i fanc DPBI $es: SERVER at

| east one software | ogi|cREVICHeEMULATORe SEIPt BANDLER | nf,tihe | nternet
application; and | east ojpe softwarp Iogicél evi ce
representative gf a device in the network. 25 80 40. The
control system as sef {forth in claijm 37, wher eil mSPhe | nt er net
appl i ance server conpfijses at | east spmmqone prot ocoll converter operable
to convert between a first protdgol d by the|lnternet appliance
server and 30 a setq tgcol— t he™get wor k 41.
The control system ap fset PREOCOL i n clalnﬂB@KML wherein the at | east

one device conprises f [l i gCONVBRJER
37. The Internet contfol sy ey \as set
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claim 34, wherein the control network portal conprises: a web

server coupled to the Internet and operable to recei ve requests from
the Internet application and to 5 service in response to the received
reguests; andwo 00/67134 an | nternet 5Sappl® ance server coupP&HUsag/119e
net wor k and the Internet via the web server and further operable
to pass command nessages between the Internet application and the
network. 10 38 _The lnternet control system as set forth in
claim 37, I n t BENTENT PROFADERABI | ange server conpri ses a software
devi ce emul at or CQNIRED IAREA NETMORKOEXICEOS t war e | ogi cal device
associated with ' 1on, 15 t hereby commands fromthe
master control | he I nternet application are
del i ver ed &2 the sofEWf&r BATA ON USER ogi chl devi ce. 39. The
control system| as sdNTERBAGEWDEVICECI ai m B7, 20 t@; | nt er net
appl i ance server conprises at | east soft re | ogi cal
devi ce repffsemtative I _of—the :r*.e-r—ne%—a-p-pJ—u—ea-t—llon and
at | east ones%ﬁuw BUTHN PUSHERERY USER efdr esent at i ve of a device in
the network. 25 [ 40.-The Co tirol  SURN O QUTSUT CHANINELL h /onzial m
37, efrern—the—fntern ¢e|l ser veF CHANNELI t | eaSt
one prot 0ck0 shnv eFARY; S| @ﬁ@b? éfconve*r e NWBER. s+ prot ocol
used by the Infernet M MERCEer ver hnd a ':nr'lhnri pratocal used in
t he network. ¢#1. The control|s SWERNETaAPEL&ATIDbIrOFh inc gzim 34,
wher ei n tqesaat | eaerE (34' CEOnMpriEes| a (IZOfﬂEhﬂi RBOVIDER CHEGKSt eryr”™
93 ﬁ N‘% ﬁj mt em| las sOUTRUGrGHANNEL STAIEm 34,
wherein the at 5 Vi prilsés a heatl ng, Il ventilating and
air conditioning system ¢ 5 43. lmtﬁNt]UAPp wATﬁ)NbbﬁEﬁIE set forth
in claim 3gp| MASTER CONTROLLER SOFTWARE VIRTUAL DEVICE FOR L~ 176
RECEIVE'S*MESSAGE STORED MESSAGE CONTENT
v
MASTER CONTROLLER TURNS ON SOFTWARE VIRTUAL DEVICE L ~178
162~ - OUTPUT CHANNEL ASSOCIATED SENDS MESSAGE CONTENT
WITH SUBMIT BUTTON OF T
USER INTERFACE DEVICE
I INTERNET APPLICATION ~180
RECEIVES MESSAGE CONTENT
MASTER FORWARDS ]
164 1 MESSAGE TO PROTOCOL
TRANSLATOR IN 1A SERVER SOFTWARE VIRTUAL DEVICE [ 182
| TURNS OFF INPUT CHANNEL
- PROTOCOL TRANSLATOR y
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1 ¥
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wherein the at | east one device conprises an audi o-vi sual

44. The control

| east one

devi ce

conpri ses

system as set forth in claim34, 10
a security
The control wyswemd as set forth in &l di be 34,

one device conprises a surveillance 15

control
devi ce conpri s
control
devi ce co
system

conprises a h
as set forth i
a web browser

ris

INTERRETS SPFRUGATION AS
fog]d ROIN AREANETWORK
seno

n

system as s§?l?§rth Ln claim 34,

es a fi . protection system 20
system as set forth in claim 34,
ppl i ance.
wherein the at | east one device
: 50. The control
rein the Internet application conprises
system as

set forthygg
applicati on%
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25 48.

51. The control
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wher ei n
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45.

wher ei FCT/H80041797 east
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47. The

| east one
The contr ol

system

the Internet application conprises an
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area network
controller;

A
MASTER CONTROLLER REQUESTS
MESSAGE CONTENT FROM
SOFTWARE VIRTUAL DEVICE

_~218

4
MASTER CONTROLLER RECEIVES
MESSAGE CONTENT AND
FORWARDS TO SPECIFIC DEVICE
ON THE CONTROL AREA NETWORK
ASSOCIATED WITH THE INDEX

~220

¢

CAN DEVICE RECEIVES
MESSAGE AND ACTS

~222

!

MASTER CONTROLLER SENDS
SAME MESSAGE TO CAN
USER INTERFACE DEVICE

TO UPDATE DISPLAY

224

!

MASTER CONTROLLER TURNS
OFF INPUT CHANNEL AND
OUTPUT CHANNEL OF
SOFTWARE VIRTUAL DEVICE

-226

1

NOTIFY INTERNET APPLICATION
OF COMPLETION

~-228

230



application executing on a node coupled to the Internet;

processing the control conmands to extract the command dat a
including a recipient ID;, 10 sending the conmand data to the naster
control l er, wooos7134 he master controfleno sending the b 85t a to
at | east one device according to the recipient ID, and

the recipient acting according to the command dat a. 15 53.,_The
met hod, as set forth_in_claimb52, wherein processin
conmands conpri S£s:

sending the extracted c ¢l | dat a tg’a
sof tware = Y | dgvice associated with the Sappl i ce n
storing the extractlgé| comfand data at a known i~ i omiin g d@é
structure; and notifying the master "Cont ] 54.
The met hod, as set fo In claimb52, wherein er
controller conprises: 2p |l changi ng the state of I
associ at ed w tfr—e -?Lﬁmare | ogi cal devi ce; mast er
control l er detecgjng|the qéfinge in state of fh®|i npel
the master contrxgtel requdqfi the stored connancgé( om t he
software | ogi cal dey t he nasgkp'ggr ifng |t he
conmand data to if'i ent . ~ 2 8
nmet hod, as set f 54, further conpti di ng
the state of thdg \ associated with ggica
device after serdi L {he dormand data to the r |§_e/ut§ 5
56. The nethod, as set forth in|cL&m 52, further onpEBilsi ng the
master controller sending the cdmihd data a user li@tlerface for
updating a di t her eof . 10 57. The /rewhod, set forg® in
claimb52, fur « Conprisijng converting th QQ Sjage fr a
first ocolptgsa second protocol used i/n t hg ceRty|oR lar ea
net wor k. =] |@ 5
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15 58. The nethod, as set forth in claimb52, further

conprising acknow edging to the Internet the receipt of t he command.
96 59. A nethod of incorporating the Internet into a

control syst e owensr i si ng: 8 coupl i ng the I nternefCHESIHLEI®Nt r ol
area network I nterconnecting at | east one device and a master 5
controller; receiving a command from a wuser, the command
i ncl udi ng recipient 1D forming a control command nessage in
response tg receiving the caqagand; and qie di ng the control
command negs to an Internet -\ appl [ cat|§ﬁ execu‘lj ’ Jinet
node according to the recy |, as
set forth ifn claim59, wherein [L5PQRT gene Mk age
conpri ses: sendi ng. the_contrql eemrard nessage tlo a software

| ogi cal de\i ce associ at ed wi hepvEnS ef ' VOLJABEONAi ng to

the recipignt ID, and st-gsi n Laiit i SIS jage at a

known 20 | ocation in a datja [Strtettry. 6%. as

set forth ijn claim60, furthg con (o, 452 chang| ng the
' h

state of arn output chgnpnel ags dc §

devi ce; 442 therl nt er et aﬁ/g@%q i
state of tHe \qut put
the stored, i

; apptT clat i 03 éeque_stl ng
rand mggsage fromgghe sof t4g0 e { ogi Q devi ce;

30 andf | gical devige sending the contro#4
command nggsage to et an(BHTIEat—-[RS—ZSZ I pag RS-232 out/
YRS L Tvoumee 2 P YOLIE O
a0 w2 AR ®! |
448
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450-11 1-578 RELAYY | 2 PIN ¢
468
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97 62. The nmethod, as set forth in claim®60,
conprising again changing the state of the output channel
with the software | ogical device after sending the contyr

[of0) nd
message to tweobstd4 net application. $ / 10 63. The rré’tcﬂﬁj&,o"’gggget

further
associ at ed

forth in claim60, further conprising converting the control conmmand
nessage from a first protocol used in the control area network to a
second protocol. 10 98

64. A nethod of controlling a control device in a control area

network froman Internet application, conpri si ng:
entering a conmand at an Internet applicationin 5 communi cation with

t he Internet; form ng a nessage including the command, a sender
I D and a recipient 1D delivering the nessage to a
web server in comuni cation with the Internet; 10 i f
necessary, converting the nessage froma first protocol to a second
pr ot ocol ; r—=—===detrVverimgthe Tessage TO a~soTfware Togrcal device
speci fied by the 3paci pient 1D Mit he R0 re |l ogical device
storing the conpvérted 15 nessage at a% 'ﬁ*cem E position in @a data
structure; { a master controller inlcorpaicati gV th khe
control area ndtwork and associated with the sof‘tvvare /) Iogi:cal devi ce
bei ng notified }of t he nessage; @/ht I | | ey
requesting thgq software 20 | ogi cal A& e S¢ %nveﬂed
nmessage; mg: the master controller reded t he 't e lbnd
forwards the ssage g6 t he cont rqhzjevi ce; gog i thp contrpl device
acting accordifg to the comuand i
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notifying the Internet

within the converted nessage; and 25
application that the conmand has been carried out.
WO 00/67134 10 / 10 PCT/US00/11797
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