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Technical Field The present invention relates to a device 10 authentication
system in particular,. to a nethod for efficiently. authenticating a
device by incorporating an extension for device authentication into a
browser. Background Art 15 Hereinafter, related art (1): a method for using
content by using a CE device; and related art (2): extension of a browser
function using a plug-in will be deseribed., (Related Art 1) In recent
years, CE (consuner el ectronics) devices have 20 been becom ng w despread.
A CE device is an electronic device including a conputer and is capabl e of
usi ng services through a network. peBgrasces$i Ng a service server, the '
devi ce can use various services provided by the service server. 25 In this
case, content is downl oaded fromthe service - 2 server and is then used.
Sone pi eces of content provided by the service server
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Technical Field
The present invention relates to a device-
10 authentication system, in particular, to a method for
efficiently. authenticating a device by incorporating an

extension for device authentication intoc a browser.

Background Art
15 Hereinafter, related art (1): a method for using
content by using a CE device; and related art (2): extension
of a browser function using a plug-in will be described.
(Related Art 1)
In recent years, CE {consumer electronics) devices have
20 been becoming widespread.
A CE device is an electronic device including a
computer and is capable of using services through a network.
By accessing a service server, the device can use various
services provided by the service server.

25 In this case, content is downloaded from the service



can be freely used on a browser. Wereas, others include dedicated content
used in a dedicated application and 5 content that needs user

aut henti cati on before dowloading it. Fig. 11 illustrates an exanpl e of
the configuration of a known CE device. A CE device 103 includes an
application A for using content provided by a service server A and
authentication 10 information A used by the service server A for

aut henticating the user. Wen the CE device 103 requests transm ssion of
content to the service server A the service server A requests user

aut henti cati on, and accordingly, the-CE device 103 transmts 15 the
authentication information Ato the service server A. The service server A
aut henti cates the user based on the authentication information A and then

transmts dNgerCQRHERNL tRed NEsdE device 103. In this way, the CE device
103 can use the content in the application A. 20 Al so, the CE device 103

i ncl udes an appbméapleteB dDrcorteaer preeided ey the aetrkénti satven
information B, an application C for a service server C, and authentication
i nf or mat i arerChel frehilys wagd ¢her kromseCE d@h?c%a&OSﬁﬁéﬁusi@Glgd@re 25

aut hentication information for_each application. - In order to perform
aut hent i cst9dragrdappnteativicd dp aa@@ﬁéﬁ?FEﬁt?EPﬁ%ﬁﬁ?ﬁﬂ?|§§dd|splayed on a
dlspla% and the

content that needs user authentication before downloading it.

Fig. 11 illustrates an example of the configuration of
a known CE device.

A CE device 103 includes an application A for using
content provided by a service server A and authentication

10 information A used by the service server A for
authenticating the user.

When the CE device 103 requests transmission of content
to the service server A, the service server A requests user
authentication, and accordingly, the CE device 103 transmits

15 the authentication information A to the service server A.

The service server A authenticates the user based on
the authentication information A and then transmits the
content to the CE device 103. 1In this way, the CE device
103 can use the content in the application A.

20 Also, the CE device 103 includes an application B for a
service server B, authentication information B, an
application C for a service server C, and authentication
information C.

In this way, the known CE device 103 needs to store

25 authentication information for each application.



user has to input required information on the authentication screen and to
transmt the information to a service server. 5 Wen the user wants to
search for desired content in a browser so as to use it, he/she has to
switch fromthe browser screen to the authentication screen and to perform
aut hentication. Therefore, the process of searching for the content and
using it cannot be seanlessly perfornmed. 10 Fig. 12 is a flowhart
illustrating an exanple of a process which is perforned when the known CE
device downl oads content. Herein, the content is dedicated content used in
a predeterm ned application and requi Bes user authentication 15 before
downl oadi ng the content. A browser in the CE device accesses a service
server and requests downl oad of content (step 202). The service server

requests user aytpegt)cali At 8 tnBROYESE s dSIAP 22N ca?ohccy dingly,

user authentication is performed between the CE device and the service
server basfgHhtdcaRiedeterddmeds saG@aRged Aht rdpspiwnt ieat ithe has been

done, the service server allows the CE device to downl oad an application
for using ustr e econteptt (séqpiH)infthentibheoCE nevduddentdcaklient he
downl oaded application therein (step 204). If the application has already
been i nst admegn sngpge transmit the information to a service server.
5 When the user wants to search for desired content in a
browser so as to use it, he/she has to switch from the
browser screen to the authentication screen and to perform
authentication. Therefore, the process of searching for the
content and using it cannot be seamlessly performed.
10 Fig. 12 is a flowchart illustrating an example of a
process which is performed when the known CE device
downloads content.
Herein, the content is dedicated content used in a
predetermined application and requires user authentication
15 before downloading the content.
A browser in the CE device accesses a service server
and requests download cof content {step 202).
The service server reqguests user authentication to the
browser (step 212).
20 Accordingly, user authentication is performed between
the CE device and the service server based on a
predetermined seguence.
After authentication has been done, the service server

allows the CE device to download an application for using

25 the content (step 214).



214 and 204 are omtted. 5 Then, the installed application requests

downl oad of the contents to the service server (step 222). The application
and the service server performmutual authentication (steps 224 and 216)
and then the service server transmts the content to the application (step
218). 10 The application receives and uses the content (step 226).

(Rel ated Art 2) Next, extension of a browser function by using a plug- in
will be described. 15 A browser has basic functions, such as a display
function of interpreting an HTML (Hypertext Markup Language) docunent and
di splaying a screen on a display; a -canmauni cating function O accessing a
site specified by a set URL so as to downl oad data or transmt data to the
site; 20 and a junp function of junping to a linked URL (Uniform Resource

Locators) in t@ﬁFEWN%hQQQHWEREce'En@gghiboehéCB&JH%%%anShﬁpRHBQEi@mS an

application ed a plug-1n can be added to the browser so as to extend
the functigpfid hetbporser, 25 For exanple, a browser generally does not
have a function of playing back noving pictures or nusic data. However, by
addi ng a novi ng£pkneuappi@athiack hplsugliraady keemusistaplagbaskepsug-in to
the browser, noving pictures or nusic data can be played back in the
br owser. 214 and 204 are omitted.
5 Then, the installed application requests downlocad of
the contents to the service server (step 222).
The application and the service server perform mutual
authentication (steps 224 and 216) and then the service
server transmits the content te the application (step 218).
10 The application receives and uses the content (step
226).
{Related Art 2}
Next, extension of a browser function by using a plug-
in will be described.
15 A browser has basic functions, such as a display
function of interpreting an HTML (Hypertext Markup Language)
document and displaying a screen on a display; a
communicating function of accessing a site specified by a
set URL so as to download data or transmit data to the site;
20 and a jump function of jumping to a linked URL (Uniform
Rescurce Locators} in the HTML document.
In addition to these basic functions, an application
called a plug-in can be added to the browser so as to extend

the function of the browser.

25 For example, a browser generally does not have a



5 Usually, startup of these plug-ins are dynam cally perfornmed. The browser
starts a corresponding plug-in according to the type of content and
requests the content. In order to start a plug-in, tag information called
an EMBED tag is prepared in the HTM.. In the EMBED tag, a 10 plug-in to be
started can be specified by setting a paraneter of a MME format. The URL
as the downl oad address of the content used in the plug-in is specified by
an SRC paraneter which is set in the EMBED tag. 15 If an EMBED tag exists
in the received HTML docunent, the browser interprets the MM format and
starts a plug-in suitable for the data format of the content, and al so
downl oads the content fromthe URL specified by the SRC paraneter. 20
Accordi ngly, the user can use the downl oaded content by the started

pl ug-in. | §¢0 | hB9pl hen FABED: tagiinekides PCT
Japanese ?ﬂgﬁéﬁgpigﬁ ét %ffg%%??gﬁﬁﬁgﬁ R%E€%001-52766§. In this

t echni que,ydwavarSy biyeaulong S€leetimg piatuessp 2oybagieplafg-indes data from a
distribution site in a distributed environnment and for deconpressing the
data, a simEvilc mlaybackopUigmgim tgr dine bfcdstfermenidd I dtorest ocdata i s

pl aced, so that a user's request is guided to an optimum mrror site. 5 In
this technivupie defie ERBEP:tRERYAC tkr?é%I—rFNthHBc]aﬁ%‘ﬁ%er-

5 Usually, startup of these plug-ins are dynamically
performed. The browser starts a corresponding plug-in
according to the type of content and requests the content.

In order to start a plug-in, tag information called an
EMBED tag is prepared in the HTML. In the EMBED tag, 2

10 plug-in to be started can be specified by setting a
parameter of a MIME format.

The URL as the download address of the content used in
the plug-in is specified by an SRC parameter which is set in
the EMBED tag.

15 ) If an EMBED tag exists in the received HTML document,
the browser interprets the MIME format and starts a plug-in
suitable for the data format of the content, and also
downloads the content from the URL specified by the SRC
parameter.

20 Accordingly, the user can use the downloaded content by
the started plug-in.

An example of a technique using the EMBED tag includes
PCT Japanese Translation Patent Publication No. 2001-327668.

In this technique, in a system for selecting various

25 types of video data from a distribution site in a



i s anal yzed before downl oading a video clip or voice clip. Then, when
downl oad of the specified file is started, the file format is anal yzed.
However, as described above, authentication information 10 nust be
prepared for each application in the known CE device, and thus a nmenory
cannot be efficiently used. Wien a user wants to use dedi cated content,

he/ she has to perform authentication and start an application. Thus, the
user cannot seaml essly performa process of selecting 15 content in a
browser and using the content. Accordingly, an object of the present
invention is to provide a device-authénticati on system capabl e of
efficiently perform ng authentication before using a service through a
network. 20 Disclosure of Invention In order to achieve the above-descri bed

obj ect, tfaqsts}&saeaa LEVERRI PR 488 dolifglddlideheednns| uding
dlsplay means; nedi ating nmeans; and authentication 25 information

transn1ttlgmar$9@m§rofhﬁozufﬁﬁza/qﬁaapSOEndimefEHt'Elkm diosphaydéuacti on for
di splaying el ectronic information provided through a network so that a
user can HrogwdectHe sontlrinet iwmer's spauebyi hy-dwidadrid en PREEMVRNg
function for receiving specifying information for specifying the 5
nedlatlngHWéaW§ safidl-a specifying function for speC|fy|ng

5 In this technique, the EMBED tag of the HTML document
is analyzed before downloading a video clip or voice clip.
Then, when download of the specified file is started, the
file format is analyzed.

However, as described above, authentication information

10 must be prepared for each application in the known CE device,
and thus a memory cannot be efficiently used.

When a user wants to use dedicated content, he/she has
to perform authentication and start an application. Thus,
the user cannot seamlessly perform a process of selecting

15 content in a browser and usind the content.

BAccordingly, an object of the present invention is to
provide a device-authentication system capable of
efficiently performing authentication before using a service
through a network.

20
Disclosure of Invention

In order to achieve the above-described object, the
present invention provides a terminal device including
display means; mediating means; and authentication-

25 information transmitting means. The display means includes



t he medi ati ng neans by using the received specifying information. The
medi ating nmeans is specified by the specifying function and starts the
aut hentication- information transmtting nmeans. The authentication 10
information transmtting neans is started by the nediating neans and
transm ts device-authentication information to an authentication server.
(First configuration) Herein, the first configuration may incl ude

aut hentication-result receiving neans for receiving an 15 authentication
result fromthe authentication server; authentication-result transmtting
means for transmtting the received-adthentication result to a providing
server for providing electronic information; and el ectronic-information
recei ving means for receiving electronic information 20 transmtted from

the provi di ng SARNEELRESE6n Ofot NE sP1k3ASE1 b1 86t Ask Nt nitr akia@Aonesul t.
(Second configuration) Herein, the nediating neans of the second

confi gur atprsirined ithebude a wmstwigrid wrctthah fonsesi can émotseonhe
information received fromthe providing server. 25 The second configuration
may furt hernfomdardens equesethiy BrgThedios MBEGE OR et Vi dusetioni £or
information to the providi.ng server. The _specifyjng-information receiving

function resFeireds FBSShEXH £Yi IRy RS PRt f6A FRPCh™ Y4 ifsnitted fromthe
ELgX:?;?%d§$%¥§¥ﬁg?%%%ng? ggg ée%lgﬁﬁfyf%gl%u%ggigﬁrfér(égggfyﬁﬁ%glOn’ the

the mediating means by using the received specifying
information. The mediating means is specified by the
specifying function and starts the authentication-
information transmitting means. The authentication-

10 information transmitting meaﬁs is started by the mediating
means and transmits device-authentication information to an
authentication server. (First configuration)

Herein, the first configuration may include

authentication-result receiving means for receiving an

15 authentication result from the authentication server;
authentication-result transmitting means for transmitting
the received authentication result to a providing server for
providing electronic information; and electronic-information
receiving means for receiving electronic information

20 transmitted from the providing server based on the
transmitted authentication result. {Second configuraticn)

Herein, the mediating means of the second configuration

may include a using function for using electronic

information received from the providing server.

25 The second configuration may further include requesting



receiving function may receive specifying information including access
informati on used for accessing the authentication server, and the

aut hentication-information transmtting neans nay access the

aut henti cati on server by 10 using the received access information. (Third
configuration) |In the third configuration, the authentication server may
include a plurality of authentication servers, and the

speci fying-information receiving function nmay receive specifying
information including access information for each 15 of the authentication
servers ranked in an access precedenee8 order. In the second configuration,
the specifying-information receiving function nay receive specifying
information including access information used for accessing the 20

provi di ng peinkerorabdghbse s hentdigahlienthesthitis@naddld peovilBaAg may
accesses the providing server by using the received access information. A

provi di ng serwar. f thepspatif nihelietfioranttonntecattion fuettibe tmeym nal
device of the second configuration is also 25 provided. The providing
server i nctamesesppect §iyhgy - 119f dmfadripnt Wbhchr &p st ansmig teshdzofokhe
transmitting specifying inforpmation used by the display neans of the
ternmi nal RRAVEEINGoFCEBRE| PFF9y Ah&FedPIPPAG- neans which starts the

authent cat | on [ nfermaton Lanom Liing, MEADS:, S ARSTL heaLhens fesul
receiving function may receive specifying information
including access information used for accessing the
authentication server, and the authentication-information
transmitting means may access the authentication server by
10 wusing the received access information. (Third configuration)

In the third configuratiocn, the authentication server
may include a plﬁrality of authentication servers, and the
specifying~information receiving function may receive
specifying information including access information for each

15 of the authentication servers ranked in an access precedence
order.

In the second configuration, the specifying-information
receiving function may receive specifying information
including access information used for accessing the

20 providing server, and the authentication-result transmitting
means may accesses the providing server by using the
received access information,

A providing server for providing electrenic information

to the terminal device of the second configuration is also

25 provided. The providing server includes specifying-



aut hentication result fromthe term nal device; and electronic-information
transmtting nmeans for transmtting electronic information based on the
recei ved authentication result. (Fourth configuration) 10 The providi ng
server of the fourth configuration may include request receiving nmeans for
receiving a request for electronic information fromthe term nal device,
and the specifying-information transmtting neans may transmt the

speci fying informati on based on the received request. 15 Al so, the

provi ding server of the fourth configuration may include

aut henti cation-information receiving-mdans for receiving authentication
information fromthe term nal device and authentication means for
authenticating the term nal device by using the received authentication 20

i nformati ofyrdihadlat, €358smibeidd edam@nireri REQRSRL 4 Ohg tyRRS Fvihgng means

transmts electronic information to the termnal device based on the

aut hent i cainfsr=2dht ugedebat et disile asthentt cate oremeared. dAvioe i n

order to achieve the above-described object, 25 the present invention

provi des afpelspetaidpiiogi hhermediaring @angsivhgches bt petforned in a

conputer including display neans; nediating, neans; and

aut hent i ca@4BHRAHCSEARE SRTCFPARSIR MG HEAAEY HP ret hod i ncl udes a

di spl ay. step .of r.eali.zing, by, the display mean a_display function for 5

di spl ayt ng SRR GRE Pt BPRGT | BT P oVIaaE “Thr HiGh" 2 TEL v 12
authentication result from the terminal device; and
electronic-information transmitting means for transmitting
electronic information based on the received authentication
result. (Fourth configuration)

10 The providing server of the fourth configuration may
include request receiving means for receiving a request for
electronic information from the terminal device, and the
specifying-information transmitting means may transmit the
specifying information based on the received request.

15 Also, the providing server of the fourth configuration
may include authentication-information receiving means for
receiving authentication information from the terminal
device and authentication means for authenticating the
terminal device by using the received authentication

20 information. In that case, the electronic-information
transmitting means transmits electronic information to the
terminal device based on the authentication result generated
by the authentication means.

Also, in order to achieve the above-described object,

25 the present invention provides an electronic-information



so that a user can browse the information, a specifying- information
receiving function for receiving specifying information for specifying the
nmedi ati ng means, and a specifying function for specifying the nmediating
means by 10 using the received specifying information; a nediating step of
specifying the nediating neans by the specifying function in the display
step and allowing the nediating neans to start the

aut hentication-information transmtting nmeans; and an

aut hentication-information transmtting step of 15 transmtting

devi ce-aut hentication information to- a® -authentication server by starting
the authentication- information transmtting neans in the nediating step.
(Fifth configuration) In the fifth configuration, the conputer may further

20 i ncl ude, auheptheat b@Pfoﬁéﬁ tid &CelHbNgeFEARASI nd Al REnt168t i on-resul t

transmtting rmeans; and el ectronic- information receiving neans. The

el ect roni Gndd=Qr mﬁuaﬂlngsmé@mtahﬁﬂ anmeehnd bat o raiddwerttiiogat i on-resul t
receiving step of receiving, by the authentication-result receiving 25
means, an tasdwernittitéagi peanesul Thd merhhokde iagihdasi zatismlay Eteps@fver an
authentlcatlon result transmtting step of transmtting, by th

aut hent | cat9n-Zi@gul byt ERAsH TR13G NSF@Ens @ Fhépi%%ef%%ﬁF%ﬁﬂl¥95tlcatlon

result to a pr.ovidin server fo rOV|d|ngFeIe§trQ§%c i orna ion: and an

5 ol ecifr orfi KSR G Ta bR 6RCFERET Vi e OBt PFGEETUE ng BYFR ffe Ve tHOLK

so that a user can browse the information, a spe01fy1ng—
information receiving function for receiving specifying
information for specifying the mediating means, and a
specifying function for specifying the mediating means by

10 using the received specifying information; a mediating step
of specifying the mediating means by the specifying function
in the display step and allowing the mediating means to
start the authentication-information transmitiing means; and
an authentication-information transmitting step of

15 tramsmitting device-authentication information to an
authentication server by starting the authentication-
information transmitting means in the mediating step. (Fifth
configuration)

In the fifth cenfiguration, the computer may further

20 include authentication-result receiving means;
authentication-result transmitting means; and electronic-
information receiving means. The electronic-information
using method may include an authentication-result receiving
step of receiving, by the authentication-result receiving

25 means, an authentication result from the authentication



el ectronic-informati on receiving nmeans, electronic information transmtted
fromthe providing server based on the transmtted authentication result.
(Sixth configuration) In the sixth configuration, the nediating neans nmay
10 include a using function for using electronic information received from
t he providing server, and the electronic- information using nethod may
include a using step of using, in the nediating neans, electronic
information received from the providing server. 15 The sixth configuration
may further include requesting neans for requesting electronic information
to the providing server. In the specilflyi-ng-i nformati on receiving step,
specifying information which is transmtted fromthe providing server
based on the request may be received. 20 In the fifth configuration, the

speci fyi nged Qr, ngi BRI M NG -FURGH k0P ABYm T ©CRIY & repe el yi ng

information including access information used for accessing the

aut hent i calrs@rseryay, Bpdthé adthenaithenbheats ot tirdromintioy transm tting
step, the received access 25 information may be used so as to access the
aut hent i catdagrs - th2 rseeiesd {\Sdeeritilcatonhi gesatt o) d proivéddegent h
configuration, the authentication server nmay include a plurality of

aut hent i c SR Ts EPFePEOVARHNY HeledgoRiiry LR§CFRT bt ot 181 B&cei vi ng functi on

ey re%el%ngﬂigggthhQgr$£{fggn¥ééglJig%|gggggogqggigjhgkﬁrg%tkgg for each

electronic-information receiving means, electronic

information transmitted from the providing server based on

the transmitted authentication result. (Sixth configuration)
In the sixth configuration, the mediating means may

10 include a using function for using electronic information
received from the providing server, and the electronic-
information using method may include a using step of using,
in the mediating means, electronic information received from
the providing server.

15 The sixth configuration may further include requesting
means for reguesting electronic information to the providing
server. In the specifying-information receiving step,
specifying information which is transmitted from the
providing server based on the reguest may be received.

20 In the fifth configuration, the specifying-information
receiving function may receive specifying information
including access information used for accessing the
authentication server, and, in the authentication-
information transmitting step, the received access

25 information may be used so as to access the authentication



of the authentication servers ranked in an access precedence order. In the
sixth configuration, the specifying-information receiving function may
recei ve specifying information 10 including access information used for
accessing the providing server, and, in the authentication-result
transmtting step, the received access information may be used so as to
access the providing server. Further, in order to achieve the
above-descri bed object, 15 the present invention provides an

el ectronic-informati on providing nethod used in a providing server for
providing electronic information to-tl#%e term nal device of the second
configuration. The providing server includes specifying- information
transmtting neans; authentication-result 20 receiving neans; and

eIectronlCééﬂvéy‘nngggngﬁa@§@@£§dﬂglloﬁ@ans The el ectronic-information
provi di ng nethod includes a specifying-information transmtting step of

transmtting, rThythbesspecid Wanfiignfretiat orthd¢ rarnsmnttiicagimeaasyvepeci fyi ng
i nformation used by the display nmeans of the term nal device 25 for

speci fyi nguashe nvddidat englweahsty orf studbepfgcaheon ggrvers, and the

aut hentication-information transmtting nmeans; k an authent.ication-result

recei vi ng %R%ﬁ%ﬁﬁinﬂééB?9Fﬂ©tl%® T 1 VAROh EHPFERET R i1 YPecei vi ng neans,
S B! SRl L) AT B SRt A, Seiobsnlc S
of the authentication servers ranked in an access precedence
order.
In the sixth configuration, the specifying-information

receiving function may receive specifying information

10 including access information used for accessing the
providing server, and, in the authentication-result
transmitting step, the received access information may be
used so as to access the providing server.

Further, in order to achieve the above-described object,

15 the present invention provides an electronic-information
providing method used in a providing server for providing
electronic information to the terminal device of the second
configuration. The providing server includes specifying-
information transmitting means; authentication-result

20 receiving means; and electronic-information transmitting
means. The electronic-information providing method includes
a specifying-information transmitting step of transmitting,
by the specifying-information transmitting means, specifying
information used by the display means of the terminal device

25 for specifying the mediating means for starting the



el ectronic-information transmtting neans, electronic information based on
the received authentication result. (Ei ghth configuration) In the eighth
configuration, the providing server may 10 further include request
receiving neans. The el ectronic- information providing nmethod nmay include a
request receiving step of receiving, by the request receiving neans, a
request for electronic information fromthe termnal device. In the

speci fying-information transmtting step, the specifying 15 i nformation may
be transmitted based on the request received in the request receiving
step. In the eighth configuration, the3roviding server may further

i ncl ude aut hentication-information receiving nmeans and authentication
nmeans. The el ectronic-information 20 providing nmethod may include an

aut hent i Cal | RntAtALTBAL ORf o FRAGIOH REaBEARL OIng @R&HNE NG DY the

aut henti cation- information receiving nmeans, authentication information
from the &i@Hdndkatdevheeesand mredutingnsient oDnrastaipriofy, &yt hkati cati ng,
by the authentication neans, the term nal 25 device by using the received
aut hent i catitrerntifetmanroasulih recki vingemepaet r i L HHHSAPRCIOR

transmtting step, electronic- information nag be transmitted to the
ternmnal JBAPE FESBIThenteHBIRAK IHSTLICEAt PBA FRsTHECyetrated in the

gggcg?g’le(s:girli n astti% ' t?ax%gﬁ:ll.%t{rlljgr ts eerp’ olfntggggrﬁi Qir?‘c_:?,hlbeyvechtehe

electronic-information transmitting means, electronic
information based on the received authentication result.
(Eighth configuration)
In the eighth configuration, the providing server may
10 further include regquest receiving means. The electronic-
information providing method may include a request receiving
step of receiving, by the reguest receiving means, a reguest
for electronic information from the terminal device. In the
specifying-information transmitting step, the specifying
15 information may be transmitted based on the request received
in the request receiving step.

In the eighth configuration, the providing server may
further include authentication-information receiving means
and authentication means. The electronic-information

20 providing method may include an authentication-information
receiving step of receiving, by the authentication-
information receiving means, authentication information from
the terminal device; and an authentication step of
authenticating, by the authentication means, the terminal

25 device by using the received authentication information. In



object, the present invention provides a term nal-device programfor

real i zi ng,

in a conputer, a display function; a nediating function;

and an

aut hentication-information transmtting function. The display function
includes a 10 display function for displaying electronic information

provi ded through a network so that a user can browse the

speci fying-information receiving function for receiving specifying
information for specifying the nediating function; and a specifying
function for specifying 15 the nediating function by using the received
specifying information. The nedi ati-ngt4unction is specified by the

specifying function and starts the authentication-

functi on,

started bypHe12Q+aedialiRgofGldOR randmb EaDs

information; a

information transmtting

and the authentication- information transmtting function is

SepleWice-tadhhent i cation

1 4
information to an authentication server. (Nint(ﬂ1 configuration) In the

ni nt h confirgiuraitden AAyabé herdnsatited testhé teecamaldl mgvigecbereadf or

recei vi ng

for regeiving elecironic Lnformiion 5 tiansmd teg Lhom.Lhe RLouLgl ng

an authentication result 25 fromthe authentication server; an
aut hent i catni diher esthenticaBion rzamyitt Cengratndt Honthorautheadscating t he

received authentication result to a providing server for providing
el ect roni cS%§H-ormati on; and an el ectronic-information receiving function

server “based o

10

15

20

25

object, the present invention provides a terminal-device
program for realizing, in a computer, a display function; a
mediating function; and an authentication-information
transmitting function. The display function includes a
display function for displaying electronic information
provided through a network so that a user can browse the
information; a specifying-information receiving function for
receiving specifying information for specifying the
mediating function; and a specifying function for specifying
the mediating function by using the received specifying
information. The mediating function is specified by the
specifying function and starts the authentication-
information transmitting function, and the authentication-
information transmitting function is started by the
mediating function and transmits device-authentication
information to an authentication server. (Ninth
configuration)

In the ninth configuration, an authentication-result
receiving function for receiving an authentication result

from the authentication server; an authentication-result



transm tted authentication result, may be realized in the conputer. (Tenth
configuration) In the tenth configuration, the nediating function may

i nclude a using function for using electronic information 10 received from
the providing server. In the tenth configuration, the term nal-device
program may further realizes a requesting function for requesting

el ectronic information to the providing server, and the

speci fying-information receiving function may receive 15 specifying
information transmtted fromthe providing server based on the request. In
the ninth configuration, the specifw g i-nformati on receiving function may
recei ve specifying information including access information used for
accessing the 20 authentication server, and the authentication-information

”ansmtt'{k%és&mteﬂ FBY c BLES S Q%a%%hQ%Blh&aﬁiﬁ&rkeﬁﬁl\(z%rd by using the
recei ved access in mation. (Eleventh configuration) In the eleventh

confi gur até@ihexith@a&blbheﬂééw@m it a Provenyey seyvéndamderavpdingl ity of
aut henti cation servers, - 16 and the specifying-information receiving
function nedectreosiovénspesatiomy amf ennefeohrontt v ingmeddess information
for each of the authentication servers ranked in an access  precedence
order. 5 |¥eadigimentHneshen gifatieneiving speerForhg- ™ Retiosn

5 transmitted from the providing server based on the
transmitted authentication result, may be realized in the
computer. (Tenth configuration)

In the tenth configuration, the mediating function may
include a using function for using electronic information

10 received from the providing server.

in the tenth configuration, the terminal-device program
may further realizes a requesting function for requesting
electronic information to the providing server, and the
specifying-information receiving function may receive

15 specifying information transmitted from the providing server
based on the request.

In the ninth configuration, the specifying-information
receiving function may receive specifying information
including access infbrmation used for accessing the

20 authentication server, and the authentication-information
transmitting function may access the authentication server
by using the received access information. {Eleventh
configuration)

In the eleventh configuration, the authenticaticn

25 server may include a plurality of authentication servers,



recei ving function may receive specifying information

informati on used for accessing the providing server, and the

aut hentication-result transmtting

i ncl udi ng access

function may accesses the providing

server by using the 10 received access information. Also, in order to

achi eve the above-descri be object, the present invention provides a

provi di ng-server program for providing electronic information to the

t er m nal

conput er,
speci fying informati on used by the ot s ay

device of the second configuration. The programreali zes,

in a 15

a specifying-information transmtting function for transmtting

for specifying the nediating function which starts the
aut hentication-information transmtting function; an authentication-result
recei ving 20y fﬂféctsbgel%%n@eﬁ?fa&ml% QULBERt hG Akt 1S Waly T 1 OM the
device; and an electronic-information transmtting function for
transm ttingehecishent €ying olnbdit ibasedchndiheacena ied canhéphi cati on

t er m nal

result.

function of the term nal

devi ce

(Twel fth configuration) The providing-server programof the twelfth

25 confi gufat issrchmeyf tbal ezehentidadid coospuvers nankfieist an Bfcesecei vi ng

function for receiving a request for electronic

t er m nal

10

15

20

25

information fromthe

(ﬁﬁﬁQﬁﬁeﬂ§ﬁdoﬁﬁérspecific- i nformation transnitting functi on may

transmt the speci ased on the rece 5 The
provi di*ng- ser ver ﬁLSgF%ﬂQ%fc{gﬁi PRr the Sp801é§lng 2ine8InEEion

receiving function may receive specifying information
including access information used for accessing the
providing server, and the authentication-result transmitting
function may accesses the providing server by using the
received access informaticn.

Also, in order to achieve the above-describe object,
the present invention provides a providing-server program
for providing electronic information to the terminal device
of the second configuration. The program realizes, in a
computer, a specifying-information transmitting function for
transmitting specifying information used by the display
function of the terminal device for specifying the mediating
function which starts the authentication-information
transmitting function; an authentication-result receiving
function for receiving an authentication result from the
terminal device; and an electronic-information transmitting
function for transmitting electronic information based on
the received authentication result. (Twelfth configuration)

The providing-server program of the twelfth

configuration may realize, in the computer, a request



configuration nmay realize, in the conputer, an authentication-information
receiving function for receiving authentication information fromthe
term nal device; and an authentication function for authenticating the
termnal 10 device by using the received electronic information. In that
case, the electronic-information transmtting function transniis

el ectronic information to the termnal device based on the authentication
result generated by the authentication function. 15 Furthernore, the
present invention provides a conputer- readable storage nediun1siorin a
term nal -device program for realizirndg/ rn a conputer, a display func?ion
a nediating function; and an authentication-infornation transmttin ,
function. The display function includes a 20 di splay function for °

di spl ayi ng eLeGt LONkG, L i H TRy ‘ '
e . Irl QRceRf NG d&dréduanigifoar réLWOrRNES th
gser can browse the information; a specifying-information receivingt :
ugptlpn fiQfrork@€ebMi Pgorspa fosmg nhAf dewhce orrTbrthspeErFYEAG ™t he
me !at!ng.funct!on; and a speqifying function for specifying 25.the
ggg:gt:28:?uﬁﬂ?pmmobytnam$mptﬂM§9w§@@FWé8ns%%%i?Sﬁqﬁﬁit f%e Fﬁ?g%ﬁﬁ%ion The
ng function is specified by the ecifying functi :
authentlcauﬁhnﬂmﬁﬁpérhﬁﬁ?%dﬂiﬂﬁﬁ%ﬁﬁFﬁFﬁﬁaPﬁﬁg?g%%g The aL?Reﬁ??th?g;? the

information t itti i i Co ,
and trénsnitsr%gér%%é%n H%¥%§%§%$6%§03£§ﬁt89 Bt U1z eiRdiating function

configuration may realize, in the computer, an
authentication-information receiving function for receiving
authentication information from the terminal device; and an
authentication function for authenticating the terminal

10 device by using the received electronic information. 1In
that case, the electronic-information transmitting function
transmits electronic information to the terminal device
based on the authentication result generated by the
authentication function.

15 Furthermore, the present invention provides a computer-
readable storage medium storing a terminal-device program
for realizing, in a computer, a display function; a
mediating function; and an authentication-information
transmitting function. The display function includes a

20 display function for displaying electronic information
provided through a network so that a user can browse the
information; a specifying-informatiocn receiving function for
receiving specifying information for specifying the
mediating function; and a specifying function for specifying

55  the mediating function by using the received specifying



information to an authentication server. Al so, the present i [
provides a conputer- readable storage nediun1§torin8 a prgv:gyﬁgf;gpver
program for providing electronic information to the term nal device 10 of
the second configuration. The programrealizes, in a conputer, a

speci fying-information transmtting function for transnitting1specifyin
information used by the display function of the term nal device for °
speci fying the mediating function which starts the
authentication-information 15 transmtting function; an

aut hentication-result receiving furctlifonm for receiving an authentication
result fromthe termnal device; and an el ectronic-information
transmtting function for transmtting electronic information based on
the recei ved authephi cathomdEsiing 2anEutdhets spreigiiesehy Fhoention
provides a nediating programfor realizing, in a conputer, the nediating
neans of Jhweifeivisly eanttpen aidmtarhe phegrapreral$34d™s nedi ati ng
function for starting the authentication-infornmat ransmtting nmeans of

. : i t
t he termi nialfcdmeitdenbyraee®l v ' ik fFion
the term nal device _V g INSEdOPF i cabf o J&P%}ﬁjﬁ?e di'spl ay neans of

. 19 which h receive | fyi iWaf ormation. Sti
L;J(r)'; rﬁr’atinfdwﬁp Fﬁ%ﬁ’f”rB?“iﬁ 351"&2&051 lgorgrgﬁfg%%%{rﬂégdﬂg%l e storage me:ji :Jm
i ati rogr.am r IAN)| I R85 G oRoME i di at i
reans o CTRELS R ERROAE POUPA | BT PG g T e soe  adi ating
information to an authentication server.

Also, the present invention provides a computer—
readable storage medium storing a providing-server program
for providing electronic information to the terminal device

10 of the second configuration. The program realizes, in a
computer, a specifying-information transmitting function for
transmitting specifying information used by the display
function of the terminal device for specifying the mediating
function which starts the authentication-information

15 transmitting function; an authentication-result receiving
function for receiving an authentication result from the
terminal device; and an electronic-information transmitting
function for transmitting electronic information based on
the received authentication result.

20 Further, the present invention provides a mediating
program for realizing, in a computer, the mediating means of
the first configuration. The program realizes a mediating
function for starting the authentication-information
transmitting means of the terminal device by receiving

25 specification from the display means of the terminal device



function for starting the authentication-information transmitti

the term nal device by receiving specification fromthe dispI;yngegﬁgnngf
the term nal device which has received specifying information. 10 Brief
Description of the Drawings Fig. | illustrates the overview of a device-
authentication systemof an enbodinment. Fig. 2 illustrates the
configuration of the device- 15 authentication systemof the enbodi ment
Fig. 3 shows an exanple of the nodule structure of a CE device 3. Fig 4
shows an exanple of the hardware structure of the CE device 3. 20 Fig' 5
shows an exanple an EMBED tag included® m an authenti cation trigger #ig
6 is a flowhart illustrating a process which is performed when the.CE
devi ce downl oads content froma service server. 25 Fig. 7 is a flowhart
illustratingch peecessewhédhspeci-fyidg0ingerfathe™ when a CE device of

nodi fication 1 downl oads content froma, service server. Fig. Billustrates

the modul e str @ttt efettheGE ey PE8SSRECHRWE Ny T ST Ft8afion 2. 5 Fig. 9

illustrates an exanple of an EMBED t i
computer—ggadable storage méﬁiuﬁc%gﬁgiﬂg a mediating program

for realizing, in a computer, the mediating means of the
5 first configuration. The program realizes a mediating
function for starting the authentication-information
transmitting means of the terminal device by receiving
specification from the display means of the terminal device
which has received specifying information.
10
Brief Description of the Drawings
Fig. 1 illustrates the overview of a device-
authentication system of an embodiment.
Fig. 2 illustrates the configuration of the device-
15 authentication system of the embodiment.
Fig. 3 shows an example of the module structure of a CE
device 3.
Fig. 4 shows an example of the hardware structure of
the CE device 3.
20 Fig. 5 shows an example an EMBED tag included in an
authentication trigger.
Fig. 6 is a flowchart illustrating a process which is
performed when the CE device downloads content from a
service server.

25 Fig. 7 is a flowchart jillustrating a process which is



to nodification 3. Fig. 10 illustrates an exanple of an EMBED tag

according to nodification 4. Fig. 11 illustrates an exanple of the
configuration of 10 a known CE device. Fig. 12 is a flowhart illustrating
an exanple of a process which is perfornmed when the known CE device

downl oads content. 15 Best Mode for Carrying Qut the Invention Hereinafter,
a preferred enbodi nent of the present invention will be described in

detail with reference to the drawings. [Qutline of the enbodinment] 20 In
t he enbodi nent, an authentication request of content requiring

authentication is realized by usinga? dg-in mechanism By enbeddi ng

i nformati on about authentication in information for starting a plug-in, an
authentication trigger is generated. A term nal device SCE devi ce) 25
recei ves ARentheat & e tddwgger ofpeciofhsatkleedui cads

aut henti cation process, and then requests content. Further, in the

enbodi nentgoraeg@amianmeded BV adr] BTN authentication information as an

aut hentication function is shared b I|t | bealbonNSe SO that
an 5 authenticaﬁg@nBnéé¥ﬁﬁﬁ%ﬁﬁQﬁa§§enéPng g 5$p§ac§ appl?catlon

according to modification 2.
5 Fig. 9 illustrates an example of an EMBED tag according
to modification 3.
Fig. 10 illustrates an example of an EMBED tag
according to modification 4. |
Fig. 11 illustrates an example of the configuration of
10 a known CE device.
Fig. 12 is a flowchart illustrating an example of a

process which is performed when the known CE device

downloads content.

15 Best Mode for Carrying Out the Invention
Hereinafter, a preferred embodiment of the present
invention will be described in detail with reference to the
drawings.
[Outline of the embodiment]

20 In the embodiment, an authentication request of content
requiring authentication is realized by using a plug-in
mechanism. By embedding information about authentication in
information for starting a plug-in, an authentication
trigger is generated. A terminal device (CE device)

25 receives the authentication trigger, performs a required



Fig. | illustrates the overview of a device- authentication systemof the
enbodi nent. A CE device 3 includes a browser 9 for accessing a 10 service
server 4 and an authentication nodule 7 for allowing an authentication
server 5 to performdevice authentication. A device-authentication plug-in
8 has a function of starting the authentication nodule 7. The

devi ce-aut hentication plug-in 8 can be specified 15 with a predeterm ned
M ME format. The browser 9 starts the device-authentication plug-in 8 upon
receiving an EMBED tag having this MMe format. In the

devi ce- aut henti cati on system havi ng t e above- described configuration, the
service server 4 transmts an 20 authentication trigger (information
triggering device authentication by the CE device 3) including an EMBED t ag
for startifigHdheidavies- pubderd, eald ahepl nggias8s smtant.o allow the CE
device 3 to performdevice authentication. The browser 9 specifies the

devi ce- aut hent Feathen, plug-he2Bnbedgneas eda orerikn MOV LopREL COF™¢The EMBED

tag and starts - 22 the plug-in. Then, the device-authenti %ati on plug-in 8
starts theutheridseitéani Snf el ey aé”n&naFPBVxEnYH’ea‘ékﬂrhégr;:ﬁ”ic affoh®modul e 7

to transmt authentication,information to.the 5 ]Qgpt'cation server 5,
which is at3ed yoapBﬁFB‘F‘HB%v?ggappa&tcﬁgﬁf’flgét?%% an

5 authentication mechanism need not be prepared for each
application.
Fig. 1 illustrates the overview of a device-
authentication system of the embodiment.
A CE device 3 includes a browser 9 for accessing a
10 service server 4 and an authentication module 7 for allowing
an authentication server 5 to perform device authentication.
A device-authentication plug-in 8 has a function of
starting the authentication module 7.
The device-authentication plug-in 8 can be specified
15 with a predetermined MIME format. The browser 9 starts the
device-authentication plug-in 8 upon receiving an EMBED tag
having this MIME format.
In the device-authentication system havihg the above-
described configuration, the service server 4 transmits an
20 authentication trigger (information triggering device
authentication by the CE device 3) including an EMBED tag
for staiting the device—authentication plug-in 8, so as to
allow the CE device 3 to perform device authentication.
The browser 9 specifies the device-authentication plug-

25 in B based on the MIME format of the EMBED tag and starts



Generally,, a plug-in started by a browser mainly includes software for

pl ayi ng back data and providing it to a user, such as noving-picture

pl ayback software for playing 10 back noving pictures and nusic pl ayback
software for playing back nusic data. However, the device-authentication
plug-in 8 adds a function of starting the authentication nodule 7 to the
browser 9. As will be described bel ow, the device-authentication 15
plug-in 8 may have a function as an application client (hereinafter
referred to as an application) for enabling use of content, in addition to
the function of starting the authentiZati on nodule 7. [Details of the
enbodi nent] 20 Fig. 2 illustrates the configuration of the device-

aut henti cati on system 1 of the enbodinment. In the device-authentication
system 1, \hhe GE deyice 3, the service server 4, and the authentication
server 5 are “connected through a network, such as the Internet, such that
25 they can conmmufi cehe ddtitecachhehhécatioRPlum-timodgRtanEsedltd of the CE
device 3 and the service server 4 are shown in Fig. |, for sinplifity, a
plural ity mfthedE idetioasnadls et virse addever shaagt B PriGAtded ™PRBIRE devi ce
3 is an audi o-visual apparatus, such gs _a_ 5 _videp cassette recorder, a
stereo, or? &a direwssiisnagthenical 1o iefArBREFPE WPpiiiance, such as a rice

cooker ;ﬂ Suthentication server 5, which is allowed to perform device

authentication.
Generally, a plug-in started by a browser mainly
includes software for playing back data and providing it to
a user, such as moving-picture playback software for playing
10 back moving pictures and music playback software for playing
back music data. ﬁowever, the device-authentication plug-in
8 adds a function of starting the authentication module 7 to
the browser 9.
As will be described below, the device-authenticatiocn
15 plug-in 8 may have a function as an application client
(hereinafter referred to as an application) for enabling use
of content, in addition to the function of starting the
authentication module 7.
[Details of the embodiment]
20 Fig. 2 illustrates the configuration of the device-
authentication system 1 of the embodiment.
in the device-authentication system 1, the CE device 3,
the service server 4, and the authentication server 3 are
connected through a network, such as the Internet, such that

25 they can communicate with each other.



refrigerator; or another electronic device. The CE device 3 includes a
conputer and is capable of using a service through a network. 10 The CE
device 3 stores authentication information required for devi ce
authentication, such as a device ID and a pass phrase. Accordingly, if the
service server 4 requests device authentication before providing a’
service, the device authentication can be performed in the 15
authentication server 5. The pass phrase is a character string having the
same function as a password, but the character string is longer in a pass
phrase than in a password. Either of" pdss phrase or password may be usgd
for device authentication. 20 The service server 4 includes a Wb server or
the like and provides a service to the CE device 3. The service server 4

has a service gfilg.8peCdd @By o2 phédet edextived 3URRd th¥hee ; .
access the service server 4 by specifying this URL. 25 ThéCE:??ylgesgrggp
4 provi dessaaar i eeet sholne BF FigR4 1 devi eenBligi el Radlacedss8d°t he

service site. The user can use the service provide y the service server
4 by usingE tdeeriCEsdeniceeBviRheeaysiefiscB8YpPBVPHRH 457 t he service server 4

i nclude 5 provisi f i ; : :
cont ent, orpreékggggog?ﬁgggEgF%S%é?%%a8%£%%$é%%E%%gﬁ%khgg SQeheds.a movie

5 video cassette recorder, a stereo, or a television set; or a
home electric appliance, such as a rice cooker or a
refrigerator; or another electronic device. The CE device 3
includes a computer and is capable of using a service
through a network.

10 The CE device 3 stores authentication information
required for device aufhentication, such as a device ID and
a pass phrase. Accordingly, if the service server 4
reguests device authentication before providing a service,
the device authentication can be performed in the

15 authentication server 5.

The pass phrase is a character string having the same
function as a password, but the character string is longer
in a pass phrase than in a password. Either of pass phrase
or password may be used for device authentication.

20 The service server 4 includes a Web server or the like
and provides a service to the CE device 3. The service
server 4 has a service site specified by a predetermined URL.
The CE device 3 can access the service server 4 by
specifying this URL.

25 The service server 4 provides a service to the CE



i nformation including hobbies and tastes, information about a CE device,
or setting paraneters for connecting to the Internet; maintenance of a CE
devi ce; update of software; 10 and renote control of a CE device such as a
bath or an air conditioner. Additionally, an online storage service and an
affinity service (matching service between specifications and services of
a device and required specifications and 15 services from anot her device)
can be provided. Further, if the CE device 3 is a |lavatory bow, the
service server 4 can provide a health service of checking the health
condition of a user by sensing user's 4%ces. The service server 4 functions
as a providing server 20 for providing electronic information. Al so, the
service server 4 includes specifying-information transmtting nmeans for
transm ttidegyiare BVBEDchabas catdesCE déwi ser8iceasitent ilat iveszr esnl t

recei ving neans for receiving an authentication result fromthe CE device
3, and el 6839 difiec SEEViLRLoPRAT 1 &3 trvarfdi®i BEFRECReBPE I 0r¢ YaMSH ot i ng
content - 25 based.on the received authentication result. Al so, the
servi ce serfer“™ 98YdFidds request receiving means for receiving a request

e e, O, oty RO R M, G UL P IS O
an exa@plfbfgvision of music content, travel information content,
movie content, or recipe content; provision of perscnal
information including hobbies and tastes, information about
a CE device, or setting parameters for connecting to the
Internet; maintenance of a CE device; update of software;
10 and remote control of a CE device such as a bath or an air
conditiocner. -

Additionally, an online storage service and an affinity
service (matching service between specifications and
services of a device and reguired specifications and

15 services from another device) can be provided.

Further, if the CE device 3 1s & lavatory bowl, the
service server 4 can provide a health service of checking
the health ceondition of a user by sensing user's feces.

The service server 4 functions as a providing server

20 for providing electronic information. Also, the service
server 4 includes specifying-information transmitting means
for transmitting an EMBED tag to the CE device 3,
authentication-result receiving means for receiving an

authentication result from the CE device 3, and electronic-

25 information transmitfing means for transmitting content



el ectronic informati on. However, the present inventionis not limted to
the content and ot her various types of electronic information for
provi di ng various services can be 10 provided. The electronic information
provi ded by the service server 4 covers a wi de range, for exanple, renote
control of a bath, update of software, and nedical checkup using health
information transmtted froma user, such as blood pressure and

bl ood-sugar level. is The authentication server 5 authenticates the CE
device 3 on behalf of the service server 4. The authentication server 5
recei ves authentication informatiom i2¥luding a device ID and a pass
phrase fromthe CE device 3 and authenticates the CE device 3. 20 Since
the service server 4 can be set by an arbitrary individual or group, the
aut hent i cajd<Qy $@r ¥8E BebsSiviDdie’kntsenat ahetysult t he enbodi ment so that
authentication information requiring a high level of security is

transm tted toalbe, atitdesdnwdatel erryervér iBcl8lpsh re @B stecRAP UL Bf

aut henticating a device by using an - 26 authenticatjon server is

descri bed niqrtsntfernaerenaing Appldsmstoy iRy, theTFS PRy i S0 PEFERE™ENn May 19,

2003, claimng priority of Japanese .Patent Application . 2002~ 144896
filed on MwPWEepgzeeé.rgq%$%2ﬁrﬁﬁﬁRﬁﬂ%fFlPHe°§y§?%%ﬁ%%y”b39§bﬁggéﬁP%d o)

t hat t@g servic% server 4 authenticates a device, as in the known art.
servexr .

In the embodiment, content is used as an example of
electronic information. However, the present invention is
not limited to the content and other various types of
electronic information for providing various services can be

10 provided. The electronic information provided by the
service server 4 covers a wide range, for example, remote
control of a bath, update of software, and medical checkup
using health information transmitted from a user, such as
blood pressure and blood-sugar level.

i5 The authentication server 5 authenticates the CE device
3 on behalf of the service server 4.

The authentication server 5 receives authentication
information including a device ID and a pass phrase from the
CE device 3 and authenticates the CE device 3.

20 Since the service server 4 can be set by an arbitrary
individual or group, the authentication server 5 is provided
separately in the embodiment so that authentication
information requiring a high level of security is
transmitted to the authentication server 5. Such a

25 technigque of authenticating a device by using an



In that case, the service server 4 includes authentication-information
receiving neans for receiving authentication information fromthe CE
device 3 and 10 aut hentication means for authenticating the CE device 3 by
using the received authentication information. If the CE device 3 has been
aut henticated, the service server 4 transmts content thereto. In the

devi ce-aut hentication system 1 having the above- 15 descri bed
configuration, when the service server 4 provides a service requiring

devi ce authentication, a process including the follow ng series of steps is
performed, the corresponding nunbers ¥%img shown in the figure. Step 1

The CE device 3 requests a service requiring 20 device authentication to
the service server 4. Step 2: The service server 4 transnmts an

aut hent i caitieridiicg@ebnt ettier s dRidrE b3ds@nasnterti@imail devi ce

aut hentication. Step 3: The CE device 3 receives the authentication 25
trigger frappltiwisenyiNoe BETX&F03/ GidQ fdAerdi s Map712aittHent i cati on
information to the authentication server 5 so as to request device
authentlca@l%#m1QR<ﬂ§L@rl¢Me°§u¥¢Eﬁﬂq%ﬁﬂPQ§ﬁn§ePQE¥lSa?%%%ﬁVés 2008 -

authentlca rmation fr t CE device 3, 5 authenticates the
devi ce, ?q%él qﬁ?‘PHeMaﬁt%Q%t$§ ion result to the CE device 3.
5 Alternatively, the system may be configured so that the
service server 4 authenticates a device, as in the known art.

In that case, the service server 4 includes
authentication-information receiving means for receiving
authentication information from the CE device 3 and

10 authentication means for authenticating the CE device 3 by
using the received authentication information. If the CE
device 3 has been authenticated, the service server 4
transmits content thereto.

In the device-authentication system 1 having the above-

15 described configuration, when the service server 4 provides
a service requiring device authentication, a process
including the feollowing series of steps is performed, the
corresponding numbers being shown in the figure.

Step 1: The CE device 3 requests a service requiring

20 device authentication to the service server 4.

Step 2: The service server 4 transmits an
authentication trigger to the CE device 3 so as to request
device authentication.

Step 3: The CE device 3 receives the authentication

25 trigger from the service server 4 and transmits



Step 5: The CE device 3 receives the authentication result fromthe

aut hentication server 5 and transmts it to the service server 4. 10 Step
6: The service server 4 asks the authentication server 5 so as to nake
sure that the authentication server 5 has actually authenticated the

devi ce. For exanple, the authentication server 5 issues a onetine ID and
attaches it to the authentication result at an authentication process, 15
and then the service server 4 asks the authentication server -5 by using
this onetine 1D so as to verify the authentication result. Step 7: The
service server 4 receives verificatiorfof~ the authentication result from
the authentication server 5 20 and then starts to provide the service to
the CE device 3. Fig. 3 shows an exanple of the nodul e configuration of

t he CE devawthehtiOalty oonén$ermwa icieors erov éhed aushshoiwe tipFisgprver Bhepeas
service servers 4a to 4c are shown in Fig. 3. Although the 25 service
servers 4a@§cﬁQk?%ﬁW§S@aéaﬁ%@eoﬁuEhQﬂﬁkﬁﬁﬁgovar|ous 28 services, they provide
content in the follow ng exa The CE device 3 includes functional

units, such as StRB Sfo 2rd rH%ﬂﬁﬁQ%?&PPoﬁ§r§%?t§)QﬁFeHﬂﬁ§ &B€nhenti cati on
nmodul e QN?H$?%RHI%agngormnfcwﬁm¥r3%1 %o;ggg%ﬁ % 40, a protocol 5

adjustlng i) and an_ encodi i hg nmodu rowser 9 connects the
CE deVEﬁe gﬁﬁﬁbﬁ%fﬁ@%%%c%he device, and transmits the authentication
result to the CE device 3.
Step 5: The CE device 3 receives the authentication
result from the authentication server 5 and transmits it to
the service server 4.

10 Step 6: The service server 4 asks the authentication
server 5> so as to make sure that the authentication server 5
has actually authenticated the device. For example, the
authentication server 5 issues a onetime ID and attaches it
to the authentication result at an authentication process,

15 and then the service server 4 asks the authentication server
5 by using this onetime ID so as to wverify the
authentication result.

Step 7: The service server 4 recelves verification of
the authentication result from the authentication server 5
20 and then starts to provide the service to the CE device 3.
Fig. 3 shows an example of the module configuration of
the CE device 3.
Only one service server 4 is shown in Fig. 2, whereas

service servers 4a to 4c are shown in Fig. 3. Although the

25 service servers 4a to 4c are capable of providing wvarious



site specified by an input URL so as to downl oad content, interprets and
di spl ays content if the content is described in a markup | anguage such as
HTM., or transmits data to the 10 service site specified by a URL. If an
EMBED tag is included in an HTML docunent, the browser 9 starts an
application specified by an MME format anong the applications 8a to Sc.
The EMBED tag will be described in detail later. 15 The browser 9 serves as
di spl ay neans having a display function for displaying content (electronic
information) on a network so that a user can browse the content. As wll
be described |ater, the EMBED tag sef v as specifying information for
specifying the application Ba, 8b, 20 or 8c. The browser 9 includes a
receiving function for receiving specifying information fromthe service
server 4a,sedlicesr, 4begnfravipeciditeng finneheofiol bowispecidanpig .t he
application 8a, 8b, or 8c by using the received specifying 25 information.
- 29 Further, ThReCBr domsige P iimsludes ﬁéqeés@mwg Ueidiss Buch peqbilesting
transmission of content to the agﬁilcatlon 8a or 8c. Each of the

appl i cati dHLELL §/8E8PPSLG2BIRE i ?ﬂ'&F'e%PénEPF@e?WﬁFQHhR&Fﬂ?ﬁuéﬁ t he
browser 9 And. 10821828 of O n MU Ve ok hERSTRLL b P HhEc38LY ce
5 adjusting module 11, and an encoeding module 12.

The browser 9 connects the CE device 3 to a service
site specified by an input URL so as to download content,
interprets and displays content if the content is described
in a markup language such as HTML, or transmits data to the

10 service site specified by a URL.

If an EMBED tag is included in an HTML document, the
browser 9 starts an application specified by an MIME format
among the applications 8a to 8c.

The EMBED tag will be described in detail later.

15 The browser 8 serves as display means having a display
function for displaying content (electronic informaticn) on
a network so that a user can browse the content.

As will be described later, the EMBED tag serves as

specifying information for specifying the application Ba, 8b,
20 or Bc.

The browser 9 includes a receiving function for
receiving specifying information from the service server 4a,
4db, or 4c and a specifying function for specifying the
application 8a, 8b, or 8c by using the received specifying

25 information.



That is, the application 8a is a plug-in for using content provided by the
service server 4a, and this is the sane for the other applications. 10
Furthernore, each of the applications 8a to 8c is configured so as to
start the authentication nodule 7 when being started by the browser 9.
That is, the applications 8a to 8c have a function as the

devi ce-authentication plug- in 8 shown in Fig. 1. 15 As descri bed above,
the applications 8a to 8c serve as nediating neans for nedi ati ng bet ween
the browser 9 and the authentication nodule 7, and are started when being
specified by the browser 9 so as to st%tt~ the authentication nodule 7. 20
Al so, the applications 8a to 8c have a using function for using content.
Al so, the applications 8a to 8c serve as electronic- information receiving
means for recekvrBfeepntlentbrdwsaas® ihetubys thensamingemeany¥ersr4a to 4c,
respectively. 25 The authentication-information storage unit 10 is a - 30
functi onalramiastiog provsdlsgidémiat mententr squtheirlicaiitne e c8pi ng t he
CE device 3, such as a device ID and a pass phrase, to the authentication
nodul e 7. “*hf%ut hentication nodule 7 is a functional unit for 5 allow ng

t he aut hentication server 5 tao authenticate the CE evice 3. The
aut henti cati on ﬁﬁgng Eh%dﬁﬁﬂﬁfﬁhﬁggsmk?h£?h%9 15 4 ﬁlug“ln §°r

5 extending the function of the browser 2 and allows a user to
use content transmitted by the service server 4a, 4b, or 4c.
That i1s, the application 8a is a plug-in for using
content provided by the service server 4a, and this is the
same for the other applications.

10 Furthermore, each of the applications Ba to 8¢ is
configured so as to start the authentication module 7 when
being started by the browser 9. That is, the applications
8a to Bc have a function as the device-authentication plug-
in 8 shown in Fig. 1.

15 As described above, the applications 8a to Bc serve as
mediating means for mediating between the browser 9 and the
authentication module 7, and are started when being
specified by the browser 9 so as to start the authentication
module 7.

20 Also, the applications 8a to 8c have a using function
for using content.

Also, the applications 8a to 8c serve as electronic-
infermation receiving means for receiving content
transmitted by the service servers 4a to 4c, respectively.

25 The authentication-information storage unit 10 is a



aut henti cation server 5 when being started by the application
(devi ce-aut hentication plug-in) 8a, 8b, or 8c, and operates according to a
series of device-authentication 10 sequences. Mre specifically, for
exanpl e, the authentication nodule 7 reads a device |ID and a pass phrase
fromthe authentication-information storage unit 10 and transmts the
aut hentication information to the authentication server 5 15 and receives
an authentication result transmtted fromthe authentication server 5. The
aut henti cation nodule 7 serves as authentication- information transmtting
means for transmtting authenticati orrd iformation to the authentication
server 5 by 20 communicating with the authentication server 5. Further,
the authentication nodule 7 serves as authentication-result receiving
means for Fuediivingd anitaﬁtvhamci\rﬁa@tiiminégmnatiqman?s&rmit@di Fprt he
aut hentication server 5. 25 In_an unpublished patent, docurrent (Japanese
Patent - ﬂutf&%ﬁllcéétlflant]&% C%O%VlffS?BSFUCPh%Sf%Iql%W??g
aut henti cati on _net hod %ﬁf’ g opos up of random nurrbers

[

gener at ed "1 RETAGEne ?l%”h %Danla"d‘g% 8s' phrases is hashed so as
to generate a ‘ithgegﬁtlal gestgﬁél ﬂt‘éﬁﬁ%@tbcﬂ'é’%\ﬁ% ‘éL%rna§ ﬂHEEegékcat es a

device by using th The aut hentication no e configured
SO a5 5 allowing the authentication server 5 to authenticate the CE

device 3. The authentication module 7 communicates with the

authentication server 5 when being started by the

application (device-authentication plug-in) 8a, 8b, or Bc,

and operates according to a series of device-authentication
10 sequences.

More specifically, for example, the authentication
module 7 reads a device ID and a pass phrase from the
auvthentication-information storage unit 10 and transmits the
auvthentication information to the authentication server 5,

15 and receives an authentication result transmitted from the
authentication server 5.

The authentication module 7 serves as authentication-
information transmitting means for transmitting
authentication information to the authentication server 5 by

20 communicating with the authentication server 5.

Further, the authentication module 7 serves as
authéntication—result receiving means for receiving an
authentication result transmitted by the auvthentication
server 5.

25 In an unpublished patent document (Japanese Patent



to use this authentication nethod. In that case, the authentication nodule
7 receives random nunbers fromthe authentication server 5 and 10
generates a digest by using pass phrases, and then transmts the digest to
the authentication server S. On the other hand, the authentication server 5
stores the random nunbers transmtted to the authentication server 5,
generates a di gest based on pass phrases stored in 15 advance and the
random nunbers, and determ nes whether the digest matches the di gest
received fromthe authentication nodule 7. In this way, since the

aut hentication nodule 7 outputs a passl phrase as a digest at each tinmne,

not in plain text, 20 security can be enhanced. The protocol adjusting
nodule 11 is a functional unit for converting the protocol of data

transm tt egpdIriematiba naut heod+xcedison Ml oYlswindalatiideent i cati on server
5to a protocol used by the authentication server 5, and vice versa. 25
The encodiagherdiilceti2ni mebhddinict irnemlosedi-t Fort-i382 a arsod #§ data in a
communi cation path between the CE device 3 and the authentication server

S. As an efREBHITMGURbERsdIeTSIatadb iy dhsoekEhenFisatdon Serysed? #Bf exanpl e.

5 Fig. 4 shows on example, of, £ he hardware structure of .4 he, GE device 3.

5 authentication server 5 authenticates a device by using the
digest. The authentication module 7 may be configured so as
to use this authentication method.

In that case, the authentication module 7 receives
random numbers from the authentication server 5 and

10 generates a digest by using pass phrases, and then transmits
the digest to the authentication server 5.

On the other hand, the authentication server 5 stores
the random numbers transmitfed to the authentication server
5, generates a digest based on pass phrases stored in

i5 advance and the random numbers, and determines whether the
digest matches the digest received from the authentication
module 7.

In this way, since the authentication module 7 outputs

a pass phrase as a digest at each time, not in plain text,
20 security can be enhanced.

The protocol adjusting module 11 is a functional unit
for converting the protocol of data transmitted from the
authentication module 7 to the authentication server 5 to a
protocol used by the authentication server 5, and vice versa.

25 The enceding module 12 is a functional unit for



A CPU (central processing unit) 21 executes various processing according
to a programstored in a ROM (read only nenory) 22 or a program downl oaded
froma storage unit 28 to 10 a RAM (random access nenory) 23. The ROM 22
stores basic progranms and paraneters required for operating the CE device
3. The RAM 23 provides a working area required by the CPU 21 for executing
various processing. 15 The storage unit 28 stores various prograns and data
required by the CE device 3 to performfunctions, and includes a storage
devi ce such as a hard disk or a sem conductor nenory. The prograns stored
in the storage unit 28 include an 20 3 ~(operating systen) for realizing
basic functions of inputting/outputting a file and controlling each unit

of the . CE device 3; a browser programfor constituting each element from
t he br owseinddditgt Batengndi ngprmdiilcatidnshatn batkean the iOn desoféwar e
manner; and an encodi ng program 25 Wen the CPU 21 executes these
prograns, 3 laceltbgearthenBcatigmasreesr dwser 9 to the encodi ng nodule 12
are constituted in a software manner. The CPU 21, the ROM 22, and the RAM
23 are mutual | #5 EBnPRESZENG MEFHGR aSBlis (22CUN8 IPCRETS ABYEF dbut Dut

interface ‘515#88 conneft ed to the bus 24. An input unit 26 including a
keyboard aHtf Us&*%aR-*

5 Fig. 4 shows an example of the hardware structure of
the CE device 3.

A CPU (central processing unit) 21 executes various
processing according to a program stored in a ROM (read only
memory) 22 or a program downloaded from a stofage unit 28 to

10 a RAM (random access memory) 23.

The ROM 22 stores basic programs and parameters
required for operating the CE device 3.

The RAM 23 provides a working area reguired by the CPU
21 for executing various processing.

15 The storage unit 28 stores various programs and data
required by the CE device 3 to perform functions, and
includes a storage device such as a hard disk or a
semiconductor memory.

The programs stored in the storage unit 28 include an

20 0SS (operating system) for realizing basic functions of
inputting/outputting a file and controlling each unit of the
CE device 3:; a browser program for constituting each element
from the browser 9 to the encoding module 12 shown in Fig. 3
in a software manner; and an encoding program.

25 When the CPU 21 executes these programs, the elements



output unit 27 including a display, such as a CRT (cathode- ray tube) or an
LCD (liquid crystal display), and a speaker; the storage unit 28 incl uding
a hard disk or the like; and a 10 conmuni cation unit 29 including a nodem
and a termnal adaptor are connected to the input/output interface 25. The
comuni cation unit 29 perfornms comuni cation through a network. Various

i nformati on and conmands, such as a URL to be 15 set to the browser 9 and
information for operating the applications 8a to 8c, can be input fromthe
input unit 26. A screen displayed by the browser 9 or the applications 8a
to 8c, or noving/still pictures and voltes pl ayed back by the applications
8a to 8c can be output fromthe output unit 20 27. A drive 30 is connected
to the input/output interface 25 as necessary, and a nagnetic disk 41, an
optical difsfomdZhe arnagaet®-woptihcalendicsliind3podnla Tenmrey comstiddted | oaded
thereto. Then, a conputer programread therefromis 25 installed onto the
storage uriit RSCFEWAEEBRIAPSE. - 3 4 The configuration of the

aut hentication server 5 and the service server 4 is basically the sane as

that of the CETPBevFde?s, Wit KO8 Aér BBScHrdtfhere 276 gutBashbus an
exanpl e of. an e%ﬁé%EDtin%ujgﬁcé L@% the o2 Q%{t DentL AR QN L5 99¢L e Li ne 51
i ndi cat es that this ag rs an tag and the

5 25 is connected to the bus 24.

An input unit 26 including a kevboard and a mouse; an
output unit 27 including a display, such as a CRT (cathode-
ray tube) or an LCD (liguid crystal display), and a speaker;
the storage unit 28 including a hard disk or the like; and a

10 communication unit 29 including a modem and a terminal
adaptor are connected to the input/output interface 25. The
communication unit 29 performs communication through a
network.

 Various information and commands, such as a URL to be

15 set to the browser 9 and information for operating the
applications 8a to 8c, can be input from the input unit 26,

A screen displayed by the browser 9 or the applications
8a to Bc, or moving/still pictures and voices played back by
the applications 8a to 8¢ can be output from the output unit

20  27.

A drive 30 is connected to the input/output intexrface
25 as necessary, and a magnetic disk 41, an optical disk 42,
a magneto-optical disk 43, or a memory card 44 is loaded

thereto. Then, a computer program read therefrom is

25 installed onto the storage unit 28 as necessary.



browser 9 can recogni ze the EMBED tag accordingly. Line 52 defines a MM
format and specifies an application to be started anong the applications
8a to 8c. 10 Line 53 is provided as a dumry and is not specifically

rel ated to device authentication. Al though the EMBED tag has a function of
speci fying the downl oad address of content by an SRC paraneter, each of
the applications 8a to 8c starts the authentication nodule 7 in the

enbodi ment. 15 Therefore, the dummy line is provided. Line 54 includes

i nformati on about device authentication, such as a URL for accessing the
aut hentication server 5 (URL of an aut¥emntication site) and information
for specifying an authentication service started 20 in the authentication
server 5. Line 55 includes information for specifying a site to be
accessed after Taut BeAFigataOibn Wi hhas abbRedRlcaxidh Sdreert 8 BRdaccessed
when devi ce authentication is successfully done and the URL of a site to
be accessethawmar2seasehenti ¢als dmcamidly tbedoare as 3Braiiafe the GEf i nes
the version of device authentication. In the figure, device authentication
of versi ordeVi®0 Jn@nd2igones dRippiided T&e are some versions in device

aut henti cation _gnd service to_be recei is_different depenpding on
t he version oﬁiaevgcéggﬁ?h%%t?%ﬁﬂﬂ%@n?f S8’ ¥fied £ag included ih e

5 authentication trigger.

Line 51 indicates that this tag is an EMBED tag and the
browser 9 can recognize the EMBED tag accordingly.

Line 52 defines a MIME format and specifies an
application to be started among the applications 8a to 8c.

10 Line 53 is provided as a dummy and is not specifically
related to device authentication. Although the EMBED tag
has a function of specifying the download address of content
by an SRC parameter, each of the applications Ba to Bc
starts the authentication module 7 in the embodiment.

15 Therefore, the dummy line is provided.

Line 54 includes information about device
authentication, such as a URL for accessing the
authentication server 5 (URL of an authentication site) and
information for specifying an authentication service started

20 in the authentication server 5.

Line 55 includes information for specifying a site to
be accessed after authentication, such as the URL of a site
to be accessed when device authentication is successfully
done and the URL of a site to be accessed when

25 authentication cannot be done.



The version of device authentication requested by the service server 4a,
4b, or 4c can be specified by line 56. The CE device 3 accesses the

aut henti cation server 5 by 10 using the URL in |ine 54 (information for
accessing the authentication server) included in the EMBED tag and
transmts an authentication result to the service server by wusing the URL
included in line 55 (information for accessing the providing server). 15
Fig. 6 is a flowhart illustrating a process which is perforned when the
CE devi ce 3 downl oads cont ent requirin? devi ce aut hentication fromthe
service server 4 in the device-authentieation system 1. The foll ow ng steps
are performed by the CPU of each of 20 the CE device 3, the service server
4, and the authentication server 5, according to a predeterm ned program
First, in the CEngevibcdeBinehetlim ovwgeriod afcdsvise mutdwmniicetiphe of the
service server. 4 and requests 25 transm ssion of content requiring device
aut hent i cat? orPe H@urest 8pvaes . auHunt 193d 198y 9f cBeERI T Mréh%%%@nits an

aut henti c iégl.tri %éeto the browser 9 (step 52). The authentication

tri gger intludes & Dtag for starting an application 5 (any of the

applications 8a{0e8g snehfl NALELALEEr BEYiLO a@hARRldGALHOGhaf QT USiNg
content required by the CE device
5 service to be received is different depending on the version
of device authentication.
The version of device authentication requested by the
service server 4a, 4b, or 4c can be specified by line 56.
The CE device 3 accesses the authentication server 5 by

10 using the URL in line 54 (information for accessing the
authentication server) included in the EMBED tag and
transmits an authentication result to the service server by
using the URL included in line 55 (information for accessing
the providing server).

15 Fig. 6 is a flowchart illustrating a process which is
performed when the CE device 3 downloads content reguiring
device authentication from the service server 4 in the
device—authentication system 1.

The following steps are performed by the CPU of each of

20 the CE device 3, the service server 4, and the
authentication server 5, according to a predetermined
program.

First, in the CE device 3, the browser 9 accesses a

service site of the service server 4 and requests

25 transmission of content requiring device authentication



3. The browser 9 receives the authentication trigger from the service
server 4 and determnes the MME format in the 10 EMBED tag (step 44).
Then, the browser 9 starts the application specified by the MM format
(step 46). The application is started by the browser 9, starts the

aut henti cati on nodule 7, and requests device authentication 15 to the
aut hentication nodule 7 (step 32). The authentication nodule 7 is started
by the application, obtains a device ID and a pass phrase fromthe

aut henti cation-information storage unit 10 (Fig. 3) so as to generate
authentication information, and transm&s the 20 information to the

aut hentication server 5 (step 22). Incidentally, since the URL of the
aut hentication site of the authentication server 5 is described in the
EMBED t ag, {stidpe 42ut.henti cati on nodul e 7 accesses the authentication server
5 by using the URL. 25 The authentication server 5 receives the

aut hent i cati onTheBy thefsgyitideoservem ¢heransmidift iscarvdhenbdortiqn and

aut henticates the CE device 3 (step 12). Then, the authentication server 5
transmts PHIISIULReFPPCREPHIFT o3 UISESF0 SPhe atbheFRERGIGRtHEBUl e 7 (step

5 14). Thetraa,ug}gréq:ntiin%ilhagg gr? %&J tra%c%io\éeétgggigg tat‘r? neatlaip(i%tcia ri]on
5 {any of the applications 8a to Bc, hereinafter referred to
as application} for using content required by the CE device
3.

The browser 9 receives the authentication trigger from

the service server 4 and determines the MIME format in the
10 EMBED tag (step 44).

Then, the browser 9 starts the application specified by
the MIME format (step 46).

The application is started by the browser 92, starts the
authentication module 7, and requests device authentication

15 to the authentication module 7 (step 32).

The authentication module 7 is started by the
application, obtains a device ID and a pass phrase from the
authentication-information storage unit 10 (Fig. 3} so as to
generate authentication information, and transmits the

20 information to the authentication server 5 (step 22).
Incidentally, since the URL of the authentication site of
the authentication server 5 is described in the EMBED tag,
the authentication module 7 accesses the authentication
server 5 by using the URL.

25 The authentication server 5 receives the authentication



result fromthe authentication server 5 and provides it to the application
(step 24). The application receives the authentication result from 10 the
aut hentication nodule 7 and transnmits the result to the service server 4
(step 34). In this way, after the application has been started, the
application can independently access the service server 4 and receive
necessary data therefrom 15 The URL to be accessed when device
authentication is successfully done and the URL to be accessed when device
aut henti cati on cannot be done are described in the EMBED tag. Therefore,
the application accesses a site (provitled in the service server 4)
according to the device authentication 20 result. The service server 4
receives the device authentication result fromthe application. If the
devi ce hasirhematdvecéEsshuthy autiwentiicaat ed, mbhelser vdree server 4 transnmits
the content to the application (step 54). 25 The application receives and
uses the coHthemticetep 8By.CE &griag 3t HetepPhé?) hand, if the CE device 3
cannot be authenticated, the service server 4 does not transmt the

content. AlterRBERvelye FHEeMirEM PRaPEBRES e? VIETRTB 4 “88ue a 5 onetine

I D when performng deylce. gyl hent | 6at 00, 200; L ASH ndf PPYsHR,! D to the

5 14).

The authentication module 7 receives the authentication
result from the authentication server 5 and provides it to
the application (step 24).

The application receives the authentication result from

10 the authentication module 7 and transmits the result to the
service server 4 {(step 34).

In this way, after the application has been started,
the application can independently access the service server
4 and receive necessary data therefrom.

15 The URL to be accessed when device authentication is
successfully done and the URL to be accessed when device
authentication cannot be done are described in the EMBED tag.
Therefore, the application accesses a site (provided in the
service server 4) according to the device authentication

20 result.

The service server 4 receives the device authentication
result from the application. If the device has been
successfully authenticated, the service server 4 transmits
the content to the applicaéion (step 54).

25 The application receives and uses the content (step 36).



after the service server 4 has received the authentication result, the
service server 4 can ask the authentication server 5 whether the

aut henti cation server 5 has actually 10 authenticated the device by using
the onetime ID. In the enbodi ment, the authentication server 5

aut henticates the CE device 3. However, if the service server 4

aut henticates the device, the authentication nodule 7 transmts

aut hentication information to the service server 15 4, and the service
server 4 authenticates the information . and transmts the content to the CE
device 3. In the above-described enbodinent, the followi ng advantages can
be obtained. (1) Every application uses authentication information 20
stored in the authentication-information storage unit 10, and thus

aut henti cat i onOPnFbBenathon ewd Ast the B e derR forcanggéhbappl i cation. That

is, the authentication ipformation can be unified. (2) Al th

Lopl i Cat | GHORBRRLGAERE abER T ELRE G I8 EnBdapSs A0t i AR taihe
authenti(xggéyéﬁ&unction need not be - 39 provided for each application.
(3) A plug=in nechanismloaded in the existing browser (originally used

for starting apiedphsec{oLl paahappkheati oM iotadbRRUSEHgSiashLigoer for
devi ce authentication. 5 (4) Wen content requiring device authentication
is to she glawineadedwhbhepappbimiald eeviae 8hrhéefitBeatSicd andhattach
| the onetime ID to the authentication result. In that dase,

after the service server 4 has received the authentication

result, the service server 4 can ask the authentication

server 5 whether the authentication server 5 has actually

10 authenticated the device by using the onetime ID.

In the embodiment, the authentication sexrver 5
authenticates the CE device 3. However, if the service
server 4 authenticates the device, the authenticatiocn module
7 transmits authentication information to the service server

15 4, and the service server 4 authenticates the information
and transmits the content to the CE device 3.

In the above-described embodiment, the following
advantages can be obtained.

(1) Every application uses authentication information

20 stored in the authentication-information storage unit 10,
and thus authentication information need not be provided for
each application. That is, the authentication infermation
can be unified.

(2) All the applications share the authenticatiocn

25 module 7, and thus an authentication function need not be



aut henti cation nodule 7 and device authentication is automatically
performed. Therefore, processes of searching for/browsing content and
using the content by the 10 application can be seam essly perforned. (5)
Since a plug-in is dynamcally added to the browser 9, an application 8d
and the |like can be added. As descri bed above, the applications 8a to 8c
are installed in the CE device 3 in advance in the enbodi nent. 15
However, the present invention is not limted to this configuration, and
anot her application can be newy installed or an application can be
uninstalled. In addition, although the’at hentication nodule 7 is

installed in advance in the enbodi nent, the authentication 20 nodule 7 may
be installed later. (Mddification 1) In this nodification, the service
server 4 reouesikes fdevegeh aaphlcimtatdati.on before providing a service used on
a 25 browser. - 40 In the exanple shown in Fig. 6, each of the
appl i cati ons Bd3? oRgelwasin nesheedemusPaged uir tiivh s#ds T8 BAP¥EFUse of

STk e AR T P A SN VN
o e Waee LA, A Lk empendhomga g of (he
5 {4) When content requiring device authenticaticn is to
be downloaded, the application 8a, 8k, or Bc stars the
authentication module 7 and device authentication is
automatically performed. Therefore, processes of searching
for/browsing content and using the content by the
10 application can be seamlessly performed.
{5) Since a plug-in is dynamically added tc the browser
9, an application B8d and the iike can be added.
As described above, the applications Ba to 8c are
installed in the CE device 3 in advance in the embodiment.
15 However, the present invention is not limited to this
configuration, and another application can be newly
installed or an applicaticon can be uninstalled.
In addition, although the authentication module 7 is

installed in advance in the embodiment, the authentication

20 module 7 may be installed later.

{Modification 1)
In this modification, the service sexrver 4 requests
device authentication before providing a service used on a

25 browser.



t he authentication nodule 7. Hereinafter, a process of downl oadi ng content
according 10 to nodification 1 will be described with reference to the
flowchart shown in Fig. 7. In the steps fromthe beginning to step 24, the
browser 9 starts the device-authentication plug-in 8 specified by a MM
format (step 46), and the device-authentication plug-in 8 is started by
the browser 9, 15 starts the authentication nodule 7, and asks the

aut hentication nodule 7 to perform device authentication (step 32). These
steps are the same as in Fig. 6, and the corresponding description wll be
omtted. In the CE device 3, after theét®gthentication nodule 7 20 has
provi ded the authentication result to the device- authentication plug-in B
(step 24), the device- authentication plug-in B provides the authentication
result to therhr omsesxdndlst epoldd)in FThen, 6t headdit @fsehed transmits the

aut hentication result 25 received fromthe device-authentication plug-in 8
to the - ZpplssetricassBaver & (lstep te8fenThesURE fudddcicéessed when

aut hentication is successfully done and the URL to be accessed when

aut hent i c&3 GV iEgnHSE BE FONELHr &FeSc FEBERLP NP ENBEFA§ 189 The servi ce

server 4 regeceives.the authentication result romthe .browser._9 nd if the
devi ce ha Lﬁbcﬁowcgggsféﬂvn%%}heeﬁtlﬁtglgpgé?a{: %nse?a\%/}lceeols'er\[‘/rgr tﬂgltransn‘i ts

the CO%teQQMgéaiment, content is used in the browser 9, and thus a
functional unit corresponding to each of the applications Ba
to 8c is the device-authentication plug-in 8 for starting
the authentication module 7.

Hereinafter, a process of downloading content according
10 to modification 1 will be described with reference to the
flowchart shown in Fig. 7. In the steps from the beginning
to step 24, the browser 9 starts the device-authentication
plug-in 8 specified by a MIME format (step 46}, and the
device-authentication plug-in 8 is started by the browser 3,
15 starts the authentication meodule 7, and asks the
authentication module 7 to perform device authentication
(step 32}). These steps are the same as in Fig. 6, and the
correspeonding description will be omitted.
In the CE device 3, after the authentication meodule 7
20 has provided the authentication result to the device-
authentication plug-in 8 (step 24), the device-
authentication plug-in B provides the authentication result
to the browser 9 (step 134).
Then, the browser 8 transmits the authentication result

25 received from the device-authentication plug-in 8 to the



the browser 9 (step 154). Then, the browser 9 receives the content fromthe
10 service server 4 and nakes the content available (step 149). |If the
device could not be authenticated, the service server 4 does not transmt
the content. In this nodification, the system can be configured so that
device authentication is requested for the content used 15 in the browser
9. Also, the device-authentication plug-in 8 can be shared between service
Sites providing content. That-is, any service site that wants to set
device authentication for the content,used in the browser 9 may use the
device 20 authentication plug-in 8 by‘%bébifying t he devi ce- authentication
plug-in 8 with the MM format of the EMBED tag. In this nodification, the
content is used in the browser 9 after the device has been authenticat ed.
However, 2Entigepseseat #nVerrp drit8ls not limted to this configuration. -
42 After the device-authentication plug-in B has been started and the
devi ce has beeAt8ubRent? &ft &FcesredcBheRmethaRt5@tig8edsi n anot her

application. 5 Lfication 2) Fi 8.il]ustrates di fication of the
nodul e in ?"H:eces%%%gé% @8“%.'3? tﬁleg.%%, tPh eaﬁ‘f%%ﬁ?%é?%&n-i nf or mat i on
storage LmAlIthentication cannot be done are described in the EMBED tag.
5 The service server 4 recelves the authentication result
from the browser 9, and if the device has been successfully
authenticated, the service server 4 transmits the content to
the browser 9 (step 154).

Then, the browser 2 receives the content from the

10 service server 4 and makes the content available (step 149).

If the device could not be authenticated, the service
server 4 does not transmit the content.

In this modification, the system can be configured so
that device authentication is requested for the content used

15 in the browser 9.

Also, the device-authentication plug-in 8 can be shared
between service sites providing content. That.is, any
service site that wants to set device authentication for the
content used in the browser 9 may use the device-

20 authentication plug-in 8 by specifying the device-
authentication plug-in 8 with the MIME format of the EMBED
tag.

In this modification, the content is used in the
browser 9 after the device has been authenticated. However,

25 the present invention is not limited to this configuration.



10 provides authentication information to the authentication 10 nodule 7.
In nodification 2, the authentication-informati on storage unit 10 provides
authentication information to the application 8a, 8b, or 8c. In this case,
the risk of authentication information being reveal ed can be reduced by
statically linking the 15 applications 8a to 8c and the authentication
nodul e 7. However, by statically linking the applications 8a to 8c and the
aut hentication nodule 7, the authentication nodule 7 cannot be shared

bet ween applications. Therefore, the authentication nodule 7 nust be

provi ded for each of the 20 applicati9hs Ba to Sc. (Mdification 3) In
nodi fication 3, two authentication servers 5 are provided in the

devi ce-aut hentication system1l. 25 Fig. 9 illustrates an exanple of the
EMBED t ag ased- ither dedide-hliSedDididticat bong-Thi 5 ABERdrMgtastagpl i ed when
two authentication servers 5 are provided. Wien two authentication servers
5 are prowamedheevenvick hssabesmuhithentdonieidn bine ofntdrdsameliehei cati on
servers 5, the other authentication server 5 can perform device

aut hent i catsesh. innag@thet ghelieriramii-cation with the first accessed

aut hentication server 5 is difficult due to access congestion or the |ike,
devi ce aut hentication can be

5 (Modification 2)
Fig. 8 illustrates a modification of the module in the
CE device 3.
In Fig. 3, the authentication-information storage unit
10 provides authentication information to the authentication
10 module 7. In modification 2, the authentication-information
storage unit 10 provides authentication information to the
application 8a, 8b, or Bc.
In this case, the risk of authentication information
being revealed can be reduced by statically linking the
15 applications 8a to 8¢ and the authentication module 7.
However, by statically linking the applications 8a to
8¢ and the authentication module 7, the authentication
module 7 cannot be shared between applications. Therefore,
the authentication module 7 must be provided for each of the

20 applications 8a to Bec.

(Modification 3)
In modification 3, two authentication servers 5 are
provided in the device-authentication system 1.

25 Fig. 9 illustrates an example of the EMBED tag used in



10 perforned by using the other authentication server 5. In Fig. 9, line 61
indicates that this tag is an EMBED tag. Line 62 defines a MM format and
specifies the application 8 to be started. 15 Line 63 includes infornmation
used when the first (primary) authentication server 5 perforns device

aut hentication, and line 64 includes information used when the second
(secondary) authentication server 5 perforns device authentication. 20
Line 65 includes information for specifying the URL of the authentication
site and an authentication service provided by the authentication site.
Line 66 includes the URL to be accessetf wihen device authentication is
successfully done and the URL to be 25 accessed when device authentication
cannot be done. - 4 4 Line 67 includes the version of device

aut hent i cathion modElfécatiusture of line 64 is the sane as that of |ine 63,
and thus the corresponding description will be omtted. As described
above, the EVBEDisaBMBRBWFAY risFigprlaes pherule’ aideddicatéPhati on about
precedence order of access ,to the primary and secondary servers. In the
above- desct$PEF SoditFPcBREPBRAS - two authentication servers 5 can be

provi ded i n t he, devige- . Ut NANIIGALOLL3YREE™ L &Y JulURaTOLLER 12
5 a trouble occurs in one of the authentication servers 5, the
other authentication server 5 can perform device
authentication. &also, if the communication with the first
accessed authentication server 5 1s difficult due to access
congestion or the like, device authentication can be

10 performed by using the other authentication server 5.

In Fig. 9, line 61 indicates that this tag is an EMBED
tag.

Line 62 defines a MIME format and specifies the
application 8 to be started.

15 Line 63 includes information used when the first
{primary) authentication server 5 performs device
authentication, and line €64 includes information used when
the second (secondary) authentication server 5 performs
device authentication.

20 Line 65 includes information for specifying the URL of
the authentication site and an authenticaetion service
provided by the authentication site.

Line 66 includes the URL to be accessed when device

authentication is successfully done and the URL to be

25 accessed when device authentication cannot be done.



10 be speedily perforned. If nore authentication servers 5 are provided,
the EMBED tag can be generated in the sane manner. (Modification 4) 15 In
nodi fication 4, there are two types of nodes in the authentication nodule
7 loaded in the CE device 3. Since various types of CE devices of various
manuf acturers are used as the CE device 3, the node of the authentication
nodul e 7 may vary accordingly. 20 Fig. 10 illustrates an exanple of the
EMBED tag used in this nodification. Line 71 indicates that this tag is an
EMBED tag. Line 72 defines a MM format. Line 73 includes information
corresponding to the first 25 node -arfd i ne 74 includes infornmation
corresponding to the - 45 second node. The CE device 3 received this EVBED
tag uses information corresponding to a suitable node of the two nodes. 5
Line 75 incl udesnther URlcifilesSpael F¥bBgoh hef dattientiveathebcstien of the

authentication server 5 and information for specifying an authentication
servi ce used iWhethisustium: dfi 1éne66dnts udes tdme WRL thetbefattrss®ld when
device 10 authentication is successfully done and the URL to be
and thus the corresponding description will be omitted.
As described above, the EMBED tag shown in Fig. 9
5 includes access information about precedence order of access
to the primary and seccndary servers.
In the above-described modification 3, two
authentication servers 5 can be provided in the device-
authentication system 1, and thus device authentication can
10 Dbe speedily performed.

If more authentication servers 5 are provided, the

EMBED tag can be generated in the same manner.

(Modification 4)

15 In modification 4, there are two types of modes in the
authentication module 7 loaded in the CE device 3.

Since wvarious types of CE devices of various
manufacturers are used as the CE device 3, the mode of the
authentication module 7 may vary accordingly.

20 Fig. 10 illustrates an example of the EMBED tag used in
this modification.

Line 71 indicates that this tag is an EMBED tag.

Line 72 defines a MIME format.

Line 73 includes information corresponding to the first

25 mode and line 74 includes information corresponding to the



accessed when device authentication cannot be done. Line 77 includes the
versi on of device authentication. The structure of line 74 is the sane as
that of line 73, and thus the correspondi ng description will be omtted.
15 In the above-descri bed nodification 4, the device- authentication system
1 can conformto a case where a plurality of the CE device 3 including
authentication nodules 7 of different nodes are provided. In nodification
4, two nodes exist in the 20 authentication nodule 7. However, three or
nore nodes nmay be adopted. According to the present invention,
authentication can be efficiently performed before all owi ng use of a
service through a network. - 46 CLAIMS 1. A term nal device conprising
di spl ay neans; nediating nmeans; and authentication-informtion
transm ttidi@omBansde> Wherein the display neans conprises a display
function for displaying electronic information provided through a network
so that a userThanChrdwwiecd e renbdrvedt tiohy EMBEpdeiof yerg- i nf or mati on
receiving function for receiving specifying information for specifying the
nedi at i ng imgamsationandraespeding g puRbitFanle grodpad en§¥Phe nedi ating
means by using the received specifying information, the nediating neans is
specifiedITR¢Q§he speci fyi ng
5 Line 75 includes the URL for specifying the
authentication site of the authentication server 5 and
information for specifying an authentication service used in
this site.
.Line 76 includes the URL to be accessed when device
10 authentication is successfully done and the URL to be
accessed when device authentication cannot be done.
ILine 77 includes the version of device authentication.
The structure of line 74 is the same as that of line 73,
and thus the corresponding description will be omitted.
15 In the above-described modification 4, the device-
authentication system 1 can conform to a case where a
plurality of the CE device 3 including authentication
modules 7 of different modes are provided.
In modification 4, two modes exist in the
20 authentication module 7. However, three or more modes may
be adopted.
According to the present invention, authentication can

be efficiently performed before allowing use of a service

through a network.



function and starts the authentication-information transmtting neans, and
15 the authentication-information transmtting neans is started by the
medi ati ng means and transmts device- authentication information to an

aut hentication server. 2. A termnal device according to Caim1, further
20 conprising: authentication-result receiving nmeans for receiving an

aut hentication result fromthe authentication server;

aut hentication-result transmtting nmeans for transmtting the received

aut hentication result to a 25 providing server for providing electronic
information; and - 47 el ectronic-inf &&mation recei ving neans for receiving
electronic information transmtted fromthe providing server based on the
transmtted authentication result. 5 3. A termnal device according to
Claim?2, wherein the nediating nean3LAddfpri ses a using function for using
el ectronic information received fromthe providing server. 4. A termna
devi ce according to Claim?2, further 10 conprising: requesting neans for
requesting electronic information to the rovidingnserver wherein the

specifying-ﬂnfoﬁﬂﬁ??@ﬁn?écﬁﬁxﬁQﬁ)qqmﬂfﬂﬁéﬁgp?éﬁ%}%% %ﬁﬂi&i@%ﬁﬁ@t?ﬂgornation
which is transm theda LRl e 12 16 REQUAL YR O YElsAT90 O RelRE, F equUESt .
5 wherein the display means comprises a display function
for displaying electronic information provided through a
network so that a user can browse the information; a
specifying-information receiving function for receiving
specifying information for specifying the mediating means;
10 and a specifying function for specifying the mediating means
by using the received specifying information,
the mediating means is specified by the specifying
function and starts the authentication-information
transmitting means, and
15 the authentication-information transmitting means is
started by the mediating means and transmits device-

authentication infeormation to an authentication server.

2. A terminal device according to Claim 1, further
20 comprising:
authentication-result receiving means for receiving an
authentication result from the authentication server;
authentication-result transmitting means for
transmitting the receilved authentication result to a

25 providing server for providing electronic information; and



5. Atermnal device according to Claim1, wherein the

speci fying-information receiving function receives specifying information
i ncl udi ng access information used for 20 accessing the authentication
server, and the authentication-information transmtting neans accesses the
aut henti cati on server by using the received access information. 25 6. A
term nal device according to Caimb5, wherein the - 48 authentication
server conprises a plurality of authentication servers, and the

speci fying-information receiving function receives specifying information
including access information for each”™f the authentication servers 5
ranked in an access precedence order. 7. A termnal device according to
Claim 2, wherein the specifying-information receiving function receives
speci fyi ng i nf an @Bt +&. ¢ -6l fedina@ 186 C e66e i vi vy Maddnen fusedetofvildy accessi ng
t he providing server, and the authentication-result transmtting means
accesses dhetooaiicdingosesvern bhyrarsmigtelefreseihvedmydddsy pafverati on.
15 B. A providing server for providing electronic information to the
term nal dedese oac&bedingnsmiitied murhengdfpEisR e S&ldeci fyi ng-i nformati on
transmtting neans for transmtting specifying information used by the

di spl ay

5 3. A terminal device according to Claim 2, wherein the
mediating means comprises a using function for using

electronic information received from the providing server.

4. A terminal device according to Claim 2, further
10 comprising:
reguesting means for requesting electronic information
to the providing server,
wherein the specifying-information receiving function
receives specifying information which is transmitted from

15 the providing server based on the request.

5. A terminal device according to Claim 1, wherein the
specifying-information receiving function receives
specifying information including access information used for

20 accessing the authentication server, and
the authentication-information transmitting means
accesses the authentication server by using the received

access information.

25 6. A terminal device according to Claim 5, wherein the



20 nmeans of the term nal device for specifying the nediating nmeans which
starts the authentication-information transmtting neans;

aut hentication-result receiving neans for receiving an authentication
result fromthe term nal device; and 25 electronic-information transmtting
means for -- 4 9 transmtting electronic information based on the received
authentication result. 9. An electronic-information using nmethod perforned
in a 5 conputer conprising display neans; nediating neans; and

aut hentication-information transmtting neans, the nmethod conprising: a

di splay step of realizing, by the disptfy neans, a display function for

di splaying electronic information 10 provided through a network so that a
user can browse the information, a specifying-infornmation receiving

function fQithdrAGRIaiBE SPEEEF Ydigbri¥edr BRbLARal Oty SPeci fying the

medi ati ng nmeans, and a specifying function for specifying the nediating

- nmeans by usktigritieatdosi vedvepecidnd ridpel Spenfidy hag + brfommatsdinat i ng step of
speci fying the nmediating nmeans by the specifying function in _the display
step and aF¢@RHHES Fancrbanar¢erl FRrarsPecd fyiapt ipfermation including

aut henti cati on-information ransm tti neanigeand 20, an

aut hent i ca®FTTRI AFTETRLEOR™t F RNsTRH | efugpentication servers

5 ranked in an access precedence order.

7. A terminal device according to Claim 2, wherein the
specifying-information receiving function receives
specifying information including access information used for

10 accessihg the providing server, and
the authentication-result transmitting means accesses
the providing server by using the received access

information.

15 8. A providing server for providing electronic
information to the terminal device according to Claim 2,
comprising:

specifying-information transmitting means for
transmitting specifying information used by the display

20 means of the terminal device for specifying the mediating
means which starts the authentication-information
transmitting means;

authentication-result receiving means for receiving an
authentication result from the terminal device; and

25 electronic-information transmitting means for



transmtting device-authentication information to an authentication server
by starting the authentication- information transmtting neans in the

medi ating step. 25 10. An electronic-information providing nethod used in a
- 50 providing server for providing electronic information to the

term nal device according to Claim2, wherein the providing server
conprises specifying- information transmtting neans; authentication-result
5 receiving neans; and electronic-information transmtting neans, and the
el ectroni c-informati on providing method conprises: a

speci fying-information transmtting %t%%'bf transmtting, by the
specifying-information transmtting 10 neans, specifying information used
by the display neans of the term nal device for specifying the nediating
nmeans for tsaremtitignghelaoathemi¢ clatficomaitabor hasédron rebssmeceiingdneans;  an
aut hentication-result receiving step of receiving, by the

aut hent i ca@4Bmrntds@ticnresef¥ihg neans, an 15 authentication result from
the term nal device; and an el ectroni c-i nfor mati on transmtting step of
transmtting, by the electronic-information transmtting neans, electronic

| nformation based, Qi Lhehesel yed, nld R A hOPnE P rorkRal in &

t erm nal - device progran1 rea
5 computer comprising display means; mediating means; and

authentication-information transmitting means, the method
comprising:

a display step of realizing, by the display means, a
display function for displaying electronic information

10 provided through a network so tﬁat a user can browse the
information, a specifying-informaticn receiving function for
-receiving specifying information for specifying the
mediating means, and a specifying function for specifying
the mediating means by using the received specifying

15 information;

a mediating step of specifying the mediating means by
the specifying function in the display step and allowing the
mediating means to start the authentication-information
transmitting means; and

20 an authentication-information transmitting step of
transmitting device-authentication information to an
authentication server by starting the authentication-

information transmitting means in the mediating step.

25 10, BAn electronic—information providing method used in a



conputer, a display function; a nediating function; and an

aut hentication-information transmtting function, wherein the display
function conprises a display 25 function for displaying electronic
information provided - 51 through a network so that a user can browse the
information; a specifying-information receiving function for receiving
specifying information for specifying the nediating function; and a

speci fying function for specifying the 5 nediating function by using the
recei ved specifying information, the nediating function is specified by
the specifying function and startst® authentication-information
transmtting function, and 10 the authentication-information transmtting
function is started by the nediating function and transmts device-

aut hent i cgdrican g AGOEBBRYE ONESO padvadi Rgnkl et el s enfermat2onAto the
provi di ng-server programfor providing electronic 15 information to the
term nal devindeadcdeviicagata@imgmt?, ChhempZogram real i zes, in a conputer:
a specifying-information transmtting function for transmtting specifying
i nformati on usedebyin HerlipPIvARinguRe Yoh STRHS e FREFAFYHRYT ce for

speci fying the nediating 20 function which starts the -
aut hent i ¢3RN ﬁFBPnﬁF%@ﬁW*EF%ﬂ%;WFFPana?E%%ﬁﬁ%ﬁﬁt%ﬁ? AGPH&Rt i cati on-resul t

recelv%ng Jé€3¥¥i%g Rggns; and electronic-information transmitting

means, and
the electronic-information providing method comprises:
a specifying-information transmitting step of
transmitting, by the specifying-information transmitting
10 means, specifying information used by the display means of
the terminal device for specifying the mediating means for
starting the authentication-information transmitting means;
an authentication-result receiving step of
receiving, by the authentication-result receiving means, an
15 authentication result from the terminal device; and
an electronic-information transmitting step of
transmitting, by the electronic-information transmitting
means, electronic information based on the received
authentication result.
20
11. A terminal-device program for realizing, in a
computer, a display function; a mediating function; and an
authentication-information transmitting function,
wherein the display function comprises a display

25 function for displaying electronic information provided



receiving an authentication result fromthe term nal device; and 25 an

el ectronic-information transmtting function for - 52 transmtting

el ectronic informati on based on the received authentication result. 13. A
conput er -readabl e storage nmedium storing a 5 term nal -device program for
realizing, in a conputer, a display function; a nediating function; and an
aut hentication-information transmtting function, wherein the display
function conprises a display function for displaying electronic
information provided 10 through a network so that a user can browse the
information; a specifying-infornatrbﬁﬂrébeiving function for receiving
specifying information for specifying the nediating function; and a

speci fying function for specifying the nediating function by using the
recei ved speaidgh agnébwonk oserathain,a tisermednabrogsd uret iloforsaspesifi ed by
the specifying function and starts the authentication-information

transmi tt ingHanidviion -infedrnael utteaedivéag sHorhior it GIFCCAERBHAi tting
function is 20 started by the nediating function and transmts device-
aut hent i ca@RUH TYAPGr rBEPBRA F PN FUITRETTTEATP oS SISE T TE. A

g EREa 5804 B -5 Yl 18n BEPVEILAOE AR RinePr 09T am for
5 mediating function by using the received specifying
infermation,
the mediating function is specified by the specifying
function and starts the authentication-information
transmitting function, and
10 the authentication-information transmitting function is

started by the mediating function and transmits device-

authentication information to an authentication server.

12. A providing-server program for providing electronic
15 information to the terminal device according to Claim 2, the
program realizes, in a computer:

a specifying-information transmitting function for
transmitting specifying information used by the display
function of the terminal device for specifying the mediating

20 function which starts the authentication~information
transmitting function;

an authentication-result receiving function for
receiving an authentication result from the terminal device;
and

25 an electronic-information transmitting function for



25 information to the terninal device according to Caim2, the - 53
programrealizes, in a conputer: a specifying-information transmtting
function for transmtting specifying information used by the display
function of the term nal device for specifying the nmediating 5 function
whi ch starts the authentication-information transmtting function; an

aut hentication-result receiving function for receiving an authentication
result fromthe term nal device; and 10 an el ectronic-information
transmtting function for transnittin% el ectronic informati on based on the
received authentication result. 157 R% &rninal device conpri sing

i nformati on 15 comruni cati on neans; el ectronic-information using neans; and
aut henti cation-informati on managenent neans, wherein the information
communi catireRsikaBsneoapedisemia ihfecnabhoh draget aryithg received

aut hentication-trigger information required for using electronic

i nf or mat i Gutpeovidetdionrergihite 20 network; a function for anal yzing

speci fying information for specifying the electronic-informtion using
means based on the authentication-trigger information; and a specifying
function fOGﬁépeﬁ;%¥ﬁ§ téPErele%%%?%%%&bggOﬁgﬁﬁﬁﬁﬁhﬁsyﬂﬂ% aeans based on

the specifying i ron, l'ectronic-1nformati on using neans is
SpeCIf%ed é@&minal—device program for realizing, in a computer, a

display function; a mediating function; and an
authentication-information transmitting function,
| wherein the display function comprises a display
function for displaying electronic information provided
10 through a network so that a user can browse the information;
a specifying-information receiving function for receiving
specifying information for specifying the mediating
function; and a specifying function for specifying the
mediating function by using the received specifying
15 information,
the mediating function is specified by the specifying
function and starts the authentication-information
transmitting function, and
the authentication-information transmitting function is
20 started by the mediating function and transmits device-

authentication information to an authentication server.

14. A computer-readable storage medium storing a
providing-server program for providing electronic

25  information to the terminal device according to Claim 2, the



- 54 the specifying function and starts the authentication- information
managenent neans, and the authentication-informtion managenent neans is
started by the electronic-information using neans, reads 5

devi ce-aut hentication information, and transmts the information to an.
aut hentication server. 16. A term nal device according to Caim15, wherein
t he authentication-information managenent neans 10 receives an

aut hentication result fromthe authentication server, the

el ectronic-information using nmeans transmts the authentication result to
a providing server which provides et X ronic information, and 15 the

i nformati on communi cati on nmeans receives electronic information
transmtted fromthe providing server based on the authentication result.
1'7. A tergididantieviagezasgotmli agdmpu@eai:m 16, wherein the 20

el ectroni c-informati on using nmeans conprises_a usin functi%n for using

el ectroni c i nf er specoAyiegel VTGOt KEANHRBYHHIS &F. 1?28, A term nal

device according to Caim17, wherein the 25 el ctrotic-dfg(y'gation Usi ng
means al | OWeAnEMigEri ndo SEPEHEEL DI 55 EQHMAEEPEN HE ST nPBr Tt i RS pllays back

el ectroni o { nfor MRt (00,88 . THELG) CRNIGN o2 sBbRYEybAs kel GRldiaRkag
5 function which starts the authentication—infqrmation
transmitting function;
an authentication-result receiving function for
receiving an authentication result from the terminal device;
and
10 an electronic-information transmitting function for

transmitting electronic information based on the received

authentication result.

15. A terminal device comprising information
15 communication means; electronic-information using means; and
authentication-information management means,
wherein the information communication means comprises a
function for receiving authentication-trigger information
required for using electronic information provided through a
20 network; a function for analyzing specifying information for
specifying the electronic-information using means based on
the authentication-trigger information; and a specifying
function for specifying the electronic-information using
means based on the specifying information,

25 the electronic-informaticn using means is specified by



novi ng- pi cture content. 5 19. A term nal device according to C aim 15,
wherein the authentication-trigger information includes authentication-
server access information used for accessing the authentication server. 10
20. A termnal device according to Claim19, wherein the

aut hentication-trigger information includes authentication- server access
information for each of the authentication servers ranked in an access
precedence order. 15 21. A term nal device according to Caim 16, wherein
the authentication-trigger information includes providing-server access
i nformation used for accessing the pfo@‘}d'lng server, and the
authentication result is transmtted to the providing server by using the
provi di ng-server access 20 information. 22. A providing server for

provi di ng ehecigeniify ingnfonoat emrand @haritsg thet hehhémlbidagnang a terni nal
device, conprising: 25 authentication-trigger-information transmtting
means - S&Hf@mqméﬁlsmapﬁgﬁ@entldn%iﬁé?rt &4 nal devi ce, aut henti cati on-
trigger information includi n em% i nformation speci fying

el ectronic-inf &%FPBHQHH% lgPaIF‘?%ag%{'ﬁﬁrht ﬁrteaélgt i*Sn-i nformati on
t th f ,
managemren %E%: naq b&ze%"r’l %’iéc%&%ﬁ - OSULL 5 %%e'ﬁF o‘?g%ﬂée' Hadeceiving

fromthe t vice, an authentication resu
5 device-authentication information, and transmits the

information to an authentication server.

16. A terminal device according teo Claim 15,
wherein the authentication-information management means
10 receives an authentication result from the authentication
server,
the electronic-information using means transmits the
authentication result to a providing server which provides
electronic information, and
15 the information communication means receives electronic
information transmitted from the providing server based on

the authentication result.

17. A terminal device according to Claim 16, wherein the
20 electronic-information using means comprises a using

function for using electronic information received from the

providing server.

18. A terminal device according to Claim 17, wherein the

25 electronic-information using means allows a user to browse



term nal device generated in an authentication server; and

el ectronic-information providing neans for providing electronic

i nformati on based on the received authentication 10 result. 23. An

el ectroni c-informati on using nmethod performed in a termnal device
conprising informati on conmuni cati on neans; el ectronic-informtion using
means; and aut hentication 15 i nformati on managenent neans, the nethod
conprising: an informati on comuni cation step of processing, by the

i nformati on communi cati on nmeans, a function for receiving
authentication-trigger information reddi red for using electronic

i nformati on provided through a network, a 20 function for anal yzi ng

speci fying information for specifying the electronic-informtion using
means basedeemrbhec owtdhemniticat,i elaysi pgek ¢hdormaticonnfamdabieperd fyi ng
function for specifying the electronic-infornation using nmeans based on the
speci f yi nquisiftocmtenh; @5 mlastsabeickgeseeprotiatiniarngtiRd a8t hentication -
57 information managenment neans by being specified by the specifying
functi on MPYHREPAFERRALFIHEBmuni cation step; and an

aut henti cation-information managenent step of 5 starting the

aut hentication-informati on managenent neans in the starting step, reading

devi cexaut hent i cat Lo, i Af OF SR QN accdRdi hEaRS 144 a 9, henepbennekéon to an

aut henfi cat i ori server.
authentication-trigger information includes authentication-

server access information used for accessing the

authentication server.

10 20. A terminal device according to Claim 19, wherein the
authentication-trigger information includes authentication-
server access information for each of the authentication

" servers ranked in an access precedence order.

i5 21. A terminal device according to Claim 16, wherein the
authentication-trigger information includes providing-server
access information used for accessing the providing server,
and the authentication result is transmitted to the
providing server by using the providing-server access

20 information.

22. A providing server for providing electronic
information reguiring authentication to a terminal device,
comprising:

25 authentication-trigger-information transmitting means



24. An el ectronic-information using nethod according to 10 C aim 23,
wherein, in the authentication-infornmati on managenent step, the

aut henti cati on-i nformati on nanagenent neans receives an authentication
result fromthe authentication server and transmits the authentication
result to a 15 providing server for providing electronic information, and
the information comruni cation step conprises an electronic-information
receiving step, in which the information conmunication nmeans receives
electronic information transmtted fromthe providing server based on 20
the authentication result. 25. An el®c® onic-information using nethod
according to Caim?24, further conprising an electronic-information using
step, in which the electronic-information using nmeans 25 further conprises
a using fu iteRnkaltusheg © etd arirmina®8deihf®y mattitemtieacived fromt he
provi ding server. 26. An electronic-information using nethod according to
Cl ai m 25, twheosim infiervheter omelydihgr sREFOAYHRY N s I9NafPBws a user to
browse the electronic_information, plays back electronic informtion as
musi ¢ contTRCLfoingl 8} SCHRRRICTIHQTGHLET] HE RIS T AL 1BV PHEEpPct ur e
content. 27. _An ele%tronic-infornation usi ng. met hod according to 10 Caim

23, \Ahereiaffttk}?é‘téﬁﬁ éﬁflri:réf?%%lﬁngé“eérnaﬁﬁpggﬁa Ton includes
aUthen%ICat'Onéﬁ%ﬁ¥§£i@ggfgﬁifé§U3%”§%h8vaﬁﬁmhééHs for receiving,

from the terminal device, an authentication result of the

terminal device generated in an authentication server; and
electronic-information providing means for providing

electronic information based on the received authentication

10 result.

23. An electronic-information using method performed in a
terminal device comprising information communication means;
electronic-information using means; and authentication-

15 information management means, the method comprising:

an information communication step of processing, by the

information communication means, a function for receiving
authentication-trigger information required for using
electronic information provided through a network, a

20 function for analyzing specifying information for specifying
the electronic-information using means based on the
authentication-trigger information, and a specifying
function for specifying the electronic-information using
means based on the specifying information;

25 a starting step of starting the authentication-



accessing the authentication server. 2B. An el ectronic-information using
nmet hod according to 15 Claim27, wherein the authentication-trigger

i nformation includes authentication-server access information for each of
the authentication servers ranked in an access precedence order. 20 29. An
el ectroni c-informati on using nethod according to C aim 24, wherein the

aut hentication-trigger information includes providing-server access

i nformation used for accessing the providing server, and, in the

aut henti cation- information managenent step, the authentication result is
25 transnitted to the providing serveP’by using the providing - 59 server
access information. 30. An electronic-information providing nethod
performed in a providing server for providing electronic information 5
requi ring sdienih6at ehadenent efrinsabydbwineg, spdve fiechbd tBenprising: an
authentication-trigger-information transmtting step,k of transmtting, to
the terni nadecddyiiog, fanthion | gattinen 1nfprgaetoR MEIFHELIGT PRcFEGP hg

speci fying information for 10 specifying el ectronic-information using neans
for startiargd authentication-information nmanagenent neans; an

authentication-resulf receiving step of,recel ving. . LeELt e term nal
. : i ent s {
devi ce, an aut BEnPPERRRLHCF Y fﬂgfggﬁéloﬁeV|ce generatgg in an
aUthen%fcagéék fﬁgf%%%;a%@gentication—information management means in
the starting step, reading device—authentication information,

and transmitting the information to an authentication server.

24. An electronic-information using method according to
10 Claim 23,
wherein, in the authentication-information management
step, the authentication-information management means
receives an authentication result from the authentication
server and transmits the authentication result to a
15 providing server for providing electronic information, and
the information communication step comprises an
electronic-information receiving step, in which the
information communication means recelves electronic
information transmitted from the providing server based on

20 the authentication result.

25. An electronic-information using method according to
Claim 24, further comprising an electronic-information using
step, in which the electronic-information using means

25  further comprises a using function for using electronic



15 an el ectronic-information providing step of providing electronic

i nformati on based on the received authentication result. 31. A
term nal - devi ce program conprising an information 20 conmuni cation
function; an electronic-information using function; and an

aut henti cati on-i nformati on managenent function, wherein the information
communi cation function conprises a function for receiving

aut hentication-trigger 25 information required for using electronic
information - 60 provided through a network, a function for anal yzing
specifying information for specifyingfﬁhé el ectronic- information using
means based on the authentication-trigger information, and a specifying
function for specifying the 5 electronic-information using nmeans based on
t he speci fyjmgmatabar pate Ofed thenelwbet penivtding osemitdIon usi ng neans i s
specified by the specifying function and starts the authentication-

i nformati on managenent neans, and 10 the authentication-information

managenent neans is started by the eLectronic-in%or §é<3@dg%5n?oneans,
reads devi ci6 -autieRleeArPRRCT HHATANIOR, “5HB9t TR tETHhe  Pnformtion to

an authentication server. 1p 32.. Atermnal zdeylce,progamaeearding to
. ) ~Inf y !
Cai m 31, Cliidt &t PRETROMI 6UF ng FURCT T ons are realized in a conputer:
5 allows a user to browse the electronic information, plays

back electronic information as music content, or plays back

electronic information as moving-picture content.

27. An electronic-information using method according to
10 Claim 23, wherein the authentication-trigger information
includes authentication-server access information used for

accessing the authentication server.

28. An electronic-information using method according to
15 Claim 27, wherein the authentication-trigger information
includes authentication-server access information for each
of the authentication servers ranked in an access precedence

order.

20 29. An electronic-~information using method according to
Claim 24, wherein the authentication-trigger information
includes providing-server access information used for
accessing the providing server, and, in the authentication-
information management step, the authentication result is

95 transmitted to the providing server by using the providing-



an authentication-result receiving function for receiving an
authentication result fromthe authentication server; 20 an

aut hentication-result transmtting function for transmtting the received
aut hentication result to a providing server for providing electronic
information; and an el ectronic-information receiving function for
receiving electronic information transmtted fromthe 25 providi ng server
based on the transmtted authentication - 61 result. 33. A term nal-device
program according to Caim31, wherein the electronic-information using
function conprises 5 a using functioh ¥br using el ectronic information
received fromthe providing server. 34. A term nal -device program
according to Claim33, wherein the electronic-information using function
all ows a l&:mser atecbsonsgothetedrect ronic i nformation, plays back

el ectronic information as nusic content, or plays back electronic

i nformati on as novi ng-picture content. 35. A term nal -device program

according to Claim31l, 15 wherein the authentication-trjgger. infqrmation
i ncl udes adﬂhen@@c§9F6ﬁ¥§%%9é%néﬁﬁﬂi§§OPnPGPﬁég?%%lﬂggﬁx#%%rgggggging t he

L o oA BhcderOnt D BNbEC T QR actirshpasha O e m ot
5 requiring authentication to a terminal device, the method
comprising:
an authentication-trigger-information transmitting step
of transmitting, to the terminal device, authentication-
trigger information including specifying information for
10 specifying electronic-information using means for gtarting
authentication-information management means;
an authentication-result receiving step of receiving,
from the terminal device, an authentication result of the
device generated in an authentication server; and
15 an electronic-information providing step of providing

electronic information based on the received authentication

result.

31, A terminal-device program comprising an information
20 communication function; an electronic-information using
function; and an authentication-information management
function,
wherein the information communication function
comprises a function for receiving authentication-trigger

25 information required for using electronic information



authentication servers, and the authentication-trigger information

i ncl udes aut hentication-server access information for each of the

aut henti cati on servers ranked in an access precedence order. 25 - 62 37.
A term nal -device program according to Caim32, wherein the
authentication-trigger information includes access information used for
accessing the providing server, and the authentication result is
transmtted to the 5 providing server by using the providing-server access
information. 38. A providing-server program performed in a providing
server for providing electronic infor®ion requiring 10 authentication to
a termnal device, wherein the followng functions are realized in a
conputer: an authentication-trigger-information transmtting function for
transm ttigW@videdt BRrbegii aalewdeitixGea faothieon et isgwlyzigger information
including specifying 15 infornmation for specifying el ectronic-information
usi ng _rreaﬂ'sactidryisgaitlfﬁgnamqmrﬁqrcép'reéﬁfh’h%)réﬁi?ﬂ@%ﬁé‘éé‘ﬁent means; an
authentication-result receiving function for r ceimin%r fr%nlthe t er m nal
devi ce, anTHATHEHPRAPPHRT ZBPHES NASSGF OPhERG VT LY@ at8d S nddn™

aut henti cat i ; . N
Egn é}ﬁ% E%gt’aggda specifying function for specifying the

5 electronic-information using means based on the specifying

information,
the electronic-information using means is specified by

the specifying function and starts the authentication-
information management means, and

10 the authentication-information management means is
started by the electronic-information using means, reads
device-authentication information, and transmits the

information to an authentication server.

15A 32. A terminal-device program according to Claim 31,

wherein the following functions are realized in a computer:

an authentication-result receiving function for
receiving an authentication result from the authentication
server;

20 an authentication-result transmitting function for
transmitting the received authentication result to a
providing server for providing electronic information; and

an electronic-information receiving function for
receiving electronic information transmitted from the

25 providing server based on the transmitted authentication



an el ectronic-information providing function for providing electronic
I nformati on based on the received authentication result.

result.

33. A terminal-device program according to Claim 31,
wherein the electronic-information using function comprises
5 a using function for using electronic information received

from the providing server.

34, A terminal-device program according to Claim 33,
wherein the electronic-information using function allows a
10 user to browse the electronic informaticn, plays back
electronic information as music content, or plays back

electronic information as moving-picture content.

35. A terminal-device program according to Claim 31,
15 wherein the authentication-trigger information includes
authentication-server access information used for accessing

the authentication server.

36, A terminal-device program according to Claim 31,

20 wherein the authentication server comprises a plurality of
authentication servers, and the authentication-trigger
informatipn includes authentication-server access
information for each of the authentication servers ranked in
an access precedence order.

25



10

15

20

37. A terminal-device program according to Claim 32,
wherein the authentication-trigger information includes
access information used for accessing the providing server,
and the authentication result is transmitted to the
providing server by using the providing-server access

information.

38. A providing-server program performed in a providing
server for providing electronic information regquiring
authentication te a terminal device, wherein the following
functions are realized in a computer:

an authentication-trigger-information transmitting
function for transmitting, to the terminal device,
authentication-trigger infeormation including specifying
information for specifying electronic-information using
means for starting authentication-information management
means;

an authentication-result receiving function for
receiving, from the terminal device, an authentication
result of the device generated in an authentication server;
and

an electronic-information providing function for
providing electronic information based on the received

authentication result.



