3 , 5-SUBSTI TTUED PI PERI DI NE COVPOUNDS AS RENI N
I NH Bl TORS The invention relates to 3, 5-substituted

w@r@eni®he conpounds, these conpounds for usePCTEP1D66/012605
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di agnostic and therapeutic treatnent of a warm bl ooded
a%ﬁ%&\ucg Fﬂ&léﬁﬁ" pkBGr e AuB IV%EYaOEd'Aﬁeﬁ"%SI{. “MESSAGE
di'sor der on actrvity of renin; the

of a conpound of that class for the preparation of a

phar maceutical fornulation for the treatnent of a

di sease that depends on activity of renin; the use of

a conpound of that class in the treatnent of a di sease

that d - Of: I Vi i '
for mul A1 ahg Ao Hdk the Bipe Yy SRR HIRSE Kok Paten
C Aipplicatibn Nan d)’5028&63r[ﬁbdh Decahbdrr20a2 005dndad 8 PRivisgonal Patent
adm ni sterin stitu eri di ne conpound, .a
répRbertiogN %8?7 E%? §Eth9%=eeﬁ>%2§ 2@%&@% dissigpus of Whictls
p ' el internedi ates and
pggspg?kgﬁggg HH@?tgﬁ% §3|s The present i nvention
rel ates to a conpound of the formula I' wherein R1is
hydr og unsubstituted or substltuted al ky
unsubsﬁﬂFHP@HU@trgﬁﬁ§?@ﬁ§?€ﬂmﬁF%EWfV e]iﬁ'nsubstltuted or
subst i tT4t afleatidy fi¥iher ISt dortrRchiSdtichURsthdd.ut ed

aryl, unsubstituted or substituted heterocyclyl or
unsubsMareeves the invensen relatescto @Wmamkghrmem is

UnSUb.S% {tH %Ie 1nve%rg§'telat%%fo a u er-reaéa li)e%‘l {lil{l ed or

substi ken unsu stl or su

al kyny Beysohisthis tHetltN'éHﬂloﬁ frelStébSd 4 §dﬂ1ti€1durﬁt’ yl,
unsubstituted or substituted heterocyclyl,
unsubs FPRRRTEYTS ﬁh%wwgttrqwﬁe&swewww unifor acyl; R3

|'s hydipgedver YRS Hﬂ%{sﬁéd#e‘f‘a‘?e %{(&Hﬁ&l‘ ‘i{ﬁ{ ed aryl or

unsubstituted or su stltute
unsubsin motlerd toness elbstrartic tmdrrmhicyhon bmntas tmdrehedimore popular.

21 ey S FRsTHETO AL T 1ooE i fnd Agrethod o Broving the
u ﬁ%ﬁﬁﬁfsélbﬁ‘ tr@éiaq?cranﬁ WBateht dttLdpRabah @féabiic message. A server
unsubstituted or substituted cycl oal kyl , or acyl; or

RBecgivgs Ranaseage fommn seryler et trwsmlbdhememrmtmrég&ﬁ
SO BLPD SR L e SRSl b PS5 P Being o

u ﬂw’ﬁsftsagdﬁtenb Rlipydnt @hd tolsipsb ithidihesdagd foarybdrieantie B8rver and
are i ndependently of each other hydrogen or hal o; and
T thesrepipteny b scrier banspumip thesenderdhe tnet%@g? aesf thepgfachment and

p'i}?e?ﬁ{ﬁcr;%p‘i‘é’vﬁdlgftﬁn%%ﬁp?@%@ & uﬁé%:s &l fﬁff rhﬁﬁon To

formil a unsu t|tute
s whisseqantlg duthlektydate t]mesn&ssztgetanﬂehb atttachmbﬁtt; theutrder transmits to the

al kenyl substi t ut ed. or substlt
ChE B e v rad b b el G s SR The gerugr then

S Bpei)tafets létcf?gltdi‘ %gé@ﬁ}i%fythe Hesdtide HQ@ Hé&%t@ theQncrypted digital
substituted cycloal kyl ;

fingerprint of the message and compares these digital fingerprints to authenticate the
message. The server performs the same routine with respect to the attachment and

the encrypted digital fingerprint of the attachment to authenticate the attachment.

It is an object of the invention to enable an efficient communication.
In order to achieve the object defined above, a communication system, a

communication method, a program element, a computer-readable medium, a sender



R2 is unsubstituted or substituted al kyl,
unsubstituted or substituted al kenyl, unsubstituted or

wWGQ 3N ed al kynyl, unsubstituted or substi tRCEEP2006/012605
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aryl, unsubstituted or substituted heterocyclyl,
unsubstituted or substituted cycloal kyl, or acyl; R3
i s hydrogen, unsubstituted or substituted aryl or
unsubstituted or substituted alkyl; R4 is
unsubstituted or substituted al kyl, unsubstituted or
substituted al kenyl, unsubstituted or substituted

al kynyl , unsubstltuted or substitute aral, )
uriiha fecinies gng and asentrel wndicrerding e (he 1pflependent claims are

Rgﬁ g&k tuted or substituted cycloal kyl, or acyl; or
4 may formtogether a 3 to 7 nenbered nitrogen
cont ai Midgrding torat exemipjedy embodiarent offthe wivientior; arcomenunication

unsubstitute g or substituted; and T.is nethylene
4 e

cav| BtGWyIF proypdeq comP{ISkng & SERFer el ﬁeﬁﬁ’b% HAY a f:ﬂrétrol unit,

f f £94B4, & dend th
T S A OB TS L e
of el¢d@nizrreessage direetinta the recipieht unit, atd toisend ¢ Smng/lnfmatlon

on the natural £e N hus f .
f JPRSSREE tort %?onltroﬂﬁ%?e ggyé sspdelr Hg}%?l'fl saetnﬁglﬁtelectromc
(thbsa dgeetbrth@}e%@mnm ufiit, Usthdr€in PR ORI etX ik isdapiee tdfeceiVE ehe
di sorders or di seases especially selected fromthe

di elecironts message directrfigm thespragr vais pad fosieny a gecepp infggmation

t hese J . ci-al..

 RERPEL RS E T SRS PR SSE el gy a vorof
bethe vediyientdmitibak tdceivad dfe aledtionitantsages used to

descri be the conmpounds of the p ent ention as
vvel | asAe99E¢IRS tRsanoklify e§’§:‘ﬁ?‘ﬁ’é’s‘?1§b°‘§’i‘“2\‘?ttoifﬂbe IREEIONE s
o %h EM‘ rﬁétﬁéd BoVil&, ihdBethdB8SBpAGhE Bédek @ik an electronic

repl aci ng one, nore than one or all genera
exXpeesssi bmmetms ofyarsbodes uuﬁesfndmgtth@elmtemme@ag%fr@@dh@Sender

el din refe enho
vetit Qe sEp Escliel) Bt pSing ARESPE b inlopislft from the
usgfldéinate AQehtréiNitsSip@iehtinCiatd the séndbessit mdsesyntahe electronic
otherwise |limted in specific instances either

| naieSAERI thy Tespiens UpHy Iecaiying, bymgens of e Ascipibuaibith electronic
NS By SRR, AL Aoy e
mefcomethe yecipiert ani ttmt}mtcormol umtl, dlerrmeé;ttynfbehatg)rbnmsegeelddlcatmg
(one or nor t nes% or, stral ﬁ % ed.and bound via

G T B e oA B B e RN e RE

C7- al kYJﬁ\chr@iﬁ %ﬁﬁpﬁrﬁ)thér%x&nﬁﬁﬁt dthbodimBRoflthédMvention, a program
n- heptyl or preferably CC , especially as

rreclhyllent lept'qwlldednwprcbpyhen baing pxqg:py:ﬂ byn-nsegegsor, is adapted to

p r 8(?1'@1{,% Bf Vsrf%ic(u.lg nlélﬁ.{né%a lr;)}’l 8’? havrrilag.%tg % %O\J%%['lglgl%ﬂed ?eatures

pr ef er apkyorfling @6 9et aBbiher exesﬁﬁpmnymdinﬁem of theXpentibih,| ay
or inplicitly stated ot herw se, hal o can al so stand

25 f o pOTRDEr-TeAddblomedingl is Peovidet §t Whigh Acompue PEASTAE isTiensd

30

t ri iféﬁylﬂ’hef?t’ﬁﬁlg Q)Yé( ?%g ah;frolsésgcﬁ'r §s.e¢1d9pted {5 control or carry out a

udromne oroace
communication method havmg the above mentioned features.

According to still another exemplary embodiment of the invention, a sender
unit is provided, wherein the sender unit is adapted to generate an electronic

message, to send the electronic message directly to a recipient unit, and to send a



Unsubstituted or substituted alkyl is preferably
CrCao-al kyl, nore preferably C C al kyl, that is

W@ 200a/0gd9e3 chai ned or branched (one or, where PCI/EP2006/012605
appropriate, nore tinmes), which is unsub stituted or
substituted by one or nore,_3e.g. up to three noieties

. selected fromunsubstituted or substituted
het erocycl yl as descri bed bel ow, especially pyrrolyl,
furanyl, thienyl (= thiophenyl), thiazolyl, pyrazol yl ,
triazolyl, tetrazolyl, oxetidinyl, 3-(C, -

t7 wg%é%!g éﬁgﬁfmea:ﬁ@g Irx?ﬁys%@e,t% ;ﬁggtlrolmn}ééz}lgg H%yt{lat tﬂogegﬂger unltohas sent

I nyl, tetrahydro-pyranyl,

éa‘gggﬁ§+mﬁ%gnzg?%%%ﬁi%?q@gnzoth|ophenyl (nmore

pr ef er atdeyydingquothet exemplacyiemboldimeit ob theesy_rma:iloaJ d Iy:cipient

i ndolyl, each of Mthh LS unsubsﬂi ghed or. subshig

aéméfé§ emv , WBETGIN the FEiMenBEtis aRtrd P ragh SN elicagme

5 Q%ey * ﬁ%nga séMePift 4 th REREA &@Q@E intféﬁrﬁiﬂbﬁ message to a

ependen sel ected from hydroxy, hal o, such as

c hdootro], urfil, Cbeﬂ‘ekeypt mﬁmmhtlmsmmmjindlqayam thaha tsec,of the recipient

7-al.kano cet from unsubstituted or

sUpihas g C@H’eag}&‘f ?JSW Sa%%crl bed bel ow, especially

cycl opr QR¥tding wcdtibitoer egareplaRemibodirént of tedhiestion, a control
each of which is unsubstituted or substituted as

d esndtris peayided, wherfeny thg ﬁg@ﬁggtumttuq adapted to receive a sending information
sub [ Cy. I

10 %.; %&1 1{2 xg S%l’l(? Iugl}slt th ?%r% %E(%)ﬁsﬁtah%% %{g:aga%e fuﬂﬂ&atmg that the
S L&éﬁﬂd:rtumiteﬁs amt kheatﬂedﬂﬁlw mb&sdgdxelaowplpmpmmt ahdl yo receive a receipt

unsubstituted or sub |tuted henyl , nap nden
orinfQEngHR message fipoihe PFaPIGH dE‘]b‘ B seset 191%“%?“0“ HERage
Czl[gﬁ%aﬁlllé;@l?ﬁ/ 4 uset0r (hé r@éliﬁeﬂﬁ/ﬂmt R Qeived ThOA¥etrdnic faéssage

oxy, 0- Cl1- Cr/-al koxy, such as trifl uoronethoxy,
hydr oxyTl@leo@ﬂnmhkajmp acQird@g-ta bklbggtm@ngs.of@e BmivRIgop can be
phen or na hon
15 Dbt e i erony PR ReaRle B by AE B o mpre specil
Or clB@RIM et n@kdtionCelrcifs, tBdtKy IntHakdwarbadrdn G¥brid forink tHat B3,by
such as trifluoronethylthio, hydroxy Cl1- C7-al kyl t hi o,
Clmems ofsREwgrecomppngtk §id bArwargicamppoents.
napht hy | K,htJ%&h ti
2L Lo RO e RN GE O AL picaion
hy sthey ismrovided beqmcwn blsm‘@er annd/ agecipient unit and a control umt The
Cl1-Cr- alkoxy Cl-C/-a ﬁi no, Cl1-C7-al kano Iamnth
20 be?Fi‘S?‘I kol e AT R e RS PERgE g e
@(ﬂ)ﬁlo? bf (harRBhkN B froMm RRteRD thd X RBA}t! imit¥ends an electronic
apht hyl - C1- Cr- alkylsulfonylanlno phenyl - or
n apmshgt dineatlyl thabis taamhwibhow ﬁyt Hstoag in besweqny fo the recipient unit

n a I}EE?(}/ L ﬁ&% Gl k O ﬁ? %lgl‘??g r nd fgﬁrc%ﬁi}gyﬂlcat%n Ip%)&ﬁureo r

N Noda'evér‘"ﬁﬂfébﬂt‘x‘d)l'an@ lsedURgy SéesQKe aéddet unit 1ndlcates to the control
hydroxy-C2 Cr-al ky (mnth ;ﬁe hydrox not
25 1- poié thej tmymssﬁ@p@ff ﬂ@l CSHOR| GaBSEFIRNO @own} unit. Furthermore, the

(g APy SRR o i L e Bl hessBbe 6/ 4RMiming o
al kytrespormdihg nesqalge fythe controlagmitt Tiyd sanitdol nyit map lesmyrepordthe
napht hyl - C1- C7- alk%ﬁsulflnyl sul f onyl

&7 Sended pribibebiepd underarlyeh CERITSERRE §ies A ‘%‘ﬁk} fime) theflgetronic
&r ﬁ?:gl ! %@¥ l'%:e?li ﬁ;é f& Wf}ﬁéélr Bpﬂﬁélrecq?:ﬁ%tf DBl tallih FHeS Pkasures,

enyl -, napht
30 phan yﬂlfoﬁiatﬁ'ﬁ-@hk@rhmgnmmmmhmw;(m‘/(e g 1dent1ﬁcat10n information,



al kyl , hydroxy-C 2-C7-al kyl and/ or
Cl- C7- al koxy- C1-C7-al kyl)-am nosul fonyl, N-nono-, N -

WOorerwoe07398 N-di - or NNN.N -tri-( Cl1-C7-al kyl, hpdr/Bry00&n12605
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2-Cr-alkyl (with the hydroxy not in 1- position), or
-am nocar bonyl oxy and N-nmong., N -nono-, N, Ndi- or
N,NN-tri-(C 1-C7-al kyl, hydroxy-C 2- Cr-alkyl (with
the hydroxy not in 1-position),
Cl1- C7- al koxy- Cl-Cr7-al kyl, phenyl and/or phenyl -
Cl1- C7-al kyl ) -am nosul f onyl am no; where any phenyl,

ht hyl , ind l, ind |, i dyl i ndol j nyl
R,agg@iing ),grg’grnlagnoglz %ggyét?p@ra}g%{owaggr{, Iggcy)ﬂg%g b%?en?gail}rl] Xtored, evaluated
S . i SSHRRN Lhit WSk W pré s8R BL QRS Vel tetrcumstances
pr%gggﬁdaﬁlﬁgggplggg%r ap |hs unsubst iptruéggd or substituted
byofelecomimomicaionpr ef erably up to three, noieties

o R iy o I Sertior st gt e tiRn SRR iRk system.
t iy Ldd@{RRE Bibtrofi@hRssag8 BREHB/ from fthe h8er t6 edesipient without
broho or 71 odo, hydroxy, Cl-C7-al kOXy, ) ]
ClanGudia¢ckion pv@1thEgontrdl arit, the nesepsasx §toraga shpasity 8Rg processing
phenyl - ornapht hyls; Cl:C7-al koxy, . Cl.- £7- I :
prtenyrees R ERh tgl e e i SRk RS Rt ina
nagalid iihnet; slnde thétrkndmissidn pafhs Rk Karmeylal Awesiage aphfony ldecryption
or phenoxycarbonyl, napht hyl oxycabonyl ,

pHesyyhaydie sspagtady | oxycar bonyl ,  napht hyl - C1- C7-

al koxy beq: CaF - -0l i cabin between th
1- C7- ai’%ﬁq B dir” E‘%g%‘{"ﬁ‘ﬁ%lgg%ﬂbegﬁ %@%ﬁ Rthyl -G
1- endeal unytl and alnd reoipaeniv aniy whichydoee notsndedl emy Instagoe indrebwyéen so

gliqtgg{}ﬂo-né é%fct@;ld_lgl- pgai?éa gﬁé}y%_t%gﬁtﬁgﬁggvn%k’thenl%gerlﬁoryolfthe sender
Clifatndldotiondt e sedifiemwhitdaky 4thes inRimedigfyaeaiides., Thus, it
where preferred substituents are nentioned, by one or
nomey bé possiddethabtheidineetdy trassnittedimaisage apyted Bpaedes|afy
preferred,..unsubstiiut.ed o i

(SRR U Sy SUPRBL ok and forwarded) by
phafyihteehbdihte istace] Dineyitlis Bossibéawibt et intdrmediate instance takes the
2, 2-di phenyl et hyl, 2, 2-di phenyl - n-butyl,

2, BEFRABhERASSGESISAopyl , napht hyl et hyl ,

2- phenyg;d- Pyt icul B bRwAd -friendly electroni
2 DL AR SN e ey o
4- regishyred daj lsgsigth; whishmiayl mae it possible with a single computer mouse
5- C1- C7- al koxy- 2-di phenyl.net hyl pentyl ., where a .
phEHRHEC eeBREriciechPpicdgE S sredmbIyh = restpoheditmation feature.
sulpftd, teed)stef may Bsthbinb iRl sigddpiey nahser WiRsadvahtapastofd tiditional
substitutéd by one or nore, especially u? to three, . .
nopestilaegistartd peaibiwith e enst ansk tirme benshits ofelqgironig communication.

CC?- %’;t_ tgis%g%?g E)f %%@r%;[eg{iézelrn,ailt]Ml%rsgﬁ(é{ﬁggs'v%& @'«Js&ﬂnﬂ the same holds

W Frdhévedipiett When aF&ﬁﬂg/ thislpdedonal Kgdtroniategistered mail.
Cl-Cr-al kyl, phenyl, halo, especially, chloro. ar br

ono, .
25 hydr o xPursrmere, i ik BRsIDI e SPRISK pAAL o TeaipigRvOTkS with a

30

%2 _%%}1?(&? %&Fl@%é&?&?&?ﬁ&é#ag? %J&?ﬁcati?n necessary on the basis of the

anoyl am no, kanesul fonyl and cyano _
( Waseréntprfadec Fainytancyy thesiystem menbeé comaphtiblef witle conventional email
conprising an O, halo, or S via which it is bound is
nofMABBRFRRENE YRS M“W%Pd%ﬁ)‘t.lo%nsubst ituted or
substi t ‘1?139, ik é@&%le bt the §EnBEABIs¥n i s6xPmBdskSiiWhith ARIgl degree
preferably (52 /- _ _
of reception control. Particularly, an encrypted transfer may improve the security



al kenyl with one or, if possible, nore double bonds,
that is straight-chained or branched (one or, where

WQpPromshat e, nore tinmes), which i s unsubstit UPEHER2006/012605
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substituted by one or nore, e.g. up to three noieties
sel ected fromthose nmentioned as substituents for
substituted al kyl and from unsubstituted or
substituted aryl, each preferably as described above
or below. Substituents with an active hydrogen (e.g.
hydroxy or am no) are preferably present in the form
of tautoners in equilibriumif bound directly to a

c deved when séndingiocdifielential dnespagef 4t gndatostsasﬂwhntage can be

|t| s substituents mﬁt acti.ve.
PRIt B RE Rkt FrbEm i duE Sk i BHoES Ry idependent of o
prrﬁziﬂiﬁx@@fa&/n&?m%@oﬂ&ﬂ%mdler nore preferably C2-Cr-
al kynyl with one or, if possible, nore triple bonds,
that i qu@a@mﬁmgauﬂe@mmm by oteers qfowmeennil towresipient, the
E(!l?].%{l ur?%gSl otggﬁn%e'rssea\g@ t%r 1nsf¢éln(liJ L{Fﬁtrc!glté\llj 19)1%@ r%asder like

s ehem:ﬁxﬁan‘ Réﬁ’d‘eiTNO’$Be ff&[ﬁﬁférﬁﬂ@db@&csyﬂbé‘d driduBe tifaefa@d cost

subsituted al kyl and from unsubstituted or substituted
ardgvantages mayradjocheptgingd fog daccreripicat. dyghermare.mdjodhe operation at

S ol

Rl e ey bR o DRl i ol cp B ok

i ropecptor] i briumif bound directly to a carbon with a

triple bond referably at such p03|tlons Iltuen
w th aGraE hh s ghesente” iy e eemLND eI of the
S URSdnkibH eRehréy tHht tRE ?efceﬂaabltakeh ﬁn@\vlré@gpoftﬁé ui%&ya%k Eléctronic
aryl with 6 to 22 carbon atons, especially phenyl,
i maesage ofithrisenger. She praghr tegéivesarcrutemativsaoh §rhatifneanddras
s NELQL TRl &

qggr%zfo}éjfh%gm?%(blﬂ 0 reacrt] e%%ﬁ?@ﬁﬁ vyﬁ%g?égrr%sganglpg :%e%rﬁ% of
grudgghcgonsi sti ng of a substltuent of the formula

- (C0- Cr- al ky| ene) - ( X) £1C1 C7- al kyl ene&T@&
s- ( 00- GPespidpr gw@)&epprmé %eleetrca}lmg&trée H@s apgimy] email, for
b
e B ol R ) & B Ry
u mﬂdsthenune'dndt tlsw&s:tmnmtregistereg mdwsylstem WAy ho ingegrated.
noi et i as _defi ned ubst | tu al k eC| al
by hal o neaYHEBIRY Sk PifSRS oy e HisrhRR Gy matcally in
pherydcarsitic Mamhidhthdxle efekytdd. amh@aﬁu@yﬁag/ Y06 seRERZ00N 0% Mional
napht hoyl oxy, am no, nono- or di-(Cl-Cr--al kyl ,
C]?IT@?LWK’&W)‘W receivechy ﬂle@qmmnta:u@dmgﬁr waliaishideplas the recipient

| :
L AbAeRRM A SR o B S s lome
alvideixly tiﬁrrb@plyéht o5 actnall ppéneditiek Bessage: in tazd elm Itl(hea’lliidlyls not

of the ot her, are 0 or. 1 and each of X and
proPsRs b %WSIPF%@’E)@HU%HWF)P%P whechamryebesuseréeﬁr@d by_thguser of

Séhc sen@érqgit an g@of&anc [ Cgagl ggy@é é&)plw t§@1ezse§der
2 l\l\/\/\hélﬂ)slrnclMentsrnhchrcelg'e mheoafleclrwuhsgllstemderdald) ps an email and is

ut e | Kk S efl ve, eC| I

E}B%{F g e en e% itQ eb‘i_@m}ﬁ {i);?s enbaH ppe@tpg%lé%qﬁa@qd
Cleofthirth Elfé byth etﬂ@&% ehtl tlfé%eﬁdéﬂﬁa AR ARICBRY Fhke knowledge that the
substi t ut ent 7-al k Iene)-g X)

-1(npmrtmt rmskggeéne))e@\d)ecgve(t Igothe @Fcipigntiapd dlhas Yhereripient has taken

n }/‘1 Cl-C7-al kyl, such as nethyl, ethyl,

ﬁltopy °¥¥8Fopyl , n-butyl, isobutyl, sec-butyl or
tertbutyl



hal o-C 1-C7-al kyl, such as trifluoronethyl, such as
3- net hoxypropyl or 2-nethoxyethyl, w hydroxy-C

WQ2@7029%D>xy- C 1- C7-al kyl, C1-C7- al koxy- Cl- GFCHERR§/012605
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Cl1- C7-al kyl, phenyl oxy- or napht hyl oxy- C1-C7-al kyl,
Cl1- C7- al kanoyl oxy- C1-C7-al kyl, am no- Cl1-C7-al kyl,
such as am nonet hyl, Cl-C7-dl'koxy-C 1-C7-al kyl am no-
Cl-Cr7- al kyl, nono- or di- and/or phenyl- Cl-C7-
al kyl ) -am no- C1-C7-al kyl, Cl1-C7-al kanoyl am no-
Cl1-C7-al kyl, Cl-Cr7-al kyl -0 CO NH C1-Cr7-al kyl,
Cl- C7- al kyl sul fonyl am no- C1-C7-al kyl .
C1- C7- dhk yécipieht @xyNideei¢d the Eletrisiilc regidtefed-madikstbetMdriially in the
2-NHC,, -Cr-al kyl, Cl1-C7-al koxy, hydr oxy-
cfomyotg semmpon emaibHeywgvoxythis compmrienygjl mey have an attachment
al; I!ﬁ%Fm

u%é gfr%ilﬁ g}%s?n&% d ny{nathg rgéﬁré]lgrp E‘tdﬁ h‘1sf’a§i&ei _d89t_)le clicking on an
alakaxrlmgdno Kym npdyenyomatiallg siatt aashder fapplmadmtfhyinbtah@a a

phenyl - or papht hyl al kanoy| afj no,
Cfﬁ‘é?wélieﬁﬁ?d;ﬂf’?é‘ﬁ czohah Beadskeny| - or napht hyl -

1- C7- ahiganoykAiihP8p erpm&iﬂlt%'allg) %ﬁ@hﬂ%ld'ecrypt the attachment The
C1- C7- al kyl am nocar bonyl am no; - Koxy- car bonyl ,

hydntertg-of @m—edﬂxmhmgssmﬂ pow aglilaBie for Kexgeipient. By opening

gljﬂ;} 0C§72_ 3'&&)&1%)(%;%%)%} € giee 1eng$ut%nﬁ?%ﬁlly(1 il%s %%RSEP%VPH g%\ili )ecelpt
Cl:oﬁﬂm@dti@)ﬁ)ﬁ{esgégk'sgzhaﬂ litkeydend drapdit taé notebf Bé-reddiptyf i déctronic
or hen)gwm C/-al kyl ) - am nocar bonyl ,

cIoeEyagsl h%tﬂcﬂmﬂjl hal o- C1- C7- al kyI sulfonyl

Pyt Sl 0 S GE Hye p om

0 Ithcds;en(i&]mﬁ?andabdchirbg-thér'rdcmierfﬁimfﬁﬁlad ﬂxadsﬁmﬂt f)ﬁthlylelectromc
) sul fonyl ,

Cl- C7-al ka n Cl-C7-
NIReFSaEp r%?ﬂ‘b% r%ame?w taé@/ BaiB§9: ParticNapyreay Rsyperformed

N. Vll\!d- Qtrar(sgugsl&:? patRWaYdD d&%@ﬂﬁ&lhﬁ@ﬂﬁélwn{r&%t The transport may be
-Cr-al kenyl ,” C2- Cr-al kynyl , phenyl, naphthyl

h @tuealb elgetrgric (fesp)@tanm bymgansagdfan wethilisen Ifld;lne sender unit to the

SR Db Sk RS T Y Shhing  artcopy
0 rof!Eheyﬂles%a@b Byeprirathgdt By theadter uhipheimyporting theapbddyy physically
or heterocyclyl or trihal o(especially

t P theuseiBicHeeHbRY¢ scaemm@heam&gﬁagmgmm@n glegtyerig{prm at the

o e R P IERp s AR Uy b RSO AR T s ey Rmvine

anble wessage on hlteUSB(mka tydnspatiag thtdf$ B etﬂclbldiyswally to the re01plent

prefer sel cted fr pyr |, . furan
P et e e Mgt RERDHF Ly 16 AR witr thesgeipient

asinR§ HOWevef, tRARINQY [1iTe ’}rﬁy e ptidANYEAQ{dAaBPYAd/0OFhysically -
t et r ahydr opyr anyl - Cl-C7-al kyl, benzoyl- or

naqutsidrosf] aetmmmlssmll p@m @ﬂ tr@yllsmlttlpm éwynessage hﬁapmrmnder end
D TRAb R Th shiteal s 3596 B0 Rvc gk csbrhsiie a3l enyityine

S Uhghrde U@ @oepmcﬂfcaﬁtaﬂbbte t6 YheOtfesRiiss1oRr of theeel P@fonad hissegeitself.
to t hree, -Cr- noi eti es, (phenyl or naphthyl
orCanseqientt ycal grpyldelcf tlry seavis FstAm Biay|bsreTA® independent from any

s S L L S IR B s

néafetdeyoniermessage may be transmitted in any manner, for instance as an MMS
or by a USB stick or a flash memory card.



het erocycl yl car bonyl ) - oxy, (phenyl or naphthyl or

het erocycl yl ) - am nocar bonyl oxy, (phenyl or napht hyl
WwW@eooner®sdcycl yl ) -t hi o, (benzoyl or napht hoyl BCT/EP2006/012605

heterocyclyl)-thio, nitro, am no, di- ((naphthyl or

phenyl or heterocyclyl)- Cl9C7-al kyl)-am no, (benzoyl

or napht hoyl or heterocyclyl)- am no, (phenyl or

napht hyl or heterocyclyl)- Cl-C7--carbonyl am no,

(phenyl or naphthyl or heterocyclyl)-sulfonyl am no

wher ei n phenyl or naphthyl is unsubstituted or

substituted preferably by one or nore, especially .on
t o t hr demayhe dysirgfl Kyt theotl eqtiosic messpasy Fecarveﬁ géﬁ ﬁt‘%}%‘e‘ﬁ r
het erocycl vl ) - - G7- Q L F : en that
naBHPRDR Tih sy EhgEF Rl 3, SO AT PP Ho bR b hap
orth agiiMl Rydipiefit wisitlehmag aisoyde)denoted as the “recipient” differs from the
Cl1- C7- - am nocar bonyl am no, (phenyl or .naphthyl or ted
headdresespcingupb a soenanp drmommiutenzed ﬁ%ﬁlﬂ}?ﬂ%‘w%%‘iﬂ ed from an
al r . i ing the electronic message

5 hyAvSyY BRIRERN FIhE epalp Rk peaty dosptine .
Clan@byadréyitiimgrahsenywith amecassaRy Se@yptadrkiydycmt hafisr IPTOReR- )
nmono- ar. (N N) di-(C 1- C7-al kyl)-am no-
crawenifigdiofar bonyl , Cl- C7- al kanoyl ani no-
Cl1- C7- Bl kobhfiaiotivh schidhOadedrdiy @l da@xy@prabpaibodiment of the
(phenyl or napht hyl or (especiaﬁfy nono- or ch¥cIic)
heiheerdiopahay dlso badmpdethened Via@diuriitanse WiEdnr Ayireless)
het erocycl yl .)-Cl- CZ-al koxycar lradiGlat uni

10 crefeRinltaon it SAREAEAAN hondb bl dnd b unit may
N- s R1phohs, FbrdixafmpRphinbile pionehenyl  or
het er oc glyl)-aminocarbonyl, cyano,ggﬁBCV-alﬁ%Iene cati
whi ch i & isdsapessible fp dptegiateQedir maze VAN {5 Pgpumication
Clégzhflkyl substituents and bound to two adj acent
riﬂb atons of the aryl noiety, sulfenyl, sulfinyl, )
Cl- C7- ahksdréingfté my bxenfparsrepibodimengghe bgrtaiper file may include, in

het er. [yl)-sul finyl. wh ' I ' .
15 uﬁgqedétggl%/ tl%l}%{%éiegs%g% ég%ftp?rbﬁ%gtgllag %Egﬁlé%ﬁltgwglgg gg&eegéélrlg It container
DRy o0 B&ciptbiltds SRIE fdrAndthic@®y doWle Cidltiliy| themiessagemay be
phenyl - or sul fonyl, (ﬁhen | or naphthyl or .
heopsned pod,simpuléancpenty |t w@?ﬁ)@rﬁ atiaeBmEnt Bay hegrrchipd- This may
bstitut bsti .. .
:,Inr; u ,g%l‘e!glblléjlé‘?lgiitl?(gln %e&yggﬁﬁgﬁogﬁg%ﬁ&o?¥n%ﬁgg iFeecg),lent unit.
( pFSﬁmlbtl?ﬁfe, a?fddéh?ehuiw} ?Ebﬁﬁs?ﬁmgl C}hdz ne@age may Il\ale 1nstz§1led.C
1- C7- , oyl _ )
201 Gridtamidy or BIvERIvED: hERIPE PHERE BES BF gPerepRRy mEche
L Sttt R fsbitls e ofnfnideton P! foh Bisanoeyialay | -

m nosul f onyl ; where any phenyl or
napbinmyunicatiomwith tlscgomitrgl uwifivhi ch het erocyclyl is

refera as. defi ned for heterocyclyl. . .
Br ef er aa%c‘?f%m‘s’& regstEafion of, ﬁ?rb(% ?%‘?% 1?éc1]p hegg%e%)r,e using the
t etb AR @Tivh §Ydm, dBiARRY S RO YYsany magneluireitien pbih

mentioned as substituent of or as part of a _
25 s ulsstintunénation partnspshaveuegistersdypeforeling opRemativebn it gy be

the t recedi ng_par ' / ' i
suer g2 e SRR B s e LIRS BEFRY be sufficent o
NDieRhtIE thel éxd @€ hbmnari@cibe thefsagabttheeythesptwo communication
consi sting of (VCval kyl, Ci-C7-al kenyl, C1-C7-alkynyl,
halepti®is- C7- al kyl, such as trifluoronethyl, halo,
especi al] ' it is possible
1" var Hky P R AL Tes arp APl for Qg RO RAY s p

30 that one of the two communication participants bears the entire costs. Or, the sender



phenyl - or phenyl - or naphthyl-C 1-C7-al kanoyl oxy,

am no, nono- or di-(C 1-C7-al kyl, phenyl, naphthyl,
WQEb@nYr3oel- C7- al kyl , napht hyl - C1-C7-al kyl , PCT/EP2006/012605

Cl1- C7- al kanoyl and/or phenyl - or naphthyl -

Cl- C7- al kanoyl ) -am no, carbgxy, Cl-C7-al koxycarbonyl,

phenoxycar bonyl , napht hyl oxycabonyl ,

phenyl - C1- C7- al kyl oxycar bonyl , napht hyl car banoyl ,

N-mono- or phenyl, naphthyl, phenyl- Cl-C7-al kyl

and/ or napht hyl - Cl1-C7-al kyl) - aninocarbonyl cyano,

sul fonyl, sul fanmoyl, N-nobnoor and/o

na

cx-,ntim rad gy theamstﬁ cf@rmeﬂélﬁwa TBFFSRES WFlsreangCi}g%?féP%me@*age 1
er referr DNES a nR¥sA2ROWRE

e OF /Gl ns SRS My e bl KR 2eoshfg a it edBBiicas
Slé@ﬁdlhé iHe@hksbaleds @ey.cl yl is preferably a nmono- or
bi cyclic heterocyclic noiety with an unsaturated,
partially saturated or saturated ring systen1mnth

5 gtr gl;rgr %\Peg}’ ﬁ%{t&é}one éﬁ?ymgrpg&ﬁfn?fen@?rﬂahg%ohﬁnﬂiﬂ&atfoh@Qstem will be

|y one to four

h edx@ramomswemememmmcidymws elso boldffonthe mpnm@mtlen mtethod

P g 0B P R AR o o o, o

S Utgé Hcﬁﬂf@rﬁ Anft¥nd 'Y‘(?r tRE cHMfdt unk aBsordifg ththta hﬂi(ﬁb@endent claims. The
substitutents preferably independently selected fro

t henderbmitinayt Eradepted e sandebic alseivani¢ BESALY (0 1 pEAlity of recipient

ref.erably such subst |
10 PFUS BB RS bLFEL 3o R nFRTRE|Sf100 g e

][ i ﬁgsglagé megse %rart?@?tttﬁd gliﬂtﬁxlﬁly gf ?h}ead&rﬂldulaﬂgo the=ifferemy e
erapoly, unsupstitutea or su Ity et.eroc i S

S elransmagsi iy RIATASPRS TR le‘oerfﬁmﬁi i“léit‘Y‘é‘éaq %W{ﬁﬂlg%}

SYSTE | | | df tMERSAGHal
ThF® Meﬁ gxt%q\é RBP‘@' rrb)Ett a’ﬁk MRS GQM) dft a

cation c he benefit of t filing date
of miessag@anay Rasdjndted\n difatanbmanier, 105 m%e@a flpgreejof urgency
Decenber 2 200 nd of .US Provisional Patent
15 ApphichaRay fbef%rgé? eHFRIPENSed Decenber 29, 2005, the

di scl os¥fesfierttiCRay Be RedpRiitoigeaanR dliclectrdnés mbsn;aglq/based on
reference. The invention relates to a _comuni cati.o

Sysleetmmd' Basa provéadad by wser phike sendeppil Rog instance, such &ectronlc
f g ata ﬁag/ I(,ﬂ?t]g)éﬁn&tarﬁg% cogpeﬁlfgy\%ﬁeo % Ferlt WHEALiS Hiput Eil fHe8%er of the

e I nvention relates
t 0 séhdePHRIIY Y inkteRebalh e keysidyscoBeytandotsej & fragkeall, a microphone,

invention relates to a sende unlt e
20| neeRATIQSH CRIATIGEESY iha gr aﬁ’g’&?lp‘fsgh‘c“ Sface %% Oéggesrehd?r dpit or to be
i nye \Eﬁléé’&htﬁ%eaéeﬁﬁertlﬂuta control unit. In nodern tines,

el €ctroni ¢ conmuni cation becomes more and nore .
popul ar Fulther2 006 B0&h063nM maly beidspted to epesete the SeCEonts

o LD o B 16, LU A1 55 R REE cagt: g
r €Ghie find HESSR@8id O, § $&T8QENCRIG rheaRn STk senvohtonal

nessa t a reC|p|ent
25  encryption mechanism, may improve the level of security of the transmission of a

confidential message.

The sender unit may further be adapted to generate the electronic message as
an email including an attachment being based on the electronic data. Thus, the sender
unit may have software installed thereon which is capable of processing the

30  electronic data so that an email may be sent from the sender unit to the recipient unit



server receives fromthe recipient an attachnent as an
i ndi cation of the opening of the nessage at the

wo ew7pimms and relating to the nessage route bRCTNEPRIV06/012605
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the server and the recipient. The server transmts to

the sender the nessage and the attachnent and their
encrypted digital fingerprints and expunges the
transmtted i nformation. To subsequently authenticate

t he nmessage and the attachnent, the sender transmts

to the server what the server has previously

transmtted to the sender. The server then prepares a
dihgvihghs &n agRhmentfile e process@id égoniy dht4l S ph Sttddhehent may
encrypted digital fingerprint of the nessage an

d
c SAYS¢ Ratipacextensigny(Far ipstanger gl hee thaba seftwarg installed on the
the.: T ' i

- oL TER B gy B REREID R BITD JoltinBATRe EE st ina,

f iopgexaply] totauafmdticell pbpenctherpebsaige badet lvanhé tddrenatiba derived from
attachnent. It is an object of the invention to enable
atheX§151%8nt  conmuni cation. In order to achieve the

obj ect THekiIRAuAPRAYG furthef Bg'%@t&ﬁ&)' geleratesd R hcdde based on the
comuni cat1 on nethod, a program el enent, a

c cleptromic mressaga lbhd/onbated on the dentdaiaritd. A basheadepngnbe denoted

unit and a contrpl .unit .accordin o the i ndependent )
o P B0 Biof R s itOimias i b sian tomi S D g iformation
eah@d RMmiSor iR rmAMEMEd &to pRoEAEHIEEH Jrodf S¥RHE BuélSa
provi ded conFr|S|ng a sender unit, a recipient unit
ahashgodomay allowApran ygambeguaus iflentieation of aidocyrsenidangtthes may
t . | ec i.C- t .5
LPUGFASHRLR (BRI OSSR n BB hrddfprint” ot the

t meseapd. a sending i nformati on nessage to the contro

unit indicatjng that the sepder it has sent the )
el ect rﬁﬁﬁéewggrab@ayseﬁﬁ@t?@ewﬁvﬁﬁwh@ code {ghibe sppfrel ggit as at

I €GP 541 oMk Serldtn A ARIEHoR RiebBEE I MRDR, Ble@EhHANIN receives
message directly fromthe sender unit and to send a

r dhesinfrmiafémnergssapntormeerstog or supertise tho entirg|systaintso thdtany
recei pt

i nf or mat i sage indi gating that user of
¢ RS PLRETEN BB REG o B (LB b el
Messagdhe AaRief GhiNGay furded bb adaptedidBbad ¥ dedtpsiniyito eHe
the invention, a conmuni cati on nethod is provided, the
nEPHER] Vel s At leal @ Pge 94 the SeAding infermadtiongpessagre tiedeerypiion key

e [ j t ' .

{ P fipt 84 RARAR MY Chory B U kit B L TRD B 0firecty
s eediimgytha dsenypliiogkdyrtd ohiemetipient neis, shgkevelradiveturay ssefucther
unit to control unit indicating that ,it]he sender upjt
hdepioff- Hewever. Sinee i decnmen ey foentle hesomfiol it and tne

I @6tk g mBYbd Br8fsht A cShRuhRetidH ®th tH¥tetipichDEnit, it is possible

el ectronic ressage directly fromthe sender unit, and

s ¢hredithecoatroleendt provides tremedipiont unetswidly thefdeoryptipiekey so that a
nit. the receipt

ir li‘(%%fg#g rg'ltsgﬁlnﬁtggtgglé%lh % %anﬂsg‘l??é’l{}' sabaingher of the

reci pi nk setitlet ufibmay G@eicy 86 aldiRedlotehd Bthe cHMES AGR as at least a
part of the sending information message at least one of the information items of the
group consisting of sender unit user information, electronic data information and
communication information. Therefore, the sending information message may

include data like a hashcode, a sender identity, a recipient identity, a subject of the

electronic message, an encryption key and any other necessary information.



According to still another exenplary enbodi nent of the
i nvention, a programelenent is provided, which, when

wheing7®tecut ed by a processor, is adapted to RBGHEP2906/012605
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or carry out a comuni cation nethod having the above
mentioned features. According to yet another exenplary
enbodi nent of the invention, a conputer-readable
mediumis provided, in which a conputer programis
stored whi ch, when being executed by a processor, is
adapted to control or carry out a communication mnethod
havi ng the above nentioned features. According to

still arhstserder apdmplysfuthertieadapted to syinchiveize tivesending of the

sender unit is provided, wherein.th ender unit is..

o Tt aboghd Pl 5 e Bl e A0 LBC B e s asheing

el igfinheforr meRag@@ahe coaedl hit! ForandtfifcePthe BlectBhit med8ide and the
to send asending informati on nessage to a control unit

i riendigg infgrmation messageanaiebe sent frometBe sender wrtitto the respective

el ectr.oni . t ecipient unit. Accordi.n

o Rhe L EREA S DR P PnEith R oy RO of e

r enéesPaga(d) cambe ehsurq@y ovi ded, wherein the recipient unit

is adapted to receive an el ectronic nessage directly

from a drsgeder yaitmayhe adgpied irigeneraie Bieslecirapiomassagsies a
NEDRPIEsEPe] Bt ' i ' Raels-\g i
rresgg)gesi n%i@%tatl ngg%sﬁ ?bgc%&sl rssglfé:?lﬁgief {erglifngidgﬁt Bgﬁlsltn gd
hawmpeessionataritlenm glilectnymoncentip sl agmpreéksioa ratiomihrh othe amount of

stjll, anoqt her. e | ary. enbodi nent of the inventiop, a
o it e i GO TR o e i b BRLFS! S hiche o
adanbafksion VeRRRY YifiydeSREEARE ahdHRIRIpLAN AR BIARE JHif Rntire

a sender unit, the sendi ng i nformati on nessage
i rfyptemimanybe vignificadlysedersd. unit has sent the

i L

t hmitrbgoendihg an hothemidation FRSS@g @ the dbhtdliung Hehat senditithe
of t reci pient unit has received the electronic

e
neSEUBR IFRIAORTRATS RS PY AU dctioriRntg crtéoriedserfermed bitween
t hRe g&u%m%a%@ cBftrd %ﬂ%,' AR5V the %@W&ﬁ{ b NeC@eRPrevented

that is by software, or by using one or nore specl

el Sé@ploo}’_w apthgnticationatode or therikeimay, allohathe sendienumiaitodinaiae, a

or_in hybrid f.or that 1is b ans, of software .

cSBERNRLOE I st voB B R & R et ot
eXiRBBpasY cetEasth BRI GonBb] trietol tAY RPN unf n BEUAESEEA. ON
schenme is provided between a sender unit, a recipient .
uni t arideserdsnupié mayfprtherpampsiesalseftware elearent inghiding an email
r eglpi . it i gat: ssages unde

! R Pl TRREERAC R AT R S S ey be
s endpictelpiattagan iemoanyadxesting @ yutem Maslag orfditi @ tolf Yucht dhedmail
is.to sai/icvw'thout any i.nstance in between, to the

r SEPYiaRRticaienmavde selscly gy defipqdssorasyo aptimige s elgetronic
sirgpbtereanshif &§fenf OMTUNI cation procedure.

However, it is alternatively also possible that the sender unit comprises a

O

software element which is embedded in or which is to be embedded in a
conventional email client application. Therefore, it is possible to just install an
additional component on an existing email client application like Netscape
Navigator™, Outlook™ or the like so that only slight modifications are necessary to

enable a user to simultaneously use a known software client application and to have



However, for control and security purposes, the sender
unit indicates to the control unit the transm ssion of

W@ b®7eY3e3 r oni ¢ nessage to the recipient unit.PCI/EP2006/012605
Furthernore, the recipient unit may confirmrecei pt of
the el ectronic nessage by refurning a correspondi ng
nmessage to the control unit. The control unit may then
report the sender unit that (and under which
circunstances, e.g. at which tinme) the electronic
nmessage has been opened by a user of the recipient
unit. By taking these neasures, all informatiagn )
c oaviditianaly thernppedwmitinosand aregistergd magdrymegns gf ppplectronic
information,timng informati on, encryption
i nT'8YAeY i on, etc.) may be centrally stored, eval uated
and marBgeed itils,ithe seast it mdnbt addptaltomasifiparpévepethat a user of

overvi ew over the circunstances of the génqunl ation.
Thihg regiggieni|unias apcesseddbe plectramgmessage. (Jherefqre; 1B gender may be

co i cat.i . . i .
5 eabag R RSP, pRLAE AL e 5p RS g e clectronic
Wi fnbsyage anl thadfore eddedses @ vereiptt kmitanas irodaseinf 4 cortviestional postal

necessary sStaqrage capacity. and progessi.ng r.esqurces
rrasﬁg;ééeﬁdy @%4 howewgy ?%@%@%Fﬂ ém? fhus Sy asisn %ﬁ%lﬁ%{fzased
bevﬁggﬁgted in a safe manner, since the transm ssion
paths for the actual message and for a decryption key

may be Sepemderanit mnefurthenbe aiaptedito nawly anaavenidhatarysgr of the

d .. b . icati bet th I t.
10 ¢ e pfi R B e ARRGTE reneR ASE r HBlein A

betyeeding @ ptdieterhliRd ehresiol @ ting ine6abgR fordystiite one day, one
transmtted between the | ocation of the sender and the

| owaek, On 0B¢ MR Hae Rlsp eRtsitIp thababses maygiehias such a time interval, or

in i ryv] ool b i ; hold

t R e e PRt EpredBieRin e TR, RABESALY & it Birggho
a timerneivalthasendatmoy ke advivelyiisfomnaditay theatcipientdes setiopened
(e,g. stored and forwarded) b ny. .nterned ate

15 | nimeseingo tra esepigehn pte Fiiptap Sl & Radroest the
| NSERGR 8 A& tHRQeABRARUE diurP&H DL ffhSfint PéSIAg@should be read.
system may particularly allow to provide a
user - f r Thawticipient apit meayi ke adapied te upen rasPipt ef/an acepss\grmeand of a
may it .possihle w.th i e t
ol e ot BegesiBRACUL BrofideR el e BRI s 5 B e of he
I € e b inft OS\chrafiict €6 chbmatant enay Belssdoubleeclisly 9h arcompyter mouse
conbine in a sinple manner the advantages gf a. . .

20 ¢ r geieny hen copwaang whigh may heaovided byg vt o theagdpientpnit to the

tig%gggﬁ%hhg%igﬁﬂghggﬁg ni ¢ comuni cation. For the

sen of ‘a confidential enmail, the sending is very
easy, aHdweher, temecihehtsnif may further be aduptadt toywpen receipt of the

openi ng this personal electronic registere i, .
P uabisar poaand S ErEe e P aEsirao Qe oLt 7O Re
r ??yh’Wi(ﬁHé a¥REKSD M4 ElRctPork @RSk OMRtef&idBol impPEWe th€security of the
w thout any nodification necessary on the basis of the
25  system and to provide a forgery-proof system, any misuse may be prevented when
the recipient unit authentificates itself at the instance of the control unit before being
allowed to open the electronic message.
This may be achieved by sending a decryption key from the control unit to
the recipient unit only upon receipt of the (correct) authentication message from the

30 recipient unit. Therefore, it can be ensured that the recipient unit can only open the



user interface. For instance, the system may be
conpati ble with conventional enmail managenent systens

WO 2002/0M9¢F osof t Qutl ook(tm. Thus, it i s possiPCEEPNG012605
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the sender to sinply send nessages with a high degree

of reception control. Particyfarly, an encrypted

transfer may i nprove the securitylevel when sending a
confidential message. A time and cost advantage can be

obt ai ned by the sender. Furthernore, the sender

interface may be i ndependent of a mail programor a
network provider. Wen transmtting such a nessage by .
nedlfeynsed electeons messagabased pptherecrypten key whichris Oi%la;prowded to

S| . . .

come Bt HEE5ART unl AR RBLAGF ihbtcRion. e

t r ansf evMormyei) cheancipient et magd bt Adaptéede paovdde askss to the
advant ages may al 30 be. obt ai ned for the yecipient. .
FuFlESEARomEssagy Rndeqeptingdha eleeffome mepass By msretef the decryption
rray%e i ndependent of a particular mail programor a

net wor k operator. Com ng back to the sender, the

syst em Blox@ntiohgnit mag firtidir be adaptaf totsked, iupue rdceiph of the receipt
ensures .that the recipient takes knpw edge of .the .

i BTN BlestaEr dhy AR fipadopmessAes Wetgg é‘ﬂ‘gg"r‘.‘m‘rﬁ‘ée ©afjgraption

I emiseSinditafhid MARA uber ©P ifel re&BichOlhifItd db@gsddidafad tfken note of
the possibility to react in accordance with a

cotheelastamic mysshagr Blis gonfirmyéing ynesspige mayrinformythg sender that the

9 e&%%s%&% hgsha%ris‘ltdeﬁttlﬁeo 'cff)iern?’g I81sc’1te L& ﬁ?sn@e'eln o%gne%/rn% P?lhe recipient.
enar T 2f or 1 Nstance USPng a conventi onal Penal e ent

or al t eTiwedende uhittandpleiekipicnlt Lyit atly bstadsbtedriirla ditecent

in which the el ectronic reg%stered mai |, system ma

b
i nfpPHRicEionTHiEh ey tnotheray hodtagatepRediairentity thae%atvgf@n-
It ?h EfoRC AR e @Y hTTBEHGR +§Sf SH?TI@ %nﬁlylﬁ:g}éf)ﬂaécfwmclhqs very user-

whi ch nmay be encrypted. T sent as a
c ofrieadlyi soregnodimee dndocranputatiobel resmecevieténkiye toresuming instance has

reci.pi.ent di rect .. on as the.recipient

op¥€n 1Pﬂglle?j]rhe2\?re e§eéwg%?nlﬁ%§ﬁstggﬁe§m}%"témgonf! rmation
messageat Redtode B9theltenddr Rt Ahe Ydigiéht AR ah€ Gidtofftbl RA6may
actual |y opened the nmessage. In case that the email is

notorapsess @t lepst ong oif Hheegipupansisting of 4 pEvegreompEten# eienhegmputer,
b - def | i :
oot SR B, Dl BotaSlon e PARR i ol povic

ThphanecTlpirefote, tieydiffercat steitich erecdaelc idapradao cepntinévagdvia any
mail as.an email and is therefore e,naagl ed to
ef $IEELTR 5165 AR 1RinohresiicteddfgPRventignal campisTs he

at t achegh oM Almestidn éy@tﬁmmﬁ}hﬁe ﬁﬁﬁlhp&fa?hed $P§c&ﬁ&q§{cation of

may automatically také know 'edge t hat e I nportan

methsagalehasit bador oftbe racgrers ynit hed/oe of the eontre vaittviag
the recipient has.ta of ,the nessa

B e e ETEHATL gt 140t e SR Rgiork of the

el gehp ephststnk)of kit Inf®net, an intranet (for instance in a company), a WLAN
(wireless local area network), and a mobile communication network. Therefore, the
electronic registered mail system according to embodiments of the invention is not
restricted to any particular communication network, but may be installed in the
context of any desired wired or wireless communication system.

The use of the communication system may be enabled to a user of the sender

unit and/or of the recipient unit against a fee.



formof a common email. However, this comon email may
have an attachnent including the file transmtted from

W b@70®der. For instance, double clicking on BEI/EP2006/012605

10

15

20

25

attachnment itemnay automatically start a reader
application, for instance a ghareware reader or the
Acrobat Reader(tm . The reader may open autonmatically
and may decrypt the attachment. The contents of the
el ectroni c nmessage are now avail able for the

reci pient. By opening the electronic nessage, the
recipient automatically initiates transmssjon of

r ecei ptTheciontrekuny Bay ﬁ@ggtaijea fist eamrol ey Swhigh FUW a first

OB gLl UL SFREOR) £ TR BCicn o

meths &g pmwdd@ enjipinf omamcr ﬂtaaattnangmfmomf & eem;lemhessagmﬁbm the
and reachin é& reci pient unit. The trgnspor g%ge )
el EBEGTAWItdO SRontre) iRy fsadicativsatanydentity phiba sepder unit.

[

e B o R eliol BT uMief g e hpering uni)
unéammilitieativelnemplet torthe first quntrel gntity. éIEr'terfusn qon(rbkﬁntlty may be

u nzﬁa aef‘? %wpg@ﬂg §fgt{;|1te? H}qgﬁg?el: klrége;gttﬁgg f%) eFectromc message to
N Okl ARt 6im (R OSentESINANE Shd DA cIPRACHMAE, BB aRaddhisl dRsage
of the nmessage by printing it by the sender unit,

t riaakidimetconignt sveh s (dﬁ@awomwlwu igfarngtieny heshecadecstp) emthe second
u n(l:o ro?@n%t? ? A 0 Ty LG tﬁ%e%?rgg o gr?i ?rhtletgﬁser(l:oq r3ware of (i.e. does not

ronlc orma

u nltrto)w) thd identyty o ttmae"ehdal unjt. Thes b peoviider ﬁﬁayrconﬁﬁﬁrﬁmewhy the
copying the nessage on an USB sti ck, transpPrtln t he
O

gt 1B AyRITEST ﬁhyt e PrOYAder kBo WP Bistideptity Of apger of the sender
COR¥t. 'T'%v&engr TESRALS: bRy 4 ?nrn&gcactfoln%t\ﬁ Q&nahSHRE @&ﬁrol entity
unit o the reC|p|ent unl However e control unit
meanddabe prooud dexdrol eﬁumyo'egandnag lthe sa:ndlq!rotmtphgl)sbfcaidnymous so that the

out Si ans th of trans

o uigBnfts ofnetiehd Baan mahne Risbrboht SESRLbEURE sbfS Hpwever. o
MetarsR&IbnIBEYE iAdicatirpOMyHoRdhiniéhtion incfud Mgt thea§thinp, L. )

i nstance, but does not contribute to the transm ssion

of beteerethe dirstoAnteoliratityagd the seprd canied eptifymaybe gored in both
PT G tl{gg fn é);na[uli]e aq ra}{ ﬁl%lvci)fﬁ‘:}l %B?n%% &8819 P& ﬁéﬁgﬁ?ﬁéadaﬁﬂtldentlﬁed

fromany par ransm SSion channe

f | laxer BT Huis whet cdnbﬁleﬁyg betintrapyachien hispreyadwill hepossible to
el ectraonic ssage may be transpitted in ny manne

£ obnaTRERER TROTR TSRy a?mwngawsmgﬁid (BF denfyzadihe sender
TERL Hofedifl tHetﬁrQiBébn%l Qﬁﬂ' iegbckfiaty. Thi c%h@ébtt ﬁfé@'aﬂow for a
message is received desired recipi ent may

al smspaedtemmmmla@oadnstawdmésma'ehakd—mmp@mbw for r'ﬂafyﬁrst control

dcHBR e B vidk e FEepErantet oy Pl er B Bl GTaae

| Nedtifident@al HSBAAAtI0H refd gmhe%,&lbéﬂm@teﬂe rreg:drwmg ieiN@ient(s).
prevented from an access to the content of

el ect r ohhesendergnessagsmayebe thetsepding indoraation messpage, particularly
meﬁl%? Y€ the sending information message comprising a decryption key adapted to

decrypt the encrypted electronic message. Thus, the second control entity/clearing
unit may handle a transaction of a key required by the recipient unit for decrypting

the electronic message in an anonymous manner.



and by providing a user wth a necessary decryption
key only after proper authentifcation. The
W@ 0ormrident i on schene accordi ng to an exenpl arpCT/EP2006/012605
enbodi nent of the invention may al so be i npl enent ed
via a (for instance wired orjyreless)
t el econmuni cati on network. In such a scenario, sender
unit and/or recipient unit my be a tel ephone, for
exanpl e a nobile phone. It is also possible to
integrate one or nore RFID tags in the comunication
system _According to an exenpl enbodi nent, the
cont ai nElRe ¢antrel wiiy miaj cpuARESe 2 ﬂnw“cvr@mrpbwn@o(wln@h may be a second

é%@%%{ url’ﬁQe onpn ca%Q/f {yh X leﬂ% ﬁl%l}g&@{egtl %g?&hgéiﬁ%ﬁ? 599 client

con e on I'en
I né&f theeecoly petoiidiEr @nit) i'anlinﬁ@er lt}hﬁ afffaa§Agsiondya l?&lpi@ﬁ medsage
and, sinultaneously, sof tware attachnent

exBetireatithe TeqiRICRHIY qnidgb%ﬂmairpopﬁglt eantlﬁsaﬁ%cwea% an identity of
> SRR 08, T LR SnEOTEARY 88 HHBREELE Bt o
t hmectmads sag®] emytybEhd thetl abhieol. enAd;dmhy beaddpyedap exchange data with

ernativel istrati n ow may be o
2| PRt Bl S magier Qi Bieaoandianeol sitpy not aware of
c O(I‘E'Jﬂd)éé%t Iéx'ibv%ytﬁé fdBtityst thOSlcHIGR uit ATifhs COPIBHHE Rlaly ON
with the control unit. "Concerning a registration of _
s eoetemupicateoyith the rgripiant Upétfio aananienidat the prayiden khews thendentity

10 2B erit e 5 rish Wkl lode Sy M R A foforhHaion between
bef}@rtﬁlha&ﬂltroﬁbﬁtﬂ&ﬁﬂﬂ kheRde¥ond dontrdY eldity Pepasdity &etr&tfx\ﬁleﬁthﬁnt may

regi stration of a _single comrunication partner

sub¢ pranymous g0 Brahihieddentisy elibp seripienifuny VCIHrﬁ%h? lS%ﬁWbe the
nme
S TRORP A SRYy. HERE Py RATHH B8bHPBaRHiME i onluficarion
sybtterpn it thisd pargml bhtétytahd thaseeoraf cankrel ¢énidy may be stored in both
cormunl cati on ticipants bears the enti
15 ¢ P BVUE ot BREPE T hapy RO HERaE SHLoe B aGkah o s, when
e gSRURrinPBEMARMsARIOR HXtoris 1h BEmBRAESY®t Wil He RRsibl'te
the reciprent entity may bear the costs for receiving
a MsoBHet anyeonuavnicationiinguding thridenitfi of thefrpapientmit stored in

fu {l}erIﬁ rd g{ﬁﬁrr% legtrltirp?ngge%g 1S géncte&trﬁg)g gfﬂg&‘ n% ?r%ﬁgﬁe%Pcy of the

aI sémi@hitafie hisloey Sahmunhake itai’wspmtlhl@ dor thethitdw@ntrol entlty to
conput er -readabl e medium for the program el enent

20 t haroevidedhs sesand conteyl epty (prdipisheg Airst Gamtrol gAY awthtq%ﬁdentlal
ﬂgﬁﬁrllatl%ﬂ'ré%fag@lﬁg 1oy %&B{eﬂt Ellﬁ? ilengd %]‘%QH ir Eh@hdd$- The

uni t ted td sen e ectronic
rrESS ageTherezipién nadssagg nody et ilgaseorte of the group consisting of the

receipt information message and a decryption key adapted to decrypt the encrypted
electronic message.

25 Thus, a sender user wishing to send an electronic message as anonymous as
possible to a recipient user may disclose his identity only to his provider server,
namely the first control entity. The first control entity may then store the identity of
the sender user and may forward an anonymous message being free of the identity of

the sender user to the second control entity. This may allow the sender user to remain



units. Thus, one nessage may be sent to nore than one
reci pient, and therefore the nessage may be

W e@nemsi ed a plurality of tinmes. Particul arl RCT/EP206/012605
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di fferent transm ssion processes may be perforned

i ndi vidual 'y and independent{sy. or separately from one
another. By taking this measure, properties of the

i ndi vi dual nessages nay be adjusted in a different
manner, for instance a degree of urgency which may
differ for different recipients. The sender unit nmay
be adapted to generate the el ectronic nmessage based on
elaaenymenscioy aleéyﬁﬁmw@ealewcemos@ theffirsttrontrelnan¢ity. Such a

For nstang, lectronic data may be a text or
Stemr%%f ]tde%llrjfgwgle%n%?ﬁ tar"ﬂ which is input by the

US er ofA tdRresniaiinibatidn behwéen thé behideuseét andthk BNt wWer via
conputer npuse, ~a track ball, a mcrophone, a nenory
c dheiF regpeetiye pmvadea sefvenshnaregly theefirsy goniret entisy agd she tlmfd control
t | I t
Fu%?l%lﬁgm mﬂﬂ: Pe Rétg% Zié%}%oﬁ ('tﬂ%nﬁgr a\gfd tﬁe Ihlr% gg{'gleernn \ are ‘aware
garfan ad@tlt)h@f théle edspeative chaﬁ?.\&gﬂeﬂ&eﬁfbcﬁﬂ@ft Yipdr} dvhereas neither
elgctronlc nmessage by encrypting the electronic

BF Ji5Esa8eEs 45 angd amoasihe alrebeities are ipdisatrisod ﬂ&?yldennty of
MBRD fesPlctid 9&9¥BFH§ 8
B R YR e B N BB oftne
condpedavetusal. nessage. The sender unit may further be

adapt e enerate the el ectr e as an enil
ol v g aSSErR iR St sy e sSaTERed Ao LR oM
datansactidd $nankfén v\ﬂﬁém Ubbirficul®Yy AxeandAYTh¥@ @earing system. Such
installed thereon ch is capabl e of processing %
eI asdearngi sastaratraawlqmmmmgé ﬁramacnms gpenympesly mimahhe a

[

A prhs B EE R BB e B BT sich an
at t aC h nﬂedthtlcrmj/ly baukberaatpml)t laCl¢hstione st tieproup ¢dnsisting of the sender
instance ".rgf") so that a software stalled on the
r $&ipl q@ﬁ?“ﬁ‘ﬁ?‘t““&‘aﬁ“‘b@%ﬂ?‘éﬂﬂﬂ%ﬂ Ye %QB% fer prgventing
delcdsBibiIfy tR SRS oR indRRAZE ﬁle%roﬁﬁtrh&gﬁe if cade®hat a
automatical |y open the nessage based on th
| nﬁ@dfmimllmd atfeehmernd té ﬂ@mlttdremexn®n@eomlaclﬁlng Ecafndmnce such an

t her, be ada ed t er at hashc
bbb TRl et e Bl BB e dr AP S i Bl R decryption
e|(ﬂ¢ﬁ€ él&tfbnﬁiﬂlhessa mag be adlenfFBdindEoctiaiat fthcBment. TRIdGnay allow
whi ch includes information |ike user infornation

arﬂ}? EMIURECARON SYBSAhiganéica pltachments saehassligign signatures thereby

ISR 000 50 AL, ol LA L SBlURE D st

i Chéant (Dﬁthe transomssidn af e eleneonic neeaschgt buEy wiltesh .':Béﬁeowl z&tachment is
Iflcatlon since it may

.l.'l Pa;tt%éad elecéqontorfge%oardgay automatlcaﬁy attérlT?l tﬁe attachment to the

electronic message without giving a user the option to prevent such an attachment.

=

Additionally or alternatively, the recipient unit may reject the electronic message
when the special attachment to the electronic message is missing. Additionally or
alternatively, the control unit may reject delivering a key needed by the recipient unit
to decode the electronic message when the special attachment to the electronic

message is missing.



The sender unit may be adapted to send the hashcode to
the control unit as at |east a part of the sending

W0 pfoaomaed on nessage. Therefore, the control uPCT/EP2006/012605
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receives the information necessary to nonitor or
supervi se the entire systenjﬁp_that any m suse can be
securely detected and prevented by the control unit.
The sender unit may further be adapted to send a
decryption key to the control unit as at |east a part
of the sending information nessage, the decryption key
bei ng adapted to decrypt the encrypted el ectronic

(rjres sagebartipndary, dressendsr unittmayi beeatabted sfanﬁihmr};atdrﬁlse att?ching a

o the recipient unit, t eve| of
sarel el fheben S S Banit it 1t dfpesothemthout auser
desfith@sdnder whtyhdvingS@dppbRukifitoRBide Whethk ihe%%s{i%esthﬂlé be sent

control unit may be brought “in communi cation

r e‘?ﬂﬂb Pewttheuithe attachmgnty thesith¢hmenh atay tbeautonmtically atriched to the
provd L PL: it with the decryption key so

P Rars Sl B8 SHERL ONE o dloh i ag e Be Beciren o be

| satioblieali th élek: mddseges VST a #BipienfBots heteb1RthORefABOLIEE of e can
send totélggsé:‘%gtrol unit as at |east a part of the

s SRS @ftathmens efthe user spelnas anpelectrsiiq ¢eatificate. This may
| Qi8R dt AP o skl ofc sender

unit us ert i r?lflégr tnlg nl?er%flg\g%rﬁ %g gﬁl{gﬁ é&#%n oorf % ?CBﬁeran d
conmmuniBetpretetdrmiredrattaclonent Twgroefrpties atlogst 5806 1h group

U 0 RO BELR, S e SR s v

t I tied RAEEARICaTBNEAAEN o PR UKD OF MRIkAT KEY, AR, 18BY characterizing
ot her necessary information. The sender unit may

f Friseieef the sendspenid Thesesattachments precartificaendayniypchile tights and/or

el . [ RS jrectly.to the recipient unit_ an
¢ rEHGRA taRaRaR8y e Gk phEb B i st gnebntor
c emnample fonortlersfo ko a sbiapetencelrbri &l @6 of Bl el BEFARC LERTs

the sending information nessage nay be sent fromthe
s@ﬁa‘gFEmwl?"g' 5°8de%t9%§ﬂ§%vae’gdesti nati ons essentially

si mul t anaRUSTIYwnE 4 bifked : rapsm_ssion of..
the message(s (I:l g’n %e eenlgg?%gghqﬁ%g glgltr? féaraﬁ!lu rﬂr’tzatflr%rﬁlacﬁgrdmg to
ad8skedplayy mew daftiee wbetionovillberiessivgd. Hsis ambodiment may

c d el.ectroni.c.message by conpressing the

o P PRATERteE 17 3 SCegtit i WRIER Tiis b PRESCT IR maogianss e a user of the
| iséeriennyit (saispecific pBAbn SIS &g g} 9or i thm  the

anount _of data to be transmtted beétween the three

enti t i BsSushpnsEbedimensdhe vser hhthetsheder tait sraydwiiovited to provide

' . .and t.h tati | buyd
L N VA

s efiligror lus iassymyt, bte. Thkapisteth in@y tHentvieARPth c6RBIHEk 68 FHON

W é(g .t h? cont gol t:i:é]i t. by sending_an authentication

maCEHgRal prece pLidepitication ypfprmaliong fos instange meyioal theswsdr ofthe

| BErerRit i B SR deBY BHGR U8R R bl Bk @ S

ooy e beﬁ%ﬂ . edt¥lep YRR & blaeadur? may be
performed by a human activity or completely automated. If the verification
procedure is successful, i.e. when the provided additional piece of identification
information turns out to be true or the identity is verified, the system may provide the
identified user with access data to an identity file such as a key usable for

communication via a communication system according to an embodiment of the

invention. For instance, the user may be provided with a password which she or he



the sender unit and the control unit, m suse of the
system can be securely prevented since only

wa@eionemvirat i on code or the |ike may all ow t hePGERB®N6/012605
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unit to initiate a conmunication with the control

unit, and only in this case g transm ssion of a

decryption code fromthe control unit to the recipient

unit may be triggered. The sender unit may further
conprise a software el enent including an email client
application. Therefore, the software to be installed

on the sender unit may be conpletely autarkic from any
exdas inpwg o g8 {rteanetpage: Hporcoipdl of supls a passsigech thaseadeiunit may be
cld a [ ' sel. Y fined . .

o ResE B AGhlst BB Mg RUBGH LYl D gBRiRRabE
Hdawfy@ktiod &f the ugdrt Biip &dehi 8] e a5 beAReS Fdelsebdelidént thHimunication
sender unit conprises a software el enent which is
enpdyaeginient gpd waydarm hethgsisdoemptifiration tp arecipient of a message
CNERlh %F@ilder?tf%dl usgé foShe e]%&)%ﬂt ﬁglg i the \J3EF &f R Sendb unit has
is possible to just install "an additional conponent on
arbeenidehtified appmopriatélyent application |i ke Netscape

Navi gatQr (tm, Qutlook(tm or the like so that aonly
sl i ght T?PBSFQ CSOPfAARRE- éemﬁée@g@gl.ag)ytdsn%ﬁ any Efaeanﬁg@rlgtcentents

Si JTAh AR iNstdh28 iRark ARM b1 SPIENRT T dRMin It a$cbRfin a
and to haveadditionally the opportunity to send a
r ggéssagertedymad mayyneladendifisfensa mashgemend mfermatiss aw. container-file

CNR0nE o8 SRS Rl RY P SR e bl aion may
acesBRtally Cecolficé WAVhkiNEsSaaRagelid prabMraad id ©deesBipliBfed or
may be directly infornmed as soon as possi bl e when the

r UPSNEAt unit has read the el ectroni c message and
therefoge i ' 1L Aar '

conventh caSroD GRS pEpioBEh uf' e vl by R5E atsefto

el geatrateranceni o whigh dar thes baiséiit aacardmgitd embdodinents of the invention.

i ncreased velocity. The sender unit . further be_ .
ROR5P TSP FRFHA R rdeD iy ! APYLEN A gmgifgromram. It is
I §50sBbRMb ubkliht chatr MR hdAESEREE gbitRat RIStk OSh &l TRRIAHE
during a tine interval exceeding a predeterm ned

t neparatsl eghaili pregriamt is noeded oRequirgmenisfompring ek agagatordgs pust an

Weaeclc(:ecfs g %&%orrrltﬁ {H«I; EheII}lte{'nse% éarllds g 8057 Iacbclow\el?ltt. QQ th £erdatet may use a
may derine sucn a tine interval, Or sucn a Ulne

| ndpeciviglor@ith® TCPrieshtefmedpiofodoher thy sb@fMonAhb®h SSUXtandard for
of this threshold tine interval, the sender nmay be
acerWEconicsHonsERr INBANCS, BRCh REHPEMAY HiPAHHE0&G S lag TCP/IP

_”lﬁteﬁ?e‘f?ﬂﬁ&o‘f.et' so that the sender can use _thi S
information or may contact the recipient to informthe

reci pi dhirthehmadre an‘“raadpehnag be ipnpadeddaasta reabarighsotwbbfor
be read. _The_recipi

ient unit be adapted_f o, .uppn .
¢ OB o LR o ISR EH SEPLYdROp! fige wil he extension
I ecight §RbrddPid useRU&YA FRIACHS DmnRuriEiiol &I Béess may be
nmessage to the user of the

advantageous, for instance an Internet access, and a corresponding user account or
member account. Such a reader may use a special port of the TCP/IP internet
protocol or the common known SSL standard for secure connections. For instance,
also this reader may use port 8080 of the TCP/IP internet protocol.

“AES245” or “Blowfish” may particularly be denoted as encryption methods

which may be used for encrypting the data and the electronic message in the



reci pient unit. Such an access conmand may be a doubl e
click on a conputer nouse or any ot her comrand whi ch

woreap7/0239pF ovi ded by a user of the recipi ent unPECT/ER20061€12605
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recipient unit via a user interface. However, the
recipient unit may further bg adapted to, upon receipt
of the access conmand, send an authenticati on nessage
to the control unit prior to providing access to the
el ectroni c message. Therefore, to inprove the security
of the systemand to provide a forgery-proof system
any m suse may be prevented when the recipient unjt, .
S Rt ile, e sOmPBIFatign iA0e IREMEHEAY BF SROTEPED NI GES245
uqhﬁmggkg#e being all owed to open the electronic

message. [his may be achi eved by sending a decryption

key fr dtHdsh@deshmappartioularly be tbmtedas faigentrinimofia leloy of a text.

upon recei pt of the (carrect ut henti cati on, nessage
f r D %swgnmgeﬁ Pi edie t%%fels:ulﬁ*t?éﬁﬁé% pile may BE perpliSERE Py gneans of
thata liged REhROEITE isy¥stibead defRiMineRaRtHP &SAkInY BheBeen modified

el ectronic nessage based on the decryption key which
i sinanfily bptveeen thedgeneratibe withcd geaort andrthe rdagingvethcoreadert When

unit after successful  authentication. Mreover, the
re@Fﬁ‘F‘%ﬁ?&‘ﬁrﬁr‘? ldr‘?ﬁ&’lcaiethﬁﬁgepllsé‘%en?“éalpr ovi de access to the

el ect r ogj CatfREMBAE Yy KL FideRittablEedlth &n emeil! WBBh Sending an email
nmessage by neans of the decryption key. The control

unthe afteghnfent mag comprisgitistcentaingr-§knd, upon recei pt of

the receipt infonk [ ' [

mossagol 1LPhakEn e} BhdlPe BRgRord bR Ll b Beorypt data or
i n@ik€ dhug)ghit badswardisay befusédfer eaiingrund detryptids The key length
accessed and has taken note. of %ge lLectroni ¢ nmess e'bl
Thingy b6 sFlpsteehin Bish ABRPRGES gt 4 dpstrdicanes Uereratty {yofftainable.

the meSﬁﬁ&?ﬁt}@?}l@Haﬂg\bg%eaéﬁntdﬁ%r&ﬁ&iamoﬁﬂé cSnSbARa@ifwith the

has been opened/read by the recipi'ent. The sender unit
anservdrer cemiqliueitmayrhet encepptdse Irmthégoatext, ot is gostible éq calculate a

communi cation wth one_.another w.th an .

" oY Rt eaohe e S EF Ayt e il i key exghynge) with
eagtichNEe &rimtnicaitShapps tadirytey. be provided which is

very userfriendly since no time and conputatiana

r esour cBadhhertRsirgeei vasiaEihimey crmensmEassigacd puygading term. When

iuﬂl te.aelrrk?qf R&tr@@e%]edt (ﬂecofiﬁﬂﬂ&f w%‘j.glirrltthi"é1 .@egmt, tt}ﬁesreﬁ(‘férﬁlilaeﬂreceive a

east one of e sen uni t, reci pirent
Uniressage covernimnthe montactdss vhtheearmdno te ratipleeatist one of

the .group congisting. of. a server. conputer, ~a cli.ent .
conput ekt 1s %osa i’q(tpdgsqg)gﬂﬁgﬁ)&:tlcugrlp/;ﬁ%n g%i}rﬁﬂ’(dé ro’f mgmbershlps in
PeiRAYEmIhHhd1Fus@SREQIMRBAd mRABePaddBit! Thd@P Secount may allow
Therefore, the different entities are each adapted to

c ofaruedeptiorofinaila dtymey be free nf chatgsy Tbe membgr pecoppitmay further
kS SRR SR et
conmuni Gadhe @llR¥ing, a system for and a method of monitoring the sending,
receipt and integrity of an e-mail message according to an exemplary embodiment of
the invention will be described in more detail.
Next, an overview over the system will be given.
This system is designed to provide a service for registered (or certified)
delivery of information via e-mail. This service, using system and method as

described below, shall facilitate delivery of registered e-mail for both the sender and



the sender unit and/or of the recipient unit and/or of
the control unit via a communi cation network,

w@200rzkarly via at | east one communi cati on nRETBPH06012605
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the group consisting of the Internet, an intranet (for
instance in a conpany), a W.AN (wreless |ocal area
network), and a nobil e communi cati on networKk.

Therefore, the electronic registered mail system
according to enbodi nents of the invention is not
restricted to any particul ar conmuni cati on network,

but may be installed in the context of any desired
wiTP@BieB} ang redpasompbexitiesiic admparisoy $6 knowd hevides Tafs sybem

i ' t b bl ed f th
S TR A TR TterOR SE PP 5! {oblninsRgHifrge sender o

f eddrEbeeCDINiE iLAchiéNed a9 R YeveFDS L& J.i
entity (which may beaa fei rst pr ogfl%e{hgﬂits??%g wﬁ%c}l sender and

c SRAIVET BAYS 3lEsady Housst Ehis utotrfabicalbneliaminates b1l pyadvigidnswich
b ' finst. provider unit). in a nmanner

¢ Rufer it S hayel bt Leh R e apding ofprman n
seneskessiomit to the first control entity is indicative

of an identity of the sender unit. The control unit
may corpfPEECTY 8¢ Bistheden be stmpmarized/as(fallpel may be a

cleari ')Qseﬂﬂéxtﬂla)‘;é_l}ﬁlgﬂp ISGRf zinvee-lrl{%éirl g? gxg la?cfjrﬁt;g Lo ]Bfg;l rcc?é,pﬂe this e-

contr ol entity. Irst co n

adaptand seed ftosingad ordirary endérserBeS THE ofdiny sédling 1@ receiving
( ﬁpoccwsot edg el ectroni.c pessage to be transmtted from
t Re CSEHAY o Rehrog e &itheanesy pregessni/pon ssudingnthe process may

addrptahy e MRS a381tinBGhid A iPRAEN
(decr%%)/pti gn) key i ntor ma%1 .ré%ﬂg‘@ﬁ@@% Sé’géég‘? a@%éﬂen{’gng Mgy send

s BRGMRWORfdrBIatien e, g hashrode)rmad ey e-triaitadtifess sfheaddressee to a

C [ ] t aware of. (i.e. does not kno

e BB Rkl 2o B o Y o OOt

C CIIUETILCtRt provessmiyiecs@iLtethe Wpdcifid dlndil (BBNCF gt BAchiiGt), may
pr qwlder kno the identity of a user of "the senpfer

ufif e a‘ﬁ&xﬁé‘gfécﬁ ° PR theowerisis e-1eal and maydrapemintin kashéate and
baifwaitioh 08 th fesfridi il ALl 1 1Y and the second

control entity regarding the sender unit may be

anony nmblgssesver mimgt conipare ghentt‘iahy , akeivbd Inehekles g t Wi | |

nat . wn to the second control entity. However, a

RRiR AR B R R E e PR B akey to
(Teniplienti A gecipit® kel aAP Spectil Fea)iertiﬁ't)%?gﬂnllpﬁe{rgﬂtﬁr%? e-gleail and

control entity and the second con ent i
sAY 8tyeiancess ththe gontenterf there-maitanner t hat any

i ndi vi I EHHHW ion.can be retraced and

i dent ilgﬁgﬁthlggt er. I%‘ﬁ%ésg w\/{;@ﬁ e@glﬁ eéigﬂnﬂbe %6‘11}1

t r ans&Eltd enddrimdyocre#6 an etmadl. Upok 8taRQTIhdddpPocess, a special
unarrbiagﬁ?usl 3/ reconstruct any conmuni cati on’i ncl ugi P]g

tfassd qafcy By RENVOKRY élﬂle@rﬁator_sm@grem hay micegefthe santent of
?tﬁ@ ErRdil B 4 Kl (cbﬁtaﬂ@ﬁﬁ&?.?f;l%é' co;mzlﬂf 1%1%2 ?n%?%&%%:ﬁa%g text

or a transparent conmun ion
i meghagsand obilegirffommation. The @nteno i thisl coafilinedryilé Map eeVBypted
I

t second control entity (and/or a third contro

Sning Y5O e‘&%ﬁ?ﬁ"&’@ﬁ%‘ﬁ&{\{mi ﬁPB?rf?élM s crrigimettitrcantbe

s@fteéssediding & cSmmoR @8mPtIgoh Afokitth ! ’ler{éteglépyption—key may be
generated by a random algorithm. Then, a hashcode may be calculated for the
complete container-file. The creator may use a common hashcode al gorithm like

SHA-256. Thereafter, the creator may contact the server to authentificate the sender



The sender nessage may be the sending information
nmessage, particularly may be the sending information

wore@gage4xonpri sing a decryption key adapted tBRCTHER20Y§012605
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the encrypted el ectronic nmessage. Thus, the second

control entity/clearing unitpgmy handl e a transaction

of a key required by the recipient unit for decrypting

the el ectroni c nessage in an anonynous nanner. The

control unit may conprise a third control entity

(which may be a second provider unit) conmunicatively

coupled to the recipient unit (which nag be a client

of (etgh BseraBeBassVerd) dsing @rseeure apd ancryiediransyyssiep protocol. Upon

tr LSSt QN of | pj . g

r AR o or S P (R ARG REDRE Dorifir-file, the

I neticeyition ke indothed@ifdrintayionto thegervec iptasaiof sudckssful@ansmission

third control entity nmay be conmunjcatively coupled to

t h%fr thisdghdo dter it %ﬁ PPletyl.nefrﬁl@ Ry bavRdable &e besfnt fg the
adap RuiffatG Range din Whd Recbiift ot der, Th

gg%??%f entﬁf@eﬁnlgﬁzannerp?%gt ?%e second cont r ol ©

ent¢dntainérsfila ataydwaaneordiharyi at@chred so agendric@anailhe

identity of the recipien ni.t. Thus, a provider. nay.

communi L ERPEROHE PN b Sar P EuPRTL FHR & At ves of

t hgonpaigtad ng;?_\%aﬁ bendidentity of a user of the

reci pient _unit. wever, in contrast to this, a o

communi baddsiegthp ereatasas ahe-mail elignt dersmet regnire agotherd-maid client

e e R

uni t w 2.|Usigd theerdar@writl evnfirfigndine @achntadett.rHus £ibis gogsible to
However, a transaction histo%y i ndi cati ng
4

cCofflel B8 realor B S IR P LeraBNG Micral | sOuiRek e
SCRINIIRFLEisE™ bi VoI ThEndLBHEM 42 HBNRAY. L €3

in a manner at any communi cation can be retraced
| at er . Nousoringreneipoofsthe emaigmbyitrlude an®awtic motification of the

histqri.es in conbipation, it. wi]l be ssibl.e to .. ...
et 1S T b RIS ESR PR T ot) SETRES Tl yithin the
of tifnBBpéERddbeithdetni t stored in the third control

entity, if necessagg. This concept nmay allow a

t r anspalehe jollowing dherepiviisque¢eshwil Be desgribeddiinpagre dated.

h o . t Pt . _

the seconec ifiporalcu ety Rt iR SN Ehai. By
enbpdnyng the tontaiasi-fikkgdoutskclickffor inethn@) of edar wiethgdd (sach as

{ :@%’rm & lir}%&atgégrg%érggﬁqg%%&?énﬁl gg&gsa%t&gg gasgr:{évmg}? be available

CoRstrad ddeh1Qfd) ! Tis heGPelh dufnPiidBkbQEs JBAS fGReARSY Be associated
decryption key adaptéd to decrypt the encrypted

el saththnémndimgesfthe eontdinesfileaameritereadse mayicentiactghe server to

send, an. e tronic ssage,as an nous as possible to
R e e R e

Pr @¥hstEssiGepréticol. M¥RlavtHeR€catioh Sthe eadbr @by E41&14té thellBhcode of
first control entity nmay then store the identity of

t hthegesriad containesmide andymay raggeit tis kasbendepirsompanjgdwith other
beﬁnqgmflartf%%, t%fthé pe?vér.dﬁ% éetr'yer%ay check this hashcode against the hashcode
that had been calculated by the creator as part of the sending process. If both

hashcodes as well as the destination e-mail address (recipient = addressee) match, the
server may transmit the encryption key to the reader. This key may be needed to

decrypt the content of the container-file. After transmission of the key, the server



the sender user to the second control entity. This may
al l ow the sender user to remai nanonynous for the

wWeYBrTemMNE th the exception to the first contr oPCERPI0Dg012605
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Such a system may be ideal for a clearing system A

secure comuni cation between;the sender user and the
reci pient user via their respective provider servers,
nanely the first control entity and the third contro

entity, is possible. Only the first control entity and

the third control entity are aware of an identity of

their respective client (sender user/recipient user),
wireayesgad e emik totthesandssefifbe centainermfjledo amdicate thhethe addressee
control, entities are indicative Q he identity of the

" SRS s i SerBeREE g edh Ungh Ronie pa yrer
ofmdyniRciype tel doMteRl, thedby ROPRIRIY A6Besd 36 the fP:CohdDdther information
communi cati on sgsten1nay be configured as an anonynous

t iRgidetbe corainambilfenent system particularly as an

2ar | t Such | '
o B ek PR b o h i PP BRI the
Muédipietmay eBtretlist ohesp the\ddtifessee AR btipul itaMB R eel seRder will get

across providers. Additionally or alternatively, at
| 85585 e 6Mathe group consisting of the sender unit,

the reqipi R . i '
adapt odTT o 8 blereRASch RBPRL rfiatetoh e g got acoess
i hethededtentofitheeahadlct r oni ¢ nessage in case that a
predet er,m ned. at t.ac nt to the electronic nessage is

| acki ng PeESFPieRLTHOY ,elgl}pﬁsegﬂogQt@gpgamg{l{pg@fﬁmptamer-ﬁle.

bei ng atHeaasipleaMBiduld Pived BECERIS(tWr nldndepa6douNindRserver-
decryption of the electronic nessage nmay be an

edptgbeseod thtserviemt attachment. This may allow the

communi gat i on. em.1 0, enf oy c ttachnen such a

i gi t af treaRieRY SRS 3o PhPRITEN Ge iiteagoud make
c cumeuhit@ateimail addresseuABp kegistele oaBee. unit may al | ow
startm%% the transm ssion of the el ectronic nessage

only shegdesyaay arovide the foHonying advantagetied to t he

el ect r ORii€ L MRIIAMG Qeoﬂmeéﬁfeqyaﬁrg%@%yetd%ﬁs g?rggggthg

attachment to the el ectronic nessage
usentainpefilggs notimanipplatedent such an attachment.

Additionally o alternatively, the recipient unit may
rei ect - breerty SE edhusife st Wnlea heordss e and Toceive
atcbaiePfle théun! & redepedd nt#ind¥HRSAER dofitels%8¢ fAGntical to sent
Additionally or alternatively, the control unit may

r éprigineriEles ged Forjents-key needed by the recipient unit
to dec %ﬂ%pfy{ég t[?)hg‘t%te 1{1188 llpf;oﬁt?essse%gr%g 5 tiut,] %ncsr%‘)‘a'tfolnaalnd hashing

attachnme roni c nmessage is

mabgetitign Ray be awoamhohly ke dgutitbm, alsd tsedeyr digitadahakeles by
for. . mandatorily attaching a predeterm ned attachnent
t PIERY YOLVEBMEtnessage. I n other words, without a

doci do sherReFoRta il iy SR, S Cent "W th or

Wi t houBefdnea asdraah rewitan ¢-ail aksing clensenticeyityis pessible that the user

aﬂgso trm)teik%%lzvln){)yafﬁft: ?e(i'\r)eeerIttig p(gsrsll%le that there has to be an entry in a kind of
user-database. This entry can be created manually by an administrative person or,
preferred, using a website that allows the user to sign-up as a member of the service.

Such a website may offer additional services for the members such as administering

the user-account and tracking and tracing of all the transactions.



nmessage by the sender unit. Thus, the sender unit may
force the attachnent to be attached to the nessage.

wWOB@n0ZB9ECci pi ent gets access to the nessage, BEEEP20061¢12605
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can inmedi ately see the attachnent of the user such as
an electronic certificate. Fhis may ensure that no
nmessage may be sent wi thout an authorization of the
sender. The predeterm ned attachnent may conprise at

| east one of the group consisting of an identification
of a user of the sender unit, an authentication of a
user of the sender unit, an obllgatlon of a user of

t he serfdeh aprodess mayihavel tbgﬁ)lbhan&@d\@magﬁ?ng a user of

h h f
S BT AR 0, R

ortgasfez af the @6mpfete\intdnt (AR chisSits hisd é’thBiBnﬂJﬂﬁﬁlatl&Qrmay be
exampl e for orders or sone conpetence restrictions of

t esyiBler Int%O%@mqy% énly 8 centpingietilerwitthegrragbbasbeads widl trigger

tH@L&f?ecPf(eyl) rﬁla Iéﬁsﬁljé? "I"l"pe! 4 %t l%y 5 RLO %eaqllépﬁ VQ%Y (through
ensurin e authorl zati on-accordin a
e)seml:!r’arpy‘oﬁdhaﬁid Remder'afe-thiie a¢d@\dﬁﬂ)lt¢cﬁﬁpaﬂb|11ity lvéth other mail

descrlbgﬂ ThIF enbodi ment may be i npl enented in a

s SeRYAqes bike digial signatyreimayde ogiped: Tihgs BEVIS B QAdRE anayrve only a
a

P B B B 0 g SR hlthdoes and

t logheg emfdamationi tut natythb e-mail/artdendtatlongntg)v Cdepatibility with other

addi identification infor . su as

o oo BiePart S B8 g paocs s eSO SIS B THE process

etifay Whik Woisd-SMadRithdl Gronuers] AN eddyantepfafies tm@osﬁmeﬁ elhdl

addi ti onal piece of identification information, for

| PEQGERtES inpapsidly. Servie desepotdrave tebasherabeutpgal regiinggents that

t h:?n Eﬁ\ﬁ' %?gosrsgé ?(ﬁlhoq{le 0. r@o%rse u-gg{l? a‘flqnéh%?cal El[ 00 eodnl’slrtg fulfil

may e per a tan’ act ?

a uhemmt(pnkenieﬁtstche bv avoifled he apsten (ﬁﬁz@/dﬂﬁ&r Ilé‘gal ev1dence

succes§$ ul,. i.e. when trhﬁf provi d addi t i onal plece of

i dent i PYhdekHls copsTHRS fsrontames tihgaccprdingtogn sxemplarye

| A&Holdffert 9f HRMih¥dn®Hn willBe A¥gEBEA. ™Y provide the

identified user with access data to an identity file

s u ch ad\ eorkagersBlgtiprecdntrinapmay b @atngtmﬁlw @Dnaammg the full content
nlca | accordin 0,,an. i ment of

CATE AL B RS T Rt o P BB bR s ot

a spass wad Serthibd B nshiar @kt XR8Py dy &ﬁn@*ﬂse'dﬂb OF fidke recipients
ﬁgge. Upon i nput of such a passwor the sender unit

theemesspgn thesenfarothe snbipet: e messsagadedy (the fexapritten as
| REBYo b £ bl ABISL G 63 0LALEO RS el o

sufssfg)ent communi cation with a recipient and may form

the basgjs, for a notjficatio 0] eci pient of a .
message” YR He RIPeRs-(themednans Jt??cfyeadﬁdé%?ﬂqc RéS) syt B Rt dnto 2

Unbhtaldeatild. %é&%[alﬁr-ﬂlgﬁu ?Ql'ila‘;l%e dﬂﬁbﬁedh@%h@éeﬁﬁ%
identified appropriately. The term "contai ner-file"
may pard tensdiaer-fledenyotompaisy two perts, nainekyi the Containeritisader and
Binary encrypted data.
The Container-Header may contain every information necessary for
transferring and decoding the binary data in the second part of the file. In addition,
the Container-Header may provide data to ensure the authentication against the

server and to display readable information to the recipient.



of an emmil, for instance in an encrypted manner. The
container-file may contain a nessage body and nay

w0 p@7ot®43li f f erent managenent i nformati on. ThePCT/EP2006/012605
container-file may have a particul ar extension (for
instance ".rgf" ) so that ayjsgader application nmay
automatically recogni ze which kind of nessage is
present and is to be displayed or presented. A
"creator" may be provided in the system which may
allow a user to generate an email which can then be
sent accordi ng to enbodi nents of the invention, Such a
cr eat orlnfeg), thpepmplsts hradgranaiebr 1o eperypted 4excepttha pody-message).

enaj | oqr [t i i bl r I .
SRy B BEP el BB e Rl SRR O e sl i
s efagteR Ee§idld indidegh@Containes Bldedbr nRg (el dieided b a LireFeed-
using such a creator .is just an access to a network
| i Wearadier (S QAndhe divides hetegn thegndrydhepdersmay bg the BihFor

ial port of the TCP/IP internet protocol

> g?éﬁta é%&’é %?rlgﬁﬁknom SSL standard for secure

connectThenbllowimng tatis ilastetes an ekenaplerydzdantainerehfeadse por t
8080 of the TCP/IP internet protocol. Furthernore, a
"reader"” may be provided as a read and display tool

f oT ConNTarmer- 11T a5 TT Tay be used as a standard
di &kﬂ?‘gy t ool bf’?ﬁ“pflf’?es wi th the extension ".’faél?l?le'l(%’?ntent

ortder—touse_such a reader—any conmmun cat T or_Jjetwork
acddeptifigny bEGHARY QSN AERtASELIGHE an-HMt er net
access, and qurhqsesgm%ln’gaﬂéweda&ﬁlggnt or nmenber
account. Such a reader nmay use€ a special port of the
TCP/ I P i nt er pmtiterg¥.ot ocol or the conmon known SSL

standard for secure connections. For instance, also

t hissldresseter Thy c-usel plordéss 8080iredse¢ he TCP/ | P,dlict@imtet net™
protocol . "AES245" or "Bl owfish" nmay particularly be
deSeadd as emae fipl nane oeddnqaaywhinelf ey be éefthiid Inspirant
encrypting the data and the el ectronic rressgge in.

t hecont ai ner $§99Fk. The conmuni cation via t hESIMYT net

may_ be encrypted via "AES245" or Bl owfish. "Hashcodes” «
mareaiopPatsl Riataanddinpepithe greation ph§er pri nt s»49054 1156 |:32:54
or of a text ., Ihe.26f FRIRMe imaidfthte to a cal cul ated
hashcode nay be unanbi guous. By ans of a cal cul ated
hashcode it idsteftinssthblceeation dehputai ineunsreg her anyt hi ng

has been nodified in a f.é%gﬁlagqtv\een t he generation

with a creat 8P 2BHBOL g Y with a reader. WWen the

hashcodes. are_identical, the file is identical
" atqr_ﬁ‘?f’r%‘gﬁ?r" Tﬁﬁg %b%seglamq thg ‘f’rﬁﬁtﬁtg(felrst?nan_ egg?lﬂ(?ér\%h’é‘m
sendi ng an emidis Ao84d-AGRIB the WBMpERfRd Se t he
container-file. The term"key" may denote a password
used to encr greatoowodkat yhile efaatzonor

Message *)  The encrypted body-message. This is plain ,,7JECACODA2C5D6B94C69
ASCII-text encrypted with the container-file CE884F395C70...
key. The text is stored HEX-encoded to

avoid bothering chars.
FileCount Number of contained files 8

Entry 1 A single entry for every file see Entry-Header




text. Thus, this password may be used for encrypting
and decrypting. The key length nmay be selected in such
W@2008/073943 so t hat a desired degree of securityPEBEP2006/012605

obt ai nable. Apart fromthe data of the container-file,

al so the comuni cation withhe server or control unit
may be encrypted. In this context, it is possible to

cal cul ate a new key for each connection (for instance
Diffie-Hellmann key exchange) with which the

comuni cati on may be encrypted. Each sent or received
mail may conprise an assigned rem nding term Wen the

enpjeld i S noths%ﬁsﬁ(y@d or confirmed w thin tdi;siE&EBhtent
the sender may receive a nmessage concerning t é)

NORRAERKESS O ShB) eCkd | )
posgi leto ‘gisglgfengw siJI(w)r %J\%II% ?geuqhar @écggea%’\?eesiﬁe Fﬁ%y ﬁeﬁ%esr
of rships.j SYe&t namel y user nt and
msE er accou‘§t§ l.ng%éggg?r/%accc%unt may al | owa&f‘;lg[ﬁiﬂl
regentdon ofp,mails. |t be free. qf charge. The
rreﬁ%ée%r )accou%n%%ﬁnmtfﬂg%{d %ﬂql%r\ﬁfsf:ﬂga@endi Ang of nmails
and nmay be pdedvicd atthe Bnyrydgeudest a fee. hi _the _
fallowing, a systemfor and a nethod of nonitoring the

s e dinoyptedelaai. Pileamdy bohkgcbipreddedan e-mai | nessage
according to an exenpl ary enbodi nent of the invention
will be described in nore detail. Next, an overview

over 1 Ree vl Muld iIRSr Sy Slexehpl ?%ﬁ&%a'dgr (?(?rér%agﬁ] Bfltry-
to provide a service for registere or-certifie

deldmvent yf e Gonfamardidader) Watues-divddd byTPIPE (e Td)Ce,

usi ng system and nethod as descri bed bel ow, shall
facilitate delivery of registered e-mail for both the

sender anﬂ5escll‘iﬁl.oent and reduce conplexttres 1n :
conpar i som T RIS services. This syst em el i ni nat gexample

t he, needtQ tgke possession of anme-—mar+—for—transport
fplgl}ﬁngglﬁdéﬁiﬂetfﬂefgfggq%éﬁgétpreﬁrﬁlg is achieved as it  »Rechnungpdf*
Ieégr ages exi sti ng e-mai |l services which sender and

reeki ver Hadisatss.ibthails is stpred ingompressebrade. dhthey  ..0¢

el i m nat es,,flelis P6O¥bRbRASof4Y o u dﬁ%dhef“’\ét%ﬁls\@&m d have

to be taken to ensure proper handlifig of an e-mail in

possessi orstaniime AP sompressionn®theo comprassien methods mzed as

fol | ows: Q.ﬁender may want to send an e-mail to an

addr essee '3 %Iwmay conpile this email and send it using

an inary. email service. The ordjnary sending and .
re@ﬁ%gi ng %&&@’t%{?r H’@Wm%oqﬁdz%g{%afwge ﬁ%\?\?t »1234
process. poaigsndidihe pblifioR bPGE TRt TYarf HS’(BXBI*Q Lhe
e-mail, resulting into an e-nmail wth a specific

at t achnentbytehehindethe fash4 Sehle?23ehaonf thatheaden) i on (e. g.
hashcode) and the e-nmail address of the addressee to a
sekangth  Udengthefehe/fileglatf intblyeese- mai |t hrough the 16384

regular e-mnil service of fthe

In the following, an exemplary embodiment of a Transfer Protocol will be
explained in more detail.
This document may describe the transfer of data between the creator program,
10 the reader program and the server (providing the service), which server may also be

denoted as control unit.



reci pient, the process may recogni ze the specific

e-mail (e.g. ".rgf ' attachnent), may calculate a
Whaenooes on the specific e-mail, and may tranBei/EP20h€012605

hashcode and information on the recipient to the

server. The server may conpag® ,,sent” and ,,received"

hashcodes and reci pi ent/addressee informati on and upon

positive match, may send a key to recipient. A

reci pi ent key and speci al reader program may decrypt

the e-mail and may give access to the content of the

e-mail. Next, the sending process

be explain
more deb RPposerisdhatdhig arothen) nayéigfelbgﬁ!l%cmlpte t{ﬁaﬁfﬁr between
st _Bl.9gram (creat or)
BB e B o Bl o ¢ he
cont ent Reférrinlgeo inviolield progrems, theﬂe erd paoticidanhethsdei ffregrams using
The. conte i nclude attached files, text messages

AnSHSTTREO) W GRHE PR PRRSEIRERHE: | n 1 hi o

5 contai ne(,rreeftbll @rd@éfmg@&eﬁﬁ%ﬁﬁhﬁ:ﬂﬁ%'aﬁg oBti&RIRBnd them as e-mail
encryption algorithm Optionally, the container-file
camnbaSMBﬁﬁressed using a conmon

conpressi o orithm_ The ryption-Kk y be
generatéﬁ‘g§? gﬁ¥§P§89 ?ﬁﬂ% H@primﬁgahcode nay
be cal cudepte (kht @érvEiBcateddh aldedicasd mitdifét-Hdst grovilivg the
creator may use a common hashcode al gorithmlike

SHangtEs tq Fegiserfanegmatl pathaneitaghedrgptainsatiide or fepave the key to
10 S eﬁe rtrtg?:oﬁfd n%? d% ffhgslastrf]:gv& chﬂl 664 £dBabase and g)glcal functions

asswor gcur e and encry
trﬂmsam&agendpngﬁngnﬂnanumnnnﬁpthent|catlon the

creat or__my trans%£t t he hashcode of the
cont ai nEpe implementedprofecol may GAMRESF SHEPBiSher

| nf or mef i10#ati R findRiived a sécﬁré&%ﬁe&%n%‘éﬁﬁ&ﬁﬁé@reator and the
transm ssion of this data to the server, the

cosererwe betivekr theagadss and thielsabled t o be sent to the
addr essee i ng. the ra
15 account fd}uL{{Sl 8%%&11&1?H? ﬁ%a(s% g:alrl]seerr 8? 81% cremt Qg reader against

or gitisarr-adthgabent to a generic e-mail . The
creator-program nmay be designed to support a range of

aI t er nal-i W8dle GMEFIRPHATHEMACH W FREITSeT g BevhggIngr-file in the
t t d t
r-dzgabggee@}s (fb9ﬁ1e30?ea%1{?r'ogm&jt ent does not require

ano mal | Ient (suc | ook). The creator
may al | &VReyusgtndey (tequestsphbsyetoalecryppi edreaieemtliel Usel by the
Usi ng the creator with commandl i ne-paraneters. Thus,

20 { readergyeg@B-k to enmbed the creator into other

progr anRefd 2 Heﬁﬂ&i@és@nﬁﬁ&f &rspé fn&ﬁdﬁ)l Wt bogiked.m
Novel | (tm) G oupwi se(tnm) or Mzilla Thunderbird(tm

and rranﬁnomlhehgl)lon poYidpeod mawgnmeh@ qoftecmfe opheeceo ptwegmhe
fic t|o e send

e R e L
emavdry birdectiod U&w%érﬂlhe%@@@t &idetﬁe bicawe Bﬂférader
25 At first, a TCP/IP connection between the creator-program and the server or
between the reader-program and the server may be established. This may be a
standard TCP/IP-connection to a specified IP-address and a mandatory port. Those

parameters may be configured in the corresponding program (creator- or reader-

program).



In the follow ng, the receiving process will be
described in nore detail. The container-file may be

WO e@eiveds as an ordinary attachnment to an e- maPCT/EB006/012605
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opening the container-file (doubleclick for instance)
or other nmethods (such as c ndl i ne- paraneters), the
reci pient may start the reader (which may be avail abl e
as free downl oad). This may be an autonatic process as
the reader may be associated with the ending of the
contai ner-fil enane. The reader may contact the server
to authenticate the recipient (username/password)

usi ng alhsedignte(creatdr é neadyry) neay sendiars imitsalisatiorstah@eothe server.
Upﬁﬁ ut hentication, the reader may cal cul ate the
hasheOHBE 1Y RB% e cei ved container-file and may

t r ansnigegifyi STABS @QF'RB>3I‘3@PHE§U&I faM th ot her .
information, to the server. The server may check this
hashcoddAfamay meaaheA $2ldvodel, rordsnksad been cal cul at ed

by the cr. or as part.of .the sendi process. |f both,
hashcod gé%gtg WaY ?e gogn?th‘élgd #itags Eg@-%?qe thgiepetegpart is a

( @owpipetdram addr essee) match, the server may transmt

the encryption key to the reader. This key may be

needed 4 o Ba¥ by ptrandem pwnbesifor e Diffie-deliman herexicharee protocol

After t 1 651 f e K the serv send an

- mai 1 o TRe0 S afon P R 1B DY g s e peanee
t lpadtotdle addressee recei ved the nmessage and

successful |y opeped it. Upon positive match, the

r eader Mﬁu]?fa %e‘t‘%ﬁ/g‘f g’ler?émé’b‘ ehpha o5 dheaBiffipHaliman kgy exchange
agr&seolt 0 the files and other information inside the
container-file. This receiving process may be

advant dgedifie-Heltroan ket ¢rehbngeiic amietirknofvntahé breadlypiseat

Mgy, SRsYr e that only the addressee as stipul ated by
thesender will get access to the e-mail. The

f ol | owThg s@fer aytshpas its oMl rinfdRrd MIREBAER ifsQuichi®ed beta back
recipient to get access to the content of the e-nmail

- 1o 1884 pi ent shoul d be in possession of the

not - mapi - j -f - Lhe reci piept shoul d
nave o hoey o Sfa BRERCP R Sl Bute R g L Rho
s8remesebias.abase of the service. - the recipient's

e-mai | .address shoul d be uni que and the service should
make s lﬁ% SRS COETRUHERTONLYSE Bescongectioa mayghesansrated using this
OBAl¥ulardsshatAegodes may provide the foll ow ng

advantages: - it is possible that a container-file is

only abtegse etienyrs (faded bandshakief missmgqardnadtereyeté.), lacerios message

" TS s ond B AL RIS b, o e

c ounlhatabgity td hekiigafeinbat received container-files and

contents are identical to sent '
ext, 1ssues related to authentification will be explained in more detail.

This process may authentificate the user of the creator or reader against out
server-database. This may be needed for every connection between the server and the

creator or reader.

After initialisation, the clients may send a logon request in the following
manner:

LogIn <TAB> Usemname <TAB> Password <TAB> NTUser <TAB>
NTComputer



container-files and contents. Encrypted transfer may
provi de security, since the encryption and hashi ng

W@L@oniokn may be a commonly used al gorithm aPCDER2EE012605
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for digital signatures by mlitary and governnent.
Next, user registration w l.ly7he expl ai ned. Before a
user can send an e-mail using the service, it is
possi bl e that the user has to be known by the server.
It is possible that there has to be an entry in a kind
of user-database. This entry can be created manual ly
by an adn1n|strat|ve Eerson or, preferred, using a

websi t dt sregelled thahthis wansfrs anays eictytede as a menber of

t he ser\6| Eﬂ;e r%ﬁp%stu%dwo@ffer addi ti onal
services or t menbers such as adm ni stering the

user - adésstmineanrdndy bethec mgeramde,tireas rapistatd alembiehef the service

transacti ons. Such ocess P{y ({;ave the foll ow ng

advant 4GESYOrd a May ﬁ’d’é © Ry PASHPEDr recei pt of the sent
e-mai | NPl LE b vERhS hserdaid MRB@QOIB% 85 bt seRder cliently uses
conpl ete content "(attachnments and ot i nformati on)

may be NBESenpiter -> maehe theWT)%:ompmtEemm‘( om vhich the sender is
cont ai{Pe[P-fi e with correct hashcode will trigger the
cOHERYY 0895 Way be ensured. The e-mail may be sent in

a us Ua'THé%)Srv@i Ba9 légﬁhpaertﬁ@nasﬁ o EmiAhefer@D PasMIEL indmay
e-mai | account). npatibility with other mail

seautheatificate the wrthth usesngpaenst rRaspugrdngaigpl the memberrfgtabase. If
S

qgg h%e? i%Q%h&%ﬁtl&?ﬁ%ﬁ Pﬂ‘??‘g‘ﬁé%% ltl)l%en,}utggﬁﬁﬁl@ "&Hﬁlﬁ]o?n or ,,wrong
h geboastds nﬂWﬂ)e @éthﬁfedl Thheorermh code 0K« may tmg@r erenrmixt stepd
attachmeni1 Cﬁ@&tlbl“ty with other hdS|Ik

di gi t alAPiPuePTIPcR iR AT SRVSH! SElgRLEo \ym&@pﬂons are
acfi,gysd. The process may work world-w de without
frontiers. An easy integration in common e-nail

pr oces se¥ewMaj) ¢ sichlea. neSamvisege-tiawsctint  have to bot her

b h
of - e TEAKE ROk 01 U SURACR G 7 b SR o

ful fil thasatdeqeirieedBiliéation abutavoh#emt mEdesEatieNnds, active
may render | egal eV| dence. Next, details concerning

t Heansware-a) Fhés Profacel max be antiagoechiomowide ffsthgr fanctions.
nbodi I
enbodi ngnk l?(Vlﬁ ?@ dé&ﬁg%ﬁ héw afedy m&g eé%gﬁgl%fﬁgﬁgyﬁlcreeated.

cont ai ner-¥i or contal ner) may
cont ai nngntehmdfmﬂyl beconilebit upbn successfmbiditialishgomsridached
s and, ot her information ne

iles, ssag es
se%ﬁbeetlﬁe ﬂloeefttmffy Ipvptofipate p pay diapsactio, 9(5 arf%?‘l){ ifawsage

C OfRfsfes eI 6ptiin SRAE pFofSoPinadbe usdd pAU@tiond Wat creat
sendesr theggur} ect, pt eomesgasgfz1 bo(g))t/lﬁ?tﬁ?eﬁﬁextm emes

Wr et Emsaethmﬁ@atpelre@nltemgﬂf@n rent), and attachnents

(other "f‘ ditn Itnta)a (s:ehn%qhé ?olf rv]velngxp}x%sss% s tof Mt sér('grnSf er).

NewMail <TAB> Recipient <TAB> Subject <TAB> Hash <TAB> Key
<TAB> Days

This transfer may be encrypted.

NewMail -> defines the desired action

Recipient -> may be the recipient mail address of the desired recipient

(addressee)



Wth the process, the nessage body and the
attachnment(s) may be put into a container-file. This

wWeanwraryes -file my then be attached to the e-P&I/EP2086/012605
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container-file may conprise two parts, nanely the
Cont ai ner - Header and Bi nary. gncrypted data. The

Cont ai ner - Header may contain every information
necessary for transferring and decodi ng the binary
data in the second part of the file. In addition, the
Cont ai ner - Header may provide data to ensure the

aut hentication against the server and to display

r eadablSaibjest or may pe he biaseolthe meswge- s sdek case ak

co . ¥k ot encrypted (except the
b&g‘gl{tﬁn%gggg&d& veri}q&%ﬁe may be encrypted or

conpr ed$aH -s epgrtaithe sdcwlxted dashicode of the cempligtescohtdirerifde

faster. Every fjeld_inside the Container-He b
di vi d e&<®y>a«¥ﬁ>r {%%ﬁf‘ééf&y neffgffiée 5&9 t&ﬁbﬁer%tel%ﬁggﬁwg%ﬂ'%le
bet wee 32 Sy i}{dilagt%?lgcw Y ldQﬁ‘s thivarRsddEeN iR GL Glailable for

(&H7C) oW ng ustrates an exenplary
Cotht agoiyaent HElsid enlue i dbalinDestant for ithercréatianif stasmailstby the

L P hfbreaelion, 3 oot RS aleft Bt 89 B el Sl of the
CORERALe trardf4 &S 88 the EBRdepy. MI | address of addressee
,,alice@nter.net" Sender The full nane or

conpanylheessevepmayteeeate ynewdatbascionypite ensatedlip fapsaction.

ny L.on ti f. bRf. of
rETR s 64 B HE G e B e B ¥ SO B 2
stanp iTBrahdueticlalB/(inhybe blzerigmaaibenfor eachiuvetranisaction)
runni ng on and not_a certifi_&ldate!_ g{?eat.i onUse T({wekn
PC. us or AGHESSSF vRakdDaathe Ry SRS 6HY. if IRAJPRBIFELR firgedy known)
This is l.ogon;:; f the conputer, the creator
wor ked e\gé}lggeggg%lpgdﬁesﬁ/bssage *) The encrypted
body- neSswgeusefhids i s plain ,, 7TECACODA2C5D6B94C69
ASCl | -tgxt. encrypted with the container-file
CE884F3 ..." key. The text is stored HEX-encoded
to avoi gadpebdreri ng chars. Fil eCount Nunber of

contained files
Key

Start-Date (may be the current server date/time)

Termination-Date (may be the current server-date increased by the number of
days for pickup)

Pick-Counter (may increase for every successful pickup of the message)

Sender-IP (may be an IP-address of the sending client computer)

Sender-NT-name (may be the logon name of the user on the client-side)

Sender-NT-computer name (may be the name of the computer of the current
user on the client side)

The server may return ,,OK* to the client. In case of errors, the server may
report errors in plain text to client.

Request may be a key for a container-file

This method may be available upon successful initialisation and

authentification. It may be used to request the key for decryption of a container-file.



Entry 1 A single entry for every file see

Entry- Header Fi el d Descri pti on Exanpl e-Content Entry n
wovernges entry for every file (n = Fil eCount)PGEEP2006/012605

Entry- Header EndCode A single ASCII-255 char. &HFF

Files *) Binary, encrypted al. conpressed data defined

in the Entry-Headers *) Encrypted data. Files may be

al so conpressed. The following table illustrates an

exenpl ary Entry-Header (for each Entryel enent of the

Cont ai ner - Header) Val ues divided by PIPE (&H7C) Field

Description Exanple Filenane The fil enane of the

st Drkdeqyesiecan opbEhhmade byp clot thadiscan applicgtionithat wantsgto open a

i's j node. If the "0" value is "0",

Co@?aiée?ﬁi&%fﬁeé@%@%g@g "1" stands for standard ZI P

conpr esEliexlienOnhe serglahp feBsving meedape tisthaasrveol | ow.

Ofset Ofset in b{ég&ofor t he beginning of the file

data. THEKsYrdéB> d¢s additional to the position

of the i ' : < behi nd the
> | ast AS Slrl-%%%lghgﬁﬁg)rfhlgfﬁtat @%g%ggg%rﬁ%gﬁgth Lengt h of

t he fil|@etHaya>immybilefios the'dedB8H4ction t he fol | owi ng, an

AT AERTET T S R TR

the trangd @fvedimAaiSt RAtevRtre-iAR 28RN bvall28 fofthelchfrently
reader program and the server (providing the service),

whiwhensigicated chent-usprs(in s epsp dreg@cipgnbont rol unit. A
pur pose,i h i ' . .

10 D ot W0 it 3ok Bl 36 RacBe O fhBidrNtich mayimatch
Seboth ¢iee HaBhcdde @ahd tier @tireet meBipient Redadl addregs.t16 thisifadb kel server

prograns, there are particularly three prograns using,.
£ himaY OB eseBIion I thisBistian phd Baf FEHS sarBop BuSTge & the dient

creat or PF}&{ g&m&e rhgtcﬁ b RAB CGRYAI Bhil hildress, BjQerver may retrieve
y Send t P

opti ona emas e-mall using SMIP) - reader
( pthedenfohotheperabased decrypt container-files) - server

(the server | ocated on a dedicated, i ngernet-host

15 or ovi o T TR FEMCEFRa Ped PLBR I IR Lo RR Kermpists
at trachesbrk OThAoNewidd vAuRmdyeseitiedt he key to decrypt
a container-file. This server may conprise a dat abase

and | ogi Aeghivegh {maynle automatically created for each new entry)

- Rectpient user-ID

- Recipient e-mail address
20 - Sender user-1D

- Subject

- Hashcode

- Key

- Start-Date (the date, the transaction started. Taken from transaction table)
25 - Termination-Date (the date, this transaction ends as set in transaction table)

- Pick-Date (this may be the time the key is picked up)

- Sender-IP (may be IP-address of the sending client-computer; out of

transaction table)
- Sender-NT-name (may be the logon name of the sending user; out of

30 transaction table)



for securing and | oggi ng of transactions.) The
i npl emented protocol nmay conprise four parts: 1.

WO pioriozddsation (initializes a secure connect i BCI/EP2006/012605
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between the creator and the server or between the

reader and the server) 2. Aujhentification

(authenticates the user of the creator or reader

agai nst out server-database) 3. Create a new
message-transaction (registering a new container-file

in the server-database. Used by the creator-program)

4. Request a key (requests a key to decrypt a

cont ai néyendgrtNT-computemama@naydedbe npme gf thecpminatet of the sender
?ﬁoltut"i‘:ogﬁgnsgéatiso%rtbﬁgi)on of the protocol will be given. An

I'sation protocol may initialize a secure
connect-iRutipieit e €iay be tie [Palddfesa Ofithk REeRBIoWPute? that received the
bet ween the reader and the server. It may be needed
fd?eybvery connection between the server and the
creator - T ' necton
pet neon B GRAE nufls inel B theodonchdrhe PSR pergp e
t hdienesid®r - pr ogr am and t he server may be established.
This may be . a Mndard TCP/ 1 P-connection to a
speci f i"gtFeIPEng; ‘é%@P‘étﬁB’aHleer‘ﬁ‘dg’FélP%/n% of thqgergputer of the
PaARARRLRESoNTAY ciBntGMH)i gured in the corresponding
program (creator- or feaderprogran).The client
( cr eat d¥ow, thesmtesr)mapatyarsenicthakey mi the fillovang dfesstgei ng
to the r his string may contain: "regify <TAB>
G <TAB> <§$IEB>>Ef\tha" <TAB> may nean ASCl|-code 9, no

bl anks.It #s@edafl¥d that Y trARfGHBLEY dierjptdge @ handshake to
ensure the counterpart is a known program G -> may be

a randdMK numsgrindieste theecopiert identificatiomeaf thisymessagroangdransaction
t - > LiAe: {
D P e TR SR AP BT ks By o

t he corkpuyt-edn#l hihe key nedided B dédrgptited filkaank eontentofigirge
pr ot ocol ]’he Diffie-Hell man key exchange is a well
krfORRSFdDr 0adl y used al gorithm The server may

CONPUL erHelaSp QW HSHRER §h el Bl hlsectstoT RGeS apparent
beta back to the client.
from the examples of embodiment to be described hereinafter and are explained with

reference to these examples of embodiment.

The invention will be described in more detail hereinafter with reference to

examples of embodiment but to which the invention is not limited.

Fig. 1 shows a communication system according to an exemplary
embodiment of the invention.
Fig. 2 shows a communication system according to another exemplary

embodiment of the invention.

The illustration in the drawing is schematically.



The client and the server may conpute a shared key,
only known to thensel ves. The ensui ng conmuni cati on

WQ@®7/0739ME connection may be encrypted using tPECEEP2006/012605
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cal cul ated, shared key. In case of errors (failed
handshake, m ssing paraneters,._etc.), a error nessage
may be returned to the sender. The error nessage may
be kept sinple, to reduce vulnerability to hacking
attenpts. Next, issues related to authentification
will be explained in nore detail. This process may
authentificate the user of the creator or reader

agai nst Inghe fllomieg, refrringte &ig-Ihr sommpnisationewygiem FQfraccording to
V&l Xxe%?ﬂl{}ﬁ%hibgﬁllnfeﬁl‘i iﬁ?&x‘% lltl\n%ltlg?w&E dodibhe creator or

reader Re CFrent's may send a

| ogon rEgieshimumicitivh syslelmOMIN@niprizeed sendeirit KOTABPecipient unit
User name <TAB> Password <TAB> NTUser <TAB>
NTU%%%U%%W?ﬁ“ﬂ%mFE%%IIed that this transfer may be

encrypt gfl, selnﬁgJ ﬁ)l%){d dd 0&e Baﬁtedaﬂsélécﬁgnﬁ%és@i%: 104 which

User nane - > na erna . aregistere
rreniag ralsoﬂ:etdhmotsda awa ocmtﬁaetsﬁker Burthermase, the Sblliﬂilr use Ol can send

rd NTUser -> be the user.nanme_of the. . :
C oD RS IH SR PA S BB ErPiest il 102
be(\bﬁ@elmhé:ﬂaiﬂ) Hﬁ&ft 109W@ay% pakti fFithd REipRANEEIE 105, Furthermore, the
currently logged in The server may conpute the hash of

t heenderwrdf Ktirmay gradsvasnding mreformaticauméseraei foodeathe qontrol unit 103
u ser usgr na S a
10 o it ap e Fer O DR BB RS o Bhin s 104 o the

erﬁgqnaﬁ%ﬁagezllke , , user nane unknown" or ,,mwong

passmord" may be returned. The return code ,,6 OK"
t ri gger Femtherinase theregipien ulph}(gz andpcelyefhe slegreonis meﬁwe 104

of Eﬁ%ct@/eﬁ/(ﬁﬁ ﬂleﬁg V\ﬁb%ﬁﬁ 10T%hb o4 gn@m'écgﬁ)? irfbfmation message 107 to

aval to creat a new
neﬁﬁaau@ﬁtrblnamtsmst herein Getréteipt irfornedtionenessagekléy ihdicates that a

eX|st| cont ai ner, le / reci Cet State

5 1 ot 00 e RABEHGET ol s apcer e P P bRtsape 104

( stat i sl zer ofahé behRet BN BYIEEates Anléth&il PIPAHICHoosEYo Bhd the
enhanced to provide further functions. Next, it wll

be celed d PB b nchowpfah eommasicatien systews 1 €0 Averpatpeentity of the sender

Cr&ak ?gl may then generate an email with the attached container-file 104. This

container-file 104 comprises the complete email 108 in encrypted form. For this
purpose, an encryption key 109 is used in the user unit 101. The container-file 104
contains the message including attachments. To allow for a document integrity
check, the creator entity may calculate a hashcode of the complete container-file 104.

Furthermore, the creator entity of the sender unit 101 establishes a connection
to the control unit 103 (a server) and authenticates with the user name and password
of the user of the sender unit 101. In this context, the message 106 may include the
transmission of the container-file hashcode, a recipient, a subject, an encryption key
109 and any other necessary information.

The sending information message 106 is sent to the server 103 holding every
information needed for a transaction. The control unit 103 authenticates the user of

the sender unit 101 and/or of the recipient unit 102 and checks against correct



Thi s met hod may be avail abl e upon successf ul
initialisation and authentification. It my allowto

W@ e@anesas new transaction for a desired nessageCT/EP2006/012605
transfer. This option of the protocol may be used
(only) by applications that.preate a new transaction
of a desired nessage transfer. The client may send the
foll owi ng nessage to the server: NewMail <TAB>
Reci pi ent <TAB> Subj ect <TAB> Hash <TAB> Key <TAB>
Days This transfer may be encrypted. NewMai |l ->
defines the desired action Recipient -> may

r islodps andepassvaerds. el contrelmitgS; maspfurthes ﬁﬂé me key 109 to the
( qggg%ﬁtsﬁﬁ% ﬁﬁbfo? 8% r?/ptlmf J%ﬁtag%g-ﬁéy% AL le%ftm}alf'e recipient.

ease 0 ifrcati

trans aC&ﬂ@ﬁe&e@@Sn btk entailney byahé mail chemUlos tof Che recipient unit
hashcode of the conplete container-file Key may he
t hED2 thp recipigaiginitol Q%geffyms thiyemeib Rershipingsthe ached container-file

5 COPY4ALMEH afel ds&r HaYS feicﬁ)bém%nit Negh E?&e w '88 BHAY B ANEr of the

this transaction w avail ab e recipient.
Thiesipieat umt l($2 crnieasx thenfile 04, rehdar nudyeget staaed automftically. Before
st at e server Afte iration,..a ,. i

> B P B ais ResiHle i s Ghadsh ey v Mubeghitalid 18ect iR the
megsiaRgt txiangf er, i.e. to the sender). The server may
create a new database entry to create this

t r ansacAftars useood thoireripipmtfunttnhdl |h@$10pmryd the contaired-file 104, the
t he dat abas atra Trans

10 { s BEREE b Bl 1P Albiitas b REGEb: Rfpicneuni 102
AdTiieas R eeddee6f thDrédipigntamitelo2ith@hdatculdte the Hafhdolde of the received
recipient_is already known) Addressee e-pnmil_ address

SetpaeingiSde 1 Ppami makg ask e HEdHa faahe kew 99 ofdesyPhay be
th /
he cur AR RShUEUSREE Lo BRATIR) (R LR A B
dayst T03; theikekupy 1sF¥zenk frﬁ‘muhe emnt(dlramt |1 03 teeths eedipentendryp?2.

15 leJ,C ggzm E’Pgrlléﬁ eg:fgli]]t%(i) mél?)? é'%{)) sggﬁ,g gfe)lréfﬁrjmatl{)ga n¥essage&} 10 to
the sender unit 101. Upon the delivery of the key 109, the server 103 sends the email
110 to the sender unit 101 that confirms the delivery of the decryption key 109 to the
recipient unit 102. This confirms that the recipient unit 102 received and opened the
complete and non-manipulated email 104.

20 After receipt of the key 109, the container-file 104 can get decrypted by the
recipient unit 102 and its contents can be extracted. Finally, the container-file 104
and messages contained therein can be opened to get access to the content 111 of the
file 104.

In the following, referring to Fig.2, a provider system 200 for secured email

25  according to an exemplary embodiment of the invention will be described.

In the embodiment of Fig. 2, the control unit 103 is subdivided in a
first control entity 202 (a first provider server) communicatively coupled to
the sender unit 101 in a manner that a transmission of the sending information

message 106 (comprising a decryption key 109 adapted to decrypt the



Sender - NT-nane (nmay be the | ogon nanme of the user on
the client-side) Sender-NT-conputer nane (may be the
WO 2002/079943 he conput er of the current user on tPEI/EP10061012605
side) The server may return ,,OK" to the client. In
case of errors, the server mgy report errors in plain
text to client. Request may be a key for a
container-file This nmethod nay be avail abl e upon
successful initialisation and authentification. It may
be used to request the key for decryption of a
container-file.Such request can only be nade a
cli ent enbryptedeletroniophéssage; 1&4) frhmthmmd@r iyt b%éw the first

contai nere fl | ? derg 1 a’to 1den 81 nlt %Qldumt 101.
the f ol PBEPHE éé‘1 G e %

Hashcode It "Fh‘é ofeall U@ %rmhhéﬂvoﬁlphrsamieebnmtm entlty 201 (a
encrypted. CetKey -> may define the desired act

Has hc oduearing sery e sommmunseatizelly soupl oh s the dad cRirgliggtity 202. The
5 ! ecel Ve COAl Oty hbd & alfited & HEkadih dhbhitho ﬁﬁoéehaﬁg

al | éssesS ‘aval the cur
aut hentlhfdrﬁlaﬁ@dmebsla@élz(-)@ﬁﬁhe ééd@nﬂ bdmir(ﬂ @Btityt20¢ in a manner that the

recipient). Now, the server ery. its database for
a t r ansEE@NdoienitRl emity(! sdiog HW qﬁ%@%@ﬁfﬁﬁ%ﬁ Hﬁélsaﬁﬁff the sender
the corpgcipirecipient e-mail address. If this fails,

t he server nay stop execution of this function and nay
return an erdoreomssagentrol umtel 03| dogprisespthirdposirel epgity 203 (a

mat ch of hashcode and e-mmi| .add r e

10 7ot 1§ eV DHEPREGoF ROV AP RRED) CoHRIOaa T EpigfEdnit 102 i
creat e amARYrdak akasanRibhwfh @écqﬂmhhesb@ 1@7Cmm‘tbdﬂveen the
transactions. The follow ng val ues naégbe stored: -

Ar chi veseriDiehiragit be2 mtbﬁﬂvrctwmryl ey 3isrigdicatavarpfiapiidentity
entry) of Rues%} ﬁ t%g rec grgt “n 102 %ﬂlnt ﬁ'ﬁm la lgﬂqr(@%ﬁay

- Sende¥ USEr®

St ar t - Dednpr{st heletigpeon kébeadalpﬁﬁdstadbctrypt thé amdrypied dlakteonic
fromtransaction table) - Term nation-Date (the date,
15 this traesaes 1Uh ends as set in transaction table)

The third control entity 203 is communicatively coupled to the second
control entity 201, wherein the second control entity 201 is adapted to
exchange data 205 with the third control entity 203 in a manner that the
second control entity 201 is not aware of the identity of the user of the

20 recipient unit 102.

Thus, the communication system 200 is an anonymous transaction
management system, more particularly an anonymous clearing system.

The clearing unit 201 allows for a management of the key transaction
in an anonymous way. The key data is transmitted anonymously upon receipt

25 from the first control entity 202 or upon request from the third control entity
203. Only the provider servers 202, 203 which may offer their services
independently from the intermediating clearing unit 201 know the identities
of their respective clients 101, 102. Therefore, the key exchange handled by
the clearing unit 201 is anonymous, whereas the first control entity 202

30 knows data characterizing its client 101 and the third control entity 203
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Sender - NT-nane (nmay be the | ogon nanme of the sending
user; out of transaction tabjg)-

Sender - NT- conput ernane (may be the nane of the

conmput er of the sender out of transaction table) -
Recipient-1P (may be the | P-address of the
client-conputer that received the key) -

Reci pi ent - NT-nane (rmay be the | ogon-nane of the

current kng)sxesrdatjirphat@teazugnts.@]edb)OZ The clearing unit 201 is a “trusted

Reci pi ent uterna e th
comput STt W PR Ko R B Olort el b ing g identit
the sery@he mmhﬁi%aﬁlfgﬁqsﬁaﬁ@eshw 102. the fol |l owi ng '
Message: OK <PIPE> Key It is recal led that this

transfer mayA @@C@wévlymnmwsm af shewgerynhign &gy &opmide second

t
ot AL Lo A BRAOTD B IBRSL
key fr orecipienKanit 162 fiay rémlttd‘ﬂ &d«%ﬁsﬂmdmd)ftamodﬁen’ otpfonfirmation

the files and_content of the cont -file
aspect smewg%améb%wdﬁaﬁphm%? rpfré@pgheorfecw@t unit 102 to the

I nventi g, &y EOé@[BEéﬁtﬁ?tzo; LPHY &Egrﬁéaﬁﬂ?&%ﬁugfz@m@tﬁé%eﬁder unit

to be descri ereinafter and are expl ai'ned
referent@.to these exanples of embodi ment. The

i nvention w nm)re det ai | rej nafte

e ot or erb S Ristal S TR a8y Ra P Eb ARt the first

the i nV&ﬁﬁﬂo@Bntit? 209hnd th¥ise&hd o%hﬁol ehti$PYSmay be stored in

comuni cat i on system accordin an exenPI ary
(g| 1ga

enmbodi MEGmogEs @ th pNtEies 208, 2 mpangigHthat any dommunication can

communi 621 Q0. (SYat U ALEONY! NG QNG AR

enbodi nen i'nven Ion i
dr avvl ngcorﬁmaﬁlhamii betwédnytht thitdentrol émmy P03 andethe rseaomg control

to Fig.l, a communication system 1Q0 accordi
exenpl a?riptié %bmabf@ﬁﬁt%? rpﬂ’i}"esrﬁ OH St g@lg 208 i manner

descri bggy anfh@naRiIkonakh 88 réyRtE mtérO@mfsowaéﬁ S&Sidring the
sender unit "101, a recipient unit 102 and a control
uni t 108ansaction hlstones it will be possible to reconstruct any communication
including the identity of the sender unit 101 stored in the first control entity
202 and/or the identity of the recipient unit 102 stored in the third control
entity 203.
In the following, several aspects of the communication system 200 will be
described in further detail.
By the clearing system 200, an essentially unlimited number of (two, three or
more) providers 202, 203 can be supported:
- this allows for global availability of this secured email system 200 through
different (two, three or more) users 101, 102
- the first user 101 can send a secured email 104 to the second user 102 who

can access it even if the first user 101 and the second user 102 use the service of

different service providers 202, 203



The sender unit 101 is adapted to generate an
el ectroni c nessage 104 which may al so be denoted as a

w@onwrarey -file. Furthernore, the sender unit BROWERZNG6/012605
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send the el ectronic nessage 104 directly to a mail

client 105 of the recipient.unit 102 (wherein the nail

client 105 may be part of the recipient unit 102).

Furthernore, the sender unit 101 may send a sendi ng

i nformati on nessage 106 to the control unit 103

i ndi cating that the sender unit 101 has sent the

electronic.nessage 104 to the recipient unit

Fur t her-rservéce prnelders cZiOBJ ARtmyyntain provACY 95“’(@6@3“)@“% with

eI ec ron ctly fromthe sender unit
{3 e@iigp em lcegplip 2$I nformati on message 107 to

t he contth@bleatm sei\Qae uitih 20 oy hhsdlecavnpinousfrarsagtidnatata 204,

nmessage 107 indicates that a user of the recipient

urd@s @Q@Oh%%otﬁe&eﬁ%%ﬁ tO1R8Y SPERMPLHAE nessage 104. A

user ofy 108 and

R L R A e

conmmuni Inatusemlasmsloam anQhe épprtucamtns ,creator‘t gndafreatdeé‘ may be used

sender unit, 101 t hen wth the
at OLEFE S@&ﬁ“&lrﬁgx’?mf‘és gjrﬁbg @n?g?ner file 104
conpri sgs, ﬁr%d&oﬂ%reﬁ SrAddr I20@ Ofd3irBnLiRE karRELsbpliehtiBn to which

For thi's purpose, ah encryption key 109 is used in the
usal users 1011002 cofmectdprivadanserver)i Tle prodiden?AZai2R% alsp erganizes

RGP C e Ck Ao i ) SuadRr g iin Bf ey 0E™

hashcodehéfrotiders20nPiEt Bag %lhﬂlluﬁﬁﬁtefmﬂﬁa di@dring-layer 201 to
Furthernore, the creator entity of the sender unit 101

esebpigstiessastion infernating. Eyery a0 t208) 2Q3riends (95 rqegives)

se

oA hioh 2o BTN gt Dok Slaof il g g lang
coinkente 2Glhe nessage 106 may i nclude the transm ssi on

of the co ner - hcode, a rec

subj ecti? g?] al@ [?ty%%(ﬂk afﬁ@”ﬁﬂ‘&? mgcé‘toﬂ% pt ?f’&l BELAGS; 202,
i Nb@y H‘?ﬁdn‘ﬂ@ed thRiaSaRdicR6hdn gé of i sh &b R formator &Qodsroviders
sent to the server 103 hol ding every information
ne2@kd03.0r a transaction. The control unit 103

aut hent i.cat,es. t he usef d/ or

of the c?lﬁ?rg}%s e Qllotﬁagﬁo dc ec alhﬁgj?l il

cor r ect hHgdheodest tﬁﬁ &aﬂ@ﬁﬁwédﬁam&he v&@ﬁ?tdoﬂiecﬂlmrﬁmidﬁﬁm and
may further send the key 109 to the recipient unit 102

20fome§f*‘ég?ypt|on of container-files to the legitimte

reci pi en %&ﬁﬂ il 104 by the

mai | cl |Ién 1%%58% t e&SQ%bglag%#tEﬁﬂﬁFt@”loz t he

reci pi enHashebde dfxBe r@qaenﬁesalt duhir@m Ver(fgmhmqnmgrepipeent
attached con{.lal ner-fi e‘?‘?(‘}a} gh t he Fﬁér of

reci pi entdeqt %aﬂfef%%w cdpemanggreen mﬂ@%‘ino&}? t he
reci pi enpatdtbt rdfddctRefifeddte file 104, a reader nay
get started automatically. Before the first use, it is

25 possi bl elnforaatioh @bewdbie senden (anthertiqationetaiajst al | ed

30

locally, P(Pen 1Ecat10n code of the sending provider
Next, it will be described how the recipient 102 of an email will get access to
this email.
If a provider server 203 receives the request for a transaction-key from a

recipient user 102, it will send a request 205 to the clearing server 201 by submitting



recipient unit 102. After a user of the recipient unit
102 has opened the container-file 104, the reader

W@weTve3to the server 103 and aut henti cat es PCBEPRPZE6/012605
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of the recipient unit 102. Then, the reader of the
recipient unit 102 may calcg%gte t he hashcode of the
received container-file 104 -and may ask a server 103
for the key 109 to decrypt. Wen the authentication of
the recipient unit 102 is accepted by the control unit
103, the key 109 is sent fromthe control unit 103 to
the recipient unit 102. Furthernore, the control unit

1013e h@;accwmf tlae messﬁger Mt ichariiE s&age201 MAlltR1iV 88h S RAH Bhshcodes,
%% Fﬁﬁp ﬁgf el yery of the key 109, the séerver
16%“2‘8?& asitguics ang pihemigtoreiosin aluih gedh aghie irasactorethat
c e 109 .to t
QBfrespFhdd ﬁthﬁlléw&fey upélltg{gﬁ?}?@%}(%de? Qpi ¥¥, I3 EF%PIS ﬂ)% The

recipl ent unit

urprevidey 203 é@ms\lblduglnﬂlesxpmuith dnldeomparek icchashebdes of the
fter recei pt of the ke

SRR iR BITRSES pith Do bashiode® pRbemesd b it o Sever 201. I
r elidrpiseivnaten) the %Eb%ld%edoz b?th%%&ﬁ@ﬁ dl(ﬁ%u%h@é&ttﬁélgéf%t e

Fi nally, t he cont ai ner - f messages con
t MEFRIER 102rang avi ,semféml mngnetmeamfehs delovetn® theoleariig dekiler 201.

0 . foll o) referring to Fig.2
o Aot S0 Dl bR ol SRt
alassa'agtmdpd) asch mﬂbmetszm by invention will be

descri I n the enbodi ment of Fig. 2, the contro
unit 1 eﬁys})r%ﬂs%r 2PRa &P requests htsrweebmtrfmatlgntabtqanac};hort

|
( ‘"{’ntéﬂvﬁﬁ if tRé Bfﬂvgﬁ:g 8@1@51\/%2) 269 F) iﬂ} ch¥§ o¥ gﬁ%}ﬂp sgln?ﬁy trigger a

t he sender uni n a’manner
t netlﬁ@ﬁldn m(gthersﬁndmgtlsem n0hresea ge slleﬁeséﬁ:ll)&élf\de@ 6¥IhR transaction.

decryption 109 t rypt t heencrypt ed

el ectr % fﬁﬁ.‘i‘@&é’ea f@%? ?aé?ﬁotp Uging dpcypent attgchmegts will be
thﬁpmﬁm@t control entity 202 is indicative of an

identity of a user of the sender unit 101. The contro

uni t 16B8e $XsEan 00, é’éﬂmpﬂ@@sladymmndidcemmm@nhhy gptdihlly

r ive led to the
¢ P, EEpLRRIRGT Rirke TR ¥ Bl oEBHRESE. onv i 1y 202
i s adaptexding té ai weermblw ATRANEISthERRA NBObd NofedBy! tRuser
204 to the second control entity 201 in a
i FaH s A be SRR TV YeRor 2R
Ofnetiisndl @Y drkMoP 01t DG Hésfgfc:fgg Lc{aedlgﬁ’eﬁgr 81%1e I%:ertlé%ates of

Mor eover, the control unit conpri
carhordly. entlty 203 (a second provider server)

comun vel ed tg the r pient unit 102 in a
nmanner Ag R4y &t %?%ﬁ%ﬁ\e&%ﬁewwgr 5@% PPibrfntergesdhegaddition of the
laxthcheemeBirtidiore, the feature of a mandatory attachment is optional and may

be activated or deactivated by a user or a system administrator. Optionally, a
provider may leave it to the disposition of a user to activate or deactivate the feature
of a mandatory attachment (for instance via a web interface). Moreover, a user may
define a sub-user (secondary user). Then, it is possible to assign the documents to the
sub-user who cannot avoid the attachment or alter a corresponding setting.

Those certificates may include rights and restrictions maintained by the

organizations of which the user 101 is a member, for instance for orders or some



recipient unit 102 and the third control entity 203 is
indicative of an identity of a user of the recipient

W@ eior/01023 The reci pi ent nmessage 107, 109 nay PCHPP108€012605
a decryption key adapted to decrypt the encrypted
el ectroni c nessage 104. Thq#?y rd control entity 203
i's communicatively coupled to the second contro
entity 201, wherein the second control entity 201 is
adapted to exchange data 205 with the third contro
entity 203 in a manner that the second control entity
201 is not aware of the identity of the user of the
r eompetente westrictiditf thhuser 20 haucloantiseciatilowed osthugmod@9up to a
isﬁfnéﬁnonynous transacti on managenent system nore
pafti®@®lariy an anonynous clearing system The
cl ear i NGyt isdRak mdldsever tﬁﬁrpr@vi@[k@%EQ% Qds 56wk Yo manage
transaction in an anonynous way. The key data’ts
t regritfivates ddockinglstoorsoynaipodw are ¢erqatl sfactnarti orfdigitat signature.
cqntr ol . ent | 202 or upon request fromthe thi i

5 cRAGimEReralt S asinbfusd W3 uleedls Dasne 24 conigisatc a
whillc Bvérgmdbdge et the 851 DE @sssi%rfkgqﬁﬁm N bindif OhARE by the

internediating clearing unit 201 know the’identities
ofconrpany by Eesdded and digitdht sgned certifpate ofasthefity. e, t he

key ex £learing,ynit 201
oy g e B athe 198, SoBRHNBR el Sl aggtoments
dair atephandatht €571 @ ‘ag” dbss it ertltdelDpluadlidy. tA18o tleinkslts described in
10 control.entééﬁfZOSknoms_data characterizing its client
1§8soctign it different snbodiments gay bercombined- part y* whi ch
carrie ' A i
Che 1 dant Lo b ol RAORE A m e chBH RN B9
A cengined 9f limitingaths séqgmiaftheoflaitiise decrypti on key from
the second control entity 201 to the third contro
entity 203 and fromthere to the recipient unit 102
may result in the transm ssion of a notifier or
confirmation nessage fromthe third control entity 203
or fromthe recipient unit 102 to the second contro
entity 201 or to the first control entity 202 or to
the sender unit 101. A transaction history indicating
any conmmuni cati on between the first control entity 202
and the second control entity 201 nay be stored in
menories of both entities 202, 201 in a manner that
any conmmuni cati on can be retraced | ater. Accordingly,
a transaction history indicating any conmmuni cation
between the third control entity 203 and the second
control



entity 201 may be stored in nmenories of both entities
201, 203 in a manner that any conmmuni cation can be

WO 2aorazeds | at er. Thus, when considering the trBCIHERI00EN 2605
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histories, it will be possible to reconstruct any
conmuni cation including the jgdentity of the sender
unit 101 stored in the first control entity 202 and/ or
the identity of the recipient unit 102 stored in the
third control entity 203. In the foll ow ng, severa
aspects of the comunication system 200 wll be
described in further detail. By the clearing system
200, an essentially unlinmGBbdAhMBer of (two, three or
nore) providers 202, 203 can be supported: - this
allows for global availability of this secured enui
SyStemﬁ@@cdrﬁhﬁﬁﬁ@ilicﬂis?fs@ﬁﬁ%mbﬁm three or nore)
users 101, 102 - the first user 101 can send a secured
emai | 104 t & seAders@itond user 102 who can access it
even if the fjr. ) 1 and the second user 102 use
t he service(%%&g%?réﬁéﬁﬁgservice provi ders 202, 203-
servi ce proviaamsl @i, 203 maintain privacy of their
relati onshi ps with custoners (sender 101, recipient
102) - the cYReApinARE SBAC Wit igAfdaptablp gsaepteRigciignic message

anony e iafaifkh 10 hetalipichOthic 4o 30tk £653ihiRRY on
da T 0

access to any custoner a. e clearing system 20
may be roesyage tpdbke contiohnmie indigaging that thezlectronicl ragssagelif 1,
102, _the agglications.,,%re.tor" and ,,reader"” may be
used t oTASEL{ed to tharecipiedt PRy t he messages 104, 106,

107, 109. | nyRer&ih@Ne f£81pidna st is Maple@\d FREIvE Mo clé®Pnic message
runs the server-application to which all users 101,

102 coravdde s¢skoreceipt infermatiph mevsage by bigicgatrol2m, thegereipt

al so or, ] e Q - da | .
ks o BRREAN AOAATRIAGE MR GO 0 R0 Breciva
203 nmythe eleohionic afessaget h a cl earing-1ayer 201 to

exchange transaction information. Every provider 202,

203 sends (or receives) information 204, 205 needed to

manage R 1eWokinfiie@abh Pt &R ARTBNS t§ Aainh¢, Cl eari ng
instance 201. In the clearing-layér 201, the anonynous

t r ansacvhaeia thé seadetumtisaidaded RORd g@3lé¢ctronmmaecpsagetto the
guar ant ee. exchange of transaction information across
providé?gpfﬁg?m'os. The clearing system 201 may hol d
the follow ng informtion:

3. The communication system according to claim 1 or 2,
wherein the sender unit is adapted to send the electronic message to a

plurality of recipient units.

4. The communication system according to any one of claims 1 to 3,
wherein the recipient unit is adapted to receive the electronic message from

the sender unit.

5. The communication system according to any one of claims 1 to 4,
wherein the sender unit is adapted to generate the electronic message based

on electronic data provided by a user of the sender unit.



- Hashcode of the transaction container to verify
correct transm ssion and nessage - Key to decrypt the

wore®3Aae43 t ransacti on- key) - Hashcode of the reCI/pPmne012605
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mai | address to verify the correct recipient -

I dentification code to handlyg the managenent of
transactions - Date for transaction timnmeout

I nformati on about the sender (authentication-state) -
Identification code of the sending provider Next, it
wi Il be described how the recipient 102 of an enail
Wl get access to this email. |If a provider server
203 receives the request for a transaction-key froma

reci pi user 102, .it wll send a request 205 to the

cl eari ﬁ%hs?g r %%P“ﬁb’i‘t‘%‘ysﬂwwrﬂ'gﬁ }?e(ﬁ%gé code of the
Messagavheléif tid RAdNGItSE hdPpeddd beérhle thietledtfInid MBs4B8Y as an
hashcodes, reci pient-hashcodes and ot her information

about eaenPididleptronicanesaege yrenchating drerdegiionibslata t he
hashcode subm tted by the provider 203 of the

reci pient 102. The provider 203 | oops through these

resul t 5. ¥hd commalcaton fstdnaadvotdieg toodlaibh®of €Ci pi ent' s
mai | addresses with the hashcodes returned by the

cl ear i rYPeEER sy sepder unitiip adapisddojggneratiedhe plectidnic message as an
provid : 8%#E : i L i : key
to t he%Enea?i(lgflggltn% I%gf{tgn v%@P%ln%gﬁﬁe?ﬁrollrﬁﬂé%%t%/ﬁﬁe%%ﬁ%f

the delivery to the clearing server 201. The clearing

t . thi 1t t jnt L al
ot 1 11 GatPeRenaR et aEh M Bre 9 Prat fput 84 3

202, 2Gwherdid BieyseRAQINHS addpod t8 Fendra@uambicolt Sased 'dnqhd
notification-table in a short interval. If the

provi deleciepiganessaze and(ys bpsed winvhe elsefedniadaiat i fi cati on,

it may trigger a notification to the sending user 101
about the successful delivery of this transaction. In

t he fold. @ ogmmanicatsnisystenehaosiing » @aihog,ci ng docunent
attachnents will bhe explained. The system 200, nore _
part i C%quﬁ@n dWitde pdaptsd te rserzbtii,e %ﬁﬂ’g‘io‘éﬁp@i thegentgpl unit as
of fer thRaROSHIif the YerlithefiRfctRatifiPmetags or 101 to add
attachﬁén?s. Accordiﬁg'tgnaﬁ eienp?%fyg%nbodinent,

this can not be avoided by the user 101 and i s nmanaged

by the ,admjnistrator.of the provjder-server .202. I g

Chi s el OnAnF e B abis A58t osls piF pedeis AR P,

di gi t alwheréih gheesénd@nunitlis 6dpesl 0 fsemtld B tion kG td! Ble! dntrol unit
it may be the provider-server 202 which enforces the

addi t i @8 ableagtjggpart of the sending information message, the decryption key

being adapted to decrypt the encrypted electronic message.

11. The communication system according to any one of claims 1 to 10,
wherein the sender unit is adapted to send to the control unit as at least a part

of the sending information message at least one of the information items of

the group consisting of sender unit user information indicative of a user of the
sender unit, electronic data information indicative of electronic data used for

generating the electronic message, and communication information indicative
of the communication between the sender unit and/or the recipient unit and/or

30 the control unit.



attachnment. Furthernore, the feature of a mandatory
attachnment is optional and may be activated or
wa@lemchivat ed by a user or a system adm ni st r at BCT/EP2006/012605
Optionally, a provider may |leave it to the disposition
of a user to activate or deqﬁﬁlvate the feature of a
mandatory attachnent (for instance via a web
interface). Mreover, a user nmay define a sub-user
(secondary user). Then, it is possible to assign the
docunents to the sub-user who cannot avoid the
attachnment or alter a corresponding setting. Those
certificates may include rights and restrictions

mai nt ai by the or ani zations of which th 0
e 5 mehtodne bomiitnizadahusm fctardes s s A el Bl
restri C\Ivlhéi’élﬁ td schB& U#SEs aaébjeed t%l!s‘}ﬂc}ﬁlém élﬁﬁrseﬁcﬁngbf feed
to buy %oo s up to a value of ... benefit is that
no userelestroniti messageto diag nesememe nmzalzd theedlgilsmf thasending
5 manage ¢ rtificates F'ﬁ §ts or some hardware
to read " SHEF @5?5%“%%() Fﬁ?? u§ gnature. In fact, the
user 101 even does not need to gather a legally
bi nding PKlI certificate at all. Every nessage sent b
the usel3-Tbe commanisaten systea pegrding tayANG @1 flFAL P to]2,

the co .

cort 11 agtindbe ARAGRES oAfedloichBaloing LEDEHhip messagg s
term " campresedgécteops mesiage iy cordpresdiigetheel eetronicslatar
steps and the "a" or "an" does not exclude a

plurality. Al so elenents described in association with
di f f er epf TRERGHIIRREGOTR%iRES a&:%ﬁﬁh%ﬁ)danyl Jne%'?@léllrgs @k&@s
be noted that reference signs int ["ai 8 shal | not

be consvhereid thesdnden unitig addpedstoopisiatefa eomemuniadtivg \Oth tha

M S 1 A tlon S r|S| a se r.. .
unl t; 38@%@% seidime an eg{eg%ﬁ%’t"P Esifer ﬂbﬁw"é’r"gr it prior to
the s en@le Eerldifg ofithe Qéﬂﬂﬂigeidfdrﬁaﬁ@ﬂﬁkﬁage @fm/@ﬂ [Ririt® thfsmitting
nmessage to be transmtted to the recipient unit and to

15 send a tBesKFEQNIE ATST48At i on nessage to the control unit
indicating that the electronic nessage is transmtted
to the recipient unit; wherein the recipient unit is
adapt edl%. @he ecrinnaichatien eystoh panrdingresaggmeant dlaimos $emdal4,
a rece|£F |nf natlon nmessage to the c ntrol H@ he.l
recei pt WHFG! ffinSFf S Fhareat¥R§ eF}?BI ingluding anggmai
t he recagheﬁ;humkklhas received the electronic
message. %%e comuni cati on system according to

20 ¢l ai m 1,

16. The communication system according to any one of claims 1 to 15,

10

wherein the sender unit comprises a software element embedded in or to be

embedded in a conventional email client application.
25 17. The communication system according to any one of claims 1 to 16,
wherein the sender unit is adapted to notify an event that a user of the

recipient unit has accessed the electronic message.

18. The communication system according to any one of claims 1 to 17,



wherein the sender unit is adapted to send the
el ectronic nessage to the recipient unit. 3. The

W@ a9mTd9eant i on system according to claim1 or BCT/EP2006/012605
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wherein the sender unit is adapted to send the

el ectronic nmessage to a plurglity of recipient units.

4. The commruni cati on system accordi ng to any one of

claims 1 to 3, wherein the recipient unit is adapted

to receive the electronic nessage fromthe sender

unit. 5. The communi cation system according to any one

of clainms 1 to 4, wherein the sender unit is adapted

t o genevheren theseafieramitom pdaptaskio agti lbasenbihated esetr phiiec
data provided by, a user of .t.he.sender unit.6 .The. .
comun irS%Pﬁe%u’ggl%a(sé‘r?? aeeesed itﬂhegel?c ¢ fcarlnﬁ’qisg >C @nnél rggl ﬁhméf‘ pgerval
sender ¢tBéddirigsa prdagt@sinédthaeneldaige inf@val ect roni ¢

nessage as an encrypted el ectroni c nessage by

encrypting the electronic data. 7. The conmmuni cati on
system gc L.ng :] aj . erei

n 1 < adtbpulbRafoRblen fleoRipdlifing diebFELARTER] 16

an enaiwhdréia thichieigisn uait iscclapted to, w@bn gechips eflararcedseommand
electronjc data. 8. The communj cation s sten1according

to any Yraseroidherecipient pgitproyde aeqess torfhe elerigraic Figssase to the
I s adapied,fife A& glﬁtug-ta hashcode based on the

el ectronic nessagg an }or based on the electronic

data. 9. The comuni cation system according to claim

8, whergjn.the sender. unit is adapted.t.o nd the
hashcodgiﬁbePW@nWBﬁ? o SX5 a%@“ggggﬁﬂgpléipart of the
sendi NOwhéiatRStdcRenBaS a0Rlaptkd to, UpBn S&UTHY BF Sdlab€Rs command,
system according to any one of claims 6 to 9, wherein

t he serngad anypapthentificatiopmsssage tostha gorirel dwitypior BrprRyidingpccess
t he Coﬂ?ﬁﬁid%&hﬁﬁ@ﬁwﬁ% éeast a part of the sending

i nf ormat’i on nessage, f% decryption key bei ng adapted

to decrypt the encrypted el ectronic nmessage. 11. The

conmuni cat i on system according to any one_of clainms 1

to 10, %hgméPﬂmFﬁ@“§BWH@F“@h?(”an%HHﬁWgﬂz’o send to

the congrglinind Lorfifol Bhit [LABpted td8nd thd déc&‘ﬁ)tﬁﬁ'k@%’ Rthe recipient
i nformati on nessage at |east one of the information

i tens oinitupngecuy of tiresdusheantificationsmendage fnorh tthergeipient unit.
information indicative of a user of the sender unit,

el ectronic data information indicative of electronic

dat a usgd Thecomeifidatibngystde aedoedihg @nélginieEsage, and

communi cation information indicative. .
wherein the recipient unit is adapted to provide access to the electronic

message by decrypting the electronic message by means of the decryption

key.

23. The communication system according to any one of claims 1 to 22,
wherein the control unit is adapted to send, upon receipt of the receipt
information message, a confirmation message to the sender unit, the
confirmation message indicating that a user of the recipient unit has accessed

the electronic message.

24. The communication system according to any one of claims 1 to 23,



of the comruni cati on between the sender unit and/or
the recipient unit and/or the control unit.12. The

W@ a9mTd9eant i on system according to any one of BCEHER0@012605
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to 11, wherein the sender unit is adapted to
synchroni ze the sending of tf3® electronic nessage to
the recipient unit and the sending of the sending

i nformati on nmessage to the control unit. 13. The
comuni cation system according to any one of clains 5
to 12, wherein the sender unit is adapted to generate
the el ectronic nessage as a conpressed electronic
nessagewhgreindhpsaader ynit is adaniediotsent the elgptranicgessageedirectly to
conmuni cat i on %Xﬁaen1according to any one of clainms 1
to 13, WAEFU'H™ME sender unit is adapted to initiate
a communi cation with the control unit by sending an
aut hentification nmessage to the control unit prior to
t he sendfi-AdespmunmicainmPYRien A HAL forlaimeddage and/ or
priof 1 ondBNRELAHE il Oy BL CEiHi ARG PERABRA s aiflif
conmuni catron system according to any one clains 1
to 14, ydenenidatidhersieoeinotindr twithonpanysstermediatt endtye

el ement including an email client application. 16. The
comuni B8PV eEYst em according to any one of clains 1
to 15, wherein the sender unit conprises a software

el ement enbedded in or to be enbedded in a

convent 2@rle commiuniction wystemp pkéording émanylghe offgdaims 1 to 25,

conmuni cati on sfem ordi.ng to.any .one, of. clai :
Lo 16, WREIFE 1 I9ReoREutldns e TRakpP g ft frsfihfordypt unie
event t Bghprised8€leas®oné BEhe@EduY @nbistiil 6f Iksvercompaet] a client
the el ectronic nessage. 18. The communi cation system .
accor di eempuerapyesitep eFmpuyter Atapion mpaiehe PEsena digital assistant,
sender unjt.is. ted to notify an event that a user

of the %%%?%?E%?S@%Ft has not accessed the el ectronic
nmessage during a time interval exceeding a

predeterm ned threshold tine intgrval. 19. Ehi. 5
communi &4t FSrFORYRIGANQE SYHEN AGOEINGAY 2HRNGI LTS 0 205

to 18, &i Br b BEmARAIALSNbS tBisénded uMt ARY/6Cof!tRe redPMht unit
recei pt of an access command of a user of the

reci pi emnd/amofithe pongiol dait sxerssanother viae eoinpeRiegtion network,
nmessage to the user.of the recipient unit . "
comuni & 1|c1(1)1ﬁf91§ yiayal gastons; g %urﬁ%a%g Pélle{r‘]ﬁcfg ,Og \%{? e% Qlﬁ)nconsmtmg
t he rechpineNhteHiet, tanlitra3RaRIWIANDnetWwpEX) an® & Gigdile edmiruaication
access command, send an authentification nessage to

the confe@oriini t prior to providing access

28. The communication system according to any one of claims 1 to 27,
adapted as an electronic registered mail system, particularly as an electronic

registered email system.

29. The communication system according to any one of claims 1 to 28,

adapted for transmitting the electronic message from the sender unit to the

recipient unit via a transmission path which is adjusted so that the control unit
is located apart from the transmission path or beyond the transmission path or

outside of the transmission path.



to the electronic nessage. 21. The conmuni cati on
system according to claim20, wherein the control unit

WO 200361239%Ed to send the decryption key to the PEDEP1086012605
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unit upon receipt of the authentificati on nessage from
the recipient unit. 22. The gaonmuni cation system
according to claim?21, wherein the recipient unit is
adapted to provide access to the el ectronic nessage by
decrypting the el ectronic nmessage by neans of the
decryption key. 23. The communi cati on system accordi ng
to any one of clains 1 to 22, wherein the control unit
is adapted to send, upon receipt of the receipt

i nfor ' nessage,..a confirnatjon nessage.to.th
sender - Uhithe RERHERh FEMLICRIAER IR RSt Ry i,

a user of tRehdrélfiithid @ntroliit cdhdsrises & Gisst @Ontkdl@ntity

el ectroni c nessage. 24. The communi cation system '
accor di Sgmgnieghiyelyroupled ¢o Hiesgnder ppit frBa wieanpe|thattargansmission
sender R’ e oni sage

ai reot 19 nd sRRGRE ook el Eifts UG LRk o BRRTES
syst emiadicativéi ofgntidentitypofth2 dendehediei n t he sender unit

and the recipient unit are adapted for a direct .

conmuni cat i OWISRFIR SRR hBRIheMRHSEH B SEcoad pontrol entity

| nt er Mg eni&litvelyYoolpRl 89 &le R &Nonk St entine

comuni cation systemaccording to any orie of clains 1
to 25, wher evherein theefist canme! edtity ladepiedde farwiatd the kender
recipient unit and the control unit co I Ses_at | east
one. of st B s Ry ety I e bpf e Hhey i pnd &l
client HERPIYINBE aware @€ HetiehtEPHPME 8éndepuhi@Pt OP _
conmputer, a personal digital assistant, and a nobile

phone. 27. The communi cation system according to any

one of gl %Q%o%mtggi&%%?n %g?e?r#]g&oh% ) c(fe?lwi cation of

t he sendér "uni n e recﬁilen unr’'t and/ or of
t he conwlieeinuhe dentler mewsageniotieesending irfomnationnhesssigep particularly

network, pariicularly via at |east .one communi cation
net wor K5 8R4RE RIGTFHED MSSAge AeMBHsing & dpeyRiiofkey adgpted to

i nt rane(;ecrz\@t YW AN RtIBIEK o fiessapBPi | € comuni cati on
net wor k. . The Tommuni cation system according to any

one of clainms-1 to 27, adapted as an el ectronic
"egl St L4 IRb i RAEN syRBM AGHIALE th dfntdb & HCtroni ¢
wherein the control unit comprises a third control entity
communicatively coupled to the recipient unit in a manner that a transmission
of a recipient message between the recipient unit and the third control entity
is indicative of an identity of the recipient unit;
wherein the third control entity is communicatively coupled to the
second control entity;
wherein the third control entity is adapted to exchange data with the
second control entity in a manner that the second control entity is not aware

of the identity of the recipient unit.

33. The communication system according to claim 32,



regi stered email system 29. The conmuni cati on system
according to any one of clains 1 to 28, adapted for

W@ e@ie798i i ng the el ectronic nessage fromt he BEHER2006/012605
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unit to the recipient unit via a transm ssion path
which is adjusted so that thg control unit is |ocated
apart fromthe transm ssion path or beyond the
transm ssion path or outside of the transm ssion
pat h. 30. The communi cati on system according to any one
of clains 1 to 29, wherein the control unit conprises
a first control entity comunicatively coupled to the
sender wherein the rgcipnh@essapacomprises asleas sheof the geoup consisting
sender JFRssage tf.r m t he sender ud;i& to.the first
cont r ol®* ERtFESPY IBOTRAI L IFPash g, ?Cﬂgmoi“ﬁ%?yéfiaﬂt%to decrypt
sender théércrypiéteéledtionidi@essapd.r ol unit conprises a
second control entity comrunicatively coupled to the
first control entity; wherein the first control entity
I s adapye t he sender.. nessage to.the seco

Bl ﬁle(% ?onfng{n\f@zgtgon s gtcemt aﬁ;g?rd{r}geto Sagg SRY og%}mn}so}% to %q,

control e y I'n a mnner

~entity vitereintt ladbae of the lgeoupdRtisting Xfthé igst S6MER entity and the

unit. 31.. The conmmruni cation system according to claim
30, mé?1§1WWWie@§MMPWE§J§EB@t-i s the sending

i nformati on nessage, particularly is a sending

i nformati on message conprising a decryption key

adapt ed>5t thalepnypicativnesystemptceckdaigato tang bhe o NE SIHAPD. to 34,

32. The.co nicatio tem accar.djng to claim3Q or

3L, WV HRAraenE] ST BN G i ag s oHIF arb sl
entity peondeiihgati vel y coupled to the recipient unit

in a manner that a transm ssion of a recipient nessage
between the recipient unit and the third control

entity kS ndi l.ve. of an identity of the cl pient

ani : * AReTAT SR S iial By paSof Gk o 55,
communiadaited/d an motpheds transhhidnIRaRBEMERRYStoh, fiHibdI¥ly as an
wherein the third control entity is adapted to
exchan@BOHAAS (aHNE fSt&Rcond control entity in a

manner that the second control entity is not aware of
the identity of the recipient unit. 33. The

communBé atheoronzyenieatioacystenli acgortimgab ahyroBLo fdigingi Intot3ie
reci pi ent nmessa cO ises at l.east one of the group .
consi st @ellb?tﬁfﬁgo?eeg@%ﬁgquﬂfc&]ﬁﬁﬂg&f tﬁ"e%“é‘élﬁre‘méﬁn egecipient
decr ypluhidfundeNe eshapl asit isuddped YRipréRatifg aéRisiflty to

el ectronic rr_essaqe. ) ) _
information included in the electronic message in case that a predetermined

attachment to the electronic message is lacking.

38. The communication system according to any one of claims 1 to 37,
wherein the sender unit is adapted for mandatorily attaching a predetermined

attachment to the electronic message.

39. The communication system according to claim 37 or 38,
wherein the predetermined attachment comprises at least one of the group

consisting of an identification of a user of the sender unit, an authentication



34. The communi cati on system according to any one of
clains 30 to 33, wherein at | east one of the group

wa@ongiosing of the first control entity and theCt/RP2006/012605

10

15

20

25

30

control entity is a provider unit. 35. The

conmmuni cation system accordigxg to any one of clains 30
to 34, wherein the first control entity and the third
control entity are different provider units. 36. The
comuni cation system according to any one of clains 30
to 35, adapted as an anonynous transacti on managenent
system tparti cularly as an anonynous clearjng system
37. Theof@oweiefithasendar unit eapbhsationdif agsereidhg seoder yt, and a
cl ai nms |1 36, wher ej of the group
consi stlf’%%g%afra‘it%rémg%%ggerr%hFll%efs,gﬁéeﬁglgﬁ'eci pient unit, and
the control unit is adapted for preventing
accessibility to information included in the

el ect r tfl- & ¢rsvguRjeation methad.itheymethod caMBiigngi ned

attachnent t [: 11{535% ' i
The comuni c%fl %"%ﬁ“g%‘fg? %Fn@%}{clgor [ ﬁggféﬁ eg%%/@%%éeéﬁg?r &ﬁ}t’
clains 1 to thhsmithieg dierel¢d@nanesagettniatredipientapt, ed f or
mandat orily até,achi ng..a predeterm ned attaghnment to.

the ol ect r ori°BdifESSSRAIng BYOTAEN SRsisAgs M [TGTCRqsE o a
accor di QgbhPufit RKdBafdg Hat 38 eldMiBhiRinfestd}R iPiraslatifedionaé
attachment conprises at | east one of the group

consi stiepigienf ukity i dentification of a user of the

sender unit,_ an authenticatd.onof. a user .of ender
unit, an oblrleﬁ%wlghbyo?leglslfgé?e Sf lpfeﬁlgméléﬁ e?lgél}ﬁ?n?? mg%’gge’
a | ogo_ char agh@ingairegi itfeahatidn fb8ageRaartheiicipiend Unit Ao the
comuni cation nethod, the method conpri sing:

gener at $angohpnib (e teegint wiormetioy mepsageiicatipg that a gsgref the
unit, tlre@il?)?éﬁ Pﬁi‘t & E&v@d t?l‘éte[egﬂbx‘ficﬂ?eg ge to a

recipient "unit, sending a sending information nessage
fromthe sender unit to a control unit indicating that

the electronic nessage is.transnjtted to the recipient
ni t v be BRI B a3k SERE PPBE FR-GIfE T RoCRRg i
el ect r oflja5teARS SATFo1 of BREY Bt PconSfiihiBition HhARSBSS @4im 40.

nmessage fromthe recipient unit to the control unit,

the receipt information nessage indicating that a user

of the pecipient unit  has received. the rONiC. -
ressage - P Db P ReARER Y Sfjch doRgRi bR is stored
execut e@hfeyt, ®héH BEES &dcuteld By a processor, is adapted to control or carry out

a communication method of claim 40.

43. A sender unit for a communication system,

wherein the sender unit is adapted to generate an electronic message
to be transmitted to the recipient unit and to send a sending information
message to a control unit indicating that the electronic message is transmitted

to the recipient unit.

44. A recipient unit for a communication system,

wherein the recipient unit is adapted to receive an electronic message

from a sender unit and to send a receipt information message to a control unit,



adapted to control or carry out a conmmunication mnethod
of claim40. 42. A conputer-readable nedium in which

wW@2@onmeser programis stored whi'ch, when bei nBCT/EP2006/012605
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executed by a processor, is adapted to control or

carry out a conmmuni cation mgghod of claim40. 43. A

sender unit for a conmunication system wherein the

sender unit is adapted to generate an el ectronic

nmessage to be transmtted to the recipient unit and to
send a sending informati on nessage to a control unit
indicating that the electronic nessage is transmtted

t o t he thexscgpemformativn medsag@indéeatipg drat a wegrtof tlay regipient unit has
conmuni_cat i system. wherein the recipient unit is

adapt edectebveggkee%‘{l\?%tr%c‘é‘le%gétg?'oni c nessage froma sender

unit and to send a receipt informati on nessage to a
control unit,the receipt information nmessage

i ndi catdong contrel enitfoen communicatiemsysteaht unit has
recei ved the_.el ect.roni ssage. .45 A control.. uni .
for a communitesa dis ol LT AG T o B it fopmaion

I s adaph&sadedrdng @ ebRr @nis ahelsendingrih et or0mesRES idfating that
froma sender unit, the sending informati on nessage
i ndi cat3nFiECHRRIC MgFsageds traRyie IREP1GnE URif,$Rd A %faetfd to
{0 a recini . . S ‘
rocel pt ooy eatPLinfordlih heRHPBHh e ARG e reccip

t he r edefophatiorf mesvage mdicagssthgea used bt thieiregpichiainithas seseived

of the ﬁecligi ent unit has received the electronic
messagé_ e electronic message.



