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PROCESSI NG LEGALI TY EXPRESSI ONS CROSS REFERENCE TO RELATED DOCUMENTS
BACKGROUNROOB/094d%7 | NVENTI ON Fi el d of the Invention [0001] PChaISps/esent
invention generally relates to systens and nethods for Digital Rights and
Contracts Managenent, and nore particularly a systemand nmethod for

speci fying and processing |legality expressions, such as contracts, within a

Digi tal  Riaiis,anth Santiass SoNNIg e TN GSANDIROOESSING LRGN DITYRe! at ed Art
[0002] One of the nost I nportantgyEseegosgncer ni ng the w despread

distribution of digital content, such as docunents, nusic, novies,

software, 1 nformat | GRosdidhidiamiel o REpATEDBOCtARERTRY computing devi ces,

via el ectroni c neans, nternet 1n particular, is the provision of
the ability to enforce the intellectual property rights during the .

di stribution and use of Loy fiwql ogi es for resol ving
PSR GRONED RS

this problemare refer ghts Managenent (DRM herein.
However , pidi€bLthe dv@nBofunber of issues to be considered in effecting a DRM
system such as authentication, authorization, accounting, paynment and

fi nanci %O(ﬁ)'lfar i AiKh prbdBD I enSRESirkiAtBtrbRtEs 16 sghéms wat mbihods farDigitalght s
enforcenent, " and docunent protection issues, _to nanme but .a fﬁw 0003] For
exanpl e, Rightt hed @onirdcte Mprigement, dod Grsn PTtCHTY  8YSIR LA dust ¢t ent, a

work created. by an, aut hor i a i o) | jtgh formats
and pri nfREGHYHE: Bk PROSETSIE geﬁgﬁt&e&\%ersgog%%ﬁgo%i %@%ﬁ’ ﬁgﬁ{ ge%[tgly a

di st ri butlg@ghit Bnd OERKSEOVREagmeat figteni.et ai | outlets, from which the copies
are purchased by end users. Wiile the low quality of copying and the high

cost of distributing printed material have served as deterrents to
unaut hor Deseriptispyafieplaied st printed docunents, it is nuch easier to copy,

nodi fy, and redistribute unprotected digital contenf wth high. quality.
Ther ef or 40002 er eOne ofitheaeest fropOTtABE HARSSRECYBING th W SQfFﬁﬁléﬁn%BB?H 8ﬁt :

[ 0004] Dk]{lg;}t? gl?é{'ﬁfcﬁ%lf %ngaiﬁ&tymrﬁ%lcgﬁg)\(f%:{ sGvarQinPUBRHE LA tHeNike, Peopl e

from m I'zed copies o ctronic content within current
gener al - RHIBAES usdbl¥VBYOSFRPARET RIS USEELIEaBSHEC roeampu i ghea figernet m

o her e o o e v 6ero LB Edo1 B h it n s Rel RO °27 .,
during the distribution and use of the digital content. Technologies for resolving this
problem are referred to as Digital Rights Management (DRM) herein. However, there
are a number of issues to be considered in effecting a DRM system, such as

- authentication, authorization, accounting, payment and financial clearing, rights
specification, rights verification, rights enforcement, and document protection issues,
to name but a few.

[0003] For example, in the world of printed documents and other physical
content, a work created by an author is usually provided to a publisher, which formats
and prints numerous copies of the work. The copies are then sent by a distributor to
bookstores or other retail outlets, from which the copies are purchased by end users.
While the low quality of copying and the high cost of distributing printed material
have served as deterrents to unauthorized copying of most printed documents, it is
much easier to copy, modify, and redistribute unprotected digitél content with high
quality. Therefore, there is a need for mechanisms to protect digital content.

[0004]  Difficulties associated with preventing, or even deterring, people from

making unauthorized copies of electronic content within current general-purpose



networks (LANs), intranets, and the Internet, are wdely recogni zed. Many
attenpts to provide hardware-based solutions to prevent unauthori zed

copyi ng hwoa3pesemIen to be unsuccessful. Mreover, the dempcayusesni3zsi hi gh
bandwi dt h or broadband conmmunications technol ogi es and t he devel opnent of
what is presently known as the National Information Infrastructure (N 1)
is making it nore convenient to distribute |arge docunents el ectronically,
| nel uding, yi 89 Ll SiumSHERioRS stk | 208 RRbLhaNoiut orksaddny hi s nekes
it easier 0 pfoliferate unauthorized copying and distributjo of digital
cont ent . anBhethef aleeicet wenmetad bwer tommivaicallensenefpive: YEh @Rl\jof cfi8l ogi es

is becoming a high priority. 0 Accor di nl i uU. S
Pat ent Neptwarksk: IHP'%’?:GF% sagé(%ge t ared\%ﬂl%#}y vech afly Shansd

gystem tYor controlling the

di stri buti 98vRE 1did@drabaseanbritfons Whpreetbdt uiaithossedodoplyhne hadRrewestiem can
include a Ttepository associated therewith. A pr e?}et rm.ned set .of . usage
t r ansact borunstepssfdef i Mereaver ohe céipleigeent pgt hieh éb‘g"é’l o Ropdand nf or ci ng

usage rights associated, with ARSI PRASHS hs et h t he
cont ent %@H@a%@gég&np}o%etssangg@%g%ﬁo %ttb?a]{g elsgg%t e_n}? conprise a

di gi tal WQfiknal TR MERSLII-GhtGueaNIDPB mAking d#rinotescomaramienistoofistiibsteof t he
content, such as a right to viewor_print o di spl ay .t cant a right
to use thegedotwnentseloptronisally,ainclugite videq I %Bea% iﬁﬂp?e&%ﬁls tnsr?(%1 Ste the
content, and fhelike, 1 h4S uRARL Sz ABD nint Riggbutivh  paynment
or ot herp’é’Bﬁﬁ?’tanﬁlg.s%%%ggﬁggfﬂ@rghlﬁg & need for sggit@lgms and met hods t hat
enabl e 0BedRitaNBrerdAThésore,theaséd for dmthes alevelepmenteid M &

interpret, ‘enforce, and the like, legality expressions infornmati oh, such
as cont r #chesomingd Bigh PRRFBE mat i on. SUMMARY OF THE | NVENTI ON [ 0006] The

above angoafms;ger RS@o‘?émgiéF cBSlfHoRsEad: Rvd TR0 dbaE 6o 634181 2pdieclasts a
i nventi on, ich provide’ an i nmproved system and method sp ci,%ig and
processi MRMagstemait sontfnyheAdstobuetiangifydigifah corfenia BHetein SFVICH O di nent
of the present inventjon,, there is_proyj t hod fRfersBRAIEYHNT a
| egal i t y RBM wEerhra Wﬁggéa ’ieﬂosétog%gfg %\éi‘egﬁgerg‘rvgg'eslg?)ﬁg s dl egal ity
©XPr €551 0o Tl RRIOAsREH a6 Oy ahd Rpatilcrps (3 ANOBE0S4ET 7
PCT/ US03/ %%52 expressi on | anguage, includi ng aht{jeas ne ﬁ{ a deuty
el ement  sjphts dsyoaigediwitbishe eentenin Uspararighis peisivt Myl %ﬁ%{’e‘géfl‘il “H&R° act, a
ban el enent speci.fyi.ng..a prohibit] : dBitaP i dIR] PRhe O3z Mdiks &t f orm an
act, an ir}é’ésngsstg'fl&%gn‘glt%5@%?{}@?%%k%p%%%n?%lon that a principal wants to
per f or m gRr@Aftvaridds nnabsi 6f eecottite amemit,f stichgrsam right &r vieyh of Bapt &
display the content, a right to use the content only once, a right to distribute or
redistribute the content, and the like. Such usage rights can be made contingent on
payment or other conditions. However, there is a need for systems and methods that
enable one or more parties to easily and securely manage, exchange, interpret,

enforce, and the like, legality expressions information, such as contracts-related

information.

SUMMARY OF THE INVENTION

[0006] The above and other needs are addressed by embodiments of the present
invention, which provide an improved system and method specifying and processing

contracts.
[0007] Accordingly, in one aspect of an embodiment of the present invention,
there is provided a method for specifying a legality expression for use in a system for

processing said legality expression. The method includes providing a legality



princi pal does performan act. The nethod further includes interpreting by
said systema legality expression specified using said |egality expression
| anguage. wp@3084071 n anot her aspect of an enbodi nent of theCprisegmss2

invention, there is provided a systemfor processing a legality expression
i ncluding neans for providing a legality expression |anguage. The legality
expression | anguage includes at | east one of a duty elenent specifying an

obl i gat i g LRk 1By HizbBGhAMinTUS leaBlQU AP M ity Beinentspleiflying hisnbligatiopect f Vi ng
a prohibrthon that- a principal must not perform an act, [‘tﬁ_l,nt nt el enent
speci f yi tigt arprinetpehtiush petferm an pet, ricbararlemsnt specdyipary EW%\‘ o et agnd a

claim el enent specifying an assertion.t RG] : Qrm an
act . ThePQ%P%rfP&?tJ}Ott I%Ff%frﬂcﬁnu%? S g%nst %f%{fler?nsﬁéérlgﬁ%g?héggﬁﬁ%ggﬁtt y
expressi go, gﬁ%ﬂ@fb kgt ddect, difioa biati eRxipine spictfiyingrngasagrtion [iX0@9] | n a
further aspect of an enbodi ment of the present vention, the

provi dedpandipgadéasypafqrme 8% iaeh é@&p@é@oﬂoﬁlﬂb%rehﬁlc dgs é%fpéﬁi%ﬁgﬁlf‘%icessi ng

the | egali xpr.ession. . T . I: i j acet | east one of
a duty eﬁ@%ﬁﬁﬁg‘%@& ?Wrﬁsélongﬁe% |g%%‘$l %aﬁa(t rﬁatﬁa& ?éisgnlg%lpai rf%st per form an
act, a bagnog| enent ARG dpkdidoRan phdidinditcof theapresenprinyentipal thetests not
performan act, an intent el enment specifying an intenti o&, th,a%idﬁ}%ori nci pal
want s t opperdas asystena&er Pracresias @lles t%F%&ﬁ?#onslﬂ}%]@pWirﬂ%ané OT RIQYET1E on t hat
a principal doe r C ; hoeSinslu@es s adhst b er pr et

t he Iegalaﬁ?%?%&?%’%ﬂéggsslloglnml%ég'o?h%géﬁ?ﬁ%ﬁg?ﬁggggg?s% features, and

advant ages a@futy dlemphiespedityingue obligatioartbat a printina) nayspperé&rm a1 ¥ & b

fol l owi ng detailed description, sinply by.illustrati

exerml ar ieSmsAPRTES ARITHEDS (BGPTSR T TLPHG Then SEE e nBie.

cont enpl %ﬁe?genfggéecﬂ?{rg%’-rpﬂlt&fﬂibnttﬂ& PHERSR wankentjepform Baeachraad entlaimmvent i on
(0]

is also capa er and different enbodinments, and its several
detai | s whmdn spedfyingdniassertion ittots porgiea tdpes Ferfogn PR delsaPBIHY from

the spirit and.s e of th resent in o) r i , udi awi n
and dgsc_rffnﬁﬁﬁ1 roH‘§f p% I’P??“Bef%F gﬁge?pdgtgl gdé ye%?‘lt“gs%krpé‘t%?l\ql)g ?ﬂn&%{ae}‘l u}l%{@éﬁ% \rllmot gzs
ﬁ'{/\; :\](C:;ts |1%1%dﬁtyae%5g§{nq&4@@§e_PCT/ US03/ 13352 BRI EF DESCRI PTI ON OF THE

0I1] "The present invention is illustrated by of, exanppl e, and
not by welpORS] | Faret fethomaspent phan FmfurEReTS ot e PAEEB g WG nos and
0 5] FOELNE AR A 6, Sl kSR Uty i
whi ch’ vardxpussieAb Qi tepalisy efpréskien presdmstat laastemeiofn duanelsmentpeeifang ed;

an obligation that a principal must perform an act, a ban element specifying a
prohibition that a principal must not perform an act, an intent element specifying an
intention that a principal wants to perform an act, and a claim element specifying an
assertion that a principal does perform an act, whereby a computer system can
interpret the legality expression.

[0010] Still other aspects, features, and advantages of the present invention are
readily apparent from the following detailed description, simply by illustrating a
number of exemplary embodiments and implementations, including the best mode
contemplated for carrying out the present invention. The present invention is also
capable of other and different embodiments, and its several details can be modified in
various respects, all without departing from the spirit and scope of the present

invention. Accordingly, the drawings and descriptions are to be regarded as

illustrative in nature, and not as restrictive.



[0013] FIG 2 illustrates an exenplary contract data nodel of an exenplary
Contract Expression Language that can be enployed in the Digital R ghts
Managenmerwoygme®m of FIG 1; [0014] FIG 3 illustrates execplEsoylasbauses
that can be enployed in the exenplary contract data nodel of FIG 2;

[0015] FIG 4 illustrates an exenplary nodel of an eXtensible Ri ghts Mrkup
Language (XrM.) grant; [0016] FIG 5 illustrates an exenplary preference

policy model for all opkige pRSCRIPYICN OF THE DRAWINGS r esol ving conflicts
and nmultiplicities and that can be enployed in the exenplary contract data

model of w@iﬁy 27 Q0 The il Ghriefh 16 MRS Ao LA ATMA Gy wly iofen

processi st em base the exenplary Contract Expression Language;
[0018] Hiifgitation, lih tisd figires ofitheeaceompanying dravengs ahd inewhish d&eIsioRRNCEy st em
based on the exenplary Caontract CFX ression Language; [0019] FIG 8

i |1 ust r aBEBeIals Tefel T Hr elEReRt ap H’Pwﬁlﬁﬁt iplicity-driven processing system

based onygefs) exqTBl a7 i1 CRRGE 3! el A5 DBRAL RIGHAGEiNEEAA) 5yFch of
|IIustra[ eS an exenpl ary conposite or hybrid processing system based on

t he exenphihyatond eralbddifixpts of teqmeseahiguenjon andefmpEmenteds 10 il ustrates
an exenplary. |i d syst based on .the e | ary n t sion
Language!ﬂﬂ[lgbzzigig}r @ _ﬂi‘is%ig]ges 0% PETRMAD C?ﬁéfa%f)ld%%s roggll %gad'?l he e é | ary
query-dr b\sﬁgactpﬁgﬁl%ﬁwam@a@e assteam B¢ Ehfloyéd nO@RB]DRgitel Rightss a
flowchart for illustrati ngq}t he exenpl ary context-driven processing of the
syst em oMadBhgméht sy00R4f FFEQd; 13 is a flowchart for illustrating the

LT e A
i |1 ustrathmehct 882 exdePFNG. eonposite or hybrid and |inked processing of
the systems of FIG 9 and 10. DETAI LED |.PTI Ok T W rI [0026]
A syst eml®H§] met &Y 4 a}usgp’@§|apquﬁglp§ﬁ)j medsL @€ A Bﬂmﬁgggb Saﬁgﬁm escri bed.
speci 11 c AP AL LB, O TP B ey "To provi de- a t hor augh. ander st andi ng
of the pospnt FiGemtillostratdst an sxapphremrefersnon@obiky Imedel i far aHewing |
however, séttc}gtg o% ggorri)tlieessfgrn %esolving conflicts and multiplicities and that can be employed

in the exemplary contract data model of FIG. 2;

[0017] FIG. 6 illustrates an exemplary query-driven processing system based on

the exemplary Contract Expression Language;

[0018] FIG. 7 illustrates an exemplary context-driven processing system based on

the exemplary Contract Expression Language;

[0019] FIG. 8 illustrates an exemplary conflict or multiplicity-driven processing

system based on the exemplary Contract Expression Language;

[0020] FIG. 9 illustrates an exemplary composite or hybrid processing system

based on the exemplary Contract Expression Language; and

[0021] FIG. 10 illustrates an exemplary linked system based on the exemplary

Contract Expression Language;

[0022] FIG. 11 is a flowchart for illustrating the exemplary query-driven

processing of the system of FIG. 6;

[0023] FIG. 12 is a flowchart for illustrating the exemplary context-driven

processing of the system of FIG. 7;

[0024] FIG. 13 is a flowchart for illustrating the exemplary conflict or

multiplicity-driven processing of the system of FIG. &; and
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invention can be practiced without these specific details or wth

equi val ent arrangements. In sonme instances, well-known structures and
devices aweosfopwnm7 in bl ock diagramformin order to avoi @curiseyessarily
obscuring the present invention. [0027] As noted above, authentication
aut horization, accounting, payment and financial clearing, rights ’
specification, rights verification, rights enforcenent, and docunent

protecti %ﬁgs uggGshauk d Mevade s SR el dictplar Ricghipssitdmalgdmient
system nly-assigned U S. Patents No. 5,530,235, No. 5,629,980, No.

5, 634, 012nd Nokedro@8sing of theoystsmy o6F K andoll. 6, 233, 684, and No. 6, 236, 971,
the entire disclosures of aII of whi ch are hereby i ncor por at ed by

ref erence herein, di trm x;ﬂEN e and ot her issu
[|0028]t-r|1-he pr esent [?1‘51‘%‘%@ ion can enpl oy tec ogl egfmgystens met hods, =
al gori concepts, and for np h cribed

the arti &@@é] b‘go@?t nép%‘lqt frfl%tb?ﬁlfoﬁ’g peﬁgy]?ﬁegﬁ?d 13%0 E1 é Eont %gtu%gﬁ%)egt tlhg
present dLaghosur s B AMTPHE! Esangle 695 &6 Wutvises bfasxbemsmm hohetopr i nt [ .. ]
and cross-referenced in the APPE provi ded her t he entlgglygontents

%fe al | ofspedific detaile anesetbiorth m@rq%rtatmwé? a BYoEy c‘éﬂdﬁéﬁi@}dﬁlg P
neral ly, the exe @1 a%ﬁs %géja(%gﬂtr{g g ARG BERHONSHP! thhe @R grbsént

expr essi SRRV sing, execution, managenent, and the |ike,

such as jgRAtibACEanS BRCiptdctiaéd Qﬂlth@jTOﬂ'esSISng)IﬁedeﬂﬂS o, vaﬁml aqawa@eﬁent For
exanpl e, the exenplary enbodi ment s i ncl ude nechani.s

speci fyi mgrapgenhengnl i yome instarces.onell-kapun Sirusurs a0 evfcﬁ? é‘fepalg({wré% execut e
such exprgss '<P @gfﬂﬁ_grg&d‘é&o v%%ﬁ%e@es?ﬁh?‘bb%u% ?fth sheipehtidd. es, users,

and the I| exenpl ary enbodinénts in uce an exenpl ary
Legality [Em;m] ess A@ rnotd:caammageuﬂieﬂu)a,tlohpauthmmﬂoe,, agraueiing rraymeshand| e

Mar kup Language ( Q3/09407.7, PCT/ US03/ 133
Mar kup Ldfngnaige CWM)H%@T SpaﬂgC%tWQ |qu§ %(#&SFa? %t “5%‘% e?’%%?&géérﬁgﬁn‘il ants
exenpl ar yy an%ﬁ%té%ﬁ@%%ﬁb@@h&ﬁﬂ%@&ﬂré@)oy armng@aqemmr MaGagenienct

Expr essi on vant ageously, allows, for exa
expr essi aystefn. dmmmantytﬁlslgagi défrentPatenist Weerd, b33 e | anéézgﬁgéa g@t roni c
cont ent , §§4‘f@1§§ ggg}gg%oﬁg 43S 0§ LN S0:30al i i e 23her xgEP! ary

enbodi ment 2ppli X onl e and of f |
envi r onnedyise dl[sags?ﬁkl;s Jihel exeRph afeheewytmaﬁpoﬁmrb@%fmcmnmg@cmn i ncl ude

a machi ne readabl e | anguage for_expressing electronic contracts and a
machi ne i DR gistemsriddressia p aDGPWET ISFUSF- contracts expressed in the

exenpl ar y[OS‘Qg']t r aC[the ppesgrﬁs '1rRQ=nt10n can employ technologies, systems, methods,
algorithms, concepts, and the like, for example, as further described in the articles,
books, specifications, and the like, cited throughout the present disclosure by
numerals enclosed within brackets in bold print [..] and cross-referenced in the
APPENDIX provided herein, the entire contents of all of which are hereby
incorporated by reference herein.
[0029] Generally, the exemplary embodiments can be employed for legality
expression specification, processing, execution, management, and the like, such as
contract specification, processing, execution, and management. For example, the
exemplary embodiments include mechanisms to enable the specifying of legality
expressions, and systems that interpret and execute such expressions in order to
regulate behaviors of system entities, users, and the like.
[0030] The exemplary embodiments introduce an exemplary Legality Expression

Language (LEL), for example, based on eXtensible Markup Language (XML),



Language. The exenpl ary Contract Expression Language can support the entire
lifecycle of a contract and the exenplary enbodi nents i nclude various
exenpl ar ywopsoe®3si ng systens of the exenplary Contract Eeppramssd/misianguage
to allow contract performance and execution anong contract participants.
[0032] In the exenplary enbodi nents, the key words "must," "nmust not,"
"required," "shall," "shall not," "should," "should not," "recomrended,"

"may, ?"afttensﬁapetﬂig&@lv{a{'r_ PLafb@BP LeMER | PAduBe tiké, mndtthdtens Mduderan
expressions specified wth the “exenplary Contract Expression Language for

i ndi cat i egemelqui r@omrct | Bxpbssiand,angorge <&l e, Thanexenplape (08P as

described in |.ETE RFC 211 . Int ex I e i Sewin@Ny@act can
i ncl ude gﬁgreﬁl% 08I A Y%ﬁ%ﬁeo}iﬁy’n ?%V?S’ngf gélﬁplr?g rmgg{r?eg HI %S{Oﬂl %pt he
exenpl ar yoReadi ABRES entd Be@WRA hafitipanich b usniteihieny stivide distkbationpl ace,
can be captured and is worth annotating, and the like. An asgpt6 canb differ
from an velnerthaing, enhithe tkect Theapxeseianecnbodiments, afemtagrausipcapge

performed. .The copcept . of: I an obligation can be abstractions of
an act. [ top ﬂP%gnde%@rlr%%r{‘é}%g#ﬁ%i ments, an agreenent can include an

ar r angenggg31] bet YReRxpaphie Coneger Bxpgssor diingeagef cac indwle fonadhenpl e,
such as the stage in contracts |law at. which the ne otcﬁti ons b?%’ en the
a

parties agadablonengage fPhé"N*éﬂHﬂﬁchﬁmﬁf CQYECH ) @ RO RIS _
contracte L sid o@egrf%?r%ﬁgrg%%i %\)gﬁes@@tf lihefhe eﬂ_é[i')g%%ﬁf?@oﬁgé&eﬂﬁl‘és@@ﬂ i ncl ude

the witing or docunen a contract. In the exenplary
enbodi neMtasguse. aThe rdxemplacyrCintabuBspmsdec |langedgencasf suppertf e rintee some
for

t. In th | mbodji gent s, i £ i ncl ing,
el o, Ik ehe bhEe g e dpinarian camsrirnait Rbie St SEERY %0
?g’r Ogjg Zrérg’&léig?%téés?éﬁthe [cRE3Blary Cohtheet BXprEdian Yagatod iaTBilgv cotracont r act

i
e, C include a prom'se, or set of promses, for the breach of
whi ch t hepetfarmgrice@ad axemitieon pmoog confeact patifpemince of which the law in sone

way recognizes a dut 4], an r e e WO or
nore per g[ﬁhiﬁ i nf’b\ﬁp"che’% %Ma @ffmﬁl ﬁ%g’nﬁﬁémk%& Wé%erl?‘ﬂ%tb d%n‘ﬁ@tg? 0#’or bear
sone act,«.afifke8ACRhACY tHaBSNA,"rishdilld,l osididd nbife“etdramendaifi Sesy,” andl t he
like. [0036] In the exenplary enbodi nents, an intention Cﬁn [ nﬁl lﬁde a
course of“cptienadi for pamplaccanRewed in SAGNIHHOT SPEHITSPrIHet ¥R AR ude a
comm tment_that r ' 0 f; SR ROEIF88] BR can

i ncl ude ae"re¥n8§at“,f (%g%]ra %tﬁ%)fpﬁg%gmgla%&%tug%{%eﬂgﬁhencaggglérgf iﬁton of the

i dent i fi cadingle, @hn &8 istetpretediasviekariediin IERE RIEC 201 Hilfly Iotheaxemptary a

Dot and EKGRFNE. Srrdt rienagE et PRSE: OB O GRREl o PPATRrEor

refrain fsro?ﬂgthing. In the exemplary embodiments, an event can include something that takes

place, can be captured and is worth annotating, and the like. An act can differ from an
event in that an act can become an event when the act is performed. The concept of a
right or an obligation can be abstractions of an act.

[0033] In the exemplary embodiments, an agreement can include an arrangement
between parties regarding a course of action, for example, such as the stage in
contracts law at which the negotiations between the parties are complete. The
foundation of the legal relation called a “contract” is the agreement of the parties.
Thus, an agreement can include the writing or document embodying a contract.

[0034] In the exemplary embodiments, an assertion can include a declaration of
performing some act. In the exemplary embodiments, a condition can include

something, for example, indispensable to the appearance or occurrence of another.



acting in a specified way [14]. In the exenplary enbodi nents, a resource
can include an object to which a principal may perform sone act. For
exanpl e, worgdpwrre can include a digital work, such as a0T&Sbdwids2 an
audio or video file, an inage, and the |I|ike, a service, such as an enuil
service, a Business to Business (B2B) transaction service, and the like, a
pi ece of information that can be owned by a principal, such as a nane, an
enai | adﬁyg%]& %H%% NRetblsfy hdBdilentd) o bentexen®t axymprepedi imids aa ri ght
can include a privilege that entitles sonmeone to performan act, a breach
can i ncl pdmischer ket dfipremides afopaine Yrea¢h af wbivhrthe daw @Weﬁé‘rlfeg%eﬁ%aorc@ﬁt ract ual

obligation, an offer. c i.ncl.ude a _praom se. t fral doi ng
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agreenents. [0040] Th e sgontract Expression Language can be based
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perform a contractual obligation, an offer can include a promise to do or refrain from
doing some specified thing in the future conditioned upon acceptance of the promisee
[14], a remedy can include an act of correcting an error or a fault, and a warranty can
include a contractual term for a guarantee or assurance, breach of which gives rise to a
right to claim damages, but not to a right to reject the subject matter of the contract or
to treat the contract as repudiated.
[0038] In addition to expressing contract information, for example, related to
permissions, obligations, prohibitions, and the like, the exemplary Contract
Expression Language can be employed to define language constructs, such as
“claim,” “intent,” and the like, advantageously, supporting contractual agreements
and meeting processing requirements throughout the lifecycle of a contract.
Advantageously, the exemplary Contract Expression Language expressions, for

example, can be human processed, machine processed, and the like.



An XrM rights statenent or expression typically can be enployed for
declaring that soneone "nmay" exercise a specified right upon a specified
resour ce,wouwbjoer7to a specified condition. However, an XCNIUSO3/¢H365
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employed, advantageously, to express statements or expressions, such as “someone

must do something,” “someone must not do something,” and the like.
Advantageously, the exemplary Contract Expression Language can be employed in
business situations dealing with contractual relationships, agreements, and the like.
For example, a contract stipulating that someone must or is required to perform an
action when a condition is met, such as “Party A must deliver goods when Party B has
paid for the goods,” advantageously, can be expressed with the exemplary Contract
Expression Language.

[0042] In event management, some events are bound to happen if a triggering
condition is satisfied, for example, such as “a clerk must remind a customer when a
rented video is overdue,” “to discourage piracy, the current top 40 list cannot be
packaged at better than 8 bits amplitude resolution,” and the like. Advantageously,
the exemplary Contract Expression Language can be employed to specify such



Managenment systemof FIG 1, and the like. [0045] The exenplary Contract
Expressi on Language, advantageously, can be enployed to specify statenents
of the fawDwalvgype. For exanple, the exenplary Contract PETASe¥si3en
Language can be used to certify the fulfillment of actions specified in a
contract, advantageously, addressing the requirenents for the backend of a
contract lifecycle. [0046] The exenplary Contract Expression Language,
advant a thrysh?§§,i dsywdll & enembstsof atgeemixivbusi vity
type. F%§8§§§#BPgﬁgfﬁggﬁgﬁﬁ%ﬂﬁﬁgb Contract Expression Language can be used
to expregpeexclusivity, a common requirenent in business contracts.
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of a contract lifecycle.

[0046] The exemplary Contract Expression Language, advantageously, can be
employed to specify statements of the exclusivity type. For example, the exemplary
Contract BExpression Language can be used to express exclusivity, a common
requirement in business contracts. Advantageously, preference mechanisms of the
exemplary Contract Expression Language, for example, can be used to facilitate
prioritization and conflict resolution between elements within a single contract,
between multiple contracts, and the like.

[0047] The exemplary Contract Expression Language, for example, can include
XrML elements, and leverage from the XrML design principles and extensibility
structures. Advantageously, the exemplary Contract Expression Language can be
integrated with XsML, providing flexible, interoperability, mechanisms to support
many forms of contracts, for example, including business contracts for the supply,

distribution, and consumption of content, resources, services, and the like.



the other requires, when sone parties follow a prohibition to what the

ot her inposes, when sone parties see an intention to what the other

expr esseswowbemosobne parties know an assertion to what tReTatSh&1338mkes,
and the like. [0050] A right or perm ssion, an obligation and a prohibition
can include the performance or the non-performance of sone act or sone
class of acts. A difference anopbng such terns can be the type of nodality

of an ac t &8nentOf corRiTBArEincRidel mide, pesetiafsi on can
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or assertiaon. [0051] The rel atj OPE. j EHHSE sl e, can
be conti n’éﬁﬁ"tmg)‘ﬁts ﬁh’fﬁﬂ?}fsﬁs%%opglgﬁgkt%reﬁﬁef%?&n gﬁogéent’ tooﬁ(giécur ,Ewgnd t he
l'i ke. | nAg)m 8YeNPOAN HgnedBy0BhEATice fdte BEYT e hale dutiraRe sdvantegeOosi t i on
(PARC) nodel for XrM. grants can be e\rﬁ&ncedﬁi n the exenpl ary Contract
Expr essi omithagbagapressedpsigdhp Pxamplam fehiprag) %Fi?kﬂn-]%&g-u fsour ce- Condi ti on

( EPARC) f PETOMBALS/ b8 3Rdnple,
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ot her applications, fqor exanple, includin at abases . syst ens
[28], pomiady-by=ome PRIHSYe %{@m’[f‘z@fi an %ﬁ‘iﬁe‘?‘%lé P R “CFGO%%‘%% Lﬁlhﬁé@%{a%nm

Event el QBSE%? f ﬂj%ﬁ?ﬂ? € bey we@fisk Qaf ailtdeesdvbral ddnasgeschi of a system
cont ext %r eidrt%{me t%}sa?vsngsd'e% ai l s} 2ak 300 t \ {

Y] t he exam nation or executjon of a
cl ause. Fdticlexangite a relatonbin, dor ¢xampdd, sudeacuberbwms payhey ¥gUkhaA & he Event

occurs, and if  the Condjtion is true.the i nei . £.0r Act on
the Res®MPEEMSHAN 5‘?1""2’9@&?&0 S LARGB dTHRE P E{etd%gﬁ%?érrlrp a&?/ﬁ) S&%&%ﬂdagl ,

advant agqQe! iy rdfred) SvIRATRLAYGSrtidarfoler ladirohibitizinad iwtek yhewsher iefpbsesi ent
systens, for exanple, for managi ng contyracts, consul tiﬁl cont ral%;.t S,
execut i ngvirontonzecpasties aeeodit infeptioadhtwhattthe oty SXNESSesKEhel BIRSPANES an

exenpl ar )i(&]ggje)a%ggégg n toclvﬁélnscﬁ%8@1'61?1%3%}'&9%%%&(9@l | y dependent. For exanple,

a nut ual e can 1nc at one cl ause depends on the validity of
anot her qoesgge, fAorighx afpkenissiunhamebligitioneartias prolibitiogheant iwcde|tha house,
T she O\A[Teiformance or the non-performance of some act or some class of acts. A difference
among such terms can be the type of modality of an act that such terms address. For
example, a right or permission can be of a type of modality that can be categorized by
“may,” an obligation can be categorized by “must,” and a prohibition can be
categorized by “must not.” By contrast, an intention can include a desire to perform
some act, and an assertion can describe a fact about the state of affairs as to whether
or not some act was performed, is being performed, or will be performed. In an
exemplary embodiment, the tense of an act need not be specified explicitly, as the
tense often can be clear from the intention or assertion.
[0051] The relationship stated in a clause, for example, can be contingent on a
condition to be true or on an event to occur, and the like. In an exemplary
embodiment, the Principal-Act-Resource-Condition (PARC) model for XrML grants

can be enhanced in the exemplary Contract Expression Language to an exemplary

Event-Principal-Act-Resource-Condition (EPARC) model for such clauses.
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the house." Accordingly, the selling right clause depends on the validity
of the ownership assertion clause. [0054] In an exenplary enbodi nent, a
nmut ual dewerdemoe’ can i ncl ude that one clause depends onPCRaASPE1F3I6T nance
of another clause, for exanple, such as "Alice has the obligation to sel
her house, if Bob exercises his right to purchase the house by paying
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typically deal.with.a tyust relationship only anong principals and
resour ceSW SSE@W&%&?F}:’)I e, in a typical policy managenent system a
princi paljoéssjt r st 86l exéhpltheembidiniepala posskdeesdence wan ii¢leda at 88ued by
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clause depends on the performance of another clause, for example, such as “Alice has

the obligation to sell her house, if Bob exercises his right to purchase the house by

paying $500,000 by April 30, 2002.” Accordingly, the selling obligation clause

depends on exercise of the purchase right clause.

[0055] In an exemplary embodiment, a mutual dependence can include that one

clause depends on the non-performance of another clause, advantageously, which can

be used to specify a remedy for a breach of the above contract, for example, such as

“Bob must pay a penalty of $1,000 to Alice, if Bob does not make the payment of

$500,000 to Alice by April 30, 2002.” Accordingly, the penalty obligation clause

depends on the non-performance of the payment obligation clause.

[0056] In an exemplary embodiment, a contract can be specified as a dynamic

object having a contracts lifecycle. The contracts lifecycle, for example, can include a

creation phase, an execution or performance phase, an amendment, extension or

renewal phase, a completion, termination or expiration phase, an archiving phase, and
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trusted if the resource is digitally signed by a trusted principal.
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Expr essi @k geCcaﬂfbrc&smﬁistheﬂike Fooerengriel 1mah@perp¢1@blroéﬁ§nt aneh ast or
exanpl e, enabl es the huildi.n 0 onal st ems

r ef er encéhat sf%kxﬁla@gleéﬂn@%élﬁg?@%g EPCQH‘}‘%IE%WPQFXF?‘%%M 8I%ellf&%l1ieq"sgpec| fyi ng
contract ?rugt? 'ém%?%ét S BLOSEd %ﬁ{lbscatﬂ&{/‘&er Sy&tbya&aﬁ@gﬁm&mtsly@iﬁﬁlsomhﬁl de of
the conte reference framework, and the I1ke. [0062] I.n an exenplary
enmbodi nersﬁppdrherueb(emmiagcr;lelﬁompn@&lb’ dsabr wiiki ®rirust AiskiaBIP RRU B0 us] y
can be enpl oyed for specifying evidence of a contract. For exanple, the
exenpl ar ?“%‘HF]IS&E TIPS si on Language can enpl oyed for communicati ng

i nf or mat irpgksg ONVEY ek aMpld] il agy}ﬁ@eﬂtpbﬁé}t miafagoRTNe ystdmata p:mmlﬂm ieteittd)  and
unanbi guousl y under st ood, he I'ike. [0063] In an exe ary_embodi nent ,
the exenpf &meﬂmsmr%s}@l’ﬂ(ﬁﬁateE%@é@eso%ﬁﬁﬁh?‘&'@’e(?ﬂgpﬁ/m% ° B

enpl oyed P.lf %%3 C' LG, €46 %ﬁﬁt g%ng(i bz a4l ‘Hnmpafquoﬁé@éi‘])élﬁh pbhey

exenpl ar pressi guage can enpl oyed facilitating
per m ssi qﬁanagahelg@ygéms oypigiighioliot deal it tingst mlaiwsmptamqiilgaﬁoéléﬁ"ﬁ ract in an

? Egr opr a[t 5 9(i0nt ]:eT?)(rt exgrgygleeé%damenta asgun%gt?o% yptlcrgllltyhrgag %ﬂ/ NGer pgflg}(;esses of

management systems is that policies are made for administrative or security domains

managed by the owners or administrators of the respective domains. Thus, such
policies typically are limited to regulating the behaviors of entities within the
domains.

[0060] By contrast, when a contract is to be executed in a distributed environment
that can include many different administrative and security domains, typically it is not
only necessary to understand what the contract conveys, but more importantly to
understand in some authenticated manner the parties bound within the contract, the
parties that authored the contract, the parties that agreed upon the contract, and the
like. After all, such factors typically are what make a contract valid and enforceable
in the first place. Otherwise, an unauthorized party, for example, can forge a contract
and impose unauthorized obligations upon an unsuspecting party, can illegally

empower others or the unauthorized by granting excessive permissions within the
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contracting parties, for determ ning whether or not a party is allowed to
exercise sone right or is required to fulfill sone obligation or obey sone
prohi bi t iwo oef9m7tontact, and the like. [0064] | n an exemprarsy3/&sbndi nment ,
t he exenplary Contract Expression Language, advantageously, can be

enpl oyed for evaluation of a contract. For exanple, the exenplary Contract
Expressi on Language can be enpl oyed for checking permssive, obligatory or

prohi bi t@;%egggﬁt&rcm%?ﬁég%ic?% r??{?j ﬂ&n&ﬁﬁﬁ% QHauBbizdd @rdhitkBens, [@ARA65] In an

exenpl ar nerit | e exenpla Contract Expression Language,
advant aggaushtheaby hakapfhisy edihowithaghe farged eantfach rad thediksf contract s.

F le, th I Cont t. Ex i L I d f
ot onmt | MGOBr o0 Asbaaiapenaliedht Erainplgnt Gt EApEalr fagetal QSR byed for
consi der @lgiégg},e a | g%%p?rdbiléﬁs, ah@pﬁ,@]exgrﬁp@pemharmaﬂ@ﬁ@qﬂimtiondlhe

n p

exenpl ary rac ession Language, advantageously, can b;b?nployed
for facikystentsi fuy ¢dmbentynefenéreegprvoidesi an extgngibla prehitastrdf TaRRAVPACIY. For

exanpl e, the exenpl ary_.Cont.ract , Expressi on 4 : 03/ 13352
LanguageSReshying Canisicss & VEEPuS RF %)p[pglf’? no ot %écﬁ A eg%@?‘%ﬁ ?%Sgg%?lﬁggﬁﬁ%act s, for

supporti P&ltexﬁllléﬂeféﬁégﬁaﬁ@%ﬁ(,l’aﬁﬁﬁ{eqﬂgeto contracts, and the like. [0067] In
an exenplary enbodi nent, the exenplary Contract Expression Laglsguage,

advant agi962] y, lnamnbexemplaty camlasimentei thet SkeraRlaph L uHtash 198¢
contracts. For exanple, the ex ract; ShQotARgMREE can be
enployedf@%gwgﬁf Vgﬁﬁéa?F hf%nggg%ﬁgéwﬁgﬂgs%%%fra %?ﬁfor mandat i ng

obl i gati @ps RBsiplest thoUbaigarpr Cbhtbidti BRgresfion Iengtagrctan amployed Iforke.

[0068] In an exenpl arty enbodi ment, the exe%ar% Contrac EXBE%SSﬂ on
Language ceamubicaiing infornalpacsonyeyadavithigyp eontrach éﬂ?fmeﬁﬁ%%t RO HPes of

nodal ities,in t.er ' , Obligations, prohibitions, and the
like. Th@ndggl(aéﬁrrbﬁg%% C%%#?%%(?P’ (E){r}%gg(i%on Language need not to specify the
"may not [@UE3] tylpe anofexemgdhky t gmbodimient, t the, easmplash GoRfsdct t HXREIBe treat ed
as a default nodality. Fo exanple, if. an act..for e I i s not
ment | onedangnagecHEPREEoUsncaR Je FRlPYSd: 19n SPRALIMR XSt eﬁrpgﬁ)é)?f} %gﬁ%(crt'act

Expr essi g L&Qﬁ%ﬁ’egeth t BeertiQbAuldon&a®t PRpichabn Svaipyuone cafl nayplogdd dot , " for
exanpl e, pfay, céorging to such a clause. In an exenBIary enbodi nent, the
"may not fadlifatioge pemhissivambbigatappdt prabibéonoperiEBnsaVIthiEG FREECHIT #hat  does

A

prohi bi t %gntr@d@i@g@aﬁielsj 6@ determining whether or not a party is allowed to exercise some
right or is required to fulfill some obligation or obey some prohibition of a contact,
and the like.
[0064] In an exemplary embodiment, the exemplary Contract Expression
Language, advantageously, can be employed for evaluation of a contract. For
example, the exemplary Contract Expression Language can be employed for checking
permissive, obligatory or prohibitory performance by contracting parties, and the like.
[0065] In an exemplary embodiment, the exemplary Contract Expression
Language, advantageously, can be employed for facilitating formation of contracts.
For example, the exemplary Contract Expression Language can be employed for
automating processes related to an offer, an acceptance, an agreement, consideration,
and the like.
[0066] In an exemplary embodiment, the exemplary Contract Expression
Language, advantageously, can be employed for facilitating the dynamic generation

and updating of contracts. For example, the exemplary Contract Expression
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[ 0069] Accordingly, an exenplary nodality specification in the exenplary
Contract Expression Language, for exanple, can include the follow ng types:
"may act "we osjogtor7 or perm ssion, "must act" - obligationpCan$o3/13zest not
act" - prohibition. [0070] Advantageously, the exenplary nodalities can be
consistent wwth deontic logic [24], which can include principles of
reasoning with respect to perm ssion, obligation, prohibition, and ot her

normative matters. T i 2GootiRHBh ©F ThMtiadked GG Lorting
advant ag]gaé@g?%ﬁéagllbseo&?sq}ggor g%’[s%letm J%hng %e i ntention of pgrforrri ng an
act and pl@measseidls elated tacomeattspaidribe pke.f ormed as a fact, for exanple, as

gi ven by: " act"- intentio

want to , and 14 WO 03/ 09407 /13352
"act ed, [0067ls adRi Agy, exempiany) e&ﬂ’l‘)alment’v\é ¢ excnp maﬁ’%n&ﬁalcigxg%g ’s)’i_o g
asserti 1] avAtM o4zl Y 16y8al et REilBsedy ec bafdrcment wf
speci fyiog%n%l;"%g%n%q ons,g&;ut%ﬁg exerr%leg%by@}rgntract Expressi on Language, for
exanpl e, contctee (Foedetampdxpthes sxemplatyi Eontract aB¥pi6FSIoh tli2BAVagGe s O6r

services in order t et responses. as to ther not <4:-he: j.ntended acts

are pennf’ftﬂ;’]«é’éi’?‘ij g‘HI § %t‘t%gtg 6&@&?%&%@-‘6 29 ﬁgﬁhgﬁl @%Qanﬂg Og?jlgi&%(%ngna?ﬁ by

enpl oyi n&%#u?ﬁe@ﬁ&ﬂ%mffa%nﬁmpjnﬁﬂ@gk@nt entions, the exenplary Contract
angua

Expressio ge, for exanple, can be used to crgste attribute
asserti of®68hd ldesur ekemplary serelinsimenthethe gx@aplgyy {ranliars HPTES0nt ext of

a contract, for the pur es_of. e nme | i<Qghst FRt i agyd
attribut a‘&%’ﬁg?f?aea?‘géfsgcgé?i S’rﬂeﬁlgyvtggi oué’ pol | & eél?&jf or " exa }Itﬁeés for

speci fyi pRdRkedemenaas afitohfrad trighke eplipgtidnsaptohifitibtrss tiod iths liknd Bieat es f or
contract performance, and the liKke. [Og%izfll The exe | ary Co trta%%pe
Expr essi exeniplagyuGeerach Suareseie bargupee agge DB 5BrY yrrEE‘Ft -aP'e{‘[og?%I ontracts,
for exanple. that ks dektyl PBéY,

JF 1%‘)&%{}%;1%’{132{,%9%% Qubih ?rﬁ(dgﬂﬁl oh bdeehad tak @SddfBult agdeRtyup

uni | ater the like. "For exanple, an action to be taken in
r esponse ekdmpleCidah act, forekemnelecplappy ndepentibned in @ Ap§trasheXprefgion; Witiiler a|

contract, but also on applicable |aws and r, lati.o ng .« < ty"
busi ness 1% % xemplarys PRl Léﬁpi}‘?s‘s’%ﬁrarnﬁg?%e’ éﬁ% kig%gietap rAlﬁ n@et ﬁlgt ggmr z
Contract «fxpressipn ﬂoﬁ%{ﬂﬁ% pldyOracenanp & sahl owldue. theasprenplagat i on of

one or noré’signers of a confract, one or nore issuers of romﬁlef within
a cont r agtnbodimkt he Finlg noFast” dsfanlpcan beapiceblgde 2 caRBIE SERFGSHT Y2t he

exenpl ary, Contract,. Expression,Lan Y figured
to speci [9¢% Aok mEntqn e SI¥eN 36t B (gfé%gcgmgoat%g}ég%ﬁ?érjg%%/?e iﬁfé’éattEZSp? |€lr%2t gar ty

has the given act as being permitted, being obligated, being prohibited, and the like.
[0069] Accordingly, an exemplary modality specification in the exemplary

Contract Expression Language, for example, can include the following types:

“may act” - right or permission,
“must act” - obligation, and

“must not act” - prohibition.

[0070] Advantageously, the exemplary modalities can be consistent with deontic
logic [24], which can include principles of reasoning with respect to permission,
obligation, prohibition, and other normative matters. The exemplary Contract
Expression Language, advantageously, also supports specifying the intention of

performing an act and the assertion of an act being performed as a fact, for example,

as given by:

“want to act” — intention, and
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signed the contract or if the first party trusts the issuer of the
contract, and the like. [0073] The present invention includes the

recogni t iwo oshat7contracts play a very inportant role inPeETASOI/QIFT
commerce, especially with business-to-business applications. Generally,
such contracts incorporate definitions, such as descriptive clains, and
rights and responsibilities, such as prescriptive rules, and set forth the
obl i gations and authorizations of the parties to the contract. The present
invention furfher 4snelddesitde mwesognt iidowitbaat astdveme can be | egal
conplications and inplications related to contracts. As an enabling
technol ogy, the exenplary Contract Expression Language need not be

enpl oyed[gng1ef i Advanpresoiy, b cmpheyisgipehseecthanions ferepscifiag ngeionhe

f d by | 16 17 Ad t | th | t
Expr csai B TSP DA/ YA RIS Fsat 2 ARGk S SheTySd 1o
enabl e t gﬁer{eggg'ﬂﬁh%ﬁzéﬂ(ﬁhég%n@for HeRA&Rk n ARk t@eiRBpdrses 40to Whittheial

reasonin e exenplary Contract Expression Language, _fqor exanple,

can be bastefle imandedracishirs pestpitied sibbigated g fergiddes and the ke min 2dgilioRne | i ke.
For exanple, the exenplary. Contract . essl L o)

el ement s D% rfPRIOHBE t)éggsﬁ%@}hsﬂls Fl\ﬁ?e%lgl ﬁ%.‘ﬁ%?ﬁghsbﬁ@%%g%gﬁg’pt he :c'uig%:/hness
and the E&%ﬁ:@ﬁbﬁ’iﬂabéﬂa@?‘f&aéﬂa%ﬁﬁe,oéan%é\/hse&wb@ﬁi au$bite msgertoonis dindg

expressiveness and extensibility to the exenplary Oonééaﬁt Expr essi on
Language deskdiba fitca@mus the, statereofeatiatp oa 2 portsit MacsonErghy 8¥d %Hurpﬂ%ﬁﬁg’age can
be interqgperabl e and.consiste i . Lt : i G&N$IF UuCcts can
be int rog‘?fc ,mp?% rlssél§<n§r71p }e“?tg’f%rp %%%Dptﬁ%ﬁe%étt%’ g’ﬁgm%g}leago%?ﬁ?lhe Xr ML

count er pakimiplel @k speifygpreserafce dnitrusy seping track pDhistoriee pndetates $vist r uct s,
and the Ilike. [0075] In an exenplary enbodi ment, the exenplary Contract
Expr essi @ﬂntr@én@ré%@@ne@r@nfiﬁ@% a rights expression | anguage, such as

Xrm, f Ogon(fsflzqht S#i?{)i ?xrégfﬁg@;ﬁ_sbgﬂt?ac.t apgdnReidd | Oidliadsabdlateesidl)) am

obl i gati pro intentions, assertions, and the |ike.

Advant agegpisdrymulthitexlermtiacty, fooatamaple, Hxtresd shasa thangenguefdbe palep e

conplenentary to XrM.. In addition e enpl i

exanpl e, 38%H WRAD Mﬁf@l W‘%@Fﬁsnﬂ‘, @ﬁgﬁ(ﬁe?e%lr ane? i'ﬂ%hi,/e’ gﬁg&g%@ﬁi‘g}«%?f Xr M

| i censes %@ﬁ?edtooap OB REhcORHy @penEXBY 685icRMa hanilagel contargdts. [ 0076]
The exerrpF ry Contract Expression Language can be defi ngﬁlﬁas a declarative

| anguage .alstdvant aeisalsley laws pred staghiplins ¢ pth [P PEYex SHSIERY tract

of o syt PREr G R S e By e e TR e e ot

change  for example, allow for the specification of one or more signers of a contract, one or
more issuers of pror;lises within a contract, and the like. For example, a contract
expressed with the exemplary Contract Expression Language, advantageously, can be
configured to specify that a first party is bound to the contract, if the first party has
signed the contract or if the first party trusts the issuer of the contract, and the like.
[0073] The present invention includes the recognition that contracts play a very
important role in electronic commerce, especially with business-to-business
applications. Generally, such contracts incorporate definitions, such as descriptive
claims, and rights and responsibilities, such as prescriptive rules, and set forth the
obligations and authorizations of the parties to the contract. The present invention
further includes the recognition that there can be legal complications and implications
related to contracts. As an enabling technology, the exemplary Contract Expression

Language need not be employed to define, prescribe, and supersede contracts that can

be enforced by law [16] [17]. Advantageously, the exemplary Contract Expression
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because of evaluation of a Contract Expression Language expression. [0077]
Defining the exenplary Contract Expression Language as a decl arative
| anguage womsiogw37 a nunber of advant ages over nodel i ng t h@CEASIPLBFY
Contract Expression Language as an inperative | anguage. For exanpl e,
expressions based on the exenplary Contract Expression Language, such as
grants, obligations, contracts, and the |ike, advantageously, can be

| ndependenty.ofe Havd %}ﬁlgg%da%%ﬂaﬁlﬁ%@tﬁe&&%f 8 ffi Fisiffald 18] a6 @pplicelcto

obl i gation the related prohibitions are obeyed, the
rel at ed pdividlaedssniage adhered, and the like. 16 WO 03/094077 PCT/ US03/ 13352

0078] Th | Cont t [ L
cnabl e RN o bR AGY SR apn CAEt iR ok BBt Btd [TV,

Advant agg{? ush tstéigres%ﬁ NRh@fa¥e, Cath ! ACK X Pra@s sthe niMeanEuaémnldq the enpl oyed
by such busi ngss

pplications and systens as a neans of expressing
cont r act exdmydgnye@orgrics Expressiombanmiage 620 AR Aementh pad EPeHEC D% he 1 ke,

for exa e, based. o chanj . i i DG i hecki ng,
ent or o nEENL GG gs: RRpT Saneer 2pd B Heiig b AtpmSprKHNLE TBeki N0
contr act g Hasfshs0r hlo@i@ne BRiradsivehedtand ek tdnxibilas 10 dre &enplayd.onfrdd79] | n an

exenpl ary enbodi nent, the exenplary Contract EXpression uage need not
deci de hbwpsysiemnbangiage t hAdesniasPusly. dBait F’é@f‘lﬁWpr %%taﬁ’agﬁ%}félge shoul d

change states thereof,.far ' | yes SivaXPr gssidansnPbased on the
exenpl argfaﬁ%‘f???a%atn ep}né‘%gk)%éﬁggé\gugggﬁ%g | be changed. I'n an exenplary
enbodi MephastiBEtas behingsdrcedsioprsample, for peaatlenients and gypaswifdhe KevIL

determ ning whether or not ap_action of. shoul d be rfor en
associ at @Gulﬁ@iﬁ’éﬂfﬁ:i%ﬁ§0§ﬁa@efss%£?<§aM&ea?nSgﬁgtﬁ’ f?étozﬁ?ﬁ e f’%‘ﬁs(%rélgﬁ’ gig(g}%%ar ded as

one atom'1 eacti on. [0080] The exenpl ary enbodi ments can enpl oy nanespaces,
for exanple, including schemas confornmng to the WBC XML Schene, [ 11], and
the |ike[0675] ekanpl exemitaensembedivenk uhel srgualiey (RvatyachaREREEA pref i xes

can be enployed to.stfand for their respective S in Table
1, whet héfané‘ﬂagﬁo‘fanamci’r’glﬁeas ﬁ‘ﬁ%@ eRPLyssien; Pag algé’ 51?%2%%?& i'n ’tiﬁg rﬁﬂg\t,\?rngs of
segment s é)%nits%%ﬁs? CHRIMBdBAshal S¥@TRk e SuchT ablobligatioBs hprohitikionss iatestonspr ef i

C:

Nanes ac Core nanmespace, http://ww. xrmni. org/cschema 2002/.04/ cel core
(or om ttaesb)‘cicmsx:an@ELheSthé:ndarAfl@Qagwsbh ﬁgn@g%gy ontract Expression

Language can be complementary to XrML. In addition, the exemplary embodiments,
for example, can enable the offering, the generation, and the like, of XrML licenses
based on exemplary Contract Expression Language contracts.

[0076] The exemplary Contract Expression Language can be defined as a
declarative language. Advantageously, expressions written in the exemplary Contract
Expression Language typically have no side effects. For example, the state of a
system that uses the exemplary Contract Expression Language need not change
because of evaluation of a Contract Expression Language expression.

[0077] Defining the exemplary Contract Expression Language as a declarative
language provides a number of advantages over modeling the exemplary Contract
Expression Language as an imperative language. For example, expressions based on
the exemplary Contract Expression Language, such as grants, obligations, contracts,
and the like, advantageously, can be independent of how the related rights are

exercised, the related obligations are fulfilled, the related prohibitions are obeyed, the

related contracts are adhered, and the like.
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http://ww. xzm . or /schema/ 2002/ 04/ cel sx cpx: CEL Content Distribution

Ext ensi on nanespace, http://ww. xrm .or /schena/2002/04/cel x r: XrM. Core
namespacewohsoptor7 wuaww. xr m . or g/ schema/ 2001/ 1 1/ xrml 2cor e PEX/USKS/M355t andar d
Ext ensi on nanespace, http://ww. xnnl.or /schema/ 2001/ 11/ xrm 2sx cx: XrM
Cont ent Extensi on nanespace, http: //www. xrnil. org/schema/ 2001 /11

[ xrm 2cx xsd: WBCXM. Schema nanespace, http://ww. wW3. or g/ 2001/ XM_Schena
[111  dsjgg7gVBC . RREE: on Dhidtabé, \HMaWEacong enable
91xrrdesi‘lg()]9gF%]21 )%{hce?éﬂvg%%fl\ggﬁncryg igﬁ namsggipgce,‘ W yAR

ht t p: / / vihie\dev@opmneit200si0ddsapbbiertipng, 53jtems randrthe koo Adyantegeprtlgothe 13352

[0081] FIG illustrates an.ex | ary contyrac d 200 t he
exenpl ar§e r SORTESE H FERISFLM ﬁ%&ﬂ%%ee SR A e;m ?g};ee?a I %Chcgﬁmgéessenpl oyed

in the '%;}gjlitc%hons%g @%ﬁe%ﬁ?@ﬂﬁféﬁﬁbt ofSkpiRBMmp leofit4atual agiwamlentheaslaitheansl n FI G
2, the exenplary contract data nodel 200 can_include a cantract .202 havi ng

zero or foormaypsgig sepresidsagndetie lile, Hpr A5pwPls G987k 08 BHREPESTFOIP: ¢ he

contract. 202. In.an ex | ary, .enbodi , ] liAg! ude one
or nore Hﬂsﬁ‘%}%’sde}%‘?‘,g’ ﬁgqrg?é%éeé%’fl & 8%'8%%{% ocogggcé rdlggagmég ecroéﬁ%tt ?gsjr?g}ﬁ?% anpng an
event (BE)n2461ika, Bf targiapalbabdd) or2th8 exanplacyt ComtyacR PRpressiorebanguege. (R) 222, a
condi tion (C% 224, and the |ike. [0082] tl;he contract 21132, f]Qr exanpl e,

further B¥H9] ncllodenneremplery mabodimen. sbe, exempley  QuRaGk EXCSElent ory of

|eiX g;ﬁ: le E%?%l,%%g Cli’le%(i] grllgfl g?%é lhtoaze ﬁégésﬁ?sr dShe 302 1ex@rﬂ91a{f3h €onlrhdtEExRERIcAr nOr e

Suc Ice and“the like. In an exenplary
enbodi menhngdage siuas elnge cfatesitheras i fesxafptd bownealuss ofoxpessiagn brsed210, for

exanple, can be used_ in order tq verify that, .the conirac i;S..valid,
can provPadhg exereRiamr Gegtract Bﬁ?ﬁl‘?‘%ia’&%ﬁgﬁr‘%‘bi t%?e&'faf}ge si %n%‘% g’g%?ﬂe tication,
can conveyyL e, SoNsaat 0dh teQﬁeﬁéi&ﬁ?éx% evahthte®@NEr teR@mblek dor Actemninageously,

by signing the cdntract 202, the signers 210 can agree as to the contents
of the cevhicthacbr 262 dationdatiyt oroshouldrhe resforme ien 9gsosialitatondlions @y serve

as evidence for eci sion that, a user.of tr.act 202 may need to nake
as to V\/né@tif?gregnﬁug]ﬁg?teflﬂ@aﬁ%ré?ancbéﬁr{eéggg%%s ?%ega?%@%n%gpglges in the contract 202
for an mg%cabtﬁe RKERPRRY Odmbdemennt eactenddy Mantdspacesefor pROBEE, | n an
exenpl ary enbodi ment, the prom se 208 can include éﬂg cl a%%ﬁﬁ( 212
opt i onal fiycledingechenasdcanfomming do the Wil i eshery H 15t ade . | Ko

exenpl ar .. SHRodk IR lbie ifuf YA EIARNANIE) ShABGhLE Frelidls GRAAR GhAdsal can be

used to if
to stand for their respective namespaces as shown in Table 1, whether or not a

namespace declaration is present in the listings of segments of the schema and

examples.
Table 1: Schema Namespaces
Prefix Namespace
c: CEL Core namespace, hitp.//www.xrml.org/schema/2002/04/celcore
(or omitted)
csx: CEL Standard Extension namespace,
http://www.xrml.org/schema/2002/04/celsx
cpx: CEL Content Distribution Extension namespace,
http://www.xrml.org/schema/2002/04/celpx
r: XrML Core namespace, http:/fwww.xrml.org/schema/2001/11/xrml2core
SX: XrML Standard Extension namespace,
http:/fwww.xrml.org/schema/2001/11/xrmi2sx
cx: XrML Content Extension namespace,
http:/fwww.xyrml.org/schema/2001/11/xrml2cx
xsd: W3C XML Schema namespace, http://www.w3.0rg/2001/XMLSchema [11]
dsig: W3C XML Signature namespace, http://www.w3. org/2000/09/xmlidsig [12]
enc: W3C XML Encryption namespace, http://www.w3.0rg/2001/04/xmlenct [13]
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that the issuer 214 corresponding to the signature conveyed the
correspondi ng clause 212 within the prom se 208. Advant ageously, such

si gnat ur e§0®aNIBET ve as evidence for a decision that a u®em/ush3/iize2 cl auses
212 may need to nake as to whether or not the wuser can trust the
signatures so as to believe the content and authenticity carried in the
clauses 212. For exanple, the issuer 214 el enent can be enployed to conduct
a proce foi anc ' ' yd21 060 of eese@smipiargr der to
establis@ﬁ§ﬁust%?gfEﬂ%ﬁﬂgggﬁé%&ggﬁgﬁpgﬂg&%fgﬁggﬁaased on the ?%h;? of an

i ssuer oformrdc Bxpeassius ednguagrethat, afos exampke, wan [bgoguployed im ths SHgar y

i nd.of - Rishis VGrenmiscnnig: b hElCo e s 0P ThE 1 adteoR iR BYSaRTs o

03/09407 %&;9@6 B2udas bhiga&venthadite, zekd6r Moidslopades 208 agtded act 220,
t he reso%artgggﬁl , an 31tﬁﬁlclaldconditiaon 22a4 gl enents. In an exenpl

ary
enmbodi menthy tdie opent sigids 210 of theaopiract 202n Iban gremRlpi chadupet st
representing an event condition. The ey 2 e { Sf it a
cor r espoP@PHEf [é]%ﬁ?n H‘@?‘fcﬁe?fleb?f PRE ‘g‘\%sﬁg %EB%OSI%%@R% ’ ggﬁtqssaésﬁg?é fgxarrpl e,
'n-a gl VFegatio‘ﬁQH {ong!dh ARnEWH 62k Pprivcipal(RYE18, anaenA)20cv eetoule6 el enent
e

is omtt fro t he "cor r espondi n?‘ contract 202, a default interpretation
can be t RX2220a eomtition ) Pdgend g ke occur and hence the event condition is

satisfie 08 I n_an I i i sdcaras@xanpl e,

can incl Eﬂ?gggn 5@3&%’}1%%?&@?2%{ ,%g%rﬁgll%tf)\ﬁg{rh%%sl{l Iél? g? ﬁl\g@‘{ta%tr?pz%)?él event, and

the |i ke Nstais, exeiReaiboy ofkRndisiant ysedrihexplrutahe evaract 208r anskhiepl e, can

be triggered by an entity outside a_ system boura(rj bi%t h(ﬁfcorres di ng

cont r act lipg2nefosmaerg Higpnses 294 Helyas licepsss, anq B ket 13 &Y e’éen%@n ent

refer encemb%‘{i‘&eh{‘ ‘%%é b{%@enc% ’bf%g;n%%l‘?&péﬁhy oRIBPHoREAEneran10,Mopbxahpleevent or
can be“trigg

a state &ven ere y sonething that happens inside of a system
bound by cihBe asdd Bsqdadiongrifp tiat dut cd2ct 2B isasbidptan, Previdn feiscapfiaft t he

mber of inti al Lowed exceedi.ng a Linit i ke
ol ar §otEHHOTRONDYIdS o S ST eay et Bavey S shSpt b e Bl

time is v Cz;lﬁdth e, SxRARIa8eouBHE D jjni g chealtinng, tie signenc2tl cm | i st at
1: 00am e\%gg’y ayf3 and the Ialgke. L31{[’:0(‘.“)/86 f;@n an exenpl ary eHbodi.mant, t he

princi palag@tas té te coxtentsl of the eontiset 202- Braddgiva the) cORSFRONABSERAI Phyg an
entity or a set of .entities .th bt Rxkd he act
220 el em&At SVR a%ﬁ“@%ﬁ%p%we%%%%ﬁhﬁﬁéﬁ??‘f%%@?*ﬁﬁa%%%??%?%gf*@m is onitted
from t he ,gqp rEsdARR Birnght GRO tk@Ctan2fiReptathd efignalntres int drepeaatiaci 202 &ematbe  t hat

any entity or the entire universe, for exanple, as a set of the entities,
i's being appb@biefp@gqse of the contract 202 by the user.

[0083] In an exemplary embodiment, the promise 208 can include the clauses

212, optionally signed, and with each clause conveying a statement. In an exemplary
embodiment, the corresponding signature for each clause can be used to indicate that
that the issuer 214 corresponding to the signature conveyed the corresponding clause
212 within the promise 208. Advantageously, such signatures can serve as evidence
for a decision that a user of the clauses 212 may need to make as to whether or not the
user can trust the signatures so as to believe the content and authenticity carried in the
clauses 212. For example, the issuer 214 element can be employed to conduct a
process of issuance path validation for a chain of clauses in order to establish trust for
an issuer of an end clause based on the trust of an issuer of a root clause in the clause
chain.

[0084] In an exemplary embodiment, the clause 212 can be used to describe a

statement about some kind of relationship among the elements of the clause 212, such
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[0087] In an exenplary enbodi nent, the act 220 can include an act or a set
of acts specified in the corresponding contract 202. In an exenplary
enbodi nerwp osleeto7senmant i cs of an instantiation of the act PEZOSe&m3BE used
to determ ne whether or not the corresponding act 220 enpl oys the resource
222 element. [0088] In an exenplary enbodi nent, the resource 222, for
exanpl e, can be an optional elenent representing a resource or a set of

resources th cqr.r i ' Al @B coxditiphar
tfhe%t\]/%ﬁﬁ[%6 e e@%&%‘ij 22%, th@Gkt 229 tﬁfﬁ%s?&%e o2, gphary

enbodi nefit hér rce 2 1s omtte romthe correspondi ng
cont r act 220emiche. dafaaldxemphire embetimanorthe svetie 16hfr efemples 68t B8 2019 WO

03/094077 PCT/US03/13352 s specified,.as.conpar tQ t jqr:@ ,uni ver se
of resoupRitenahpMENTRISSFIIEE aByPVERT ng%’r‘r‘f‘s 91%8 %elf%Q%nlb%esgﬁgﬁeég el?rf)ll ary

enbodi me i It 1OBheddf thE QUerR 920 Rl efrent adtubs; faexanipld, dmalgivehenent
represen?%ﬁébgﬁ%%ggg%poﬂﬁgngﬁgondition, subject to_which the corresponding

act 220 canehe Inenfeaemptiry bmbadineus mpcarthe ehendil fefament pe opgfdi ¥98n 224
can be satisfied, j.f the corresponding ¢ ks il 2
speci f i ethej SOTfRspon 1?%#"8%%@: %ﬁF Pﬁ e e@%ﬁ@%.&pﬁbigﬁ%x@nﬁ?ﬁy&

enbodi Me Ly W odchfaOmsict tHevérdeontiBioans édtiefled.r om t he correspondi ng
contract 2, the default interpretation can _be_that o condjtion or

equi val ef085] a doredi ¢xeowplaryismbodingniaiie evenie 10s o5 XARP L 687 P18 F20090] The
exenpl ary EP. data npdel , f t.h I AR oMS k¥ompl& be

enpl oyedeﬁﬁﬂgﬁrc‘?ﬁﬁ‘[%’e?n §1&t|61§1ﬁké,&ear?d%ll 0?4%2&8‘3% ngﬂ%?i R%r ggr anm er%? Ilg’zguages,
for exanmph®odsieh aaSext@hal dvienguar eteiplandn battiipgergdidy decntitoawsidd$ i n

guarded commands [19], in database and ow edge-based systens, ch as
for evensysteorhgbed &5- L@FP@WWH@@& cppget [2521 ,Orieﬁg%i‘P{%’r ﬁ“’g‘i %ﬁywﬁ%r?g Iulslgr;ence,
such as for - 2 AGEfI likS1ikd) TRI-AM bRy SMBéEARNL, 22 nterinal

mul ti - agé%(%uegt)&g{ gers}(érﬂfrgg%fe@ﬁ’,a&lgrﬁél&é; II iakga. Ogyl] FI G I??Li | lustrates
exenpl ar wvedtan aesatd bReithah bedriggmed hplsopethingnthathkappeneingidgof acysiePact dat a

nodel 200 of FIG 2. In F.G 3, t X | ary, cl npl e,
can incIﬁﬂém%héﬂﬁ?“ﬁ8§80ﬂ$%%90@§ﬁ$88§H§g§6%?m63%1g%%?“%%é?ﬁﬁggﬁfp§ﬁtent
310, and h‘ﬁl@ %4 Klfow&i BHRBliSe o AmaN afK eNWlike. y leahastmphty eabudintaageous| y,
t he grantp 09 e enment, for exanple, can be enplo %&j to convey right, a
per m ssi aempambestentcan hkeiggeled vdhenya 1ot 1€It@?ﬁe1ﬁtre*%9£ Her mlﬁ?éﬁgkﬁ 8 i npose

B oni bi ¢ "UHA <BRETEE 3 oo B B ooShBraf EFRREYRANS Cotlare an
asserti Or[oomad t He ah RkERAPlaBL EmbbEiMRAL, thapribeiparii Soyedetanplexgnewsamn
:1212 iemal OndptiE)ne?lgéc]ameFrﬂrreglz(eggl%lneg’ ant Qrﬁiqef Xo% rgpée?ro)% e%!ci 1es %ag %gn %gr orl?r? aﬁrra%t oyed to
specified by the act 220 element. In an exemplary embodiment, when the principal
218 is omitted from the corresponding contract 202, a default interpretation can be
that any entity or the entire universe, for example, as a set of the entities, is being
specified.
[0087] In an exemplary embodiment, the act 220 can include an act or a set of acts
specified in the corresponding contract 202. In an exemplary embodiment, the
semantics of an instantiation of the act 220 can be used to determine whether or not
the corresponding act 220 employs the resource 222 element.
[0088] In an exemplary embodiment, the resource 222, for example, can be an
optional element representing a resource or a set of resources that the corresponding

act 220 applies to. In an exemplary embodiment, when the resource 222 is omitted

from the corresponding contract 202, the default interpretation can be that no resource
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connot ati ons, such as nodal connotations, intentional connotations, factual
connotations, and the |ike, anong the event (E), the principal (P), the act
(A), the woasomoece (R) and the condition (C) el enents 302P8TQAIS03$336DI | ows:
G ant - (whenever E occurs), P nmay performA upon Rf Cis met. Thus,
(whenever E occurs), Gant conveys a permssion on Pto performA on Rin
situations where Cis net. Duty - whenever E occurs, P nust perform A upon

Rif Ci i EOENSthe BnRfCHiPerse BEtedociesRbelse apecifidd iggatichn on P to
perform%srosg&ige%:n%gﬁot Ations where Cis met. 20 WO 037094077 PCT/ USO3/ 13352

Ban - whemésgmm. E occurs, P nust not perform A upon Rif Cis nmet. Thus,

' oi toal 1AL wigise Cg e Rraa fonubisl 28 SR REELECR § o K

enever occurs, want s t

perform 4,400 dihef Heprétehting! MU TorrtpBAGMET cdndittas Wubject ntbenhichx firesses an
intentionof Pto performA on Rin situations where C iséﬂet. C%lai m -
whenever cErepondisg agt Afecsnpemedprmeal. ulaci PepPhvy gegodimsnt, hecqpditionry s,

whenever £ 006U %0l At 1 TBKES A ARARKLAMARAUIOR PAHOAIEIN ribton R in

si tuat i oRS ustrates an exenpl ary nodel of
an eXt enghhdxanipleg Witidaicktpxt. Languageplayy dopodirent, wiea thhieendeteon’ Bkt def i ned
using a PARC nodel, including a princi gzal (P%fﬁ404 el erIent arléatglt (A) 406
el enent , inomisted frare theyormeygordingeeftrach A, dhe Aefanlt iRtERITEoh S % Yrkent .

Thus, Xr M.+ i ;. ) C h
s, 9 M GRBSPESIIGHAL By e asa 24t om 11110 (e

, , gl ven by: ant - may perform A upon
Rif Cisposo] Thibe eGempiaryc BRARYG dalapeoddl soi te dauge 212, gdapitageoralyon R in

situations where Cis net. [00941 Advant ageousl t he EPA of the
exenpl ar FACHACHREAYCHIP CATRPSH SCIPGH, 6%‘831 @’gﬁgﬁie%?ﬁﬁ%%rgg’r?lgg 1%%?%% 5i ng
rights or L5isl QRd, Wit By he Xadd “wHil@Bhardé® v&hinands fropuspedi fyi ng
obligati of(r)llgggir?éﬁ%’r Q%ﬁb?s?iﬁ)énéfg?gr exarrplvg, agﬁzgi ven by: "The distribution
server muestnekler[18hyinmdsiabasee gub dnowledghdasgdnSsioms efush| 87 o fvent- [ 00951

Usi ng the PARC nodel, -th i sos,..ef. th [ E g nat can
be rodel SNEIORRAEERT Y% ﬁQPWﬁn’s‘g&}ﬁ%@ lélger%gg%\ég’nsgl% (:E)lrgql(]tslﬁé&é gﬁéﬁcﬁgﬁti on
server t qufedlid hloliuctiddesystlelnsgad], anmeofi-ighesysions [R5E[26Equé she lifeor exanpl e, as
given by: (a) "the request being nusic, " and é@ "the reference

dest i nat i[009Hei nFlGwa. Bosteates sxemaplagyofiauses [ Hdo H&?\gife?@pﬁ’yﬁcgf? 188t he
proviso (h) as _a candit] 1 thRs&eriver to
make t he ?‘5?’8?% ()I?T/"lf):li g%ﬁ?ﬂ##@%\@t&g%@%gtﬁ%mg ?El%e‘isxsen{r?ggr% y a constraint
on the acfor efanifkidag iAcludf et & mofeogramxipiiety Y0Hebarc06, slaimid08gingent ef er r al

Lgcz):}gs gﬁs()t :arrll(? ‘E}je()l?ke\,l\’\é\f,evhl%gg? rIgta%ielxgrrnpfa?ymemlt\)/gcqi%%\rll X radvarrrlt%all(gieggsli%ﬁg g?anrt eferral

302 element, for example, can be employed to convey a right, a permission, and the

like, the duty 304 element can be employed to impose an obligation, the ban 306

element can be employed to command a prohibition, the claim 308 element can be
employed to declare an assertion, and the intent 310 element can be employed to

express an intention.

[0092] For example, the exemplary clause 212 can be employed to define
connotations, such as modal connotations, intentional connotations, factual
connotations, and the like, among the event (E), the principal (P), the act (A), the
resource (R) and the condition (C) elements 302-310, as follows:

Grant - (whenever E occurs), P may perform A upon R if C is met. Thus, (Whenever E
occurs), Grant conveys a permission on P to perform 4 on R in situations where C is met.

Duty - whenever E occurs, P must perform A upon R if C is met. Thus, whenever E occurs,
Duty demands an obligation on P to perform A on R in situations where C is met.
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obligation for the server only when there is a request. For exanple, the
referral has to be "triggered" by the event of an incom ng request. 21 WO
03/ 09407 WB@3h808/ 13352 [0097] Advant ageously, using theceasoplasy EPARC
nodel , the referral service can be specified nore precisely, for exanple,
as given by: "Upon the occurrence of a user request (E), it is obligatory
that the distributor server (P) makes the referral to

Wwv. Soni er et al;zline-fwh%%« EAYcuR] P18 nd: 8EBBY ukdAR i € istike MeSIWRSEverd Bocauriusi ¢
request (C). Bl B098ks dhenisnarmlranito sRpik a6k R bspiaess wbere Canguage, for
exanpl e, can enploy XM Schema extensibility mechani sns, advant ageousl Y,

flanabl i Nng ext emnghbi bichaper E Bcenehwasubsteitrutd arndt Gps meTykhes hevser £ut i on,
any" el ement qccﬂmdntteﬂm@cpl'eiskean[i&t]mti[nmf]l’.toperfnf"faﬁme&féﬁﬂaé?"ywé?’%ﬁi%nt , the
Extensi bl e El ement and Types shown in Table 2 provide additi ohnal el enent s
and types t ha€lapmypicaa i ospes Hde“ﬁag@(/;é T EPrRIAGR Ml et Ay, wenever

fié

n situations where C is met.

advant ageous| ¥ ocHseCI@RIERS B FETI BLEH %S " TEATH4R pression
Language. Table 2: Extensible Elenents and Types El enent/ Type Extension

Mechani s ntraet Y Praom i i afiotpy
sdubsti tlé{qogﬁ:i)Si gr'ﬁg' L‘Eﬁgﬁgﬁ > gﬁb@&%@hﬁﬁédﬁ%;‘gé y%%ﬂlgg%%?ﬁts%i on,e "any"
ause Ejg WESIL ) todhrt 003 ath e, bel§¢fined ulsiity 4 PARD ntedehtindthd
substi t ut y%gaﬁger:gups, ype substitut ieoq Pri ncig al ﬁ thslﬁbg thlrﬁl on
or oups, TypepsB Bt dsont, Mot (M Lkere e T OLTGRG AR SLTIoR ot
itution,. OMIC B& j 1 ' '
Condi 1 oot ey T GHATE e LB eT XA B S561° Such

ext ensi omg ohfitizgiiee eveRBI slenint, frer esxepisl ar giv@oby:r act Expression Language
can include definitions of elenents and types for those concepts that are

general ly and broadly applicable tothe exgnplar isE%P j
: . XGNP G 5P b 3EAnisESHPEEB S ON
Language Usaéééfzg,gﬁf}é}aﬁl.egfﬂ}fgﬁiﬁg}gz%)‘,ﬁg,ethere arnecocorrpogi fe el ements shown
in Table 3 th extend a correspondi ng el ement. 22 WO 03/094077

PCT/ US03/ 13352 Tabl e 3: Conposite C ause El ements El ement Conposite
El enent  YB@j¥j N9 Advantageously, the EPARC model of the exemplary Contract Expression

Language can be employed for expressing rights or permissions, as with the XrML

grant, as well as for specifying obligations and prohibitions, for example, as given by:

“The distribution server must refer any music request to the www.someretailer.com.”

[0095] Using the PARC model, the provisos of the above obligatory statement can

be modeled by treating the provisos as conditions for the distribution server to fulfill

the obligation of referring the request, for example, as given by:

(a) “the request being music,” and
(b) “the reference destination being www.someretailer.com, ”

[0096] However, treating the proviso (b) as a condition that must be met in order
for the server to make the referral typically is not correct, as (b) is merely a constraint
on the act of making a referral. For example, the act is making a referral to the
destination www.someretailer.com. Moreover, making such a referral becomes an
obligation for the server only when there is a request. For example, the referral has to

be “triggered” by the event of an incoming request.
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Event OnPei formance/[ O ause, A Event, caused by performng the Act in the
Clause, dain}, ..., CainkKl given the Claim, ..., dainN (as part of the
cont ext) ,wowhee®7N>_ 0. AnyOneEvent/[El, ..., En] A set ofPCEWUSN3/$3352
including EI, ..., En. This Event occurs if one and only one of El, .y
En occurs. Principal AllPrincipals/[Pl, ..., Pnd A Principal representing
the conbination of all Principals P1, ..., Pn. AnyOnePrincipal/[Pl, ...,
Pn] A se Pri ARG @allel, firpefsahtavizay one of
t hose PI foo@fi] ﬁﬂﬁ)aﬂ%% ]ﬁgy usm ctlhggﬁlﬂ- hﬁ,@;] A Principal Pl acting on
behal f oéanRiés{pBQﬁedArdrep#ebﬂehysfo[rAkample as ghydn i Act whose performance i s

t he simul taneous performances of all AI ..... An. AnyOneAct/[Al,..., An] A

set of Acts A, Ipon ‘the c%;mé of a ¥ ;éqﬁesp% fipl %8 a!oty B4 Che %@bu@ﬂke}‘ve@@@ oA,

., Anis Pef.LAL TE Yorer b%m'eA)Jezlaﬁg?%@rUM;%ﬁJh equost (R) if ]reqhest BSOuIIsEE
representing theGemination of all Rn. AnyOneResource[R1, ..., Rn]

A set of Resources P1, ..., Pn. This Resource represents any one of those
Rl1, ..., Rn. Condition AllConditions[Cl, ..., Cn] A Condition representing
the conj pooB] on THe &kmplary, Corffiract EmmtmiLangmg{: Cbr exampleCpjn pm: d| tion

representing the disconjunction of. Cl, 001 Jn an
emgodl rrePﬁMEt ﬁ@ﬁ@laaﬁéteaglgﬂ%e’fne%nﬁ@ts %dﬁg?}a%‘i@fﬂol%teng%hngﬁee %nggﬁ t hat act
upon t heE?e%Jn? %R[%%ﬁq%tﬂ)gl %‘E)Iﬁ%g qugg %@ostlmfonexﬁﬂ]me@emcﬂitvﬁﬂl iy like§SUE1].an Act,

used to Speci I ssues a clause &or exanple, within a
contract Jn an \A&éﬂnptafge einbedignehttthe dixtensibie Elreemm‘e aghdopes hpven ﬁlu@@l}e( or

exanpl e, f bl i gat bi.t ¢ d
assert oREV pe«ifﬁ‘wg%?mew b ey U5 ngRteL e rof BRoviddd FchBSoudld -
an Act, Hﬁ?dadb%ﬁ%é%%l a%texﬁanﬁbmgrtmxeﬁmaay Confac Bxpse@sioh drnguagep| e,

within a contrac h the Qbtain Act, one can receive a specified

cl ause. Revoke: an Act, used]gto ) ed at one evokes a cl ause by r evoki ng

one of its signatures a siple m"‘tmn ypg.. the—Revoke—Act— one can

S AR
i nval i dat e a‘ﬂ%ﬁ“ﬂeng ela E’g‘tﬁ;‘,’ﬁﬂ,.uﬂglﬂ‘?“’?ﬁe si-gher—or—issuer-Precege: an
y ha ane Ao -
Act, used t eo—tnat one E'Zement’sybsb"}u gvmdbﬁtut!oh‘ terms of preference.

Wth the Pred@#E act—one—tas SRS (o118t 01 BIRlELENGA aMDNg clajises in
order to resg ye—potential ZLONr L) Gl Sodolp i H e kkddloh €S Dy The Clause

preference. Event Element substitution groups, Type substitution
Principal Element substitution groups, Type substitution
Act Element substitution groups, Type substitution
Resource Element substitution groups, Type substitution
Condition Element substitution groups, Type substitution

[0099] Such extensions to core elements of the exemplary Contract Expression
Language can include definitions of elements and types for those concepts that are
generally and broadly applicable to the exemplary Contract Expression Language
usage scenarios. For example, there are composite elements shown in Table 3 that

extend a corresponding element.
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Obtain: an Act, used to specify that a principal obtains a clause (for example, within a
contract). With the Obtain Act, one can receive a specified clause.

Revoke: an Act, used to specify that one revokes a clause by revoking one of its signatures as
a signer or issuer. With the Revoke Act, one can invalidate an existing clause made by the

signer or issuer.

Precede: an Act, used to specify that one clause precedes another in terms of preference.
With the Precede Act, one can make claims for preference among clauses in order to resolve
potential conflicts and multiplicities by the clause preference.

Possess: an Act, used to specify that a principal can possess some resource.

Trust: an Act, used to specify that one principal frusts one resource (for example, which can
also be a principal) in terms of clauses made on the resource (or, for example, by the
principal). With the Trust Act, one can make claims about what a principal trusts.

Bind: an Act, used to specify that one principal binds to one resource (for example, which can

also be a principal) in terms of clauses made on the resource (or, for example, by the
principal). With the Bind Act, one can make claims about what a principal binds fo.
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in the publication and distribution value chain. [00103] In an exenplary
enbodi nent, an exenplary semantics nodel for contracts based on the
exenpl ar ywGenwe@et Expressi on Language, for exanple, can iPoglusd®1352 mappi ng
of a contract to one or nore |logic propositions, for exanple, Datal og
programs [30], Prolog programs [31], which have well understood Iogic
semantics, and the like. In an exenplary enbodi nent, the semantic mappi ng
can be structyfidhse: «CaAR .08 i8tdi e DAY idgabtdne rRtele (of examdont r act ,
and the |ike. Advanbagapusioysibly ib beecex@mplial i caenbeiil oShefipdplncpan serve as a
foundation for further processing nodels. 24 WO 03/094077 PCT/ US03/ 13352
[00104] In an exenplary enbodi nent, further semantics nobdel s can be
teLne)I oyedgtoogglz]r lemamp)l exen]icqﬁwd eotbodtventc gbie | exgneplaryy Eonigctd dBEdssioNogi ¢ f or

gran el ement_, or exanple, for a right o I LSS
304 ol cnbfElsE RS o060 BB Snd B Colinel Blnd RERGRRPm 0" The”
ban 306 e?ﬂ?ﬁt[?a%]f,%r&)éﬁl | giveRbyProhibition, and the like. In an exenplary
ggbgdlne_ y urt Fr seﬂa tics nodels can be enployed, for exanple, based

ynam c logic for the act 220 el enent, for X i
like. In an ekdWpfarsy €l d'r'rreq{”ff,’,"]\’}' hVé‘?idgé’ﬁigf‘ffel |’g?!f$g§?£el %’v@% f)’:%nd the
e |0 ed fO C@%&l cé‘theﬁf d,zr%wz 8 gl‘ {hi? 8SSTF 10718 expffesse th nﬁ, ...,a&al %
npl oyed, r -exaftpl o e d Ol Jope: ) ogi crror fhe r'ssuei’ 214 and the
si gner 210 e!@h@ﬁf & (§oPP BXAfple,""s6 't hat trust and bi nding rel ationships
can be speci Elegc%’ed/ B S%ﬁgpl]e@:@,yCﬁtWOﬁ!er@%&sedf é&ﬁzﬁi&wris seipatf e soodel s can
be enployed, (f.Qk.L%aBRYLse IRARE B P tinleOGidChelrdmbep of fegormame & and
non- per f or mangg,8dq i:hee G texandldd optloRiBSbERSS ke eXiRNi®, is sR¥iovdiapd ghanemedy and
a warranty capmfel &pets b bed LofiQll 0B|Exkmiselroeitenpltar i temyoliy stend ¢ hehe
notation enpl syerkférere isheaextmpr eyl to Gont r act  Expressi on Language, for
exanpl e, can be given by: For any contract el enment pthin a 90 | ract
denot e by z/ [ XatExercised/[Gigise. SreReference Gour!/: ZhpYeyeroisgy f?ﬂ‘?égﬁf”s” {5hed ) he Zm  and
by Z@A | ... Actppreifieddn fi5c Z“Ztsﬁéi;’s %f f5 lffrfa’i’"ce.g i) (& Tiges and e ’?}5“"‘”’ ﬁ{;t Z be
any contract ,%We & regor n§t pthe. {or Egét}ﬁﬁ)iﬁ,go tzonaEJaA%f Refdrence. * Logidalh, ¢

52{(” ﬁrcz.feg ﬁelmgztlon 18 true | l?le humber stored, e 5taf
Count.

) _ AL s /TR I efalf  Z,
which is a X propositirons possibly wt ﬁ‘eluni l\ier sal | ;’/ %ﬁal ified

vari abl es (foro exahple, Horn clauses [311). Let 17 be the set of all
Dat al og type propositions. For each proposition Qof the formQF Q1,

..., Qm é{@l@ 1 T]ﬁé‘%(%x%?}ér t (Expfdshioh NEargoagd wan oinclofle @ cantgnby
Body(Q (= QL, ..., Qm the hypothesis of Q [00106] In an_ ex ary
enbodi merlistripttions extemridre $o dhe chee elsmeric form gvample, tha fﬁﬂrﬁee,sf’e(?%p e given
by: content or resource publishing, distribution, and the like. The present invention
includes the recognition that publishing and distribution contracts can be some of the
most important documents involved in the publication and distribution process. For
example, a publishing and distribution contract can be used to define the scope of the
interests of an author and a publisher and govern respective rights and obligations of
the parties, as well as the rights and obligations of heirs and successors of the parties,
in the publication and distribution value chain.
[00103] In an exemplary embodiment, an exemplary semantics model for contracts
based on the exemplary Contract Expression Language, for example, can include a
mapping of a contract ;co one or more logic propositions, for example, Datalog
programs [30], Prolog programs [31], which have well understood logic semantics,
and the like. In an exemplary embodiment, the semantic mapping can be structural,

can be defined based on the data model of a contract, and the like. Advantageously,

the exemplary semantics model can serve as a foundation for further processing

models.
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For a Contract expression E of the formE&[D, P, ..., PM S1, ..., SK],
where Dis the Mtadata, Pl1, ..., PM O(err)M are the Prom ses and S1,
..., SK, WOesnd#7are the Signers within E& Let Slist = [ 8CI/USN3/1335K] .
[00107] In an exenplary enbodi ment, the semantics [[E]] of the contract 202
expression (E), for exanple, can be given by: [[E]] = {Metadata(E D)}
v[[PIqJ(Sllst) V... uf[[PMI](Slist) v [[SIJ] (E) u... v[[SK]](E) u

{Prom se I':I)l}an exemp}/a{rgg'éﬁl@b&%( @Mthé)s)amaﬁécsvi&)@@é BB émPloEed)S03/ 13352
[ 00108] exenpl ary enbodi nent, the semantics of the contract 202

expr essi ftﬁexﬁnpfepbasedamaﬂea,nce@togm@udd@ dspotokigiq @ﬁﬁlec%émt&o?ﬁ FmeRd proni ses

(P1, . PM si gned y. the s ers 2

of the sfYnEEPI% OO & 1ilght or a %%Tlstﬂon’t %dgg’nééﬁfele% §tefocgo % emantl °°
expr essi 1&1:[ Iheo RIRDSd G 66 th@-d@orthéalsdn 3@3 el%mht?sﬁdroexdimaib,sca can

i ncl ude t act at each of Eﬂ{om ses rt of the

proni se pfmitofiod, rwddhmhkeachl @Oﬂie@%’ B §BY @ﬁlf@m [fBUh@Q’PFmPHU%rfn Dary

errbodl nme e ntics .of . th 2
ot B isalowio Pt exifoiEr bit, B APpficRiie hfynelierBoCelefif, b8 9 el
CN, ﬁmﬁplea%@ndrﬁe andfBeIS&s. and ad lexemplary | dmbddimente fodeer | ssueties wi t hi n

P. i_etlllst . IL] and S b
Co rrtr;t Ei act Trdldlebﬁlagl)bel emlqzumdnégr %E@Phﬁ Ib;‘;eg@%P}OQFﬁEﬁféﬂc%%&‘ﬁaQ%éﬁpwﬁ}iI gn the
enbodi me t he nt i
be giv enr}beilslglﬁrlﬁsl rr%FI%’l I§L§ fok [e%(%ﬁﬂ] t (?fhal? §rﬁ1 ﬁlﬁhln%%latloﬁﬁﬁ%s??%?% e, Sf?gt)
\[/OOE.EH ] }s p&Afisd. - In a&{ éﬂdn]ﬂl:&ng)eénboﬁﬁlam,sﬁlﬂhéﬂqmdﬁ)l}:s models lg:{a@lba@g@iy}(e@N P)}.

n an exenpl ar
oant) cdor e Do Anempaal b for deaase and paPPIEETHIRe B BEaElt | ons

decl ar i n@Z%) Qﬁﬁéﬂ@?&‘%x%ﬁxgﬂ% so that 2 fed P%%H%d)veﬁ'yanft}h@rﬂ &Sép@élﬁe(zlll f romllist,

signed b he si ghers romthe Srist, and the semantics of the issuers
214 (11, [0010,51| Ln fuorexémplapy embsdin(ey, thogiotatiea eneplawas far theexemBlapf om se

(P) 208 also c include the fact tht eagh of t cl auses a,
is part (gon{tqa,gai‘e}pggpggm PHERIE ﬁoé prom° %Sglzﬁm[ 00112] | n( an exerrpl Sr\l)y
enbodi nent, the semantics of the S|gner 210, for exanple, can be given by:
For any contract element Z within a Contract, denote by ZNZ1, ..., Zm] the fact that Z has m
elements Z1, ..., Zm, and by Z@Q[AI, ..., Al] the fact that Z has n att; ibutes Al, ..., An.

Let Z be any contract element of a Contract. Denote by [[Z]] the semantics of Z, which is a
set of logic propositions possibly with universally qualifi jed variables (for example, Horn
clauses [31]).

Let IT be the set of all Datalog type propositions. For each proposition Q of the form Q0 <«
01, ..., Om (m>0), denote by Head(Q) (= Q0) the conclusion of Q, and by Body(Q) (= O1, ...,
Om) the hypothesis of O.

[00106] In an exemplary embodiment, the semantics of the contract 202, for

example, can be given by:

For a Contract expression E of the form E/[D, PI, ..., PM, SI, ..., SKJ, where D is the
Metadata, P1, ..., PM, 0<M, are the Promises and S1, ..., SK, 0<K, are the Signers within E:

Let Slist = [S1, ..., SK].

[00107] In an exemplary embodiment, the semantics [[E]] of the contract 202

expression (E), for example, can be given by:

[[E]] = {Metadata(E, D)} v [[P1]](Slist) ... © [[PM]](Slist) v

[[SU](E) v... V[[SK]](E) v
{PromiseOf(P1, E)} U... U {PromiseOf(PM, E)}
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Let S be a Signer. The semantics [[Si] of Sis a mapping of a Contract
expression E signed by S to IT, such that [[S]](E) is a set

of pr oposiwp®a®9403De of whi ch have the head Signing(E, S)PCTASIEBSIZFNG

whet her or not the Signer S is indeed a signer of E. The set may include
propositions to verify any digital signature of S upon E. 26 WO 03/ 094077
PCT/ US03/ 13352 [00113] In an exenplary enbodi nent, the semantics of a

cl ause, for exanple, can be given by: Let C be a CUause of the formd|[E,
P, A R C. Let list be the list of Issuers who issue the Prom se

directl y[dmkrdimgm@xa;ﬁgm@ bmbodimeht) end deatantiés & the eorsrach20%¢xgmessioe Cont r act

directly including the Promi se that directly includes. the g)ﬂause C.

[00114] Enfarexesplepcai W@MPMQHSW@%@&&%% P@gnfﬁ[sd?]‘a of 'R use (0

212, fo ampl e IQY: : Sup :Shd Clgqg)s(ﬁ(E, P, A

R C |iEY%S{{E‘?{%?F(fﬂ\‘?g‘etfi?lé},‘%ef"ll?(flg’]e][s[e%{’%s]d@[‘?SI% ]él?}t[z%%ﬁ 1{ "100115] In an

exenpl ar yheeghadioremt , cogirs@n2dhexpressioro . t Hthei smpatiss 21 4h¢ Icohigact 2Bd  t he

i st of the si 210 (9l t t] f. t I . 212

excanpl ¢, cxarresIomERTaE s elsoet e et PPt Bl T DL AT e ol ause

212 1 o Agf iy seiib%lo?%@&nzr%&fobeexﬁl‘é@ﬁénﬁ!z) 216, the principal (P) 218, the
, ) 22

act (A e resource 2, the condition (C 224, a list of the

i ssuers 200100] i k) an amxdmiphey | dnsttodarherth éhes isgmentiss 2af0 thesprogriye 208hdoisenant i cs
of the clause 212 also can include the semantics of the elenents E, P, A
R and C. [001P6TmP]ﬁ’%ﬁ‘i‘b§x%YrW y enbodi nent, the semantics of the grant
302, the duty 304, the ban 306, the claim 308, and the intent 310 el enents
for the cl auses: RA2a Lanise bt ee PPELPOSIN Lons [L]i wetedl -ofCNOIuse(z P, A,
R, C, |list, SldusdsyndH or, IeXsbpk e Isagrs wiiedn by: Grant (E, P, A, R C, Mst,
Slist). Duty(E, P, AA R C list, Slist). Ban(E P, A dR lC )i,st,
Slist). O ai deElistp,[IIp;... ] aw Sliybe the lisyof Signers whp sgrafhe Cpnirags dirgetly jgeluding g o
Slist). 27 WOHs3regsd77 PCT/ US03/ 13352 [00117] In an exenpl ary enbodi nent,
the semantics of the issuer 214, for exanple, can be given by:

[00110] In an exemplary embodiment, the semantics [[P]] of the promise (P) 208,
for example, can be given by:
[[P]](Slist) = [[C1]](Mlist, Slist) U ... U [[CN]](Ilist, Slist) &

[[agj@®) v... [[ILJ]P) v
{ClauseOf(CI1, P)} U... U{ClauseOf(CN, F)}.

[00111] In an exemplary embodiment, given a list of the signers 210, the semantics
of the promise (P) 208, for example, can include propositions declaring the clauses
(C1, ..., CN) issued by the issuers 214 from Ilist, signed by the signers 210 from the
Slist, and the semantics of the issuers 214 (I1, ..., IL) for the promise (P) 208. The
semantics of the promise (P) 208 also can include the fact that each of the clauses
(C1, ..., CN) is part of the clause 212 of the promise 208 (P).
[00112] In an exemplary embodiment, the semantics of the signer 210, for
example, can be given by:
Let S be a Signer. The semantics [[S]] of S is a mapping of a Contract expression E signed by
S to IT, such that [[S]](E) is a set of propositions, some of which have the head Signing(E, ),

attesting whether or not the Signer S is indeed a signer of E. The set may include propositions
to verify any digital signature of S upon E.
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Let | be an Issuer. Its semantics [[I]] is a mapping of a Promse P it
issues to IT, such that [[I1]] (P) is a set of propositions, sone of which
have t he Wead/od®3ui ng(P, 1), attesting whether or not th@Craso®133f2is

i ndeed an issuer of P. The set may include propositions to verb any

digital signature of I upon P. [00118] In an exenplary enbodi nent, the
event (E) 216 clause elenents, for exanple, can include a condition. In an
exenpl ar odi t 1 RSN tor2d:6: \dahi on, for
exanpl e,[}égg%gibeIg?{?/ee’ﬁe%gﬁr}lsgig%lHslhlgﬁt’i[t%f%e]é%agg&&gﬁt, then [[E]] = e[[H],
wher e e[fd givessb mappi ng of instance Events to 17, such that for each
instance Event E, e[[E]] 1is a set of propositions, sone of which have the

head Event (E) ttg?zs Lo V>h orhzed:/ b 9€t Q?x 11@5@{7&& 1iF o PRGNS Soho Isdue Bre=

OnPer f or mance %ﬁg‘ z%?luyfﬁocjlr; ith (@‘an%isé_cﬁ;ﬂ’zeasﬁb ioners who sifd Ak @lmactdaean [[E]J =
{Eyent (B) T_ 12Yii ke Promisdhat Birecly inbthddd the BubsSt.) CI aim (El , P1, A, R1, C1,
[1istl, S|ISti), ... CainmEN, PN, AN, RN, CN, listN, SlistN. } v
[[CaimM]] cj... v[[Caim\J]. If E =AllEvents/[El, ..., En], then [[E]] =
{ Event ( E)ooff14) eh (a8l dxemplary embeairhém) the semahfic [[T]]uof. the Wlqup&n() 212.f E =
AnyOneEvent/[E1, ..., En], then [[E]] = {Event(E) - Event(El).} u... v

{ Event ( Eforpxampleneangig)giyenby:[ [E1]] v... V[[En]J. If Eis enpty (or
omtted), then [[E]] = (Event([]). }. For exanple, this condition is always
met. [00119] fb)/&]]%t,%?ﬁ@ﬁpy@fayse@mopk,r@mss,szt-sb.@ grincipal (P) 218, for

exanmpl e, can be"a singl LI A sefript/enrities, and the like. In an
exenpl ary enbodi nent, té%]ﬁgenjanti cs [[P]] of the principal 218, for

exanpl e, can be given by: IfP is an instance Principal, then [[P]]

=p[[P]], [@A18D Qﬁ{@&é&%l&%ﬂﬁﬂﬁﬁéﬁ;&féﬂm vieelis qf[thd jssiers 1 AdBisnadof
instance Principals to 17 C at for e i nst a rincipal P, PJJ
is a set thsf ﬁ%ﬁr‘tfgb‘*sﬁlt@?fﬁsz,ms(gﬁét 0 e\ﬁﬁ’?‘@‘i’f“ﬁa%gtﬂ? ﬁgauﬁeeggfl\t/gf Sﬁ%@?’ ?5&3 PL
ttesti { it ' bnst i¢ helabsd meludilg P. F
attes 'ngl}cﬂﬂ% ??opﬁétl%&élag%_@i@g%errﬁénﬁ% 6hes Rarbns? id Helabsd meludalg or

exanpl e,
of the event (E) 216, the principal (P) 218, the act (A) 220, the resource (R) 222, the

condition (C) 224, a list of the issuers 214 (llist), and the list of the signers 210 (Slist).

The semantics of the clause 212 also can include the semantics of the elements E, P,

A,RandC.

[00116] In an exemplary embodiment, the semantics of the grant 302, the duty 304,
the ban 306, the claim 308, and the intent 310 elements for the clauses 212 can
include propositions, instead of Clause(E, P, A, R, C, Ilist, Slist), for example, as

given by:

Grant(E, P, A, R, C, Ilist, Slist).
Duty(E, P, 4, R, C, llist, Slist).
Ban(E, P, 4, R, C, llist, Slist).
Claim(E, P, 4, R, C, Ilist, Slist).

Intent(E, P, 4, R, C, Ilist, Slist).
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principal, its semantics includes the proposition MatchP(X, P) f- X = P,
]"or exanple, X matches against P if X as an XM. expression is
synt act iwalospdsoegqual to P (for exanple, subject to sonePCIAR03/13352

canoni cal i zation). If P = AlPrincipals/[Pl, ..., PnJ, then [[P]] =
{MatchP(X, P) i-MatchP(X, PlI), ..., MatchP(X, Pn).) v [[P1]] v... u[[PnJJ.
If P = AnyOnePrincipal /[P, ..., Pn], then [[P]] = {MatchP(XP) F-MatchP(X,

Pl).) u. { - VBt '

= Uitsehal AT Baf AfrisRyqrBRRBRAE fhgFhindodf Gl g1 for cxalile X Py
G ai M E, cdilbe gdetrelgpt e, P2, C), Event(E), Cond(C).) v [[PI]] Li[[P2]]. If P
is enpty (or, for exanple, omtted), then [[P]] MatchP(X, [J). J. For

exanpl e, the ut }( mat ches a [l st _any. Pri ngj al, ; ‘19%@91174
ts semant, 7] n, a Promise P iti ,ngzgt_
exenpl ary emb %}ﬁ'fa’iit Z 5C£§\5 e Rl iipae Si ngl o
%éés@'& I%’s%de d &Eissuer by N Tﬁé(ﬁemlz)ai%bﬂu& iRl veihBmysemant i cs

[
act, a set ofé #0
[[Al] of the ggL ¢ wpanpl e, can be given by: If Ais an instance

ture of 1
Act, then [[A]] = a[[Aﬁ, where a[[]] is a mapping of instance Acts to I,
such that for each instance Act A a[[A]] is a set of propositions, sone
?r];a t V\:hhl chdaus) E h?hm/?deﬁ{gtae}k;modﬂq)ent,ameemdnmQ{Ev\/rﬂalﬁhelaum elemientshéor | nput X
mat ches agai ns e Act A For exanple, for the XML Play act.. i ti
i ]Elcl Iudes exampleprangaeluge aronditiepadixan gremplgrye gogﬂleﬁ‘b ﬁléér/ %n,lan{lﬁslehggsn:ﬂ?inclscs
of Play a e L h S .

A 9%‘%!1 (8 tch nore restrictive version
of Play (‘*glr%egiyar%:aeé,o}@ﬁgﬁ’p%g a%/lg’lcalagr?t %?‘168@; wi th no audi o out put)
against Play. |f A= AllActs/[Al, ..., An], then [[A]] = {MatchA(X, A)
(-Mat chP(X,, AiBisan instancofiveeridg’, An).) v [[AI]] u ... Vv[[An]]. IfA
=AnyOneAct / [ AL, o An], then [[A]] _ {MatchA(X, A) -MatchP(X, Al).) v...
v {MatchA(X A) <- [IBhET8HE(X, Any.) v [[AIJ] c-/... v[[An]].

where e[[]] is a mapping of instance Events to I, such that for each instance Event E, e[[E]]
is a set of propositions, some of which have the head Event(E), attesting whether or not the

Event E occurs.
If E = OnPerformance/[Clause/[E, P, 4, R, C], Claim1, ..., ClaimN], then

[[E]] = {Event(E) < Claim(E, P, 4, R, C, Ilist, Slist),
Claim(El, P1, A1, R1, Cl, Ilistl, Slistl), ...
Claim(EN, PN, AN, RN, CN, IlistN, SlistN). } v
[[Claiml]] v ... V[[ClaimN]].

IfE = AllEvents/[E1, ..., En], then

[[E]] = {Event(E) <— Event(El), ..., Event(En).} v
[[El]] v ... U[[En]].

IfE = AnyOneEvent/[E], ..., En], then

[[E]] = {Event(E) < Event(E1).} U ... U {Event(E) < Event(En).} v
[[EL]] v... U[[En]].

IfE is empty (or omitted), then [[E]] = { Event([]). }. For example, this condition is always
met.

[00119] In an exemplary embodiment, the principal (P) 218, for example, can be a
single entity, a set of entities, and the like. In an exemplary embodiment, the

semantics [[P]] of the principal 218, for example, can be given by:

IfP is an instance Principal, then

[[P]] =p[[P]],
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29 WO 03/094077 PCT/ US03/13352 [00121] In an exenplary enbodi nent, the
resource (R) 222, for exanple, can include a single resource, a set of
resour ceswoan@o4hne |ike. In an exenplary enbodi ment, thePseresny/izss2|[[R]]
of the resource 222, for exanple, can be given by: If Ris an instance
Resource, then [[R]] =r[[R], where r[[]] is a mapping of instance
R}(casourcesizp 17, such ';;at for each instance Resource R, r[[RJJ is a set
Of proposi Ui ofig,., o SN @b s e Bk B 8 RS irfthince Blikicgat PN
whether or n [E’iyﬁgﬁsgﬂw }ﬁ?‘flgﬁgﬁspﬂﬁtﬁ oﬁg%mﬁ{ﬁe thd1RadREBENPUG @), Riteslide ;.%?t#er J
Al | Resour ces/ [;Rbs the input XBialchestap@ns: ik Blinkival K Niat edablX if IRy the XNk ExRper Rl ) |
.. Mat chR( XprirRmhi; Yts VemahdcRinkjulies\dhe. propblsifibniduech X, AR <= JAnyOrieResalr de/ [ R1,
..., Rn], thematicRhdainst f Mot eh R X)L Rypréssitvais CREXICRD) . dqual to P (0 gxamplRmt chR( X,
R) <- Mat chR( XsubfRexye ome XML pdRokikaliedzion). v[[ Rn]]. If R is enpty (or omtted),
then [[R]] I\/atcgtlﬁx,. [J) <-false. ). For exanple, the input X does match
ggil nst fapy REL Gt lé’glf’c’{Wi’é:Zi\’hﬁ”hﬂﬁﬁ exenpl ary enbodi nent, the condition (C
specifies a conditiogn, erein mant | of the ¢ iti
224, for exanple, H&H DEETEn ) %@p@ffi 4 afc?fé?”[a%’g]éLCondi ti on?nslhtelnon
ELg][]fB c[[c]h]_, where cff _“i"jsu[ pi ng of instance Conditions to 17, such
for eac 1St anc on c[[C]] is a set of propositions, sone
of vvh![chI Pa\éelﬁtﬂﬁle?'ﬁgg%ng%a%(}g) ',"’g’%]’tgéesnti ng whet her or no!tO tﬁe Condition C
is met. - ;hym»bigé_mdmgaa).; dhen [[C]] _ {Cond(Q) f-
Cond(Cl), ..., Congj?@% a3 Yasthpx Poldam ] . If C =
AnyOneCondition/[C, .. gp] aopeiy [[CJ = {Cond(C) Cond(Cl).) U.. v
{Cond(C) :- Cond(Cn).) [C111 u... Vv[[Cn]]. If Cis enpty (or omtted),
then [[CQ] = {FrCopdkdhifrrindipal/Rarp2exenpl e, this condition is always nmet. 30

[[P]] = {MatchP(X, P) «— MatchP(X, PI),
Claim(E, PI, delegate, P2, C),
Event(E), Cond(C).} v
[[P1]] v [[P2]].

If P is empty (or, for example, omitted), then [[P]] = { MatchP(X, []). }. For example, the
input X matches against any Principal.

[00120] In an exemplary embodiment, the act (A) 220, for example, can include a

single act, a set of acts, and the like. In an exemplary embodiment, the semantics

[[A]] of the act 220, for example, can be given by:

If A is an instance Act, then

[[A]] = o[[A]],

where af[]] is a mapping of instance Acts to IT, such that for each instance Act A, afA]] is a
set of propositions, some of which have the head MatchA(X, A), attesting whether or not the
input X matches against the Act A. For example, for the XML Play act, its semantics includes
the proposition MatchA(X, 4) <~ X = A. In general, the semantics of Play also may include
propositions that match more restrictive version of Play (for example, such as PlaySilent -
play with no audio output) against Play.

IfA = Alldcts/[Al ..., An], then

[[A]] = {MatchA(X, A) < MatchA(X, A1), ..., MaichA(X, An).} v
[TAl]] v ... U [[An]].

If A = AnyOneAct/[Al, ..., An], then
[[A]] = {MatchA(X, A) <« MatchA(X, A1)} U ... U

{MatchA(X, A) < MatchA(X, An).} v
[fAL]] v ... U[[An]].
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WO 03/094077 PCT/ US03/13352 [001231 The foll owi ng exenplary contracts,
obligations, prohibitions, intentions, assertions, and the like, help to
i |1 ustratwotobe@xpr essi veness of the exenplary Contract EXprsSsyisBm
Language. Advant ageously, the exenplary enbodi nents, for exanple, allow
for the expressing of exclusivity, allow for the expressing preference to
help resolving potential conflicts and multiplicities, allow for the
expressing trust and binding policies, and the like. [001241 In an

exenpl ary enbodi rent, a Wb service referral, for exanple, can be given
by: "The [@bﬁfl" bt h@xs@bley cmbvlin&ih efheaﬂ:yourUSI(R) R0y éet examlbecan

www, soneretailer.com " [001251 The exenpl 21 seryice ref erlr al can be
expr essednalulsieng $lhglee$€éﬂ‘pﬂcar ¢ sebont Ff‘e‘iéﬁrcﬁqpi*fégéli‘eo é%e?é’eex?rﬁl? axanpl e,
by enpl oy ensi 9 r byl hat

det i nos. PREedgiE R Rles 1] dchetbuat 202 8%??51%%5%@?2%22 ,
"redirect," vm th the constrai nt el ement, "redi rectTo, " the resource 222

el enent, "requst ¢ ingmde Réyeresoheli ti on 224 el enent, "requestConstraint,"” for
exanple, as given by: <contract> <prom se> <duty> <refx: receiveCR/ > +
<r: keyHol der i cer{élébafﬂa]&— "Di stributionServer "> <refx: redirect>

<refx: redi rectTo> <r.: serV| C Ref %%nce> suclu a)fre cﬁzsu%rm‘{z myceR
e o,

<uui d>12345678 1384 o%“ e age i st GO VA aR Rl T uddi >
<r: servi Cepa Or RO E‘hez <0tCh @(%gg tthe = "WV SOr nere ler. com
er X:

"> </r: datdne <r request I i censePart | dRef = CR ">
IfR = AllResources/[Rl, ..., Rn], then

[[R]] = {MatchR(X, R) < MatchR(X, R1), ..., MatchR(X, Rn).} v
[[R1]] v... U[[Rn]].

IfR = AnyOneResource/[R1, ..., Rn], then

[[R]] = {MatchR(X, R) <- MatchR(X,R1).} U ... U
{MatchR(X, R) « MatchR(X, Rn).} &

[[R1]] U ... U[IRn]].

IfR is empty (or omitted), then [[R]] = { MatchR(X, []) < false. }. For example, the input X
does match against any Resource.

[00122] In an exemplary embodiment, the condition (C) 224 specifies a condition,

wherein the semantics [[C]] of the condition 224, for example, can be given by:

IfC is an instance Condition, then

[[cjj =cffdi,

where c[[]] is a mapping of instance Conditions to II, such that for each instance Condition
C, ¢[[C]] is a set of propositions, some of which have the head Cond(C), aitesting whether or
not the Condition C is met.

If C = AllConditions/[C], ..., Cn], then

[[C]] = {Cond(C) « Cond(Cl), ..., Cond(Cn).} v
[ICL]] v ... u[[Cn]].

If C = AnyOneCondition/[Cl, ..., Cn], then

[[C]] = {Cond(C) « Cond(CI).} U ... U{Cond(C) :- Cond(Cn).} U
[[CI]] U ... U[[Cn]].

If C is empty (or omitted), then [[C]] = { Cond([]). }. For example, this condition is always
met.
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</r: daturn> </r: serviceParaneters> </r: serviceReference>
</refx:redirectTo> </refx: redirect> <refx: request licensePartld= "CR |>
31 WO 03/We48/BX0PCT/ US03/ 13352  <ref x: request Constrai nt > PCI/US03/13352

xm Expression> TYPE= "nusic " </r: xm Expression> </refx:

request Constraint> </duty> <prom se> signer |icensePartld= "publisher ">
+<dsi g: Signature> <details> <tinmeCf|ssue>2001-11-11 T11:11:11
</timeCf | ssue> </details> </signer> <signer licensePartld= "distributor
"> + <dsig:Signature> <details> <tinmeOIlssue>2001-11-11 TIl1:11:11

</ti medf {(p3us> THeORIBWISS exdnsplayesontrasss obligations; prpbibitek, intentiongxenpl ary
embodi ment, a goods-for-sale, for exanple, can be given by: "Aljce nust
selg hsrmhgmge&modﬂﬁdﬂﬁﬁhﬂ@t9é9§ﬁW@ﬁh$5UU?§B@?@“cﬁ%ﬁTﬁ?Fm¥ﬁ¥cgigﬂglary
goods-for-sal e can be exp i ; tr essi on
Languag el,%xl?rgf‘s_“g& gﬁ%ueafgg'by&g‘?r?%ﬁgﬁé{%igﬂ gdr%é Eg?rgglgg hﬂ)?g}g{éﬁ J&f cf?tcﬁlagﬁn ?’eal
estate exi@nToOhe dxpadssigldfnaslusivityeultow @l theedxpresing prefereiy ¢Phglrent , " t he

act 220 elenment, "sell" with the constrai " "
oM A e G AU W TG CIRCEE ERINE R

binding policies, and the like.

[00124] In an exemplary embodiment, a Web service referral, for example, can be

given by:

“The distribution server must refer any music request to the www.someretailer.com.”

[00125] The exemplary Web service referral can be expressed using the exemplary
Contract Expression Language, for example, by employing an extension, “refx,” for
the referral extension, that defines the event 216 element, “receiveCR,” the act 220
element, “redirect,” with the constraint element, “redirectTo,” the resource 222
element, “request,” and the condition 224 element, “requestConstraint,” for example,

as given by:

<contract>
<promise>
<duty>
<refx:receiveCR/>
+ <r:keyHolder licensePartld=“DistributionServer ">
<refx:redirect>
<refx:redirectTo>
<r:serviceReference>
<r:uddi>
<serviceKey>
<uuid>12345678-1234-1234-1234-123456789abc</uuid>
</serviceKey>
</r:uddi>
<y:serviceParameters>
<r:datum>
<website url=“www.someretailer.com”/>
</r:datum>
<r:datum>
<refx:request licensePartldRef="CR”/>
</r:datum>
</r:serviceParameters>
</r:serviceReference>
</refx:redirectTo>
</refx:redirect>
<refx:request licensePartld="CR"/>
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<contract> <prom se> <duty> <rex: receivePaynent> <sx:paynentFl at>
<sx:rate cuyrencbede: "USD ">500000</sx: rate> </sx: paynentFl at> <sx:
to> <!-- wbicsed®7bank account --> <sx:aba> <sx: institut @ETABBHEB5Y89
</sx: institute> <sx: account> 0987654321 </sx: account> </sx: aba> </sx:
to> </rex: receivePaynent> + <r:keyHol der licensePartld= "Alice ">
<rex:sell> <rexiseIITo> 32 WD 03/094077 PCT/ US03/ 13352 + <r: keyHol der
licensePart!|d= "Bol crestdSuimel | To> </rex: sell> <rex:property
li censePart| d= " Akj. Qon>PTYPEE®Xislcocat i on> <r ex: addr ess>SOVE
ADDRESS</ rex: addressxpredsioex: | ocation> </rex: property> </duty> <prom se>
<si gner | i censeParth-dguesBbisgent>> + <dsi g: Si gnat ure> <detail s>
<timedf| ssue>208&u42- 11 T11:11:11 </timeC |l ssue> </detail s>
<promise>
signer licensePartld=“publisher”>
+<dsig:Signature>
<details>
<timeOflssue>2001-11-11T11:11:11</timeOfIssue>
</details>
</signer>
<signer licensePartld="distributor ">
+ <dsig:Signature>
<details>
<timeOfIssue>2001-11-11T11:11:11</timeOfIssue>
</details>
</signer>
</contract>

[00126] In an exemplary embodiment, a goods-for-sale, for example, can be given

by:

“Adlice must sell her house to Bob if he pays her $500,000.”

[00127] The exemplary goods-for-sale can be expressed using the exemplary
Contract Expression Language, for example, by employing an extension “rex,” for the
real estate extension, that defines the event 216 element, “receivePayment,” the act

220 element, “sell” with the constraint “sellTo” and the resource 222 element,

“property,” for example, as given by:

<contract>
<promise>
<duty>
<rex:receivePayment>
<sx.paymentFlat>
<sx:rate currencyCode=“USD>500000</sx:rate>
</sx:paymentFlat>
<sx:to>
<!-- Alice’s bank account -->
<sx:aba>
<sx:institute>123456789</sx:institute>
<sx:account>0987654321</sx:account>
</sx:aba>
</sx:to>
</rex:receivePayment>
+ <r:keyHolder licensePartld="Alice”>
<rex:sell>
<rex:sellTo>
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</'signer> <signer licensePartld= "Bob "> + <dsig:Signature> <details>
<tinzeO | ssue>2001-11-11 TI 1:11:11 </tinmeOlssue> </detail s> </signer>
</ cont racw® 03pp20128] |In an exenplary enbodi ment, a porti orCofusa3/msnt hly
apartnment rental contract, for exanple, can be given by: "On the first day
of a nonth during the validity time of the contract, Alice nust pay Bob
$600 for renting the apartnent. If Alice fails to make the payment, Bob
has the right to evighe M8l hebodPatdye gpastment. " [00129] In an exenplary
enbodi nent, a contpackiean be established based on the above expression
and, for exanpl e<seagis ncl ude: duty: Alice nmust pay Bob $600 on the first
day of every o nt<bex: piperodicdizafaakdy “Alicel2@@1> duty: Bob nmust allow Alice to
live in the apart rentioceNoery nont h she/pays the rent. grant: Alice may live
in the apartment everypddremtIPITEORNHPSAME Rt . grant: Bob may evict Alice
if she does not payetheiEnt (for exanple, breaches.the paynent
obligation). [00 @f”?ﬁgwéxenplary portion of a nonthly apartnment rental

< .
contract can bg:még ressed using the exenplary Contract Expression

Languagg,_for_ﬁéggphgnd%%ggyﬁgﬂ>by: <contract> <promi se> <duty>
<sx:validityTi el Q) Sme33 WO 03/ 094077 PCT/ US03/ 13352  <sx:
start>2001- 01- 0kgzJ@f> 00: 00</sx: start> <sx: period>Pl M</sx: period>
<sx: durati on>Pl dmsdBsic>ehor-al-i Ak 11: Kl<gmeOfiakd>di t yTi mePeri odi c> + <r:
keyHol der |icenseRaiiil d= "Alice "> <rex.pay>
</signer>
<signer licensePartld=*“Bob”">
+ <dsig:Signature>
<details>
<timeOfIssue>2001-11-11T11:11:11</timeOfIssue>
</details>
</signer>
</contract>

[00128] In an exemplary embodiment, a portion of a monthly apartment rental

contract, for example, can be given by:

“On the first day of a month during the validity time of the contract, Alice must pay Bob $600
for renting the apartment. If Alice fails to make the payment, Bob has the right to evict her
from the apartment.”

[00129] In an exemplary embodiment, a contract can be established based on the
above expression and, for example, can include:

duty: Alice must pay Bob $600 on the first day of every month, since January 1, 2001.

duty: Bob must allow Alice to live in the apartment every month she pays the rent.

grant: Alice may live in the apartment every month she pays the rent.

grant: Bob may evict Alice if she does not pay the rent (for example, breaches the payment
obligation).

[00130] The exemplary portion of a monthly apartment rental contract can be

expressed using the exemplary Contract Expression Language, for example, as given
by:
<contract>
<promise>

<duty>
<sx.:validityTimePeriodic>
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<sx: validityT nePeriodic> <sx: duration>Pl D</sx: duration> </sx:

val i di tyTi nePeriodi c> </rex:pay> <rex.fee> <sx: paynentFlat> <sx:rate
currencyGu0@3/09408D "> 1000</sx: rate> </sx: paynmentFl at >PE€TRSO 3352
<!--Bob's bank account --> <sx:aba> <sx: institute> 123456 789 </sx:
institute> <sx: account>0987654321 </sx: account> </sx: aba> </sx: to>
</rex. fee> </duty> <duty> + <r:keyHolder |icensePartld= "Bob "> <rex:

rent/> <rex: propetty.li-censeRardlodao<Apastnment "> <rex: |ocation>
<rex:addre§s?SCNE<AQQR§S$§Mk@xpa@¢dress> </rex: location> </rex: property>
<r:al | Condi ti ons> <o<dudsbidAiDRgOMI-gpati on |icensePartl d= ~Ali cePays ">
<r: keyHol der |i censeRamtiliaRefsdic*Al i ce 7> <rex: pay/> <rex fee>
<sx. paynment Fl at >+ <eggyHotdat lgerseftariréglCotte= "USD "> 1000</sx: rate> </sx:
paynment Fl at > <sx:<tespayx<!-- Bob's bank account -->
<sx:validityTimePeriodic>
<sx:duration>P1D</sx:duration>
</sx:validityTimePeriodic>
</rex:pay>
<rex.fee>
<sx:paymentFlat>
<sx:rate currencyCode=“USD > 1000</sx:rate>
</sx:paymentFlat>
<sx:to>
</--Bob’s bank account >
<sx:aba>
<sx:institute>123456789</sx:institute>
<sx:account>0987654321 </sx:account>
</sx:aba>
</sx:10>
</rex:fee>
</duty>
<duty>
+ <r:keyHolder licensePartld="“Bob”>
<vex:remt/>
<rex:property licensePartld=“Apariment >
<rex:location>
<rex:address>SOME ADDRESS</rex:address>
</rex:location>
</rex:property>
<r:allConditions>
<fulfillingObligation licensePartld="“AlicePays”>
<y:keyHolder licensePartldRef="Alice”/>
<rex:pay/>
<rex:fee>
<sx.paymentFlat>
<sx:rate currencyCode="USD">1000</sx:rate>
</sx:paymentFlat>
<sx:to>
</-- Bob’s bank account -->
<sx:aba>
<sx:institute>123456789</sx:institute>
<sx:account>0987654321</sx:account>
</sx:aba>
</sx:to>
</rex:fee>
<sx.:validityTimePeriodic>
<sx:start>2001-01-01T00:00:00</sx:start>
<sx:period>PI1M</sx:period>
<sx:duration>P1D</sx:duration>
</sx:validityTimePeriodic>
</fulfillingObligation>
<rex:rentlo>
<r:keyHolder licensePartIdRef="Alice”/>
</rex:rentlo>
</r:allConditions>

34



<sx:aba> <sx: institute>123456789</sx: institute> <sx: account>0987654321
</sx: account> </sx: aba> </sx: to> </rex: fee>
<sx:val i dwow¥smPer i odi c> <sx: start>2001-01-01 T0OO: 00: @®OTA/S®X133s%art>
<sx: period>Pl M/sx: peri od> <sx: duration>PlID</sx: duration> </sx:
validi.tyTimePeriodic> </fiulfillingOoligation> <rex:rentTo> <r:
keyHol der |icensePartldRef= "Alice </rex: rentTo> </r: all Conditions> 34
WO 03/ 094077 PCE/#4/503/ 13352 </duty> <grant> <r: keyHol der
l'i censePart| dRekganAl i ce’ /> <rex: liveln/> <rex.property
|'i censePar t | dRef =r:kepHéladr WemtePdrildRef ‘Wigd”X i ngCbl i gation |icensePart| dRef= "
Al i cePays' /> <kgrdéindl*><grant> <r: keyHol der/> <rex:evacuate/>
<r:keyHol der /> <repprogbryQoerdiPeitgRes “Aopreatt W | ngObl i gat i on> <r: keyHol der
| i censePart | dRef /éfub"ﬂf"ig%ligat/@ lic@&feé’ﬁrﬂﬁ%ﬁﬁ"ﬁﬁ‘”@é%f'gee> <sx. payment Fi at >
</grant>
<grant>
<r:keyHolder/>
<rex:evacuate/>
<r:keyHolder/>
<r:allConditions>
<breachingObligation>
<r:keyHolder licensePartldRef="Alice”/>
<rex:pay/>
<rex:fee>
<sx:paymentFlat>
<sx.rate currencyCode=“USD > 1000</sx:rate>
</sx:paymentFlat> '
<sx:to>
</-- Bob’s bank account -->
<sx:aba>
<sx:institute>123456789</sx:institute>
<sx:account>0987654321</sx:account>
</sx:aba>
</sx:to>
</rex:fee>
<sx:validityTimePeriodic>
<sx:start>2001-01-01T00:00:00</sx:start>
<sx:period>P1M</sx.period>
<sx:duration>P1D</sx:duration>
</sx:validityTimePeriodic>
</breachingObligation>
<rex:evacuateFrom>
<rex:property licensePartldRef="“Apartment”/>
</rex:evacuateFrom>
</r:allConditions>
</grant>
</promise>
<signer licensePartld="Alice ">
+ <dsig:Signature>
<details>
<timeOfIssue>2000-11-11T11:11:11</timeOflssue>
</details>
</signer>
<signer licensePartld="“Bob’">
+ <dsig:Signature>
<details>
<timeOfIssue>2000-11-11T11:11:11</timeOflssue>
</details>
</signer>
</contract>

[00131] In an exemplary embodiment, an obligation that an online retailer must

pay transmission charge, for example, can be given by:
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<sx:rate currencyCode= "USD ">1000 </sx: rate> </sx: paynentFl at> <sx: to>
<!-- Bob's bank account --> <sx:aba> <sx: institute>123456789</sx:

i nstitut ewo ogexoarcount >0987654321 </ sx: account> </sX: ROAWSE/$38521t 0>
</rex: fee> <sx: validityTi nePeriodic> <sx:start>2001-01-01 T0O0: 00: 00
</sx: start> <sx:period>P1M</sx.period> <sx:duration>P1D</sx: duration>
</sx: validityTi nePeriodic> </breachingQligation> <rex: evacuateFronp
<rex:property licensePartldRef= "Apartnent 7> </rex: evacuateFronmr </r:
al _Oond! t i ONS>yunsd ! Hud Pl 0. 08 PFecdpi 6 APLE B GNedes huoeaseRandndFprofciice ">  +
<dsi g: Si gnat ub@x, ardgtvalitgsdressof aekd 830€352000- 11- 11 T11:11:11

</timeO| ssue> </details> </signer> <signer |icensePartld= "Bob '5 +
<dsi g: Signature> <details> <tinmeOIlssue>2000-11-11 T11:11:11

</ti meCf (6982 Adabedinglysit iy obligated> that/ spike gvend of any sale transaction

conducted by Yahoo!, Yahoo! pays to AT&T 0.05 of the receipts, when the product is
an e-book and billing address of customer is in the U.S. The exemplary obligation

duty can be expressed using the exemplary Contract Expression Language, for

example, as given by:

<duty>
<umg:saleTransactionEventAtYahoo licensePartld="sale v/
<cpx:company>Yahoo!</cpx:company>
<cpx:pay/>
<cx:destination>
</-- AT&T as a key holder -->
<p:keyHolder> ... </r:keyHolder/>
</cx:destination>
</cpx:pay>
<csx:transactionMarkupPayment>
<cx:raie>0.05</cx:rate>
<umg:saleTransactionEventAtYahoo licensePartldRef= “sale”/>
</csx:transactionMarkupPayment>
<r:allConditions>
<umg:transactionProductType>e-book</umg:transactionProductType>
<umg:transactionBillingAddress>
<sx.:country>US</sx:country>
</umg:transactionBillingAddress>
</r:allConditions>
</duty>

[00133] In an exemplary embodiment, a certification duty, for example, can be

given by:

“Each revision of media player must be submitted, via HREV, to Haxor, Inc.”

-

[00134] Accordingly, it is obligatory that, in the event of releasing a revision of
media player, Microsoft submits the media player to Haxor, Inc., using the HREV
protocol. Alternatively, Haxor, Inc., can be treated as a certification service and
communication with the service is via the HREV protocol. The exemplary
certification duty can be expressed using the exemplary Contract Expression

Language, for example, as given by:
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[001311 I n an exenpl ary enbodi ment, an obligation that an online retailer
must pay transm ssion charge, for exanple, can be given by: 35 WO

03/ 09407 WB@3h808/ 13352 "Yahoo! nust pay 0.05 of recei pPESTIUSOXIRI2 f or al |
sales that neet the criteria, 1) product is e- book, and 2) billing address
of custoner is in U S " [00132] Accordingly, it is obligated that, in the
event of any sale transaction conducted by Yahoo!, Yahoo! pays to AT&T
0.05 of the receipts, when the product is an e-book and billing address of
customer is inglPRe U S. The exenplary obligation duty can be expressed

usi ng the exenpl-@eynantismgbr duX Rrigesdf o redinpoxgeleaded by Miencsaipbe, as gi ven
by: <duty> <uraprd®ed-BdhicarisakiflagpaEyent At Yahoo |icensePartld= "sal e"/>

<cpx: conpany>Yahosipadsopr/mpaihbBRsnpe?d NTEM oyes! - DEFCRIICSY inegdl iS6hS <! - -
AT&T as a key hoiEN@impeg7Mpeg/miegR) PRsbrérsipndinit/mpegd) Greatignd mr-'ggﬂfoy(wegéﬁex:

desti nati on> </éﬁ&@ﬂbéyﬁﬂ?@@@ﬂg’Wéﬁ?%??ﬂﬁ#ﬁﬂﬂ%@ﬁgﬁy%@ﬁ?’ TREUHON R o> 0. 05

. 7: ="Mick H T n
Sfox: rate> <umg SUIE 5’%&;"@@59{%@. A ENSS PR AR, s al e/ >
</ csx: transact e%£ el UnitTmpea7: Creatiofhpe b —‘%/[ediglﬁ’ r”
transacti onProd @ Fke=e-B08k< (R%g: " tT'ansact i onProduct Type> <unag:
transactionBi |l LiflgAddress> <sx: country> US</sx: country> </uny:

transactionBil lduﬂgégﬁl‘bﬁ@%ctRﬁéaEihg@McQ@mt ions> </duty> [00133] In an
exenpl ary enbodi®RburcedaReftinbdisratiron duty, for exanple, can be given by:
“Each revi si on <plngreegi@rPlot.asrekasimgBiMibyesofubm tt ed, via HREV, to Haxor, Inc.
" [00134] Accordi Wgrogeft asta kinshollsttgat ory that, in the event of releasing a
revi si on of <p-keyHolder> ... </r:keyHolder/>
<cx:copy/>
<cx:destination>
<!-- Haxor as a key holder -->
<y:keyHolder> ... </r:keyHolder/>
</cx:destination™>
<cpx:protocol>
HREV
</cpx:protocol>
</cx:copy>
<r:resource varRef=“mediaPlayer”/>
</duty>

[00135] In an exemplary embodiment, a referral duty, for example, can be given
by:

“Any referral requested by a consumer currently in Japan must be redirected to NIT's
reference service for resolution.”

[00136] Accordingly, “in Japan” can be defined by the location of the requestor at
the time of the request, and any referral request from a consumer currently in Japan
must be redirected to NTT’s reference service.” The exemplary referral duty can be

expressed using the exemplary Contract Expression Language, for example, as given
by:

<duty>

<refx:receiveCR/>

+ <p:keyHolder licensePartld="DistributionServer”>
<refx:redirect>

<refx:redirectTo>
<r:serviceReference licensePartld="NTTReferenceService ">
<r:uddi>
<serviceKey>
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medi a pl ayer, Mcrosoft submts the nedia player to Haxor, Inc., using the
HREV protocol. Alternatively, Haxor, Inc., can be treated as a
certificawDaon/os®rvi ce and conmmunication with the servi cePC3/USOH1BBE HREV
protocol. The exenplary certification duty can be expressed using the
exenpl ary Contract Expression Language, for exanple, as given by: 36 WO
03/ 094077 PCT/ US03/ 13352 <duty> <!--Define a variable for any revision of
the medi a player rekgasead; By sNoes 090f43712345680MAviarar Name= " medi aPl ayer ">
<xm Expr essi on>/ hnpggztékefd DL/ npeg2l : | TEM npeg2l : DESCRI PTOR/ npeg2l : STATE
VENT/ npeg7: Moeg7knmpeg¥: Description Unit/npeg7: Creation/npeg7:
Creator[npeg7: Ro<rie/i@urehaerurn: npeg: npeg7: cs. MPEG/Rol eCS. PUBLI SHER

J/ nmpeg7: Organi zat <oddtap> eg7: Name="M crosoft"” && //npeg2l: DI DL/ npeg2l :

| TEM npeg2l : DESCRI PTOR/ 1 ripég2iues STAPENERIY Mi€yT: Mo eg7/rnpeg?:

Descri ption Uni t hnpé@#“ tr eati on/ npeg7: Title ~Media Player "

</ xm Expr essi on> IIPEYEFmeEERy:  event OF Product Rel easi ngByM cr osof t / >

<r - ¢ e:rvw ren n .
r:resource var % e ediri] Oga‘iﬁrayer /> </ uny:

event O Pr oduct 3§ asENIBYM crosoft> <!-- Mcrosoft as a key holder --> <r:
keyHol der> ... _shl...k@ViEl@grh=creex: copy/> <cx:destination> <!-- Haxor
as a key hol dek,gsrqmiicokpyitol der> ... </r: keyHol der /> </cx:

desti nati on> <cpxi:epri@iocol > HREV </cpx:protocol > </ex: copy> <r:
resource var Ref = "wedtapbayer "/> </ duty> [001351 In an exenplary
enbodi nent, a ref er rak:caunry/Pfiorcossarnpl e, can be given

</ex:location>
</cx:territory>
</refx:requestConstraint>
</duty>

[00137] In an exemplary embodiment, a rendering device can be prohibited or

banned, for example, as given by:

“The Z45 is prohibited from playing any UMG content.”

[00138] The above exemplary prohibition or ban, for example, can be given by:

It is forbidden that anyone plays any UMG content, when the renderer is the device Z45.

[00139] The above exemplary prohibition or ban can be expressed using the

exemplary Contract Expression Language, for example, as given by:

<ban>
</--Define a variable for any content published by UMG-->
<forAll varName=“UMGContent ">
<xmlExpression>//mpeg21:DIDL/mpeg21:ITEM/mpeg21:DESCRIPT OR/mpeg21:STATE
MENT/mpeg7:Mpeg7/mpeg7:DescriptionUnit/mpeg7: Creation/mpeg7:Creator[mpeg7:Ro
le/@href="urn:mpeg:mpeg7:cs:zMPEG7RoleCS:PUBLISHER ]/mpeg7:Organization/mp
eg7:Name="UMG "</xmlExpression>
</forAll>
<cx:play/>
<r:resource varRef="“UMGContent />
<cx:renderer>
<cpx:device type="Z45"/>
</cx:venderer>
</ban>

[00140] The exemplary prohibition or ban, for example, also can be given by:
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by: "Any referral requested by a consumer currently in Japan nust be
redirected to NIT's reference service for resolution. " [001361
Accor di ngWg,03/0p4077apan” can be defined by the |ocation of PCHaSO®BIESt Or at
the tine of the request, and any referral request froma consuner currently
in Japan nust be redirected to NTT's reference service." The exenplary
referral duty can be expressed using the exenplary Contract Expression
Language, for exanple, as given by: <duty> <refx: receiveCR > +
<r: keyHol d_er Ird; G5B sBRakd: Jzigane‘use@tlﬁt’é’i{b’@m& HORSRINEPlay any UstiGabment.r edi r ect >
<r efx: redirectTo> <r: serviceReference |licensePartld= "NITRef erenceService
> <r: uddi> <serviceKey> 37 WO 03/094077 PCT/US03/ 13352 <uui d>
12345672{0@34} 1284 2R3V ERBUFIGHB Paditbitibniuirdbanc/caerbe cxiesssd wsing theddi > <r:
serviceParaneters> <r: datune <refx:request. |licensePartldRef="CR "/>
</r: dat gkemripry: Coragh Eupsssioreh apeyaee, forexampls, pRENEY 8Y ence> </ ref x:
redirect To> </red: redirect> <refx:request |icensePartld= "CR"/> <refx:
request Const r aippt>> <cx: territory> <cx:location> <cx:country>JP</cx:
country> </ cx:</tmgzad & @nable for any content published by UMG-->
<forAll varName="“UMGContent >
<xmlExpression>//mpeg21:DIDL/mpeg21:ITEM/mpeg21: DESCRIPT: OR/mpeg21:STATE
MENT/mpeg7:Mpeg7/mpeg7.‘DescriptionUnit/mpeg7:Creation/mpeg7:Creator[mpeg7:Ro
le/@href="urn:mpeg:mpeg7:cs:MPEG7RoleCS: PUBLISHER 1/mpeg 7. Organization/mp
eg7:Name="UMG"</xmlExpression>
</forAll>
<cx:play>
<cx:renderer>
<cpx.device type="Z45"/>
</ex:renderer>
</cx:play>
<r:resource varRef=“UMGContent />
</ban>

[00142] In an exemplary embodiment, sales of a class of content in a country can

be prohibited or banned, for example, as given by:

“Sales of R-rated movies where buyer is currently located in F inland are prohibited.”

[00143] The above exemplary prohibition or ban, for example, can be given by:

It is forbidden that anyone in Finland obtains any R-rated movie.

[00144] The above exemplary prohibition or ban can be expressed using the

exemplary Contract Expression Language, for example, as given by:

<ban>

</--Define a variable for any R-rated movie-->

<fordll varName=“R-RatedMovie”>
<xmlExpression>//mpeg21:DIDL/mpeg21:ITEM/mpeg21:DESCRIPT OR/mpeg21:STATE
MENT/mpaa:rate="R"</xmlExpression>

</fforAll>

<r:obtain/>

<r:resource varRef="“R-RatedMovie'/>

<sx:territory>
<sx:location>

<sx:country>FI</sx:country>

</sx:location>

</sx:territory>
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</cx: territory> </refx: requestConstraint> </duty> [00137] In an
exenpl ary enbodi nent, a rendering device can be prohibited or banned, for
exanpl e, WO ogiowwn7 by: "The Z45 is prohibited from pl ayi ngpPamusaM33sont ent .
" [00138] The above exenplary prohibition or.ban, for exanple, can be given
by: It is forbidden that anyone plays any UMG content, when the renderer
is the device Z45. [00139] The above exenpl ary prohibition or ban can be
expressed using,he exenplary Contract Expression Language, for exanple,
as given by: <ban> <|--Define a variable for any content published by
UMG -> <forAll varNanme= "UMContent "> <, xm Expression>//npeg?2l|:
DI DL/ mpeg@j145] TEMdmRE2! exefpBORpEITRLion e 2h, BT AXEMPIENTH wpe b given
Mpeg7/ npeg7: Descri ption Unit/npeg7: Creation/npeg7. Creator[npeg7. Ro
| e/ @ref BY"urn: npeg: npeg7: cs: MPEG7Rol eCS: PUBLI SHER ]/ npeg7:
Organi zation/ np eg7: Name= "UMG "</ xm Expression> </forAll> <ex.play/>
<r:resource V;BeliieAMeotanls rs¥onk BIFIRERNaRy R-FRqdNiodeVi ce type= "Z45 "/ >
</ cx: renderer>'</ban> [00140] The exenplary prohibition or ban, for
exanpl e, also can be given by: 38 WD 03/094077 PCT/US03/13352 It is
f or bi ddenooias) amyonbBous egemplary enadbitiog cebac ez exprbsd wwmg UG
content. [00141] The above exe Iaré p%rohi bition or ga_n can be expressed
usi ng th@xe@R@%@%tW@ﬁPﬁe%?n%’é SN HRLAGEVP &Y exanpl e, as gi ven
by: <ban> <i--Define a variable for any content published by UMG ->
<forAl'l varNamgz:>'UMCont ent "> <xmml Expressi on>//npeg2l : DI DL/ npeg2l :
| TEM npeg2l : DESORRT ORrbipeg2ly R-1Etdh&vie->
VENT/ npeg7: Mpe egNoes BrRaptMordJni t / npeg7: Creati on/ npeg7;
Cr eat gP [ ?rpeg/t; : gRz/;bx'i;;'‘}lfy?)qgession>//mpeg%’tlii"é!DL/mpegZ1 ATEM/mpeg2l:DESCRIPT (%ngegﬂ :STATE
MENT/mpaa:rate="“R"</xmlExpression>
</fordll>
<cpx:sell>
<cpx:buyer>
<sx:location>
<sx:country>FI</sx:country>
</sx:location>
</cpx:buyer>

</cpx:sell>

<p:resource varRef= “R-RatedMovie’/>

</ban>

[00147] In an exemplary embodiment, encoding can be prohibited or banned, for

example, as given by:

“UMG content classified “Top-40” must never be encoded at greater than 8 bits resolution.”

[00148] Accordingly, it is forbidden that anyone encodes at greater than 8 bits
resolution any UMG content, when the content is in the top 40 list. The exemplary

prohibition or ban can be expressed using the exemplary Contract Expression

Language, for example, as given by:

<ban>
<I--Define a variable for any content published by UMG-->

<forAll varName="“UMGContent”>
<xmlExpression>//mpeg21:DIDL/mpeg21:ITEM/mpeg21:DESCRIPTt OR/mpeg21:STATE

MENT/mpeg7:Mpeg7/mpeg7:DescriptionUnit/mpeg7: Creation/mpeg7: Creator{mpeg7:Ro
le/@href="urn:mpeg:mpeg7:cs:MPEG7RoleCS: PUBLISHER "] /mpeg7: Organization/mp
eg7:Name="“"UMG " </xmlExpression>

</forAll>

<cpx:encode/>
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| e/ @ref= "urn: npeg: npeg7: cs: MPEG/Rol eCS. PUBLI SHER J/npeg7:

Organi zation/np eg7: Name= "UMG "</ xm Expression> </forAll > <cx: play>

<cX: rendeweridoxwpk: devi ce type= "Z45 "I > </cx: renderer>PEMaso3/pi3ay >

<r:resource varRef= "UMG Content ", </ban> [00142] In an exenplary

enbodi ment, sales of a class of content in a country can be prohibited or

bannedilfolr ex?rrgl e, E_s fi;;/bgn by: "Sales of Rrated novi es where buyer is

currently |ocated }n EinlANM 25i8ioRvHB Bife&fbd as 8, 10,8048 12Dhea2 abagesexenpl ar

prohi bition opgn, for exanple, canQ%elﬁfeﬁn by? I?ﬁ%sj?org?gdgn tth y

anyone in Fi nl ang.RRfiaibinayiRoiatedcrbuoluonRd@d44] The above exenplary

prohi bition or <apneead>be expressed using the exenplary Contract

Expr essi on LanguageycevaReeX8hCenterd®> gi ven by: <ban> <I--Define a variable

for any R-ratedumpip@iContent/zf or Al var Nane= "~ R- Rat edMovie ">

<xm Expr essi orfmpeg2l : DI DL/ npeg2l : | TEM npeg2l : DESCRI PTOR/ npeg2l : STATE

I\/EI\FFI;/ ][rpaai? rR:E e; "R" </;<n1 Expression> </forA|l> <r: obtain/> <r: resource

varRef = "R- e vie "/> <sx: territory> <sx:location> <sx: . .

count ry>HWABL . gk erepplary Sxbodigety pojtenfolColey & pEasing SE ) 004077

PCT/USOS@@@%;%OHquéﬂﬁuhgqgﬂ%h@ﬁm@;above exenpl ary prohibition or ban, for
y:

exanpl e, SO can be given

“Alice wants to play any UMG content using the Microsoft media player.”

[00150] Accordingly, it is intended that Alice plays any UMG content, using
Microsoft media player as the rendering application. The exemplary intent can be

expressed using the exemplary Contract Expression Language, for example, as given

by:

<intent>
<l/--Define a variable for any content published by UMG-->
<forAll varName="“UMGContent >
<xmlExpression>//mpeg21:DIDL/mpeg21:ITEM/mpeg21 :DESCRIPTOR/mpeg21:STATE
MENT/mpeg7:Mpeg7/mpeg?7:DescriptionUnit/mpeg7. Creation/mpeg7: Creator[mpeg7:Ro
le/@href="urn:mpeg:mpeg7:cs:MPEG7RoleCS:PUBLISHER 1/mpeg7:Organization/mp
eg7:Name=“UMG”</xmlExpression>
</forAll>
+ <r:keyHolder licensePartld="Alice”>
<cx:play>
<cx:renderer>
<cpx:application type=“Microsoft Media Player”/>
</cx:venderer>
</ex:play>
<p:resource varRef=“UMGContent />
</intent>

[00151] In an exemplary embodiment, a certificate, for example, can given by:

“The key holder has the name Alice.”

[00152] Accordingly, it is claimed that the key holder possesses the name attribute
with value Alice. The exemplary claim can be expressed using the exemplary

Contract Expression Language, for example, as given by:

<claim>
+ <p:keyHolder licensePartld="Alice”>
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It is forbidden that anyone sells to anyone in Finland any R-rated novie.

[ 00146] The above exenplary prohibition or ban can be expressed using the
exenpl ar ywGmn9@et Expression Language, for exanple, as giPcernusbyi3sban>
<i --Define a variable for any R-rated novie--> <forAll varNanme=

R- Rat edMovi e "> <xnl Expr essi on>// npeg2l : DI DL/ npeg2| : | TEM npeg2| :

DESCRI PTOR/ i npeg2l : STATE MENT/ npaa: rate= "R "</xm Expression> </forAll>
<cpx:sel | > <cpx;bsygy> <sx:location> <sx: country>Fl</sx: country> </sx:
| ocati on> </ CpXix:oMy@INamedliegNsc-cahdnNara>: r esour ce var Ref= "R-RatedMvi e
/> </ban> [ 0QZ4#}> | n an exenpl ary enbodi nent, encodi ng can be prohibited
or banned, for exanple, as given by: "UMG content classified "Top-40" nust
never be encoded at greater than 8 bits resolution. " [00148] Accordingly,
it is foﬂﬁﬂﬁﬂbnInhawxanybmkﬂnh@bm@staﬂBgﬁéﬁﬁ%ﬁbR¢ﬁﬂ$P§%Gﬁ@g“@FL¥bIution any
UMSG content, when the content is in the top 40 list. The exenplary
prohi bition omAngﬁ% AR5 5 XRE RSSRAL. wsi ng the exenplary Contract Expression
Language, for exanple, as given by: <ban> <i--Define a variable for any
content published by UM5-> <forAl|l var Name= "UM3Content ">
<xml Expr erAiksg >/Aéaa>e<ﬁ8%1y, Bl iBlolaied 2hat| ATRM plapeyfie: sobg Farh FEGRiyieg2l : STATE
MVENT/ npeg7: eg7/ rrpe? .Description Unit/npeg7: Creati.on/npeg7: .Creator
[ npeg7: Recerhiesr @i X091+ uFe exqreRjanpelgm car be\prrsARgsl uHRg ﬂ%e%%ﬂ@w J/ npeg7:
Or gani Za?gﬁﬁé&t%pre%ggn L'élggﬁ:ge, Mmaﬁﬁlé,@s%%?' on> </forAll>

<Cpx: enc

<claim>
+ <r:keyHolder licensePartld="Alice”>
<cx:play/>
<r:resource licenseldRef="aSong"/>
<validityInterval>
<notBefore>2001-01-01T00:00:00</notBefore>
<notAfter>2001-12-31T23:59:59</notAfter>
<WvalidityInterval>
</claim>

[00155] In an exemplary embodiment, the exemplary Contract Expression
Language can be used to specify a contract clause, for example, in a mutually
exclusive manner, in a manner that does not allow anything else to happen, and the
like. For example, the exemplary Contract Expression Language can be used to
express a contract that can specify that someone has an exclusive right to publish a
digital work, and a guest user, such as non-registered guest user, can only browse a
public area of the corresponding Web site.

[00156] In the exemplary embodiments, the Contract Expression Language clause
212 can be modeled using the EPARC model. Accordingly, the clause 212 can be
modeled with the event 216, the principal 218, the act 220, the resource 222, and the
condition 224. In an exemplary embodiment, the exclusivity or “only” restriction can
vary from one element to another. For example, redirecting a content reference (CR)
originating “only” from a particular source is different from “only” redirecting and
doing nothing else. In an exemplary embodiment, for example, the former restriction
can be specified with an exclusive list of sources that originate CRs, while the latter

restriction can be specified with an exclusive list of acts.
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WO 03/ 094077 PCT/ US03/ 13352 <i-- It is assunmed that resolution range is
specified as 8, 12, 8-12 ([8, 12]), -12 (<=12), 8- (>=8) -->

<cX: resolwoiogns@anye unit= "bit ">8-</cpx: resol uti onRangePCTAISOPXI3SENCOde>
<r: resource varRef= "UMContent "/> <ung: top40Content/> </ban> [00149]
In an exenplary enbodi ment, an intention play a song using a rendering
application, for exanple can given by: "Alice wants to play any UMG

cont ent . . .
i nt ended%ggﬂ Al ce &I%Q&E }Iény UI%/%es@iv@ﬂ{é%ﬁ of the GeAp@lry Aem@ac Mighdsiont 1S

ays content, using crosoft nedia player as
t he rendeangugga o spaﬁﬁymg paitresmmbhnglom&t m@blm&WSb@ndethprld@séboum ng the

exenpl ary_Con L o ]
2 et Mo o iecspretyioE okgoes REA: opbol Vs ﬁf%y o] HBPgRA: Tarnames

" UMCont T e R CRRNIQNR) (HREHR) ¢ EB #émeg2l 1 | TEM npeg2|
DESCRI PT %SlspVggZI STXTE l‘%El\l'lr'/errpeg% "V /rrpeg? Descrlrrgt?on

Unit/inpeg7: Creation/ 7: Creator]| rrpe Ro e =
npeg7: cs: NPE@?R%%&S%%.%"SH@F?’” 5’/”?’?% i} (l@’ j ot rb?” ml%ag = "UMG

"</ xm Express P‘ﬁl@e‘@l’ Sop Py and Bé? the P4

it Ifj é Ef = »5 hia <

! tza s t0 ﬁ‘f enote t ;ant wz no X lus En CX:

Plera{ézr ;S); L/eg E r nétéz g j)szvelyg w0 e, (Pg P[ﬂﬁg@ )dg fb} </ cx:
ﬁ/ ¢ f- the RhE sy be/ &preﬁ‘éd )

can v 71
[0015"1] In an n%%o,é 0. {,e@&)}ses a@ﬂgl%stl i cate, for exanple, can g| ven
by: The key has the name Alice. " [00152] Accordingly, it is

claimed that the J‘@(y) hplger; Pamses yeslsheis BadRleatd 4 Ghit th hiot-bxcheleue Al i ce.
The exenpl ary q&d @BdweRRY bo: pxpr-essed. usi ng the exenplary Contract
Expressi on Language, for exanple, as given bhy:

D[X] =D(X) A G’(~x) — a Duty with X exclusive is equivalent to a Duty with X non-exclusive

and a new G with ~X (not x) non-exclusive. Here G’ is same as G except that it replaces the

Act A in G with ~A (the Act of not doing 4).

B[X] =B(X) A G(~x) — a Ban with X exclusive is equivalent to a Ban with X non-exclusive and
a Grant with ~X (not x) non-exclusive.

[00158] In an exemplary embodiment, the above rules, for example, can be given

by:

G[X] < B[~X] — a Grant with X exclusive is equivalent to a Ban with ~X exclusive.

[00159] In an exemplary embodiment, a form of “syntactical sugar” for exclusivity,
advantageously, can be provided. For example, each element of the clause 212 can be
augmented with an additional, but optional, attribute of a Boolean type, exclusivity, to
indicate whether or not the element is to be exclusive. In an exemplary embodiment,
the exclusivity attribute can take on, as a default, a false value, and when the
exclusivity attribute is specified with “Exclusivity = True,” the corresponding element
can be specified as being exclusive. The exclusivity attribute can be considered
“syntactical sugar” because a normalization transform can be employed to convert
exclusive clauses, for example, with the attribute being true, into non-exclusive
clauses, based on exemplary exclusivity rules.

[00160] In an exemplary embodiment, an exclusive seller in a territory, for

example, can be given by:
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<claim + <r:keyHol der licensePartld= "Alice "> 41 WD 03/094077

PCT/ US03/ 13352 <cxs: possess/ > <sx:comonNane>Al i ce</ sx: comonNane>

</ cl ai r> WOO353M71 n an exenpl ary enbodi nent, a usage st at @CTiusn3/e38a2pl e,
can given by: "Alice played the song in the year 2001. " [001541
Accordingly, it is clainmed that Alice played the song fromJanuary 1 to
Decenber 31, 2001. The exenplary claimcan be expressed using the exenplary
Contract EXpregshsQiyid-andiaeRed feér of X RERNBar MifnaQinVisraly” <cl ai m» + <r.
keyHol der licensePartld= "Alice "> <cx:play/> <r: resource |icensel dRef=
"aSong' /> <validitybzterval > <not Bef ore>2001-01-01 T0O0: 00: )

00</ not Befoabep Acwidhiigr 3269 lordited thai2 Bycds9 selbo¥] umafnplear >Mama™ in

</validitybnterval > </clain> _[001551 I n an exenpl ary epbodi t, the
exenpl ar YusiEdia apd itisptlas §orhidden dhay L?&éi‘énecglﬁe’ r gg%p%ooﬁﬁéﬁéwgoé’o ntract
clause, f X {an %9 WS W8n MRANKY exprdssdd (e thet hat does
not all o&vagsn{;t%n%gg%afﬁsaé ?gguh%%g{g%fyaﬁd t he Irilke._ For 1bexarrpl e,ﬁfgtahe

exenpl ar yxé&aplaryaContrack Brpesi@nl ireuggr §o axample asigiggn by express a contract

t hat can specify that soneone has an exclusive right to publish a digital

wor k, and a guest _user, such as non-regi stered guest user, can only browse

a public area®of. r&spandi.ng, Wb site. [001561 In the exenplary
enbodi nent s, tépﬁg‘%}'}yg‘?g%itﬁ%xgﬁ‘gs?%% Language clause 212 can be nodel ed
usi ng the EPARG yR6@te licHGaMM aginy />t he cl ause 212 can be nodeled with the
event 216, the gprienaspal 218, the act 220, the resource 222, and the
condition 224. |wx:-amiexenpl ary enbodi nent, the exclusivity or "only"
restriction can <argnirdicéreovweh&ment to anot her. For exanple, redirecting
a content refereviedc@® originating "only" froma particular source is

di fferent from¥s#{*oFedirecting and doing nothing el se. In an exenplary

embodi ment, fojﬂ%%%rrpl e, the former restriction

<forAll varName="“otherCompany ">
<xmlExpression>//cpx:company!="“Lycos”</xmlExpression>

</forAll>

<r:principal varRef=“otherCompany”/>

<cpx:sell/>

<y:resource licenseldRef=“aSong”/>

<sx:territory>
<sx:location>

<sx:country>AU</sx:country>

</sx:location>

</sx:territory>

</ban>

[00162] In an exemplary embodiment, exclusive product classes, for example, can

be given by:

“MGM permits sales by silver-class retailers of only movies older than 2 years.”

[00163] Accordingly, it is granted that any silver-class retailer can sell any movie
older than 2 years, and it is also forbidden that any silver-class retailer sells any movie
less than 2 year old. For example, the “silver-class retailer,” “any movie older than 2
years” and “any movie less than 2 year old” can be specified using the exemplary
Contract Expression Language. The exemplary grant and ban can be expressed using

the exemplary Contract Expression Language, for example, as given by:
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can be specified with an exclusive list of sources that originate CRs,
while the latter restriction can be specified wth an exclusive list of
acts. 42 w00889091077 PCT/ US03/ 13352 [00157] Advant ageou®Cy/Ushhes3s2
expressiveness of the exenplary Contract Expression Language for

speci fyi ng perm ssions, obligations, prohibi ti ons, and the like, also
allows for the specifying of clauses of the "only" type. In an exenplary
enbodi ment,  eypyessiveness for exclusivity, for exanple, can be given by:
Let E, P, A R gdil Ceronsonrak@mbyie Br i nci pal , Act, Resource and Condition.
Let G D and B <fhalvespectiiver&ikny> Duty and Ban that include E, P, A R
C. Suppose X ekbgr:cPppaby vdRefCpibieRemilerd/anponent that needs to be excl usive.
Let G(X) denot eagixlve/&r ant wi th X non- excl usively, and (G X] the Gant with
X excl usi vel y, topousseamifels, 2igrsdddniq X or X Similarly, D(X), DA, B(X),

and B[ X] can lféf’ ﬁ/en Then the clauses of the "only" type can be
expressed usi n nat xchusive Causes, as follows X =
Gx) AB(X - a8 gh' i %ang}[jem%dﬁ |s/£eqU| valent to a Grant with X

non- excl usi ve é} par)é\éf f}llﬁglé@gg, »X) non-exclusive. D[X] = D(X) AG( x)
- a Duty with X.ex¢ /yswe I's equivalent to a Duty with X non- excl usive and
a new G W th X {d8krcot)r-RaL-SxRpi oMl G is same as G except that it
replaces the <fet>A in Gwith -A (the Act of not doing A). B[X] = B(X) A
G(x) - a Ban with X exclusive is equivalent to a Ban with X non excl usi ve
and a Grant wth -X (not x) non-exclusive. [001581 In an exenp 611

enbodi neriéQ16dhe Wbwvexemyllary enfhodinesninmrichisiveapodist gl Obyxamql%]a # X

Gant with excl usive i s equival ent to a Ban with X excl usi ve. [00159] In
an exenpl4t egﬂlt%g?'msnt a formof "syntactical sugar" for exclusivity,
advant ageously, can be prOV|ded For exanpl e, each elenent of the clause
212 can be augf@fbaediswisef moviaddertthadarars grby sber-duateilgefri bute of a

Bool ean type, exclusivity, to indicate whether or not the elenent is to be
exclusive. In an exenpl ary enbodi nment the EXﬁ|USIVIt€ tribute.can take

on, as a [ﬂ%fﬁéﬂll tAC@Pfflti!gbe if, a3 geantesh thatysen stlner-classcretaliel iseys 40X A% e i s

specifi e Gh fth ﬁlsq:rf%1dde+ gt %ﬁ LesRaNEhing Bt @MBRler-clg be
speC|f|e eln exc u5|ve he excl usi vi y attribute can be consi dered

29 €6

"synt act IseHé afylgaovie lobieauban 4 yaarsrrasz akangples t@nﬁlacmlwnre@ée@npﬂ@yed to

convert exclusive cl auses, exa th th AtLry rue,
i nto non-BXEF @i‘iet}éhanc J6TSS an‘ﬁa%@'dn Slg‘g?é%s%ﬁ}al %fclcﬁ%l VI ycur?lﬁ g [ 00160]
I'n an exqpLatipleRPOSh PR ExpRRsiSX thaHSiadgs. TRel REmiplr ghadt bhd by carf be

expressed using the exemplary Contract Expression Language, for example, as given

by:

<grant>
<forAll varName=“2YearsOldMovie"/>
<forAll varName=“silverRetailer”/>
<cpx:company varRef="“silverRetailer />
<cpx:sell/>
<r:resource varRef="“2YearsOldMovie />
</grant>
<ban>
<forAll varName=“2YearsOldMovie />
<forAll varName= “nonSilverRetailer />
<cpx:company varRef=“nonSilverRetailer />
<cpx:sell/>
<forAll varName= “2YearsOldMovie />
</ban>

[00166] The expressiveness of prohibitions and exclusivity with the exemplary

Contract Expression Language can result in potential conflicts in expressed contracts.

45



exanpl e, can be given by: 43 WO 03/094077 PCT/ US03/ 13352 "Lycos is the
only authorized seller of |I Remenber Mama' in Australia. " [00161]
Accor di ngW,03j00407s granted that Lycos sells "I Renenber MREA/USOI13352
Australia, and it is also forbidden that anyone el se, for exanple, other
than Lycos, sells it in Australia. The exenplary grant and ban can be
expressed using the exenplary Contract Expression Language, for exanple,

as gi Vengly exs 2 cotfRY m§ >alfyém lisR%n AREY RAQY Something: sl | / >
. resource )f%ggenserrdl?ef- ong <s§gﬁ territol y> <sx: Io?gt i on> <sX:

c o unt | y>atdtherxcontractningy emané se: pmblbmqnow& A&J!O@xnot tiedoi the|spme thingr gt > <ban>

<forAll Nane= "ot her "> I’eSSI / Zntse

"</ xm Exﬁﬁ?‘i}gglil’o‘ﬁgen @Pf‘@%ﬁ@eé a‘ﬁ?sl Q ?Ifg e\;gmﬁe}/p_ f&?%(ea r gﬁ%@% ygg;x
sel I/> <mag " ggmabﬂelfﬁﬁw 5 @bl RRbtrach SPferdnt comBactd, &mhayt B¢ Yevessany foocat | on>
<sx: countly countly> </sx: locatjon> </sx: territory> </ban>

[ 00162] ﬂnteamnexlmtrpnapﬁtm@b@@aqﬁ%mmorémf@@bl?éo reotbercopira@ses, for exanpl e,

L e

si | ver - chag SmuRiplicher fearxsaple, aay beVidv to identify potential conflict and
multiplicity and resolve same. In an exemplary embodiment, such as problem can be
addressed according to policies, for example, specified in a higher level contract. For
example, conflicts and multiplicities may recursively occur at a higher level in cases
where there may well be multiple higher level contracts.
[00168] While detecting and resolving conflicts and multiplicities in a general and
automatic way can be desirable, this may not be practical, for example, in a global
distributed system requiring high scalability while operating on an imperfect input.
For example, consider a task of adding a new contract to a system. Ina small system,
it can be possible to check for and identify conflicts, force legal negotiation of
overrides and apply such overrides, for example, possibly triggering another check
and negotiate cycle. By contrast, on a large scale such an exercise typically will not
be practical, as entry of new contracts can become a prohibitively expensive task.
[00169] In an exemplary embodiment, a “best efforts” rather than “must resolve”
approach can be employed, which can imply the finding of a compromise between
taking upfront steps to identify and resolve conflicts and allowing for the possibility
of “true conflicts” and providing for resolution thereof operationally. Accordingly,
systems using the exemplary Contract Expression Language, for example, can be
configured to detect and resolve potential conflicts as best as such systems can. In an
exemplary embodiment, a sophisticated system can be configured to do a better job at
detecting‘and resolving potential conflicts than a less sophisticated system, so long as
the sophisticated system and the less sophisticated system behave in a similar manner
in situations where there are no conflicts.
[00170] For example, for simple systems, whenever a conflict is detected, the
conflict can be treated as an exception with a certain default behavior, for example,

sending a message to the contracting parties in question stating the conflict. A
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older than 2 years, and it is also forbidden that any silver-class retailer
sells any novie less than 2 year old. For exanple, the "silver-class
retail er,wosasngsonpvi e ol der than 2 years" and "any novi e PCEAS0s/BmR 2 year
ol d* can be specified using the exenplary Contract Expression Language.
The exenplary grant and ban can be expressed using the exenplary Contract
Expressi on Language, for exanple as given by: 44 WD 03/094077

PCT/ US03/, E@%&%ﬁt ﬁQ{sﬁl@%aﬁo c%ﬁ %Uthé/ LN havine s NOMIcR a éyitentsf BOA |

var Nanme= <cpx. conpany varRef= "silverRetailer'/>
<cpx: sel lekample; i deunein pargReé of" swhaa sOitehbisi k' trade cegitgntaribe cegianb

<forAll varNane— "IessThagZYearq ' "/ g Ng

"si | ver Reggasiosally got beipga 8ﬁb§ﬁ9V9§ﬂﬁ@?ﬁ g??%%ﬁ“ﬁ@fgmfg &Efﬁgﬁihese||/>
<T'. I eSourge, YRAhMCihe “cbﬁs’sfgl?ae'ig ?Per gtﬁéfb(‘ﬁk&t of/potential, O koA being bl exenpl ary
enbodlnent excl’usi ve ptroduct classes, for exanple, also can ven by:

" I\/{H\/pfar mré@lm[aggsy csfngﬂmveqelgstab duegh, tmhpfzoryeﬁfﬁ'@ﬁb ﬁ‘l’%ﬁ%‘freds tq dsp g‘l é%‘i
retailers cordi y, it is granted that any silver-class
retallerr§@Pﬁ§p§ﬁy%%ﬁW| PQﬂ’ “than 2 years, and it isyalso f or bi dden t hat
any retaifh@f71j hatrné %oﬁﬂfcté hati leM@r fohna%ad Beld sypiclyncaninet bedeoidddan 2
years. For exanple, the "silver-class retailer,” "any nDVI? Ideg than 2
years" artbweey, ﬁl@ne?‘éﬂmm@lw Epaizact piession Langyiage %‘b"é‘@?aﬂa‘éﬁ Yas7g®Ct he

exenpl ary nt r.act re Q y can be
expr essedﬂ“&ﬁ“ﬁ?& Cé%g amgn%o%? F agjg:1 }Egpr eﬁﬁwe@ngggggk 61%?)1?1 %ﬁ?grrpl e, as
gi Vﬁ,{; bxcoﬁlguaﬂi essﬁfrDLzﬁ}guag@fd‘dﬂitﬁES 112 dédeuting @nd Mbas tesolving offagential
var Nane= "silverRetailer"/> < ="

conflicts, for example can depecndxonC Oﬁpceiq%l/ds c?fr C%%];Tllct a':rseI c|>fv 1ntereF§?t %llﬂ?orut

the capability of specifying prohibitions, for example, “must not” and exclusivity, for

example, “only,” a conflict could exist between one or more confracts.

[00172] On the other hand, under a same condition, being obligated to do two
different things may not result in a conflict. A potential conflict, however, can result
from having to do the two different things at the same time, for example, “going out
to do shopping” and at the same time “staying home to do gardening.” However,
such a conflict is hardly a Contract Expression Language issue, as the semantics of
such acts naturally conflict. In such a case, identifying such a conflict can be a
programmatic issue of a contract management system, for example, involving
identifiability and efficiency, for example, in real time. Advantageously, however,
the exemplary Contract Expression Language can be employed, for example, to allow
the setting of priorities for resolving conflicts, for resolving multiplicities, and the
like.

[00173] FIG. 5 illustrates an exemplary preference policy model 500 for allowing
the setting of priorities for resolving conflicts and multiplicities and that can be
employed in the exemplary contract data model 200 of FIG. 2. In FIG. 5,
advantageously, the exemplary Contract Expression Language can be employed for
specifying a preference policy 506. Accordingly, in order to resolve potential
conflicts and multiplicities, a preference relationship can be established among the
clauses 212. In an exemplary embodiment, such a relationship can be defined, for

example, by configuring the claims 308 to specify that possibly subject to some
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<cpx:sell/> <r:resource varRef= "2Yearsd dMovi e' Y> </grant> <ban> <forAll
var Nane= "2Yearsd dMovie "/ <forAl|l varNanme= "nonSilverRetailer"/> <cpx:
conpany VWPREM07NoNnSi | verRetailer "I> <cpx:sell/> <for APCTWUS0M362-
"2YearsA dMWbvi e </ban> [00166] The expressiveness of prohibitions and
exclusivity with the exenplary Contract Expression Language can result in
potential conflicts in expressed contracts. 45 WD 03/094077 PCT/ US03/ 13352

For exanplogditRae, RRBIIRSE AMaYede@EH JrefofRx ARpledRtjrRra8Ik ] hikthdraldte
sonet hing and another contract may denmand a prohibition on Alice not to do

t he sane B.jandghe like. Adipntiageousiyhsuchrauprefoserceaiolieysae bamndsled ps adfind he sane
type, for exanple, the ant 320,.are applicable froma sane contract or
di fferentoéﬁﬁ%ffge}ﬁa{nﬁ%ﬁs %‘bo“ﬁ‘elé’&@asy to deternine that one of the
cont r act §ohE74Jor &n Hetdxefiire nicdel 560, AhdIB61i UG xedrils tHOBbIde JBewith esent

i nvention includes the recogni tion that a problemw th conflict  and

mul ti pl i cint pdditional esttithybee SOBarcwliateWMeshandemt | oy yempls iwith ceviripidt and
mul ti pl i o { anfc}gsdo rﬁ*i%oélé{l ed ?f?of ll,h@ p?‘&n%)é% l %Mhmﬁ? gbﬁ@pg%, ?}&Ecga@s%s pr O.b I em
can be addrés<ed &ccor g to polficies, Tor exanple, specrfied in a higher

| evel cominagirespoid to exaciping, 3080 whidhadas speudfymidrtckpinplel thaei thagversofir Si vel y
occur at a higher level in cases, where there may well be multiple higher

| evel corferd@iss A froecedsy” alpse 8 WhseedHPdnd Pesol vi ng conflicts and

mul tipli cighd iR, a gene ' canubedesiktiht e, sddi s may
not be p?@?%ﬁal ,rl]nfo%?ex%%pe, [ ng%t)g{%{)egﬁ mg%ést??gglt%éd iﬂ;t}g}?gm requiring
hi gh scal ‘avaliatignMiiHagismyeobthe pglicn5eG) campe nfeddad spegifythow therclaima i3p8 e,
consider a task of .adding a new contract.to a.system. |n.a, small. system
't can beBARF PRSISEetntY R PERMRIAY TRRHITRY (i gtion s e s

negot i at i @R, ffm> 8V QEfabdemIaNd ARBIALPHEMNCOVEIE] 8RB a “GNApEHAIRYevalissi bl y
triggering another check and negotiate cycle. By contrast, on a |arge

scal e suchheanndsmraridséuityiveafdryexainple, pan be wed te adicaseithat the daimsp08f new
Cont 1t SRR IO MG, SUPSIRLYE KEitisl ST g, o
can be engh@yeftheWifh 308rcah BpliyuidieThid rtsmgpplitatde’todiie, doi Sanigé,waen

be used specify that the first claim that is applicable of the claims 308, according to

the appearance order of the claims 308 in the policy 506, can be the one to consider.

The “allApplicable” value, for example, can be used to express that the applicable

claims of the claims 308 should be considered one after another in the sequential

order of their appearance in the policy 506.

[00176] Using the exemplary model 500, advantageously, many kinds of

preference policies can be established. In an exemplary embodiment, an explicit

partial ordered preference, for example, can be given by:

If the set of Clauses {CI, ..., Cn} is known and a partial order p is given for the preference
relationship among the Clauses, then a Policy can be formed in the following way:

For any pair of Clauses Ci and Cj where 1 <1, j < n, the Policy includes the (, for example,
un-conditional) claim, “Ci precedes Cj,”

<policy>
<claim>
<clause licenseldRef="Ci"/>
<precede/>
<clause licenseldRef="Cj"/>

</claim>

</policy>
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taking upfront steps to identify and resolve conflicts and allowing for the
possibility of "true conflicts" and providing for resolution thereof
oper at i ormablog/o9sbcTor di ngly, systens using the exenpl ary @OomtuUsap133s2
Expressi on Language, for exanple, can be <configured to detect and resol ve
potential conflicts as best as such systens can. In an exenplary
enbodi nent, a sophisticated system can be configured to do a better job at
detecting and resolving potential conflicts than a | ess sophisticated
system so | oggu@miy it he sophisticated system and the | ess sophisticated
system behave in a simlar manner in situations where there are no
conflicts. [0@Y79) cFGbr ewanipl @ prebades G inerptding eoys¢ @ds p)- whenever a conflict is
detected, the conflict can be treated as an exception with a certain
defaul t behavior, for exanple, sending a rressagqe;@tnq t he contqrag%ﬂﬁng
parties [001G7kstinem steatplary anthodimpertt) preference bpgedren dEraRe0HRe S03/ 13352
significant c ideratign can be ."cost" of having conflicts in such a
system %gpsesg‘igréfgm?qe’t%arel ﬁﬁ%e%% fpose of such a systemis to trade
content, the cost of occasionally not being able to resolve a request of a
cust omer is f &ithd fnelromderlober tigrissudmae tinesial Clawnsen é, usedhas @ @Egion 1o reggvedieanpl e,
ei ther direct caylichrenbiliar withatsinglstClaya paige spviscied s I9¥s| ve every singl e
request is high, an upfront systemconfigured to identify and resolve
conflicts can BEBtovi ded. [00171] The conflicts that result from bad input
typically cannc§f<l“ -\ ice!gdA,,/> However, the exenplary Contract Expression
Language, advant Orggﬁéﬁamﬁc n be enployed to create nechanisns to deal
w th such as praqblem, 4he exenplary Contract Expression Language
facilitates the gdetgeting and the resolving of potential conflicts, for
exanpl e, can depnéeconryhar ki nds of conflict are of interest. Wthout the
capability of speeidyBoalgar@robisibiti ons, for exanple, "nust not" and
exclusivity, for op.@xtaﬁipé—@s—tﬁamﬁl(y, " a conflict could exist between one or
nore contracts. [XQ@@EM@WOCWWOfﬁ@f‘seﬁﬁz,ﬁiue’ tqeytime condi ti on, being
obligated to do tweaelipqordocment e hiclyel 2REGAEEPLLHEt 9 a conflict. A
potential confl i ¥ " HEWRAEFPC ¥ result from having to do the two
di fferent thi n<g<;li‘é{ﬁ>t he same time, for exanple, "going out to do*
shoppi ng" and &°"the sane tinme "staying home to do gardening." However,
such a conflict is hardly a Contract Expression Language issue, as the
semant | Cioﬂ’ZSésuﬁQcﬁ‘aﬁ%lﬂ%uéﬁw %seantlatisd wiﬂﬁg&w&l&. casen exemplary yi ng
such a conflict can be a progranmatic issue of a c_ontract}@ nagjfe0 nt
system fembodimens) wher the@ppéangnees abelenges dpand Byreswitched it %{n 4
exanple, in real tinme. Adva I 0 , X & ract
Expr essi c}he IPIRGEFRGR 208 B 2*‘%%?%’%?, Xl?lggr}' \é\gg%{p 8)’4&1@532112' %ﬁﬁ%ﬂ@ﬂ

element “csx:xmlBooleanExpression” can be an element that can include a Boolean

XPath expression, and can serve a condition whose truth-value can be equal to one of

the Boolean XPath expressions.

[00179] In an exemplary embodiment, preference based on the issuers 214 of the

clauses 212, for example, can be given by:

If a partial order over the Issuers of Clauses is used as a criterion to resolve the conflict, then
a policy with a single Claim can be constructed as follows:

<policy>
<claim>
<forAll varName="4""/>
<forAll varName="“B ">
<clause varRef="A"/>
<precede/>
<clause varRef="B"/>
<allConditions>
<csx:xmlBooleanExpression>
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the setting of priorities for resolving conflicts, for resolving
multiplicities, and the Ilike. [00173] FIG 5 illustrates an exenpl ary

pr ef er encwOpalod4y7 nodel 500 for allowing the setting of mpCirares/1ass2 for
resolving conflicts and multiplicities and that can be enployed in the
exenpl ary contract data nodel 200 of FIG 2. In FIG 5, advantageously,
the exenplary Contract Expression Language can be enployed for specifying
a preference poli gyiafn ACERLMINBkMr=UNccOkMemIBoo k&8 rasgopot ent i al
conflicts and nukéskphiediddnEpresdonpr €f erence rel ati onship can be established
anong t he cl auseg:dddzient| n./dansety Bivplees ‘PoleodimtBaieanBpretyioa™ r el at i onshi p can
be defined, for <uédarpbe> by configuring the clains 308 to specify that
possi bl y subj ecstlaing- some 47 WO 03/ 094077 PCT/ US03/ 13352 condition C, one
cl ause A "precediég” or, for exanple, is preferable to, another clause B,
and the |ike. Advantageously, such a preference policy can be nodeled as a
kind of assertion

exenplarﬂ“ﬁﬁﬁkl1@5@“£Pﬂ€'%@gg%ngﬁﬁuﬁﬁﬁ%ﬁgggﬁﬁg%%?%ﬂ?ée é%%LM”?%hE§

addi ti ongl, 3t 1rbAE& BABprel@MleUsitc ANdBROANRE SiB3ed {9y Bekaad dienvd the
restrictbd semantics-on the clauses 212 of the prom se 208. Wthin the

pol i cy SGEpmmheﬂnmduaﬂgmﬂQIQE@brrespond to the clains 308, which can

speci fy, I, EX y edesor ¢l ause B

when con ]ﬁéﬁ gg&?‘ Tédﬁ ﬁ&g%éumﬁg§&i@%%@ﬁéofﬁﬁﬁﬁ%ﬂg Opt i ona

attributgxégﬁm amQ%qﬁuagu nN@chanlsnl" of the policy 506, can be used to

specify ho he cl ai ns 3 8 are to be considered. In an exenplary

enbodi nment , the optlo rlbut C%ﬁg %ake %Je x mgonb ylgsvalue a
IC,

"flrstAppllca Bl Bkt ’Ovr caredy ARSI gf cl gbg@ﬁ gg&pr
default val ue, }iysacnterzoh o;esolvethef)onﬂ 1e tO |n Catnéejlgt alamt The el aims 308 in

the policy SOgSOan be considered in any order, for exanple, until an
appl i cabl e mof the clainms 308 can be found. The "firstApplicable”
val ue, for exanph@p.can be used specify that the first claimthat is
appl i cabl e of t herel airMBre308/>according to the appearance order of the
clains 308 in thgrpbtaryne508,> can be the one to consider. The

"al | Applicabl e" <lahygearRéfoidéxanpl e, can be used to express that the

appl i cabl e clarﬁ%w6¥>the clainms 308 should be considered one after another
in the sequentléF“WBﬁﬂgf of T hei r appearance in the policy 506. [00176]
Using the exenplé mﬁﬁ(memz Sggyantageously many kinds of preference
policies can be e Telg sE'[zﬁQa&@@&;afycs@mpwzmhesw>expl icit
partial ordered p& :@ﬁgﬁg@dkﬁgﬁwﬁxanp e, can be given by:

xf-document(../../clause[2] ).name =“Ban " </csx:xmIBooleanExpression>
</allConditions>
</claim>
</policy>

[00182] Accordingly, the clause 212 expressed as the grant 302 can be preferable
to the clause 212 expressed as the ban 306.

[00183] In an exemplary embodiment, different preference claims, for example,
can be combined together using the atiribute 508, “evaluationMechanism.” For
example, by putting together in the policy 506 two claims 308 that declare preference
based on the issuers 214 and the types of the clauses 212, advantageously, a combined
preference rule can be established, first based on the issuers 214 and then types of the

clauses 212, for example, as given by:

(“dlice”, “Grant”) < (“Alice”, “Ban”) <= (“Bob”, “Grant”) <= (“Bob”, “Ban”).
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If the set of Clauses {C], ..., Ch) is known and a partial order p is given
for the preference relationship anong the C auses, then a Policy can be
formed i rwole/09wl1 owi ng way: For any pair of Causes C amdTASomsssE 1 <
i, j <n, the Policy includes the for exanple, un-conditional) claim "G
precedes G, " <policy> <clainm <clause |icenseldRef="C % <precede/>
;(C::[I'?bse }i censeldRef= " % </clainr </policy> 48 WO 03/094077

S03 . blicyGhim #ioné fAh BXarpbsed Wingrgcedes G
accordi né@?ifheT%er %g%n%wfg%l}g%l I nognrllﬁ%xerrpl ary err%%gi ment , g;r ef er encg
based on ekaspilanc@ortiaceExpbssidrelanguags der xampld, s gegahpl e, can be given by:
If the Iinear order over the issuance times of Clauses is used as a
criterion to r<1e9§lz% 8 u}]Jﬂo%MecgzgﬂIniJ‘ﬁltlAppltic}aﬁp”ﬁ Policy with a single Caimcan
be constructed @gii KIS <policy> <clainm> <forAl varName= "A "/>
§f or Al I var Namezg,, Bivopnaneskause varRef= "A "/ > <precede/ > <clause varRef=

B "/ > <csx: xnld3peleandepressi on> op:dateTinme-less-than( xs:

dat eTi me( xf . docuwRiMe parRef=I£Vause[ 1] )/ /i ssuer/detail s/tirneCf|ssue), xs:
dat eTi me( xf docurereeddes. . / cl ause[ 2] )/ /issuer/detail s/timeOlssue) </csx:
xm Bool eanExpr esslag»arR¢fec[Bi/> </ policy> [00178] Accordingly, an early
i ssued cl ause wWivECFEPBETence. I n an exenpl ary enbodi ment, when the

; ople rESSIQn=. . . !
appearances of ¢ l%%%Zﬁz(%clageﬁy)ﬁissgy=t‘ﬁzlgee d</c!sxr.!xngl (%Ze(c:ulz xlprg}s%9§’
<csx:xmlBooleanExpression >
xf-document(./../clause[2])//issuer="Bob </csx.xmlBooleanExpression>
</allConditions>
</claim>
<claim>
<forAll varName="4""/>
<forAll varName="B ">
<clause varRef="4"/>
<precede/>
<clause varRef="“B’/>
<allConditions>
<esx:xmiBooleanExpression>
xf-document(../../clause[1]).name ="“Grant”</csx:xmlBooleanExpression>
<csx:xmlBooleanExpression >
xf-document(../../clause[2]).name =“Ban"</csx:xmlIBooleanExpression>
</allConditions>
</claim>
</policy>

[00185] In an exemplary embodiment “A or B, but prefer A,” for example, can be
given by:

_ “UMG may link to CDNOW, UMG may link to Amazon, and UMG will link to CDNOW if it is
. allowed to.”

[00186] Accordingly, it is claimed that the clause 212 for linking to CDNOW
precedes the clause 212 for linking to Amazon. The exemplary policy/claim
combination can be expressed using the exemplary Contract Expression Language,
for example, as given by:
<policy>
<claim>
<clause licenseldRef=“licenseForLinkingToCDNOW />
<precede/>

<clause licenseldRef="licenseForLinkingToAmazon"/>
</claim>
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the preference goes to a later issued clause. In an exenplary enbodi nent,
the elenent "csx:xmnl Bool eanExpressi on" can be an el enent that can include
a Bool earwOXBatdo7eXxpr essi on, and can serve a condi ti on whese/usesnissyal ue
can be equal to one of the Bool ean XPat h expressions. [00179] In an
exenpl ary enbodi ment, preference based on the issuers 214 of the clauses
212, for exanple, can be given by: |If a partial order over the Issuers of
Clauses is useg,@s>a criterion to resolve the conflict, then a policy with
a single Caimcan be constructed as follows: <policy> <claim <forAll
varName= "A"/> <forAll varNane= "B "> <clause varRef="A"/> <precede/>
<cl ause Y@u1Bef = mBafi /exemphiry Ganbbdiinens = <ostxact XhitBowérsidaEihe da®i &r> 49 WO
03/ 094077 PCT/US03/ 13352 xf.docunment(../../clause[1J)//issuer =Alice
"</ csx: REERIS BAMEEYESS on> <csx: xm Bool eanExpr essi on >
xfdocunment (./../clause[2])//issuer= Bob "</csx.xm Bool eanExpr essi on>
</ al | Condi t i orgPmbdsilnad 508 TielMyRkdeL Yitsodds00180] Accordi ngly, the promi se
i ssued by Al i ¢4l arsofiBroentdbe Tkl Brsdshink tehivale vitidepf hal/Searafrolbileée get
pref erence overdide poonicel iggriede pysidBobie BAd hence the clauses within
the prom se of Bob. [00181] In an exenplary enbodi nent, preference based on
types of prom ses, for exanple, can be given by: If parti.al der over
the typed0WISS abseasdipgly itas arpoliey of dmgrpn that ﬁ%ﬁlausﬁr?gz‘%ﬁﬁdﬁng gfh%sed as a
criterion,tq resqlve.th i Ct hC hidhi LRl & €@d m can be
const r uctdehE BpifuhoR BRrbE to DB OClormbihidy kRISt AR

Monkees: The Time Machine” episode outside of the U.S. The exemplary

policy/claim combination can be expressed using the exemplary Contract Expression
Language, for example, as given by:
<policy>
<claim>

<clause licenseldRef="licenseForSellingTheMonkeesEpsisodes />

<precede/> ' N
<clause licenseldRef=“interdictForSellingTheMonkees-T| heTimeMachineEpsisode”/>

</claim>
+<signer licensePartld="“Amazon™>
</policy>

[00189]  In an exemplary embodiment, a price preference, for example, can be
given by:

“For all retailers and all items, if more than one price is available from the same retailer,
choose the lowest price.”

[00190] For example, it is a policy of Random House that a clause A is preferable
to a clause B, if (a) the signers are same, (b) the offered resources are same, and (c)
the price, for example, fee/paymentFlat/rate, in the clause A is less than that of the
clause B. The exemplary policy/claim combination can be expressed using the
exemplary Contract Expression Language, for example, as given by:
<policy>
<claim>
<forAll varName="“A"/>
<forAll varName=“B”">

<clause varRef="4"/>
<precede/>
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<forAl'l varName=" A"/> <forAl|l varNane=B"> "I|I> <clause varRef="A

<precede/ > <cl ause varRef B "l> <allConditions> <csx:

'>'<rr1 Bool eawbxpioe®si on> xf docunent(../../clause[1]). name PCTESAN3352

</ csx: xm Bool eanExpr essi on> <csx: xnl Bool eanExpr essi on >

xf.document (./../clause[2J). name = "Ban "</csx: xm Bool eanExpressi on>

</all Conditions> </claink </policy> [00182] Accordingly, the clause 212

expressed as the.gLapl-rgd02-¢an be preferable to the clause 212 expressed as

the ban 306. [O0Ql&3|udobleaiypxsop! ary enbodi ment, different preference

'(':I aims, for exanmppegus(can be conbi ned together using the attribute 508,

eval uati onI\/Echanvcﬁdncumeﬁmr/../cl@xdﬁmrgs,squyys:wwe(%k@:g%@gmer in the policy 506

two clai ns 308 t hafdadeehsr eclpusdfief diveas/ds gnswey/Stiovindey 48%ers 214 and the

types of the cl a@g-’g@a%lz, ao}vanta .equsl'y, a conbined preference rule can

be established, fpFéruiadddanel) '_gi’fg‘é/‘_éf"é"jcf')l%ﬁnd then types of the

clauses 212, for & ;Z%t,("/'e(gl‘”@f PRI “Gant') (“Alice : “Ban')

%_Egbe;(e G{ Z‘Pt ) Orlﬁgé%m e?(xf:a%?ugze t;../../c?agsem/@%c{nggt%%ngz%ﬁ%/e}3352 [00184]

i nplary pol I GYi.b e%%ma%a ..ﬂ.@cfzdu@ylﬁ)/@%t/Q%e%%.?&ﬁ@;aﬁgt/@@ )ng the _
npl ary Cont r agt, ExpsLsnt:phsstoaniguage, for exanple, as given by: <policy

eval uat i onl\/bcha%z@m; "al |l Applicable "> <clainm <forAll varNanme= "A %

‘<1|‘30'r'}AI>I \éalr :\lane—z;;g&r'Ziéenseﬁ@;&]aﬂ‘%ndbazﬁ%&’b "A % <precede/ > <cl ause varRef =

al | CongiityPons>

[00191] The exemplary Contract Expression Language, advantageously, can be
employed for specifying trust and binding relationships. For example, applications,
such as Digital Rights Management, content reference, e-commerce, other distributed
services, and the like, can entail interaction between entities that do not know each
other. In addition to the principals of such interactions being previously unknown to
each other, resources to be controlled can be moving from one system to another, for
example, when a movie can be downloaded from a distributor site to a user PC and
access on the PC also needs to be controlled. Further, the behavior of some principals
may be regulated by policies defined by other principals, for example, when usage
rights to consumers are granted by the content owners. In such situations, however,
traditional assumptions for establishing and enforcing access control may not hold.
[00192] Advantageously, such policies can be expressed as contracts specified
using the exemplary Contract Expression Language. The present invention includes
the recognition that, when a contract is to be executed, the understanding of what to
trust and what is bound within the contract must be determined. For example, an
issuer I can grant a principal P a right to play a movie, as specified in contract based
on the exemplary Contract Expression Language. However, P needs to establish
some level of trust for I, for example, to ensure that I is a legitimate authority to grant
P such aright.

[00193] In a further example, two homeowners can sign a contract and require

respective family members of the homeowners to bind to the contract. Accordingly, a
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<csx: xnl Bool eanExpressi on> xf.docunent(./../clause[1J)//issuer= "Alice

"</ csx: xm Bool eanExpr essi on> <csx: xm Bool eanExpr essi on >

xf . documewo(030940/T| ause[ 2] )/ /i ssuer= "Bob "</csx: xm Bool eammsps/essi on>

f/aIICDndltions> </clainmr <claim <forAll varNanme= A % <forAll varNane=
B "> <clause varRef= "A "/> <precede/> <cl ause varRef:‘B'%>

§?IICbnditions> <csx: xmnl Bool eanExpressi on> xf. docunent (. ./clause[ 1

j). nane ression

) doc i o B EbFRLARARHRERASH PRt %@éﬂﬁeﬁ’é’ﬁ*é‘iﬁ??sﬁ o>

</ al | Conglighéronsd, for ekahple, thelcpoéspoyding pi@0diBsds. | n an exenplary embodi ment "A

or B, but f A" f CDNOW
NGy (00RRAY o Tk GHEmEHED RESTigt AmrTsion: bt ban e (e dnd B 0
[ 00186] Aé{f%t gl:l 9! %y E%émr‘;l% E%@b%&cﬁﬁ@f‘usﬁﬁ?ﬂfé AT mwﬁtﬁrthb labdsi 220 t o CONOW

precedes dse Inking to Amazon. The exenplary policy/claim
conbi nat Femstt aml fieinéX pAdssr&agaom;lm,gsuph eclatienshins ro,an bemefined EﬁRﬁCéf§§igo n

L f
| Cone o i Slaim B ek 8h R e M e O AR ST con Bl Es 224
l'i censel ‘fﬂ%ef;rm ibdl BN B& Qrukis bt BIBJORMME Atbuer §) 294 Wrahemigndr (S) 210, for

example, as given by:

Claim/[E, P, “trust”, I, C]
and

Claim/[E, P, “bind”, S, C].

[00195] Advantageously, such relationships also can be defined at the clause 212
level by specifying in the claim 308 that, possibly subject to the event (E) 216 and the
condition (C) 224, the principal (P) 218 trusts or binds to a clause K, for example, as

given by:

Claim/[E, P, “trust,” K, C]
and

Claim/[E, P, “bind,” K, CJ.

[00196] Accordingly, such a trust policy or binding policy, for example, can be
modeled as an assertion. In an exemplary embodiment, as part of the semantics of the
acts 220 trust and bind, anyone should trust themselves and whatever they issue, and
anyone should bind to themselves and whatever they sign. Accordingly, the

following claims can be made unconditionally, for example, as given by:

Claim/[ _, P, “trust”, P, _]
and

Claim/[ _, P, “bind”, P, _].
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WO 03/094077 PCT/ US03/ 13352 </policy> [00187] In an exenpl ary enbodi nent,
a contract that overrides the law, for exanple, can be given by: "a)
Amazon mayog8lov407The Monkees' episodes, b) All sales of " Poe/usnksss: The
Ti me Machi ne' episode outside of the U S. are prohibited, c¢) Amazon
chooses to sell the episode outside of the U S. " [00188] Accordingly, it
is a policy of Amazon that the clause 212 for selling "The Monkees"

epi sodes i ef Fhé béxﬁu%% h@o ikt Sk phdsdiohO 'Laﬁ’?ﬂl@h Ngors ak@splef cad hige

Monkees: |ne Mac epl sode outsi de of S. The exenpl ary
pol i cy/ Clemplk'n}@dnﬁor r@bclfmng ainpfmgleecdpsr esioeg the |Cl9gls¢sh%1%xé:rﬁﬁl eawlplzs@ kg act

Expression_  Languag exa iV s <cl

| i censel d’i@Bﬁa—yG’?#‘@éﬁ@é # nﬁ8$ﬁ%ﬁ9§ﬁ% @Bé’?‘{%%&p M@rf)ggﬂee Lplse <gl 2322
l'i censel digef suoh'a@ttﬁé it 5oy 88'd g Theddn Kﬁﬁsrafédeﬁbv@l\&ﬁfblen}bﬁaﬁieﬁbﬁie ">
</cl ai m> +<signer |icensePartld="Amazon "> gol icy> [00189] In an

exenpl ar yhercﬂxmhl AeHtfor sanppssewsiopr Bkt paincipal 24 allsquite leagta b8 pEarsgplflen py:

"For all ers L te « L |l e

the. same SN dfe St I Ty w i Ch i BARIE 35y B L ot BHAtde! £ Trom

policy ofsyfand@spehiBetes. t iohn &xemplite embodinemef erGlbwe(Et B, 4, &,a0f ea, i f (a)

the signers are sane, (b) the offered resources re _sane, . and

price, fd?ecmaudpp@deme@ yREdOR baother glause,by ﬁ‘é(ﬁEg thesgondition Vlaég’sfof han t hat

of the cl aui) mg&%xerrpl ary policy/claimconbination can be expressed
g

€xain . ?
usi ng the ntract Expression Language, for exanple, as given

by: <policy> <c| aim> <forAl varName= "A "/> <forA|I var Nanme= "B ">
<cl ause var RefCGlaus&E"H A, R, dﬁﬁ'@g’@d}éﬁfglzd/[ Clause’, Claiml, ..., ClaimN], C]),

where Claiml, ..., ClaimN are any assertions to be used to evaluate the Event and Condition
of Clause’ in the current context.

[00198] The exemplary Contract Expression Language, advantageously, can be
employed for specifying performance and non-performance dependence, such as
remedies. For example, in order to specify remedy and warranty, conditions to
specify whether or not an obligation or prohibition has been fulfilled in the past need
be employed. Otherwise, some other obligations, prohibitions and/or rights may
incur. Advantageously, the conditions 224 “Exercised” and “NotExercised” can be
used for such a purpose. For example, a Clause(E, P, A, R, C) can become dependent
on not fulfilling an obligation by adding the condition NotExercised, for example, as

given by:

Clause(E, P, 4, R, AllCondition/[NotExercised/[Duty, StateRefernece, Count], Cj).

[00199] Similarly, a Clause(E, P, A, R, C) can become dependent on not obeying a
prohibition by adding the condition Exercised, for example, as given by:

Clause(E, P, 4, R, AliCondition/[ Exercised/[Ban, StateRefernece, Count], CJ).

[00200] The exemplary Contract Expression Language, advantageously, can be
employed for specifying delegation. For example, delegation can be important in

highly dynamic and widely distributed systems, because delegation provides
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52 WO 03/094077 PCT/ US03/ 13352 <cl ause varRef= "B %

<csx: xm Bool eanExpr essi on> op: equal ( xf document(./../clause[1])//r:

i ssuer / dw0 ogjogroat ure/ ds: keyHol der, PCT/US03/13352
xf.docunent (./../clause[2])//r:issuer/ds: signature/ds: keyHol der) AND
op: equal ( xf.docunent(../ /clause[lJ)//r:grant/r:resource, xf
docunent (./../cl ause[2])//r grant/r: resource) AND op:less-than(

op: nuﬂbeﬁ%&ﬁ& il 12 ?%&%n}g/ of k@%ﬁﬁé&io}lé/ RiBit{ony, MEahe KkHAY GBREsHhat / rat e) ,

op: nunbe ause ant/ sx. f ee/ sx: paynentFIat/rate) )
</ csx: xnmhﬁmomﬁanﬁupnmsﬁn@nalcwwpauﬁﬂ$aI¥ESMgNEﬁCbnﬁéﬁgypamphﬁﬁl%

"Rando u </polic 1] The exe Coptract S
Languagggeétf\?an‘f‘g P y’c g 11’8 %8 nﬁ%‘f gs/lB B e|gnéo rugrt%isafnd bi ndi ng
rel ati onghifSas FQh iBpReR |p%nnﬁ§l@h'aﬁéta|ls@ﬂ§smg fheCdet as0 Eﬁi@bgaﬁé” § giat she
Managenment, content reference, e-conmerce, other distributed services, and

the Ti kedelcgatwamm be Explivithc spesiiddetsie dRTBIEIPE] &5 Oplgationoa srhikiEeN each

ot her. op to t ri.ncimpal s of such interactions being previously
unknomn ?B 9@5@% %?ﬁé?ng?e§U%Y%%§'to be controlled can be noving from one
systemto another, for exanple, when a novie can be downl oaded from a

di stributor siGrefB, B ‘ddeneP® €hd access on the PC al so needs to be
controlled. Further, the behavior of some principals may be regul ated by
policies deflﬁbdfﬁbeﬂﬁ@ﬁmbr¥ﬁ%ﬁpals for exanple, when usage rights to

consuners are gr ntent owners. In such situations, however,
L Yk DG gontent |
traditional a§§b ﬁ g Ko abl i shing and enforcing access control nmay

not hold. [ 00 ? d&%%ﬂt&s@gﬁ%d%biybe zﬁﬂgzhzbmwo%efe&kgzﬁﬂn be expressed as

contracts speC| sing the exenplary Contract Expression Language. The
present invention includes the recognition that, when a contract is to be

execut ed jo42] Unﬂ@éoﬂlfﬂ%@ RaheRfa pMdRipat P1 dél"eglﬁés ﬁﬂﬁct@ﬁa&o hsoth@prigcipal hi n t he
contract nust det erm ned. For exanpl e, i ssuer can grant a

pri nci palP2p the mngmpat ®2pWag ia teoneréormy hes p@cm &an MC%ﬁttha&PHﬁ’&éléf‘d on the
exenpl ar Cbnt ct Ex &£ n nguage. However, P needs to establish sone
| evel %FP ? Fﬁmng §$g§%%% to ensure that | is alegitimate
authorlty to grant

OnBehalfPrincipal/[P2, P1].

[00202] The exemplary Contract Expression Language, advantageously, can enable
numerous exemplary contract processing system models. For example, based on the
exemplary data model 200 and the exemplary semantics model, the exemplary
Contract Expression Language can be used to configure numerous processing system
models. In an exemplary embodiment, the exemplary system models, for example,
based on the logic semantics of expressions specified with the exemplary Contract
Expression Language, can include query-driven models, data-driven models, conflict
or multiplicity-driven models, backward inference models, forward inference models,
conflict resolution models, and the like.

[00203] In an exemplary query-driven processing system model, for example, for
one or more of the contracts 202, a query in the form of the clause 212, and a context
in the form of a list of the claims 308 can be submitted to the system for processing.
The clauses 212 in the contracts 202, for example, together with the signers 210
thereof, can be matched against the query to generate a query response. In an

exemplary embodiment, the event 216 and the condition 224 elements can be
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P such a right. [00193] In a further exanple, two honmeowners can sign a
contract and require respective famly nenbers of the honmeowners to bind
to the coworiape407Accordingly, a 53 WO 03/094077 PCT/ USO3pC385883/13351ndi ng
relationship needs to be specified in order to determne who are bound to
the signers, and, for exanple, the corresponding signatures. [00194] In
the exenplary Contract Expression Language, such trust and binding

rel ati onghi psieq iPke £%AMRE SnfdFRRHRE pPREGI [P thel!sérgkit A1l Gleaélamse8QB2W th the
acts 220 Hﬁ@rusgngné ﬁging." Aﬁva t ageously, such relatfonships can be

?E;igig bmgﬁﬁﬁghéghggfghheug§igmgmnﬁ®ﬁﬂcnh@ﬂ¥m§©ssiny subj ect to the event
an e conditio .t l.nci pal (P), 218 '
to the | LRGRHT'( 17 %3 eremplinn Soupisiven oS pBfm ke id Salbles i 1

G ai M [ EgpPor mbfdiStthe contrdets 20804 cGhkiin[the fdtm ofd el of the clédms F0B0EA5]
Advant ageously, such rel ationshi ps also can be defined at the_ clause 212

I( %/el2 1gybs gdtnﬁi't‘upd 1ty tI(ljensytstﬁam tarairpaesoise.t Ahe clayeessd 17 ip theBPEACtS: D% BY¥ event
an e, condit C) 22 iLnehnad [
to a cl afiSEKe, P&Pt%g&g’ ]10@? (Sé%‘wrsglﬂ%/oe%ﬁle%?/&{ '&ﬁ (g:h%é(tﬁé,eg%?[r%@ éﬁéﬂ% tC):i ndan

G ai N [ Ecofitio b elemefiis sedisfidd08 1B tomdeaaadibagleliversdahaaedponst Ipaini cy or
bi ndi ng policy, for exanple, can be nndeledégs an assertion. .I'n_an

exenpl ar pxenpleni pekediment, pthet clayses 7d 2s ek sen oy the igsponse £aB R theyst and

bi nd, an e sh - 1 nsel ves and what ever they issue, and anyone
shoul d b%ﬁg??%yfﬁ%%%% géémégg what ever they sign. Accordingly, the d

f ol | owi ngo0208] MBIncan etrenptmgeconfio ndiniltpldityydrivearpresasipl systes mpdedn by:
Clain/[ _, P, "trust", P, _J_and d aj , P "bind": R J .54 WO
031 00407 FormesHmBk iy 65 confeci ATt SryeRiT Fbe e PEERs &
%ﬁggg?g 3%{59 f%gi'éacg%urs@se 2 gﬁng?lg&a{rﬁ)g@ havied bRmaPREidpaldactdeRssnbercigls among
the like, that can result in a conflict, and a context in the form of a list the claims 308
can be submitted to the system for processing. A conflict resolution result can be
provided in the form of a minimal subset of the clauses 212 in the contracts 202 that
can be chosen according to a preference, conflict resolution rules, conflict resolution
policies, and the like, which can be defined in the contracts 202. In an exemplary
embodiment, the clauses 212 that can form the conflict resolution result can be the
result of resolving conflicts among the common principals, acts, resources, and the
like.
[00206] The exemplary Contract Expression Language, advantageously, enables
exemplary context models. In an exemplary embodiment, a context can include one
or more propositions, for example, that can be used describe a state of affairs, and the
like. Semantically, the exemplary context can include one or more propositions
generated by one or more of the exemplary Contract Expression Language claims
308. Advantageously, the exemplary context, for example, can be used provide a set
of factual statements that can be used to validate conditions related to the events 216,
that can be used to validate conditions related to the conditions 224, that can be used
to identify and match the principals 218, the acts 220 and the resources 222, that can
be used to form trust relationships of the issuers 214 and the signers 210, and the like.
[00207] In an exemplary embodiment, the exemplary context, for example, can

include propositions to declare that the principal (P) 218 possesses a role, such as and
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validity of the clauses 212 may be dependent on the validity of another of
the clauses 212, such as the grant 302 for aright to view an R-rated
novi e carwbeasgdependent on the claim 308 for an asserti onPCRAIS03/ 3352
principal 218 is at |east 18 years old. Advantageously, the condition 224
"Valid," for exanple, can be used for specifying such a dependency. In an
exenpl ary enbodi nent, a Cause(E, P, AA R C can becone dependent on the
validity c &p@hmgmﬁnple as
val L1 s AALPSHIcC ey, R LSvRIAIA R Perud bt

C ai m\], tHe]ipsuenip2 &4 Ghadsirind binds toGvhatevér dlheesigmgr (§k 3 s1grm éf R s one afsed t o

eval uate the Event. an Caondi ause he c nt context.

[00198] tesEeEnpl4pPyt ﬁsrreaw?@fﬁ?%%g%wpma%a% e 8’{;‘%‘& gé’l ‘)‘é can be
enployedg{ L §peC|fy|ng per f or mance and non- perfornance dependence, such as
remedi es. For exanple, in order to specify renmedy and warranty, conditions
to specify whether or not an obligation or prohlbltlon has been fulfilled
in the past né@én(IbR resifsh sgedsray: ﬂﬁ?é@ﬁfﬁﬂﬁ%mﬁgﬁg’ ¥ i gati ons,
prohlbltlons and/ or rights nay i ncur. AdvaftagE8udty, the conditions 224

"Exerci sed” ) erc an be _u pur pose. For
exanpl e, a O & g@@%ﬁ?t¢§tl(5§ S%? ﬁm%@cgﬁgm%nwma”ghpg)on not fulfilling an
obligation by ad i} Ly sgxanple, as given by:
C ause(E, P, ﬁ?'ﬁ#q%fwgg%gggggn ??@hﬁ%%ﬁﬁﬁgf %?aIeF@fernece

Count], C]). [00199] Simlarly, a CIause(E P, A R C can becone
dependeniy@ipgnot plePeyilskrae Qf&&h&il By iaeishi P cdshiag GoNentd0omakeeer ci sed,
for exan%?@ﬂ’gs d?geﬁ'by é &gqﬁigyR AIICOndlglon/ Exer ci sed/ [ Ban,
St at eRef enribe exen@anyt(}qn’f@}ﬂ) EX}PY@@E@OP@W@%@XMCB@ a @ty Gt ik FRES | on

cxanp 5. b GRRor aE ety it Ot JOFRHLY MRRERRLP FO!

di stri buteekesavs 60N Tag ai@@tcanbsar dRregal b@ﬂraﬁstBOZdﬁSredﬁﬁ ANDMDBE6 WMbibase
PCT/ US03/ 13352 nechanlsns for g$SS|n rights, obl

ati on
pr ohi bi t i6@Asandan gonteret G03K & oxder ¢a rSSPoﬁéenﬁEQ to ‘i}i’ﬁg iﬁot %% eseen or
speci 1 e ot ehbBRnnE HALEAGH o oI AL Sodkpor th@eéohasas 2fdvantrgeous! y,

delegatloﬁang € specl fre usi ng egat i onCont r ol XrM. as a an
inplicit seﬁaaﬂm&anadblaﬁdhalcenxemtsﬁmﬁg thélquawt6%2®ﬂ'nheluégah%ﬂas@ 2Hatfor he

or o bi 1B catEtRE e, Fr by Cekchetin 41 - QR BOer A pop il o 2

" del egat %ccorﬁmgq) the propositions expressed by the contracts 202 and the context 608, for

example, by verifying if the query 606 can be logically proved by the propositions
given by the contracts 202 and the context 608, in order to generate the response 610
in the form of the grant 302, the duty 304, the ban 306, the claim 308, and/or the
intent 310 elements matching the query 606.

[00209] Advantageously, by employing the exemplary query-driven model,
sophisticated processing systems and tasks can be configured, for example, according
to the modality of the clauses 212. For example, when the clause 212 of the query
606 includes the intent 310 element, the processing response 610 can include a set of
the grants 302, the duties 304, the bans 306, and the claims 308 that match the intent
310 element of the clause 212. In an exemplary embodiment, matching the grant 302
element against the intent 310 element, for example, cam be given by:

Intent(E, P, 4, R, C) « Grant(E’, P’, A’ R’, C’, Ilist’, Slist’),
EventImplication(E, E),

MatchP(P, P’), MatchA(4, 4°), MatchR(R, R’),
CondImplication(C, C°),
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Duty/f E, P, "delegate", K C], Ban/f E, P, "delegate", K, C]. where Kis
any Cl ause, which can be in turn about another del egation. [00201]

Accor di ngwe,03iaem7 a princi pal P1 del egates an act 220 to &ootuses/13361 nci pal
P2, the principal P2 who is to performthe act 220 can becone the conposite
principal, for exanple, as given by: OnBehal fPrincipal/[P2, PI]. [00202]
The exenplary Contract Expression Language, advantageously, can enable
numer ous exenpl ary contract pnesgsaimg)system nodels. For exanple, based on
the exenplary data nodel 20" Qasdfche:Exeapl ar g, el ).dsonodel , the
exenpl ary Contract Expressiousskiagiuage can be used to configure numerous
processi ng system nodels. InC&wnékémpWa&QIEmbﬁavnent the exenplary system
nodel s, for exanple, based oﬁWVﬁ€”W6@¢bA§%ﬁdﬁ#r@@ﬁ%f expressions specified
with the exenpl Contr act reSS|on Langua , can include query-driven
nmodel s, dat a- dmwméd’ﬂvﬁév§—@@@ é} gt|0|ty driven nodel s,
backmard i nference nodel s, nflict resolution
nodel s, and the |iKke. [00203] mlwa &‘Eg%%“%mgrgzen processi ng
system nodel , for exanple, uﬂm r of the contracts 202, a query
in the formof the clause 212(1@Q @mgg@t@xh Rt @ e, Jienref  a list of the
clains 308 can be submtted tqabm@quﬁt@@]for proceSS|ng The cl auses 212
in the contracts 202, for examymegdepgether with the signers 210 thereof,
can be mat ched against t he quetlyim{EPgeniek tléstasSigiery response. I n an

exenpl ary enbodi ment, the eventriGemaBd Uhe Cclsditistdn 224 el enents can be
56 WD 03/094077 PCT/US03/ 13352 sinplified based on the information

provi ded in t Heetlonbiasan@@id < Renidhairgd€/212  mat ching the query can be used
to formthe qd@ﬂymwéyﬂwﬁ%é)‘féﬂﬁwﬁﬁ In an exenpl ary context-driven

processi ng sy§?@ﬁ@ﬁﬁ@‘w ﬁdr exanple for one or nore of the contracts
202, a context JLhe clainms 308 can be submtted to

the system for® g%@& ” C)f— m1f%‘&m%%212 in the contracts 202, for
exanpl e, toget%&ﬁé;ﬂaﬁzz thlgne 210 t hereof, and having the event 216

and the condition nts satisfied in the context can be delivered
as a response. In an exenplary enbodi nent, the clauses 212 that can form

the respoggerianThe hbe e}‘éérﬁ%lﬁfgﬁ?ﬁﬁ olﬂq:irﬁbdsﬂtohbefo@(ﬁsthmple, ch@®20BEd ko an
exenplary conflict or multipliC i driven processin systﬁginndel for

exanpl e, dwput@rgfantrthmnetcms Etgaélst@mtm%ta?, P 1s igsued 1554 Re form

of one Orexample, of a promise including the grant, or that is issued by a bound signer, for
example, of a contract that can include the promise including the grant. In an
exemplary embodiment, when the clause grant element in the pair of exemplary
propositions is replaced by the duty, ban, and claim elements, for example, to
generate other three pairs of propositions, one or more grants, duties, bans, and claims
can be generated as the response to the intent. In an exemplary embodiment, the
“BEventImplication” proposition can be used to specify the logical implication of an
event (E) for another event (E’, for example, E — E’) and the “CondImplication”
proposition can be used to specify the the logical implication of a condition (C) for
another condition (C’, for example, C — C’).
[00211] In an exemplary embodiment, one or more grants, duties and bans can be

generated as a response to a grant query for generating a duty, for example, as given
by:

Grant(E, P, A, R, C) < Duty(E’, P’, A’, R’, C’, Ilist’, Slist’),
EventImplication(E, E’),
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nore of the clauses 212, for exanple, having comon principals, acts,
resources, and the like, that can result in a conflict, and a context in
t he formwD oaop403t the clains 308 can be submtted to theCTusvEFM3SDr
processing. A conflict resolution result can be provided in the formof a
m ni mal subset of the clauses 212 in the contracts 202 that can be chosen
according to a preference, conflict resolution rules, conflict resolution
policies, and the |ike, whiGhre@nphendedinedraerrRe’ contracts 202. In an
exenpl ary enbodi nent, the Gohdusesiod®2Ch,hat can formthe conflict
resolution result can be thember@dlidtd, of resol ving conflicts anong the
comon principals, acts, r&&oOf@syEaRd4t ke C)lfe. [00206] The exenpl ary
Contract Expression Langu%ﬁﬁv’a’hta eous| y, ,enabl es exenplary context
nodel s. In an exenplary enfyét @e@é”,““’ ﬁﬂe‘%‘gﬁg n include one or nore
propositions, for exanple, RriPeEn Be s éss@‘ri be a state of affairs,
and the |like., Se ti ly, the exe ary ., text can include one or nore
proposi tions Gé’@’ ratle %Yﬁﬁéﬁ ia?@%ﬁgg Tll%ét%gﬂé’xenpl ary Contract Expression
Language clainms 308. Advanjage ,p),wa;gh @,I@%%thyjy);ont ext, for exanple,
can be used provide a set ®@Lihgghibalc, gpatements that can be used to

val i date conditions rel at edsdleidsliseyents 216, that can be used to

val i date conditions rel at edCldugedfiDey@miAIRANG), P24, that can be used to
identify and match the pri meopedOfPR18, the acts 220 and the resources 222,
that can be used to form tSzseE 8] ationshi ps of the issuers 214 and the
signers 210, and the |ike. C4p@2b "’difnaa(h”e%éé’y{]g[ ary enbodi nent, the

exenpl ary context, for exarfﬂ”é(,D”’éf "4 &t e B (yposi tions to declare that
the principal (P) 218 possesses a role, such as and 57 WD 03/094077

PCT/ US03/ ipistrator role | ' ; Lfwhey and
si gned b),[&&?ﬁir uﬁ@l \?\h@f‘lg\r/aé?s a{lheexelméjiaggr&?ﬁmgﬁxe% ?Z%%%lg%ﬁgﬁgl nds to
what ever 4881 §h 9RETexénpladil Contrg@tSExprésskn Bannegafl Int FiS.i Bsuer or fibde or t he
signers 210 of the correspondi ng statenents

for, exanpl e, as iven by:

O ai ([ ] ,comiragin P8R storedd fen centragisodatabaser §04 (cpp dhe Prycessed by the) CEL
(err) menber%O b ' ,?g $hiin bt the hki668, ifordef Uslielda G,
list, o P es%%@%naﬁ%‘é%%a% ﬁ{‘ﬁ%ﬁbeﬁp, °st). Glain(E P, bind S,
C, List, 1Spostd infthEdent ¢ claBerdppsedrie tizeronRact02ghat is ydoioghe gven 6
illustrates an exenplary query-drjven prqcessing system 6 on the
exenpl ar yeoufsxt 0481 1Bx3Y %%?ﬁﬁ%l%{fﬁb?fﬁﬁ’gt’ Rid ﬁ’f@ﬁ%’, ageﬁfgrtglg%g%ﬁ%q he form
of the Cls%ﬂ%gti%l&oﬁérbf{%ﬁe RkORERSEdoRYact Fxpiistion Tonpxdpeasaiteptsladghage ( CEL)
processor b6 agal nst one or nore the contracts 202 stored in a contracts
dat abase semantics model of the context 608, the exemplary system 700 can examine

propositions of the form Clause(E, P, A, R, C, 1list, Slist) that are expressed by the

contracts 202, can evaluate the conditions of the event (E) 216 and the condition (C)

224 elements related to the events 216 and conditions 224 thereof, and can output
such clauses with corresponding conditions thereof being satisfied as a response 710.

[00213] Advantageously, the exemplary context-driven system 700 model can be
used build system applications to notify of valid permissions, obligations, prohibitions
intentions, and the like, within a given context, for example, in order to perform and
execute a set of contracts. In an exemplary embodiment, the response 710 can be
generated by evaluating propositions, each of which, when evaluated to be true,

outputs a valid grant 302, duty 304, ban 306 or intent 310 element, for example, as

given by:

ValidGrant() <Grant(E, P, 4, R, C, Ilist, Slist),
Event(E), Cond(C),
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604, and a context 608, in order to generate a response 610 to the query
606. In an exenplary enbodi nent, based on the semantics nodel of the
contract swp@2/osad’ t he senantics nodel of the context 608PCThsowssy 606
can include the clause 212, for exanple, such as Gant(E, P, AL R C), and
the like. The query 606 can be processed according to the propositions
expressed by the contracts 202 and the context 608, for exanple, by

verifying if the query B0§cranE Bes 0l malstiy) proved by the propositions
given by the contracts 202 and the context 608, in order to generate the
response 610 yuurtbe £ DumEPP, 4 REC, gisamisy 302, the duty 304, the ban 306, the
claim 308, and/or the Bak@nCodi®), el enents matching the query 606. [00209]
Advant ageousl y, by enplioyegyEhd deRéhflisatliyguer y-driven nodel ,

sophi sti cated processing systens and tasks can be configured, for exanple,
accor di ng toIﬁhémmﬁdamwﬂ@PefRﬂﬁ@”&@@dees 212. For exanple, when the clause
212 of the query 606 ifier@HEeHH é 210 el ement, the processing
response 610 can i ncl ucfé”t%(%r@lf o‘ﬁR tCP{ 3%’%‘2 ts 302, the duties 304, the bans

306, and the ¢ th c j,ntent 310 el ement of the clause
212. In an exé%@?gﬁ ’é§2%%g?k(Pﬂ&tﬁhﬂg the grant 302 elenment against
the intent 310 el errent, Ot ;@1 & Cq@gpslggt)gl ven by: Intent(E, P, AA R O

f- Gant(g, P, AA R; C 1list I'i'st’” Eventlnplication(E, E), MatchP(P,
P), MatchA(A, A, NhtchR(R R) Condl mplication(C, C), 58 WO 03/094077

PCT/ USO3/[d¢P3  MRyb@filfustralds Sah)exeﬂp&hiﬁ ehflicx aﬂh(uﬁlpllcﬁy-d@a,veﬁ,pr@ﬁsd\hgt Sli st
), Pro), Issuing(Pro, I), daimE P, trust, |, C Mst,

Wit e( G awstem, 849 baged Rn e eesplary Sjqniach lixme?fsmneh@lq@ag@ I tflquu
S antlE ey Huioy 0o o IS M
CI aused (donaadt(282,cal’ resulPt in dRe of;mdvk off theStlasdes P12 Iﬁlaml)lg a fatentiab e@liey o, CE),
S gni ng( C%Er e;%a)lmple such a grant and a ban or a duty and a ban applying to the same
principal, act or resource, and the like. The processing of the contract 202 also can
result in one or more of the clauses 212 having potential multiplicities, for example,
multiple grants, or a grant and a duty, and the like.
[00215] In order to resolve the above conflicts and multiplicities, advantageously,
exemplary preference policies can be specified in the exemplary Contract Expression
Language. In an exemplary embodiment, the preference policies can be relatively
simple, for example, such as ban overrides duty, which overrides grant, and the like,
or relatively complex employing the authority of the issuers of the clauses, for
example, such as clauses issued by a higher authority are preferable to others, and the
like. In addition, the preference policies can be based on the specificity of the clauses,
for example, such as more specific clauses are preferable to more generic clauses, and
the like. Further, the preference policies can be based on the issuing time of the
clauses, for example, such as more recently issued clauses are preferable to older
clauses, and the like.
[00216] In FIG. 8, in the exemplary conflict or multiplicity-driven processing
system 800 model, two or more clauses 302-310 with potential conflicts and

multiplicities in the form of a conflicts or multiplicities input 806, for example, can be

processed by a Contact Expression Language (CEL) arbitrator 802 against the context
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Cain(E P, bind, I, C Mst, Slist), Wite(Gant(E, P, A R C Mst’
Slist )). Eventlnplication(E E) F-Event(E), Event(E).

Event | nplwoasion(E, E) Event(E ). Eventlnplication(E E) PCT/US03/13352

Condl nplication(C, C - Cond(C), Cond(C). Condlnplication(C, C) Cond(C).
Condl mplication(C, C). [002101 The above exenplary pair of propositions,
for exanple, can be used to output a grant that matches against an intent
and that g afhﬁc‘ﬁ%fﬁ% oY o rﬁﬂ’éscﬁﬁﬂls'ﬁ)%uﬁ{d’ 2 61 of SreaFRl®, policicd srediise

i ncl udi ng e grant, or t I's issued by a bound signer, for exanple, of
a contr apbhméﬁadataj:ase BOEI Indam ¢><I¢mp[imm eirdedinmant, pdprAtPTeice T@}ﬂ'fé{m as dgfingd

exenpl ary enbodi nent he cl use rant

exenpl ar %y the FFELFIeH? ¥e§ bFAY ehaé)pge‘{l %g‘%}g eie%&)ﬁl}%?f pal oA - s,
for exanp @ei Slﬁlt c&%%f:ﬁiz% IQ)ttBereteHﬂﬁﬁQN}ﬁ@h bﬁtmfmlwt@mesmmm,o iepearr nore
grants, dutie bans, and clains can be generated as the response to the

i ntent. prefaablemmﬂlapﬂlemmdm f@éﬁItOfatIﬁ@)lumE\/f@ﬁH%%ﬂ i cation" proposition can

be used ci the I i.cal t| f \ th
event - ( E100AGE il oG iERIER, jorRplpf ol b g B P el uleRrerRBC. 1Y, o
can be upamblé®, %e%kMpIehEa&lhmpﬁw@amBOQrmlol @atbheon ve:fte)aambhmb vertiney C) for
anot her condition (C, for exanple,

- [0

embodi mesan be pennsetefdram gpa i e ofheti 1§§n%1ﬁ]6u§5’dﬁ ?r"cférﬁ%%éo rt]]?fe%g cﬁqt%l g; ya
response ¢ :
o She TS THE o Uy B G BRI, e e (o S cxanad ven b
Event | nplij @li?d P, Ezvh&): 2 SOUNE’ 0RO WO TBdECTH SO 8H 1835Eng Nk cdoppeeted) |

Mat chA(A, A ), I\/B.t RR .R, d|
a aﬁse(O‘ (ﬂm%;( eA dipSt selijen caybe o 5t 1 L UPRGERFD, PSP CRAIh T 1 ust
, C Tl 'aﬁ{&ﬁqﬁ%’éﬁk that hag\é'lﬁlﬁ(tptﬁe)’élgen %rteﬁ‘ aﬂaxl)f the g &t verfxitib nd one td ant (E,

PA, R O
link thereto the glven vertex can be a source Based on such a solution, an

algorithm can be employed, for example, for evaluating the proposition:

ConflictResolve(ClauseList, ClauseList, OutputList, SomePrincipal).

[00218] and as given by:

ConflictResolve(f W|X], Y, Z, P) « Overridden(W, Y, I), ConflictResolve(X, Y, Z, P).
ConflictResolve(f W| X ], Y, [W|Z], P) <« ConflictResolve(X, Y, Z, P).
Overridden(W, [ X | Y], P) < Claim(E, W, procede, X, C, Ilist, Slist),

Event(E), Cond(C),

Member(d, 1list),

ClauseOf{Claim(E, W, procede, X, C), Pro),

Issuing(Pro, D),

Claim(E, P, trust, I, C, Ilist’, Slist’).

Overridden(W, [ X | Y]) < Claim(E, W, procede, Y, C, Ilist, Slist),
Event(E), Cond(C),
Member(S, Slist),
ClauseQf(Claim(E, W procede, Y, C), Pro),
PromiseOf{Pro, CE),
Signing(CE, S),
Claim(E, P, bind, I, C, Ilist’, Slist’),

[00219] The exemplary algorithm above, for example, can be based on an
implementation of the graph-theoretical solution to resolve potential conflicts and
multiplicities in a list of clauses, “ClauseList,” and to output the resolution result 810

in a list, “OutputList.” In an exemplary embodiment, the argument “SomePricipal”
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Eventlnplication(E E), MatchP(P, P), MatchA(A A), MatchR(R R

Condl nplication(C, C, Menber(S, Slist), dauseX(Duty(E, P, A, R O,

Pro), Prwoisset(Pro, E), Signing(E S), Cdain(E P, bindpCIrjusty/13st’,

Slist), Wite(Duty(E, P, A R C Mst', Slist)). [002121 FIG 7

il lustrates an exenplary context-driven processing system 700 based on the

%gnp![ ary Contract Expression Language. In FIG 7, one or nore contracts
stor t t ; ; i el

or ocessoriio enBRREA 16 el BRARE e R e DR e05, i

order t opylicisttan bertasedigerican bhbofmi tmtlef pandpaluse expressed in the

contract 202 that is.valid in the given context, 608. |n.

enbo reHZ20hr K1t il Gt 2B go b SBediP af Jrordd e R Y e
exenpl ar y, LNt FEt exXEx &S T RMrabARYHRESCPREGASES [ANDG, 19e the exannslings model
of the co%st ext 0861 t?(iﬁzxerrplaaryg%{sstem 70%ﬁ§an exam ﬁt roposi?isons gf
t he for npficessam( &ste) 9A0 nRydel, advhmtageosklys £yn ehable areotkilpveds aAPIFPE: he

contracts 02, can. eval uat e the gondit.i.ons t C d th
condi ti oﬁre%%?nce?ﬂmbqséﬁﬁ% w @8?8{51‘885 afaare 8 %/teonﬁ"gerg%g&a%sﬁrg%%t?@ ns 234
t her eof , $@NGnE@kts OULPsbredSHCiRe oatis@s dMabiseC604 esthondisngee ofidi¢ O8RS t her eof

bei ng satisfied as a response 710. [002131 Advantageously, the exenplary
cont ext - gracessar é@%@@ﬁh%z@&lnﬁbétat@a%)zbe used build system applications to

notify of | d perm ssi,ons, i ' , eProhi b t | ' At and th
like, wi t[?ﬂ\é%llia g eeﬁxegg%%é/i(tﬂ?ﬂg) (r:)ér&g%?g%g?’ef,opiegag‘?l ’e&r:é?ltn%k%gg%lg?{ ug% eQecutg
a set ;)f ggggg zmciltnsthe Fernaef e uplyed0y, anbart oremdre dftige clempoiiecrmiloyshn be
generate y eval uating propositions, each of which, wh eval uated to b
true, 0@% putdgseEpigni Qifg&ieaﬁfmt%??o&ﬁ‘v  capabe 358d 4P ‘?%’tn@n? Sﬁtﬁfenel egente,

for exa ' : :d . ] . s Sli

Event ( oy e o A K5k Mg, DY ST ARRR S5 s o Fabicott ™ S R

86 IOI |( ch tid Blte, ) TheVEEL gibnrteysor BODaonsuEs aBet of thercordractsi2éR, foslekgnple, asgyent (E) ,
n :

knowledge base in the form of the contracts database 604, and generates a set of
possible intermediate results 910 to the query 906 as response. In an exemplary
embodiment; the intermediate results 910 can include one or more grants, duties,
bans, claims or intents 302-310.

[00222] In an exemplary embodiment, when the exemplary system 900 generates
two or more results 910 based on the query 906, the exemplary CEL arbitrator 802
can be invoked, initiated, and the like. The CEL arbitrator 802 can apply the set of
preference policies, for example, as a knowledge base in the form of the policies
database 804 in order to determine preference among the results 910.

[00223] In an exemplary embodiment, the policies can be épeciﬁed as a set of the
input claims 308. For example, each of the claims 308 can be used to compare two of
the promises 208 and can be used to specify that a promise is more preferable to
another promise, for example, such as in the form of “promise A precedes promise B,
possibly under some condition.” Accordingly, the output 912 of the CEL arbitrator
802 can include the outcome of such as preference resolution. In an exemplary
embodiment, if there is only one promise left, then the preference gets determined, for
example, according to the available policies. If, however, there are two or more
promises left, then the preference can not be, for example, completely, determined

and an external mechanism, error message, and the like, can be employed as needed.
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Wlt_e(DuI y_(E, P, A R C Ilist, Slist)). ValidBanO f--Ban (E, P, A R

C list, Slist), Event(E), Cond(C), Wite(Ban(E, P, AL R C list,

Slist)). woaBjgontent ( (-Intent(E, P, A R C Mst, SlisPrI/UskvesssyE),
Cond(C), Wite(Intent(E, P, A R C Mst, Slist)). [00214] FIG 8
illustrates an exenplary conflict or multiplicity-driven processing system
800 based on the exenplary Contract Expression Language. In the query-

dri ven 640,308 ANkRKLs diiSly WIRRERS! HcSUHLENITha bg: oCessi ng

of the ct 2 an re I'n one or re of the cl auses 212 having a
BOt ent i Flqucﬁg‘lfréd, (ftr)]n exahple, aasipdre ones ocimoee of tetquarnddravensidOp theacottxy- and a
an applying to the sanme _.princi .,.,act or_resource, .and.the.l.i ke. Th

plr ocessi AGVE 79heand dhg F%ﬂw%z‘m&ﬁg ClEyé&V %C[QI Pstep %’ﬁggf‘)‘r N delél%éi % he ©
clauses 212 HayipeoReicet idliplbity)-8iv&l hidRssside0sysenaraobemodémildahMee grant s,
or a gr an%q%gngé/g %ﬁty, ~and t_hlngli}}ke. OBZlSs]Sl Ig(l’)l }ér.der to F)esol vep:t hegabove
conf i ct soniighred)| ¢achl withta elfferenty satt eclgprsfereyce peliciesy| advyntpgeopdyefete

policies cap.be specified i.n the exenpl ary. Cont r i Of uage.

'n an oxenBlRg CRIGH AETFINEHS BRLTOrEnRai oy ol colt g el 0

sinpl e, LehofKaRiRinisiHERe ASmARR, AMané lides duty, which overrides grant, and

the like, or relatively conplex enployi ng, t he aut hori t@g t8ﬂ}‘q%‘1ﬁfhe i ssuers of
3

the cl auge8225] or FiGx A@rpillastraser lina sxemplgive dinkeds systemy 1906, Wutority are

preferabl e to other d th | i | ny, aghche t4 f licie
can be b SEEYPEHY pﬁgé%cﬁzg@]ﬁpﬁséﬁf’ymgéﬁ %% ¢ g%%efsd,’)%? %%@ne@gﬁpﬁgngﬁgﬁpas Irm?e
IS: peflhf Ic 6?%8&5 @S?taitedrnfeﬁﬁﬂloaﬁid&hé corflicteorgeuiaplicityedmumnetd0 systdm modeld i ke.

urt her, e preference policies can be ba on the Lssujing.ti of the
tcI auisgs, Oﬁ@fe entagrpicd With IResysteBy @MRORERE |1§8£ thap e mrt%’?éée g‘it%bgf B erabl e

o ol der . , lihke. n } exop|
conflict SB? lrﬁ}#?ﬁptrl?&q%%?%rzllg'enl&g&%gé Si ?118’ ﬂgéyg(%%plgjgg S?rég%gl , tvvofai:)?/ nor e
cl auses 3Q2mBI) cim bh upat engénatate tref dveots2 1andan heilusédoto wpdife ghe systee f or m of

a conflicts or |tiplicities input 806, for exanple, can be processed by
a ContacWOE%ﬁF@ggﬂﬁﬂ Panguage (CEL) arbitrator 802 against the context 61

VO 03/ 094G§726TCTHIE0I 11392 f1gMR Btk N UliRGaane the eReipliey ajiesy-dBGeand a_set
of preference policies stored in a policies database 804. In an exenplary
enbodi mentroceasipg of dhesysteny 60AOF FHG. bs TadGnd, atgjen hE2p fer eEme Bol i ci es)

For exarrpcllaelise A9 c%% baepgtlniai%gd l%gr %r%%es%ﬁ%%dagtystéﬁ/ 346MaR00ause 212 can be
submitted as the query 606. At step 1106, the query 606 can be matched against
clauses in the contract 202 from the database 604 based on the context 608 defined by
one or more of the claims 308. If there is a match, as determined by step 1108, the
clauses in the contract 202 matching the query 606 can be output as the response 610,
for example, including one or more of the elements 302-310. Otherwise, at step 1112,
an appropriate message can be returned. Additional of the clauses 212 can be
submitted as queries for query-driven processing by repeating the steps 1102-1112.
[00227] FIG. 12 is a flowchart for illustrating the exemplary context-driven
processing of the system 700 of FIG. 7. In FIG. 12, at step 1202, for example, the
trigger 706 in the form of the context 608 can be obtained for processing and at step
1204 the context 608 defined by one or more of the claims 308 can be submitted for
processing. At step 1206, the context 608 can be matched against clauses in the
contract 202 from the database 604. If there is a match, as determined by step 1208,
the clauses in the contract 202 matching the context 608 can be output as valid as the

response 710, for example, including one or more of the elements 302-310 deemed as
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to the input clauses 302-310 to determ ne which of the input clauses

302-310 is or are preferable over the others in the formof a resolution

resul t 81WOBOO@I7] The above problem for exanple, can becCanshygnss to a

graph-theoretical problem For exanple, each input clause 302-310 can be a

vertex and two vertices can be connected fromone to the other, if one

\(/:VIhauEe Is preferable to the other clause. The problemcan be to find out
ich vert alelal=] aph,

where 5 vUSE, Qhetlidaf il 155, 4T REFrpHIGHRRTBhe NARSE, WOORITEPT

t her et 0. th® BhieeBl608@htibe @uibmlauad ther dontexedtiyerf mc%Slgg\benep@hngﬂle si#pst her or

not there is another vertex that has a link to the given vertex, and if

the gi vehz%l%lézx has no one to link thereto, the given vertex can be a
"source. qf 6, S¥8Nisa 58 Glolichad, fo@”ﬂhﬁ{rgt%% then eamfayephfivecr for
exanpl e, eval uat i ng t e proposition | ct Resol ve( C auseli st ,

go a]lcjlseL![ ﬁletqf]lﬁtptdh\h/z\l/elsprocﬁmmmﬁ the ispsietn 800[c§ 2GS, AmE1Gs] Hiay siap By 92,
nflictResol ve
o1 et oo o fn e T STEAS T BB

Y, Z, P) lt%'lﬁ'itfésd:gﬁ‘ BE %taﬁr?édlfor:%rocé%hn@an@aﬁ!;tﬁﬁ E304Mnd3ﬂh@©m§es 3X<)2 ao list,
Slist), er(l, Mst), Caused(d a procede

X, O, Pcm) be siubsnmt@w};)@sprﬂme conflic e mulyplqmnegs rigget 8Q6. At FJPEtBb@I

Overri dden

Event (E) 001%}%\{3‘6("é)mulkl%%%é?s(%n%§rgss°il¥e\éllﬁgé‘§§§gﬁ’( %3\6"6"%?%& ldvx% 1ed ) diﬁe)(%? 0,
Pro), Prom 98@hé Rifms FoR, ard ﬁﬂﬂféiglﬁc@E poBkies Gpadifi¢E,n Bpe bornaprel of Ge M st ,
Slist ), [00219] The exenpl ary gorithm above, g e based
on an | apteisia o to Hhntese b oo 8 maUtilictisn cB o BSBVGE
potential gon

nd To ot gl Pud a0t be Rebfiel sBsisbal loRlpulhs e Ao e

exenpl ar ﬁlenﬂﬁwxﬁm@le, 1ﬁdsled1ag gueEsTt moSooe el depents 3083 10 aRy 05alyrd.

PCT/ US03/ 13352 can be
st at ed i (Ptheravisss at étPEIA],éiZ an p%gol;[noatee rnnsegsrage tcgr? be LS R BERRSE: Leladt | onshi p

clause 302-310 identified as having conflicts or multiplicities can be submitted for
conflict or multiplicity-driven processing by repeating the steps 1302-1312.

[00229] FIG. 14 is a flowchart for illustrating the exemplary composite or hybrid
and linked processing of the systems of FIG. 9 and 10. In FIG. 14, steps 1402-1406
correspond to the steps 1102-1112 of the exemplary query-driven processing of FIG.
11, step 1416-1420 correspond to the steps 1202-1212 of the exemplary context-
driven processing of FIG. 12, and steps 1408-1412 correspond to the steps 1302-1312
of the exemplary conflict or multiplicity-driven processing of FIG. 13. At step 1414,
on or more acts, for example, specified by the act 220 elements can be performed
based on the resolved clauses output as the resolution result at step 1412. Additional
processing can be performed by repeating the steps 1402-1420.

[00230] Advantageously, the exemplary Contract Expression Language defines the
grammar employed for processing contract expressions based thereon, wherein the
present invention includes the recognition defining a grammar can be the most
challenging aspect of a design. The exemplary Contract Expression Language, thus,
defines normative mathematical relationships between each one of the EPARC
elements, advantageously, enabling consistent interpretation and enforcement of the

exemplary Contract Expression Language by human and machines. The defined
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policies can be trusted by or can be bound to the principal. [00220] FIG 9
illustrates an exenplary conposite or hybrid processing system 900 based
on t he exwopBas47Contract Expression Language. In FIG 9, PChaSexespt ary
processi ng system 900 nodel, advantageously, can enable a workflow for
applying preference policies stored in the policies database 804 to
query-processing results 910 for contracts 202 stored in the contracts

dat abase 604 wi i s gk &diéhsiBE.
ar bi t r at 87862 .aﬁsl[logg)%{ﬁ @%&@gﬁ%&%@gﬁéﬁ%@%@%&%ﬁ %2@ for e;arrpl e, can
take as ABcdropgly, bhalmedt dufeteXiimnben nbiecohtrach cobstrunés apdevacabdericssssd one or

nore of the clains 308 enployed a escription of .the t ext. 608 and
that canb®expesepd; Wl@efheng@lg?s@%ﬁ‘?e%eg%i n mp?afé{ Gg%aaé:%;ﬁ])ﬁr%s,smg list of
attri butﬁg%%%gg the like, of objects, subjects, and the |ike. The CEL
processor consults a set of the contracts 202, for example, as a

know edggo0aate iThe Hevitar andfutisystemonfi et sxedwiatiasystesBadesaiordy@idr at es a

set of possible inte diate results 910 to the quer S onse. In'
an exenpfeapset t‘éﬁ%ﬁilﬁg gan ‘ioﬁgn‘i‘m?%?wéﬂ?wtl?’é)é’ at ¢ so’ﬁlf%m%gﬁo?sn%ﬁ&‘g e one or

nore grangg, UL dneRicludB 3RS sufthith ¥Brvefs, irRdtitfons Ogerddifdl cbipuR? (ACx).an
exenpl ary en%odl nment, wheh the exenplary system 900 generates WO, Or nore

resul ts Sipbohasmguters, t RAguEgrne0@pplidnses xishParpxesl medemey Ainthello2  can
be i nvoked,. initiated th i ke. Th - ar bj - .30 apply the
set of E?\QF"& OB icglﬁ]‘ggr, teﬁgbmée)?a‘%r %?%égl%rské\%\%\ﬁa Elefg)éjceeg’c)%nsdgﬂﬁig rlll?{tg he form

of the pehiiest pdairahas thBfbcistesOstite diwldaed exanphrpeebediaros. ditng t he
results 910. [00}%23] I n an _exenpl ary enbodi nent, t licies.can be

e
speci f i ededisesaandbsubsystems for FAMPE) SPMEOBOBIIGRET Wl aq%ﬁ@fheédwgo?nyt he
CLaLe SOBTACpRIoT e bh BOTRBANE Blng 4 DeErcRS SRBuRdyaa, he used

to speci 18'5}1 romse I's refer anot her prom se, for
exanpl e, agdahe @ikei NOhd @r frase iaferfape amichenisnp e ddeenployed, sfor Bxamplgssi bl y

under some condition." Accor%iFn |y, .the out Eﬁjt 9&3% oi t he qglzs%rpcietrat or
802 can imAPEES RIGENCH FCEERe I OBHRINGHOY B 8Pe L 1% L8 5P ER 25 1¥91%n
exenpl ar %o(ﬁgj{f;bqgrﬁgthke' tnéltetbf%ﬁé r%ohxﬁuﬁﬁﬂaﬁof?@ EreBi0Eh ahé Bk, ALRRAdinGS,

pref erence g eterm he exanpl e, according to the avail able
pol i ci es.comipuriatieus metvdrlr &/0aran inobuds; fovp prample.oilkgtess |COMIMUNIGAEANE he

Drf 1 ence, Ea0 O 0E. o0k ARl GBI Sl SLALELRGE: A80cg, oxterna

¢an oyed as needed.” 63 WO

03/ 09407 b\ BGEI/S3RBEL 33RDhohd BRRAIrks IPSTING)D Phclex ®apd Aeywaid (RIDNB) tthg

processi ng system nodel S can be configured, for exanple bafsed op one or
nmore of tlhernpteinyrankts, iebriso@mmpicalsms aiefworks, combinations thereof, and the

like.
[00232] As noted above, it is to be understood that the exemplary systems, for

example, as described with respect to FIGs. 1-14, are for exemplary purposes, as
many variations of the specific hardware used to implement the disclosed exemplary
embodiments are possible. For example, the functionality of the devices and the
subsystems of the exemplary systems can be implemented via one or more
programmed computer systems or devices. To implement such variations as well as
other variations, a single computer system can be programmed to perform the
functions of one or more of the devices and subsystems of the exemplary systems. On
the other hand, two or more programmed computer systems or devices can be
substituted for any one of the devices and subsystems of the exemplary systems.
Accordingly, principles and advantages of distributed processing, such as redundancy,

replication, and the like, also can be implemented, as desired, for example, to increase
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driven 700, and the conflict or nmultiplicity-driven 800 system nodels. In
addition, a sequence of conflict or multiplicity-driven processing system
800 nodelwowanydoer configured, each with a different set @CTASes/e336NCe
policies, advantageously, for resolving conflicts according to preference
policies, for exanple, fromdifferent authorities, adm nistrative donains,
and the like. [00225] FIG 10 illustrates an exenplary |inked system 1000

based on the exenplar n ' ibddwith Gspe@. tot he
exenpl ar 9‘%{88?%—‘%? ia\g(iﬁ;érfg%ﬁ%&?%tef tg%ﬁ%%ﬁx}?lhﬁ??fg%%%%&%égd the tonflict or
mul tiplipi¢y1dr4, ven 800 system nodels can be integrated with other system

conponents 1002 that can performthe_acts 220 as fP(?Ci fjed i,tr)1 th% cl auses
212.  AdvHMR233k o eyexepipdary susipng dysaiped evibisarsct {¢ arpfE °t4i¥%e used

to gener gt h a‘Q’F'iP i 8. SYisit Giforredhext , and
the |i ke%’ %8’%2‘%&%“%%? r%%ﬁ}gsﬁa g\sz\gﬁ%rg%&fpgé%ﬁ%yug%ﬁreati ng. t he exenpl ary
quer y- dr tameBe spr@CRSEieng mbre iemsyist, ewrl6 09 adiard-(iSk, epticehdigkGnagneto-at st ep
1102, for exanple, the | ause 2 can be obtained for processi and at
step 1102rH¢R d&kaWQEggé%ﬁ @ gﬁ@ﬁrf{]etv’tcgﬂ and SpRaYerey 39?6%6.@(%&3 ep 1106,
the quer ¥%sg&%ﬁ%ca@%@%r nﬁhfehﬁgtaﬁ&% N5H the CHAMGE SarldN st steMBt anCttoOthef rom t he

dat abase ased on the context 608 defined by one or nore of the clains
308. |f tdfermation wsetwo dimpleasent dheeexrmmarybymbadipents.0 & het dpsabaggs 38 i n t he

contract 202 matching the query 606 can be u I 610, for
exanpl e, OF§RIAGHi MRS HE? trmcﬁ’ﬂﬁﬁ% Sélf;gtaﬁéeceqr sﬁ%fé@@%ﬁ?%%?&ﬁﬁ%ﬁ%@%s at step
1112,  afRPRAPHE BEE HBESA0R RN oPtorebiields, Adtli dsi thaaherndridsHistal auses

212 can be submtted as queries for query-driven processing by repeating
t he stepsbdi02-1112. [00227] FIG 12 is a flowhart for illustrating the

Do, ot sNfb oA i PRy shitfnSMERRIN W RErE O T3S T ot o

at st anple, In the formof the context

608 can hejpbipbeshvietiently dopkaicnpdanihgadnesdreporelRdérai-perpoon tarpute08
defined by one or nore of the clains 308 can be subm’tied far r,Qcessi ng.

At step BIEEMStHECTERACSHISoHGiBlLHSHY DHREEHIS %?'ﬁg’?m&l Qs q‘ﬁq e
cont ract é),%(?é‘?:{;:@%w éclagrdgr?%t ?}&,?iﬁegteg%né br e Bk cloged pﬁ@ﬁ@ﬁry asbs@iehfEl ned by

step 120 cl ause contract 202 matching the context 608 can be
out put aApabpribt@softvee caebpongdy piépardddyy prarapimers of erdigiryigkidaset nore of

g]ﬁesbmesnz’gttg? tSegé@gég@%%g g%%log%b?’%é‘m %gﬁﬁgﬁ%ﬁssﬁﬁﬁﬁéﬁﬁe P B d:j:jt i onal
of the Cs%ﬁaﬁyc%n%hﬁgﬁn{éﬁtea uRitid gebphRkiof Tt Spllicalidnv@rcificomessited by
repeating the steps 1202-1212. L
circuits or by interconnecting an appropriate network of component circuits.
[00235] Advantageously, the exemplary embodiments described herein can be
employed in offline systems, online systems, and the like, and in applications, such as
TV applications, computer applications, DVD applications, VCR applications,
appliance applications, CD player applications, and the like. In addition, the signals
employed to transmit the Contract Expression Language expressions, the rights
expression, and the like, of the exemplary embodiments, can be configured to be
transmitted within the visible spectrum of a human, within the audible spectrum of a
human, not within the visible spectrum of a human, not within the audible spectrum of
a human, combinations thereof, and the like.
[00236] Although the exemplary embodiments are described in terms of
applications in contracts, legal arenas, and the like, the exemplary embodiments are
applicable to any suitable application, such as digital and non-digital content, devices,

software, services, goods, resources, and the like, and can be practiced with variations
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[00228] FIG 13 is a flowhart for illustrating the exenplary conflict or
multiplicity-driven processing of the system800 of FIG 8. In FIG 13, at
step 13020 oBov4oexanpl e, two or nore of the clause 302- 31@Cirdsny/ifsed as
having conflicts or nultiplicities can be obtained for processing and at
step 1304 and the clauses 302-310 can be submitted as the conflicts or
multiplicities input 806. At step 1306, the <conflicts or nmultiplicities
can be resqlyved se t e j - o] efeeegf the

cl ai s 3(’3‘80[5 Olﬁ’gg’f E&Sﬁgceeé ng%é‘%gué’e ag%g%i 19: ?iel{c?ﬂ?gn%}rfse’ ggel?rﬂngrs’e of the

cont r act gp@fd2sik¢, dimitdtieng alevioes end@k.liklef the conflicts or nmultiplicities can
be resolved, as determ ned by step 1308, the re oéved cl acﬁses gﬁiﬂa be

out put ad0823d] r eWbilgt the rpreseatipgventiqn haye begry Cd IR GOHBF R ote St nore of
the ele 5 i i SR, thdtpr&efPinkeddn idBot

appr opr r%ﬂ%%ﬁggé%%é%égﬁ e@%o?&ﬁé&#ﬁ%ﬂf 0 ddriht@ri[%\ﬂrlﬁzlﬁi of pt he clause 302-310

i denti f i ed Liasitedant rghe @oférs sasowrmadifititivns end peEvalent ayengemmts, fedckf or
conflict or nultiplicity-driven processing by repeating the steps

1302- 131 4all E’Q@TPPTV@‘XQEthi%PBC&Fg\ﬁE‘HB?t for illustrating the exenplary
conposite or hybrid and |inked processing of the systens of FIG 9 and 10.
In FIG 14, steps 1402-1406 <correspond to the steps 1102-1112 of the
exenpl ary query-driven processing of FIG 11, step 1416-1420 correspond to
the steps 1202-1212 of the exenplary context- driven processing of FIG 12,
and steps 1408-1412 correspond to the steps 1302-1312 of the exenplary
conflict or nmultiplicity-driven processing of FIG 13. At step 1414, on or
nore acts, for exanple, specified by the act 220 el enments can be perfornmed
based on the resolved clauses output as the resolution result at step 1412.
Addi ti onal processing can be performed by repeating the steps 1402-1420.

[ 00230] Advant ageously, the exenplary Contract Expression Language defines
the granmar enpl oyed for processing contract expressions based thereon,
wherein the present invention includes the recognition defining a granmar
can be the nost challenging aspect of a design. The exenplary Contract
Expressi on Language, thus, defines nornmative mathenmatical relationships
bet ween each one of the EPARC elenents, advantageously, enabling
consistent interpretation and enforcenent of the exenplary Contract
Expressi on Language by human and machi nes. The defined 65 WO 03/094077
PCT/ US03/ 13352 grammar al so all ows the exenplary Contract Expression
Language to be extensible. Accordingly, an alnost infinite nunber new
contract constructs and vocabul ari es can be expressed with the granmar
defined by the exenplary Contract Expression Language.
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[ 00231] The devices and subsystens of the exenplary systens described with
respect to FIGs. 1-14 can comruni cate, for exanple, over a comrunications
net wor k Wo®3/0a0d7 can i ncl ude any suitable servers, worksPraTiusny/133per sonal
conputers (PCs), |I|aptop conputers, PDAs, Internet appliances, set top
boxes, nodens, handheld devices, tel ephones, cellular tel ephones, wreless
devi ces, other devices, and the |like, capable of performng the processes
of the disclosed exenplary enbodi @Eﬁﬂﬂiﬁe devi ces and subsystens, for
exanpl e, can comunicate with each other using any suitable protocol and

can be i pgU28BENtHek ysésegt dnganienakapuenppley tohmioges,systens, nwiwdshe |i ke.
One or nore interface nechanisns_ _can be enpl oyed,, for exanpl.e i ncl udi ng

| nt er net AOEEERS, CORCREo Tlﬁeclg‘tei ‘éﬁgl[llli’eﬁl %ﬁgggﬁ%&éb?@%?bﬁpﬁflﬁgﬂ&?&a? oi ce,
modem aﬂfe fine b Rerol, 1B E5i5re CONTMA Gl ONS/hIBRdira heARY ihiRpdrated.by
Accordi ngl'y, conmuni cdtions network 170 can include, for exanple, wireless
comuni c a¢feense haretwor ks, cel l ul ar comuni cati ons networks, satellite
comuni cati ons networks, Public Switched Tel ephone Networks (PSTNs),

Packet Datja (etiraks I{cPEXKB)sibld fghts Manitue Laeguagei (KMIarersion 2Ky pyejlaple on the

comuni c&¥drld N&deid¢hmoxrosoreconbi nat i ons thereof, and the |like. [00232] As

noted above, it is to be understood that the exenphany sys4 gs,.f r

exanpl e, [4sBudee; Kpewrd Priss BREER o Idipate Reguireneny Levely TaTh %‘;r/ Qéi e ﬁi’)afl%ﬁ?i/

pur poses & World Wjdeigbiabietf oigsicip2 {h& speci fi ¢ hardware used to i npl enent

t he di scl | ar enmpbodi t [ ' l e, the
ﬁ??& 3%%81%8% avalggle on the Perd \%ldg V\J%Q §t§xl73t23|r O]Q ﬁ?ﬁm@&ﬁ@ﬁp

functi ond Vices an subsystens o e exenplary systens

can be | giéikte\&}?@ V@ NGaiFle BPEwoR WAk VBRIV @Txndxakens or devi ces.

To inmple such varrations as well as other variations, a single
CO”DUter[ﬁﬂﬁﬁ@@kﬁﬂﬁm@ﬁmQthﬁﬁmaadhiwmﬂﬁwﬁemmbﬁheoqﬁmmmmhﬁmﬁdof one or nore
of the devices and subsystens of the exenplary systens. On the other hand,
two or noig. QuegHANAEaaTE,Bkdditisy BlaeinkettarSede) WV eeGrogm At Paal, MBI t ut ed f or
any one of the devices and subsystens of the exenplary systens.

Accor di ngle}., Cpananicé: pl.dbe Bavdof&dnaets, ApsisV aswatihstly ¢diigp.dely pt9%8cessi ng, such as
redundancy, replication, and the |ike, also_can be inplepented, as

desi red, HBr 4éh @F“Wﬁmpﬁb@%é@%MKEB“WEf§§W6§4@Vfkﬁ@¥%U§g§F1 HEID { e

r obust neEsHRECHet®dr nance of the exenplary systems described with respect

to FIGB.Eﬁééﬁ%%éggééghntggnpéggB%%%%m% E,El,elrg@&described Wi th respect to

FIGs. 1-1 o0 store ormation relating to various processes

descri b ed[Z e 1, Piﬂ?ipﬁes b RLIB L O howkAR- B SHOHLE G olufe §N88804nd MRluthe MENDT i €5,
such as aofak tes KoienBirbsgal  di sk, magnet o-

[21]. Hanson, et al., “An overview of production rules in database systems,” Knowledge Engineering
Review, vol. 8, no. 2, pp. 121-143, 1993.

[22]. Russell, et al., Artificial Intelligence: A Modern Approach, Prentice Hall Series in Artificial
Intelligence, 1995.

[23]. Hohfeld, “Some fundamental legal conceptions as applied in judicial reasoning,” Yale. LaW
Journal, v.23, 1913, Reprinted in W. W. Cook (ed.), Fundamental Legal Conceptions as Applied in
Judicial Reasoning, and Other Legal Essays, Yale University Press, 1966.

[24]. Hilpinen (ed.), Deontic Logic: Introductory and Systematic Readings, Dordrecht, 1971.

[25]. Jonmes, et al., “On the characterization of a trusting agent - aspects of a formal approach,”
Workshop on Deception, Trust and Fraud in Agent Societies, 2000.

[26]. Elgesem, “The modal logic of agency,” Journal of Philosophical Logic, 1997, vol. 2, no. 2, pp. 1-
46.

[27]. Widom, et al., Active Database Systems, Morgan-Kaufmann, 1995.

[28]. Brownston, et al., Programming Expert Systems in OPSS: An Introduction to Rule-Based
Programming, Addison-Wesley, 1985.
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optical disk, RAM and the |ike, of the devices and sub-systens of the
exenpl ary systens. One or nore databases of the devices and subsystens can
store thewoimfonati on used to i npl enent the exenpl ary enipodiusesntss2 The
dat abases can be organi zed using data structures, such as records, tables,
arrays, fields, graphs, trees, lists, and the like, included in one or
nore nmenories, such as the nenories |isted above. [00234] Al or a portion

of the eXBDRidhom ¥4 S4B SHES 6f PSPt aRREed 206, Grilablelonlit war be
convenlethyya, PR B6lic US T QRB/PAIiesOr € gener al - pur pose conput er
systens, mcroprocessors, digital signal processors, mcro-controllers, and

t he: | i ke30]. WinEhHFHEesat Daktdicrad Kaowilddge-tageRybibmg ¥ololl, Roberildi MB] Gegwulerexenpl ar y
enbodi mentiece Préppetpri at e software can be readily prepared by progranners
of ordinary skill based on the teachings of the disclosed exe

embodi meitls . Stq-tingaddi tThoArt of Prelog AdHgsred Pyogragypitedivgniass 258 Efifen: Wﬁﬁfﬁ

pr epar at ¥4 of appllcatlon specific integrated circuits or

|nterconnect|ng an rlate n nent Uit [ 35]

Advant ag %F’Ps‘t”héwg 108 ﬁ@%ﬁﬁfé"s‘ﬁescr rhed” dﬁéer?cglfeh %%IY’II Tngng enpl oyed
in of fli m§§ gﬁﬁml |ne s s?ens and the like, and in applications, such
as TV a% %Ey' Ny 8 p&%ﬁﬂe&ﬁ% ag@émnc@ég FRBh: %Elﬁ@hﬂ&l SpaBr-
appllcatkg Nm@@& 1gﬂce Ications, CD player applications, and the
like. In a ition, the S|gnals enployed to transmt the Contract
Expressi on Language expressions, the rights expression, and the |ike, of

t he exenpl ary enbodi nents, can be configured to be transmtted wthin the
vi si bl e spectrum of a human, within the audible spectrumof a human, not
within the visible spectrumof a human, not within the audi bl e spectrum of
a human, conbi nations thereof, and the |like. [00236] Although the exenplary
enbodi nents are described in terns of applications in contracts, |egal
arenas, and the like, the exenplary enbodi ments are applicable to any

sui tabl e application, such as digital and non-digital content, devices,

sof tware, services, goods, resources, and the like, and can be practiced
with variations 67 WO 03/094077 PCT/US03/13352 in technology, interface,

| anguage, granmar, content, rights, offerings, services, speed, size,
limtations, devices, and the like. [002371 Wiile the present invention
have been described in connection with a nunber of exenplary enbodi nents
and inplenentations, the present invention is not so limted but rather
covers various nodifications and equival ent arrangenents, which fall

wi thin the purview of the appended cl ai ns.

¥d by the
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68 WD 03/094077 PCT/US03/ 13352 APPENDI X [ 00238] The present invention can
enpl oy technol ogi es, systens, nethods, algorithms, concepts, and the |ike,
descri bedwpr3dw7arti cl es, books, specifications, and theciriuse3/13351 ed
herein, the entire contents of all of which are hereby incorporated by
reference herein. [1]. ContentGuard, Inc., eXtensible rights Markup
Language (XrM.) Version 2.0, available on the Wrld Wde Wb at xrm .org.
[4]. Bra tis CKSHedr ds for use in RFCs to Indicate Requirenent Level,"”

| ETF RFC 1§, avallable on the Wrld Wde Wb at ietforg/rfc/rfc2

19.txt. [11]. WBC XM. Schema, available on the World Wde Wb at

w3. or g/ 2001/ XMLSchenms,. 12] . MBC X i..gnat ure, ayvail abl e rid
Wde Wb at wa: o%g /%@/ *ﬁlﬁ%ﬁ%@fg} CXRBE ORI R Y pt ?@ﬁ%‘@%ﬁ abl e
on the Wy ld \¥eeiyeh Q5ih 200h 0tho & BbepEding] 14] . Cal amari, et al .,
CbntracYS# 3?d %dftioﬁ,yéﬁgék]Letter Series,pV%st G oup, St. Paul, M\,

1999. [16]. Qudddmeia legalitypexpressivm lpnguase, icpding et lwastwsgefvadswort h, 4th

dition, July 1998, [17]. Atiyah, An | ' f tract,
G ar endon’ Law &Y lghiehd speBlifiE i o0Vl BN HrBlbal Sulglertofttaf ggton) | 57
Dij kstra, A DisgimbleRenOfpdciiomeanpionibitid et hgeindipal mukOR6t pdrdin al | man,

Princi pl es of Database and Know edge- Base Systens, Volune |, 1988, and
Vol une | lact, 1989, Conputer Science Press. [21]. Hanson, et al., "An

overvi ew of prod ' r ' ] JEeH Beering
Review, vol. & fehi gl?mﬁp{. %ﬁ@?g%hﬁ%g@‘ﬁ@% Principflf %ﬂ,‘tgg‘?ﬁgl it al
I ntelligerRgand A Modem Approach, Prentice Hall Series in Artificial
Intelligence, 1995. [23]. Holjfeld, "Some fundar.renta@ll I egal conce tti ons as
applied in jud epin e{"@&‘%ﬁi’"ﬁ yingyaq) asserip e i PraRcip) d9ss PG aRdrt i nted i n
W W Cogf(ed.), Fundanental Legal Conceptions as Applied in Judicial
Reasoni ng, and Ot her Legal Essays, Yale University Press, 1966. q[{24]'

Hi | pi nen (ed. )inteBeeting by lsaigi systetnna legdlityt expyesaiod spgeifiedrusing smddgeaigy
Dordrecht, 1971. 25%%%Jones, et al., "On the characterization of a
trusting %@gﬁﬁ091%§B s of a formal approach,” Wrkshop on Deception
Trust and Fraud in Agent Societies, 2000. [26]. Elgesern, "The nodal |ogic
of agency," Journal of Philosophical Logic, 1997, vol. 2, no. 2, pp. 1- 46.
[27] . Wdom &2 Bhe methodiof elamatlagiBrisy&t ems, Mor gan- Kaufi nann, 1995. [28].

gj?‘gj;;gga et e%lf(')fcingrbo rams&:%l 5% Pe[g&lit?%%bleegﬁoﬁ,Qn&Eﬁﬁg afYadt0hE geluction to

enforcing said obligation based on said duty element by verifying that said
principal has performed said act, and

enforcing said prohibition based on said ban element by verifying that said

principal has not performed said act.

3. The method of claim 1, comprising:

providing in said legality expression language a grant element specifying a
permission that a principal may perform an act; and

enforcing by said system said legality expression, including at least one of,

enforcing said permission based on said grant element by verifying that said
principal may perform said act,

enforcing said intention based on said intent element by verifying that said
principal wants to perform said act, and

enforcing said assertion based on said claim element by verifying that said

principal does perform said act.

71



Programm ng, Addi son-Wesl ey, 1985. 69 WO 03/094077 PCT/ US03/ 13352 [29].
Dam anou, et al., "A Survey of Policy Specification Approaches," 2002,

avai | abl eworsohw7Worl d Wde Wb at www« dse. doe. i c. ac. uk/ RETAB0®I3PDI i Ci es.
[30]. Ul man, Principles of Database and Know edge-base Systens, Vol. II
Rockville, MD, Conputer Science Press, 1989. [31]. Sterling, et al., The
Art of Prol og: Advanced Programm ng Techni ques, 2nd Edition, MT Press,
1994. [32]. Lanipson, et al., "Authentication in Distributed Systens:
Theory and Practice,”™ ACM Trans., Conputer Systens 10, 4 (Nov. 1992), pp.
265-310. [ 33] 4. Ntenaethed ofdlaim Tempeisingr al Logi ¢ of Reactive and Concurrent
Systens: Specification, Springer- Ve,rl? , New York, 1991. 70 WO 03/094077
PCT/ US03/ 1335 2rowWiag in aidjegriyxipeessign a%egﬁggehod for specifying a legality

expression for Jsg;id ﬁnﬁ%‘ﬁt ngﬁnfeﬂtrs asPEQRES SIiRD sl Qutl edahbity seMpPbassi on,
said nmethod co r|5|n8: providing a legality expression | anguage, including

at | east oigendf said ghahy ekinemensaid piatint yelergern ap| sagchtalaim eleatend pid nci pal
nmust perform.an act, a ban el engent specifying a prohibition that a
princi palSPRRISINGHISE IHRPFHCAMGP2Sct . an i ntent el enent specifying an

intention that.apEid¢iBlce VaBhEnts CasPsidted Rvid saidCluty a¢lémante Isaidbal enment
speci fying an assertion that a principal does performan act; and

i Nt er pr etelergertty ssidi grasy slemend, Faidainiey Jsperisgndnsadediim sEndtngidai d

| egal ity expression | anguage., 2., The hod of aim 1, conprising:

enf or ci nggPB?gg%\g ﬁireﬁ?g’i"gﬁ?@ﬁ%ﬁ"dl“éﬁlﬁ etrflsggétb\%eaggsr %n(% including at | east one
of, enforci ngegrivoRbhdabh AMeniasedssotiatd wittuajd dlignelemehy saieh biyi ng t hat
said principal has perfornmed said act, and enfaqrci sai d_ prohibition

based on denenthanidegeame relemgnty exidf piieny ¢lpmentsA0d S ﬁ? ?ﬂ%‘f‘bﬁl&?’%’é’ et
perfor mdsp%c?ilfﬁng §Londtion REoBEkE Midhe FdsBLdivE acOPr I Si Ng:

5. The method of claim 3, comprising:

providing in said legality expression language respective event elements
associated with said duty element, said ban element, said grant element, said intent
element, and said claim element, and specifying respective events for triggering said

obligation, said prohibition, said permission, said intention, and said assertion.

6. The method of claim 3, providing in said legality expression language
respective act elements associated with said duty element, said ban element, said grant
element, said intent element, and said claim element, and specifying the respective

acts.
7. The method of claim 3, comprising:
associating said grant element, said duty element, said ban element, said claim

element, and said intent element with a clause element of said legality expression

language.

8. The method of claim 7, comprising:
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providing in said |legality expression | anguage a grant el enent specifying a
perm ssion that a principal may performan act; and enforcing by said
system sawo oBegarity expression, including at | east one ofPCT/GSN$/03362 ng sai d
per m ssi on based on said grant el ement by verifying that said principal
may performsaid act, enforcing said intention based on said intent el enent
by verifying that said principal wants to performsaid act, and enforcing
said assertio on.: $ai I r b
oal 0 assert ONBARFHpoRiE el ALILR SRS e LR s aekaly
met hod ofexpiesdioh Janguap@r daid mgomise caledentgspenifgiai da Ipegraisetin spidrlegaiton
| anguage, respective principal elenments associated with said duty el enent,
sai d ban eXEIeéﬁ%tandsai d grant elenent, said intent el enent, and said claim
element, and Specl fn% &%dt&&’u 'éeéleﬁl%hﬂ \(ﬁtlprah”féblﬂb'i“ SleneRS @;@cgaﬁd/%ga@ﬁyaur ce
el errents assom at eél sal olg duty elenent, said ban elenent, said grant
el ement, expiedsioniamgtagel grie issueratmnedspecilymigandssunpof saidelauses pecifying a
resource associated with the respective acts, and respective condition
el ements associated with said duty el enent, said ban el enment, said grant
el ement, saidg nﬁg&het@l{)@@atmmqn@bms%gsl aimel ement, and specifying a
condition associated wth the respective acts. 5. The nmet hod, of ¢l aim 3,
conpri si ng: prapedifiingaisignendith ¢antratt WClﬁﬁ@Jﬂ@QgF@ﬁ lesahilageessioa et fve event
el ements .assogci at sai d ban el enent, said grant
el enent, SEHG° emeBﬁ?SSO%?tgwﬁ{h,sagﬁﬁgaéa X@F%S?Om el ement, and specifying
respective events for triggering said obligation, sald prohi bition, said
pernmi ssion, said intention, and said assertion. 6. The nethod of claim 3,
providing i n s dlhesgathpd pf daim bssmepisinghiguage respective act el ements
associ ated wit h u S enent,
said intent el% e&?n{pggda %é/en% E%Pglter% gftgrfﬁ%%ht&wgﬁ& E)%eélls aé)}?gngél? wggerdggpect ive
acts. 7. Hpeessohkth Oficebbatlomdnt asergiated with :saiddegatitaexpresseai d grant el enent,
said duty elenent, said ban elenment, said claim elenent, and said intent
element with a clause elenent of said legality expr e55| on | anguage.

11. The method of claim 1, comprising:
specifying metadata associated with a contract specified using said legality

expression with a metadata element associated with said legality expression.

12. The method of claim 1, comprising:

basing said legality expression language on a grammar based language.

13. The method of claim 7, comprising:
specifying with one or more of said claim elements a preference policy
specifying a preference for one of processing and accepting respective one or more of

said clause elements.

14. The method of claim 13, wherein said preference policy includes said
preference based on an order of occutrence of said one or more of said clause

elements.

15. The method of claim 13, wherein said preference policy includes said

preference based on issuance times of said one or more of said clause elements.
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8. The method of claim7, conprising: 72 WO 03/094077 PCT/ US03/ 13352
associ ating said clause elenment with a prom se elenent of said legality
expr essi owoloangwage, said prom se el ement specifying a pr®@cirasod/m3sai d

| egality expression; and associating said clause elenment with an issuer

el ement of said legality expression |anguage, said issuer elenent
specifying an issuer of said clause. 9. The nethod of claim1, conprising:
speci fying a signer of a contract specified using said |legality expression
with a signer element associated with said legality expression. 10. The
met hod of cl ai 16. 1 The anghod iofiglaimpEk i whydreig said preferseceapaloyi ackidespaith a

contract specified uysing said legalit expression wwth a |icense el enent
associ at ggelfrenge g%ﬁe qné%%*ﬁﬁﬁ\%@ﬁ%ﬂé% he Oﬁ?@‘%{lﬁ‘éser%%rﬂ%&of claimi,
conprising: specifying netadata associated with a contract specified using

said legality expression with a netadata el enent associated with said
| egal ity expreksi dhe m@hodloé chamhby whereinadaid preferengsr peligygincivdes sid sai d

| egal ity expression | anguage.on,a granmmar based | . 13. The net hod
of cl ai mpf?%égﬁﬁk’ﬁ%efirf&ag?ﬁgﬁﬁﬁ ﬂ@g% RS s rc(ijarlrlﬁ‘?gﬁ g’%ggai d clai mel enents
a preference policy specifying a preference for one of processing and
accepting respective one or nore of said clause elenents. 14. The nethod
of claim 13, whbr dihe methad pf faime hoevhborinespid mestergace iy inghdessdfce based

on an order .of occuryence of..sai r j nts. 15.
e met hottefrenss s, S el ol HIE 1%, BRL6r B oBft B GlltRce BF ST
pr ef er encgnd@sBEke@T shidlane elchiendsisodansatitheo D€ sadd onvoemofe cixadl dhiwese
el ements. 73 WO 03/094077 PCT/ US03/ 1 35(? 16. .The ma%_ﬁgd of il aim 13,

S IR

wher ei n selPaepiscisiesneksaid PR 9 MEs plgdad slapse elpmentsy P Cssuer s

of said o i ause el enents. 17. The nethod of claim 13,
wher ei n nglg8%rd§gé@§2%ugéglgﬁe§ts.i ncl udes said preference based on a type of

said one or nore of said clause elenents. 18. The nethod of claim 13,
wherein said p596.f %ﬁeerrlll%ﬁloﬁ%lficfa mi7',‘8<':n%8§s‘°in§:ai d.

establishing a trust relationship, including,

specifying in said claim element that a principal trusts a resource comptising

an issuer of a clause based on said act element comprising a trust element.

20. The method of claim 7, comprising:
establishing a binding relationship, including,
specifying in said claim element that a principal binds to a resource

comprising a signer of a contract based on said act element comprising a bind

element.

21. The method of claim 7, comprising:
establishing a trust relationship, including,
specifying in said claim element that a principal trusts a resource comprising a

clause based on said act element comprising a trust element.

22. The method of claim 7, comprising:

establishing a binding relationship, including,

74



preference based on a conbi nation of at |east two of an order of occurrence
of said one or nore of said clause elenents, issuance tinmes of said one or
nore of swbDd3oPAEEe el enments, issuers of said one or nor@CBfUSSHLIBSTI| ause
el enents, and a type of said one or nore of said clause elenents. 19. The
met hod of claim7, conprising: establishing a trust relationshinp,

i ncluding, specifying in said claimelenent that a principal trusts a
resource conprj.si: i i pt

Conpri si g a P oeping 8a LRHS oy el HEGOBARES O SRS Eimatane

est abl i shilnge hadwdroai saig] act Eletricohsimypisingwbindietegnenspeci fying in said claim

el ement that a principal binds to a resource conprising a signer of a
contract based on said act elenent conprising a bind elenent. 21. The

net hod of cl aiyy 7, LABRGE BF Bdim 78&dn@iidihi ng a trust rel ationship,
] e

including, specifying in said claimelenment that a principal trusts a
resource conprprevidingquecy-duisen prasessingninsladimgact el ement conprising a trust

I t. 22. Th t hod of claim7 i Si.0g; i shi [:pdi
el attonsi p, TRENGERRGC RsA Ay obib s FoBer LSS G R By BT T

clai m el eBgt elbf@htsd principal binds to a resource conprising a clause
based on said act elenent conprising a bind elenment. 23. The meth_go_d of
claim7, conpringichige saisk dausgiagringipaepr smare elausssde asenisist thas areliggn
submttin fﬁ ckaﬁg%las a query, and a context including one or nore of said
cl ai m el eWENTE4 %5%ing sai d cl ause against one or nore clauses in a
contract that @jtputviaicthubes insaiddconanttetisat, matoh seidtquetyt amiarelvalid és siid sai d
contract that match said query and are valid in said context as a query
r esponse. CopdeXt THa qREYABIPOBSC- cl ai m 7, conprising: providing context-driven
processing, including, submtting a context in response to a trigger, said
context including one or nore claimelenents,

24. The method of claim 7, comprising:

providing context-driven processing, including,

submitting a context in response to a trigger, said context including one or
more claim elements,

matching one or more clauses in a contract that are valid in said context, and

outputting clauses in said contract that are valid in said context.

25. The method of claim 13, comprising:

providing conflict or multiplicity driven processing, including,

submitting two or more clauses having conflict or multiplicity,

resolving said conflict or multiplicity based on a context and said preference
policy, said context including one or more claim elements, and

outputting resolved clauses as a resolution result.

26. The method of claim 7, comprising:
providing query-driven processing, including,
submitting a clause as a query, and a context including one or more of said

claim elements,

matching said clause against one or more clauses in a contract that are valid in

said context, and
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mat chi ng one or nore clauses in a contract that are valid in said context,
and outputting clauses in said contract that are valid in said context.
25. The m&DhedIwF7 cl ai m 13, conpri sing: providing conflictPCorusnsiissplicity
driven processing, including, submtting two or nore clauses having
conflict or multiplicity, resolving said conflict or nultiplicity based on
a context and said preference policy, said context including one or nore
cl ai m el enent s, r?ﬁtﬁ gl&aﬂk‘és ihNGidr @FhMEHCh AR 88idatheRy LRPAL Whli®Mh EA8UI T .

26. The nethod 0 P , conprising: providing guery-driven processing,
i ncl udi ngconsexhas & fiery respoh&yise as a query, and a context including one or
nore of said claimelenents, nmatch Hmbghclause agai nst one or nore

clauses in a cRVIGNE Cgt dgygngré)ppsalq ¥ context, and 75 WO 03/ 094077
PCT/ US03/ 13352 aiitiiat 4 kbhstest! AURGSonkd t& Al t@iggélmsﬁlﬂcéon&ﬁ@ﬁndmdlﬁ@ ofdicd query
and are valid in sai context as a query response; providing

cont ext - dmpbveedlaipr demsniing, including, submitting a context in response to a
trigger, said context includi one_or imn: hi ng one
or more cl auseSARNE TSN MRty n@H Ei 1%?8“\1}5%0{ gialglrlll%s}}az}lg con@ggr{temngi

out putting cl aygpstting chkel if 94ill lcastract (At arkrvaliv ah b4ld conteat d cont ext ;
providing conflict or nultiplicity driven processi n? i ncl udi ng, subm tting
two or nore clBigyskingenntliel of swliiplicity shivem prqcessing ideludingn at | east one of
said query res I Se, vV, or
multiplicity b§§%§ﬁngﬁg’con ?%hﬂsﬁg%?%% npgégkégmﬁ' ?559?92%% g%ontext
|ncludlngoﬁgmfwﬁdquﬁnﬂb@mauﬁdenéNM$idamﬁsoutputt|ng resolved cl auses as a

resolution result; . and erf )rmng an. .act_ specified |n ct .el ement
based on sai d Feselying 54 igf) qr My ?hCW ?9@5@% % S?HtB’Ft e&‘”?%@m ity
expr essi Oﬂoh&ogg?& L& 1n5fﬁﬁﬂ oB@Br ﬂBfé%lth‘&eﬁeﬁt@%ﬂd‘ ty expr ession | anguage,
i ncl udi ng” at feast one of uty el enent speC|fy|ng an obligation that a

pri nci pal nustomtpuﬁmgmemtveddqusa abalrres:}hamnesuip@ndf ying a prohibition that

a princi pal wgérfor}%}m &n facc%rs{pec?ged 2%51d act element based on said resolution result.

27. A system for processing a legality expression, comprising:

means for providing a legality expression language, including at least one of,

a duty element specifying an obligation that a principal must perform an act,

a ban element specifying a prohibition that a principal must not perform an
act,

an intent element specifying an intention that a principal wants to perform an
act, and

a claim element specifying an assertion that a principal does perform an act;
and

means for interpreting a legality expression specified using said legality

expression language.

28. The system of claim 27, wherein said means for providing, and said

means for interpreting comprise devices of a computer system.
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an intent elenent specifying an intention that a principal wants to perform
an act, and a claimelenent specifying an assertion that a principal does
per f or m awoasw9407and nmeans for interpreting a legality expcedasodm3speci fied
using said legality expression |anguage. 28. The system of claim 27,
wherein said neans for providing, and said neans for interpreting conprise
devi ces of a conputer system 76 WO 03/094077 PCT/US03/13352 29. The
system of ¢l i Zf. SRELLIR Rt TBIAGEH0LIP g B8 prodiding il wdns T or
interpreting Conprise conputer readable instructions recorded on a nedium
30. A | egahist Yore xRepssingn cadpyitee dofpnter sieadable insiuictnns secpis ®8sng sai d

| egality expression, said |egality expression conprising at |east one of a
duty el emediuispeci fyi ng an obligation that a principal nust performan act,
a ban el ement specifying a prohibition that a principal nust not perform an
act, an intent elenent specifying an intention that a_principal nts to
performan ag0. Aregadityleapressidne pdapted fuciseyinng SEHCRSIOE PIPEH A §81¢,

princi pal does perform act whereby a temcan interpret said
| egal i tyk‘éﬁlﬁb’ﬁgﬁ'eéﬂ?n»ﬁ‘%q?@?gﬁﬁ' ERFSIT X %(e%{s%%éﬁéag &%Iogi m 30, whereby a
conputer syst gﬂh\{;ﬁaem&ﬁfsﬁé&@i@tmi tiethaod priadigalabbst gatforomatbaded on sai d
duty elenment by verifying that™ said principal has perforrIed fsai d act, and
sai d prohi bi t Rdranbderehtopesfing parokibiieafhat dpripeppl PHPLHEIONY; 4

princi pal has not performed said act. 32. The legality expression of claim
30, corrpF‘?tsi ng: a grant elenment specifying a perm ssion that a principal
may perform apy ggknt el&ﬁ@[ﬁt%@ycigri@g)ﬁmiﬂtartio&ythateimximipiérWEmtft‘@ perforazgst one of
sai d perm ssion based on said grant elenent by verifying that said

princi palctrayd perform said act, said intention based on said intent

el enment by verifyin cgf,ﬂ} | e iBal Rk befsamsai setact , and
sai d asserti oﬁcﬁ)%gle e%%ﬁtssgig C gg%dmgég‘frgr@rﬁem%g?ﬁ\r}g?i fyi ng' that said

princi pal doesyheestyar tongRitet saeitm 38 intTipectisaigdegaliyy exqpess on of cl ai m 32,
conprising: respective principal elenents associated with said duty

el enent, said ban

31. The legality expression of claim 30, whereby a computer system can
enforce at least one of said obligation based on said duty element by verifying that
said principal has performed said act, and said prohibition based on said ban element

by verifying that said principal has not performed said act.

32. The legality expression of claim 30, comprising:

a grant element specifying a permission that a principal may perform an act,

whereby a computer system can enforce at least one of said permission based
on said grant element by verifying that said principal may perform said act, said
intention based on said intent element by verifying that said principal wants to
perform said act, and said assertion based on said claim element by verifying that said

principal does perform said act.

33. The legality expression of claim 32, comprising:
respective principal elements associated with said duty element, said ban

element, said grant element, said intent element, and said claim element, and

specifying the respective principals;
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el ement, said grant elenent, said intent elenment, and said claimelenent,
and specifying the respective principals; 77 WO 03/094077 PCT/ US03/ 13352
respecti Weorn@amowrre el enments associated with said duty el ecerisos/ssszl ban

el enent, said grant elenent, said intent elenment, and said claimelenent,
and specifying a resource associated with the respective acts; and
respective condition elenents associated with said duty el enent, said ban
el erent, said e : L i ; I i SaientClsaidmal enent ,
and specifyi ﬁgsrpg&tévoen |tH|&]§[rn’1 %%ggglsadtgge(ﬁﬁvt\nefrﬁﬁghgeg%gct.i ve acts. 34. The

| egal i ty chopnessiidngaht @lemnamt,383id cimbgnt i dement, rapd peadd i claine wlemens| aient s
associated with said duty el egent, sai d ban eLIgerre t, said grant elenent,
sai d i nt SRECIBRGRFRSOUISRHASSQEiRted YiH} the &eRRENC 2°%n 8" peci fyi ng  respecti ve
gvents for {1 IggRLang osfliflPbldntity agchithvit Mid tyoBlemeat, Gajiebnd 51 on,
said intention, an salél assertion. 35. The legality expression of claim
32, conpralenery, sasidspeot ickenantt saifl eintent selawericiaadesridy ¢lains slanabt p¢| enent
said ban elepent, sai.d grant ele t. said intent element, and said claim
el ement , SBF'\‘HRE‘EJ%%F?W?W@“ %ﬁ‘éﬁa@%@? [8PEE 26, The legality expression
of claim 32, conprising: a clause elenent associated with said grant

el enent, said duty elenment, said ban el enment, said claimelenment, and said
i ntent el enent34. 3ihe Iggadity expipdsiqn abahries’s, 69BYISIBE:ai m 36, conprising: a

prom se el ement associ at saj tiuBANdeRBRC LY bAPelRmhOM Se i n
said legality rg%ﬁ,ﬁﬁ\é%f:\@ﬁ, glﬁW néaésag%%}%ﬁ ﬁgf?g%? u@raase é%érrentewlmt'h an
i ssuer el @Qnentadfclanbd, kagahidny clexaiteasd onid ahjuagemestiaddi pedidyingl enent
speci fying an issuer of said clause. 38. Ths\1 I(g} lity eggr ession 05 claim
30, compriesiantve avasisgive fEaeERe AL SPLERTS AEd aTanHiEr. B BRI Pt
speci fi edinye%hg’? SAiGd L9ty expression. 78 WO 03/094077 PCT/ US03/ 13352
39. The l'egalrty expression of claim30, conprising: a license el enent
speci fying a license associated with a contract specified wusing said
legality expr e3SSS.I ’lQI?e' legality expression of claim 32, comprising:
respective act elements associated with said duty element, said ban element,
said grant element, said intent element, and said claim element, and specifying the

respective acts.

36. The legality expression of claim 32, comprising:
a clause element associated with said grant element, said duty element, said

ban element, said claim element, and said intent element.

37. The legality expression of claim 36, comprising:

a promise element associated said clause element and specifying a promise in
said legality expression; and

associating said clause element with an issuer element of said legality

expression language, said issuer element specifying an issuer of said clause.
38. The legality expression of claim 30, comprising:

a signer element specifying a signer of a contract specified using said legality

expression.
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40. The legality expression of claim30, conprising: a netadata el enent
speci fying nmetadata associated with a contract specified using said

| egal i ty wopsessron. 41. The legality expression of clai mPBO/USWIEISE N said
legality expression is based on a legality expression |anguage. 42. The
legality expression of claim4l, wherein said legality expression |anguage
conprises a grammar based | anguage. 79

39. The legality expression of claim 30, comprising:
a license element specifying a license associated with a contract specified

using said legality expression.
40. The legality expression of claim 30, comprising:
a metadata element specifying metadata associated with a contract specified

using said legality expression.

41. The legality expression of claim 30, wherein said legality expression is

based on a legality expression language.

42. The legality expression of claim 41, wherein said legality expression

language comprises a grammar based language.
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