UNLOCKING METHOD AND APPARATUS BASED ON FACIAL
EXPRESSION, AND COMPUTER DEVICE AND STORAGE
MEDIUM

RELATED APPLICATIONS

[0001] This application claims priority to Chinese Patent Application No. 2020109161381,
entitled "FACIAL EXPRESSION-BASED UNLOCKING METHOD AND APPARATUS,
COMPUTER DEVICE, AND STORAGE MEDIUM" filed on September 3, 2020, which is

incorporated by reference in its entirety.

FIELD OF THE TECHNOLOGY

[0002] This application relates to the technical field of artificial intelligence, including a

facial expression-based unlocking method and apparatus, a computer device, and a storage medium.

BACKGROUND OF THE DISCLOSURE

[0003] With the popularization of intelligent devices and the continuous development of
information security, users have higher and higher requirements for information security. Therefore,
the application of security locks, such as a device start-up password lock, an application login
security lock, a payment password lock, and the like, is becoming more and more popular with

users.

[0004] In a commonly used unlocking solution using a security lock, usually corresponding
passwords are entered for unlocking, a fingerprint of a user is entered for unlocking, or human face
recognition is performed by capturing a human face image for unlocking. For the unlocking using

the human face recognition, a third party may perform unlocking by using a photo or a human face

model, resulting in potential information security risks.

SUMMARY

[0005] According to various embodiments of this disclosure, provided are a facial

expression-based unlocking method and apparatus, a computer device, and a storage medium.

[0006] Provided is a facial expression-based unlocking method, executed by a terminal, the

method including:

displaying an expression unlock page;



[0007]

[0008]

displaying an unlock node sequence on the expression unlock page;

creating, at a to-be-processed unlock node in the unlock node sequence, an unlock
status identification based on a facial expression in a facial image captured in real

time; and

completing unlocking based on the unlock status identification and match between

the facial expression in the facial image and a corresponding target expression.
Provided is a facial expression-based unlocking apparatus, the apparatus including:
a display module, configured to display an expression unlock page;

a first displaying module, configured to display an unlock node sequence on the

expression unlock page;

a creation module, configured to create, at a to-be-processed unlock node in the
unlock node sequence, an unlock status identification based on a facial expression in

a facial image captured in real time; and

an unlocking module, configured to complete unlocking based on the unlock status
identification and match between the facial expression in the facial image and a

corresponding target expression.

A computer device is provided, including a memory and a processor, the memory

storing a computer program, and the processor, when executing the computer program, performing

the following operations:

[0009]

displaying an expression unlock page;
displaying an unlock node sequence on the expression unlock page;

creating, at a to-be-processed unlock node in the unlock node sequence, an unlock
status identification based on a facial expression in a facial image captured in real

time; and

completing unlocking based on the unlock status identification and match between

the facial expression in the facial image and a corresponding target expression.

A computer-readable storage medium is provided, storing a computer program,

where the computer program, when executed by a processor, performs the following operations:

displaying an expression unlock page;
displaying an unlock node sequence on the expression unlock page;
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creating, at a to-be-processed unlock node in the unlock node sequence, an unlock
status identification based on a facial expression in a facial image captured in real

time; and

completing unlocking based on the unlock status identification and match between

the facial expression in the facial image and a corresponding target expression.

[0010] A computer program product or a computer program is provided. The computer
program product or the computer program includes computer instructions, and the computer
instructions are stored in a computer-readable storage medium. A processor of a computer device
reads the computer instructions from the computer-readable storage medium, and the processor
executes the computer instructions, to cause the computer device to perform the facial

expression-based unlocking method.

[0011] Details of one or more embodiments of this disclosure are provided in the
accompanying drawings and descriptions below. Other features and advantages of this disclosure

become clearer from the specification, the accompanying drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG. 1 is an application environment diagram of a facial expression-based unlocking

method according to an embodiment.

[0013] FIG. 2 is a schematic flowchart of a facial expression-based unlocking method

according to an embodiment.

[0014] FIG. 3 is a schematic diagram of an expression unlock page according to an
embodiment.
[0015] FIG. 4 is a schematic diagram of entering an expression unlock page by triggering a

human face detection control according to an embodiment.

[0016] FIG. 5 is a schematic diagram of prompting to adjust a capture orientation according

to an embodiment.

[0017] FIG. 6 is a schematic diagram of performing recognition on a facial image and
superimposing an expression model map that is obtained through recognition on a facial expression

according to an embodiment.

[0018] FIG. 7 is a schematic diagram of facial feature points according to an embodiment.



[0019] FIG. 8 is a schematic flowchart of performing unlocking steps by combining an

expression and a human face according to an embodiment.

[0020] FIG. 9 is a schematic flowchart of performing unlocking steps by combining an

expression and a gesture according to an embodiment.

[0021] FIG. 10 is a schematic flowchart of performing unlocking steps on each unlock node

using at least two facial expressions according to an embodiment.

[0022] FIG. 11 is a schematic flowchart of steps of entering an expression map according to

an embodiment.

[0023] FIG. 12 is a schematic diagram of entering an expression entry page through a

human face entry control according to an embodiment.

[0024] FIG. 13 is a schematic diagram of entering an expression map after expression

recognition according to an embodiment.

[0025] FIG. 14 is a schematic diagram of combining and sorting expression identifications

according to an embodiment.

[0026] FIG. 15 is a schematic diagram of expression combinations and expression

recognition according to an embodiment.

[0027] FIG. 16 is a schematic flowchart of a facial expression-based unlocking method

according to another embodiment.

[0028] FIG. 17 is a structural block diagram of a facial expression-based unlocking

apparatus according to an embodiment.

[0029] FIG. 18 is an internal structural diagram of a computer device according to an

embodiment.

DESCRIPTION OF EMBODIMENTS

[0030] To make objectives, technical solutions, and advantages of this disclosure clearer
and more comprehensible, this disclosure is further described in detail with reference to the
accompanying drawings and embodiments. It is to be understood that the specific embodiments
described herein are only used for explaining this disclosure, and are not used for limiting this

disclosure.

[0031] The facial expression-based unlocking method provided by this disclosure may be

applied to an application environment shown in FIG. 1. The application environment includes a



terminal 102 and a server 104. The terminal 102 may capture a facial image of a to-be-tested object
in real time through a built-in camera or an external camera, then recognize a facial expression of
the facial image, and after recognition is completed, create an unlock status identification at a
corresponding unlock node to prompt unlock status of the unlock node. After an unlock status
identification is created at each unlock node in the unlock node sequence and a facial expression in
each facial image matches a corresponding target expression, the entire unlock node sequence is

successfully unlocked.

[0032] The to-be-tested object may refer to a to-be-tested user or another to-be-tested object
(for example, an animal), and in a subsequent embodiment, a description is provided by an example
in which a to-be-tested user is used as the to-be-tested object. The unlock node sequence may be
regarded as a security lock having a plurality of passwords. Each unlock node corresponds to one
password, which is decoded using a facial expression. The unlock status includes: a state in which
no unlocking operation has been performed and a state in which an unlocking operation has been
performed. The state in which the unlocking operation has been performed includes: a state in
which the unlocking operation has been performed and the unlock node has been successfully
unlocked and a state in which the unlocking operation has been performed but the unlock node has

not been successfully unlocked.

[0033] In addition, the terminal 102 may also pre-enter an expression map of a target object,
and different expression maps may be pre-entered for different unlock nodes (that is, corresponding
to different target expressions), or a same expression map may be pre-entered for two or three
different unlock nodes (that is, two or three different unlock nodes correspond to a same target
expression). Each unlock node corresponds to one password, and the unlock node is unlocked (that
is, decoded) using a corresponding facial expression. The expression map of the target object
pre-entered by the terminal 102 may be stored locally or in the server 104. During an unlocking
process, the server 104 compares a facial expression recognized from a facial image of the
to-be-tested object with the stored expression map, to determine whether the facial expression of the

to-be-tested object is consistent with the target expression of the target object.

[0034] The terminal 102 may be a smartphone, a tablet computer, a notebook computer, a
desktop computer, a smart speaker, a smartwatch, or the like. In addition, the terminal 102 may also

be an access control device, a gate, and the like, which is not limited herein.

[0035] The server 104 may be an independent physical server, or may be a physical server

cluster including a plurality of physical servers, or may be a cloud server providing basic cloud



computing services, such as a cloud server, a cloud database, cloud storage and a content delivery

network (CDN).

[0036] The terminal 102 and the server 104 may be connected through a communication
connection method such as Bluetooth, a Universal Serial Bus (USB), or a network, which is not

limited in this disclosure.

[0037] In an embodiment, as shown in FIG. 2, a facial expression-based unlocking method
is provided, and a description is provided by an example in which the method is applied to the

terminal 102 in FIG. 1, including the following steps:
[0038] In S202, an expression unlock page is displayed.

[0039] The expression unlock page may refer to a page for unlocking using a facial
expression, or a page for verifying a facial expression of a to-be-tested object, for example, an
expression unlock page for unlocking when a terminal is to be unlocked to enter a user operation
interface, an expression unlock page for unlocking when a fund management page or another page
with private information of an application is entered (for example, a chat record page in a social
application), or an expression unlock page for using a facial expression for payment in a payment

scene.

[0040] For example, as shown in FIG. 2, the expression unlock page includes a face preview
area, an unlock progress area, and an expression prompt area. The face preview area is used for
displaying a facial image captured in real time. The unlock progress area is used for displaying an
unlock node sequence, and when an unlocking operation has performed on an unlock node, an
unlock status identification indicating that the unlocking operation has been performed is displayed
at the position of the unlock node. The expression prompt area may be used for displaying a prompt
image corresponding to the unlock node, and during unlocking of a first unlock node, the
expression prompt area may display a prompt image associated with the first unlock node. For
example, when a pre-entered expression corresponding to the first unlock node is a smiling
expression, the prompt image may be a blue sky. If the pre-entered expression corresponding to the

first unlock node is an expression of opening the mouth, the prompt image may be a sunflower.

[0041] In an embodiment, the terminal may display the expression unlock page upon
detection of an unlock instruction, detection of an operation instruction of entering a page with
private information, detection of an operation instruction of entering a fund management page, or

detection of a payment instruction. In addition, when a face recognition instruction triggered on a



face management page is obtained, the expression unlock page is entered. The face may refer to a

human face or a face of another object.

[0042] For example, in a scenario in which the to-be-tested object is about to enter an
operation page of the terminal, the terminal enters the expression unlock page upon receipt of an
unlock instruction. Alternatively, in a scenario in which the to-be-tested object is about to use
on-line payment, the terminal enters the expression unlock page upon detection of a payment
instruction. Alternatively, as shown in FIG. 4, when the to-be-tested object taps or touches a human

face recognition control on the face management page, the expression unlock page is entered.
[0043] In S204, an unlock node sequence is displayed on the expression unlock page.

[0044] The unlock node sequence may refer to a node sequence composed of nodes that
need to be unlocked (that is, the unlock nodes). The unlock nodes in the unlock node sequence may
be nodes in an order. In other words, the unlock nodes in the unlock node sequence are unlocked
sequentially in an order during unlocking. The unlock node sequence may correspond to a security
lock or a string of passwords, and the unlock nodes in the unlock node sequence are unlocked using

corresponding facial expressions.

[0045] In an embodiment, during displaying of the expression unlock page, the unlock node
sequence is displayed in the unlock progress area. In the unlock progress area, a pointer, such as an
arrow or a ">" symbol, may be displayed between the unlock nodes in the unlock node sequence, as

shown in FIG. 4.

[0046] In an embodiment, after S204, the terminal may further display, in the face preview

area of the expression unlock page, the facial image captured in real time.

[0047] The face may generally refer to a face portion, a chin portion, a lip portion, an eye
portion, a nose portion, an eyebrow portion, a forehead portion, an ear portion, and the like of the
to-be-tested object. The face preview area may display a face capture frame, to intercept a facial tile
of a facial image through the face capture frame, which can avoid the problem of high amount of

calculation caused by recognition of the entire facial image.

[0048] In an embodiment, the terminal captures the to-be-tested object in real time through a
built-in camera or an external camera connected to the terminal, to obtain a facial image of the
to-be-tested object, and then displays, in the face preview area of the expression unlock page, the
facial image captured in real time. The facial image may include the face of the to-be-tested object,

or may include the face and a hand portion of the to-be-tested object.



[0049] In an embodiment, after the step of displaying, in the face preview area of the

expression unlock page, the facial image captured in real time, the method may further include: the
terminal determines whether a facial key point in the facial image is located within the face capture
frame. If it is, S206 is performed. If it is not, prompt information for adjusting a capture orientation

is transmitted.

[0050] The facial key point may be an ear portion, a chin portion, a forehead portion, and
the like of the to-be-tested object. In a case that the ear portion, the chin portion, and the forehead
portion in the facial image are within the face capture frame, it may indicate that the entire face is

within the face capture frame.

[0051] For example, as shown in FIG. 5, in response to a determination that a facial key
point in the facial image detected is not located within the face capture frame (such as the black
rectangular frame in FIG. 5), prompt information of "Please adjust the capture orientation" is
displayed near the face capture frame, to enable the entire face in the facial image to be within the

face capture frame.

[0052] In S206, an unlock status identification is created at a to-be-processed unlock node in

the unlock node sequence based on a facial expression in a facial image captured in real time.

[0053] The to-be-processed unlock node may refer to a node on which no unlocking
operation has been performed in the unlock node sequence. In this embodiment, the to-be-processed
unlock node may also refer to a node on which no unlocking operation has been performed and on

which an unlocking operation needs to be performed currently in the unlock node sequence.

[0054] The unlock status identification may be used for indicating that unlocking of the
to-be-processed unlock node has been successfully completed, or that the unlocking operation has
been performed on the to-be-processed unlock node but whether the unlocking has been
successfully completed is not determined. According to the two meanings of the unlock status

identification, S206 may be divided into the following two scenarios.

[0055] In Scenario 1, the unlock status identification indicates that the unlocking operation
has been performed on the to-be-processed unlock node but whether the unlocking has been

successfully completed is not determined.

[0056] In an embodiment, the unlock node sequence is displayed in the unlock progress area
of the expression unlock page. The step of displaying, in the face preview area of the expression
unlock page, the facial image captured in real time further includes: sequentially performing, by the

terminal, facial expression recognition on a facial image corresponding to each to-be-processed



unlock node in the unlock node sequence in an order of the unlock nodes in the unlock node
sequence; and creating the unlock status identification at the respective unlock node in the unlock
progress area after each facial expression recognition is completed. The unlock status identification
may be used for indicating that the unlocking operation has been performed on the current
to-be-processed unlock node. The unlock status identification includes: a state identification
indicating that the unlocking operation has been performed and the unlock node has been
successfully unlocked and a state identification indicating that the unlocking operation has been

performed but the unlock node has not been successfully unlocked.

[0057] The unlocking step of a to-be-processed unlock node in the unlock node sequence
may further include: during unlocking of the current to-be-processed unlock node in the unlock
node sequence, performing, by the terminal, facial expression recognition on a facial image
captured currently, comparing a recognized facial expression with a target expression corresponding
to the to-be-processed unlock node, and after obtaining a comparison result, creating the unlock
status identification at the current to-be-processed unlock node. After the unlock status
identification is created, the current to-be-processed unlock node is transformed into a processed

unlock node, and then unlocking is performed on the remaining to-be-processed unlock nodes.

[0058] For example, as shown in FIG. 6, in the figure on the left, none of the unlock nodes
(i.e., nodes 1-6) in the unlock node sequence have gone through an unlocking operation. Upon
detection of that the entire face in the facial image is located within the face capture frame, the first
unlock node in the unlock node sequence is first unlocked, and the unlocking process includes:
performing facial expression recognition on the facial image displayed in the face preview area, that
is, performing facial expression recognition on a facial tile in the face capture frame, to obtain a
recognition result of the facial expression. The facial expression is an expression of opening the
mouth and squinting the left eye. After obtaining the recognition result of the facial expression, the
recognized facial expression is compared with a target expression corresponding to the first unlock
node, and after the comparison result is obtained, the unlock status identification, which indicates
that the unlocking operation has been performed on the first unlock node, is created at the position
of the first unlock node. Deduced by analogy, unlocking is performed on the other unlock nodes in

the unlock node sequence.

[0059] In an embodiment, an expression model map corresponding to a facial expression is
generated after each time a terminal completes facial expression recognition. The expression model
map is superimposed and displayed on the facial image in the face preview area, then the expression

model map is compared with the expression map of the corresponding unlock node, and after



obtaining a comparison result, the unlock status identification is created at the to-be-processed
unlock node, so as to prompt that recognition of the facial image corresponding to the
to-be-processed unlock node has been completed. The expression model map may refer to the black

dots in FIG. 6.

[0060] In Scenario 2, the unlock status identification indicates that unlocking of the

to-be-processed unlock node has been successfully completed.

[0061] In an embodiment, an expression model map corresponding to a facial expression is
generated after each time a terminal completes facial expression recognition. The expression model
map is superimposed and displayed on the facial image in the face preview area. In response to a
determination that the expression model map is consistent with the expression map of the
corresponding unlock node, it is determined that the facial expression in the facial image matches
the corresponding target expression, and then the unlock status identification is created at the

to-be-processed unlock node in the unlock node sequence.

[0062] The expression model map may refer to a map generated according to the recognized
facial expression, which can be used for representing the facial expression of the to-be-tested object.
In addition, the expression model map may also be used for indicating that facial expression
recognition has been performed on the facial image corresponding to the to-be-processed unlock

node.

[0063] In response to a determination that the expression model map is consistent with the
expression map of the corresponding unlock node, it is determined that the facial expression in the
facial image matches the pre-entered expression map of the to-be-processed unlock node, and in

this case, the to-be-processed unlock node can be successfully unlocked.

[0064] For example, as shown in FIG. 6, during unlocking of the first unlock node, the
facial expression in the facial image is recognized, and after all facial key points in the facial image
are recognized, an expression model map matching the facial expression of opening the mouth and
squinting the left eye is generated, and then superimposed on the facial expression in the facial
image. Then, the expression model map is compared with the pre-entered expression map
corresponding to the first unlock node, and if consistent, the unlock status identification is generated

at the position of the first unlock node.

[0065] In the process of unlocking each unlock node, the expression corresponding to the

unlock node that needs to be unlocked can be prompted by a prompt image.
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[0066] In an embodiment, the expression unlock page includes an expression prompt area.
The method also includes: in the process of unlocking the to-be-processed unlock node in the
unlock node sequence, displaying, in the expression prompt area, a prompt image corresponding to
the to-be-processed unlock node in response to an expression prompt operation triggered in the
expression prompt area. Therefore, the user can associate the corresponding facial expression by
using the prompt image in a case of forgetting what facial expression corresponding to the
unlocking. It is to be understood that for the target object that enters the target expression, the
prompt image can be used for associating an image of a facial expression, and the other users may
not be clear about the specific meaning of the prompt image, such as using a sunflower image to

associate an open mouth.

[0067] As shown in FIG. 5, during unlocking of the first unlock node, when the to-be-tested
object forgets the facial expression, the sunflower image can be used for determining what facial
expression is corresponding to the first unlock node, so that the user makes the facial expression to

unlock the first unlock node.

[0068] In S208, unlocking is completed based on the unlock status identification and match

between the facial expression in the facial image and a corresponding target expression.

[0069] In an embodiment, when the unlock status identification is created at each unlock
node in the unlock node sequence and the facial expression in the corresponding facial image
matches the corresponding target expression, the unlocking succeeds. For example, referring to
FIG. 6, when the positions of unlock nodes 1-6 are all changed from colorless (or white) to gray and
the facial expressions in the corresponding facial images match the corresponding target
expressions, the unlocking succeeds. Alternatively, when unlock status identifications are created at
at least two unlock nodes in the unlock node sequence and the facial expressions in the
corresponding facial images match the corresponding target expressions, the unlocking succeeds.
For example, referring to FIG. 6, when the positions of unlock nodes 1-3 are all changed from
colorless (or white) to gray and the facial expressions in the corresponding facial images
corresponding to the unlock nodes 1-3 match the corresponding target expressions, the unlocking

succeeds.

[0070] The target expressions may refer to expressions in pre-entered expression maps. For
example, security locks are set at six unlock nodes, one or more expression maps are pre-entered for

each unlock node, and the expressions in the expression maps are the target expressions.

[0071] In response to a determination that the recognized facial expression matches the

expression map corresponding to the corresponding to-be-processed unlock node, it is determined
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that the facial expression matches the corresponding target expression. Conversely, in response to a
determination that the recognized facial expression matches the corresponding target expression, it
is determined that the facial expression matches the expression map corresponding to the

corresponding to-be-processed unlock node.

[0072] In addition, in response to a determination that the created expression model map
matches the corresponding expression map corresponding to the to-be-processed unlock node, it is
determined that the expression model map matches the corresponding target expression.
Conversely, in response to a determination that the created expression model map matches the
corresponding target expression, it is determined that the expression model map matches the

expression map corresponding to the corresponding to-be-processed unlock node.

[0073] In an embodiment, in the process of unlocking each unlock node, the terminal
records a time interval corresponding to each unlock node upon completion of unlocking and then
calculates a total time interval. When an unlock status identification is created at each unlock node
in the unlock node sequence, the facial expression in each facial image matches the corresponding
target expression, and the total time interval is less than a preset time interval, the unlocking

succeeds.

[0074] When an unlock status identification is created at each unlock node in the unlock
node sequence, but there is one or more facial images of which the facial expression/expressions
mismatches/mismatch the corresponding target expression/expressions, the terminal fails in the
unlocking. In this case, unlocking may be performed again, that is, S204 to S208 may be returned,
and the unlocking is suspended until the unlocking succeeds or a cumulative quantity of unlock

failures reaches a preset quantity of times.

[0075] In an embodiment, when the unlock status identification is created at each unlock
node in the unlock node sequence, but the facial expression in at least one facial image mismatches
the corresponding target expression, the terminal transmits prompt information of unlock failure.

Displaying of the unlock status identification is canceled and S204 to S208 are returned.

[0076] In an embodiment, when the unlocking fails, the cumulative quantity of unlock
failures is obtained. When the cumulative quantity reaches the preset quantity of times, the
unlocking process is suspended. A reserved communication number is obtained and alarm

information is transmitted to the reserved communication number.

[0077] The cumulative quantity may refer to a total quantity of unlock failures in this round

or a total quantity of unlock failures within a preset time period, and the preset time period may be
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set according to system requirements, which is not specifically limited in this embodiment. The
reserved communication number may refer to: a communication identification reserved by the
target object (for example, a user who enters an expression map) in an application account of a
terminal for receiving alarm information or for emergency contact, such as a reserved mobile phone
number, an email account, or other instant messaging accounts and the like. It is to be understood
that the cumulative quantity of unlock failures refers to a total quantity of consecutive unlock
failures, and once there is one unlock success, the cumulative quantity of unlock failures is set to

Z€10.

[0078] For example, the reserved communication number is a reserved mobile phone
number. In a case that the cumulative quantity of unlock failures within 5 minutes reaches a preset
quantity of times 5, the unlocking process is suspended and alarm information is transmitted to the
reserved mobile phone number to alert a target user corresponding to the reserved mobile phone
number, so as to inform the target user to reset the password to prevent others from maliciously

unlocking, or to inform the target user to re-obtain the password.

[0079] In an example, by performing human face recognition on a facial image, a
recognition result of facial feature points in FIG. 7 can be obtained. For the convenience of
description below, the facial feature points obtained through the recognition are marked by using
numerals. For example, as shown in FIG. 7, 1 to 17 represent facial edge feature points, 18 to 22
and 23 to 27 correspondingly represent left eyebrow feature points and right eyebrow feature points
of a user, 28 to 36 represent nose feature points of the user, 37 to 42 represent left eye feature points
of the user, 43 to 48 represent right eye feature points of the user, and 49 to 68 represent lip feature
points of the user. The foregoing is merely an example. In an embodiment, only some or more
feature points in the facial feature points may be recognized, or the feature points are marked in

other manners. These all fall within the scope of the embodiments of the present disclosure.

[0080] Facial feature point recognition technologies are usually grouped into two categories

according to different criteria used:
[0081] (1) Local feature-based methods

[0082] In an embodiment, the local feature-based method may describe a face by using local
geometric features of the face, such as relative positions and relative distances of some facial organs
(eyes, nose, mouth, and the like). Feature components usually include Euclidean distances,
curvatures, angles, and the like between feature points, and an efficient description of prominent

features of the face can be implemented.
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[0083] For example, facial feature points are located using an integrated projection method,
and Euclidean distances between feature points are used as the feature components to recognize
multi-dimensional facial feature point vectors for use in classification. The feature components
mainly include: a vertical distance between a center of an eyebrow and that of an eye; a plurality of
descriptive data of an eyebrow radian; a width of a nose and a vertical position of the nose; and a
nostril position, a face width, and the like. Through recognition of the facial feature points, a correct

recognition rate of 100% can be obtained in the recognition process.

[0084] In an embodiment of the present disclosure, the local feature-based method may also
be an empirical description of general features of facial feature points. For example, a facial image
has some prominent basic features. For example, a facial area usually includes facial feature points
such as an eye portion, a nose portion, and a lip portion, with brightness generally lower than that of
surrounding areas. The eyes are roughly symmetrical, and the nose and the mouth are distributed on

an axis of symmetry.
[0085] (2) Integer-based methods

[0086] In the integer-based method, a facial image is used as a whole to perform specific
transformation to process and recognize features. In the method, in addition to that overall
properties of a face are taken into consideration, a topological relationship between face portions

and information of the portions are also retained.

[0087] Because the dimension of a facial image is usually very high, and the distribution of
the facial image in a high-dimensional space is not compact, it is not conducive to classification,
and the computational complexity is also very high. A method of subspace analysis may be used for
finding a linear or non-linear spatial transformation according to a particular target, and source
high-dimensional data is compressed into a low-dimensional subspace, so that the distribution of

data in this subspace is more compact, thereby reducing the complexity of calculation.

[0088] In addition, a group of rectangular grid nodes can also be placed on the facial image,
a feature of each node is described by a multi-scale wavelet feature at the node, and a connection
relationship between the nodes is represented by a geometric distance, so as to form a face
representation based on a two-dimensional topological graph. In the process of face recognition,
recognition is performed based on similarities between nodes and between connections in two

images.
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[0089] In addition to the subspace analysis method and an elastic map matching method
described above, there are also methods based on a neural network and the like. In the embodiment

of the present disclosure, the type of the integer-based method is not limited.

[0090] In the embodiments, the unlock node sequence composed of a plurality of unlock
nodes is configured on the expression unlock page, and during unlocking of each unlock node,
expression recognition needs to be performed on a facial image captured in real time. In addition,
each unlock node corresponds to a particular target expression, and the whole unlocking process is
completed only when the facial expressions in the facial images corresponding to all the unlock
nodes match the target expressions corresponding to the unlock nodes. Therefore, unauthorized
unlocking implemented by use of an image or a human face model can be effectively avoided and

the information security is effectively improved.

[0091] In an embodiment, in addition to the unlocking using a facial expression, the
unlocking may also be performed by combining facial expression and human face recognition. As

shown in FIG. 8, the method may also include the following steps.

[0092] In S802, facial expression recognition is sequentially performed on a facial image
corresponding to each to-be-processed unlock node in an unlock node sequence in an order of the

unlock nodes in the unlock node sequence.

[0093] The facial expression may be an expression presented by enabling different portions
of a face to perform corresponding actions or to be in corresponding postures, for example, the

expression of opening the mouth and squinting the left eye in FIG. 5 and FIG. 6.

[0094] In an embodiment, the step of facial expression recognition includes: extracting, by a
terminal, eye feature points from the facial image; among the eye feature points, determining a first
distance between an upper eyelid feature point and a lower eyelid feature point and determining a
second distance between a left eye corner feature point and a right eye corner feature point; and
determining an eye portion posture according to a relationship between a ratio of the first distance

to the second distance and at least one preset range.

[0095] The left eye corner feature point and the right eye corner feature point respectively
refer to the left eye corner feature point and the right eye corner feature point of a same eye. For

example, for the left eye, the left eye corner feature point refers to the left eye corner feature point
of the left eye, and the right eye corner feature point refers to the right eye corner feature point of

the left eye.
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[0096] For example, as shown in FIG. 7, the terminal calculates a first distance between the
upper eyelid feature point 38 and the lower eyelid feature point 42 according to the facial feature
points captured through the human face recognition technology, and calculates a second distance
between the left eye corner feature point 37 and the right eye corner feature point 40. When a ratio
of the first distance to the second distance is 0, it is determined that the to-be-tested object squints
the left eye. When the ratio of the first distance to the second distance is less than 0.2, it is
determined that the to-be-tested object blinks the left eye. When the ratio of the first distance to the

second distance is greater than 0.2 and less than 0.6, it is determined that the to-be-tested object

goggles the left eye.

[0097] For the lip portion posture, the following methods can be used for recognition.
[0098] In Method 1, the lip portion posture is recognized according to heights of lip feature
points.

[0099] In an embodiment, the step of facial expression recognition also includes: extracting,

by a terminal, lip feature points from the facial image; and among the lip feature points, determining
a lip portion posture according to a height difference between a lip center feature point and a lip

corner feature point.

[00100] For example, as shown in FIG. 7, the terminal determines a height of the lip center
feature point 63 and a height of the lip corner feature point 49 (or 55), and then calculates a height
difference between the lip center feature point 63 and the lip corner feature point 49 (or 55). When
the height difference is positive (that is, the height of the lip center feature point 63 is higher than
the height of the lip corner feature point 49), it is determined that the lip portion posture is a smile.

[00101] In Method 2, the lip portion posture is recognized according to a distance between

upper and lower lip feature points.

[00102] In an embodiment, among the lip feature points, the terminal determines the lip
portion posture according to a third distance between an upper lip feature point and a lower lip

feature point.

[00103] For example, according to the facial feature points obtained through the human face
recognition technology, the third distance between the upper lip feature point and the lower lip
feature point is compared with a distance threshold, and in response to a determination that the third
distance reaches the distance threshold, it is determined that the lip portion posture is opening the
mouth. As shown in FIG. 7, the third distance between the upper lip feature point 63 and the lower

lip feature point 67 is compared with the distance threshold, and in response to a determination that
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the third distance is greater than or equal to the distance threshold, it is determined that the

to-be-tested object is opening the mouth.

[00104] In another embodiment, the terminal calculates a fourth distance between a left lip
corner feature point and a right lip corner feature point, and in response to a determination that the
third distance is greater than or equal to the fourth distance, it is determined that the lip portion

posture is opening the mouth.

[00105] In Method 3, the lip portion posture is recognized according to a ratio of the distance

between the upper and lower lips to the distance between the left and right lip corner feature points.

[00106] In an embodiment, among the lip feature points, the lip portion posture is determined
according to a relationship between the ratio of the third distance to a fourth distance and at least
one preset range. The fourth distance is a distance between a left lip corner feature point and a right

lip corner feature point.

[00107] For example, as shown in FIG. 7, the terminal determines the third distance between
the upper lip feature point 63 and the lower lip feature point 67, and determines the fourth distance
between the left lip corner feature point 49 and the right lip corner feature point 55, and the lip
portion posture is determined according to the relationship between the ratio of the third distance to
the fourth distance and at least one preset range. For example, when the ratio of the third distance to
the fourth distance is within a first preset range, it is determined that the lip portion posture is an
open mouth. In addition, when the ratio of the third distance to the fourth distance is within a
second preset range, it is determined that the lip portion posture is a closed mouth. Values of the

first preset range are all greater than values of the second preset range.

[00108] In an embodiment, the step of facial expression recognition also includes: extracting
an eyebrow feature point and an eyelid feature point from the facial image; determining a fifth
distance between the eyebrow feature point and the eyelid feature point; and determining an

eyebrow posture according to a relationship between the fifth distance and a preset distance.

[00109] For example, as shown in FIG. 7, the distance between the eyebrow feature point and
the eyelid feature point 38 is calculated, and when the distance is greater than a preset distance, it is

determined that the to-be-tested object is lifting the eyebrow.

[00110] In S804, human face recognition is sequentially performed on the facial image
corresponding to each unlock node in the order of the unlock nodes in the unlock node sequence, to

obtain a human face recognition result.
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[00111] The process of human face recognition may refer to S208 of the foregoing

embodiment.

[00112] In S806, in response to a determination that an unlock status identification is created
at each unlock node, a facial expression in each facial image matches a corresponding target
expression, and according to the human face recognition result, it is determined that a to-be-tested

object is consistent with a target object, and the unlocking succeeds.

[00113] During unlocking using a facial expression, human face recognition may also be
performed, to determine whether the human face matches a pre-entered human face of a target
object, and if so, it indicates that the to-be-tested object and the target object are the same object.

The facial image is an image obtained by capturing the to-be-tested object.

[00114] When an unlock status identification is created at each unlock node, a facial
expression in each facial image matches a corresponding target expression, and according to the
human face recognition result, it is determined that a to-be-tested object is inconsistent with a target
object, the unlocking fails. When it is determined that the to-be-tested object is inconsistent with the
target object according to the human face recognition result, it indicates that the currently detected

to-be-tested object and the target object are not the same object, and in this case, the unlocking fails.

[00115] In the foregoing embodiment, the facial expression and the human face recognition
are combined for unlocking, which can further improve the security of the unlock node sequence

and improve information security of the terminal.

[00116] In an embodiment, in addition to the unlocking using a facial expression, the
unlocking may also be performed by combining a facial expression and a gesture, as shown in FIG.

9, the method may also include the following steps.

[00117] In S902, facial expression recognition is sequentially performed on a facial image
corresponding to each to-be-processed unlock node in an unlock node sequence in an order of the

unlock nodes in the unlock node sequence.

[00118] The facial expression may be an expression presented by enabling different portions
of a face to perform corresponding actions or to be in corresponding postures, for example, the

expression of opening the mouth and squinting the left eye in FIG. 5 and FIG. 6.

[00119] The recognition of a facial expression may refer to S802 of the foregoing
embodiment.
[00120] In S904, in the process of facial expression recognition, gesture recognition is

performed on a hand in the facial image.
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[00121] In an embodiment, the terminal performs convolutional processing on the facial
image through a neural network model, so as to extract a gesture feature from the facial image, and

determine a specific gesture according to the gesture feature.

[00122] The neural network model may be a network model for extracting a gesture feature,
and may particularly be a two-dimensional convolutional neural network model. The

two-dimensional network model may be one of network branches of a machine learning model.

[00123] In S906, an unlock status identification is created at a respective unlock node in an

unlock progress area after each facial expression recognition and gesture recognition are completed.

[00124] In an embodiment, the terminal may also determine whether the facial expression is
consistent with the corresponding target expression after each completion of facial expression
recognition. In addition, the terminal may also determine whether the gesture is consistent with a
corresponding hand target gesture after each completion of gesture recognition, and in response to a
determination that the facial expression is consistent with the corresponding target expression and
the gesture is consistent with the corresponding target gesture, the unlock status identification is

created at the respective unlock node in the unlock progress area.

[00125] In S908, in response to a determination that an unlock status identification is created
at each unlock node, a facial expression in each facial image matches a corresponding target
expression, and each recognized gesture is consistent with a corresponding target gesture, the

unlocking succeeds.

[00126] In the foregoing embodiment, the facial expression and the gesture are combined for
unlocking, which can further improve the security of the unlock node sequence and improve the

information security of the terminal.

[00127] In an embodiment, each unlock node may be unlocked by at least two facial
expressions, and each unlock node corresponds to at least two different target expressions. As

shown in FIG. 10, S206 may further include the following steps.

[00128] In S1002, facial expression recognition is performed on at least two facial images

corresponding to the to-be-processed unlock node.

[00129] During unlocking of the to-be-processed unlock node, the facial expression
recognition may be performed on the at least two facial images corresponding to the

to-be-processed unlock node.

[00130] For example, during unlocking of an unlock node 1, a facial image 1 is first captured,

and then the facial expression recognition is performed on the facial image 1 to obtain a facial
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expression 1. Then, the facial expression recognition is performed on the captured facial image 1 to

obtain a facial expression 2.

[00131] The process of the facial expression recognition may refer to S802 in the foregoing
embodiment.
[00132] In S1004, in response to a determination that facial expressions in the at least two

facial images match corresponding target expressions respectively, the unlock status identification

is created at the to-be-processed unlock node.
[00133] The facial expressions in at least two facial images may be the same or different.

[00134] In an embodiment, in response to a determination that the facial expressions in the at
least two facial images match the corresponding target expressions respectively, the terminal
determines an interval between capture times of the at least two facial images; or, determines an
interval between unlock times of the to-be-processed unlock node and a previous processed unlock
node. When the interval between the capture times or the interval between the unlock times meets a
corresponding time interval condition, S1004 is performed. Therefore, waste of time during
unlocking of a same unlock node or unlocking of different unlock nodes can be avoided, the
unlocking efficiency can be improved, and in addition, the others are prevented from unlocking an

unlock node through a plurality of attempts at different facial expressions.

[00135] In S1006, in response to a determination that the unlock status identification is
created at each unlock node and the facial expression in each facial image matches the

corresponding target expression, the unlocking succeeds.

[00136] In the foregoing embodiment, at least two facial expressions are used for unlocking
each unlock node, which can further improve the security of the unlock node sequence and improve

the information security of the terminal.

[00137] In an embodiment, a particular expression map may be pre-entered for each unlock

node, and steps of entering the expression map may include the following steps.
[00138] In S1102, an expression entry page is displayed.

[00139] The expression entry page may include an expression identification, or may not
include an expression identification. The expression identification is used for indicating a
corresponding expression type, and different expression identifications correspond to different

expression types.
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[00140] In an embodiment, when a terminal obtains an expression entry instruction triggered
on the expression management page, the terminal switches the page to the expression entry page
including an expression identification. As shown in FIG. 12, when an operation of tapping or
touching on a human face entry control of the expression management page is detected, the
expression entry page displaying expression identifications is entered. An upper part of the
expression entry page is used for displaying a captured expression map, and a lower part is used for

displaying the expression identifications.

[00141] In S1104, expression maps corresponding to expression identifications in the

expression entry page are sequentially entered through the expression entry page.

[00142] In an embodiment, when the expression entry page includes expression
identifications, the terminal sequentially captures expression maps of a target object in an
arrangement order of the expression identifications, and then sequentially enters the captured
expression maps. As shown in FIG. 12, in the expression entry page, an expression map is first
entered for a first expression identification, and then expression maps are sequentially entered for

the subsequent expression identifications.

[00143] In an embodiment, when the expression entry page does not include an expression
identification, the terminal recognizes a captured expression map, to obtain a target expression; and
displays, in an expression identification preview area of the expression entry page, a corresponding
expression identification according to the target expression. As shown in FIG. 13, recognition is
performed on the facial image in which the mouth is open, to obtain a facial expression in which the
mouth is open, and then according to the facial expression in which the mouth is open, an
expression identification is created and displayed in the expression identification preview area of

the expression entry page.

[00144] In S1106, an expression combination page is entered.

[00145] The expression combination page may be a page used for combining expression
identifications.

[00146] In S1108, in response to a combined operation triggered on the expression

combination page, the expression identifications are combined to obtain an expression unlock

sequence.

[00147] In an embodiment, in the expression combination page, the terminal may choose to
sort the expression identifications in the expression entry page, and constructs the expression unlock

sequence according to the sorted expression identifications. Alternatively, the terminal combines
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the expression identifications in the expression entry page, then sorts the expression identifications,
and constructs the expression unlock sequence according to the combined and sorted expression

identifications.

[00148] For example, as shown in FIG. 14, the target object may combine the expression
identifications in the expression combination page in twos, to obtain corresponding expression
combinations. As shown in the expression combination page on the right side of FIG. 14, in the first

line, a normal expression is combined with an expression in which the left eye goggles.

[00149] In the foregoing embodiment, the corresponding expression maps are pre-entered

according to the expression identifications, and then the expression identifications are combined

and sorted, to generate the expression unlock sequence, so that during unlocking, the expression

unlock node is unlocked according to the corresponding facial expression; in addition, during the
unlocking of each unlock node, the currently recognized facial expression needs to be compared

with the corresponding pre-entered expression map, and the unlocking of the unlock node can be
completed only when the currently recognized facial expression matches the corresponding

pre-entered expression map. Therefore, the security of the unlock node can be effectively improved.

[00150] For example, a description is provided by using a human face image. As shown in
FIG. 15 and FIG. 16, in this embodiment, a function of an intelligent password lock is implemented
mainly by prompting through human face recognition + combined expressions + expression
sequence + prompt image. The privacy of a user can be well protected, combining of expressions
can increase the difficulty of expression recognition cracking, the use of an expression sequence can
increase the complexity of unlocking, and the use of prompt image can help the user to remember a
password combination, while avoiding password leakage. The expression sequence corresponds to

the unlock node sequence.

[00151] In this embodiment, a user may customize the combination of different expressions,
set the expression sequence, and add a prompt image and picture (or animation) for prompting, to
combine a set of password locks, which can meet encryption and decryption needs of the user and
enhance the protection of personal privacy. For the definition and decryption of the password lock,

the implementation steps include the following.

[00152] In step S1, human face feature points are recognized by an expression recognizer, to

obtain a corresponding facial expression.

[00153] In step S2, logic of expression triggering is redefined and implemented.
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[00154] 1) The expression of blinking may be recognized as follows. According to human
face feature points obtained through the human face recognition technology, a distance between
central feature points of upper and lower eyelids is divided by a distance between feature points of
left and right eye corners, to obtain a ratio between the two distances; and in response to a
determination that the ratio between the two distances is less than a preset ratio threshold, the
expression is determined as a blink. As shown in FIG. 7, the distance between the left upper eyelid
center feature point 38 and the left lower eyelid center feature point 42 is divided by the distance
between the left and right eye corner feature points 37 and 40, and in response to a determination

that the ratio obtained is less than 0.2, it is determined that the user blinks the left eye.

[00155] 2) The expression of goggle may be recognized as follows. According to human face
feature points obtained through the human face recognition technology, a distance between central
feature points of upper and lower eyelids is divided by a distance between feature points of left and
right eye corners, to obtain a ratio between the two distances; and in response to a determination
that the ratio between the two distances is greater than a preset ratio threshold, the expression is
determined as a goggle. As shown in FIG. 7, the distance between the left upper eyelid center
feature point 38 and the left lower eyelid center feature point 42 is divided by the distance between
the left and right eye corner feature points 37 and 40, and in response to a determination that the

ratio obtained is less than 0.6, the expression is determined as blinking the left eye.

[00156] 3) The expression of pouting may be recognized as follows. According to human
face feature points obtained through the human face recognition technology, a ratio threshold for
determining pouting is set, a distance between feature points of upper and lower lips is divided by a
distance between feature points of left and right lips, and in response to a determination that a
resulting quotient reaches the ratio threshold for determining pouting, the expression is determined
as a pout. As shown in FIG. 7, a distance between the upper and lower center feature points 67 and
63 of the lips is divided by a distance between the left and right feature points 49 and 55 of the lips,
and in response to a determination that a quotient value obtained is greater than 1.0, the expression

is determined as a pout.

[00157] 4) The expression of smiling may be recognized as follows. According to human
face feature points obtained through the human face recognition technology, in response to a
determination that a central feature point of lips is lower than left and right feature points of the lips,
the expression is determined as a smile. As shown in FIG. 7, in response to a determination that the
position of the center feature point 63 of the lips is lower than the positions of the left and right

feature points 49 and 55 of the lips, the expression is determined as a smile.
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[00158] 5) An angry expression may be recognized as follows. According to human face
feature points obtained through the human face recognition technology, in response to a
determination that a central feature point of lips is higher than left and right feature points of the
lips, the expression is determined as an anger. As shown in FIG. 7, in response to a determination
that the position of the center feature point 63 of the lips is higher than the positions of the left and

right feature points 49 and 55 of the lips, the expression is determined as an anger.

[00159] 6) An open-mouth expression may be recognized as follows. According to human
face feature points obtained through the human face recognition technology, a weighted average of
unit distances between upper and lower lips is calculated, and a distance threshold for determining
opening the mouth is set; and in response to a determination that the distance between the feature
points of the upper and lower lips is greater than the distance threshold, the expression is
determined as opening the mouth. As shown in FIG. 7, in response to a determination that the
distance between the upper lip center feature point 63 and the lower lip center feature point 67 is 0.2
time greater than the distance between the left and right lip feature points 49 and 55, the expression

is determined as opening the mouth.

[00160] 7) An eyebrow-raising expression may be recognized as follows. According to
human face feature points obtained through the human face recognition technology, a distance
threshold for determining eyebrow raising is set, and in response to a determination that the distance
between an eyebrow feature point and an upper eyelid feature point is greater than the distance

threshold, the expression is determined as eyebrow raising.

[00161] 8) A nodding expression may be recognized as follows: According to human face
feature points obtained through the human face recognition technology, an angle of head rotation in
a previous frame of a human face image and an angle of head rotation in a current frame of human
face image are calculated, an angle difference between the two angles is calculated, and in response

to a determination that the angle difference exceeds 10 degrees, the expression is determined as a

nod.
[00162] In step S3, expressions are combined.
[00163] The user may combine two expressions as needed. For example, blinking the left eye

and opening the mouth are set to be an expression combination, and blinking the right eye and

pouting may also be set to be an expression combination.

[00164] In step S4, different expression combinations are sorted.

24



[00165] The user may arrange the preset expression combinations in a particular order, and
construct a password group according to the sorted expression combinations, for example:
expression combination 1 (blink and nod): expression combination 2 (blink the left eye and open
the mouth): expression combination 3 (blink and pout): expression combination 4 (smile):

expression combination 5 (eyebrow raise): expression combination 6 (goggle).
[00166] In step S5, a prompt image and animation are set.

[00167] For each expression combination, one prompt image or animation that helps in
reminding without revealing the expression may be set to help in reminding. For example, a blue
sky is set to remember a smile, raining is set to remember an anger, a palm is set to remember a
nod, and the like. The associations between the prompt images or animations and expressions are
set according to the user's own preferences. The prompts need to be prevented from being

excessively distinct, so as to avoid leakage of the password combination.
[00168] In step S6, an over-limit protector is set.

[00169] For each expression combination, a verification time, such as 5 seconds, is set, and a
total quantity of recognition errors is set. For example, after five operations returned with
recognition errors, the password lock is locked and cannot be opened for a period of time, and an

early warning information is transmitted to a fixed mailbox and mobile phone number.
[00170] In step S7, the terminal is unlocked.

[00171] Human face recognition is performed first, and then expression recognition is
performed. In a case that an expression corresponding to an unlock node is not known, a prompt
image is displayed. After completion of recognition on individual facial expressions, an expression
combination is recognized, to determine whether the expression combination corresponding to the
corresponding unlock node is correct. After each expression combination is correctly recognized,
the entire expression sequence is recognized, to determine whether the order of the expression
combinations is correct. Finally, determining of timing out or a cumulative quantity of failures is
performed. In a case of timing out or that the cumulative quantity of failures reaches five, the
unlocking is suspended and early warning information is transmitted to a fixed mailbox and mobile

phone number.

[00172] Through the solution of this embodiment, a user can be helped to flexibly set a
password combination, for use in achieving access control, file encryption, access to an intelligent
terminal operation page and payment, and the like, with a low technical difficulty, a strong privacy,

and convenience for operating and remembering.
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[00173] It is to be understood that, although the steps in the flowcharts of FIG. 2, and FIG. 8
to FIG. 11 are sequentially displayed according to indication of arrows, the steps are not necessarily
sequentially performed in the sequence indicated by the arrows. Unless clearly specified in this
specification, there is no strict sequence limitation on the execution of the steps, and the steps may
be performed in another sequence. In addition, at least some steps in FIG. 2, and FIG. 8 to FIG. 11
may include a plurality of steps or a plurality of stages. The steps or the stages are not necessarily
performed at the same moment, and instead may be performed at different moments. The steps or
the stages are not necessarily performed sequentially, and instead may be performed in turn or

alternately with another step or at least some of the steps or stages of the another step.

[00174] In an embodiment, as shown in FIG. 17, provided is a facial expression-based
unlocking apparatus. The apparatus may be a part of a computer device in a form of a software
module or a hardware module, or the combination of the above. The apparatus further includes: a
display module 1702, a first displaying module 1704, a creation module 1706, and an unlocking
module 1708.

[00175] The display module 1702 is configured to display an expression unlock page.

[00176] The first displaying module 1704 is configured to display an unlock node sequence

on the expression unlock page.

[00177] The creation module 1706 is configured to create, at a to-be-processed unlock node
in the unlock node sequence, an unlock status identification based on a facial expression in a facial

image captured in real time.

[00178] The unlocking module 1708 is configured to complete unlocking based on the
unlock status identification and match between the facial expression in the facial image and a

corresponding target expression.

[00179] In the embodiments, the unlock node sequence composed of a plurality of unlock
nodes is configured on the expression unlock page, and during unlocking of each unlock node,
expression recognition may be performed on a facial image captured in real time; in addition, each
unlock node corresponds to a particular target expression, and the whole unlocking process is
completed only when the facial expressions in the facial images corresponding to all the unlock
nodes match the target expressions corresponding to the unlock nodes. Therefore, unauthorized
unlocking implemented by use of an image or a human face model can be effectively avoided and

the information security is effectively improved.
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[00180] In an embodiment, the unlock node sequence is displayed in the unlock progress area

of the expression unlock page. The apparatus also includes:

[00181] a second displaying module, configured to display, in a face preview area of the

expression unlock page, a facial image captured in real time; and

[00182] the creation module, further configured to sequentially perform facial expression
recognition on a facial image corresponding to each to-be-processed unlock node in the unlock node
sequence in an order of the unlock nodes in the unlock node sequence; and create the unlock status
identification at the respective unlock node in the unlock progress area after each facial expression

recognition is completed.

[00183] In an embodiment, the apparatus further includes a generation module, a

superimposing module, and a determining module.

[00184] The generation module is configured to generate an expression model map

corresponding to the facial expression after each facial expression recognition is completed.

[00185] The superimposing module is configured to superimpose and display the expression

model map on the facial image in the face preview area.

[00186] The determining module is configured to determine, in response to a determination
that the expression model map is consistent with an expression map of a corresponding unlock

node, that the facial expression in the facial image matches the corresponding target expression.

[00187] In an embodiment, the facial image includes a face and a hand. The apparatus also

includes: a recognition module.

[00188] The recognition module is configured to perform, in the process of facial expression

recognition, gesture recognition on a hand in the facial image.

[00189] The creation module is configured to create an unlock status identification at a
respective unlock node in an unlock progress area after each the facial expression recognition and

gesture recognition are completed.

[00190] In the foregoing embodiment, the facial expression and the gesture recognition are
combined for unlocking, which can further improve the security of the unlock node sequence and

improve the information security.

[00191] In an embodiment, each unlock node corresponds to at least two different target
expressions. The creation module is further configured to perform facial expression recognition on

at least two facial images corresponding to the to-be-processed unlock node; and in response to a
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determination that facial expressions in the at least two facial images match corresponding target

expressions respectively, create the unlock status identification at the to-be-processed unlock node.

[00192] In an embodiment, the determining module is further configured to determine, in
response to a determination that the facial expressions in the at least two facial images match the
corresponding target expressions respectively, an interval between capture times of the at least two
facial images; or, determine an interval between unlock times of the to-be-processed unlock node

and a previous processed unlock node.

[00193] The creation module is further configured to create, in response to a determination
that the interval between the capture times or the interval between the unlock times meets a
corresponding time interval condition, the unlock status identification at the to-be-processed unlock

node.

[00194] In the foregoing embodiment, at least two facial expressions are used for unlocking
each unlock node, which can further improve the security of the unlock node sequence and improve

the information security.

[00195] In an embodiment, the recognition module is further configured to extract eye
feature points from the facial image; among the eye feature points, determine a first distance
between an upper eyelid feature point and a lower eyelid feature point and determining a second
distance between a left eye corner feature point and a right eye corner feature point; and determine
an eye portion posture according to a relationship between a ratio of the first distance to the second

distance and at least one preset range.

[00196] In an embodiment, the recognition module is further configured to extract lip feature
points from the facial image; and among the lip feature points, determine a lip portion posture
according to a height difference between a lip center feature point and a lip corner feature point; or,
among the lip feature points, determine a lip portion posture according to a third distance between
an upper lip feature point and a lower lip feature point; and among the lip feature points, determine
a lip portion posture according to a relationship between a ratio of the third distance to a fourth
distance and at least one preset range. The fourth distance is a distance between a left lip corner

feature point and a right lip corner feature point.

[00197] In an embodiment, the recognition module is further configured to extract an
eyebrow feature point and an eyelid feature point from the facial image; determine a fifth distance
between the eyebrow feature point and the eyelid feature point; and determine an eyebrow posture

according to a relationship between the fifth distance and a preset distance.
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[00198] In an embodiment, the face preview area displays a face capture frame. The

apparatus also includes: a detection module and a prompt module.

[00199] The detection module is configured to determine whether a facial key point in the

facial image is located within the face capture frame.

[00200] The creation module is further configured to create, at each unlock node and in
response to a determination that the facial key point in the facial image is located within the face
capture frame, an unlock status identification based on the facial expression in the corresponding

facial image in an order of the unlock nodes in the unlock node sequence.

[00201] The prompt module is configured to transmit, in response to a determination that the
facial key point in the facial image is not located within the face capture frame, prompt information

for adjusting a capture orientation.

[00202] In an embodiment, the facial image is an image obtained by capturing the
to-be-tested object. The recognition module is further configured to sequentially perform human
face recognition on the facial image corresponding to each unlock node in the order of the unlock

nodes in the unlock node sequence, to obtain a human face recognition result.

[00203] The unlocking module is further configured to successfully unlock when an unlock
status identification is created at each unlock node, a facial expression in each facial image matches
a corresponding target expression, and according to the human face recognition result, it is

determined that a to-be-tested object is consistent with a target object.

[00204] In the foregoing embodiment, recognition of the facial expression and recognition of
the human face are combined for unlocking, which can further improve the security of the unlock

node sequence and improve the information security.
[00205] In an embodiment, the apparatus also includes: a cancellation module.

[00206] The prompt module is further configured to transmit, in response to a determination
that the unlock status identification is created at each unlock node in the unlock node sequence, but
the facial expression in at least one facial image mismatches the corresponding target expression,

prompt information of unlock failure.

[00207] The cancellation module is configured to cancel the displaying of the unlock status
identification, and return to perform the step of creating, at a to-be-processed unlock node in the
unlock node sequence, an unlock status identification based on the facial expression in the

corresponding facial image.
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[00208] In an embodiment, the apparatus also includes: an obtaining module, a suspending

module, and an alarm module.

[00209] The obtaining module is configured to obtain a cumulative quantity of unlock

failures in response to a determination that the unlocking fails.

[00210] The suspending module is configured to suspend the unlocking process in response

to a determination that a cumulative quantity reaches a preset quantity of times.

[00211] The alarm module is configured to obtain a reserved communication number and

transmit alarm information to the reserved communication number.

[00212] In an embodiment, the apparatus further includes: an entry module and a combining
module.

[00213] The second displaying module is configured to display an expression entry page.
[00214] The entry module is configured to sequentially enter, through the expression entry

page, expression maps corresponding to expression identifications in the expression entry page.
[00215] The entry module is configured to enter an expression combination page.

[00216] The combining module is configured to combine, in response to a combined
operation triggered on the expression combination page, the expression identifications to obtain an

expression unlock sequence.

[00217] In an embodiment, the expression unlock page includes an expression prompt area.
The second displaying module is further configured to display, in the expression prompt area and in
the process of unlocking the to-be-processed unlock node in the unlock node sequence, a prompt
image corresponding to the to-be-processed unlock node in response to an expression prompt

operation triggered in the expression prompt area.

[00218] In the foregoing embodiment, the corresponding expression maps are pre-entered

according to the expression identifications, and then the expression identifications are combined

and sorted, to generate the expression unlock sequence, so that during unlocking, the expression

unlock node is unlocked according to the corresponding facial expression. In addition, during the
unlocking of each unlock node, the currently recognized facial expression needs to be compared

with the corresponding pre-entered expression map, and the unlocking of the unlock node can be
completed only when the currently recognized facial expression matches the corresponding

pre-entered expression map. Therefore, the security of the unlock node can be effectively improved.
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[00219] The specific embodiments of the facial expression-based unlocking apparatus may
refer to the embodiments of the facial expression-based unlocking method in the foregoing
descriptions, which is not repeated herein. The modules in the facial expression-based unlocking
apparatus may be implemented in whole or in part by software, hardware, and combinations
thereof. The foregoing modules may be built in or independent of a processor of a computer device
in a hardware form, or may be stored in a memory of the computer device in a software form, so
that the processor invokes and performs an operation corresponding to each of the foregoing

modules.

[00220] In an embodiment, a computer device is provided. The computer device may be a
terminal, and an internal structure diagram thereof may be shown in FIG. 18. The computer device
includes a processor, a memory, a communication interface, a display, and an input apparatus
connected by a system bus. The processor of the computer device is configured to provide
computing and control capabilities. The memory of the computer device includes a non-volatile
storage medium and an internal memory. The non-volatile storage medium stores an operating
system and a computer program. The internal memory provides an environment for running of the
operating system and the computer program in the non-volatile storage medium. The
communication interface of the computer device is used for wired or wireless communication with
an external terminal. The wireless mode may be implemented through Wi-Fi, an operator network,
Near Field Communication (NFC), or other technologies. The computer program is executed by a
processor to implement a facial expression-based unlocking method. The display of the computer
device may be a liquid crystal display or an electronic ink display. The input device of the computer
device may be a touch layer that overlays the display, or may be a key, a trackball, or a touchpad
disposed on the chassis of the computer device, or may be an external keyboard, touchpad or

mouse, or the like.

[00221] A person skilled in the art may understand that the structure shown in FIG. 18 is only
a block diagram of a part of a structure related to a solution of this disclosure and does not limit the
computer device to which the solution of this disclosure is applied. Specifically, the computer
device may include more or fewer members than those in the drawings, or include a combination of

some members, or include different member layouts.

[00222] In an embodiment, further provided is a computer device, including a memory and a
processor, the memory storing a computer program, and the processor, when executing the

computer program, implementing the steps in the foregoing method embodiments.
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[00223] In an embodiment, provided is a computer-readable storage medium, storing a
computer program, and the computer program, when being executed by a processor, implementing

the steps in the foregoing method embodiments.

[00224] In an embodiment, a computer program product or a computer program is provided.
The computer program product or the computer program includes a computer instruction. The
computer instruction is stored in a computer-readable storage medium. The processor of the
computer device reads the computer instruction from the computer-readable storage medium. The
processor executes the computer instruction to cause the computer device to perform the steps of

the method embodiments.

[00225] A person of ordinary skill in the art may understand that all or some of procedures of
the method in the foregoing embodiments may be implemented by a computer program instructing
relevant hardware. The computer program may be stored in a non-volatile computer-readable
storage medium. When the computer program is executed, the procedures of the foregoing method
embodiments may be implemented. Any reference to a memory, a storage, a database, or another
medium used in the embodiments provided in this disclosure may include at least one of a
non-volatile memory and a volatile memory. The non-volatile memory may include a read-only
memory (ROM), a magnetic tape, a floppy disk, a flash memory, an optical memory, and the like.
The volatile memory may include a random access memory (RAM) or an external cache. For the
purpose of description instead of limitation, the RAM is available in a plurality of forms, such as a

static RAM (SRAM) or a dynamic RAM (DRAM).

[00226] The technical features in the foregoing embodiment may be randomly combined. For
concise description, not all possible combinations of the technical features in the embodiments are
described. However, provided that combinations of the technical features do not conflict with each
other, the combinations of the technical features are considered as falling within the scope described

in this specification.

[00227] The foregoing embodiments merely describe several implementations of this
disclosure. The description goes to details, but is in no way to be thereby understood as a limitation
on the patent scope hereof. A person of ordinary skill in the art may further make several variations
and improvements without departing from the ideas of this disclosure, and such variations and
improvements all fall within the protection scope of this disclosure. Therefore, the protection scope

of the patent of this disclosure shall be subject to the appended claims.
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CLAIMS

1. A facial expression-based unlocking method, executed by a terminal, the method
comprising:

displaying an expression unlock page;

displaying an unlock node sequence on the expression unlock page;

creating, at a to-be-processed unlock node in the unlock node sequence, an unlock status

identification based on a facial expression in a facial image captured in real time; and

completing unlocking based on the unlock status identification and match between the facial

expression in the facial image and a corresponding target expression.

2. The method according to claim 1, wherein the unlock node sequence is displayed in an

unlock progress area of the expression unlock page; and the method further comprises:

displaying, in a face preview area of the expression unlock page, the facial image captured in

real time; and

the creating, at the to-be-processed unlock node in the unlock node sequence, the unlock status

identification based on the facial expression in the facial image captured in real time comprises:

sequentially performing facial expression recognition on a facial image corresponding to each
to-be-processed unlock node in the unlock node sequence in an order of the unlock nodes in the

unlock node sequence; and

creating the unlock status identification at the respective unlock node in the unlock progress

area after each facial expression recognition is completed.
3. The method according to claim 2, wherein the method further comprises:

generating an expression model map corresponding to the facial expression after each facial

expression recognition is completed;

superimposing and displaying the expression model map on the facial image in the face

preview area; and

in response to a determination that the expression model map is consistent with an expression
map of a corresponding unlock node, determining that the facial expression in the facial image

matches the corresponding target expression.

4. The method according to claim 1, wherein each unlock node corresponds to at least two

different target expressions; and the creating, at the to-be-processed unlock node in the unlock node
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sequence, the unlock status identification based on the facial expression in the facial image

comprises:

performing facial expression recognition on at least two facial images corresponding to the

to-be-processed unlock node; and

in response to a determination that facial expressions in the at least two facial images match
the corresponding target expressions respectively, creating the unlock status identification at the

to-be-processed unlock node.

5. The method according to any one of claims 2 to 4, wherein the sequentially performing the
facial expression recognition on the facial image corresponding to each to-be-processed unlock

node in the unlock node sequence comprises:

sequentially extracting eye feature points from the facial image corresponding to the respective

to-be-processed unlock node in the unlock node sequence;

among the eye feature points, determining a first distance between an upper eyelid feature
point and a lower eyelid feature point and determining a second distance between a left eye corner

feature point and a right eye corner feature point; and

determining an eye portion posture according to a relationship between a ratio of the first

distance to the second distance and at least one preset range.

6. The method according to any one of claims 2 to 4, wherein the sequentially performing the
facial expression recognition on the facial image corresponding to each to-be-processed unlock

node in the unlock node sequence comprises:

sequentially extracting lip feature points from the facial image corresponding to the respective

to-be-processed unlock node in the unlock node sequence; and

among the lip feature points, determining a lip portion posture according to a height difference

between a lip center feature point and a lip corner feature point; or,

among the lip feature points, determining a lip portion posture according to a third distance

between an upper lip feature point and a lower lip feature point; or,

among the lip feature points, determining a lip portion posture according to a relationship
between a ratio of the third distance to a fourth distance and at least one preset range, wherein the
fourth distance is a distance between a left lip corner feature point and a right lip corner feature

point.

7. The method according to claim 2, wherein the face preview area displays a face capture
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frame; and after displaying, in the face preview area of the expression unlock page, the facial image

captured in real time, the method further comprises:

determining whether a facial key point in the facial image is located within the face capture

frame;

in response to a determination that the facial key point is located within the face capture frame,
performing the creating, at the to-be-processed unlock node in the unlock node sequence, the unlock

status identification based on the facial expression in the facial image captured in real time; and

in response to a determination that the facial key point is not located within the face capture

frame, transmitting prompt information for adjusting a capture orientation.

8. The method according to claim 1, wherein the facial image is an image obtained by

capturing a to-be-tested object; the method further comprises:

sequentially performing human face recognition on a facial image corresponding to each
unlock node in an order of unlock nodes in the unlock node sequence, to obtain a human face

recognition result; and

the completing the unlocking based on the unlock status identification and the match between

the facial expression in the facial image and the corresponding target expression comprises:

in response to a determination that the unlock status identification is created at each unlock
node, the facial expression in each facial image matches the corresponding target expression, and
according to the human face recognition result, determining that the to-be-tested object is consistent

with a target object, completing the unlocking.
9. The method according to claim 1, wherein the method further comprises:

in response to a determination that the unlock status identification is created at each unlock
node in the unlock node sequence, but the facial expression in each facial image mismatches the

corresponding target expression, transmitting prompt information of unlock failure; and

canceling displaying of the unlock status identification, and returning to the creating, at the
to-be-processed unlock node in the unlock node sequence, the unlock status identification based on

the facial expression in the facial image captured in real time.
10. The method according to claim 9, wherein the method further comprises:

in response to a determination that the unlocking fails, obtaining a cumulative quantity of

unlock failures;
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in response to a determination that the cumulative quantity reaches a preset quantity of times,

suspending an unlocking process; and

obtaining a reserved communication number and transmitting alarm information to the

reserved communication number.
11. The method according to any one of claims 1 to 10, wherein the method further comprises:
displaying an expression entry page;
sequentially entering, through the expression entry page, expression maps corresponding to
expression identifications in the expression entry page;

entering an expression combination page; and

in response to an operation triggered on the expression combination page, combining the

expression identifications to obtain an expression unlock sequence.

12. The method according to any one of claims 1 to 10, wherein the expression unlock page

comprises an expression prompt area; and the method further comprises:

in the unlocking the to-be-processed unlock node in the unlock node sequence, displaying, in
the expression prompt area, a prompt image corresponding to the to-be-processed unlock node in

response to an expression prompt operation triggered in the expression prompt area.

13. The method according to claim 2 or 3, wherein the facial image comprises a face and a

hand; and the method further comprises:
in the facial expression recognition, performing gesture recognition on the hand in the facial
image; and

the creating the unlock status identification at the respective unlock node in the unlock

progress area after each facial expression recognition is completed comprises:

creating the unlock status identification at the respective unlock node in the unlock progress

area after each facial expression recognition and gesture recognition are completed.
14. The method according to claim 4, wherein the method further comprises:

in response to a determination that the facial expressions in the at least two facial images
match the corresponding target expressions respectively, determining an interval between capture

times of the at least two facial images; or,

determining an interval between unlock times of the to-be-processed unlock node and a

previous processed unlock node; and
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in response to a determination that the interval between the capture times or the interval
between the unlock times meets a corresponding time interval condition, performing the creating

the unlock status identification at the to-be-processed unlock node.

15. The method according to any one of claims 2 to 4, wherein the sequentially performing the
facial expression recognition on the facial image corresponding to each to-be-processed unlock

node in the unlock node sequence comprises:

sequentially extracting an eyebrow feature point and an eyelid feature point from the facial

image corresponding to each to-be-processed unlock node in the unlock node sequence;

determining a fifth distance between the eyebrow feature point and the eyelid feature point;

and

determining an eyebrow posture according to a relationship between the fifth distance and a

preset distance.
16. A facial expression-based unlocking apparatus, the apparatus comprising:
a display module, configured to display an expression unlock page;

a first displaying module, configured to display an unlock node sequence on the expression

unlock page;

a creation module, configured to create, at a to-be-processed unlock node in the unlock node
sequence, an unlock status identification based on a facial expression in a facial image captured in

real time; and

an unlocking module, configured to complete unlocking based on the unlock status
identification and match between the facial expression in the facial image and a corresponding

target expression.

17. The apparatus according to claim 16, wherein the unlock node sequence is displayed in an

unlock progress area of the expression unlock page; and the apparatus further comprises:

a second displaying module, configured to display, in a face preview area of the expression

unlock page, the facial image captured in real time; and

the creation module, further configured to sequentially perform facial expression recognition
on a facial image corresponding to each to-be-processed unlock node in the unlock node sequence
in an order of the unlock nodes in the unlock node sequence; and create the unlock status
identification at the respective unlock node in the unlock progress area after each facial expression
recognition is completed.
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18. The apparatus according to claim 17, wherein the apparatus further comprises:

a generation module, configured to generate an expression model map corresponding to the

facial expression after each facial expression recognition is completed;

a superimposing module, configured to superimpose and display the expression model map on

the facial image in the face preview area; and

a determining module, configured to determine, in response to a determination that the
expression model map is consistent with an expression map of a corresponding unlock node, that

the facial expression in the facial image matches the corresponding target expression.

19. A computer device, comprising a memory and a processor, the memory storing a computer
program, which when executed by the processor, causes the processor to perform the method

according to any one of claims 1 to 15.

20. A computer-readable storage medium, storing a computer program, which when executed

by a processor, causes the processor to perform the method according to any one of claims 1 to 15.
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