- 2 SEP 2004

SHHOMLINGNS

SHUOMLINGNS

¥ 3N0ENIY8

8 IN0BNIVE

(1bV HOTHd)
Fo9Id




- 2 SEP 2004

FIG. 2
PRIOR ART)

FIG. 3A
(PRIOR ART)
42 41

40 ] /

= | HEADER PAYLOAD

FIG. 3B
(PRIOR AAT)

IP ADDAESS

NETWORK SUBNETWORK | HOST

J I\

32 33




= 2 56P 2004

12 FIG. 4 100

Ché§¥T ETHERNET ETHERNET

| INTERFACE INTERFACE

0 14 1////f : 16 NETHORK
[ Z

CPU |~ STATIC MEMORY

[FLASH)
@ ‘/,/’//// 10
R A ~—18

\

; : DYNAMIC
 ENCRYPTION : MEMORY
' OMODULE
FIG. 5
ADDRESS CONTENT

0 | IP ADDRESS

-4 | TIME ENTERED

-8 | PUBLIC KEY
FOR THAT HOST

-520
FIG. 6
ADDRESS CONTENT
0 | IP ADDRESS

4 | TIME ENTERED
8 | FLAG {-SECURED

10 | FLAG 2-TRANSITION
12 | POINTER TO KEY COMMON KEY

32

16 1




B0 COMAINICATION 70 OR FAOK 1P-4 |

62

B
FIG. 7

b4

/

HARK UNSECURED
IN TRAKSITION

CREATE ENTRY

ENCRYPT/

1

OECAYPT

MARK UNSECURED

IN TRANSITION

83

YES

A
IN 5087
O

B4 —_|

SEND MY PERMANENT

PUBLIC KEY + [P

!

85—

b7

WAIT 5 SECONDS
FOR REPLY

\

HARK TRANSITION OFF

86
NG~ REPLY
ARRIVED?

YES
ENTER T0 SDB

87

—— b3

SEND HY DYNAMIC
PUBLIC KEY + 1P

]

REPEAT

55__/'-

KAIT 6 SECONDS
FOR REPLY

1
]
1 3 TIMES
]

ND

REPLY
ARRIVED?

YES

69—

HARK' TRANSITION 2

t

70—"-«-_-

CALCULATE
COMHON KEY

]

72

/

T

KARK SECURED

ENTER D08

TRANSITION 0

- 2 SEP 2004




- 2 SEP 2004

FIG. 8

100-\‘ AN ARP REQUEST HAS ARRIVED
FROM IP=B

INTERFACE 0 INTERFACE 1

PASS T0 144
YES INTERFACE 0|
T
103 CONFIGURE N
~ INTERFACE 1
T0IP - B ’

pass 10 | 113
INTERFACE 0

REPLACE SOURCE
$04—_{ MAC TO THAT OF
INTERFACE 4

144
) ANSHER WITHE
SEND 10 OHY_MAC
105 INTERFACE 3

109
107 ,,/

IP MATCHING SHUTDOKN
CONFIGURED IP? SYSTEM




202

FIG. 9

- 2 SEP 1004

A PACKET ARRIVED
FROM IP=C

INTERFACE 0]

CHANGE MAC, PASS |
T0 INTERFACE 1

204

OROP PACKET

INTERFACE {

COLLECT
FRAGMENTS

207~

209 —_|

1

ENCRYPT

208

T00 LONG?

FRAGMENT

SEND T0

INTERFACE o e

KEY EXCHANGE[
PROTOCOL eed

INTERFACE 1

DAOP PACKET (~—225
2e7
el
KEY EXCHANGE
PROTOCOL
228
: e pcer
DECRYPT
SEND 10 |—_p30
INTERFACE 0
SEND TO0 {240




