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DEPLOYI NG AND PROVI SI ONI NG W RELESS HANDHELD DEVI CES
BACKGROUND TECHNI CAL FI ELD This application relates to
wa@nooappatat us and nmet hod of establishing an aupdEOARM®S/000466

and secure relationship between two nessagi ng systens
to exchange data. More specifically this application
d93P1 G INGA RPPAR DVISTONINGEWIRE I S HAND HE1 D DEVICES
authentic rel ati onship between a w rel ess handhel d
device ("nobile device") and a nessage center or host

system usi ng passmord-ggiggg§¥h@g§tication nmet hods.
The apparatus and neth herein is
TEERNICAALFE® | and-1ine environnents as well as

W reless environnments. BACKGROUND OF THE ART There are _
sev’éhlampstwaéwg nekasesviora npgeiuset WthOérpfn@émlﬁhl@&ean authentic

rent| e
o LT R NGHD ARt OB R e L o, o
spe(:ﬂéﬁ)y th?ﬁ@ﬁ)\l\l@ﬁt@orﬂwstmﬁé alvlagpdratuf E&M‘n,etl@ﬂdﬁ Sitaplishing an authentic
Passwor d- aut hent i cat ed Exponenti al Key Excha

relytigpREpetwitsa sew Helesrabindheld glexice i(nmplids 4168 15ARd 2 message center
or P FER LS5 AR A IR A AR SRR T Pn0 G5 Rl g et
desadisdds:seit licappdieabloto lanmlleﬁemmrmmqmmzfseﬂﬁll dsowineles environments.
secrecy, such that if a security breach does take
pl ace all previous nessages exchanged renain secure. A
BARKLROOINPOFVIAESAEr fect forward secrecy if past
Session kKeys are not conprom sed even if the |long-term
key$hae ercsavprab vireegipast Bewl- basccg encritmevmsclenisals, currently known

. Handbook of. lie p rap 1996 . .496) .

in By PREPUEbHTAYs ccPats o dTEs. KHIameagif AT ke Frgpatcd Key

ExdHafE B ’Pagﬁ@d}é Ddikd q\h&dum @DM}J%nﬁeSiﬂibfé Pa@¥ehanggshticated
mes3ages should remain secure despite anyt hi ng t hat

Exprayopiéais Kay tHxehingeur(EPESEMVARMcAe prisshamisiishaasedlimited in  their

1m;§ncr1¥tgt Lon @P}g\rﬂoﬁ g&%gsr%{a Set I?eg V%rnaovgé ﬁlleevicf’?soréﬁlgltlonally these
me&l@HGsiistROnot lpHdieBcihythesd YintiderfertRRGretREMoBRME sAre, such that if

key-pair in conbination with a short-term
a spuritedreachtdosh tikeypises Bll pjevievsamessages s¥changetaragpin secure. A

pro oc%f rtoV1dte§)89rféc?\f\(’)r¥8¥d %e@?ec& ”@éa%ﬂ?e@%ﬁﬁ k%% £l ngtec,rofrrﬁﬁ'gmised even if

theﬂb }énlihal@éS@ChrWCbﬁpt‘diﬁsath (S} EgatMeiezpsl bi alc Ma)dbbok of Applied
abl e an _aut henti c exchange of Iong-tern1keys Thi

Cr)@m%méw tlR8O.cor 43 p orfafeny Fpaatd) seoreqy> SO lﬁlopvélsgseggqalﬁ-,l?ackward
pro?e{%tl&{?ong r&@ds §ﬁg)|r t&c;&r%gg dalaagl% &%sﬁgésesﬁomd@&nam secure

erm pu ing"to one~aspect
despizé modhingnliat ddp ok nbgheéutfurer st systemfor establi sh| ng
a

SUMMARY
A password-based encryption communication system, in wireless or wired
environments, having perfect forward secrecy is described. It includes using a long-term
generated key-pair in combination with a short-term authentication key-pair, generated
using a shared secret, to allow for the implementation of perfect forward secrecy. The
long-term public key is piggy-backed with the authentication public key to enable an
authentic exchange of long-term keys. This enables the corresponding party that is in

possession of the shared secret, to receive and be able to use the long-term public key.
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secure bidirectional communication path between the

first systemand a second system for an exchange of
W@a®s50965wDr e nmessages i s descri bed. The net hodPCT/CA2005/000466

conprises generating a first key pair having a first

public key and a first private key, and generating a

secondokig Redle APYNY nRURRCARELPHMRIYYCa KRY sPiém&or establishing a

second private key. The second publi ¢ key is generated
sedyas bidinagiomabcahaneidatgsacpath brimean theofinsheystenr and & yepoadnsystem for

and the second system The t ho SO _C ri ses. :
an SRR OF REC Sb OV THUTERE SAGCARd: | M PEOR csifises gegyprating a
firdt&el/ l@ﬁir&ﬁcmﬁq SESH@Nc kefdnd QREMirGtedkdyh hfidlgdebdting K&¥ond key
and a fourth public key generated by the second

pais\having a werondi prbligekeyotnd: i spesdi Riiviais ke Jdgesegend public key is
n e C h
scRORET Bk SRR LeaBCE b T TRAGHRL 30 e sccond sy
TheinighoPhlsy @bRpk &, schiiag Skecesadnd puat leeykayd, the Hizsttfubiid key to the
public key and the fourth public key, wherein the
seqendsypielend Eceivite yiliputycirey gadd PrrtzREPYpHKFHRensFated by the
secOf sg/EteﬁED Whettny Wﬁﬁﬁ%@%ﬁﬁg Qléygs %é?le?art]&f b&kd %?Bﬁ Gle stfhred secret.
system conprises a nenory and a processing unit
The enph@tlals® colnprismroatcylaning raan sstérieydrasakbgsinnthe dirstt privaite key, the
configured to execute the ahQovenoted si. . dj
s L R A L
is GhiHefdd%0 BE ASEFRIAG bOS! bHGH AtfoRdaRlads Lo cause a
processing unit to éxecute the above-noted steps.
BRI PfecidGgRIoPFoONr GFpeEHE HReM diSprises @maeroryhangsa processing unit
bl ock di agram of _a first exenplary .co ni cati on
cogyed oo DeBEn H I LS Rt RTa it SSERLREdib eyt the above:
notedsh@ws a bl ock diagram of a second exenplary
communi cation system between two wirel ess systens. '
Fi guresoglinghdavsingthiol gepectli agoaputsh rgaddble ¢amies montains processing
. CO ni cation syste bet ween, two fixgd st ens.
ingiRglione kg o S L Blorg S iR Re A aBd s TiRe steps.
exenpl ary set of data exchanges for inplenenting the

conmuni cati on system of Figure 1 where a user is the
initi ator of BREEHBRESCRIRRE JA)FEH@DRAWH\IGS,\B a

e RO PRI 0 RSttty e,

befegthadixkdwhebavitel&ekydtar. provider is the initiator of
the data exchange. Figure 6 shows a data flow di agram
of tgure 2efhowsi & Rlogktdiegremen!  sfcpideemplary communication system,

between two wireless systems.

Figure 3 shows a block diagram of a third exemplary communication system,
between two fixed systems.

Figure 4 shows a message exchange diagram of an exemplary set of data
exchanges for implementing the communication system of Figure 1 where a user is the
initiator of the data exchange.

Figure 5 shows a message exchange diagram of an exemplary set of data
exchanges for implementing the communication system of Figure 1 where a service
provider is the initiator of the data exchange.

Figure 6 shows a data flow diagram of the steps within the user software for

carrying out the steps in Figure 4 where the user is the initiator of the key exchange.

2



10

15

20

25

30

carrying out the steps in Figure 4 where the user is
the initiator of the key exchange. Figure 7 shows a
wal2408/09d5e2v di agr am of the steps within the serrCT/E€A2005/000466
software for carrying out the steps in Figure 4 where
the user is the initiator of the key exchange. Figure
8 shigies A shews afdaganfldivadjagremodf thheteps epishimithdrservichaoftware for
' for a re-key . sequence .when regenerating
cory e o g 888 h e AU R R R St Rl el yrbse
1, Rigared showsi jdute 19w Hipeem df ttsteps |V@Wiﬁtlﬁ%%%éjﬁse{<ﬁﬁ are-key
steps needed within the service provider for a re-key
Seq%%’éfﬁe‘ﬁl&f’é‘ TRgeneragtge pratheri ey ianibe reavirkepeitnillubteated in Figures 1, 2
and&nvironnent illustrated in Figures 1, 2 and 3
DETAI LED DESCRI PTION Referring to Figure 1, there is
shoguiz Sdhoels aciargflemdidgram b tetstéps B edIWithin the service provider
co nicati on system between a fixed and a wirel ess
for &, repkn SepFIce VR FeganaRtitg ArAtaHOkey W Wetamyirknment illustrated in
Fig@eyi fpaent where the invention is used. The diagram
shows an exenpl ary enbodi nent of the invention and
focuses on a network topol ogy that includes a nobile
device that is mﬁrii§§§; ii %his Fiﬁyre there are
systens offering s i ~-and systens using
thQ{&%M?Cl%SF Hrand Bdre BN IEIS i GE & }\eﬁlls %xemplary
(al so referred to herein as a servi ce providery and
comipIcaiipysysems betwaer aofireedomdnmmeretess wstdes. alitds on@viely diagram

re ctions tqQ epable the flow of data between
shof® e pERABE chlfliind] FRAR Fovitestiohgs ised: | Rbe Setipapeshows an

exerplagy eriGodlfet of2Re FABniRS: ARATBCIRES 5h Blng -
of fering services to ﬁsers. F%r one gk?ffggﬂﬁﬁﬁéﬁgmgpgudasa

mobyls devige|thatyin avireleser Vi dleis Figwe thers acosyseniseofoimpdearises 20 and

it hiR.an t et rvi ce Provider '
2, SRRl UG L 2030 28" Beliiteudie foxess obRring Gaiso refered
to hdtka wet serciee pfdveddrNghde 38602 21s6RR e HnS Br Rfor® eIk MM Eone or

conputers running within a private or public conpany,

morg connegligngip enahle e fioriedata betwaemihedwbspiens.or sone
ot service- ef j ent.ed ¢ The servige offerin .
08 TEiBENEAC s BIAFDY e RIRRN e ELN DS R EPEIRY possiv

comparpuiférsgopaedsito gissyer [Fdr vhelskillo®ki 1he akPsomdIREN RhSRh service
scription, Discovery and Integration Custer (UDD
PTOVIqelis ¢ ‘§ be sREPRiSFNYhtE latvert Wikiman tprageSewice Peevider (ISP) or
AppREHRLI NGPicE PréNGerdAd fofeE8e o 814 593,29
PP and 22 need to eéﬁég¥?§%ﬁ§£sz§€§§vggfék®ﬁggﬁg?“$??ﬁmbabotm
one g5 grore cpmphigrscameingf withibl a plieats ee public ebmbh®)IePa bank, stock

m ght be needed to exchange private service listings,
brok g, HRYEACE BORFT GhioBISA NG 5ot brogRRABY o e servise offreing 20
or 2BAY hBoRVLE 8SpAREf 4 BRSSLE MG IS bPerdiYe Reraddag Srﬁglgng up a

in a variety of different ’
Universal Description, Discovery and Integration Cluster (UDDI cluster). The common
element in all these service offerings 20 and 22 is that these service offerings 20 and 22
need to establish a secure data channel with a user. In the case of UDDI the secure
relationship might be needed to exchange private service listings, or even to allow UDDI
to proxy a service offering.
The mobile devices and the service hosts may be addressed in a variety of different

ways. In some embodiments, they may be addressed with IP (internet protocol) addresses.

In other embodiments, the host system may be addressed by an e-mail address. In yet
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ways. I n sone enbodinents, they may be addressed with
IP (internet protocol) addresses. |In other
wepedoasent s, the host system may be addr essedP@iCaznos/000466
e-mai | address. In yetanother enbodi nent, the
destination address may be an e-mail address of a user
anqiert gigbagipente thyedastivatignt aridness meayhbs tn Symbibrdd@aeof a user of the
appreci ate that the user of
nmﬁﬁ%hégg%#gg&ggeﬁ6% ¥é%n1ght be a nobile hyper-text
t r a0sé elrillpd ot weatt wWiHepPlecheomaethe ugerWPid Lryikd 80 85532 might be

ation protocol (WAP) browser, a proprietary
a I’P‘ﬁﬁiﬁ ﬁﬂ%% ‘?)’ﬁpté%ﬁfqrd}’rc’@@@]t gdoTP) ﬁf@i’&ﬁ?etapn@hlt@cwreless application

pro(o-EQP/ W@Pgbﬁ%%eﬁpaobfo"bﬁteta% t&%xsrfci%sdw{l (rg?lgria ﬂéwmtemet protocol

corporate sol ution
(TGRE) dbdsedogiphigatttevel sopecbraptiekdyycorpdiste lé;@ldﬁgnf Qh tlﬁ%‘?’é’m l%ere are
Ccro Edl t| on (J2ME) solution for snal

“e“%mrf]r?eéﬁcgd\évsg 9 %té%%%ﬁ guiskly) ipcduding |for p¥aaple athd w émalz Micro
Edlﬁblg (IZMEﬁ%iutﬁrﬁf?)fr %mﬁﬁ’%@le é%%blf%%@\/%%? lhge etllvé}% es L\l/nEd personal

the option of attaching and downl oa
digitfir apigrants §RIPAEX e Tfrf deviicey that mee JaiviRy tﬁ@miﬂﬂﬁﬁﬂ @Cﬁttacéung and

h of.fer] 20 and 22 can be base
oL sl tE RS0k droeBiroBne & Gerowiemcommangiace.  Similarly

the Sevidel @ﬂferl Y0 284 ©3ScAPhK Yikel aROHRIEr P W) DA% e?dso%utlon a Java

service offeri ng or Some propri et ary service solu
Enterpesg sqjuienm, aawispless madupurposee (WMD) bhsed eseppigy efftraiLdr some

t t stenms referred to
proé{%?ger n@‘%}fﬁ Sgg%%ng:m q%t}g%a g‘?f’él PURISE- r especti ve

merfowilebe (applgmateGQHit&héEL[&sy@ﬂ'eﬁﬁea%a'}ﬁgt jgﬁeh{s%%én%ﬁstg herein can
and one or nore reSpeCtl ve processi ng uni ts
each pRIRRIICPHPHINYR aﬁﬂpyctvor@dmnoee%(e g wntmmhg puscessssy instructions)

and %9%?%361’3@6%;90{1% H)%/ sin Sﬁ)m Ietagllll tseeéglg\?eggcs)glgc o, e.g.,

units such ds app

gengrAlSipGgosangtot éseing Dﬁmgraﬂﬂﬂaiﬁbép%cﬁﬁt}ﬁlr}ﬁfséaﬁl%céf %%A%}uts such as
wher ein tgg processing units can be configured

applisalon SREedCwntegrated catsiis OSIGRr éll(hrﬁt/ld) rprOgmmva:bm gate arrays
(FP(B‘R@)t W-Px%fénpﬁl% §1ﬁ% uRioEHCRd co\ﬂxfI Hre gggr, g)l,crégﬁgglmed with suitable

har'dwar e ci r O carry out
softwiars @nil/loe ﬁnhwam 1nstnEﬂ0hs Qﬁd&ﬂpﬂ@dﬁ&@iﬁ&iﬂlﬁ seRhligb® Rardware circuits)

bl f ch as those
o e B SR ARl S e 25, LhOSe e any
suitabld nRrib&IPeCciickea @rtﬁﬁ@%bﬂ%nﬂghﬁli}ﬁ_)kng% faci&lchi g‘t"} operate in

conmmuni cation with he end
conjyréiop ofti i respectine palohsmgeumtt(up tceﬁacﬁlhm@ugimmmﬁcmonmnﬁ other

%asta networks that allow the exchange of data, voice,
Syye i'deo, music, photographs or any other digital nedia

t h?ﬂhe @ﬁdlpbﬁtse?ﬁcth@QQ%JnlanﬂUﬂ Eaﬁ agétcgléﬁlg P%?Bhé) 0F more data

channel . The two nmain networks inclu
netwprlqsl}b@trqﬂq\z\otheaqxgh@gwdeiam e’awNeVMm hn(léib!\l\l)ho?c@ra}ihb ®r any other

and_a W reless

digit I?lgdlgq can 123%& EI fﬁg{k}gg t2:8mmumcatlons channel. The two
main networks 1nc1uded in thlS illustration are a Wide Area Network (WAN) 26, the most
common one being the Internet, and a wireless network 28. The wireless network 28
could be a GSM/GPRS network, a CDMA/1XRTT network, a CDMA2000 network, a 3™
Generation network like EDGE or UMTS or many other public wireless networks soon to

be available. In an exemplary system these networks are coupled using links 24 like

ISDN, T1, Ethernet (land-line and 802.1 1), Frame Relay, ATM, ADSL or some other high
4
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could be a GSM GPRS network, a CDMA/ 1XRTT network, a
CDVA2000 network, a 3rd Ceneration network |ike EDGE
wW@eoosiicS4Dr many ot her public wrel ess networ KBCEOAZN0E/000466
be available. In an exenplary systemthese networks
are coupled using links 24 like ISDN, Tl, Ethernet
speell an@rret BenrbEoB 2 tht Kokt sdrviaet ORelAaygreAgVImAIBE ofidata are being
sonme ot her highspeed. Internet connection to the host
exchangadcid 19 ghpar %éatgﬁeélarftérneé%&%tbg gprepaangy mage mpye foolproof to
i i cl r: ] i . 1. . .
hacR 02 henlonprss Rinblfton Sk Wik (IRE ¥ 1R Ata communication
patBauwesor aip ey snced passworébhsednutenkisationt ThisHewd of seatritygrovides

data copmuni cation paths to provide advanced .
EreRigs SORIITER S5k B TR OSeRY ﬁ?mvmnécareg\/%m 5t exagtlythg gntity you

expgebOVOAEEmYb ﬁfgﬁf fr At A enaRuhR o PAh R8GE PLRFhtc@TbeBin a Host

conmuni cated data is exactly the entity you expect.
SysBne sermodbffemtg Prand daser clothessindes bore pwbHe 3Bvice 32. Another

|| l.ustrated between a Host sfem service. offerin :
embifigh, Burs GRS, FEBURGH R Bt b S HED e 5. & YD service
offéMY FekndeRe bl tsefvie b Labbilcaedocati on path 40 is

iIl'ustrated between a UDDI service offering 20 and a

useh ofetdnebasimentc éreohost #histsint seriss eeBg 220 hahen out-of-band
corg BT A B P, BB SE 8 PRSP e o
a nfdiele d@RNIceS3Y. t Tht @useLbirmd edmanntekltion pdih 34us afsedfordexchanging a

nobi | e device 32. The out-of - band conmuni cati on path
shagegl pesrejs aypifipg e dnseadicneath thH s e beempde seqawd| (fi?ﬁ‘%j the UDDI
serﬁ%%lci&l%eérﬂ(lﬁep @Bﬁatlg@etl a'f%e&ﬁitg,ea 1 ?&9#&5%101% RG ttlneeused to

service cloud provides sone level of security, a

lochki®Dhe serwdeC end rengtl emihg hdutioé-busd dhdred Iseqat evithhehesfimal i destination

and recejve the out-of-band shared secret with the
seryichalT hadel v 1 sEMaaaPlenl bPf B gorampnigagieRypaths 34 and
zg.exanmpl es of out-of-band comrunication paths 34 and 38:

‘(a) The nobile device user 30 or 32 and an operator at

t he host (8 yRteami@l: davi’2yseedd abB? shd an phemtoraalkie hast bystem 20

each ot her to _exchange the shared secret., The secret
is then ent®réd eFtﬁSEs 3 Og?g?qLM‘%‘n%aCBs‘EEFriﬁ? Wﬁgange the shared

process of geat ihg RRreERC LR Rk Mo dabh sTEEmMRR Li&d in the
devi ce user 30 or 32 connects to a secure web site 20

or 22, eit lyeocess pbdregtylganemncryptien ke red net wor k and

requests ey. .The key is cejved and manual | .

cnterod (Hge ot ok I G 0 TR Ypo st 200r22
system 20 qfithéPwiielkdly be6edrVEwirB@ nkborRuh@r@fueidllRéy. The key
fromthe web server, or it could al so be nanual

entered. | s seeiedshdmansis entered aertbe mebile devicd 30 or 32. The
aut omat | Calh|o¥t %%pe%{ % %9 2?]2:51?1[1 rgce%’vt%at'hg %e? g&trogqtati%f’y from the web

request ed.
server, or it could also be manually entered. In some embodiments, a

record is automatically generated after a shared secret was requested.

(c) The user of the mobile device 30 or 32 makes the request for the service
and the shared secret is e-mailed by the host system 20 or 22 to their
corporate mailbox that is known to be in a secure area. The user
retrieves the shared secret from their electronic mailbox and manually

enters it into the mobile device 30 or 32.
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(c) The user of the nobile device 30 or 32 nmakes the
request for the service and the shared secret is
w@20v8i0besa2 by t he host system 20 or 22 to thei rPCT/CA2005/000466

corporate mail box that is known to be in a secure

area. The user retrieves the shared secret fromtheir

el ect r on{d) Tl Usboxf thachobadadiby3®ot & sakds thetauedidor the service
nobi | e device 30 or 32.&%) The uyser_of the m)sgil ..
devi ce 30 GMdan opgley af His SPRvifiset O g BeRAles &r F‘ré’g sggigt and it is

an operat or%i?én tUﬁeslp\éﬁﬁ&‘l g@rsgxpWHB i oINE RRR A HAREG&He. This

secret and IS grven to a specified person who iIs

known t o beetsonsbeld Fnsecetanyer adinigstpeosadin givah grdug; aleally it

secretary ar adm nistrator of i,ven up; ideall

it is somedh&PHAE tgaatr?a&ﬁﬂ‘?ﬁ?‘?’h&teﬂ@eqt%g{ g‘le)}lsﬁcfm? 8g¥he request.
user meki Ngriid&u§edPes6n theRl Gvds'tHs sRAed @0 the Ainal user of the
gi ves the shared secret to the final user of the

mobi | e deviroebiBOdenica8330 a01d33 tand gt ammaabally enteesdethte ihe mobile
t he nobi | encgevi \%2 39 or 32. This short list shows that
there are mENFCwAYEto authentical ly give a shared

secmifs short dishIHWsehAaNdr6 are2dbn e 8Ys to Hiehe@BOATBgive a shared secret
property of these exenplary out-of-band conmuni cati ons

to 34mebite devics 20hatsers orfilie | eOpEnom Prengrtleeft these exgmplgry out-of-band

built in a med in th hai ¢ . j . .
cotnisab el BREETE et Rorbe BN fiholBEion I0hiye ip pr asspmed in the
chdi@nanideent Tkigt adhelaicated OdRiMuARLIiGN pagdt Hs @ffeeent hhan the non-

shared secret is,ex_changﬁd the next step in creating a
auterdigpied detarRommedtisaionPathh can take pl ace 36 and 40.

neofibe (e BELLL KON, Bty IR ARG RIAHE ® scoure
and “aut hent i cated Tink is usl g a strong
corpmagicarich pathechnerake phice @6 aet hod Onk of SREKEHter-8REKE methods for

a_crypt ographj c nethod for. know edge-based )
crealifh arterRist 125h aypfhgitiqaisdelniy ds using ag%?%pgssword-based encryption
me@%éygkg' SPERFDEr ‘Eféiv\qu§ eryptdgraphi@l RE&h8&C iRt knowledge-based
KE 1I's the sinplest of the kn strong password
authwitivaden thdt leseraggassdvqroacts hauy-te-atneantiirf pasewbials| rare. shared

secgeggggpgﬁgri\é\qg s%{qtp %Eggﬁgﬁ%égn%&hggpéﬁgglg? mothdds. Tt is a password-
autReftfch@d e ki drRRImbA exQRAEC, whekSthalph¥swdrd ot tRsIBAdeCor "generator”
nunber Once the communi cation path through the WAN

of @6 exnbanger §h eadard ¢ HeBmansthakdss isaisualsy a fiwed publiceyumber.)

sequence can be injtjated. T - key. sequence all
o e iy fRgp i bbb RhE s’ NEAK G B, SRGUECAEYR Fhas mace
secRf€ Aat efeMceseqnbidee tarP heWatkdedr TRNtE&ey [efhdh@e tdllowvs for the
re-key sequence the advanced use of long-term

gerenatioppstfiaorewksy of kg Ysafisr 4 predetgemingg numben oftwesks f months. During
thi§ ggl(gf ts&é\gegll\e%&ggza S/é ec)ce::g' usgngF 1&&%&%%%%%&%% li«%@ allows for the
implementation of perfect forward secrecy. Once the authentication secret (shared secret)
is used to create a secure path, it can be reused to create new keys at later dates. By using
this invention the re-keying operation does not compromise previous keys and all previous
conversations remain secret into the future.

Turning to Figure 2 there is shown a block diagram of an exemplary
communication system, between two wireless systems, according to an embodiment of the

present invention. In this embodiment, a secure path can be created between two mobile

devices. In this embodiment mobile device 1 46 and mobile device 2 48 exchange a secret
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is used to create a secure path, it can be reused to
create new keys at |ater dates. By using this
WO pwsnvdsen t he re-keyi ng operation does not cOPQI/OAR®E000466
previ ous keys and all previous conversations renmain
secret into the future. Turning to Figure 2 there is
andhesvabe tl eakblithagreamnedn &ey exmgpthatr yhaedmssaiet at Tlan out-of-band
system between two w rel ess systens, according to an
congigrrgtpraRtcodkd take pice Yéhi phﬂ%ﬁ%ll Betwep theniwo patrties, or a face-to-

fack 'TEQEI Qg&t usﬁ% $ht LertRQ %‘iﬁér h&ﬁ ﬁfe%@%%quﬁgﬁ"&% (‘ﬁﬁer suitable

evices. Inthis enb I ment evi ce
mediod. NDine thedesteCs sharkd, #xahdregrarmaliecymdant meeneihleedewces 46

o_establish a conmon ke at sh d t.
and i SR OPG IO S0 GRUBIEASE PHRIBE CF o roas CHAeR Cpngog master
secﬂh%’l@e}ﬁ attlis %E‘@?@ﬁbwlﬁlew\ﬂuﬁﬁ% b&%moﬂ[y well @&%rﬁ@t@ﬁcﬁnt to-point

meeting, or "using one of the other net'hods alread
e-neil bomvetsationsanit wiihibalss bietwsbd dompeiney- pqmtcaecuteems@m Blessaging

Is shared, it .can be manua e to_the nobj
bt 36855 1 ad el Gntetonabdy eVER Tih e ¢ BESRRE e service,
%%ﬂﬁngfa V@ﬁ&@%%nttﬁe &loBAt Aec€ A0ARA offBSH Eome form of secure
securlty is type of enbodi nent m ght
sergigenobiatipg d@édi ?ﬂ@rmpbli/evat e poi nt-to-point e-nai I
CoMEEARE M Trel SOUh ) SRR S g o o exempiy
coif¥EARAGES systdin; aﬁet@e@redwﬁag@ syaddhs, elcd@%irtgetolarﬂﬁnbéi‘thﬁlent of the

is providing the service, mght be running
presesttyayengans fe tip smbedigrsyi ghe wrawaceﬁfoméak%gﬂgwtwefmﬁwo Host

Syé#:mg' 86 ldﬁ 6§ e[ﬁ/ h?s 111@&%3&(05@96 e bﬁ’er% gé?’()oﬁgﬂgla Gervice coFsumer 62

omn a Iagram o
ha\&fhrﬁowmﬂbaﬁd/ c@masr@anb@ 86 iandh eﬁc}hﬁh@’ra sdoedt Ween Alswiesdribed dlready this
systens, according to an enbodlgent of the present

U oA ICOMTAIIEHiO8 CoHISRH et & GARITAISALIP N4 SRgavser with a
sea?xhacs% b%‘b\qﬁ@c@loh g@ﬁéraéy%f %tr@ge apd ﬁgy b dobes other suitable
| e s (0] t

ustration t fvice ering 60 an he service
commmﬁmmam S hhaveoddededrliiaf -Oaredhe sevvetris aKdtangﬁBaraﬂm:bryptlon key

change secret ke As descri bed alread
cars i SO 5 CEMONS BLENOR- E56] SoLEne irgatibafy kg, SPEKE. The

coxﬁﬁmﬂﬂh&f"hétﬁ Ro ¥k haRe DB WEFin ﬂ’ﬁstlhuﬁra'il%ﬁ léBﬁldsb%Lover a WAN network
connection to generate and retrieve the ey or sone

liketheentguett 2hlce thmuglphoateimeh Ixttanit éé, @T@herdwablardqngnumcatlon

th t
patg&ﬁ&? a4 (grossl. e I[‘uiew@ aéltq'ogﬁé EE%B&E I g% %}f«lgg ?aétgﬁ é}f S%t%e service
coﬂHﬁH@P@? rhigk€bSRRNng 4 |1‘®t pAinsy heNaP@idl HaQe anaﬁaag@ccess to

the key in this |IIustrat|on coul'd be over a
thqietmmtkbutugk@tqrnecurﬁvevrwgwr% It & welh koergh lraﬂﬂeuamtéah%m 11b lacks

the goth?t %e,tcpﬁ(?f' Fe%%lggrtn%n gdgcﬂtfts Q le' %I%I‘l{m[é O% t ﬁér}‘n?&ﬁp ﬂ%&r&rye%?s inside

cothP@fies. | ThiseémeodnieheBlubiiges efay itlge irvomtidedn 62 uded)id phﬁ/lde the
running a laptop or palntop and already have a |imted
optieit e@fs pesteethdorvvard ararccybwhegr atngr as dapsyarg-hased authentication

mef:g%kgsrrrl.ecbnée sdlﬁbfgeﬁqkssgge%me'&cﬁﬁ%e@% it 1f0Rndted E’ey, the data

communication path 68 can be used to exchange all forms of data secretly with high
security.

Turning to Figure 4 there is shown a message exchange diagram showing an
exemplary set of data exchanges for generating and verifying a master key, where the user

is the initiator of the data exchange. This illustration shows exemplary steps and message
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the robust security requirenments requested by nost

| arge conputer departnents inside conpanies. This
wenedossent il |l ustrates that the invention canP@BECAS®E000466

to provide the option of perfect forward secrecy when

usi ng a password-based aut henticati on nmechani sm Once
exdnuhgeahiemmlss ageiceaconsenieh &0Q tbet)candlr Eaemideh[ﬁoﬁmlst @62. In this

key, the data_. conmunicati on h 68 can be used to

lllué%tIPéh‘@fl? end of%félpr?@n%qctlaaﬂ%w%&fﬁé@fq % SEVICR qpgmer or user 100, and
hassﬁééﬁ %Lé’n UFaBél“@sﬁ% Bl 94HE othel RAE RrliRe %&Qi’e‘!@tl@n EeSRUered the

excha agran1s ow ng an exenplary set of data
sereixe Ipemgm (Blso referred & ang sawbevadfering) mghest spserorl Reynd has been
. Where e user is the initi r of th
glv%-elge ?)1: Lystent Boﬁl_n tHgV%(aJélfp 4 g élrsgr ]S(iOelFelj‘létg %3thg)é§c aar;l ¢ of data to
creﬁ'f%sass%&?r@)é@ﬁ%ﬁ&s BetWRErs a/ﬁteﬁleA\éhG S ySIemSRI MEs mkdi gl ¥8@iahge over

a service provider 102. In this illustration one

onesm:lrr@fre tlife coommendeation rietwerbnshdesedluatraied vi Fegueons upigrilarly as

s Ot B 238 RS B Rl P15 B, o o

SySt&h \G2C ELiREWME B seALS provafeelcbild HeQ MBbide 8€4idd 46 or a Host System
of fering) or host system 102, and has been given the

20I%%ﬁﬂ6osysten18 In this exanple the user 100 initiates
t t
e SRR 8 LTI THRUSE LR, 0 v

on®¥Lthean&heds dlbady dascaibed rfmﬁut(bﬁtblaﬁ)dh cmammrdaaoﬁ oe Ithrasgh another
illustrated in Figure 1. Simlarly as show in Fig %
suitgbloomgied § exghengieFhassLised cbe TRISTEBI S HRNFE L0 angso facilitate

th1§5xcﬁ§ z{ndals%dgg'ta s@éhﬁ%}s?&rd & Qﬁﬁgf ngasgl'fg rSREMb&Spassword strings

r cou be a e devic r a Host stem
(stéﬂnOl, 0632 Thko3d. thihsnathammwmad stetapsetd s gdmeraﬁ;rsleandltf)@hanged between
contacts a ﬁnomn servi ce provider 102 throgah on

the e PAtIFD I NG UsEALRP HFESFY BabiSTVES s, BeckRt B Angist 1n en%ryptlon key
gerfe? n'&l@érh&f{/egf R EPUD pRRIRE 02 S BN anﬁkﬁ@ga%@ord (shared

exchange a sharéd secret. This service provider 1
secwah front thefumei 190G atreeither sagex theasegacantbvides geeesdhe eharred secret in

rd or sinple, easy to renmenber password strings
rd%&?équﬁéT” Through this nechani sma shared secret is

genarat eseiAfse SR AR Retnass usdiel JVPeR aitihes (inTHhR example)
user 100 recéives and saves the secret to assist in

stepnef gptaraimekiesy @@me(rs@lpl H18) apd tteanplgtringeksy, 1rtf¢i@1%1@wpdbe service

oSS 2 R EF U SO AIS RIBRE R0 B e

at BlepVi@Reri.cauRs pifiR shdreiagepired of nnr e:h@yptwm k@yt hAS short term
user. After exchange of the shared secret,

authggicetiemkenpair sralso gangratest & siopalRs) k) the ﬂléifleQf “This short-term key
palg?n?gfgllr%d1 & lé’ste ¥n %ﬁlheﬁtlc(aﬂ)ﬁ Rce%'?pow ntﬂl )%H%ﬁee %%%aﬂgei Iftei¥ generated

or ma servi ce
usip@ el shibledsecrtta distassed @htige beloat eS a | ong-term

enCE))rllgé Ith%nuslére sy sh%?tl trerm and long-term key pairs are generated , the public keys
thereof are transmitted at step 110 to the service provider 102 to further generate the final
master key (also referred to as a master secret). This transfer can take place over an
insecure link, as only the host system 102 that issued the shared secret can understand and
use the short-term authentication key to generate the master key. Once the user's public

keys are received by the service provider (step 112), the user is verified, and the shared

secret for that user is recalled 112. Once the user is verified and the shared secret for the
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at step 108, i.e., the public and private parts of an
encryption key. A short-term authentication key pair
WO s00alos3d4pnener at ed at step 108 by the user 100PCTAS005/000466
short-termkey pair is referred to as an
aut hentication key pair in this exanple because it is
usgre e radabeld, utiengervice mbaided 192cpetedls ©Wi gensseditd wvirh@hort-term
bel ow.. Once the user's, short-term and | gng-term key
aufhgnticatign Koy PAEgingdhe Shied pehtt (BLeR 39%1 ha axs¥icg pgovider 102 also
SISt b6 Bhe P endOptidh kB pREY & 1 PHOViLdets 32 pliBlic k
geé%}t eﬁ genera%e thg f?%al naggéf ﬁ% (apso reﬁ%rreg it
genaatad ba thasteel 06 end eting thelshared seanstf the seance @mkeidpt H¥egenerates a
over an insecure link, as,only the ho system 102 .
el RS SHSIPbte<ERL Fotiou Y SRSt A SHHA et provides
thd Ben&liRbtiod AESBsaY e MukCabiiRfbrikeNort exdRRBI@AL Thé Rervice provider's
master key. Once the user's public keys are received '
shérytarmepwdrovauwtkenticatdrd key, (the egrvice Droviders leggrterns public encryption

verifiged a t he shared . secret for .th er is . .
ey o4 B a3t Yo T 3RS bEn bt fndf byl benkeRe papriger usine
theS 8BSV 1§ gchBrfatddNBHSET ericByptidt deleshd §di8e BESWh 6@inRl @Ml R8I to the user
102HSroceeds to generate its own short-term
(steul Hont i cation key pair using the shared secret (step

114 ryVi ' I | i 1 )

L onte 0 SREE RN 108 18P BEIAIEE sl Brdtthiaer 10
inddutihg ¢hek €3¢8ice neViddracbhbit-tete atid eésngl@n gnilit kieng ahd @enerates the

shared secret, the service provider 102 generates a
USFFESPWR BAXPL KEY dHeRel20-or s raestsrekey e gpgumerdies the key

co%ﬁﬁ%ﬁ%ﬁﬁ/alu—g@teﬁrﬁbgg Iy 8ftd t@%an%glgvtjhg?ﬁ%%tcpﬁf?nnation_ value could be the

uthentication necessary ust ormati on
hasixchthegeskterThey @l the mamprafthel eervicesdraoinet @hen o string, agreed

aut henti cati key, the servi rovider's long-term .
PR B TBe B3FE A)sh ot Vies Proxift-a b5 kes APRHTRA 8 Y |<§>§_S not verify,
thd ﬁagtmh@ a%gfad%gl fabhatethoPd doerusRlVARLitRE QuARE tHat! Rtheone is

the newl’y gener at

ed master encryption key, and sone
trykmpotercostpromese the eorsentiort. olftthemaster ef{csymniked) gendiaged by the user

ser recejives the informtlo step.11 sent fromthe .
108 3EGnE S5 K5 wisr Tnosmore P4 EREaT o s i, bt BE service
préfi@Et (k@ Meand TROGehaddMpRURId Crdeiyss ans HaRgIat Reiffehethe key

user's own master key (step 120). Wth this nmaster key

copfirmationrvahusr arfd werkisibe kegr asorddy mags dsicivalie Thiseplows full data

20). .In.this ampl e, t.he key. confi tion val
b bR MR TR Bhe Rl e R By A YRR 2R On the wser
sideNEndeeth¥ ivefl fiB4tichONBss@ENRI sekNMeFe Whiild itk a SgsH @AusPPNrdNémission
the user and the service provider. If the key

butban fulhéats exchangueandsem (sisp 19€ki fy, the master key
cr e&ltrgngnﬁ%sg%ngg g erco%ngagis% S o N0kt tﬁlgsiggc‘%’ ﬁq’g‘le)l :(%{ép?tertext transfer

assumne onmegone ryrng to co tom

prétoculpbise@nraftit, bivh BRSIML @xehyibld atarkgy lgeuegs)t &My (wireless
the user 100 seens valid the user then sends a final
maglaip laBeHage ngtc % othsr iwepatkatfis: t he service provi der

(stg .531%@)6 bBHﬁne%?{,‘{hé’ flodt rs?é’tlaqug cﬁ&ﬁ)% \5?§er}dlﬂ€g Y4383 8S5ioad in a
he key

verifiest
message sent to the mobile device before the final confirmation value is sent to it from the

mobile device. The payload in this message may be a service book entry that defines the
host service at the host system. In some embodiments the service book entry may be a
UDDI service entry that defines attributes of a host service at the host system being

accessed.
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confirmation value and marks the user as ready to go
(step 124). This allows full data exchange to take
w@bk@smodsupm t he service provider's point of vieew/CaLmp/000466
128). On the user side, once the verification nessage
is sent there would be a slight pause in transm ssion
but It helh b labbredatte’ﬂ mxchﬁrlgeg Gt mwpﬁloﬁﬁeggaaﬁ@nerated by a first
Transm ssi gns may npri.se e-nmail nessages
partrr;(ege RLUSKE) atSrdéﬁefb@r«i hﬁff‘é‘i* &cd! $xapleq ,tm%ﬁefgeeera%c% figsg key pair,
(
gér% Ql%gﬁ@i% k%o gr@'ﬁ?lygtggc)e %&1 t?ﬂerregk @%?’ts)égf’nf{efm to as a
firgtrgnbiic rkeptaad at fnest bns:lte kygt Smilaly dlpa bl ozt- tchnSFlehﬁnﬁgatmn key pair
dat ayl oad i.n a nmessage.sent to.the
(ISR IPEeY toaiars HRr IR P e AR O RY B e aed i 6 g T .. the
usér§s B0RHbE] HE¥INGS an B’(‘ﬁmﬂ@blf Qe @n&r’ﬁll? z[%%@fi’d;ﬁe}"ﬁéﬁr Beéherein the
a service book entry th defi nes the host service at
put)hcek%omrtlely sidthe rirwaedm! pertbmdhcreﬂf emnthiegebaedite as Hosknd public

na S e ent t hat ef
kef g, Gl rdareriay, “Klsp e aSh m. A batioo RS nain pnegoied by o
sendepstd bk, W lsbrvhke pRRIRE) ad Qﬂsdrfb@ﬂ lidr€inl BNEN teXbfple of, more
encryptlon key pair generated by a first party (e.g

genergdyrg thasl Hes palir,behemélr Bierpubdic ey sty andfhe nﬂvee Key portion
theq cra%l ll)ey e éertreh rl Va m? %hﬁhc Wa&i gth éﬁ]lglg llge)keglmllarly, the

tlon an I on

shdsref[@rrr zaﬁhérmcatsoxe(cfr leﬁ&typmrblhey paR)eeadrdted Hyi the tsecmhti\pafte (e.g., the
key. Simlarly, the short-term authentication key pair

servifessoyid e s dlgsarhed SIerpins o B eﬁr@r%ep@ﬁralkw @arth ey pair,
w}%‘f‘&r“? Eﬂbé%lﬁ&egb%nfrer{ ld 8 g@(lﬁt@:qceg pbrticl'ﬁethgr%gf ):arf‘?e referred toas a

IS an exXx nore genera
fowec polikyy pad &, fowhke rpeuvatetltrer plid tiest rpeytynbatt g@nrmsdthe first and

the private key portion thereof referred to as
Se%?“éé@dﬁtﬁlfﬁrﬂﬂ“i(’zb%éws%&uﬁ“ & eﬁagfff rwfhe exgaiple gpayg, or a service

r(;\n@er %139 2k QE 1%9&[&%%'69%%1@%&3@’ r generated by a

second party g., a service provider) as described
her ér‘umnmg tanFigwenpltherefis showe gamssagel gxchangehdgrakeyghowing an

air, e n th ubI C orti d the priv
exRBYlap et St G OB EEa T ST EHEF a0 YeOTHRE d PIPURSY. where the
seﬂ%&l k)fbvh‘(fé\‘ @nﬁirealn‘itmt&rd oPlthy afaf lé?c\fhan?& M RE |Yopst WRhin Figure 5

short-term authentication (or encryp key pai r

sulgstameially edrrmponﬂneo thectand thhm Yiges 6. exccmé eeqrvuce @rovider takes the

vrd 28 descr.i.b n i,s an_ex
el o 1) <FampBIFE L, MRLEIL: Wi by B ERESoift psTRlf can be the
iniBedot bpﬂreadh@a E)t&aﬂ%d Vﬁttﬁlslﬁﬂb{stﬂﬁbﬁ o8 chd6f 8Rfcoaastda is considered
referred to as ourth public key and a fourth

thcpusrev 40® araéys lalppled pystern Apaaryice pritsupeheflag etbet end gfjthe gonnection
is 88%5&(?6&%(9 gh Eeer¥1n ade aﬁ? % q%t;%?edasﬁ%%{ ‘B S“§élw?c% Provrd L, Between

exa a service prov
Systefh Aas odessd iSyedm B tle 1@X@rﬁ%s§a§@ebmhan§elrdveﬂ®nfe Oor more data

Figure 5 there is shown nmessage exchange di agram
COBIBLGHG onAetworks 26, 28 and 64 such as illustrated in Figures 1,2 and 3. Similarly
as shown in Figures 1, 2 and 3, the user could be a mobile device 30, 32 or 48, or a Host
System 20, 22, 46 or 60.
As shown at steps 200/202, the service provider 102 contacts the user 100 (in this
example) to exchange a shared secret. Alternatively, the user could initiate this

communication. It is contemplated that an administrator within a host company 102 might

contact the user 100 and inform the user that the user has to perform some action with the
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exenpl ary set of data exchanges for generating and
verifying a master key, where the service provider is

wo bmsioissi at or of the data exchange. The st epsP@u/CAR005/000466
Figure 5 substantially correspond to the steps within
Figure 4, except the service provider takes the first

shat@® pecretietngepranidee. Misgty amtdusiableatetkod hdectédhfromstae evtensive list

the ervjce provider can be the initiator of the dat
of QyiEs ﬁgh@réi ComiURICaiony ALTdYT PR GheOk Aot giesultable “méthod, the
shdr@d QQ&H gngé@ra(f&flﬁh&j%k nggde (Hﬂﬁr 20 8na 204) i 31“ Heaggére&mponent
system A -"service consu e other end of th
recenmpecd soes it sharesli sterebth 4dsst seencrypdion 2y gn@iahsn Alternatively,

| abel ed system.B - Service Provider
ey i Pray Qe PP ROT T & ST P s TR By g dhippser 100.
In Bi@l{e@ cHRL BheG mégirgﬁﬁéroﬁv&eﬂ%\@ﬁé?& 28 ret £8rABnRY tiy akeras
|l ustrat ed igures 1, 2 and 3. Simlarly as shown
| n Piftpnresshange 2f ghredst@red $poratistbe seovidecprbwidar M¥biareinitiate (in this
ex%ﬁpleﬁeé’ﬁ?%%engfatlgg i%g pﬁg& ;séﬁ)zﬁolﬁhagdzreaﬁ/f%mnzékeaéﬁ rmatlon to the

usékO?OOCQQE@(ZOSLt he pP@EuldAOhEi RRribd HreA@IPI®) gklerates a short-term
exchange a shared secret. Alternatively, the user

aubenficatipmikey agis anhiadorgipRANERYPIion key pair §step A04Dnpl his eerresponds
t.ha istrator wwthin a host conpany 102 m ght

U)m&%ﬁogyrfﬁgkgger 100 and informthe user that the user

has Onge ey §epvice pesvidasishom-tawvint nd heghamhetdes @Ellf@hreb@nﬂlg\ted the
rovided. Using any suitable nmethod selected fromth

publiq e (Pereof e FRISHISBO B 4 PRI LA 1P JHENE] g%a%te the final
mag{ep“k'e? ?leo %feﬁ%&% %Eanngﬁtléf sahls nﬁhg‘ @kqnst%% ga a%%ﬁe over an

secret 1s generate exchanged ('steps
ins€hiere Usikras oaiyptheerviner of dievémredrcisawesld: breatdbar eoderstand and use

secret to assi st encryption ke neration.
thexop st Pyl otk RecidehBets D e Ko Lot e s pipaidsrs publi
l(e)Zsiet‘z.ﬁ:1 cClecNISP B9 e (SBATRE iBRRERS )mérﬁ&@ ttoh%rH?ecBe %QIanel &eation is

er case, "the sefvice provider saves the shared
exp@cﬂdea:ndl thatriehagt 4 simred)setcmt sauslon . mekhergr(step EA8N gEhofiser egalls the
red s , the ser. rovider 102 i niti
e A A SR bt %élgprﬂsemsaue%ﬁnﬁﬁatwn key
pai#Uéhg @thshtafe@rb%&%f (stdpD 108 Y ThOEIRF RS igeierites 4 Lt%ﬁﬁ eﬁ(Qthlon key
(step 206). In particular, the service prOVI§

palg éﬁep at®s Wsizhthetpubbe kﬁmmewtqdcam sont ethe paﬁvrcemfdwéer 102 and
encry, t|on 204

Thi
umgglj e%k%g%d%ecx["e& ¢ élr%erllg)gy eﬁ {eéu?tee er e&%%}@tlf) 'ke% éor master secret)

as DRV geste dﬁ 2$NONftet @EMBraxnttl he MstcR kY kigyugeailng aasbegenerates a key
generate the public keys thereof are transnmitted to

confirmaienrvalust by comgning afknomestrige (e akeowmdo fifsplfjand the service
off”ﬁ%é? 1t}l1< e &g%térokery ({s%r r2e1§2/t Ph8%sdd's TR %mfﬁlﬁ{(lﬁt z)uthe-l;llﬁcghon key

er can er an |nsecure

thd logg-emresubdit ehh@pﬁdilﬂk@d af@ teddeywotfithdienaklue dr@sent to the service
under stand and use the short-term aut hentication key
providegétier 2t t he naster key. The service provider's

PUDHILE service provider receives the user's public keys and key confirmation value
and verifies the sender of the information (step 214), and also recalls the shared secret for
this user. With the received public key values of the user, the service provider recalls its
own saved private key values for this user (step 214). Using the received public keys of
the user and the service provider's saved private keys, the service provider can now

generate a master key (step 216). After generating the master key, the service provider
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keys are received by the user, and it checks nenory to
verify the service creation is expected and that it
whamsaoshar ed secret saved in nmenory (step 208yCT/CAZ005/000466
user recalls the shared secret for that service
provi der 102 and generates a short-term authentication
10K @y&rlﬁasi; theuBé}ngortﬂrﬁlas'hmwalﬂleshgcczétulétﬂt@ns %) keyThmfirsation value,

al so nerates a ng't rmencr pt| O e alr ste
us1gg(;§1e Wﬂ@tl‘f‘}‘gea%g\ il},e“aéfgea&éln%@%{?regeyaﬁé g@ﬁ’tpaé% tltg%gamst the
rec%ﬁfewk% BRI AN VAR (8eF 286y NG i gr%'aﬁﬁﬁﬁatﬁﬁ%% ddeB®iot verify,

user 0 generates a naster encrypfion (or master
thesemaeﬂ) mastes keynis atotstregped? 1ahd Af tseassgmnértmu sgmedTe is trying to

master k t he user erat es ke .
CORBHFTFriEt GAIIEE b QB NG T R RBWILE Aesy Yepif, the mster
end)PNGh KRy IfrsS@dJsxd%wa VAR 388 Vthe Esehlfit S pré\dder™ 4 sEHd% a final key

nast er kegw(step 212). The user's short-term publi

cofimnipsionivehtei hagk kqa;hetuser (sen 18 r Whpussirirecedies rﬂyEpmpSﬂage (step 220),
vegﬁ%v hg %Htrc%\le}ﬁgggtl Co{/]a]lclgé ?ilg;rgarﬁgegsiprr\?\}lcg %?%e\gta r%i‘c% to go (step
220 CEhiseflloWiefulls@ita sx¢habté € keRy plaedirdathe asdriy poihi 0N view (step
value and verifies the sender of the information (step
2221 49n thngervire effeaempide, ange thenvprdigad messagsis tenl @ere would be a
pa#sf]é h: tra%ﬁgglogfglg/tetggﬁr Yurﬁgcéeg lgl(éh%{lgee}fanvgéggf 25&&{) %%J\}a i esfﬁgs’t cases it
will &k tiesuded that hhtSateﬁ(hE firstidap Athdngel i Inyitgthe cecfindidn sent to the
publlc keys of the user and the service provider's
user£pggihaie spEedr @3fagest he service provider can now
gen t
e RIS R4 S SRR LI oo
basdntraffitatsucin asaXiveL t(‘ybxteﬂlblel amrlmg languapen MEML (w1reless markup
confirmati on val ue, g the known string and the
languags)s f- e%’i%taerrfﬁg‘isé}f  and conparing it against the

r ec%%ﬂ?g 6K @é?ﬁ‘fﬂ'omtagﬁﬂ'l Yol dial afepd katried! (guttlﬂ)ethg Qﬁéer (e.g.,

confi tion value doeS not verify, the created rast
withaty thes usaotsoftmast) efdy camying tout sheassempldryt fpprozbnshomna msFlgure 4,

tryjng ta .om t | he k
whefytbe s S5F DHIHIRT 86 1E S e yneen etk AR Yy isy the user
dide6Verk 8§ ne QNS Sl Wahts G andsd NEstEEBYO)C eTHs MigideccdkiOda a UDDI-
sends a final key confirmation value back to the user

likg sewvice2 fleyughrh eomporate Istaplsesvichdhinugh hepviing dis wodg-wide web,

thf\égé}{, C%IEV%{)StraEIOH elﬁl S %Ilé agp l%rgugghvg lé)H?fle gzgg oy’ r%.%he ?eerwce and user

havd bénMected] thed@kahse faadlhgﬁ:dt Rcietilcetiat aaB fhe aotdfethem know (step
user's 0|nt of view (step 222). On the seryvice

309 fEKfPYﬂlQ}a@ﬁ @ethody &x tbﬁ@xv}mgﬁ ihaea b%ﬁﬁl Faseraledan detajoglfeady. This
sh%e(? eordd ué d. RE v P Hsﬁtérnhl%er %nggﬁs@' {ggnalbfgenﬁﬁceﬂlofnuiﬂhmber) to

a exchange can egln (s nost cases
authiehticabethenBetu Sy thbh;atwdemotdaalt ethet. hWHdnrthé udﬁtla ready to access the
exchange; so having the confirmation sent t he user
seryisgs R aNE (6 Gren ARNNFEAGRSTAIS BIRB T T A, r fhsrisAyesied service

(st B8 RS RAQ&Sm Ky Pait IWARS draKe Kby *NGELhseR aakAg AlDfor future re-

keying operations. For all of the mathematical calculations in the remainder of this
application, we assume that all parties involved in the transactions have agreed beforehand
on a group G, of size order(G), and an element g of G such that q = order(g) is a large
prime number. G and g may be publicly known, i.e., they do not need to be kept secret.

Exemplary mathematical calculations to create key values are as follows (using a SPEKE
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based traffic, such as XML (extensible markup

| anguage), WML (wirel ess markup | anguage), etc., or
wo@rdensdsypes of traffic. Figure 6 is a data flBEI/CA2005/000466

di agram of exenplary steps carried out by the user

(e.g., within the user software) for carrying out the
meghodiypind whikhe egghplafyaattulatiors shomwen Belowhiatiz¢ henulisicaiise group,
. the initiatgr of the ke .excha{] e. The first step... _
it il hgrBP Bk N1 S 2 1 BB ERO 0% oIS pUf PSR Ol group:

to access it (step 300). This m ght occur via a

UDDI | i ke service, through a corporate Intranet
PickeA liong; T ¢rini Kieg P alir eves) bygUsdrd wor | d- wi de web, t hrough

conyersation with a friend or through a phone call.

Onc "tkﬁgang@m’&é%\ﬁdl'{rser have connected, they

exciangeit@ashgr ed secret 's' that only the two of them

know (step 302). Exenplary nmethods for this exchange

havéf Aeeh kdeschdosiog ditferdettads intdlA ady. This shared

secret 's' will be used later like a PIN (Personal

Identification Nunber) to authenticate the user and

t he TRerice Al & BRCReAS IRl-teM QUL ReW ST nicse fgeAehill¥, First public

access the service, the user (e.g., In software) )
keyeard theaglue 'B'ondhe esens kang-tpran privae keyéors epye gensgally, first private
ke%ervi ce (step 304). This long-termkey pair is one of

Yhe key val ues used during all for future rekeying

opermat iselsted mambat Fa’ob grdaeermhihermt ilesl thaatieuprahe ansber q — 1.

in the remainder of this agpl ication, we assune th

Onge theprvatedey iy evloed (- ¢ hd apf dhs arkliokey Fog@osbaa- ‘A, the

: h der :
LGSR 0 BEHP, B B SSURELEY derLDeanglh it o
seri¢elpesvidéd and g may be publicly known, i.e., they do

not need to be kept secret. Exenplary nathemti cal
Cal AuPRT-iHS BSheeaion e, Pyk I AR0 SeerdRdly| figypser based on the

i ' t , i | .
shicrgcf 5datht 3 §E . L hf%g% a %ﬂaMlét@atM@oﬁ@f\?gﬁ% @SPEKE key generation

cul ati Iowutl'llzear‘rultl icative
megfrolyl Exemplavy [nhatbenapphrceltlatiieg faguthisablep aral (@singt e@nsthe same

could be carried out using. addi tive, group: Pick A
asEgRGOTO Ry o ey e aPPlisy e SER Bas ek random o, 1 <
a <g-1; Calculate A =ga; If A =1, keep choosing

different a's until Aol . The value "A is the
i UM iA itstion ke i ; gBneral |y, first

publ_i ey), and th alue "a' is the user's long-term

pri {?écﬁ(e&%’\éﬁh’(’&ﬂfﬁoﬁeaé\{gener ally, first private key).

The cafluggd RA= grunber "a' is greater than 1 and |ess

than the prinme nunber - 1. Once the private key is

sel écXelkesp dhoosigg pewnds vHE *oBIli ¢ key is generat ed

(i.e. "A"), the private key "a' is stored securely,

and the public key "A" is eventually transmtted to

t he The value 'X' is the user's short-term public key (or, more generally, second public

(
r

key), and the value 'x' is the user's short-term private key (or, more generally, second
private key). The value 's' is the shared secret.

The selection of ‘x’ is between 1 and the prime number q — 1. The user software
then sends the public key values ‘A’ and ‘X’ to the service offering (service provider) as
shown at step 308. This step proceeds to (A) where the service offering receives the
values and performs additional calculations, shown in Figure 7. Once the service offering

has completed those calculations, it returns a similar pair of its own public key values ‘B’
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service provider. A short-term authentication key pair
is al so generated by the user based on the shared

W@ ewsev6s¢st ep 306). Using a simlar cal cul ati ORCT/CA2005/000466
foll ow ng a SPEKE key generation nethod, exenplary
mat hemati cal cal culations for this step are (using,

an@.‘y’ withhekspeafasatiopiilaaso flerusgr mdetification’ (sep3 12pus discussed
applied to x) as before): Pick A Short-Term

FuAbRT ey Eagangpctionwith Frsure 7. Thisgy shevat §s ippuiBadn figtrg 6 coming

frol'n T?l e 7q ét th%?gﬁﬂlﬁ,%eeugé Ts §B<le 1t WEFIBRERP ENROSNG EMster key
he val IS the user's

usBlIgoe £ laévamcpxljSPEKEkfa}pu(amlons nBy esugg ﬂwﬁH‘IH yind S$¥t trgdther to generate

ubl i c key and the v e ser's

thg HEster Key nt?l% Iepgé@téorkglfelkog alloHﬁrflgr pi rpvltaté%lc%aerfect forward
se&@&}y afRisk@Ysken H@e V:i%laH inShe 're‘lk&)h %%@ﬁéeeglo%ﬁpfa@ér AR&xemplary

sel’ection of 'Xx' bet ween e prinme nunber q -
maB.ter'khEcaiselatlcsmetaad@l@vaen sends the public key val ues

"A' and 'X to the service offering (service provider)

as shown at step 308. This step proceeds to (A) where
ciibfatevMb e Kalvfekl, by WRepi ves the val ues and perforns

addi t1onal calculations, shown in Figure 7. Once the

ser\KlceYof feri ng has conpleted those cal cul ations, it

ret%&ns a simlar pair of its own public key values

"B and Y‘ with a key confirmation value to the user

for chesd thaclt, kon= (Qsltepo&lka;(})as di scussed further bel ow

in connection with Figure 7. This is shown as input

(B) & nhehdikldl lSz)cori'lflhf‘ge fl }ancgtﬁpt@thn furetionyi s poi nt

the user is able to use "B and 'Y' to create a master

key using, e.g., advanced SPEKE cal cul ati ons. By using

bot IHer8' 'xaizdthe Yisei'o giedriresrmt lcri\gxﬁen eunthtidatien kegt(er, kerne, generally,

the encryption nethod all ows r the inplenentatiaon
Se‘ﬁﬂé}df Iéfé‘tatff Eraped secls by recphed %ﬁgrt-éggh P%‘&%a@[{@awﬁg}on ?fey of the

Y (o exgmp! ar
ey ca rh?ﬁ (a? ?%%@:%ﬁ%%hgmuhaﬁp%{’hc 'ﬁg}’) KIEB: & % t‘i’[@slfs@rr s long-term

Cal cul ate Master
pr(vategan,cr}tpylohjskey York nore Yenerdly, ﬁrﬁ@nvaﬂqé@k) tahdtB'kb theklzcelved long-
or ard Q-l; k.= sh I
DI SHERPBAG K0T OhP SRRISE Shien g ! mojs eqnsFllycfifiadublic k).
shorfiet @41 Pk Yéph&cRldt A8 Thht@t k&N tHa€ Y ak e, sféﬁr fr encrypting data
general ly, second private key), ‘and 1Y' is the

betveesni the dses hod the srvicgubhé valaeithidne icombingHionk ef/ thsfinterraediate keys
‘k1’ (based on the short-term authentication keys) and ‘k2’ (based on the long-term

encryption keys). An important check can be made on the intermediate key values of k1l
and k2 at step 314 to verify that these two values are not 0, 1 or order(G)-1; otherwise it
could mean there is a security attack being attempted 314. This attack would result if the
key were being forced into a small subset of total possible keys. If the attacker sends an
X =0orY =0, the communicating parties could get a resulting key value of 0. This quick
check will ensure that an attack is not being staged. If however the value of k1 or k2 does
fall into one of these small subset groups, the negotiation for a key can be aborted 316.

If a subset attack is not detected, the master key ‘k’ can be used by the user to test
the key confirmation value sent by the service offering (step 318). One method for

generating a key confirmation value is to hash the key with a known string such as the
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service offering (or nore generally, fourth public
key). Also, 'a" is the user's long-termprivate
weemsyppskon key (or, nore generally, first priREL/€A2005/000466
key), and 'B" is the received |ongterm public
encryption key of the service offering (or, nore
by@geneiad byblid kéy dAPUbAL ex&eylhry ddleulw@diie tdst kewpoedenition value
the master key that can be used for encrypting data
woyktWGeen the user and the service. The valiue 'k' is a
conbi nation of the internedi ate keys 'kl' (based on
the short-term aut hentication keys) and 'k2' (based on
Testidey Coafirmatior Valypt | on keys). An inportant check can
e de.on the jinternediate k val ues .q and, k2 .
2?8%?“3‘%4‘%0 %rﬁﬁl} (?Hi)ty&tst‘?gégb]f‘b\ﬁ {Jes wieke ngeogved ha
caﬁlxe BonPihd8EL fek dfferlﬁg%ﬁ%m thd l06AYh&kdFRRAY. there is a
security attack being attenpted 314. This attack woul d
resul t |f the key were being forced into a snall

sub total ossi bl.e ke If th t agker sen
e beGogh s S e it Rimatorny pER o ToshrA teh Gtep
32@) th@%éﬂeweﬂgke? %Mnﬂ@ﬁdﬁ%n%lu@ th&hiitSis %UoﬁjéctC(Btéﬁ k2% An incorrect key

ensure that an attack is not being staged. |f however
confirmajigh yalusf cauld mgan klzat dowgn{fingthe-mifidle altackopr sprag @ther attack is

snal e r ou ti 0 b
e a8 o SRR AP BEORL SRl 5P SBY 52, 08 e o
comf@aiagion kahies hlatdhafhebet l4sesinkyd thives figlgrsetge ligR thas beenk&yclbhshed
confirmation val ue sent by the service offering (ste

(stgp1 8P4 OnEharbink ol We@eﬁ’f’e?’ﬁtq 3gd afleeye cbeit i dekavt |W<5P1 b used for
co%ﬁ'lu%?cta{elgnslt ﬁtf{bﬁ B Eﬁmgetée \Me&'g( gex}kﬁﬁg é"é}l &aﬂﬂ)nsl&%/h i user sends

thie ahlﬁwlbatk o tHeOseidsd (dtqwm)nfﬂrmﬁdllm hmk ue F\n\gmb () fmﬁowmg label
Test Confirmati on, Val ue "Receive = hA= dali
(CY iAftgr aoﬁwe@omenwa}l%l RelP REYreihpren fdten pudered Rape service
oﬂfeﬁﬁ’gﬁtﬁ{ﬁse @5&’15&& R dxehid} dadtepk28). S the local master
key> It the sof re's enerateg key confirmation
val denyf suitable emhrgalstmmoandmllem’ryp(lstt enetBRB) cetrhbe ruseéitoechcrypt and
confirmation value, then it is |nc
de%fzé‘)

CRHEFH AT dBE TRENET e (PHREs SHMVIRHS GRED shErsRRapdecryption
meiAk 1keBOAdRVahde- Eﬂc#dt%n%tﬁlﬂfhlfd (RES? Rl MeforAhti@CHRrocessing

is being attenpted operation w be aborted in
Stankarsis cRigdicdtsared 932 Npvernbert Aé, 20, catianahrdnstgntevel Standards and
T%@E then it is assuned that a fully secure |ink has
UMWt abl | shed (step 324). The link is marked as
val irghiad 0 Rf 4 @atadfiGNdiheréh®l & evdnhilafyesteissechrfi€d out by the service
comuni cati ons (step 324). Using the newy generated
offvreng f(egat Wohink 8, Sftrhlée L@ewdgrersagwaw oy gairyingaewt ths exemplary

ap;?rgiacfh ro\\{vlélciﬁab%qrg %lé?n Ipelr Is {hgllrln?%r Q?ﬁqlé kteg eﬁélgalﬂ g a? shown in

Fidue @NSTRE ptdtRs< sxafté mhlaaﬁsdrs:oha@al yeerviry Iirhexdsleroumé band’ to
of feri ng t he user can being to exchange data (step

exgdrgge a s ared secret (step 398). This corresponds with step 302 'in Figure 6 on the

user’s device. This out-of-band exchange has been discussed several times and also

provides a level of authentication that the user and service are who they say they are.
Once this exchange is complete, the user is free at any point in time to contact the service
to begin the process. Once the user does contact the host service, shown with message (A)
arriving from the user’s flow chart in Figure 6, the new user is verified (step 400). Since a

service provider might have tens or hundreds of users wanting to start using their service
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Any suitable encryption and decrypti on net hods can be

used to encrypt and decrypt nessages using the master
waegws/ogaieh as synmmetric-key encrypti on/ decrypt POICA2005/000466

nmet hods |i ke the Advanced Encryption Standard (AES)

(Federal Information Processing Standards Publication
at ARy tinNQigsTRRvic2 roi€rlis péstivonatil thestset déddef he wants to start the

St andards, and Technol ogy).. Figure 7 is a data flow
seryichgrizien dhoughenplharrd, sere hes el prgargsd tﬁgﬁ e meap yegelittle, and
stafd SR Gckds Qxi%ht"évt@ﬁ1 e )ﬁuﬁ%edsﬁfe\“ssﬁe REAWeHBE a3 fWRE Bler fails to

or carrying out the exenplary approach shown in

cofmegtipecr4hathtene phiodis €he agiviehef theirméssager alfwst the skieyce provider to

g SRR R e 0 el DGR BPoE A SR s e
usE%GIBNO Shétt-BA RithcPBEARI Ke§! ®RicBIBbased Bh ShEHak@BRORM Estep 400).
wi th step 302 in Figure 6 on the user's device. This _
The utessd gebal sl cantainarige usea's pubkn latigsiens sacrypbee key (3temée0), which

and al so.provi.des a |evel of authentication,that th
caf i, Bf RURe PP S 1 sl Pty R 8t b e rekey
opEMEHRNER: placs; PiRIred Band Hle user is free at any point in

time to contact the service to begin the Erocess. Once |

t he Theeservieseallering arnerateped Kpettcm £Yeryptions keyyaaiiferthis user, in a

nessage rr r : ' '
dERgE PR b B st “RLE #PEhT 8 teghfbs fegp 402
Ex8@ipar ¢ ehafHedaitidglr catbuddiionb &v eresite nise stvibelbffegnlss whgiset sncryption
wanting to start using their serviceat any tinme, the
key piy precas Jp b 116 i wsigaa SPERE wethod)t he user deci des he
wants to start the service. Even though a shared
secret has been exchanged this may nean very little,
Pidod Isimt-Eergh eyP e (o1 By Seigtide Brosidebe purged after
song  nunber of da)és if the user fails to connect over
t hat'l '%@d;%&li”olf Thelarrival of the message all ows
the Sghyit€s Ppovider to find the new user and verify
that a shared™secret exists (step 400). In the nmessage
i s {IhB =ukdets clpdsingali§tront b’s enmh BigeHent i cati on key,
whi ch is based on the shared secret (step 400). The
nmessage al so contains the user's public long-term
encryRta AR 'Be¥ thé 5&Pics Qhkrindd (ehiéproRRiekdaEn s ferikfublic key (or
impl ementation to create perfect forward seprecty when
mare-geegrabpethadi puidict kdya, mcgd@, vitug Y @ the sgrdics. offmimg's long-term

servyice offerin ner. at es | ong-term encryption key
p“ﬁfﬁﬁeg@ Z?r’ F’f?f%gﬂ%éa?& ﬁ]ﬁr%e{mn‘%%r%(gﬁsi mlar to the

| oNgHe B BcRAGIuiek OB #63tefIé thag N eaideldssbial ig: piS@E number q — 1.

(step 402). Exenplary mat hematical cal culations to

Onse éhe Rrivakrukase by 1pss sl Bublis kgy ¢ BF v aeReraipg fheprivaig key b

. pair, ar s _f OWS.1: <> HSI . P
B SRS AR5 VPR TG R R e o
cafra&dio A s cdlcdations. 9- 1 ;

The service offering also generates a short-term authentication key pair based on

the shared secret (step 404). Using a similar calculation following a SPEKE key
generation method, exemplary mathematics for this step are (using, e.g., the same

assumptions for q and for x (as now applied to y) as before):
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Calculate B gb IfB = 1, keep choosing different b's
until Bo |l . The value "B is the service offering's
W@ s@swvase2 provi der' s) | ong-term public key (orP@mCa2005/000466
generally, third public key), and the value 'b" is the
service offering's long-termprivate key (or, nore
Pl@&AGSIﬁirt—TerﬁlhAﬁt@eﬂﬁtdtﬁinel(&eﬂlr (&BE bySeediceBroniabgr ' b’
reater than 1 and |ess than the prine nunber q -
gh@%RWH@nbYﬂN%Vé:%éy 'b' is selected and the public
key rated, the private key "b'" is stored
lﬁ%ﬁn#égﬁﬁpﬁhe publlc key "B is eventually
traﬂSW#td&e@aﬁ%st@y hentulSér>do he can use it in his
cal cul ations. The service offering al so generates a
short-term aut henticati on key pair based on the shared
secrgl {(AhePY49d)ine LIk %fﬁhﬁgéa(rser%tecwoerdepg) public. short-term
foll ow ng a SPEKE key generation nethod, exenplary
authettietan keg (6mmdré gsnei’albp fouréh putdicricey), emg the vhlge é)énethe service

ofEny By hori e RInpUPHORSER Lot Pt BB R, fafhpriie key)
(€. he RMecHoE %ff}@ 1P"H%W§E%W aftll Gl Eﬁ e Gimber § <1Y ”Fhe public key
g-1; Calcul ate = sy; Y = 1, choosing y's

valyas iB’ ¥hdkSY 1w111rheent@allyebeusent G thehlesesécr geneeate i piang oyyn master
ke &serV|ce provider's) public short-term authentication
ey (or, nore generally, fourth public key), and the

val uge's¥rvideSoffdRigBENV 168 RS hiilick@ys QT andaDE Bbvdd frémithe user,
aut hentication key (or, nore generally, fourth %&lvate

anﬁﬁgﬁ)prlmWeyéu@&@alewa@fi ‘to generajc panagkes Koy (e Qe Byrusig both ‘A’
URDE,
flvSoctoafnr b, ol B AP e Bl Bl pere

forwind RBStESN Keyproaihe peefbw foewatlf eticoy thd @nplesestatibe also uses the
public keys "A" and.' X _received fromthe user and

privae s vatthe kepengraiian ebsehsracati keYs duing ARk ke seqence. An

) A and 'X together to

exéﬁégﬁéﬁga?ﬁggﬁggﬁgﬁﬁée§gﬁ@ﬁggncrypt|on nmet hod provi des
perfect forward secrecy. To provide perfect forward

t he |nplenentat|on_also ses the private keys

AHCH SAAGRH N OFFVICG BEOVICEAt keys during any

re- &e¥=§equence An exenplary mast er key cal cul ation

is as fol'l ows: Calculate Master Key (e.g., by Service

Prok2deAy; kI = Xy; -

check that k1, k2 =0, 1, or order(G)-1;
k = hash (k1 || k2).

Here, 'y' is the service offering's short-term private encryption key (or, more
generally, fourth private key), and 'X' is the received short-term public encryption key of
the user (or, more generally, second public key). Also, 'b' is the service offering's long-
term private key (or, more generally, third private key), and 'A' is the received long-term
public encryption key of the user (or, more generally, first public key).

The value ‘k’ represents the master key generated by the service offering, and it is
the same as the master key generated by the user. This master key can be used for
encrypting data between the service and the user. The value ‘k’ is a combination of the

intermediate keys ‘k1’ (based on the short-term authentication keys) and ‘k2’ (based on
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k2 = Ab; check that kI, k2 !'=0, 1, or order(Q-I; k =
hash ( kI || k2). Here, '"y? is the service offering's
W@ bwsnodser m private encryption key (or, nore geeiECAbdoF/000466
fourth private key), and "X is the received
short-term public encryption key of the user (or, nore
th@RnGFternk yncrﬂﬁitﬁﬂdsyp),l bAh ém@ygnt chéckaan 'be'made dnhilie intermediate key
service of s | ong tefym private ke

valjmer & 1494 K1 FD OB AL E AR Pt won H4S AhaoT b efiaider(@) 1
otk 1? HMBUIBEM tl’faep(ﬁfsy Rl (Qﬂ ty%ﬁﬁ&‘ bélﬁ% a%ﬁli)te(iorl’hﬁ%ﬁck would

gener al Iy irst pu e val represents
redulta f mskgmd(eyelgg fiercead mtb bymhllh sutsetr ofitaal pxﬁssléeﬂﬂ kays. dfttie attacker

[ |sth sane t he master ke ene
sepdsct XD at Lo BB s SR OR GG/ HEE gt galue of 0.
T}{%ﬁr’o @hécﬂgmﬂeern\!ﬂlr%e?ha%@g afth& Y $8f belﬂ—é‘ﬁaﬁk’é@i l{?ho%evérsthcavalue of k1
I nation of the internedi ate keys based on

orti2edsdsofatl-iner omeaof Hest ismatli subsek egyeypsathed HGBQﬁaU(ODane@ key can be

| o termencryption keys). An inportant check
ab8‘g?1‘r§é rfgg% on the internedi ate key val ues of kl and

K2 gt aSduBRet408clk & MET ddiectddnaie hﬁ@t%ﬁkéyl\ﬂ(’V@dnUI%u@fdebyﬁﬂie service
0, 1 or order(Q-1; otherwise it could nean there is

offesipgrtp tigst dhq ek condirmgtion takptsert. byriiesusar fsiapkd Lioul Qne method for
res i.f the-ke r Lk I
seh il s BRATRYUCH DR BRI Pl A 2RI b o o e
by@d3 itk SUbli¥ key @‘Bt hewrcexmphirg ahlcnigtipatd feststhe stding (B@t camfirmation
resulting key value of 0. This quick check wll ensure
vajueatvorll Bt ack i s not being staged. |If however the
value of k | or k2 does fall into one of these snall
subset groups the negotiation for a key can be aborted
Tdss Kep Coh@irmationdvalubset attack is not detected, the
mast er ' can_be used by the service of feri ng to
testhBt:h}@SKéIJ&’WPfﬁ‘httl}cd‘??yvgyhe sent by the user (step
416). One nethod for generating a key confirmation
value is to hash the key wwth a known string such as
t he Thet sesvice offdng woluldcthier rahBhit the tesk etnipg do yhe user so that it can

veiily G5 o Drarensey et pyChh Rt abE B A TIB ey fgged by the
sefvlfce] d»ffé}MigGSr 1RfseBHE bSerk@MtherBsonds mQOﬁﬁféﬁnclﬁlb‘%feﬁéﬂyﬁﬁon key ‘B

woul d thén transmt the test string t he user so
the hmrt—rtetnmlaublmeafutlﬁqntlmtam lterye‘\ffa@tr,efouktbwl@én &ext et Pye verification

e master key created by the service
Strb‘i‘e}éer ﬁbeuﬁeﬁgsq ?{fﬂce of fering then sends the

| ongoARS hePRt iheis @BArHRE IiRNoWRaskr, kdyh & Sh@Edds! Bick a final key
publ i ¢ aut hentication key 'Y f(or fourth public key)
coafirmatipm yalug ftp censhignthe service oftering knows that everything ‘has worked

correctly (C). This final step (C) is shown in Figure 7 as an input to the service offering at
step 416. If the key confirmation value was calculated based upon 'A' and sent to the
service offering (step 416), then this is what the test looks for (step 418). If the key
confirmation value does not match the expected value the operation is aborted (step 420).
If the key confirmation value is matched then it is assumed that a full two-way encrypted

and secure data communication path exists (step 422).
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string h to the user (step 414). Once the user has
generated its own master key 'k' it sends back a final
waegsomsii rmati on val ue to ensure the servi ce pET/€ARM0§000466
knows that everything has worked correctly (C). This
final step (C) is shown in Figure 7 as an input to the
TheR&Kee Datd PlowmSeqiiengbep 416. |f the key confirmation

val ue was cal cul at ed based upon 'A" and sent to t

ser Viguge §f et falg iy dhpaang)sh O‘f’H’éne"teH}p%aergt?Hﬁa‘t”ﬂ?‘Hetﬁe user (c.g.,
e .

w7 BT e S L e SRALLTA R, apionmen

illistragban tFeghrés 1 £p ad@0) . Thib ptdcedllneyllus{mtesrttramtiﬁty ofahaeg the long-

is matched then s.assuned .t ha - Wa
B RIBG K Sublr B D BTEBIHOR DL REtTSh B B s The process
stahékﬁfénﬂe%%ér fﬁe%saeoﬁ% sERiR ST g RAMBNCERW kO [LreBuir&d. @For this
data fl ow di agram show ng exerrpﬁary steps within the
exzuslelr: Weewgll assnitehtha hostf &Smroe)prfmderé is eureye slequeskiptéon key expiry
tm}elrl 3’% ene ?X},?I %?dﬁ%‘lg}sgtﬁer xé(ag% %énlgr%ﬁ) 1n1\1/B{eg218rr]e% ge re-generated
Thb'dsé&sr‘h[gﬁ @%mﬁ@ ehatllid lsitinye &fr ausdwBey, Be LR Pr&ENlice might have fears
encryption key to enable the inplenentation of pertect

that spmeont hve beeyinghe ardicadslewrminesthopmemensikeneplugn Vhatever the
user. or, t he serV| ce fferl e

colf e fueeksy RPSlalh B TuhEs MR P RB T gl shared secre,

cax(s@ﬁsedcegsmytedl&rﬂewsey unni ng an encryption key expiry
timer. However, there are many other ways . th

encAppthowR Rdpe FFPRle 196 Frl%lI@ §r?e¥€alff‘é’dreqtr?§é lqjgeg\%Wﬁql Bhithe user, or
thedl?s%f §&iddiad ﬁ{ltt ahhegw k%}ngt 3i(1)Zt BEVOLKEY std hhﬁo%@fd &rexlec%ted by the

service m ave soneorie been tr
serfviveaproailer anilsﬂeadlebﬁltha neert h&he useendfikay gemketates a new short-term

What ever the case, a new key is desi red nd a uyni
enGRIPHIHKE iCRHAERd O KHBPIRY giatsmalifal el ends ba &fginon SPEKE

an@ﬁselﬁ ﬁ%&ﬂﬂ&fc@tagsﬁm ckey. As shown in the
exanp

I'gure a re-key request is received by
t he user, or the user decides to cut a new key (step
| .d be executed by the

Al : e PHEL user
sof Q)Y@JI@axﬂl%H?{ <51t<e§<a(f mew short term encr yption key
(step 432). exenpl ary mathenmatical calculation is

basé‘dllcmlﬁatSPiEK? and uses the sane sequence as shown

bef New Short Encryption Key Pair
Sfﬁ‘b{; ﬁ}O%}“@% ﬁ%tble@l Kx < g-1; Calculate X
gx If X =1, keep choosing x's until X <> 1 Her e,

X' is a "new! val ue generated for the user's
shorter,ex'mis pr i'eat"evadwe ggpsrated for the user's short-term private encryption

key. The value 'x' can be referred to either as an "encryption" key or as an
"authentication" key (as was done previously) because the value 'x' contributes to both
aspects. The selection of ‘x” must be between 1 and the prime number q — 1. The user
software then sends the newly generated public key value ‘X’ to the service provider 434.
This step proceeds to (D) where the service provider receives the value and performs
additional calculations. Step (D) is taken into Figure 9 as input on the service provider
side of the connection.

Once the service provider has completed those calculations with (D) shown in

Figure 9, it returns a similar new public encryption key ‘Y’ (discussed further below) with
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key. The value Y can be referred to either as an
"encryption" key or as an "authentication" key (as was
wa@lens/0mser i ousl y) because the val ue Y contri buP@BCAZ005/000466
bot h aspects. The selection of V nust be between 1 and
the prinme nunber q - 1. The user software then sends
a kh}e corefiatige vetuatfed verifidation kgythe aberg(E) X Thiist shewn as input (E) in

rvice provider 434. This step proceeds to ) re .
Figis ot o hiePginb it b dbls D (HesepaFHRrONH ﬁ@?\vwg’ﬁ&ey with the

seg\qgé tp'r&’\”@ér'scéfd‘éﬁ 15 d-QRR- éﬂlﬁp é’D)(eﬁf Stotél’%zﬁe A 'Hl:%té: I B $ollowing
as ‘i nput on the Servi ce provi der” si de of
advamred cSREXE c@leckativhs ferexampde. pBgmsmgrbohlaﬁlewwingt ‘®d and the new
hose, cal cul ations with (D) shown in Fiqure 9, it .
Y dOEFRE g SnarA e Koy E‘%F‘?‘CEYI&W&% P 9&@\50‘“@% implementation of
pdr B S31RaRH sddiEdyN e Pedp&dt GBiwaM tse&e&exaﬁ: BB fdchi¥atd ®Bcaldé Yeither the
for verification by the user (E).” This is shown as
existingt B( Byr tha nEWg 0 @regbasgd on Hlegar;gmahsh&rhfesm@r arjdsthg jgkigting ‘B’ 1
rovider's new 'Y,. w t.h t
et utiring e V5 it Ford Brha: SRt oAt %@*etprewous ke
A8di88hA1y2 tHRstiink sy k& &@M&ﬁ%rﬁ@ﬁﬁﬂ&eﬁtlﬁaﬂﬁ@lon generated with the
cal cul ations, for exanple. By using both the existing
origanal gharegfecigbwOnty ap aythendsatedosgeine uatre thap eriginplly tppésessed the
r r i
shar ?jf%grte gike oorum?gb%}pgk ggl?glc):l@ tgéh‘q‘? the #’ or vva#’?s ssgger(g{:o dlSk Thls s seen
mb& cﬂ@dﬁlya\ﬂeﬂe beaiplse rodicl hlﬁﬂthdrﬂftﬂlceb(ctaﬂ;dula’tg)n tB'craady a hh\e master key
new 'Y are based on the original shared secret and
‘ki*he existi ng 'B" is conbined with the new 'Y to
create a new key not directly based on the previous
key. Additionally, the existing 'B key carries sone
Coalculate VhistdreKiéy @al.j pnUs@ier ated with the ori gi nal
shar ed secr et. Only an authenticated service user,
thatklorl gt nal |y possessed the shared secr et, woul d
havey ?a able to have the private key 'b'’ saved to
d|sk This is seen nore clearly in the exenplary
r e- keheckrtitahkheld?i e8] 1,calocddr@®i-on to create a new naster

key e Master Key (e.g., by User) kI =
IRZhaS}ggkl tﬂﬂ@ck that kl, k2 1=0, 1, or order(Q-I;

k = hash ( kIl k2). Here, Y is the user's new
short-term prlvate encryption key, and "Y' is the new
r eceHered xS o thte- wser smnpwkﬂhpu teme iPVE{ltﬁ cﬁncwyog dakr antded’' by the new

rekgfed Fing EEmebls RRbim AT BstFoi bunfibg iclRfder. Tpe vatve

istthe u§&trsVéxG§m@r1@Mg-‘i’&ﬁ1 Brifate Shérptidd Rey, tHAMBP EBO{HeCservwe provider's
encr 1 ONn
ex1stmgylgng term pu¥)hc encryption key.

The value ‘k’ represents the new master key that can be used for encrypting data
between the user and the service provider. The value ‘k’ is a combination of the
intermediate keys ‘k1’ (based on the short-term encryption key) and ‘k2’ (based on the
long-term encryption keys). An important check can be made on the intermediate key
values of k1 and k2 (step 442) to verify that these two values are not 0, 1 or order(G)-1;
otherwise or it could mean there is a security attack being attempted (step 442). If
however the value of k1 or k2 does fall into one of these small subset groups the

negotiation for a key can be aborted (step 444).
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The value 'k' represents the new nmaster key that can
be used for encrypting data between the user and the

W@ e0gioed4pr ovi der. The value 'k' is a conbi nat PONCaL005/000466
the internedi ate keys '"kl' (based on the short-term
encryption key) and 'k2' (based on the long-term
encriyptsulyet kieack)is nétrdetarpedy thentewchestér kegrik beannmedeed o test the key

co&;ggplgt?ptrf }rlér?g %%ﬂéié{k@éég%gq%féfgg&gegse@?c%&%w &Y eas shov)n at step 446.

O ARIHD fok 1ge REﬂaﬁﬁ%‘asl«?eyoéodfhnﬁ%ﬂ PANED i ttegtemeskéy with a known
security at ing-attenpted (step 442). however

stmrl@ lnkalthe boteskof ther pitslicdbess of A1A”. i dhe appeoach ﬁ.ohe:sbulatlng a key

subset s, the neqgoti ati an for e
cREBRHR (A Ras 9 B BB Rt A A bsby hdPcpBylaed key
cohNEMBEWN VERSd @deskBY malch Wih waS réteBédl(Sep 858), tHreyaY assumed to be
confirmati on val ue sent by the service of feri ng
m(esz@r itee 4pPJovAd engor@gt ktoeanfamater yalaa gvoughmeppthri@ man-in-the-

mwggp %fatc ' grt !& thsef |¥1 ftack mc I ! rmgz lﬁt rrt%‘{}? u%)t g’rw};]s% ttﬂﬁgqlgert Igjenerates a
ﬁﬂ(a@ke?fconﬂ?rmatlﬁhalaﬂm&ﬂ:&ﬂleflﬁﬁstéi'a\teﬁyuﬂ(a(dtﬂg45{Z)k €Vhe key confirmation
confirmation value can be the sane as previously

valiesis isemielg. the service reavider (sepdSkbys & dmal ecrvétrméhomaaswéown at point
FSPREL 8GR 0P S pE G B L SAARL By e e
so@osatd (septd5on Datitg awhort gericbof tihathege iveabso a’lwtrhlem wihidre messages

attack, or sone other attack is bei.ng attenp
thety wiee wrevéoqshetr@egmt‘aﬂem%@eee an-f PHENS mpem @fr%eeblﬁmutes the
). The key
ol BE'R AE3| 8, 08 TR B RHorsbophSBBAIPEL o oui der
( st epurdbvl) neas ta Figunab thenepresats aalptaaBows kidagnaratofpaxiemiplary steps

n Figure 8. The short. pause the new
Wtimertbee?rawekrgg)wﬂe (i o Sk SriehuEe reg B e R ey in the
en@ﬁgﬁmetwﬂh{tﬂitéﬂ i85 UrePE O PITHIS PRCENRE Shdves @k %ﬁhﬁy of usmg the

w ndow where messages that were previously transmt
long}mrnh ercrypiienikey foumpigmeiting prefecbbrofrdseescal Imtlmsnee@odlment
e ol d ke |ed|fd yption err
w% @&&sg&t%th&ggy aeratraﬂeﬂgme%%‘els%a lﬁﬂf a@r ady (I:ﬁegte anew short-term
enE%'h@ﬁ est Stiendadtion) koYl a08RMnOh FEXEEB! amhY 285 @NSf the short-term
hin the service provider for a re-key sequence when
pubt;g enerwamrnlgeyaﬁbtlheho\taegs inputt(Rd. dhe prtdimieaytis received and the user’s

h
coghgt}vg 108 é‘ﬁgfrflﬁﬂ C}n | 8 &ecajléc’%[ ﬁiac?t ¢ ﬁgcgieﬁ r{st-cla-]i)le nf;gg? ggrv?ce offering then

gdﬁeﬁatéserndwmoemteﬁh lengyp@dd m‘ytpaﬁlomamoxs@e Skt sdgindnhbBtime (step
enbodi nent we have assuned the user has started the

463)-0 Beersplandmptismaliesda @yeats 2agve shait-Haw cSpoPtior Kpyrs similar to what
LB as shown in
BB Bl AULSRE AL Bl o opElace, oo
encryption key 'X is shown as i nput (D). The public
key |s rece| ved and the user s conf| gurat| on

ser vplglgﬁgﬂé%&ngg ﬁ 1gener at es anewshort t erm

encryp y’ pai’r for use over the next segnent of

t i meCdlsilete Y = g”;
If Y =1, keep choosing random y’s until Y <> 1.

The selection of “y’ is between 1 and the prime number q — 1. The value ‘Y’ will

eventually be sent to the user to generate a master key (step 472).
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462) . Exenplary mathematics to create a new short-term
encryption key is simlar to what has been shown
whedosnes4except the shared secret 's' is not UBETCARIOSK00466
A New Short-Term Encryption Key Pair (e.g., by Service
Provider) Pick Randomy, 1 <y < g-1; Calculate Y =
g% th|¥r plclkmgkaefﬁéw Gheosérgercaydiom lgeySpaunhirhas’hérQQy]is generated by
The selection of 'y' is between 1 and th rime nu
thg service pradgraysipg thyvalye) K b HEdst gﬁce@e@ éﬁfn g uﬁ?{énﬁ the newly

geiRBled Q/ﬁﬁl@n%f at ga, ﬂ@%tb%’fh KRY 08t 8P thidheftd egenella% ki key, the
2 new short -termencr ption key pair, a master key is
ergeypioat sdttoy plosiderfor perfpetoforderd seiery. t e ea¢ruplatyXmaster key
tgﬁt.was L { received fromthe user and the new y

cleaton g4 HloWs  y' . By using both ‘A and ' X

together to generate the key, the encryption nethod

provi des for perfect forward secrecy. An exenplary

Colrelate Masyercliey (4.t by RefviceRroviderbws: Cal cul ate Mast er

Key &Ie= w Dby Service Provider) kl = Xy; k2 = Ab;
chec t k1, k2 '=0, 1, or order(G-1; k = hash (
Kl | ko k29> Here, 'y' i the service pr ovi der's new

short - termgrlvate encryption key, and ' X is the new

r ecethasly tht&i k2 &0ml persirdes(@hkr ypt i on key generated by

t he s I "b' is the service provider's
exi sti ﬁlélsﬁlg ”%aim private encryption key, and 'A" is

the user's eX| sting long-term public encryption key.
The value 'k' represents the master key for the

ser vHees, of isgthp ﬁw(@tmgwde@)newhogt RﬁpmpﬂEféteLel@wpfle? key, and X" is
tht%rh%@yl%kélogdrﬂgrtvgﬁﬁgnugg{: \éﬁ&pptﬁ&ekrﬁ/e%e prafec o}f ﬁl{é'ﬁfeégr. affl value 'b' is

he user ISTa Co
thendeevioe qlm@héerlsegl)astlﬂg longheme ¢rivatet dreryperenskay; tantle€Amis the user's

encryption ke and ' k2 (based on the long-term
22 Bflgé‘?ﬁ“%i@)" engiyBUNLKSul ation of 'k’ is not

(tj)lutr e‘l"ﬁé Valqg pﬁn%&tseﬁ’@ tﬁé"ﬁlagéf B8 /D @ér@fie%?ﬁ:h%é (stp 464). This

e val ues b" carry sone of
wa'iUbh esdd ﬁaatenmyptnmg glll ldatlallgetvmemvthd ectvivy of&nngAnd e ksec.adhe value

AT NTR IS ETE T RN RN I p—
DD i ) Al T i s
dirently dependsht oindweorigiaal [sharadh sedretgs o bpsthehaluse §of piad Wrearry some
OE e authentbfca(t:lon orlgmaH9 ptroequédstg e‘p’.4g8(,)heck can be made on the intermediate
key values of k1 and k2 (step 466) to verify that these two values are not 0, 1 or order(G)-
1; otherwise it could mean there is a security attack being attempted. If k1 or k2 do fall
into one of these small subset groups the negotiation for a key can be aborted (step 468).

If a subset attack is not detected, the master key ‘k’ can be used to test the key
confirmation value sent by the service offering (step 470). One method for generating a
key confirmation value is to hash the key with a known string like the bytes in the public
key “B” (step 470). This calculation can be similar to those already described. The
service offering would then transmit its new short-term public encryption key ‘Y’ and the

key confirmation value hg to the user (step 472). This transfer of the key values and the

key confirmation value is shown at transfer box (E) in Figure 9.
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If a subset attack is not detected, the master key 'k’
can be used to test the key confirmation val ue sent by
wo bmsseiswi ce of fering (step 470). One net hod fBCT/CA2005/000466
generating a key confirmation value is to hash the key
mﬁth a known string like the bytes in the public key
"B" Ostepheddsty . haihieaeatddcitd atvhanagtankdye ks i deads tback a final key
t hose al ready described. The s rV|C of ferin '

CQr{Tatipm YatHet 1o FRSURR WIS HEViCet Knevws dhatr igyﬁwﬁwgkw worked
(Jectlg'@g 71%@?4 Bﬁylgﬁlt%@ ﬁé?@é\bﬁ’& QF?eTﬁlesg’Ql\alﬁaﬁaﬁe g‘le(aw;]zsesrhown in Figure 9
askaympmtrtbnhmvmm offating (step EMOWH the key mlrﬁfrmnatlm)(al(lE)Nas nalculated

e R A T PR L

4?63 SRS Re Jt B&xtﬁﬁ{aﬁbﬁ Q/aﬁlfef(ﬁfeb Ret KRRWShE Qﬁﬁe&é@béﬂh@ ioperation is
has worked correctly (step 454 of Figure 8) as shown

a@aﬂe(i Rytep B 1 thalkegtcopfiamat{om) valee wirdias, thenft guasewgedighat a full

i nput _t ser Vi offerln ste 474
Ry 2Bhrbhid: 5, 5Ghe, S8 2ok GF it Sk (oleh 105 b server
kée%s tiRepeeiovk key Bdrf K ERDMiMItejudt/if)casd ﬁzﬁiketsm/é‘re ioh toiRtduring this
e test | ooks for (step 476). If the key confirmation
nepa kepe gensetionstagaustem4¥$e expect ed val ue the operation
is a (st e
Veri g?é%rgl htg)na%lg h%?%% esc gum&fgt%{rﬁ (%f c%ﬂ{Hulltt{ r{%ﬁda%ﬂe Xé}hglecan contain

pRBESINGL Bdtradiibns emapeddtat A ca0duTH Niroedssing Lﬂﬂﬁ Itb exeaites the methods
(step 480). The server keeg the previous key
e

deserjbedaherginn Jthescqmpyterirgadal aﬁﬁkﬁ@{l%@@wuwbl? We"f carrier, such
S RSP0 A R Sy BBk memory (AN
ett9adakdnetic ameimery,c apticintrenoryr odesstypg ofisteooty,ons modulated

adapt ed_ t cause roceSS|ng unit to exec t he
WAl EeEl PO I, BPEIRCY IO BRRHSDY F GRIS | eduetiey modulated
Wﬁ T Oﬁg ISZQBHIQ%l@Xn SHhbaRkAE sEty(Heco?rﬁplﬁeﬁ'rlﬁétﬁfctloﬁéJﬁﬁt dduld cause a

te menofy (e.g., read only menory (
pnoacudmgumﬁdessrryrenuhy tqchailges descrited heegmet i ¢ menor Y,

%f,ggfagﬁnge,éo g¥b§g°t " €£1t %ggﬁ‘ixgrfnppleéa 86%89%6&%;?}; he pr(ejsent invention,

1nfcl'u%%gee>@éfnp191ry ARtHoad off SREAMRACY: FORUb&tREerstood that the operations
waves/ si gnal s) containing an appropriate set of

desoripest bereinnesuidibe |cm11§dtquamtho<iuf resh alsBcatsprd cbensi n“@he exemplary

A R B S LSS b AP B o son

ofthe phRedifeifibn, \nmems dfinedl BY Itnecfongwmgaimhﬁr y met hods
of operation, it is to be understood that the

operations described herein could be carried out with
different elenments and steps. The exenplary

enbodi nents are presented only by way of exanple and
are not neant to limt the scope of the present
invention, which is defined by the foll ow ng

clainms. CLAIMS: 1. A nmethod carried out by a first
system for establishing a secure bidirectiona
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conmuni cati on path between the first system and a
second system for an exchange of one or nore nessages,
WO b@soetsiod conpri sing: generating a first keyP@BCA2005/000466
having a first public key and a first private key;
generating a second key pair having a second public
CkeaaIM$xd a second private key, the second public key

bei ng generated based upon a shared secret known to

the first systemand the second system sending the

1 SeCoRd RURI CarkEY oRP Byt NGirdtl §y3tenP Y8 blatiRHinkOa sB&ure bidirectional
second system receiving a third public key and a
céromubivaperopith bkeyeey dimefizt edtdny anhe sswodngstepSoremn exdhenge of one
fourth public key bein ener at ed based upon the
O%Iﬂglfeerae*%é%%{h? %}a"{%ﬂﬂgﬁ%}ﬂ% ng a master key based upon

the bidepdtinRrd Vi3t lReyKRYs havily SEEOMhIRKeY ah@ a kedt privhR key;

thir pubf%c key gﬁgythehg%urtﬁﬂghbliz_key, mﬁgrein y.

t he gersraimgleesecord konpdighsvers @ scdoad pukles kay andor saspndprivate key,
of _ane, or, wore ssages. 2. . 1he nethod of .claim1

o rePhiat Beolip kP PR R4 pidd TRy Yufie ReeLhformgo the o

syméﬁﬁﬁdﬂkgakmg@&ﬁag;to the second system receiving a
second test string generated by the second system and

aut hegndinghe pepond publeclsycrnd e Brst miklic Kepdo ecsspond wstem;
o P2 B RRbGE S5m0 TBRDOof AR By o sccon

sy3@ani, e foutihipudlis Aty BERE peptdtahbastll apaveeshand secret; and
Integration (UDDI) service entry prior to the step of .
r ecefAFHAME & Brasica kew dpsedtunonghe SR Patvalg sy, theessesdopigvate key,

e dhertBEhE st &e id Snfigured to b
B E R L A TRE IO, Mot hEhE el ke i Shfiaured tobe
ueldan endryptidresfaine or ners ecssagesystem i s a host system

offering services. 6. The nethod of claim4, wherein

the shared secret is comunicated over a secure _
20Ut - 9hc hRRBISIRNMA! 1, FurtiEPEoRBdIAE Of clai m 6, wherein

the shared secret is a personal identification nunber

( Pl Ngerewttimget tegtalring; gener at ed by the host system 8

The nethod of claim6 erein the shared secret is

_rece?%&lgfarﬁ%t ieﬁtétré%%@nt egifgf“gﬁéfsl“ﬁ?’ough a web

I nt efefcai@ﬁléfaaééc@m 126t ﬁ‘iﬁg\iﬁéﬂﬁﬁted’b’y thBgeddnd gl stevshim 9.

er

The met hod of claimb5, ei n the exchange of one or

mor eautbesisgeng hermprandeystam vesithasgwndfiess swagland the master key,
nmessages, http-based XM. nessages, or http-based WL
3. The method of claim 2, further comprising a step of receiving a data payload

having a Universal Description, Discovery and Integration (UDDI) service entry prior to

the step of receiving a second test string generated by the second system.

4. The method of claim 1, wherein the first system is a wireless mobile device.

S. The method of claim 4, wherein the second system is a host system offering
services.

6. The method of claim 4, wherein the shared secret is communicated over a secure

out-of-band channel.
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nmessages. 10. The nethod of claimb5, wherein the

W rel ess nobile device and the host system are
waodoseeserd with e-mai|l addresses or EP addr essBGI/CA1005/000466

The nmethod of claim5, wherein a nodified Sinple

Password Exponential Key Exchange (SPEKE) nethod is

used in calculating the master key. 12. The nethod of

clal ei.n the first s stemis a host s

7ot enhagndhid SEaima ho Wit i See fisRNep et idgniicaton
ndRBd! (PIIW LRORSal§ BbhBated By tHWosIB)shadd of claim 1,

further ‘conprising encrypting one ‘'or nore nessages

using the master key. 14. A digital signal containing

Sof o1 SPsrod B SRR o pURar®y B8 BARE TP it FecebRua o age second

syRERE RSk dHh WBIS irftét€dc FoIovAH A Rr&fhiebihyAh6 fibk Sydlem.
processing unit to execute the nethod of claim1. 16.

A first systemfor establishing a secure bidirectional
o COMLQL %1%{1{0% f%"r‘alﬁl § Qvt%recig(fl?@g(cﬁ&‘?%ed? Jn%ror%&rg 3nak 5, gomprises
one Or nore gener a
ard dxchigigek 6y epmail massu@@, ahtfpl based PR Qné@@eygea,nd)r ahttp- bss*ed WML
private key;nmeans for generating a second key pair
MEESABPg a second public key and a second private key,
the second public key being generated based upon a
shared secret known to the first system and the second
1&yst @m lmf&ﬁ)ﬂS)ffcmﬂmée mﬂﬂert@ thieevisstess mebhple llev ice lary theertwst system are
public¢c key to_t second system neans for
aCi(QESé? Y"H edn?lh?‘i%‘iieﬁﬁfb?ﬁ B %QEVS%ﬁ%d a fourth public key
generated by the second system the fourth public key
bei ng generated based upon the shared secret; and
1 hean¥hé aretioal ofiklatm rfg vehensis teemokgiedbSismde BpowordéExponential Key

Extianee CHEBRSFNL 6 e e REpasimiei n the |-

master key is configured to be used in encryption of
one or nore messages. 17. A first systemfor
12st albh¢ sistheg of chemul, evhistadn thecfiisosystent srenhost sxsténo e figang services,

‘}fg E secp Qde S $t em fosr ex havnV ef%g ne or nore
G| Eéﬂ% PSS 5 amopie Y htva pr ocessi ng uni 't
coupled to the nenory, wherein the processing unit is
conflgured . o . '

e method of claim 1, further comprising encrypting one or more messages using

the master key.

14. A digital signal containing one or more messages encrypted according to the

method of claim 13.

15. A computer readable carrier containing processing instructions adapted to a cause a

processing unit to execute the method of claim 1.

16. A first system for establishing a secure bidirectional communication path to a
second system for exchanging one or more messages, comprising:
means for generating a first key pair having a first public key and a first private

key;
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to execute steps of: generating a first key pair
having a first public key and a first private key;
w@ensnadskng a second key pair having a second pubiCAZ005/000466
key and a second private key, the second public key
bei ng generated based upon a shared secret known to
t he thediStfos y&iedatingndlsdcbed ke paid hayiap @gecaehpilbly kdyeand a second
second public key and the first public key to the
prvaicokRy dhsscennd Pkl kednbeing generded OptelUpeB\ Higepdgsecret known to
] ed by the second system the
th%gg#%ﬂ“%ﬁ%h?g“%%%”&@%ﬁ%ﬁ%enerated based upo¥ t he
sharmacarsefor atndiag thecsdcond atibligkey amd ther fiksepubls &y tipdine second
the first private key, the second private key, the
SYSIRM d public key and the fourth public key, wherein

the fBStebr k&¥iviSy GARTd JUBIRIKEP aRE 2 USEEh pObBOKEY BEA@Ated by the
of one or nore nmessages.
second system, the fourth public key being generated based upon the shared secret; and
means for calculating a master key based upon the first private key, the second
private key, the third public key and the fourth public key, wherein the master key is

configured to be used in encryption of one or more messages.

17. A first system for establishing a secure bidirectional communication path to a
second system for exchanging one or more messages, comprising:
a memory; and
a processing unit coupled to the memory, wherein the processing unit is configured
to execute steps of:
generating a first key pair having a first public key and a first private key;
generating a second key pair having a second public key and a second
private key, the second public key being generated based upon a shared secret known to
the first system and the second system;
sending the second public key and the first public key to the second system;
receiving a third public key and a fourth public key generated by the second
system, the fourth public key being generated based upon the shared secret; and
calculating a master key based upon the first private key, the second private
key, the third public key and the fourth public key, wherein the master key is configured to

be used in encryption of one or more messages.
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